0 6 JAN 2006 | SECURE AUTHENTI CATI ON AND PAYMENT SYSTEM BACKGROUND OF THE
| NVENTI ON Field of the Invention The invention relates to authentication
and paynent systens and, nore particu- larly, to secure authentication and
paynent systens. Back round Information Authentication is a maflér JAN 2005
constituent of essentially all commercial transactions. When individuals
deal wi th each other face to face, authentication may be inplicit if the
i ndi vi dual s know each other. If they do not, authentication at various

| evel s may be required before the transaction is allowed to be conpl et ed.
For exanple, a photo ID such as a driver's |icense may be required by a

party to th&ﬁr@& C iolgI before the trans- action is allowed to proceed.
Aut hent i cat da( ﬁﬁfﬁ U BHEN BRI GrAHTHON fAND BPAYNEEMNT S¥STHOM each
ot her and/or are not dealing with each other face to face. In such a case,

various fornms of identification, such as passwords, may be required as a
condition of conpletio ntication systens, of course, are adjuncts
to payment systens. The@ﬁ%@WQQE%I%EHVENH@%nge of val ue
(paynment) which include, but are not limted to, cash , checks and

credi t/debiﬁi %ﬂo&ﬁ?é ,T,t‘? latter are particularly vulnerable to fraud and
theft, and ‘28&ole o 6Bst antial |osses to nerchants and financi al

institutions every. Xear, despite gi g{,ni ficant efforts to authenticate the
transaction of RVEHI relates fo agherticapriepayas ey siamsad, morepatiof-

conpar at i vahyy 9w &estuthane &Qﬁ% ' for transaction
aut henti cati OBF] whi ch ius Si m%ﬁ@l an %ﬂ?}el Fr%régnsi ntrusi ve but nonet hel ess ro-
bust. Purchase

I B Rk oY Qlﬁftoﬁgg.are | argely nmenbers of the general public,
often with Ilim : ile they will accept sone |evel of

aut hentication i onnection wth a.transactiaon, the level is generally
not sufficient t‘%mg?fﬁlﬁl O 819 BBPECHGHERL c?ﬁfqnﬁﬁny Bﬁ cgmmersial{Eweastions, and

customers Whén @ligaudlLidas XithRadEtheiab it BES AR WMIBN SRS od ithplicit if
the individuals know each other. If they do nof, authentication at various levels may be
-required before the transaction is allowed to be completed. For example, a photo ID
such as a driver's license may be required by a party to the transaction before the trans-
action is allowed to proceed. Authentication is particularly a problem if the parties do
not know each other and/or are not dealing with each other face to face. In such a case,
various forms of identification, such as passwords, may be required as a condition of

completion.

Authentication systems, of course, are adjuncts to payment systems. There are
many systems used for exchange of value (payment) which include, but are not limited
to, cash , checks and credit/debit cards. The latter are particularly vulnerable to fraud
and theft, and account for substantial losses to merchants and financial institutions
every year, despite significant efforts to authenticate the transaction of which they are a

part.

Businesses which sell items of comparatively low cost have an especial need for
transaction authentication which is simple and minimally intrusive but nonetheless ro-
bust. Purchasers of such items are largely members of the general public, often with
limited patience. While they will accept some level of authentication in connection
with a transaction, the level is generally not sufficient to ensure reliable authentication

of a}l transactions, and customers will often refuse to deal with merchants who seek to



0 6 JAN 2006 -2 inpose higher |evels of authentication. Thus, merchants
frequently limt the authenti- cation requirenents that they inpose, and
therefore knowi ngly incur a predictable level of loss rather than |ose
custonmers who will not accept higher |evels of authenticati o6 TAY 286t of
authenticating a transaction is also a magjor factor in its use. The cost
of authentication nust not be significant,in relation to the cost of the
article, else authentication my be onmtted in order to i nduce the sale.
One of the first and still nost wi dely used systens of authentication is

the bank Autysaheshed RiveRIof MaGBhiNIOAT Yhus YsdrSiBnt R quieft d}"ﬁﬁﬂt 1 aliBRYtDanks.

In this systema I nancial institution issues to an individual an ATM card
which is pr@%to@gﬁqmm@nbwthatuhey impesecaral thevesare koowingly mchea Brﬁde;m‘téﬁletwl t he

networ k. Th | dual .can t en _ace¢ess nds tion by
"hserting of ot et 1o Bl bR SRR R st B ER B RN Hee PP
connected to the etvvor? ither. in real -tine or thro ha,dlal %B
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the keyed PINwth a pre-recor he 1 nformation matc e$ exactly,
the ATM netmhdntahtlmaylbeommeﬂmddattohmdmb@ﬁsaﬂa.s account bal ance, pay a
bill, or receive currency fromthe nma- chine, anong ot her avail able

transactions. ThOge beue!firef andutiliansdt ©al4IP st skeg b dRFRtcaRmap tibaakt O
i ndi vidual s and fi-_nancial institutions, but it requires special apparatus

(the ATM mathiomededy heller Adackimg (A%H\‘lh&gsteé% thgb I usad by many\panks. carfsriyelamiaons
t wor k F k
ot wor ks bl Talflef et il BARO AP ASARIE an P Rard WS e QR R BB

(AWNP) has thecf‘manclahnstttpﬁmt tnibe acespted by the meawerksi Tigd iydivddual mm@mess al
cally enterprises such as Anerican _Express(r), VI SA(r),

transaction %r%

Mast er Car d (5‘“16%1 DI EERTIAOER PY RS CRHnE R WUP RS dbe $rad asiae A YL spigibie

(referred tgeolhGhicH ! YorlRBERE o AR e lfw&ﬁnﬁttw?tmatﬁm@mﬁmgﬁx 'dfgt B un' | que

appa- ratus t o nmerchants that are connected to one or nore n-ord

to obtain awrhos.i Thezatpamtusf mquastspa?ﬁ’é feersdavabidentifigaionainber)doun tesudehat t he

cards iss ue/qftely the 1 c{n vﬁ%alshas E)(eyed in the PIN, the network matches the keyed PIN with a
pre-recorded PIN. If the information matches exactly, the ATM network allows the
individual to check his account balance, pay a bill, or receive currency from the ma-

chine, among other available transactions.

This level of authentication has been deemed acceptable to individuals and fi-
. nanctal institutions, but it requires special apparatus (the ATM machines and the ATM
cards) as well as a private communications network over which the transactions take

place. Further, different banking networks belong to different ATM networks.

Authentication When Not Present (AWNP) has become an important issue in
increasingly complex commercial transactions. Typically enterprises such as American
Express®, VISA®, MasterCard®, banks or check-clearing networks and their affili-
ates (referred to collectively herein as Payment Networks (PN)) provide a unique appa-
ratus to merchants that are connected to one or more PN’s. In order to obtain authori-
zation for a payment , the PN typically requires that the cards issued by them be swiped
through the apparatus or that check numbers and other details be inputted on a key-
board by the merchant or by their agent. The merchant may also simply read the card or
check data over the phone to the PN agent. The unique data is then transported on a

network and authorization is obtained from the appropriate PN. The merchant then



t hrough the apparatus or that check nunbers and other details be inputted
on a key- board by the nerchant or by their agent. The nerchant nay al so
simply read the card or check data over the phone to the PN ggggtwdﬁﬁg

uni que data is then transported on a network and authori zati 3 i ned
fromthe appropriate PN. The nerchant then 0 6 JAN 2006 3 typically
requires the custoner to sign a tenplate gdocunent to verify the purchase
and the custoner's responsibility for paying for the goods to the PN or,
in the case of checks, to conpleting a check and signing it. Sonetines a

mer chant Wi iy I | tj L] i N t
ci rcunst ancgl?léﬁgt)ygéﬁgﬁ @g?ﬁs&ﬁg ﬂ(::’ g?@ d&%h@%ﬁé}:};&x {&‘Q %%‘gelﬁo% :thye pgjg‘fﬁﬁé%?lildc ation
typi cal |y r dhe giomest'sirsspohsbPhy fapdyingSel the gdbdsato thh PN Shaletassbgns t he
tenpl at e doc nt, the nmer- chant relegates the responsibility for paynent
to the PN, r"gﬁg@isn'ﬁ CONPAIHBZA FK6)F PRhEIBAL ilobt ai ned from the PN and t he

si gned docunent they have obtained fromthe custonmer. |f the custoner

di sputes the tramoatetimss a raerehans wilh sequirp eespmets iddntifideicem@n), tag immostans  of

verifying t e...Ihi ystemreli oR .two prem ses:. That. the

cust omer wi :Eﬁc‘%#%tgrgp y-5pP %Cﬁ%l;f)f I%atﬁ? g8t OEP Pﬁ_%ﬁrg’n %8?13,&_“ nﬁf‘f“& Ongyplealrydre"
present ed byuRedisshOPRrcaiditide Adrahedistorhdr sifs the RUIpPHS i¥cdn®ent RRE hed | ost
or stolen, can be assumed to belong to the custoner pre- senting it. 2

That the si GhA&Flegaies the desparsbibity for payment torihedMbgelying erethp latherizatimunent
after aut hoy I tal rchant . There.are ny ways
That f raug. CoRRUIbARS BEER AT doRinb Q08 ABlainel IS G OB, )

card that h#thbeestomtodigputbiihe nahsacapothetheRSasiuFbient tBadccunhiat ah@ e
been signed Eﬁe iilgs aut horized owner but has been signed by an unauthori zed
user in- st8a¥EME PaPYEPeCof the nmerchant to check a signature when a
customer signs the tem plate docunent, anmong others. In the case of taking
orders over a phghﬁ%’ﬁteweilﬁ%oﬁm%Prﬂmwi, a card is not present and no
signature is obtained to verify the custoner; therefore,

1. That the customer will promptly report a lost or stolen card, so that a

card presented by a customer to the merchant, if not previously re-
ported lost or stolen, can be assumed to belong to the customer pre-

senting it.

2. That the signature on the back of the card matches the template

document after authorization has been obtained by the merchant.

‘There are many ways that fraud can occur in this arrangement. Some examples
include, e.g., a card that has been stolen but not reported as such; a card that has not
been signed by its authorized owner but has been signed by an unauthorized user in-
stead; and failure of the merchant to check a signature when a customer signs the tem-
plate document, among" others. In the case of taking orders over a phone or on the inter-
net, a card is not present and no signature is obtained to verify the customer; therefore,
in most circumstances, if a customer disputes a transaction, the PN holds the merchant
responsible, as the merchant was willing to proceed with the transaction without ob-
taining a signature. This is referred to in the card industry as "charge back" , and can
account for 2 to 10% of the value of the goods sold by the merchant. Additionally,
most PN’s require a higher transaction fee for Transactions When Not Present
(TWNP), or for merchant classes that have higher proportion of their sales as TWNP,

and thus the merchant's transaction costs are increased.



in nost circunstances, if a custonmer disputes a transaction, the PN hol ds
the nmerchant responsible, as the nerchant was willing to proceed with the
transaction without ob- taining a signature. This is referred to in the
card industry as "charge back” , and can account for 2 to 10% ef JANepal ue
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hi gher transaction fee for Transactions _\ien Not Present (TW\P), or for
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SUMMARY OF THE | NVENTI ON (RPINVIMARY O IIgrepdvaigatipN of the internet
and the significant commerce which already takes place over it, a
substantial port f,the.public still es .not u t.he, jnternet for
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th tel 9 | | t
el ephone. andBTASHE MRG Rt eCenldy WHch G ies o hedr hptots

whi ch data frandeasilhak dfanishieihe 8pheRy Buniki b Bl sydagkers, tel ephone
transm ssions are difficult to intercept wt hout speci al i zed equi p- nent

and often then oRpemibPnGARSY H&‘F@QLJC i( bfcfr'agé’llﬁlé[to % del.%g(ﬂ% inferd hat,

with the telephone, comuni catl on l"ace secu ween nodes
within a chagimabst penpledxam l(ngtbem acchstarrmdabnemgahe tmldphbmgﬁﬁbtroaion@w@hgc

t k tl h - to th t th
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central office via unique circuit which i1s d
unobt r usi vemgnt g Oﬂmelthera@ﬂwmth sinsiderbl difftovitni Tht nois reshorcis thaywiib the

encoded. T nunber s .are uni yersal | ne d un| uely. to. custaners
by the tel g{eﬁgﬁoné ¢ %‘ Cg?tmﬁﬁ%(etg R eé%?Hr%%%é" g‘g WO HRFGIRItHR @rhpRgekn £ or
a cust omer . cobirast!to ey iGrndtiod Beer EBAGFIQIIBUB neAfdRMWwhEr oRulfiplEWodaighlak- t he
gl obal tel ephone operating compa-

cess to the same communication, thus allowing interception and hacking. This is the

case both with landline telephones, in which the information being transmitted travels

to a local central office via a unique circuit which is difficult to "tap" unobtrusively, as

well as with wireless communications which may be encoded.

Telephone numbers are universally assigned uniquely to customers by the tele-
phone company, and thus can serve as a unique identifier for a customer, The Interna-
tional Telecommunication Union (ITU) and all the global telephone operating compa-
nies have agreed to assigned country codes. For example, 1 identifies the United
States, Canada and parts of Caribbean; 49 identifies Germany; and so forth. Further-
more, the various authorities and telephone companies in each country have decided on
area codes and numbers for cities, areas or regions, e.g, 617 for Boston and 212 for
parts of Manhattan. Within these areas, an individual subscriber is assigned a unique
number. This numbering system allows, e.g., an individual in South Africa to simply
dial the country code of the United States, the assigned area code, and finally the user
number to reach a desired person or entity. This numbering system provides unique
routing information which has been used primarily by Telephone Operating Companies

(Telcos) for finding a subscriber, opening a circuit, and completing a call. The present



ni es have agreed to assigned country codes. For exanple, 1 identifies the
United States, Canada and parts of Caribbean; 49 identifies Gernmany; and so
forth. Further- nore, the various authorities and tel ephone conmpanies in
each country have decided on area codes and nunbers for citiegg HNedor
regions, e.g. 617 for Boston and 212 for parts of Manhattan. Wthin these
areas, an individual subscriber is assigned a unique nunber. This
nunberi ng systemallows, e.g., an individual in South Africa to sinply

dial the country code of the United States, the assigned area code, and
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nunbering system provides unique routing informtion h has been used
primarily byoudEsHH AR plging dinanejalimnsagtions and gberioasféraf gopdsiindgervices.
subscri ber, opening a circuit, and conpleting a call. The present 0 6 JAN
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This number has been available inter- nally to Tel cos since t advent of
el ect r omagnBlisctosifleasrinseithe advenieefidlsctipotagnetmvitohes irt the kedp o™ portery. It

t ransparent of, di gi.t al i tchi ng,..especi al t CLass 5
swi t ches inb% e%yé%eﬁ@%g&g %I‘?H%h §]§| g?mioimﬁltﬁg‘?‘?”g‘ﬂj%fsﬁ?%ad%hﬁggads§or

si gnal i ng, switthek igtharedrl il D809 ThY cAIRk GfSrmAtRmaINHHEE v¥E Besicanae Cal | er
| D and any ot her ugl'*)ﬁue identifier of a Telco network subscriber Sinply as

Cal ler |D. '¥afipgaad plieby Telses Hewpiraferyre despusedalerdoand anyl athranmipiet or
maki ng use Rkntifid o ol I ARRA %%ér%ﬁgﬁ@{lﬂ‘%&?“%ﬁ hentication functions

in various contexts. For ex- anp el'ephone conpani es has

proposed to use { {5 entjcating re- ests .for call. forwardin

services. See U. gtm lggtfélﬁ# ‘gﬂjllllbs.‘3 > ?Vﬁltif?g?ﬁpoﬁeggﬂézorjglﬁi ted 1or making use of
this functionality for performing authentication functions in various contexts. For ex-

ample, one of the telephone companies has proposed to use it for authenticating re-
quests for call forwarding services. See U.S. Patent No. 6,018,570, issued Jan. 25,
2000, for "Methods And apparatus For Regulating The Remote Ordering, Authoriza-
tion, Access And Control Of Services And Service Features Associated With A Termi-
nal", In that patent, the unauthorized ordering of ;all forwarding services for an unsus-
pecting customer, and its subsequent use to place long distance calls, is proposed to be
defeated by checking the ID of the telephone from which the service is ordered and re-
fusing to implement call forwarding on the targeted customer telephone unless the 1D
of the requesting telephone is the same as the ID of the customer telephone. Another
proposes to use it over one network (e.g., the telephone network) to authenticate pur-
chases over a second, separate network (e.g., the internet). See U.S. Patent No.
6,088,683, issued July 11, 2000 to Reza Jalli for "Secure Purchase Transaction Method
Using Telephone Number". In that patent, a customer contacts a merchant over a first
electronic network (e.g., the internet) which either the customer, or the merchant, or
both may deem insecure, and places an order. In connection with the order, the cus-

tomer identifies itself by supplying its telephone number and a registration number pre-



2000, for "Methods And apparatus For Regul ating The Renote Ordering,

Aut hori za- tion, Access And Control O Services And Service Features

Associ ated Wth A Term - nal”. In that patent, the unauthorized ordering of
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i ssued by a cen reglstr reglstratlon nu tain y either
call- ing ocuslwm&ﬂsn:gllmhﬁ) central registry in advance of any transaction.
The merchant then generates an invoice that includes the custoner
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fraud can occur in the very registration process itself, since registration is to be ac-

cepted not only from the registrant's telephone, but also from alternate telephone num-

bers. Although various security checks are suggested in the latter case, use of caller ID

is merely one option, leaving open the distinct possibility that information that was in

fact stolen from another (e.g., a Social Security number) may form the basis of regis-

tration.

In contrast to the above, I have developed a secure system for transaction
authorization and paynient. The system requires the use of only a single session, and in
most cases a single network, and is instantly accessible via a telephone network, mobile
or landline device. This device need not necessarily be a telephone; it can be a Per-
sonal Digital Assistant or other device. The device, however, must be one having a
preassigned unique number on a telephone network or on an IP telephony network
through a pre assigned IP gateway. For ease of use hereinafter, I refer to such a device
simply as a telephone, with the clear understanding that the term is intended to encom-
pass not only voice-transmission and reception devices commonly understood by the

term "telephone” (i.e., "conventional telephones™), but also personal digital assistants



sion and its final approval by the custonmer, a "second thought” on the part
of the cus- toner. is nore likely to occur, and thus reduce the nunber of
transactions. Further, fraud can occur in the very registration process
itself, since reglstratlon is to be ac- cepted not only fromt b JAN 2006
registrant's tel ephone, but also fromalternate tel ephone num bers.

Al t hough various security checks are suggested in the |latter case, use of
caller ID is nerely one option, |eaving open the distinct possibility that
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in the case, of extensiqn te one im | arI for conveni ence of
ref er ence, tr?nsgcgt%o&, tcfgg eﬁgl%’eq%%ﬁnﬁ@fﬁélsf‘ﬂ%roﬁ $f€ce to pay bills, make
pur chases, transfer sets, .etc. t he cus
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which facilitates consumer transactions.

Still another object of the invention is to provide an improved authentication

system which is unobtrusive with respect to the user.

Yet another object of the invention is to provide an improved authentication

and payment system.

Still a further object of this invention is to provide a simple yet relatively secure
system for authenticating an individual or organization and allowing them to forward
and/ or swap funds, goods and services including, but not limited to, stocks, motor ve-

hicle titles, or other assets or certificates representing value.

Still a further object of the invention is to provide an improved authentication

and payment system which is reliable, yet unobtrusive.

Yet a further object of thé invention is to provide an improved authentication
and payment system which does not require the presence at a particular site of a cus-

tomer using the system.

Still a further object of the invention is provide an improved system for authen-

tication and/or payment which is geographically universal.



tomer and a third party such as a nerchant, yet is sufficient to establish
and conplete a transaction, together with paynent for it as appropriate.
Accordingly, it is an object of the invention to provide an inproved
authentica- tion systemfor transactions between entities. AnotHheb AN &if
of the invention is to provide an inproved authentication system which
facilitates consuner transactions. Still- ganother object of the invention is
to provide an inproved authentication systemwhich is unobtrusive with
respect to the user. Yet another object of the invention is to provide an
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utility,

et ﬁie-feilgaq‘%r called for convenience "the Facilitator"). The Facilitator includes at least a
data processor programmed to handle one or more portions of the transactions to be un-
dertaken in connection with it. Typically, the Facilitator will include programs or pro-
gram modules to receive a call over a telephone network; authenticate the call as de-
scribed hereinafter; and process the transaction, such as by debiting and crediting vari-
ous accounts or providing the required information for others to do so, or keeping rec-
ords of the transaction or otherwise enabling the transaction in an orderly manner. As

necessary, one or more of these functions may in fact be performed by a human being.

The Facilitator typica‘lly maintains two separate databases, the first of which de-
fines the customers, and the second of which defines at least some of the targets with
which a customer may undertake a transaction. The customer database includes fields
containing at least the customer's registered Telephone Number and a customer-
selected password (PIN), as well as data pertaining to a Funding Mechanism (hereinaf-
ter , "FM", e.g., an account or line of credit with the Facilitator or with a third party, a
bank account, a credit card, debit card etc.) against which transactions undertaken by
the customer may be debited. Additional fields are preferably included, however, in-
cluding the customer's name and default address and shipping preferences, such as
shipping address, shipping mode (e.g., parcel post, United Parcel Service®, Federal
Express®); additional FM’s (e.g., one or more credit cards, with their requisite identi-

fying numbers and other information; bank accounts, bank routing numbers; credit fa-



transfer of noney to another person or nerchant; the transfer of noney from
one ac- count to another; or the transfer of assets or property from one
entity to another, such as by transferring ownership of shares, etc.,
anong ot her types of transactions. The trans- action is perfor g@dﬁhtéﬂﬁér
directly with the target or indirectly through an internediary

(hereinafter called for convenience "thedacilitator"). The Facilitator
includes at |east a data processor progranmed to handl e one or nore
portions of the transactions to be un- dertaken in connection with it.
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t el ephone riuabes as¢condary identifier (e.g., password) to be associated with it and additional
‘data such as its name, address, payment sources (in the case of a customer), destimation
account sources (in the case of a merchant or expected payee), or both (in case of those
who will be both paying and receiving). Further data such as shipping preferences are
desirably included. Where multiple alternatives are provided for a given data source
(such as payment source, shipping mode, etc.), default preferences are established;
these may simply be the first item listed in the respective categories. A key entry in
each database is the Caller ID, which serves as the primary authenticator for the trans-
action, while a further preferably unique identifier such as a personal identification
number (PIN) serves as the secondary authenticator for each transaction. A tertiary
identifier may be provided for privacy. The collection of data comprises a "voice wal-
let" which may thereafter be used to facilitate transactions. Some or all of this infor-
mation may be obtained instead from the telephone company which stores certain data
in connection with devices registered with it, or may be verified against the data main-

tained by the telephone company.



the target, or sinply the naive of the target) and a paynent destination
identifier that defines the entity into which authorized paynents are to
be made (e.g., an account with the Facilitator, an account Wﬁ@%ﬁ@é
etc.). Preceding conpletion of a transaction between two entities h
termis in- tended to enconpass individuals as well), the Facilitator
registers at |east one of the parties t@0othe transaction. Typically, this
occurs before either entity uses the system but may occur after only a
single entity has registered. In the latter case, registration of the
other party or péstaspscifio exmoplerafrsppicalorxpested regigratibh presodighit assembéhatade
part of the_ transaction, althoygh conpletion of the tra cti.on need not
be conditi oR&WIENY msl;_es Toncongpﬁg&ntg%oggg@%@eqr,tﬁr&u }éﬁe é@ﬂ%ﬁﬁ%e Peftieen t he
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identifier (i.e., the tel ephone nunber of the device to be regis- tered to

the entity)stess obtai ned or verified. The entity then provides certain

information such as a secondary identifier (e.g., password) to be
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further preferably uniqueidentifier such as a personal identifi cat’i on
nunber (Pl Nymgeg ¢thsr mdomntatione dbndztop dateHasncancasoeontain pasath vhicpuedaltinen. A
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input that information for purposes of further verification. It might also simply send a
sign-up form through the mail to the customer. The Facilitator may then store some or

all of this information in its database.

3. The Facilitator then requires the customer to input FM information. For ex-
ample, in the case of a bank account, the Facilitator may require bank routing informa-
tion and an account number. Of course more than one FM can be mapped to a tele-

~ phone number (account). Additional information may also be requested from the cus-

tomer by the Facilitator.

4. The Facilitator then verifies that certain key information of the Telco data-
base matches corresponding key information input by the customer, e.g., social security
or other unique identification number, banking or credit line information, ete.. Ifit
does, the Facilitator then links the requested funding mechanism to the telephone num-
ber and requests a PIN number from the customer; the linking is typically performed
simply by establishing an association in the database between the customer telephone
and PIN numbers and the funding information for that customer. As part of the linking
process, the Facilitator preferably checks certain information (e.g., Social Security

number, mother's maiden name, etc.) provided by the registering party against corre-



As a specific exanple of a typical expected registration procedure, assune
that a custonmer w shes to conduct transactions with or through the
Facilitator. The cus- toner preferably first registers with the
Facilitator. This may include the following steps 1. The custorfed A4l 2086
the Facilitator froma given tel ephone or other device to be registered.

I nformation pertaining to the tel ephone nynber of the device used by the
custoner is already on record at the Telco, and in npost circunstances has
been verified by the Telco. This information includes the tel ephone

subscri ber" sspoading datidinassord iwith régeet ©f thhianeyldt B tHIR¥hGR TonlpAy, 39 WePlS S
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of the Telcoq - hase t ches correspondi ng key information input by the
cust oner, e.aag?’hgf)%ﬁjﬁlcogg%?ﬁgﬁtﬁr or other unique identification nunber,

banki ng or credi Lfélﬁi ne infornmation, etc.. If it does, the Facilitator then
links the request'&8 PFemliiRYeOB AR apiadte dpRie Riepiyie citbenofbwe nwdds. In

requests a RIBOMANEE, hQE OB FHSLAMEL vl il 45| KB SALLY. R6ET o med

sinply by establishing an association In ase oner
t el ephone andoReNvVishedbierengagedntahteankamibnrgith afeedmni @rzef, ahe Elb@Im&usdsoner .
As part of EnQEatL: itIPcktiraI}gaction by calling the Facilitator on a telephone or other device which
the customer has previously registered with the Facilitator and whose Identity (i.e. tele-
phone number or other identity uniquely assigned by the telephone operating company
or other authorities) is thus stored in the Facilitator database. The Facilitator verifies
the customer's identity at a first level of authentication by checking the Caller ID asso-
ciated with the call against the information contained m the database. The customer
next provides a password that is preferably unique to it; this may be done verbally, or
by entry on a Touchtone® telephone. The Facilitator then verifies the password. Of
course, the Facilitator may delay verification of the Caller ID until the password is re-
ceived, and then verify both together. Next, the customer identifies the target and the
transaction 1o be performed with it. For example, the customer might say: "Pay Sun-
shine Floral Shop of Boston $97.50 and charge my Empire Bank account number
837557". This information may, of course, alternatively be provided at the outset of the
customer call, and held by the Facilitator pending customer verification. Additional
data may, of course, be provided by the customer, and used in the transaction. For ex~
ample, the customer may specify an item to be purchased, the quantity, shipping terms
(e.g. United Parcel Service®, U.S. mail, etc.). The Facilitator confirms these requests

against the target database and processes the transaction as described above. The key,



process, the Facilitator preferably checks certain information (e.g.,
Social Security nunber, nother's naiden nane, etc.) provided by the

regi stering party against corre 0 6 JAN 2006 spondi ng data on record with
respect to that party at the tel ephone company, as wel|l data ®farANediifhe
on record with the fundi ng nmechanismentity. O course, a PIN num ber may
al ready have been supplied by the custongr-to the Tel co when the custoner
signed up for an account with the Telco, and in that case need not be
supplied again by the custonmer. Further, as an additional security
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may be donedQ@yparihovsyer, fe Kagilitgio Ho%ﬁeﬁ&l}gﬁ%eﬁé??a’)e qeéﬁf%fgﬁalﬁé‘?“ @ldt

Faci | i tat or b S SRR e dieRES bAll badtanifmy

del ay veri fIrC t@glﬁ%é{ 5?‘;%1%2%&;%%% ?‘gﬁuﬁg}?iml%lt%%%gassve\ord i‘c_’ys re- cei veij, and

t hen veri f yirbthe futivoeg eAdgenotifideiion cameonsist bbatalephdencall, inetificationtthrayeh aand t he

" Pay. Sun- _SRIHES RGTEsk. Ra o BN GP SO Bar go. my Enpi e Bank

account nunber If qualified approval is obtained (e.g., the target approves of the transaction in
general, but wishes to change the account into which the money is to be paid from its
default account to some other account), the customer is notified and asked for approval
if the requested change affects the stated terms of the transaction (e.g., the purchase

” price) but may not be notified if it does not (¢.g., the destination of the pa.,SJment when

no destination is specifically designated by the customer) or if such transfers have been
explicitly or implicitly preapproved by the customer. Similarly, if the target has been
provided in advance with a blanket approval of all transactions requested to be paid
from customers, the approval is not necessary and a preset account is credited and the
customer’s account is debited. Once an account has been approved or approval dis-
pensed with, the Facilitator debits the designated customer account, credits the desig-
nated target account, and notifies both parties of the successful completion of the trans-
action. The customer need not in fact approve of the modification of the transaction.
For example, a parent who wishes to make a payment to a child for a designated pur-

pose (e.g., payment of college tuition) may block payment of amounts it sends to a



837557". This information may, of course, alternatively be provided at the
outset of the custoner call, and held by the Facilitator pendi ng custoner
verification. Additional data may, of course, be provided by the custoner,
and used in the transaction. For ex- anple, the custonmer may sheciAMy208h
itemto be purchased, the quantity, shipping ternms (e.g. United Parcel
Service(r), US mail, etc.). The Facilit@tor confirms these requests

agai nst the target database and processes the transaction as descri bed
above. The key, 0 6 JAN 2006 -12 however, is the tel ephone nunber of the
cust oner, orchilddo any aeoyntorthérahim a dbﬂi@m@letmtm-payﬁlenﬂ&dw%%e,'g.q@@hwoﬁnp ne or
both parties gg tqu traegﬁacti on. The Facilitator responds by checking the
account of the™t4 %3?}ts nshine Floral Shop of Boston. |f no such account
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i ssue. |f thenklatcauniioesthentedisirdtiondy gecessalie Facilitator notifies the
target of the desired transaction and requests approval by the target.
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transfers hHwne theeeystomer first initiates the transaction, and the time that the transaction is con-
firmed as complete. This minimizes the likelihood that a customer will change its mind
during the transaction processing, an important consideration for merchants that deal in
real-time purchases, such as goods that are advertised on the radio, on television, in

print, and in other media.

A significant embodiment of the invention is the transfer of value or resources
from one entity to another after authentication by using the unique Telephone Num-
bering system. For exq_mple, a customer who wishes, as a "transferor", to transfer
money or some other resource, such as the title to a motor vehicle, or the ownership of
a stock certificate to another ("the transferee") calls the Facilitator and identifies the
transferee as the target of the transaction, such as by giving the transferee's telephone
number; the amount of money to be transferred and the account against which the
money is to be debited, in the case of a money transfer, or the data identifying the re-
source to be transferred and such other information as may be necessary or desirable for
the transfer of the resource. The Facilitator then preferably checks the identity of the
entity associated with the target's telephone number and reports this to the transferor for

final approval, thereby providing an additional level of security to the transferor.



explicitly or inplicitly preapproved by the custoner. Simlarly, if the
target has been provided in advance wth a bl anket approval of all
transactions requested to be paid fromcustonmers, the approval is not
necessary and a preset account is credited and the custoner’ Eﬁaé%am S
debited. Once an account has been approved or approval dis- pensed wth,
the Facilitator debits the designated cugggoner account, credits the desig-
nated target account, and notifies both parties of the successful
conpletion of the trans- action. The customer need not in fact approve of
t he nodi fi cat i onOafe thedransastzmds approved-withmxdhephesferar'pacanht, wivall wr sthes t o
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radi o, on taldaeqwisothat & payment be made to a person where notification to the target is made
through email or other modes like SMS messages on a mobile phone, or through checks

to be issued etc..

Person-to-person (or entity-to-entity) transfers can securely be made in the
course of a conversation between two parties in accordance with thee present invention.
For example 1if, during the course of a conversation, one party to the conversation de-
cides to pay money or transfer an asset to the other, it can put the other party on hold
(or initiate a three-way call), contact the Facilitator, and arrange for the transfer. The
Facilitator can instantly authenticate the calling party through Caller ID and approve or

complete the transaction as appropriate.

In situations in which the identity of the party initiating the call is authenticated
by means other than its telephone number, a party may initiate a transaction with an-
other (the target) that is itself identified by a telephone number (Caller ID). In this
mode, upon the receipt of the information, the Facilitator generates a call to the target
and proceeds with the transaction. Alternatively, a party may initiate the transaction
by calling the Facilitator using its telephone (so that its identity is established by its

caller ID and password as described above) and initiate a transaction with another (the



print, and in other nedia. A significant enbodi mrent of the invention is the
transfer of value or resources fromone entity to another after

aut henti cati on by using the uni que Tel ephone Num be-ring system For
exanpl e, a customer who wi shes, as a "transferor", to transfer 0 6rohdy208p
sonme ot her resource, such as the title to a notor vehicle, or the.
ownership of a stock certificate to anatjaer ("the transferee") calls the
Facilitator and identifies the transferee as the target of the
transaction, such as by giving the transferee's tel ephone nunber; the
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tomer can request that the call be made, for example, 5 days later, or 3 days before the
bill is due, or at the due date, etc. The system records this request and initiates the
call in accordance with the request. The requests can also be setup on the internet at the
Facilitator's web site. The customer can also directly call the Facilitator and request that
the bills be paid. In this mode, the Facilitator verifies the customer's Caller ID and

password, if necessary and proceeds with crediting the biller's account and debiting the

customer's account.

It is important to note that under most circumstances described in this applica-
tion, the Facilitator can check the Telco directory for a target's name or alias and report
it to the subscriber. If the target's name is not listed in the directory then this can also

be reported. In this way a validation occurs which builds confidence for the transac-

tion.

In a second, direct, mode of operation of the invention, a customer contacts a
target directly, instead of through the Facilitator. For example a customer desiring to
purchase an item sold by a particular merchant calls the merchant on a register tele-

phone. Before placing the order, the customer may inquire as to features of the desired



and request that a paynent be made to a person where notification to the
target is made through email or other nodes |i ke SM5 nessages on a nobile
phone, or through checks to be issued etc.. Person-to-person (or
entity-to-entity) transfers can securely be made in the coursggofian 2006
conversation between two parties in accordance with thee present Invention.
For exanple if, during the course of a cggversation, one party to the
conversation de- cides to pay noney or transfer an asset to the other, it
can put the other party on hold (or initiate a three-way call), contact
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The FaC|I|tato en d|a s each custo detalls he bill such as
t he nanme of tibhén itequiEsti.ng entity (her e, t he broadcaster), the anmount of
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mode as well. Thus, the requestor calls the customer itself or the customer calis the re-

quester but, on obtaining the customer's assent to payment of the bill (e.g., by author-

izing a charge to a credit card, debit card, or other FM’s), the requester transfers the call

to the Facilitator for at least authentication of the customer. The Facilitator may per-

form only the authentication portion of the transaction, or may additionally perform

some or all of the completion of the transactions (e.g., the financial aspects, accounting,

and the like).

In an alternative mode, the customer can be physically present at the target's
(e.g., merchant's) site. ‘.'In this mode the customer provides the merchant a unique iden-
tifier, preferably his phone number or an alias provided by the Facilitator. The mer-
chant then enters this information into a specific apparatus which is connected to a pri-
vate or public network, or through a phone call to the Facilitator. The Facilitator then
calls the customer or owner of the account for verification. The call may be made to
the registered device primarily associated with the customer, or to a device whose
number is associated with the customer in the customer database. Typically, the call is
made to a mobile device. The customer can then approve the transaction. The ap-

proval can also be given by a surrogate for the customer such as a parent or any third



tonmer's tel ephone nunber which the Facilitator itself has dialed and,
optionally, the password or other unique information provided by the
custoner when the call is an- swered. On receiving the assent gé t he
customer, the requester (broadcaster) is notified for its recol 8sJAMAW6t he
Facilitator may directly proceed to conplete the transaction by debiting
and crediting the appropriate accounts ifiythe requester so desires. The
cus- tomer can request that the call be nade, for exanple, 5 days later, or
3 days before the bill is due, or at the due date, etc. The systemrecords
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The call may alternatively be made on an approved device by the customer to

the Facilitator, avoiding need for a callback, since the call itself provides to the Facili-

 tator the caller's ID; additional customer information such as a secondary ID (e.g., the
customer’s PIN associated with the given device) may also be obtained by the Facilita-
tor in connection with the call. In corinection with all types of transactions defined
herein, the customer or target may be provided with an "alias" by the Facilitator. This
alias may be used to identify the customer to the merchant as one registered with the
Facilitator, without compromising the private secondary identifier (password) used by
the customer to authenticate itself to the Facilitator. This may be important with certain
customers that do not desire to reveal their phone number to targets for privacy or other
reasons. - The Facilitator can decide to provide an alias for the shipping address, for
payment information, to mask the customer’s information to the target for privacy, or

for other purposes, if required.

Either the target or the customer or both are identified by a predefined series of
numbers or words or other means of unique identification, preferably the telephone

number. However, the target may have been assigned more than one account, which in



cilitator may transfer the call back to the nerchant for conpletion of the
transaction or may, if desired, conplete the transaction itself,
preferably with confirmation to both the custoner and the nerchant.

Conpl etion by the Facilitator may enconpass only sone aspect s 6f JAMaI06
transaction, such as the financial aspects of debiting and crediting the
custoner's account and crediting the nerqggant's account, wth the rest
(e.qg., shipping) being perfornmed by the nmerchant, or may enconpass all
further aspects of the transac- tion in its entirety. Bill presentation and
paynent by awnaaes tiet wiey abergpias Speoiiet ase tdui;)ieﬁt péfiinds bp denastemeelih adThus,
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aut hent i cat wherecf cdrperabustcoumgris sé[hxp \Fﬂhiﬂalnyaubaccmays per- formonly the

aut hentication portion of the transaction, or may additionally perform
sone or all of tmcmb&bmﬁﬁaﬁestlhawﬁdmgsmtelpmedéaalgon trhfgnittinganeik al
aspects, accounting, and the like). In an alternative node, the_ custoner
can be physiGeHen Pm@@@mtw@twmgliséhyéhﬂsmaké E‘Suchﬁhélﬁaﬁﬁﬂ@ﬁ: tge indivifin t hi s
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to a pri- vate or public networ or, through a phgne call to th
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back on the prespecified number. It might then require a further password, such as a

secondary password and other means of uniquely identifying an individual before pro-

ceeding with any mode of operation herein described.

It is possible to have more than one account registered to a single phone num-
ber; for exampie, a husband, wife and child each having their own account from the
same number. This is similar fo a primary card holder in the credit card business,
where a primary holder has an account and his/her spouse or child can have an account
within the same credit line, In this circumstance the primary user, that is, the person of
record with the phone company, must first register, and then allow any secondary per-
son to register an account from the same number. Each individual may be assigned a
unique PIN number, or a common number may be used. Each subaccount holder will
be treated as a separate entity with their own FM and personal information. In some
circumstances they can share funding sources. In order fo identify the sub account a

number or letter may be assigned by the Facilitator, for example 617 555 1111A, B etc.

As noted above, in certain circumstances, for example, a parent-child relation-
ship, the child may be set up with an account in which provision is made for a call

back to a parent. When the child then uses the system, or indeed even uses a physical



anong other attributes. The transaction nmay be conpleted by the nmerchant or
by the Facilitator. In either case, the custoner's purchase can be cl eared
and paid for without proceeding through any checkout |ine. The products
can be picked up on leaving the store or shipped subsequentlgyg Janenms

i nformation provided by the custonmer about its ac- count nunber can be
provi ded verbally or through a card issu by the Facilitator, where the
mer chant swi pes the card on a specific apparatus or reads the information
via a telephone to the Facilitator. It can al so be provided through
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custoner's PI N associ at ed with the given device) may al so be obt ai ned by
the Facilita- tor RdBadinéer Pty wre Rlse havaompitipld WC@@ﬁﬁhnkftdinng@r‘moajsltot ypes
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conprom si n e private secondary_identifier (password) used by
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targets f or {)I’I vacy or reasons. - CI I'Tta can deci de
provi de an alspaequesira Qdﬂéa@mepﬂbm@ramgméﬂse actamts paythisvay tfedndiwiduals aoto

mask the cu ion to the t et fo i,vacy, or for ot her
pur poses, ? B&g‘;ﬂf ?8‘3&% cfoﬁé?n?% C?nali’egrgfl&’& Vt”h’@“&ﬂ’z GFRTES EPhans mbeEs),
i denti fied ayd mt@rge@iéﬁ@ggcgl%éﬁfesg{tedmﬁ{cﬁwg{mmrds or other neans of
un| gue identification, preferably the tel ephone nunber. However, the

target may have BgeRIs3PoLINED BPLStetthatysRACHAGCOUR phdtY SHidbRment. 17 to-
lephony typically has a unique IP address or telephone gateway, but this can be inter-
cepted. In certain circumstance IPs are not static. Also, in contrast with the telephone
numbering system, where a central authority regulates phone number issuance and
management, due to the inherent nature of the internet as an open environment, there is
no central controller of IP addresses, and therefore it is prone to abuse, especially for
ﬁnancml transactions. In accordance with the present invention, the Facilitator may be
used to provide a gateway where an unauthenticated call can be initiated by the cus-
tomer to a preassigned static IP address at the Facilitator. The Facilitator, based on pre-
specified guidelines (e.g., previously disclosed sender IP address, a digital signature,
unique information e.g., password, mother's maiden name, etc.) can establish and
authenticate the individual. In connection with the authentication, the Facilitator gen-
erates a call to a preassigned phone number of the customer on the public switched
network; obtains a password from the customer; and then originates a call or a message
to a target. At the point of authentication, when the Facilitator has the required infor-

mation, e.g., the current Caller ID, etc., it approves the transaction.
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and per sonalledidif the B poor. tolconmpdetig the transasfi@nces they can share funding
sources. In order to identify the sub account a

It is possible that either the target or the customer fund the account or receive

funds in cash form directly or indirectly through a third party member of the Facilita-

tor's network.
In funding the account, the customers can

1. Go tc a bank branch, a Facilitator network member store, a Facilitator itself,
a network member ATM machine, or other agents, herein refereed to as Network
Members (NMs), pay cash, physically present a credit card to be debited, or present a
check, among other aceeptable payment instrument acceptable to the NM. The NM,
after satisfying itself with respect to the availability of funds, will then directly, via a
private or public network, provide a message to the Facilitator with the customer's ac-
count identifier, e.g., the phone number, which results in a credit to the account of the
customer. The payment to the NM acts as another FM here. The NM may also simply
provide the customer with a receipt containing a coded number, which can then be used

by the customer in a manner similar to the funding card serial number described below.

2. Buy a pre-assigned funding card similar to the telephone cards in existence

today. The funding card will have a serial number . Once registered as described pre-



nunber or letter may be assigned by the Facilitator, for exanple 617 555
111 IA B etc. As noted above, in certain circunstances, for exanple, a
parent-child relation- ship, the child may be set up with an adc®WAN g
which provision is nade for a call back to a parent. Wen the child then
uses the system or indeed even uses a physical 0 6 JAN 2006 -19 credit
card for purchasing goods and services, {f-ore the purchase is authorized,
the Facilitator requests parental consent/approval prior to authorizing
the purchase.. This relationship can be extended to manager-subordinate as
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. A check can be mailed by the Facilitator based on the target's
name and address as provided by the customer instruction. A one
time or limited time use card can be issued to the target at the re-
quest of the customer. The target can use this card on NM ATM
networks to receive funds in full or partially until the funds are
exhausted. It is not necessary that the recipient have a telephone

account or register with the Facilitator in this citcumstance.

3. A permanent debit or ATM card can be issued to the recipient,
which enables any customer to send funds to the target. It is not
necessary that the recipient have a telephone account or register

with the Facilitator in this circumstance.

It is possible for the present invention to be used for purchasing or transmitting
funds via the internet or other networks. In this hybrid mode a call is made between a
customer and the Facilitator and the customer is authenticated. The target of a transac- .
tion that is the subject of the call is identified by an email address or other preassigned
electronic network address. The Facilitator emails the recipient and requests it to reg-

ister with it or to establish an account, if an account has not previously been estab-



specified guidelines (e.g., previously disclosed sender |IP address, a
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as Networ k cific serial number from a merchant, the number being associated with, for example, a

rebate on a digital camera. The customer then calls a prespecified number at the Fa-

cilitator and after providing the serial nmﬁber, may obtain transfer of the funds to his/

her account immediately or, based on pre-specified arrangement, at some future date. It

is also possible that some personal information is then provided to the merchant from

the Facilitator's database containing consumer information.

It is also possible that calls could be generated by the Facilitator and iaroducts
_solicited to be sold on behalf of a2 merchant. If a customer responds to the promotion
and agrees to purchase the goods, funds may be transferred from his/her account to the

merchant and goods slﬁpped accordingly.

Hlustrative examples of the manner in which the various entities (cus-
tomer/requester, merchant, target) may interact with the Facilitator are shown in the
accompanying drawings, in which: '

Fig. 1 is a block and line diagram of a first form of authentication and payment
system in accordance with the present invention; and

Fig. 21is ablock and line diagram of a second form of authentication and pay-

ment system in accordance with the present invention.
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The initiator provides to the Facilitator a password (e.g., a personal identifica-

tion number or PIN), preferably unique to the initiator, that serves as a secondary level

of authentication; the primary level of authentication is provided by the Caller ID

which is associated with the telephone handset that the initiator is using to place the

call. The handset is desirably a landline phone, for maximum security against illegal

interception, but may comprise a wireless phone instead. Information such as a pass-

word, and possibly other information as well, is entered by the initiator by voice or by

telephone keypad in the case of touch-tone telephones.

The initiator identifies the target of the transaction (e.g., a public utility to which
the initiator wishes to make payment of a bill) by voicing or keypad-entering an identi-
fier for the target. This“may be the target's name or it may be a unique identifier pro-
vided to the initiator by the target or from another source such as a directory and from
which the target's record in the database can be accessed, either based on the identifier
alone or on the identifier supplemented by additional information from the initiator or
from other sources. Preferably, however, the target is identified to the Facilitator by its
telephone number. This enables easy location of the target in the event that it is not al-

ready a registrant in the target database.

The Facilitator authenticates the initiator (step 2) by examining the Caller ID as-

sociated with the call to determine if it is a registered initiator. This is accomplished by



networks to receive funds in full or partially until the funds are
exhausted. It is not necessary that the recipient have a tel ephone account
or register with the Facilitator in this circunstance. 3. A perwn@ﬁt bi t
or ATM card can be issued to the recipient, which enables any custo to
send funds to the target. It is not necessary that the recipient have a
t el ephone account or register wth the Bacilitator in this circunstance.
It is possible for the present invention to be used for purchasing or
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can then perfor mCal éstdbliehibg ivitintonahthéntRati G 3h¢ iabed ihesHied ofimchudiag payi ng
bills and B%yi ng other targets etc. Simlarly in another node, a custoner
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can recei ve'st underfake adgausagtion yffel. Hribadaseetdy eliesdy regisfered withethefier ng
associ at ed &‘i‘li&eﬁor,fﬂ%rtafgé@ﬁ@i@en tfe opportunity to refuse the transaction, in which case the

initiator is notified and the transaction is terminated. Typically, however, the target
will accept the transaction (step 3) by transmitting its assent to the Facilitator. In con-
nection with acceptance, the target may specify the account into which any payment is
to be made if this has not already been established by the user. Additionally, the target
may supply other data to shape the transaction, if the user has not specified to the con-

trary.

If the target is not already registered with the Facilitator, the target is given the
opportunity to do so. It may do so in a manner similar to that in which a Call initiator
registers, i.e., by providing to the Facilitator data such as a preferably unique identifier;
a Caller ID (this, in fact, is provided by the telephone service provider), and other data
that may be appropriate in connection with the transactions to be undertaken with or by
it. After registration, which may take place wholly over the telephone and during the
same session as that in which the target is notified of a desired transaction with it, and
after acceptance of the transaction, the transaction is processed (step 4). Typically, this
involves debiting an account of the Call initiator and crediting the account of the target.
Finally, the initiator and the target are notified of completion of the processing, and the

transaction is thereby completed. Of course, if registration by the target is refused, the



rebate on a digital canera. The custonmer then calls a prespecified nunber
at the Fa- cilitator and after providing the serial nunber, may obtain
transfer of the funds to his/ her account immediately or, based on
pre-specified arrangement, at some future date. It is al so pos® blAd 206Gt
sone personal information is then provided to the nerchant from the
Facilitator's database containing consunek_information. It is also possible
that calls could be generated by the Facilitator and products solicited to
be sold on behalf of a nerchant. If a custonmer responds to the pronotion
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a consuner o wshes to pay a bill to a utility, It w
under st ood tHEEC ¢ i Conegelinm \éiﬂa 3 trpgsactipre impirhish ge:onsumer calls a merchant to order

a CD that it has just heard advertised, although it will be understood that the invention
is not so limited. The transaction begins (step 1) with the Call initiator placing a tele-
phone call to the merchant. The caller may make inquiry of the merchant prior to
placing an order, such as to price, configuration, characteristics, warranty and the.like,
and may provide information to the merchant concerning itself such as name or alias,
address, etc. The Caller ID of the initiator is captured in connection with the call, but it

need not be used by the merchant; it may simply be transmitted to the facilitator.

In order to authenticate the initiator, the merchant transfers the call to the Fa-
cilitator. The Facilitato;__ authenticates the parties to the proposed transaction (step 2) in
the manner previously described in connection with Figure 1, i.e., it checks the Caller
ID and preferably a unique identifier of each party with the respective initiator and tar-
get databases; in the present case, the customer is the initiator and the Merchant is the
target. If both checks match for each party, the Facilitator notifies the initiator of the
transaction (step 3) and inquires as to acceptance. If the initiator accepts, the Facilita-
tor notifies the target of the authentication of the initiator. At this point, the Facilitator
may cease to participate further in the transaction, and the transaction may be com-
pleted by the Merchant/target. The Facilitator's role in the transaction will thus have

been to provide the authentication which gives the Merchant the security needed to
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identifier alone or on the identifier supplenented by additional

i nformation f romAlﬁ@ughﬁhq attove specifig ¢>@mpfo¢sh§ustmmhcexeseﬁtmﬁ/aﬂaiml iy thehowever ,

the t t he F t h mber . Thi
enabl o5 easy TEEa - BRiea by eypineh iEEl bl Bt Re SN RaBOLR o sy o
regi strant lhfi\:nieﬁe Fopegehpld atha Bdisigtor Ea9 bE%%érbhéﬁ Of utfdty NS BB £hirl Party

initiator (step 2) by exam ning the Cal as- sociated W'th the call to
det er mi ne i Photis presentingghibls écrre@qun&, paa mrrsonrm entitys theat seskep tiansferdofmpsads 6 JAN

The Faci I | 0 S0graitfads” T afy L oition Tellonti e 1 R PlargoR it

similar man nemphsﬂedtuyaathMtam@ﬂ@hneansm@thecpa&ﬂy@ tfnﬂﬁie&&lé nelnm @ Bgdat abase,
the initiatof is authenticated as that registrant. not, the

transact i onPPencIHERheEgor Rygassipned statie I addresiad thwctlﬁ%tﬁr)bﬁfef%m@ﬁ in eQREICas
aski ng thet?ﬂ'vﬁ{haatgcoﬁ@arg%%%ﬁ?imt ORplLdgpfier; notifying the registrant by

voi ce nai | one or ed access atterrpts noti fyi ng publ I C

Egzrﬂ ![ ;![ gf t ﬁteﬁNﬁlrJrfl a%a}r \twg{ﬁq%gtﬂ Dartel 1glaetqlu?rgd I1r§ order % Jmpﬁehnei‘gﬂt the present
invention. Existing communicant instrumentalities provide the necessary hardware,
and the software is readily assembled from existing communications, database, and fi-
nancial software modules, with any desired customization well within the skill of those
skilled in the art of communications and software. Conventional stored program data
processors can perform the necessary processing using such software, It is expecied
that most transactions will be processed by the Facilitator without the need for human
intervention, although the Facilitator may provide such intervention when necessary or

desirable.
CONCLUSION.

From the foregoing, it will be seen that I have provided an authentication and
payment system that provides a significant degree of security without the need for spe-
cial devices. The systemn uses a unique identifier that is nearly universally available
and that itself typically has undergone at least some level of scrutiny by independent
third parties (e.g., Telcos) in connection with associating it with a particular device,
e.g., a telephone, and with a particular individual or entity. Desired transactions can
typically be initiated , authenticated, and authorized during a single phone call by a

customer, and may frequently be completed during that call as well. Travel to specific



ticates the target. This is typically acconplished in a simlar manner to
that of initiator authentication, but using a separate database 12. O
course the initiator and target data- bases may be conbi ned in one but,
because the two will generally have different data fields, i@ 6MAN 2008
generally be nore efficient to use separate databases for them On
establishing initiator authentication, the target is notified of the
initiator's desire to undertake a transaction with it. If the target is
already registered wwith the Fa- cilitator, the target is given the
opportunity Failieksmitidiea i | Ripd| - i Dl s
notified and the transaqti?ﬁﬁ$§ﬁggkﬁ?ﬁg?§g£&f§%?%gﬁ?§%nﬁ%&%g%%}ﬁ#ﬁém{arget
will accept ep@mopkrassecidtet witht"dutigyizotiort Wanes Nt Presgni” tmnsestient is hexid-he
Facilitator.tér&fon- nection with acceptance, the target may specify the

account into i'th any paynment is to be nmade if this has not already been
est abl i shed by thgguset Additionally, the target nmay supply other data to
shape the transacti3me lilystiaied my drventian st haying: descaibed prefeseedcesrbadiments | f

the target ige.pot aligigady registered with the Facilitator, the target is
given the opportunity to do so. It may do so in a manner sinmlar to that
in which a Call initiator registers, i.e., by providing to the Facilitator
data such as a preferably unique identifier; a Caller ID(this, in fact,
is provided by the tel ephone service provider), and other data that may be
appropriate in connection with the transactions to be undertaken with or by
it. After registration, which may take place wholly over the tel ephone and
during the sane session as that in which the target is notified of a
desired transaction with it, and after acceptance of the transaction, the
transaction is processed (step 4). Typically, this involves debiting an
account of the Call initiator and crediting the account of the target.
Finally, the initiator and the target are notified of conpletion of the
processing, and the transaction is thereby conpleted. O course, if
registration by the target is refused, the 0 6 JAN 2006 -25 initiator is
notified and the transaction is term nated w thout processing such as
debiting or crediting of accounts. This nbode of operation is suitable for
a nunber of the transactions described in



detail above. For exanple, one person (e.g., a parent) wi shing to send
noney to an- other (e.g., a child) may readily do so by neans of a single
tel ephone call to the Facili- tator, specifying the tel ephone nunber of the
child and the amount to be transferred. Specific conditi ONSg pCJAN a006he
particul ar account into which the noneyg.s to be trans- ferred, forbidding
retransfer to other accounts etc., may al so be specified by the parent as
desired and as permtted by the Facilitator. Figure 2 illustrates a second
exanpl e of the invention, namely, one in which the call initiating a
transaction is placed in the first instance not to the Facilitator but to a
third party such as a nerchant. For €4S f understanding, it nmay be

hel pful to consider Figure 2 in conneciion with a transaction in which a
consuner calls a nmerchant to order a CD that it has just heard adverti sed,
although it wll be understood that the invention is not so limted. The
transacti oh bedh methostoépectijelyntanducting t@asdctipms evenn oetworka comprising tbe etepphone
call to the merghant. The caller may make inquiry of the nmerchant prior to
pl acing an order, such as to price, configuration, characteristics,
warranty and the Ai keceivingyatelappions ealliayer @ fefaphaee nenworkdhatiseeksetodhifiate a
concerni ng itsel fsiGhicswitPiRrgt, alias, address, etc. The Caller ID of
the initiator is captured in connection with the call, but it need not be

used by the mer chBrbtaipipg gHlpast aGaller IBsueh antbgiRlecranic Setid Mumber (ESNIeb? . 1 n

order to authentigabie ddWRel MbbilealitificdtdA NIBIHERAMN), tMaYNs EgLiBmeRBd6RIfbr t O the
aut henti cates t arties to the proposed

Fa- cilitator. Th&ggfw i.tator ) e E , .

transaction (stepM5iD)gefiningthdeipehons frem which ipesal ishelgdP'ackdconnect i on with
F} gur ehl, i : e, It ﬁ' ?E&@Kﬁca’tiﬁ@th_@%bli By ptgdcﬂtngiaﬂleﬁé(.jﬁl{]eﬁcalwr}? a?jéétﬂiagédezviihdﬁ@t i I iher
of each party wi e respective initiator a Al - ) abases; in the
present case, thecaéllfsgt"'g'ﬁre¢§'ie§ R& chtﬁqaisﬁf’gﬁegﬁﬁﬂm?%”ﬂgﬁéfﬂﬁ[ is the

target. |f both chemkesediigotithftos traresabtigpedrlyif attibast Baid iCalldraDonateteisitiidtes t he
initiator of the art & Qf@%{eig%%&%(‘sﬁegﬁl%dﬁé}ﬂ |s|peqw res as to acceptance. If

the initiator accep?s, fies the target of the
authentication of the initiator. At this point, the Facilitator my cease
t o particidpat e Thamdiead ¢fglairhd it whick agitl transaction] cerywrises apagoentan payyerde com

pl eted by the %ﬁrﬁ&ﬁ)ﬁ%{h%%f‘e%tto-% 2hasidcbb@kor s role in the transaction
provi de

wi |l thus have been to e authentication which gives the Merchant

the security needed to 0 6 JAN 2006
3. The method of claim 2 in which said transaction comprises a payment or payment

instruction to from a first financial account into a second financial account.

4, The method of claim 1 in which said database contains data uniquely identifying call
initiators that are registered to undertake transactions on the system.

5. The method of claim 4 in which a transaction is completed only after authentication
of both the call initiator and the call target.

6. The method of claim 5 in which said transaction comprises a payment with respect
to a financial account.

7. The method of claim 6 in which said transaction comprises a payment from a first

financial account into a second financial account.



-26 proceed with the transaction, knowing that it is not fraudul ent.
Conversely, the Mer- chant may desire that the Facilitator conplete the
transaction. In this case, the Facili- tator will conplete the transaction
in the manner previously described in connection wth Figuref§, J& ¢giog, by
debiting and crediting the accounts of_4die Merchant and of the Consuner,
respectively, notifying themboth of the action, and termnating the call.

Al t hough the above specific exanples illustrate the present invention in
the context of calls initiated by a custoner, it will be understood that
the invention is not so limted. For exanple, the initiator may be a

merchant, a utility, or sinply a third party who is presenting bills for
paynent, ok a N AYA eeks transfer of sets,.fromanother.
o oy evemt - Al ERBE of b L Wi BEEER HLA TG ord beBRES IS0 on o
ac- conpl i shed #geotmie irF@unedtivawith completiemef thd tradsecliparary pbarfanmied be theedaphone

ID (i.e., tele- unber, or preassigned static |IP address at the
Facilitator), prﬁgg%ﬂggwg?n connec- tion with a secondary identifier such

as a PIN. No unique hardware or software is required in order to inplenent
the presen? i nlhennpibad ofslaiet7 inghinbrasigiransaction isscamphated by theitargetpr ovi de t he
necessary hardware, and the software is readily assenbled from existing
conmuni cat | ons,_dat abase, and fi- nancial software nodules, with any
desired culdom Thamehodel dlaiy i whieh indledegdhesteps of hose skilled in the art of
comuni cations and software. Conventional stored programdata processors

can perform the nEecbiaining fiem theseall inftiaten angpcendasy Kerifise@ed 1t i s expect ed

that nost transacg) agWald scbendanieefmetinRYnidtoam hithaitiestiny faquh the
need for human intervention, although the Facilitator may provide such

i ntervention V\/nen'”ﬁ@ﬁ%ssary or desirable. CONCLUSION. Fromthe foregoing,
it wll be seen that | have provided an authentication and paynent system
that provites a\ siethodiof seoatelembecingltransftiohs yvenh inbst; chaprgerithk etepspe-

ci al devices. 'I(')tg,e systemuses a unique identifier that is nearly
universally available and that itself typically has undergone at | east
sone | evel of scr At iregeiding, ehasgend &attiort dri 4 thlqphbhe estwbOk, g mesdaecwshll i n

connection with aﬁlﬁ@féidaatt iarﬁgst iotcathntole e Rgt(r»:[oirlgéjr!oal&ergﬁy\(rirgcg transaction to be
undertaken;
B. at a second location on the network, obtaining, from a source other than the
initiator of said call, at least a Caller ID defining the telephone from which the call
was initiated;
C. authenticating the call or message by checking at least the Caller iD

associated with the call against Caller 1Ds in a database of Caller IDs; and

D. proceeding with the transaction only if at least said Caller ID matches that of
an entity that is contained in said database.

12 The method of claim 11 in which said second location includes a facilitator entity
which performs said authentication.

13. The method of claim 12 in which said facilitator further participates in said

transaction by causing transfer of financial obligations from one account to another.

14. The method of claim 13 in which said facilitator completes said transaction only on
authorization from the target of said transaction.



e.g., a telephone, and with a particular individual or entity. Desired
transactions can typically be initiated, authenticated, and authorized
during a single phone call by a custoner, and nay frequently be conpl eted
during that call as well. Travel to specific O 6 JAN 2006 -27p%agaN iztgges to
initiate a transaction is not required,3yet a security |evel higher than
that commonly associated with "Aut hori zati on When Not Present”
transactions is main- tained. Having illustrated my invention and having
descri bed preferred enbodinents thereof, | claim a 6 JAN 2006 -28 CLAI M5
1. A nethod of securely conducting transactions over a network, conprising
the steps of: A receiving a tel ephone call over a tel ephone network that
seeks to initiate a transaction with a target; B. obtaining at | east a

Caller |ID such : j: i . . nbj i ce,
Mobi Le | dentifiog ﬁqgﬁ“’ﬁhﬁ‘fq)ée@o'?l\'ﬁq N{Q’E’E n%@i%'“%éﬂﬁ’%gneﬂ#% afheflicafl e‘rm‘i‘%@‘ D) :
defining the t elocthihiocationfendempletionef eaid transsicti. ng pl aced; C.

aut henticating the call by checking at least the Caller ID associated with

the call agai NBhe HathbEr 117 f % Lok ' | &renliP$y and
D. proceeding w t?h t he tfrggr_\ﬂge;?t"?gﬂﬁh% @S"TEP %a{)tléﬁ%gggbeg%ltgg S%&?legrﬁ elngt?%’gt ches
that of an entVhigh 8 paymeny istebesmadeda anptheni d dat abase. 2. The nethod of

claim1l in which said transaction conprises a paynent or paynent

i nstructiofz.W tthe MeRes bf dama 1fih WARK isald cBf EPited oBmeddie "RWHaPENt®) B M 2
in which said trair;}iactl on, COﬂ?I’I ses a paynent or paynent instruction to
froma first fifftPaYMentisdRRe MaHeo a second financial account. 4. The

met hod of claim1 in which said database contains data uniquely identifying

cal | 18.  The method of claim 11 in which said transaction is completed only on approval by
the entity which is to make said payment.

19. Apparatus for facilitating transactions over a telephone network, comprising:

A. adata store for storing a database of at least authorized transaction initiators,
said database containing, for each entity authorized to engage in said
transactions, at least a primary identifier identifying telephone instruments that
are authorized for use in said transactions and a secondary identifier;

B. a stored program data processor for processing transactions directed to it,
said apparatus being connected to store data in said database and to retrieve it
therefrom;

C. one or more interface between said telephone network and said processor
for receiving and transmitting data between said network and said processor;

D. said processor programmed to:

(1) receive said primary and said secondary identifiers from said telephone
network via said interfaces and to authenticate said identifiers against said
database; and

(2) further said transaction on authentication.

20.  Apparatus according to claim 19 in which said processor is programmed to receive
said primary and secondary identifiers from different sources.



initiators that are registered to undertake transactions on the system 5.
The nmethod of claim4 in which a transaction is conpleted only after
authentication of both the call initiator and the call targel6 dANTHS
method of claim5 in which said transaction conprises a paynment with
respect to a financial account. 7. Theyjethod of claim6 in which said
transaction conprises a paynent froma first financial account into a
second financial account. 0 6 JAN 2006 -29 8. The nethod of claim7 in

which th f biti d i ti id fi i al ts i
Connect i on 23 § K EBIBFSRT ST Ot £ uh etk P Pere R Pl ar BB M he cal
recei vi ng enti tguthéhticaib eaidiiahsttioh oy disaid primarwdrideecaaiad) iterdifisaare on i s
conpl eted by thfssB@St%Rvitnjegch tFSri JnFu:a%ari]é) LiQask! @ M 1 which includes the steps

of : (1) obtaining fromthe ca ator a secondary identifier; and (2)
usi ng said secondary identifier in connection with authenticating the call
initiator.241. Amethoded etectuation fusidy trensfenfom agorigiratede aitarget avvamta net wor k;

conprising the c%tr@‘?@ingmé t@psgfecei ving, at a second | ocation on a tel ephone
net work, a nessage or caI‘QT initiated at a first location on the network

and identifying a transaction to be wundertaken; B. at a second |ocation on
t he network, obtaPniasg§erting femaarswigingtor sthrasaghidantifieg a tangeti at or of sai d

call, at least a Q@'ah_@l'éntlidatiﬁ@géi@Hﬁg?altg}é%ytn%a‘ﬁglaf)é‘t%gs’i m@tm%emﬁ\lbe%ﬁ was

initiated; C. authenticati ng the call” of message by checking at |east the
Caller 1D associ &F 8tpsiprthe felephens pumberiahihe aigineldr | Ds in a dat abase of

Cal l er |1Ds; and DC. presesd te sad thankfee frbmaBrisrigingtor Ndaid tafgeRlesh&tle tsai d
Caller |ID matches ttnat of n enti tgg(;t hat is contained in said dat abase.

authentication of said mess
23.  The method of claim 22 in which said message identifies said target by means of a
telephone number or an alias for the telephone number.

24.  The method of claim 23 in which the telephone numbers of said originator and said

target are distinguishable.

25.  The method of claim 23 in which said telephone numbers are not distinguishable
and in which said originator and said target are distinguished by distinguishable
passwords or additional distinguishable identifiers.

26.  The method of claim 22 in which said originator is further authenticated by means of
a passwaord.

27.  The method of claim 22 in which said message is transmitted over a wireless
telephone network, a landline telephone network, an internet or a Voice Over
Internet Protoco! (VOIP) network.

28.  The method of claim 27 in which said message is accepted by an entity that
maintains a database of authorized originators.



12 The nethod of claim 11l in which said second |ocation includes a
facilitator entity which perforns said authentication. 13. The nethod of
claim12 in which said facilitator further participates in said
transaction by causing transfer of financial obligations frofgogenagiount
to another. 14. The nmethod of claim 13 4on which said facilitator conpletes
said transaction only on authorization fromthe target of said
transaction. -30 0 6 JAN 2006 15. The nethod of claim 12 in which said
facilitator transmts authentication information to a third |location for
conpletion of said transaction. 16. The nethod of claim 11l in which said
call is placed or nessage sent by an entity by which a paynent is to be
made to anggher el ai i 0 whi i dJa.0is pl aced or
nmessage se?n%' byT%eElTthHI;-?? 9@@%%ﬁﬁﬁgyﬁ#a¢%sy§bﬂe@@ &‘@?}_th he net hod
of claim 11 i n Wah@inssadalahasawsadhérizad tsgeonpl eted only on approval by the
entity which is to nmake said paynent. 19. Apparatus for facilitating
transacti 088 OVfis Rethl sp{va&ez@ﬁ]tméﬂ%ai&%ﬁw &fRlchBies SaicrdhdfeRbymahfs dfor
storing a database of at |east authorized transaction initiators, said

dat abase cont ai $tRS, In Aegoustsdhaitained Py sid BOWY.zed t o engage in said
transactions, at least a primary identifier identifying tel ephone

i nstrument §1.t hathe MéRod bt il 290 whiRh sHR®nlif) efaétdatbs 38 aah4fONS rAdkhs df
secondary identifi a stored P{gggr am dat a processor fg? rocessi ng

er. B. SLC {
transactions dilfasemitng 3thqrizationdp gt legd ang paeousbinaiptainstryat Bast e e dat a
in said databasgtignd to retrieve it therefrom C one or nore interface
bet ween said tel ephone network and said processor for receiving and

t itti d b i twark . . i d : ) i d
s 88 o R RS PRSI Sur iyl s oy
identifiers frdransaitihg ®itlepizatiens imatesonts mairdaised by atlesst bae etheaerdityt for
aut henti cate S%‘aﬂi 6r%‘ﬁ1gtcl>rfaln rsgid?g‘aéet?%spgc ||ve y

33.  The method of ¢laim 32 in which said authorization authorizes debiting or crediting
an account of said originator that is maintained by said other entity.

34.  The method of claim 32 in which said authorization authorizes debiting or crediting

an account of said target that is maintained by said other entity.

35. A method of selling goods or service, comprising the steps of;

A. accepting from an originator a message identifying the good or service to be
purchased;

B. authenticating said message by means of at least a telephone identifier;

C. authorizing the transfer of a goods or service to said originator responsive to

authentication of said message.

36. A method of selling goods or service according to claim 35 in which said message

identifies said resource by means of a resource number or other unique identifier.



dat abase; and (2) further said transaction on authentication. 20. Apparatus
according to claim19 in which said processor is progranmed to receive

said primary and secondary identifiers fromdifferent sources. 0 6 JAN 2006
-31 21, Apparatus according to claim20 in which said proceﬁﬁgfw\g S00
programmed to authenticate said transagtion only if said pr ry angl
secondary identifiers are associated with each other on said database. 22.
A nmet hod of effectuating funds transfer froman originator to a target
account conprising the steps of: A accepting froman originator a nessage
identifying a target, B. authenticating said nessage by neans of at | east
the tel ephdhe rumethodef seliny gdodaisr $envice dreotdirigdpolaine Aduimbyeichafaid diiginator

originator: C Qraeess g saliiobiansiil AARSBIH BHGRIRIgAAC 53 ¢

target responsive to aut tication d sai od of
claim22 in whidhicsai d nmessage identifies sai d tar get by neans of a
t el ephone nunber or an alias for the tel ephone nunber. 24. The method of

cl aim 23 i gg.whi e olaa of SRIIES BHIARLSa Qbraht ] lih 37 Nbn 84 ol ¢ ar get

are distinguishable. 25. The net I'n whi ard telephone
nunbers are nottelgphanesgaiddrassege franag Sitﬁatmhlemsagér@ouwcegﬁ dieplaved #nd sai d
target are di sty@masisfed by distinguishable passwords or additional

di stingui shabl e identifiers. 26. The method of claim22 in which said

originator_is further authenticated by neans of a password. 27. The nethod
of claim 2% inARPERAS F%J'wegygager#egv'wmm&te&ia@vé?*rawméq"%g@m% ephone

network, a | aﬁdbpmﬁneé ehig PhaBgyd TRINB Islte reiibté RbARAE Sitel4t whicHakie$d(de is
| nt ernet Protoc g% % etwork. 28. The nethod of claim27 in which said
message is accéjgstp?& grane ﬁ‘?ﬁty t hat

40. A method of selling goods or service according to claim 37 in which said resource

number is supplied to said originator via broadcast advertisement.

41. A method of selling goods or service according to claim 37 in which said resource
number is supplied to said originator via print advertisement.

42. A method of facilitating transactions between an initiator and a target, comprising
the steps of:

A, receiving a call or message in connection with a transaction to be initiated,

said call or message, identifying an entity to be held accountable for the

transaction;

B. searching a database for information concerning telephone devices in said

database associated with said entity;

C. placing a call or sending a message to a telephone device registered to said
entity in order to authenticate said entity.

43.  The method of claim 42 in which the step of authenticating said entity includes
approving said transaction,

44.  The method of claim 43 in which the entity initiating the transaction differs from the
entity that is to be held accountable for the transaction.



mai nt ai ns a database of authorized originators. 0 6 JAN 2006 -32 29. The
nmet hod of claim 28 in which said nessage is accepted by an entity t hat
mai nt ai ns a dat abase of authorized targets. 30. The nethod of ,@%mbn
which said entity effectuates said transfer by neans of entrles |n
accounts mai ntained by said entity. 31.34The nethod of claim 28 in which
said entity effectuates said transfer by neans of transmtting
authorization to at | east one account nmintained by at | east one other

entity. 3245 TheTﬁE?r%Ql‘Hgd 8f c1fin@aR wRich {ﬂe\@’ﬂh? t?@ﬁtgd & EhﬂtXb!gfer%tt%gﬁloﬁa' d

transfer by means of transmtting hor Ions to accounts al ned by
at | east one ot $EPriERs f Pyrepband fb%ﬁdltbﬁtgt"ﬂfaﬂ'@lcalhﬁw ahiid.d t arget,
respectively 33. The method of claim32 in which said authorization

aut hor i zes4glebi ThelgetBbd sffzﬂaaiﬂnwwwmaﬁltha%ﬁﬁ%vm b&ﬁel&@éc@uﬂéblg'fd?ﬁ'}eQFanEmBn' S
mai ntai ned by said other entity. 34. The fret clarm 32 in which said

aut hori zati on J8PRYPEYES’ Ywkihe PW&Y t‘)‘ft'aﬁm%ﬂiﬁlcﬁ*hﬁaS&'ﬁe%{@é@}unt of said target
that is maintained by said other entity. 35. A nmethod of selling goods or

service, CONpriFegethbe osdANA20k whr‘bh sa@c@amtsl rBgkifedIrBnPsh MtiydiddRigio & Nessage
identifying the %\ﬁd or % rvice tf gruF.chased B. authenticating said
nessage by nea SEPor e e PR ITBPIRINE MMt i fier; C. authorizing the
transfer of a goods or service to said originator responsi ve to

aut hent i ca48.on Tfe rsethad ofed@imgi2.in dich AaideahRdegdivedigioni & tegmhanisseekinger vi ce

according to cl i.d nessage ntifie i.d resource by
neans of a resoﬁ@é’g%hoﬁg%m%sg&oﬁg odg 9 ﬁ?fg'c?%{?ﬂﬁ? F?Séqna?ed?@ "6 JAN 2006 37.
A nmet hod of selling goods or service according to claim36 in which said
ori gi nat or49.senke rsethet ofedaimgi? ivivhich said call Bssceiledriai mmeathaMaieekdngver | P

(VA P) tel ephonghorization for the sale of goods or services to a surrogate of the designated
entity.

50.  The method of claim 42 in which the transaction-initiating call is received from a
telephone device whose Caller ID is blocked from transmission in connection with
such call.

51. The method of claim 1 in which said database includes information concerning one
or more desired payment mechanisms, and said payment mechanisms are linked to
said Caller ID.

52, The method of claim 1 in which said database includes information concerning one
or more desired payment mechanisms and shipping preferences, and in which said
information is retrieved by means of the Caller ID and used in processing a

transaction.

53.  The method of claim1 which includes the step of verifying to the sender of said call
the identity of the designated target before completing said transaction.

54.  The method of claim 53 in which said verification is performed by checking the given
telephone number against information obtained from the telephone company.



device. 38. A nethod of selling goods or service according to claim37 in
whi ch said originator telephones said nessage froma site at which said
resource is displayed or advertised. 39. A nethod of sellinggg9QdSnmr
service according to claim37 in which said originator telephones said
message froma site renmote fromthe sitg . at which said resource is

di spl ayed or advertised. 40. A nethod of selling goods or service according
to claim37 in which said resource nunber is supplied to said originator
vi a broadcast advertisenment. 41. A nethod of selling goods or service
according to claim37 in which said resource nunber is supplied to said
originator via print advertisenent. 42. A nethod of facilitating
transacti 0P betheooethashof aidimi 22tio whizh daid fmra:ft@'lsfer saffectusted in respomss teps  of :

A. receiving a gali Ehe@éﬁ&% vvith a transaction to be
initiated, sair% c'gtlcﬁ ssagdé%hgpentl |ng an entity to be held
accountable for the transactl on; B. searchl ng a database for information

concer ni ngd8 el ehmsHed@bsecsesaly sandyeting trasaciibaseveas selwiost, compising thasepent i t y:
C. placing a cald or sending a nessage to a tel ephone device registered to
said entity in order to authenticate said entity. 43. The nethod of claim

42 in which the step of authenticating said entity includes approving said
transaction. 44. Fhéesrifnpritelsphenesahoxs the telgihene petworkibateeeksip initids #1g t he

transaction di ffefrgng‘aemw.bﬁhe@Qtﬂebyv,h@%w s to be held accountable for the
transacti on. I%AN 2006 -34 4 he net hod of claim44 in whjch the

entity to be heI d”al mgafmf%“fecﬁa"ﬂfhf@tqrraaﬁ%%tiwwquemmew@ g &ft and
the entity initiaintonged heeiptemt;l is a child. 46. The rrethod of claim44 in

whi ch the entity bo cgr%mr?.l?ucatarifjlgcs?acl)c]'L gei%?erto an enti trg/e{lhz;[trlsagns d to authent:cate the
identifier by checking said identifier against at least the Caller 1D associated with
the identifier in a database accessible to said entity; and
D. proceeding with the transaction only if at least said Caller ID matches that of
an entity that is registered in said database.

57.  The method of claim 56 in which said identifier is one that has been assigned by said
entity to a device on which said call is being made,

58. The method of claim 56 in which said identifier is associated with the call initiator.



is a supervisor and the entity initiating the call is a supervisee. 47. The
met hod of claim42 in which said call is received froman entity seeking to
purchase goods or services froma nerchant. 48. The nmethod of glgapay 48 N
which said call is received froma nerchant seeking authorization for the
sal e of goods or services to the designged entity. 49. The method of claim
42 in which said call is received froma nerchant seeking authorization
for the sale of goods or services to a surrogate of the designated entity.
50. The nethod of claim42 in which the transaction-initiating call is
received froma telephone device whose Caller IDis blocked from
transni ssi 8 i rA8sivdef ceugingdfinascialirapgadtionsipvolvingameutherizedfused ai m 1 i n
whi ch sai d dat isingcl udes i nformation concerning one or nore desired
paynent nechani sns, and said paynent mechanisns are linked to said Caller
ID. 52. The method of claim1 in which said database includes information
concerni ng one of MBFRNEEEANVEH HegmBHRicatiopIRgsaciated withie BrePppRdfiancial
preferences, and irBinsidiich) rRivihg t BIFRCTREd ATirdt TN DIBYSShEY Wi asig of the
Caller ID and used, in processing a transaction. 53. The nethod of clainl
whi ch incl udes t h&'&8p%of verifying to the sender of said call the
identity of the desigestedciitatoget before conpleting said transaction. 54.
The nethod of claim53 in which said verification is performed by checking
the given tel eph@ﬂ@uﬂmﬁhﬂtin@%id@&ﬁndﬁﬁa%lﬁw'&ﬁbéﬁhgﬂier@éilef mondalte t el ephone
conpany. 0 6 JAN QO?‘ -35.*15%. The, net hod af ‘tﬁl aim 2¥Fiéin whi ch sai d fund
transfer is effectiat 8% Vi heLpErdLassgciated withsp agthorizrd yser abhREY Mifver of
said target. 56. datakddecdcadsibietosnrl Badlienshicti ng transacti ons over a
tng[ g;ghecgg{)%ﬂ(@ ﬁgpﬁsqgérﬁgg ?Lcl)tﬂlérmcﬁl%r{ gecc?r&ilr!lgngus?er:[d%}iﬁé%ﬂ%@ga&%lnlin e’ the
account structured to record financial transactions with entities that include

entities other than the Facilitator itself

60. A method of conducting financial transactions according to claim 59 in which a
communication to be authenticated is received at said Facilitator at the time of
initiation through said Facilitator of a transaction of which said communication forms

part,

61 A method of conducting financial transactions according to claim 59 in which a
communication to be authenticated is received at said Facilitator at a time
subsequent to the time of initiation through said Facilitator of a transaction of which

said communication forms part.

62. A method of conducting financial transactions according to claim 61 in which the
communication to be authenticated is responsive to a communication from the
Facilitator in connection with a transaction initiated at an earlier lime.

63. A method of conducting financial transactions according to claim 59 in which the
communication to be authenticated forms part of a transaction in which the said

authorized user directs the Facilitator to transfer a financial asset from an account.



transaction with the call receiving party; B. obtaining fromthe call
initiator an identifier unique to either the caller or the intended
recipient; C. conmunicating said identifier to an entity that Uit JANaBibed to
authenticate the identifier by checking said identifier against at |east
the Caller ID associated with the ideysifier in a database accessible to
said entity; and D. proceeding with the transaction only if at |east said
Caller ID matches that of an entity that is registered in said database.

57. The neghod pf ¢l aim56, ir ich said identifier is. one. that has been
assi gned bég'saigmewic{pﬁoqdﬁcggﬂ\?m@ t@HSW'PEHC%Oé‘#”&p té’éﬁfal'migg "b@ﬁl'ﬁﬁt de. 58.
The nmethod of céammurbdatiomtottd abhedicated themnt phit of transa@®a dcwiitiethewatch t he cal |
initiator. 0 6 - ho f conducti. fi.nanci al
{ransacti ons. § Ry Sact SBetp e AN e Fan ARt R ok nect s on
W th a comruni caacPon. associ ated with a proposed financial transaction,
receiving at a Facilitator a first Caller ID associated with said

t of ephone: w&. ! it ator: . ' . ! Ceati b
Commor e’ 67 o ot o bl fbncibran QA BEPcBMANY ol SO WA 681 0N BY,
an aut hori zed wsgIMAYdtien riedauthenticatedfoabapart efcleansettion in whishithe said

Faci | £ator : ( 2uiApseaue Bhod OB abRRld: S84y MonEEEY i, user - def i ned

transaction in an account structured t nanci transactions wth
entities that include entities other than the Facilitator itself 60. A

met hod of ¥bndutiekgdef eertig inpagia densastiensacsendinorie clen 69 whieh BBiudas whi ch
a comuni cat i QRe fuphBestéstdrent i cated is received at said Facilitator at the
time of initiation through said Facilitator of a transaction of which said

conmuni cati on for{n; cPar,t. _
1) receiving a second Caller ID over a channel other than the channel on which

said first Caller ID is provided;

(2) comparing said first and second Caller ID’s to further authenticate said

communication.

67. A method of conducting financial transactions according to claim 66 in which said
second Caller ID is provided by a wireless or landline telephone switching system.

68. A method of conducting financial transactions according to claim 66 in which said
second Caller ID is provided by an SS7 signaling system.

69. A method of conducting financial transactions according to claim 59 which includes
the further step of authenticating said communication by means of a voiceprint
stored in a database associated with said user.

70. A method of conducting financial transactions according to claim 59 which includes
the step of assigning a verification probability to said authentication.



61 A nmet hod of conducting financial transactions according to claim59 in
whi ch a communication to be authenticated is received at said Facilitator
at a tine subsequent to the tine of initiation through said FagiJAN a0ger of
a transaction of which said communication fornms part. 62. A nethod of
conducting financial transactions accorggng to claime6l in which the
communi cation to be authenticated is responsive to a conmunication fromthe
Facilitator in connection with a transaction initiated at an earlier |inme.

whi ch the domb R A ehiaRag biioet! BIRBHCRITRER: “of “a traneaction in
financi ai asset | ron Seraeudt fin SGOBRAORAIRLEHR rldobidiizhe °
conduct i ng fi nancit@hsactigmgacsiviegatadcilititerg first Cdilar I &S8odiateditie haid he

communi cat i on t 0 hgedthBehb bSALAled I PRNikarin LARBSARNMLaN Whi ch the

said authorized use Irects or to trans I nanci al asset
to a pooled accogRimMueBation; met hod of conducting financial transactions
according to claim59 in which the conmunication to be authenticated forns

part of a transactd o s rMeliifhor! Qﬁthéﬁﬂc‘gtm@ﬂ% r&%hﬁﬁﬂat‘rb?ﬁ{g c@H ShAgk e

Facilitator to pay nonies to a th F Pconduct i ng
financi al transactGelpidDasseniaiehyith said telenhore anghiransmitind ta gaid Fagififator with her

steps of. (1) recewlcesmﬁmﬁ;@ﬁ&mltr@bbﬁr|d>stéParteoe\mﬂ4@d‘H1@Iep9&Mndt han the
channel on which  said first C’gl ler IDis provided; (2) conparing said

first and second &arsaited {9 saiq oaqltﬁt?rtfé’ﬁrﬁﬁ?rﬁ@ﬁﬂ'%‘&’f‘écg%{ir@‘ seParAfit®®Bat i on.

67. A nmethod of cesidusimmi@icktigranci al transactions according to claim66 in
which said second Caller IDis provided by a wireless or |andline

t el ephone tc S od of condu ng fi

transactio %m ac dP%P?% t{cgngyzglpm%%wciawmaeypngacaor ‘Eg{;‘gﬂﬂ'”@| |pé~{?uqh§a|d

provi ded by an seS&7Td Calpn#l isngowyest M wireless, landline, Voice Over Internet Protocol
(VOIP) telephone systems.

73. A method of conducting financial transactions according to claim 71 in which said
second Caller ID is provided by an SS7 signaling system.

74. A method of conducting financial transactions according to claim 71 which includes
the further step of authenticating said communication by means of a voiceprint
stored in a database associated with said user.

75. A method of conducting financial transactions between two entities, comprising;

A. establishing telephone contact with at least one of said entities;
B. providing at least one level of authentication of said at least one entity by use

of at least a telephone number associated with said entity;

C. providing at least another level of authentication of said at least one entity by

use of the voice of at least one of said entities.



69. A nethod of conducting financial transactions according to claimb59

whi ch includes the further step of authenticating said comrunication by
nmeans of a voiceprint stored in a database associated with sapd yser0670.
A met hod of conducting financial transactions according to clarm 59 which
includes the step of assigning a verifigation probability to said

aut hentication. 0 6 JAN 2006 -38 71. A nethod of authenticating financial
transaction, conprising: A in connection with a comunication associ ated
with a proposed financial transaction, receiving at a Facilitator a first
Caller ID associated with said telephone and transmtted to said

ract |1 tat ol N & AURGRS1h ABathdride 9ith diairk O THILER LG oiedhs ifthe Tl BABIcE! L at or
aut henti cati ng the communication by conparing e I'er “"I'D assocl at ed
with said tel epbromet Gerprdingistored ined acoowdassotiatdd withesaish telapldne rsiaiber.

communi cation with a Caller ID associated with said tel ephone and
transmtted_to said Facilitator over a communications channel separate from
sai d comuhi-catf Bigthodin agcordanpe Witly tlaisn Rlinathichgsald vrigsairempt(resnrslingt isdina
according to clgiamefditylimisMb #b BRlstotionecond Caller 1D is provided by a
wirel ess, landline, Voice Over Internet Protocol (VOP) tel ephone systens.
73. A net hgd of conducting financial transactions according to claim71 in
whi ch sai d’8 secdABESIN agcorggnee with efgimy ERlinpyhighysatskyoics Riemapt (fRgosingl isthat74. A
nmet hod of condusttanr@tifyith aR6mahe frarRBERALS QiRsct@ccording to claim 71 which
includes the further step of authenticating said communi cati on by neans of

a voi cepri stored j.n a database associated with said user. 75,. net hod
of conduct g ff Risihadiy a?@é%&a%wﬁ%ﬂél%&w%%ﬁ e RroraRt (recgnding) @ﬁ’ﬂ?@ A.
est abl i shi ng t edfejplentiy idtating e twinshctivh ang#stisedne adthestb@ saritdrtilyas an B.

providing at le lLeyel. of authentication of said at |east one entity
by use of at |'§%§T8éa}§?é?ﬁﬁﬁ@ﬁ§acﬁﬂ%er associated with said entity;

80. A method in accordance with claim 76 in which said voice prompt (recording) is that
of an entity initiating the transaction and is used fo authenticate said entity to the

other party to the transaction.

81. A method in accordance with claim 76 in which said voice prompt (recording) is that
of an entity that is the target of the transaction and is used to authenticate said entity

to an intermediary to the transaction.

82. A method in accordance with claim 76 in which said voice prompt {recording) is that
of an entity that is the target of the transaction and is used to authenticate said entity
to the other party to the transaction.

83. A method in accordance with claim 75 in which said voice authentication is provided
by connecting said entities to each other in real time.



C. providing at |east another |evel of authentication of said at |east one
entity by use of the voice of at |east one of said entities. 0 6 JAN 2006
-39 76. A nmethod In accordance with claim75 in which said voice is in the
formof a voice pronpt (recording) stored in an account assoglgaggpjm%q@

sai d tel ephone nunber. 77. A nethod in.ggcordance with claim76 in which
said voice pronpt (recording) is that of an entity initiating the
transaction. 78 A method in accordance with claim76 in which said voice
pronpt (recording) is that of an entity to whomthe transaction is
directed. 79. A method in accordance with claim78 in which said voice
pronmpt (recording) is that of an entity initiating the transaction and is
used to aughent ' ' t| on.
80 A met hgg InAg:géélgor angceo(?(\%ri %lt{welaﬁq'?%hﬂklﬁéﬁ@gé]% étpon |?§1a8éfm(ﬁ%ﬁ
(recording) is feplitorgat aﬁlr\éaimﬂa9atﬂbﬂsﬁloétemg18tdﬂ§amaaam¢etvc&enmmlentli;esused to
aut henti cate saj, t er party to the transaction. 81. A

met hod in accordgﬁggémcﬁhg te{%ﬁfa?%wn whi ch said voice pronpt (recording)
is that of_an entity that is the target of the transaction and is used to
aut hent i cab? sa‘\weé?ﬂdqf;ﬂua*tfsdncaﬁteilermmme@cnoadyctf pandifétransanline ovene 82. A

nmet hod i n accor@rpreheMdtRork! @nipridigl N whi ch sai d voice pronpt (recording)
is that of an entity that is the ?arget of the transaction and is used to
aut henticate said.,entit ot her party to the transaction. 83. A

met hod in accor daﬁ‘cé’%'%/ﬂg E\?O&?*Pﬂorscwaerww@rreg'aﬁrwt96?%%@99{'%@@3&. onis

provi ded by conne@lﬁrbélgthsﬁthdn &4 réglisﬁﬁntt(ﬂboﬁﬂﬁhniﬁinhﬁbn'l NsafcturdeliffBrmatibl 0 6
JAN 2006 84. A nethod {(a I‘ée with ¢ rp 83 in Whl ch s &\gd connecti on
i s made through a°°'¥‘%féﬁ qqq iefaS e [RIRPRRF ALRPHISOT 3o d¢iarNo0e apf OheEWNE of

transacti ons bet wadnmitien efri user @ssociaiedithdiaRiJelepBoretr rent transacti on.

B. obtaining from a user of said telephone information (“user information)

including the same categories of information as the source information; and

C. comparing said source information and said customer information and
registering said telephone in a database of instruments qualified to conduct
financial transactions using said telephone if said source information and said
customer information match; and

E. activating an account for said user, responsive to a telephone communication
using said telephone.

86.  The method of claim 85 which includes the step of obtaining from said user
information defining a funding mechanism to be used as a source of payment for
authorized transactions using said telephone.

87.  The method of claim 86 which includes the step of establishing, in said database, an
account for recording transactions involving said telephone.

88. A method for bill presentment and payment comprising:



85. A nethod of qualifying a telephone to conduct financial transactions
over a telephone network, conprising: A obtaining information concerning
a registrant of said tel ephone froma source other than said registrant
("source information"), said source information conprising at0lBead¥ 206e
t el ephone nunber of said tel ephone and_gf her unique information of a user
associated with said tel ephone; B. obtaining froma user of said tel ephone
information ("user information) including the sane categories of
information as the, sQurce ipformatign; and C. co ring said source
i nformation and said '{ﬁ?g?% ep?’ﬂ‘f%?ﬁﬂ&fﬁm?sa?ﬂfm?@ 'i?tgl(%t%tﬁlﬁpr%‘ﬁ\ede@@?'@ﬂhone
in a database of iwithta Kaviittter aopd atdifthiathgtan aconateth sdid Raditatad t ransacti ons
using said tel ephone if said source information and said customner
information match; and E. activating an account for said user, responsive
to a tel ephone coruvarifiang the identity nfths @ntity t atllexshiapart b 6btaifivg fropt thedntty cl ai m
85 whi ch i ncl udes L al ni_n r sald user. . information
defining a fundi nghﬂg%ﬁ%%ggﬁot"ﬁ%ﬁ él}éaggc g)stﬂéners‘tg{u"r"%&ejve(f'iﬁa?)l%l?ﬁ%ﬂgaf or
aut hori zed tr ansac¢pinparablednfognatian thdepdrelphttyravaildife to Theeagerthdiceotiig the ailin 86
whi ch includes the step of establishing, in said database, an account for
recordi ng transactions involving said tel ephone. 88. A nethod for bill
present nent and p&ynFaserdngpaid Sintity:with areguest o ogyment of\a bili r ecti ng a
tel ephone call or a nessage to an entity at a tel ephone registered wth a
Facilitator and mi rEQiRIRgY asseateidomentily. debitag spidaedount at or; B. verifying
the identity of the entity at least in part by obtaining fromthe entity
during the_call,information specific to the entity and verifiabl e agai nst
conpar abl €89 nf of MgthogRororang i RrimEehishinglugdssdhe #en teeeiviga frey adnerekamtag ¢ he
call; C. presenist ofidilsad e prabérited tdlatrhul@litie b1 eatitiek Rr pBANER NMaiddfst niprising D
on obt ai ni ng asas[?enatstt%tt h(—;;1 entity, debiting said account. .

elephone numbers associated with the respective entities, the amounts

to be presented, and the times at which they are to be presented.

90. A method according to claim 88 in which the called entity establishes the time for bill
presentment and payment. |

N, The method of claim 22 in which the payment network effectuating the
funds transfer is an Eiectronic Funds Transfer (EFT) network.

92. The method of claim 22 in which the payment network effectuating the funds
transfer is an ATM network

93.  The method of claim 22 in which the payment network effectuating the funds transfer
is a credit card network.

94.  The method of claim 22 in which the payment network effectuating the funds transfer
is an Electronic Check processing network.

95, The method of claim 22 in which one of the said accounts is a credit card account.

96, The method of claim 22 in which one of the said accounts is a debit card account.



89. A nethod according to claim88 which includes the step receiving froma
merchant a |ist of bills to be presented to a multiplicity of entities for
paynent, said list conprising at |east the tel ephone nunberi a‘s@ﬁgﬂnglt ed
with the respective entities, the anobunts to be presented, ﬁd i mes
at which they are to be presented. 90._4 nethod according to claim@88 in
which the called entity establishes the tine for bill presentnent and
paynent. 91. The nmethod of claim22 in which the paynment network

ef fectuati th [ an El ctron ¢ Funds Transfer, (EFT

et vor k- 037 oo RS b AR wiibr Yhe PSS R R ARt

ef fectuating the funds transfer is an ATM network 93. The nethod of claim
22 in whi th ' t

credit car ot g of oo B RSE IIRabDRobES AP BRI ke

net wor k ef f ect ua'd AgFoLAle funds transfer is an El ectronic Check processing
network. 95. The method of claim22 in which one of the said accounts is a

credit car doacchiihendbor iR 255 W Bk Heleprack B Ol &l AR ackhiRy sl d

accounts is a debit card account claim
22 in which one of the said accounts is a bank account. 98 The net hod of

clai m 22 i poorhi THe REB@E dIdIM 2ah AnRAGBINGSH Shida Grﬁte'a d card
account. 99. The nethod of claim22 in which both of t sa| d accounts are

credit card accd@RY™. 100. The nethod of claim22 in vvhr ch both of the said
accounts are debit card account. 101. The nmethod of claim22 in which both

of the saithfaccThethethed 6f drimie2as GAiERbSth ol & sakh@ocBBAtE Ak RinkGogdums22 | N
whi ch both of the said accounts are prepaid card accounts. 103. The net hod

of claim19 in which said transaction conprises a paynent with respect to
a financi al02acclkhemethod of claim 22 in which both of the said accounts are prepaid card
accounts.

103.  The method of claim 19 in which said transaction comprises a payment with respect
to a financial account.

104.  The method of claim 103 in which said transaction comprises a payment from a first

financial account into a second financial account.

105. The method of claim 104 where the first financial account is a bank account.

106. The method of claim 104 where the first financial account is a credit card account.
107.  The method of claim 104 where the first financial account is a debit card account.
108. The method of claim 104 where the first financial account is a prepaid card account.
108. The method of claim 104 where the second financial account is a bank account.

110.  The method of claim 104 where the second financial account is a credit card

account.



104. The nethod of claim 103 in which said transaction conprises a paynent
froma first financial account into a second financial account. 105. The
nmet hod of claim 104 where the first financial account is a bank account.
106. The method of claim 104 where the first financial accounl Bi $ANa2886edi t
card account. 107. The nethod of claim3104 where the first financial
account is a debit card account. 108. The nethod of claim 104 where the
first financi aI account is a prepaid card account. 109. The nethod of

claim 104 the acc t bank acc 110. The
method of e P2y e R fapvcidl 2gamit e GaoR 4 1 omr o
account. O 6 JANcaﬁ}ﬁB -43 11l1. The method of claim 104 where the second

financial account is a debit card account. 112. The nethod of claim 104

where the a de t card account 13.. The met hod
of ol ai m 101 n e AFOF el e B de B b e AT H A ol i

El ectronic Funda;:cwransfer (EFT) network 114. The nethod of claim 104 in
which the said transaction is cleared through a credit card network. 115.

The met hodypf C'L rﬂ%tﬂg&of&lm'oﬁkh%El@h%%ga'#hm@ﬁi g'alefa %l%ﬁ‘g?tﬁ%ht hrough an

el ectronic che processi ng networ I"ali i n which
the said transdde¢tonicifunds deaneler (BTongvodn ATM network. 117. The nethod of
claim3 where the first financial account is a bank account. 118. The

met hod of ¢{gi R M\élﬁécﬁoftmmffoﬂfﬂ whitMaReL a4 trﬁﬁéé?ﬁ’cmis ic%a%d%rﬁ Lt 2 GRE

account. 119. The nethod of claim 3 where t 1rst financial account is a
debit card accd@f netwarkg The met hod of claim3 where the first financial
account is a pre paid card account. 121. The nmethod of claim 3 where the

second fi nprEci aafheaﬁétme dizima 0B AWehile WAl trahdetion REclORbMNBFoh a6l ai m 3

where the secon |nanﬁ il account is a credit card account.
electronic check processing network.

116.  The method of claim 104 in which the said transaction is cleared through an ATM
network.

117. The method of claim 3 where the first financial account is a bank account.

118.  The method of claim 3 where the first financial account is a credit card account.
119.  The method of claim 3 where the first financial account is a debit card account.
120. The method of claim 3 where the first financial account is a pre paid card account.
121.  The method of claim 3 where the second financial account is a bank account.

122.  The method of claim 3 where the second financial account is a credit card account.
123. The method of claim 3 where the second financial account is a debit card account.

124. The method of claim 3 where the second financial account is a pre paid card

account,



123. The nethod of claim 3 where the second financial account is a debit
card account. 124. The nethod of claim3 where the second financi al

account is a pre paid card account. 0 6 JAN 2006 -44 125. The ggkﬁpgggf
claim2 where the said paynent is cleared through an El ectronilt n
Transfer (EFT) network. 126. The net hodspf claim 2 where the said paynment
is cleared through a credit card network. 127. The nethod of claim 2 where
the said paynent is cleared through an electronic check processing

network. 1 th f claim2 where the.sgid ment_ | | ear ed

hr ough’ an M RErTGIR S o BGEE e tRfaBgnod < Pired ERen eolRy s sage
is a text nessé&geds MraosferME Time¢tivot. of cl aim 11 where the said nessage is an
SM5 nmessage. 131. The nethod of claim 11 where the said nessage is a voice

message. 135, TRemREpHSdin SpAnTuied) B 8 A MERGARE A o Sip

message. 134. mieomet hod of claim 17 where the said nessage is a voice
nmessage. 135. Apparatus according to claim19 in which said processor is

r ogr amred [B=YoT=Y ' ' lYeal b i
prog 139 RAh¥Rod gga&lmpmmxhea@a% iR oYea'r%Stlﬂntrﬁuéﬁ &h aﬁﬁeh cai g

different interftaces. 6. Apparatus according to c 91n
processor is préSehRIPEEsSing nedwdfkuni cate with at |east one interface through
a data channel. 137. Apparatus according to claim19 in which said

processor i, pro@ AgABE of GaimCONRBIE tHeeRl pyHRNAS cle8R3threlgh AMATVIna&Rr hr ough
a voice channel. 138. The nethod of claim 19 where the tel ephone network is

a Voice Over Internet Protocol (VOP) network. 139. The nethod of claim 19
where the 12, ephirnAethed Boddim Bl wha TRl SREMEREYS Iska tefd rRessAds. 2006 - 45

130. The method of claim 11 where the said message is an SMS message.
131.  The method of claim 11 where the said message is a voice message.
132. The method of claim 17 where the said message is a text message.
133. The method of claim 17 where the said message is an SMS message.
134. The method of claim 17 where the said message is a voice message.

135. Apparatus according to claim 19 in which said processor is programmed to receive
said primary and secondary identifiers from different interfaces.

136. Apparatus according to claim 19 in which said processor is programmed to
communicate with at least one interface through a data channel.

137. Apparatus according to claim 19 in which said processor is programmed to
communicate with at least one interface through a voice channel.

138. The method of claim 19 where the telephone network is a Voice Over Internet
Protocol (VOIP) network.

138. The method of claim 19 where the telephone network is a wireless network.
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144. The method of selling goods or service according to claim 35 in which said originator
sends said message over a wireless telephone, land line telephone, internet or
Voice Over Internet Protocot (VOIP) networks.

145. A method of selling goods or service according to claim 36 in which said resource

number is supplied by the said originator via a web page.

146. A method of selling goods or service according to claim 36 in which said message is

initiated by the originator via a wireless device terminal.

147. A method of selling goods or service according to claim 36 in which said message is

initiated by the originator via a landline device terminal.

148. A method of selling goods or service according to claim 36 in which said message is
initiated by the originator via a Voice Over Internet protocol (VOIP) device terminal.

149.  The method of claim 53 in which said verification is performed by checking the given
telephone number against information obtained from a third party database.

150. The method of claim 88 where the said message is a text message.

191.  The method of claim 88 where the said message is an SMS message.



