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relates to a nmethod and systemfor registering and automatically
retrieving digital-certificates in voice over Internet protocol (VOP)
comuni cations. 10 BRI EF DESCRI PTI ON OF THE DRAW NGS [0002] FIG 1 is a
system bl ock di agram of a voice over Internet protocol (VO P)

communi cation system having certificate registration and automatic
certificate retrieval, in accordance with an enbodi nent of the present

i nvention. [0003] FIGs. 2A through 2E are block diagrans that illustrate
alternate 15 configurations of automatic certificate retrieval systens
capable of performng either or both of certificate registration and
retrieval, | \(&'ﬂEM BOR RB@!E’TEIQING IjRyention.
TR P pos AN m;wm ALL’V

regi strati on~amd—2¢ 4l By ' UE OVER ANTERMET Internet
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of the present invention. bl ock di agram of a
certificate registration and automatic certificate retrieval systemthat
illustrates certificate registration and automatic 1 29 Decenber 2006
retrieval/forwarding and revocation in a VOP comuni cation, in accordance
with an enbodi nrent of the present invention. [0006] FIG 5 is a system

bl ock diagram of a VO P comuni cati on systemshown to illustrate two
possi bl e nethods for a user to downl oad credentials, in accordance 5 with

enbodi ments of the present invention. [0007] FIG 6 is a detail ed process
f1 ow di am.ﬂ%h&trates a met hod of

5 [0001] The present invention refates to computer communication systems. More

specifically, the present invention relates to a method and system for registering

and automatically retrieving digital-certificates in voice over Internet protocol
(VOIP) communications.

10  BRIEF DESCRIPTION OF THE DRAWINGS
[6002] FIG. 1 is a system block diagram of a voice over Internet protocol (VOIP)

communication system having certificate registration and automatic certificate
retrieval,'in accordance with an embodiment of the present invention.

[0003] FIGs. 2A through 2F are block diagrams that illustrate alternate
15 configurations of automatic certificate retrieval systems capable of performing

either or both of certificate registration and retrieval, in accordance with an
embodiment of the present invention.

[0004] FIG. 3 is a system block diagram of a digital certificate registration and
automatic certificate retrieval in volce over Internet protocol (VOIP)

20  communications system, in accordance with an embodiment of the present
invention.

[0005] FIG. 4 is a system block diagram of a certificate registration and automatic
certificate retrieval system that illustrates certificate registration and automatic



providing digital certificate registration and automatic certificate
retrieval in VOP comunications, in accordance with an enbodi nent of the

present invention. [0008] FIG 7 is a detailed process fl i at
illustrates a method of 10 providing digital certificate réeb\épésj(%e?'g%aro@r?to?n

VO P comuni cations, in accordance with an enbodi ment of the present
invention. [0009] FIG 8 is a detailed process flow diagramthat
i 11 ust r afetgevplffevasdiag fape revnsationeini VOB carfinoalcatioretin devalahtownar di ng and

revocati Qﬁe%og%&tﬁ%g%?ﬁtw%%ﬁgni n accordance with an enbodi ment of the

present 1 nvention: I is a top-level flow diagramthat
illustrates a nethod of certificate registration and automatic

retrievalobbey FEG.db Iscr system @ik alabRim bha VOIP Cowﬁ'ﬁ%’i’é@é}ﬁ 8%@“ ggcor dance

wi th an enbodi nent of the present invention. I's a detailed
flow di a@P%Fﬁ%t@ﬁﬁ’P Rossiblerpeiheds far arishio® dawnlead criedertiats, i agbrdanag i on in a

\ Pyowﬁieﬁ%@%%opit?%g%@ma%&h an enbodi nent of the 20 present

i nvention. [0012 €d flow diagramthat illustrates a
met hod of automatic certificate retrieval/forwarding and revocation in a
VO P coni®@iicElG.dhis,a detailedcproceda fiow didgrimahaembsititeeainedhod e present

i nvent i LER. DESCRI PTION [0013] FIG 1 tem bl ock di
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cer{ | f | canemueigtisiralri awoRRAcoH S BRlchboBRhi drefl BreskRlibldigh, 11
accordance with an enbodi nent of the present 1nvehtion. nerally,

conmuni cat i.Qn em 100, may include_a calling | P-tel ecommunication device
110 30 c@%ﬁ?e@a?‘éa Wﬂdl&%ﬁ%s (oW diagkamdhat iﬂtlsteatem getterd ofa | ocal area
net ior k ffrbditling digitd BRirloaeael; ' I ntranet,
and the IIﬁri ke i aglcalcl e:j I P—te%%%%%@gﬁ%#@éw@gcéﬁa@%m ed to

net wor k Wz),ﬁwme@ﬁoﬁthed?fﬁﬁﬁ% inyentiort.i cate retrieval system 140 coupl ed to
network 120. For exanple, calling |IP-tel ecormunication device 110 and

cal | ed libodsg! Eep [ il i an_Internet 5 enabl ed
| and- | i n[e aggd/_or @gg\?\n re llgggw?r% éeﬁﬁ%#%&%ﬁ%@%ﬂ@&“%ﬁ%ﬂ?@@% B pped with a
heads et /3Uépaphe Aertificate retiew!/ fpeesding bnd reidcatioramsVGIPaniniUMRAiongnd/ or ot her

hand in accordance with an embodiment of the present invention.

15 [0010] FIG. 9is a top-level flow diagram that iflustrates a method of certificate
registration and automatic retrieval/forwarding and revocation in VOIP

communications, in accordance with an embodiment of the present invention.

[0011] FIG. 10 is a detailed flow diagram that iilustrates a method of certificate

registration in a VOIP communications, in accordance with an embodiment of the
20  present invention.

) [0012] FIG. 11 is a detailed flow diagram that illustrates a method of automatic
certificate retrieval/forwarding and revocation in a VOIP comﬁunications, in
accordance with an embodiment of the present invention. |

25 DETAILED DESCRIPTION

[0013] FIG. 1is a system hlock diagram of a voice over Internet protocol (VOIP)
communication system 100 having certificate registration and automatic certificate
retrieval, in accordance with an embodiment of the present invention. Generally,
communication system 100 may include a calling IP-telecommunication device 110
30  coupled to a network 120 (for example, the Internet, a local area network (LAN), a




hel d device. Both may include an operating system (0OS) and, if necessary, a
separate VO P communi cati on application program For exanple, a

VO P-enabl ed tel ephone may only have an OS while a PC w g

headset/t el ephone interface may 10 have a separate OS andt2 Dseecﬁé"rbéatrzo% P
comuni cation application program Simlarly, the designation of

113-tel ecommuni cati on device 110 as the calling device and

| P-tel ecomuni cati on device 130 as the called device is nerely exenplary of
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certificat gt% g%ie ca?ﬁhté%a\%c@%@@ lfﬁﬁﬁg@gg?#tﬁ/\%feeaom&%@tgﬁ%dggﬁé%nt s of the
pr esent 14 nvksiveiacieparaiet @wrand @Seﬂa@ﬂiﬁtv FPeaenynicefipreanplicadipd PO may be

i mpl ement edg;tigi RO é% h@t’idﬁ d?fIP—te@éEBIfnh%chéﬁanfb%ce fof a@%ﬁ@rﬂfﬂliﬁb deétteonat i ¢

certificate retrieva ys em 1 | emented as an 1 nt egr at ed
and/ or di starnddfttelgcasystideation geMes] 13ﬁ|a@§he @Ae‘i’ Hevigghmeehae@mBleBc® di agr ans

that il1ustgalenidedmnat ﬁae%@es‘éﬁ?ﬂﬁ\!@ﬁ%@tlﬂ éPl@§idQ:fe RdHP IRderoderhst i cat e
retrieval system 140 that are capabl e of erformng either or both of the

certificat etei@é@m@ﬁwé%’qoﬁrﬂe&'ﬁ%i 13%pay wﬁfca&te@s%qaﬂ R taagcommRRY g fisvicg n

accor dapgce ot hA@t@m‘%ﬂ@@Qﬁf@Eﬁre@fevél Restih a36 MayirBaek! fr&f a chifer Fie@iodidA, 3 29
Decenber 2006 automatic certificate retrieval system 140 ma¥

i pl ement edegdesEs WVig) acaipraetifigae e establish agitehvoice faleyre peiwo ‘perform
some or al 1110bsdoR8e fodieh 'r@ﬁéstnﬁﬁ&ﬁ&%rdémf‘t@cerr@&lé\!raﬁih’y%t@iﬂQ40° @spvar d the caller,
and called party certificates durin et up

deterniine a location of a called party, or examp an electronlc address, such as,

an IP address of the called party, identified in the digital voice call setup request

20  and transmit the digital voice call setup request with the caller certificate to the

called party. Automatic certificate retrieval system 140 also may receive an

acceptance message from the called party, verify the called party acceptance

message and transmit the called party acceptance message with a called party

certificate to the caller.

25 10014} In accordance with embodiments of the present invention, automatic
certificate retrieval system 140 may be implemented using a variety of
configurations, for example, automatic certificate retrieval system 140 may be
implemented as an integrated and/or distributed system.

[0015] FIGs. 2A through 2E are block diagrams that illustrate alternate

30 configurations of automatic certificate retrieval system 140 that are capable of
performing either or both of the certificate registration and certificate retrieval
functions, in accordance with an embodiment of the present invention. In Fig. 24,



exanple, in the enbodinent in FIG 2A, proxy server 210 may be inpl enented
to 5 store the certificates locally for quick retrieval and/or to retrieve
the certificates and/or |ocation information from one or ang}t

| ocations. Similarly, in FIG 2B, automatic certificate rég)‘?l&eéva s@gteem
140 may be inplenented as a group of proxy servers 210-1, 210-2, . . .,
210-n, where n > 2 and, in general, proxy servers 210-1, 210-2, . .

210-n maydysemede Rerdifaute setriaval systern HaO0fmache mnmemMSSgawﬁgié Bloxyetri eve and

forward t | t es ing.call setu descri bed above Iin relation
to FIG 2%"%?0%%@0@ ‘%EP& ey Bty SO"PE or all ofiihe fnglgnsanesgssrey
i npl enenttedetreve ot dotited Ger dlél St @fied PERY 'cé!rft@{ré’ér;%ﬂihorﬁﬁf Ea‘ﬂtségﬁe Oo[ra”d’ or to

retrieve the certlflc%tes and/ or | ocation F'om nor e

remote | dEEMAHAN the embadisapy ia H@t%rpf@ﬂme]v@“é}lﬁenm/ oimpiemektedgsoup. 15

0016F | e tem 140 may be
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accordan nt of the present invention
server % QHB}%%@&W@?@F@%&' fl systemydid men deinglesientedas 4 grouprdﬁl nati on,
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t he call eé@a{:g"l%al | ed arty certi

| ocati on 220 -neglle sy perferm Bomddlraﬁgéﬁ’i&)ﬁuntﬁIetsmbéﬁary tand cal | ed
partypang r oxy serv with the
enbodi mnf&@?&%@é@%r@@a&& QﬁecfJ E{f%g@éaﬁ?'ﬁﬁgélgﬁg& ﬁ@ﬁl{ascggeql F‘léo‘ﬁﬁ"ésent i nventi on
in FIG ZeabeytnElG. @, elma;nseldetsd!mt-nraot-jje GEZi0-h 2l Beocal |y for quick
retrieval ye th i ficates and/ or |ocation

i nf or mat i oﬁép%g'?néagﬁ(\)eét i tﬁ% ?%?ﬁ)@@glﬁfcft%?'f“Slﬁgetmﬁ‘@ } ard{aris etrievener proxy
servers d&heltertifi d:atesaan@’nr Sﬁaﬁtﬁrlﬁforr{w%ﬂm%%r@cﬁ*m&@reiﬂHtteQH@att@ffﬁcfggt Ificate

retrieval e inplemented wth proxy server ing in
comuni Cgﬁﬁ%lﬂemﬁl}@rgr@quemersc%t@ Hig 919kPty 230, which may be either |ocal

or renote from proxy server 210, in accordance with an 30 enbodi nent of the

pr eskt I[onnentxncm .@rm&mm@m&&%tﬁé&aﬂ%@ Yad ﬁé%e?@g emgf—@a e security

credenti al, ublic keys for message en |on ssui ng
securi tyvﬂﬁ'e'ﬂ Hver 2%‘?@'?9‘ incamenenication vt Q@Oammyser\mm@m whicki dual

di gi tall ynaybe?QtHaR (P rerd®from proxy server 210, in accordance with an
embodiment of the present invention. In general, proxy server 210 and location .
server 220 may, individually or in combination, perform some or all of the functions

20 necessary to retrieve and forward the caller and called party‘certiﬁcates during call
setup. For example, location server 220 may store the IP addresses of the caller
and cafled party and may provide the IP addresses to proxy server 210. As with
the embodiments in FIG. 2A and FIG. 2B, the embodiment of the present invention
in FIG. 2C may be implemented to store the certificates locally for quick retrieval

25 and/or to retrieve the certificates and/or location information from one or more

remote locations, for example, other proxy servers and/or location servers.

[0017] In FIG. 2D, automatic certificate retrieval system 140 may be implemented
with proxy server 210 being in communication with a certificate authority 230,
which may be either local or remote from proxy server 210, in accordance With an
30 embodiment of the present invention. Certificate authority 230 may issue and
manage security credentlals and public keys for message encryption. As part of
issuing security credentials, certificate authority 230 may issue individual digitally



signed, digital certificates with the necessary security credential, public
key and ot her information, for both the caller and the called party. In
general , proxy server 210 and certificate authority 230 BYpe deﬂ%e\é'z‘dﬁé' |y
or in conbination, performsone or all of the functions necessary

retrieve and forward the caller and called party 5 certificates durlng cal |
setup. As in FIG 2A through FIG 2C, the enbodi nent of the present
invention in FIG 2D may be inplenented to store the certificates at
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Clak
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i ndi vidually I n conbl nation m sonme or of the functions
necessary téﬂcb’@ft ipeasioe 'fé‘?fmat'¢fbf|’fﬂ)valode pheoeaiemete lagrtionsafdr egapaietSiheferti fi cat es

during call 55§ b@ver@‘scemﬂté’cetaﬂﬁontﬁgb%/m@éﬁoh Ebr@r@ 2A through FIG 2D, the

enbodi ment of the present Invention In E may be inpl errent ed to store

t he ceri ficates at certificate authorltg 230 20 and/% rgrox rver 210
and/ or r BP18] P IE e AuierRls eastrkateqRiiey?! sySendfdmay PRIMBPIRRETEN fr om one

or nore renatie pkog &iveriso, chatlo%@rmmanafmfertwmwutﬁew%sal beirgtificate
authorities, and/or | OC&%I on, servers m bl ock

IS S
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comruni cat i ccord nce rrbodl ment o resgﬂr:t i nventi on.
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gs t he l&mmmerlﬂlbu&atm mﬂv&rmzﬁlaﬁ?d c@‘Efcaltmaulsll‘:nrQhZIﬂ) rpa'ﬂxmdaxﬂ@la%gr 342 may
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0 ocatio avi n associ at ed

Pocati on oatbedubRSiel bilifnsS88 ok ahpEGe Y Siedinecatud e P SRRB at hor i 1y
348. Si m | afolward Itlmmeﬂllemd&@l[esl&:ant&rcer&'ﬁébt@emﬂ.zrmgrcﬁli febupat A vaitit ther i ty 348 may be
in comuni catjion w.th ther .~ o v 4 also b
comuni cat i %’Hb‘%ﬁ]@?«{‘“% an ?n%‘tl'q' él%%ojr’?nﬁ%% %ﬁ?qdﬁlﬁer’% ]Zth esentiRvention "

in FIG. 2E may be implemented to store the certificates at certificate authority 230

20  and/or proxy server 210 and/or to retrieve the certificates and/or location
information from one or more remote locations, for example, other proxy servers,

certificate authorities, and/or location servers.

[0019] FIG. 3 is a system block diagram of communication system 100 for
providing digital certificate registration and automatic certificate retrieval in VOIP

25  communications, in accordance with an embodiment of the present invention. In
FIG. 3, automatic certificate retrieval system 140 is shown implemented as the
embodiment illustrated in FIG. 2E, in which a proxy server 342 may be in
communication with a location server 344 having an associated location database
346 and in communication with a certificate authority 348. Similarly, location

30  server 344 and certificate authorlty 348 may be in communication with each other,
Proxy server 342 may also be in communication with calling IP-telecommunication
device 110 and called IP-telecommunication device 130, and caliing IP-



device 110 and called I P-tel ecomuni cation device 130, and calling IP 5 29
Decenber 2006 telecomunication device 110 and called | P-tel ecommuni cati on

device 130 may be in direct communication with each other.,dp érazj{weall
comuni cati ons between the conponents of automatic certificate retrieval
system 140 may be two-way. [0020] To illustrate the operation of

communi cation system 100, a description of 5 what occurs if a caller calls
a cal | ed fslecommunidationslevice 10 atd mtedQPEéiEeorﬁﬁnuﬁiEhtioﬁ%%@%@%%J t;é‘ an
enbodi ner}bdﬁfgéhe resth ini,/lention, in FIG 3, proxy server 42" may be

i mpl enent'8d"&E" &0 IG@HOT Withieath eierr &1 serrral 8l @mpoicgtioerbetwed@d?2 as  the
entitytm:.tgdajmy'oa i p l,.J P- conmunj cation device 110 to
called IP-tel ecomi%g@yﬁugg%g&%%&@é]I§y%t§'ln§lj®r'8ﬂf t’?%ﬂ‘éﬂaﬁfed In a draft

Internet 10 Engi neering Task Force (I ETF) working docunent, reference
nunber: dP8’d-Telliuskatethe ORATBUBHOSCNET picatibatHstemeliy ardesaddntiodQP2, as "an

appl i gat i,pnl : | signaling). protocol for creating, nodifying and
t er ni %at i\ﬁghtscgé@i%éﬁ%%{{e?ﬁa”g%eca ?‘?pﬂ%)%efo & NJdriplen & FIS. dednSI P proxy server

342 may remnoidansd withlahRerbbaimdnief g bresdrt | l; r suitable
entity t?r,ﬁriedgi??be_the retrieval of tﬂr)le cerirtli y%@t"i?ﬁ'? g‘?)ragst'seﬁgeﬁdi ng to the

caller a 8 IrpelptpntefigRa eassion dnifatiar Pistatob(SiR)nrory bever BB ad i es may

al so be uypeeénti® thet ki i D 1] lLn ElLG call request

may be sent f rig/m ggﬂeﬁﬁgesfag%p iﬁ@a%ﬂ!ﬁﬁf@eﬁcgﬁ%ﬁeé'%d?ﬂi@e ﬁ)o %ﬂ P proxy

server 34%lled Bhtplecommunicaommievice £30. oBIPDachrraftly, defined Ir£X @ hiedngt t he SI P
P

cont ext , ; Lt e- nessage, . However, unli ke ordinary 20 Sl

| Vi '?2 rreEfs?ql gf’gég@llg';r h@é’%ﬁr& ﬁﬁf)@t‘g‘-’%‘&sﬁwﬁb f ?H@reﬁF%%‘ﬁpe'ér%@@'ii%ﬁP" may

cont ai n afc@2&#3hi$-08 a6 edefted Fetgadryizlg 2062, toI"g6 @ Qi‘i@rf?ak&“ %@Qice 110, and the
SIP Invi %Snm:hsqza%ﬁ m?ﬁvbe igitally-signed by calling f -t el ecommuni cati on
devi ce 110 PEQtRCq fRy it eating smagiE g gt Eermineting eessiamsevitdegnesat by S| P
proxy semnwee pdiipaansl SistdSIpr ' | i on, server 344
al ong a second copm‘runi clat_i on @g%ypﬁé&%%%ﬁﬁ@#eeq%ﬁ%@ﬁ? ’ia%'ge&a"'d , that is,
the | P afiie¥0 represent p siitable entity e ohediate tuet iebievalefithe cdBficat& mi | arly, the
querys t o chgeso ¢ igitally. signe SI P proxy server
342 to prc e\(eﬁ{dngrehr?istgIwgéllgéér\llﬁleg?taa ks O(ngeé{?%ﬁ dg?%'gﬁg?égﬂ"esghﬁ’ér 344,
Locat i on €B6tigsdinagalso beyisedtaaeiiavedhe aettiicitas.possessi on of

[0021] In FIG. 3, a call request may be sent from calling IP-telecommunication
device 110 to SIP proxy server 342 along a first communication path 305, for
example, in the SIP context, as a SIP Invite-message., However, unlike ordinary

20  SIP Invite-messages, the SIP Invite-message of the present embodiment may
contain a certificate from calling IP-telecommunication device 110, and the SIP

( Invite-message may be digitally-signed by calling IP-telecommunication device 110.

The SIP Invite-message may be received/intercepted by SIP proxy server 342, and
SIP proxy server 342 may query location server 344 along a second communication

25  path 310 for the current location, that is, the IP address, of called IP-
telecommunication device 130, Similarly, the query to location server 344 may be
digitally signed by SIP proxy server 342 to prevent denial of service attacks against
location server 344, Location server 344 may be assumed to be in possession of

the certificate from SIP proxy server 342, and may optionally verify the signature of
30  SIP proxy server 342 on the query.

[0022] In response to the query from SIP proxy server 342, location server 344
may return a called location, for example, an Ip address, for called IP-



the certificate from SIP proxy server 342, and nmay optionally verify the
signature of 30 SIP proxy server 342 on the query. [0022] In response to

the query from SIP proxy server 342, |ocation server 344
called location, for exanple, an |IP address, for called I g@%%‘%egggr

2006 tel ecomunication device 130 along a third conmuni cati on path 315.
Li kewi se, location server 344 may also return a certificate for the called

| P- t el edelenominaalcation dewdect30LA6nga third Eatfinlfib ARG P515 2L ki
y locat'ion server %4. The

| P-tel eﬁgr%gni cat i og devia?e 110 as known b :
entire medSHGR SHYGT HEt tayials nefurs agestificataipr theceallediP-ser ver 344 to indicate
t hat t he teleedrimui dSa Feshd sage valid at the tine of
t he signing of thgisﬁr%z\sponszli nesgaéégélﬂ@%ar?e °§ﬁ°§@{‘9\f€'ﬁ‘§%€9m‘i@@i’%r 344 may
(ot vy din o Kot by o seven g PrhetromBieThapD: ol e 110 and
own copy S@bgbﬁg?@?m F?‘E’ﬁ'ﬁ 3‘%‘%%5“&93‘1@ hgﬁtgtheﬁert@@t@@mﬁime@m e device 110 10
and cal | etksbdyd wbrecanaantieatmens davd; ' Line ceptificate
stat us rot.ocol (QCSP) respondelgfe\ééelglﬁp ?gg@g@%ﬂl}lﬁ%ﬁ%{s%%& Q%Pﬁ'@ny’
certifi ccBUQY 8RS 348 py: satur vadid celifiontesdor wilimg|Ip-telbtomimunitedionur r ent
certificak Hybg I: 348. P is a nore recent schene
for maint a\ﬁﬁﬁ.‘;llfg@ﬁi‘g]d;@ésifglg&Eﬁ@%ﬁ%@ﬁhgﬁ%ﬁdw&oj&oc CalioNHensk AABIMEY pr oxy
server 2YgIfylits awscepl of tise cersificalédfor icaliii B-tdlacofMiMtiatioR baiile #1¢l5 current
val i ffy cept Eélféﬂtlﬁt&gﬁorgal | j ng | P-t el econmuni cati on device 110 and cal | ed
| P- tel ecomiuni cati DYPERTqBEevice b agringt B enlne epsiificatistatly not et ur n
anyt hi ngptatocoS(GCEM) euspomeeresrtiBdle aly i &Egﬂ.& icat, 315. This
certificgio% book);]éj'p_ %p%/{ thz Locat?onﬂ{ébgﬁlgeprdtg%'ﬁ Ie E{aes%%iﬂug%e@ﬁcépor nor e
at t ri but §PVSBYERLP NP PDERIN the cursed ceHificates o qeatifiopte dudhority gl e, enai |
addr esse9CSKROymokyY rdcefidd | n accordance with
anot her enbodi ment of tﬁéedhgﬁ}g?gmh%lrnﬁ%éﬁlgitﬁ%?éq%g@g%fir@ﬁworgé?W€fce§44 i tself
may in fREEX@BPIgnPrORBReREE Bbd B ipeationiseheaBed, dnFIGrs, tinmndbesin asome ki nd of
a cemgifg ' | Sty U.), Repositqry. A CRL is the older nethod
for mai nttgi?%]r?r\{glﬁ];/ e séggﬁﬁrtc%higé%%’%Or'ﬁmy%'g%l?%d@é’{ce%ﬁ agd&dllegdPhy keepi ng
a |ist oflaggmnsinication deviea 190 tthen heatoabarserdf44t AL ndtS 8RS aﬁ\i'tﬂin%;%
Certifigﬁbeqraﬂpse?\lf%r 'Znag 25thor der}r\{i ng access_based on the status of the
user's digital certitire Qnd third communication path 315. This certificate fook-up

by the Location Server can be based on one or more attributes regarding the caller

and the called party, for example, email addresses, known by Jocation server 344.

20 [0023] In accordance with another embodiment of the present invention, location
server 344 itself may in fact be an QCsp Responder/certificate authority and/or
some kind of a certificate revocation list (CRL) Repository. A CRL is the older
method for maintaining the security of network resources, and does so by keeping
a list of users identified with the status of that user's digital certificate and allowing

25  or denying access based on the status of the uset's digital certificate.

[0024] Continuing the SIP embodiment for the VOIP call, in FIG. 3, SIP proxy
server 342 may forward a message with the original SIP-Invite from calling IP-
telecommunication device 110 to called IP-telecommunication device 130 and the
valid certificate for calling IP-telecommunication device 110 that was returned by

30 location server 344 along a fourth communication path 320, SIP proxy server 342
need not send called IP-telecommunication device 130 a copy of it's own



[ 00241 Continuing the SIP enbodinent for the VOP call, in FIG 3, SIP
proxy server 342 may forward a nessage with the original SIP-Invite from
calling I P- tel econmmuni cation device 110 to called 113-tel [y l-an
device 130 and the wvalid certificate for calling IP—teIeé%ﬁgunlg%?%@Rg
device 110 that was returned by 30 | ocation server 344 along a fourth
communi cation path 320. SIP proxy server 342 need not send called

| P-tel nb 2006
e eccu&mﬂaat@aéfht%‘célﬁ@& 'Iﬂ%l%@g@%ﬁ?@gi’tclé &ﬁo%ﬁ@§%yeﬁq_%@e§ﬁnegay has its

certificate, since called

own cert iCeitifigate. Theendra message suaydee signeddsy SiPgnedy byvE! BARr oxy server 342
[ 0025] Once called I P-tel ecomruni cation device 130 indicates it is willing

to tak t d 130 d th
O ot & o 400281 Tfct caffd P B b RO S dobneirtes d s Pulied etk ot § on
devi ce 1$i®e cdllp oaliedriPeeieedt in0Bichti @eﬂ#deel‘éo'rgséoﬁldﬁgﬁﬂﬁ'%'bf(arhéﬁg%%ﬁ} ce 130 &

respo se, P Proxy Server may verity the signat
massa m@‘y[}?gé@rtqllp@pgn@ﬁ@y C@@ﬁdlﬁ'tedﬁzommmtcabmxademoe 13@® Oonessage by cal | ed

| P-tel ecﬂﬁﬁﬂé&btﬁ@;ﬂh@&aﬁj&ﬂpﬁ% E’.%glﬂ $"~'>f£gt\1t?§e&fifd:5588§p§%éé' | ca!ge attached,

usi ng the copy t he cert| RSR Y cation device
130 t hat PEN® S]er\@xwgmayarenﬁﬁmemfgﬂatm%h)th@hi@ba”qﬁd ubihg'Bithkogl | on Server

Bk S D O o et 239 I oar, O
f ol | owi ngr, iRhest is noldertﬁﬁht!e%ﬁalcﬁ’ed QJS%QH@HS%W@!‘ ﬂh%rbeﬂﬁ'\(:b&efo}%%’egjﬁa(:heo' a

certtgil C tle to the OK-ness g gnat ure was

successf HFPMRINGUPRdevieed ‘?Fhaéﬁlépquhéﬁn@rB4Pmowyousl$embteme6412mﬂay conpar e
that ceribdatigRber/t Byt he copy that SIP Proxy Server 342 recently obtained
from Location Server 344. If the certificates are identical, then SIP
Proxy Server 342 may forward the certificate of called |IP-tel ecommunication
devi ce 1@92§10T‘é’althiﬂﬁ§thapfﬁaélOé:@mﬂmmgo:ahaiamndﬂ\theergﬁxamre bf callk@uever, the

M g E et e LR E TR TN R
1'?0'[ in tiealed- Iﬁésba@"emuﬁmatioreokmn{el EO Agehabh céal‘tltf%%@%?ﬁé @ﬁ(?l‘i’mg?saghf t hFI .
\?ve f‘lﬁ dgﬁ {g %%L lﬂ‘% éﬁ%%ﬁ@g@éﬁ{g@#@ﬂé@g tbqa\éceerrtlfl“ cate, then SiP IIDroxy En e
Server 342 may compare that certificate with the copy that SIP Proxy Server 342
recently obtained from Location Server 344. If the certificates are identical, then
SIP Proxy Server 342 may forward the certificate of called IP-telecommunication
device 130 to calling IP-telecommunication device 110. If, however, the certificate
20 is not identical, SIP Proxy Server 342 may then verify the status of the certificate
supplied by called IP-telecommunication device 130 in the OK-message, for
example, against an OCSP Responder. If the status-verification returns positive
(i.e. certificate valid) then all is well and SIP Proxy Server 342 may forward the
certificate of called IP-telecornmunication device 130 to calling IP-
25  telecommunication device 110. If, for example, the OCSP Respo'nder returns a
negative, that is, the certificate is invalid, then SIP Proxy Server 342, may return an
error message, for example, a Valid-Certificate-Not-Present to calling IP-
telecommunication device 110, indicating that efther calied IP-telecommunication
device 130 must sign the OK-message with ajvalid certificate or that a valid
30 certificate must be attached to the OK-message.

[0027] Second, if called IP-telecommunication device 130 did NOT attach a
certificate to the OK-message and the signature was verifled successfully using the



certificate of called IP-tel ecommunication device 130 to calli ng IP 25
t el ecommuni cation device 110. If, for exanple, the OCSP Responder returns a

negative, that is, the certificate is invalid, then SIP Pr. ’ 2,
may return an error nessage, for exanple, a Valid-Certifi ca%eec-%ﬁg%/e?lgpééent

to calling I P- tel ecommuni cation device 110, indicating that either called

| P- t el ecowomnéfoied BP-tdesontBurl@BoRdslicdd o ém%é@fﬁ%‘é&%@ra valid

certifica that a valid 30 certificate nust t he
OK- rressagé.gzr%étzlﬂ thecesifisata predeuseebtaired Soecimuation Savér@udgeninagip130 di d

NOT at t if ; - d t i gnat ified
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| P- t el ecotaiRmmeaunicatiod alevice 130, 18QaM ey IP-dldhncaibilaRoxyygoeppyer 342, L hat
n éerver i , then SIP

is, t certd ficate viously obtained from Locatio

Proxy Ser 'eﬁ@f%fcép%ﬁad{eﬁﬁp@xwﬁﬁmﬂ ¢ayice, 13fKs bonashisnd ks nertifitate &al | ed | P-
t el ecommugirgsthvaid.devi ce 130, to calling | P-tel ecommunication device 110.
This 5 inplies that called |IP-tel ecommuni cation device 130 is honest and
its certificate is current/valid. [0028] Once SIP Proxy Server 342 is in
possessi olf0%H @QneaPiFdPreny bewen 3412 is &1 pasoensioni afatvati caldizee 130 certificate,

SI P Proxy ) . AT | ed | P-tel ecomruni cati on device's
130 certiE‘ei%gg!?ﬁg{utno%%égﬁ?igwé@?&%%‘@%WF XY Satver 382 mevithen retwn [0029] Upon
recei pt oflled Bilewimmoatitatibnldevice’ ¢80 BaRIfkAak] affirdaplieReombificaicy 11 11 cate,
~call il@g I&é—vfcglﬁgommni cation device 110 may send an acknow edgmnen (ACK)

message to called | P-tel ecomuni cati on device 130 indicating that the call
can proceed. Calling I P-tel ecomrunication device 110 may al so use the

publ i ¢ kel§ozB§ Wrorciakckiptiof Ped/ @Q@H@MPL@@E&QH\U%%@' EiebaiistFonegoti at e ot her
500

keyi ng mact&({f a%ffgﬁ 'ﬁybﬁecguent _conversations. 3 I 4 is a system

bl ock di aghaifsy calne fRfssaminiager devies b may sendt amadkinowledgment i cat e

retrieval{ASKpines3dgaad chliddimt A Legl strati nd_automatic

retrieval /fo)rsvvar dE{gn and r evtg%g??'g%ﬁ@nﬁggl %CE 13@%@%“885 %rjf,ﬁeF accor dance

with 20 &A" ErsGafménling P ttelecomragication Weeine it btmalRIstIUSe the peisicKeh g

| P- t gbeC oRBARIAGPLRBSmmunication device 130 to negotiate other keying material for

subsequent conversations.

[0030] FIG. 4 is a system block diagram of a certificate registration and automatic
certificate retrieval system that illustrates certificate registration and automatic
retrieval/forwarding and revocation in a VOIP communication, in accordance with
20 an embodiment of the present invention. In FIG, 4, calling IP-telecommunications
device 110 may be coupled to a proxy registrar 442, which may be coupled to a
location server 444 and a certificate authority 448, Location server 444 may be
coupled to location database 446. Continuing with the SIP system embodiment
described in FIG, 3, the system in FIG. 4, shows an embodiment of how certificate
25 registration and automatic retrieval/forwarding and revocation may occur in the

context of a VOIP call. Specificafly, proxy registrar 442 may be a SIP proxy
registrar 442,

[0031] In FIG. 4, in accordance with an embodiment of the present invention, a
user may register from calling IP-telecommunication device 110, by sending a

30  register-message along a first communication path 405 to SIP proxy registrar 442,
which may also act as the SIP proxy server. In general, a communications path



device 110 may be coupled to a proxy registrar 442, which nmay be coupled to
a location server 444 and a certificate authority 448. Location server 444

may be coupled to |ocation database 446. Continuing with Y. m
enbodi mrent described in FIG 3, the systemin FIG 4, sho%ﬁgfh%'ﬁe)?%o%l}oﬁent
of how certificate 25 registration and automatic retrieval/forwardi ng and

ti ' \/8) |1, Specifically,
ragistrar T e ol olgl GRAAPh by ol Spusa af Gestipion 4. T

accor dancéhai inay &raversb tich soams orodifféreat piiyaRaNbathelY $hé Sfbtedmedtafl, {2
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contain t ﬁ@é ﬁé‘ﬁ‘ﬂ}"gwa%‘i@glrghgﬁ%eqr%%ﬁqogﬂg!eqqqghaq the user igdvhoetbs useri nf or mat i on,
as wel | aslaias usbs, public-key certificate. The entire regi ster-nessage 5
may al so be signed by the user. In general, having the register-nessage

signed by_ the user L{)rovi des a higher degree of confidence that the user is
who the uf¥R2] N &lGEeh 1P BEoXY[redispqr 443 mGrerify tiSitRhpidexiityrmgiided B 442 may

verify theie EH0AEHE RdRE %ﬁ:g ' certificat tches the identity
that the user clains ap 0 Bgr'é)@ﬁ rt'lg)é}yth% gg?rscﬁ@ﬁ to%@' %ﬁg?’ﬁﬁ‘y registerverify the
di gi tH  sftdamayalsorerifhtherdigia signatves sfige. reGbRrpieassnd, eUPrkgr 442 may
further verd t | di of. L.he certificate by verifying it with a
certifi c_alf:i\er ed'gstilae'{t‘%g n)s( r@&gé%/\/?r@ %hngé‘ﬁg'%?’t e spiificatedyorridaginriiicat i on pat h
410 to ceertifitate atatussdriios, ifbyexééle, [ sbRd Eéi%mﬂnfc%ﬂbl? L@l41H44 ey send
a nessageﬁﬁq_gﬁn% a hi.gyd {Bgmmni cation 15 path 415 to in rmtﬁ ocation
server 44 © ﬂguﬁ"pg e?} /1 ocation of the user and the wuser's public key
certificate. The nessage from SIP proxy registrar 442 may al so be signed
by SI P prpRgsyr 8if siok@kedistiar U8R fthyl dofid QWA edthgd hid pr oxy
regi sfg ar 4{42 rga%_tfhen bi nd not gnl t he. us% b?hﬁgﬁc@w&gﬁﬁ@&aﬁgr exanpl e,
an path 41 Inform location server 444 of the presence/location of the user and the

_user’s public key certificate. The message from SIP proxy registrar 442 may also

be signhed by SIP proxy registrar 442 using its own digital certificate. SIP proxy

registrar 442 may then bind not only the user’s namefidentity, for example, an

email address, to the user’s location (for example, an IP address), but also to the

20 user's validated certificate.

[0034] 1In FIG. 4, SIP proxy registrar 442 may return an OK message to the user at
' calling IP-telecommunication device 110 along a fourth communication path 420, to
indicate the successful completion of the registration process. Similarly, if the
registration process Is unsuccessful, SIp proxy registrar 442 may return an error
25 message to the user at calling IP-telecommunication device 110 along fourth
communication path 420, to indicate the failure of the registration process, If the
registration process Is unsuccessful, the user may retry the entire registration
process. The same registration process may also occur between any IP-
telecommunications device coupled to the system, for example, called IP-
30  telecommunications device 130. The illustration of first communications path 405
and fourth communications path 420 as being separate paths is merely to aid in
the description of the method of the present embodiment. As such, it should be

10



emai| address, to the user's location (for exanple, an |IP address), but
also to the 20 user's validated certificate. [0034] In FIG 4, SIP proxy
registrar 442 may return an OK nessage to the user at cal)y

| P-t el ecomruni cati on device 110 along a fourth comuni cat iégnﬂ%caet%beifgpet o]
I ndi cate the successful conpletion of the registration process. Simlarly,

I f the regl | I ' I sful .. SIP proxy registrar 442 may
return an e??%Fﬂg%@%eogstggﬁﬁi%é’mqﬁ%g?o%ipu@@tﬁoprP@t*{%ImQVeﬂ”EQ frHsed. datt i on

devi ce 116Xamplagfifsbaomtmunication.pith A06QMdiTairth AAmuhieation Hiat S hiag deat | Lre of
the reqi s%@%'gﬁ@roces& If the reg{l"s;ration process 'I's unsuccessful, the
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2006 cl gg??%/’ é&ﬁ'edrgé%%bgﬂgctﬁ%n%q ﬂ@l‘ Smbﬁa}@lwf&ﬁﬁﬁ{ﬂﬁﬁi@dﬂvwiopaﬂhs may al so
be used, ganeraleiaifid. &, céliiirfgslﬂ’-t@téﬁ@ﬁﬂﬁm{aﬁ&mdé\ﬁéehl1‘(‘391’?@%%@8&5 fd
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- asmart card, that is useful in authenticating its bearer. In accordance with

embodiments of the present invention, at the completion of the VoIP call, calling

IP-telecommunication device 110 may automatically erase the credentials from its
20 volatile storage (memory).

[0036] In accordance with an embodiment of the present invention, the download
of the caller's credentials may be accomplished using a proxy server 542, for
example, a SIP proxy server 542, as an intermediate to obtain the requested user
credentials from a credentials server 550 along a first communication path 505,
25  SIP proxy server 542 in-turn may obtain the encrypted pieces of the credentials
from credentials server 550 along a second communication path 510, Credentials
server 550 in turn may obtaln the encrypted pieces from an associated credentials
store 560-1 . . . 560-n, where each associated credentials store 560-1 . . . 560-n
may be coupled to a location database 562-1 . . . 562-n, respectively. Credentials
30  server 550 may send the obtained encrypted pieces of the credentials along a third
communication path 515 to SIP proxy server 542, which in turn may send the
encrypted pieces of the credentials along communication path 520 to calling IP-

11



t el ecommuni cati on device 110. A token may be a hardwared device, for
exanple, a smart card, that is useful in authenticating its bearer. In
accordance with enbodi nents of the present invention, at ztskﬁe (o{o1419) r%b n of
the VolP call, calling [|P-telecommunication device 110 may automatica |y
erase the credentials fromits 20 volatile storage (nenory). [0036] In

accor danc ] | s e _pr.ese i nventi.on, the downl oad of

the call efraqléé&m eineﬁ @@%‘%ﬁ%ﬁ%@@ﬁ%ﬂ@ Founyicagon paths 308 98} 542, for

exanpl e, Sl5aRI BROay being separdid Datirsis derbltt6 RIFERIAE BedcfinBBY 8f fhet Ne request ed

user credeg}ogaéﬁiBfrom a credentials server 550 al ong g I rst commruni cation
I

path 505.M8 B Brepertamhadingent. i As sughnlt sheuldbe slearly bedesioog thatd pi eces
f th t b : ' 5 | d
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encr y Bt edcqtisyeisatiaropatia B0Bsmse fuathesbremeniedtionadath 530 A1e9 Hebfmplemented60- N,

wher e eac sociated credentjals store 560-1 ... 560-n may be coupled to
a |locati ognl; %g'ﬁg'%a@%%’éé-c&mm.u!mg“@ Rethradgisesend earymuicaivernathi530 3od ser ver
550 may stird cohen@ttalibn pethens e} 88 iBbefRaDl ast k3L Sy:Rl ong a third
communi cati on path 515 tgo SI P p%xy's%rveﬁtegﬁ,éh&ﬁﬁﬁ%gn@’{tﬁ#ﬁvﬁay send the
encr ypt edFOHiBddSAtHN RAe credential s al ong communi cation path 520 to calling
| P 11 29 Decenber 2006 telecomunication device 110. The illustration of

conmmruni cagg ‘ I.n eparate, is merel
fo ad i n Ry Bty o e Ao B PP P Rl B Bt “ac
such10| t tspstedentals dpwaloay mapderastooglidhed idirestiyngdisy cdiliMer way communi cati on

at hs na . r anple, first 5 cq ni cati on path 505 and
Pourth caaer e s Rl vBtoad hF sreiefias har Geurmistesenato- way
communi c&S0aomgas fifthndmarnioatorcpathBE0C aAd iARhe BdVicdl) @B8dihddhi rd
comuni C%H on,. atth 5%]5 be |rrBI,ement ed as another single, two-way
comuni ¢ t?)cf‘fl"ﬁ%ﬂ here %@{S‘amréé df ddRdBaYphtRindhe ehelpiediietesofitheof ~ t he
present icratRintibie Mronk stﬁbi_ﬁied%redeﬁﬁakﬁl?ogﬁrS%in”.t T b dopn! IQ&Qigﬁay be

ev

accongl [ chﬁtg) directly using calling - tel ecommuni'cati On ice 110 to
downl'dad agesoefednl i at 864-oiieseedively i Gredentialswaerver 550 nayosegdahé i f t h

comuni CabtRed@idlyaP@picls drithd BRedehiYb QIbRLY% SR FohR&Mication path 535
A to calling IP-telecommunication device 110. As in the previous embodiment, the
illustration of communication paths 530 and 535 as being separate paths is merely -
to aid in the description of the method of the present embodiment. As such, it
20 should be clearly understood that a single, two-way communication path may also
be used, for example, fifth communication path 530 and sixth communication path
535 may be implemented as a single, two-way communication.

[0038] In accordance wif_:h yet another embodiment of the present invention, the
certificate registration system described in FIG. 1 may also be used to store
25  credentials via SIP proxy server 342.

[0039] FIG. 6 is a detailed process flow diagram that Hlustrates a method- of
automatic certificate retrieval/forwarding and revocation in a VOIP communication,
in accordance with an embodiment of the present invention. In FIG. 6, in
accordance with an embodiment of the present invention, a VOIP call request to a
30  called party may be recelved (605) at a SIp proxy server as a SIP-Invite message
with a caller's certificate in a message that may be digitally signed by the calfer.
The SIP proxy server may transmit (610) a proxy server (PS)-signed digital request

12



enbodi nent, credentials server 550 in turn may obtain the encrypted pieces
of the credentials fromassociated credentials store 560-1 ... 560-n, and
| ocation 15 databases 562-1 ... 562-n, respectively. CIedqﬂg'égé%ﬂ§§@MS§ 550
may send the obtained encrypted pieces of the credentials along a sixth
comuni cation path 535 to calling |IP-tel ecommunication device 110. As in
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|

t he e OGFRgesondgr @ydyorseRlviepositoyy.t ransmit (610) a proxy server
(PS)-signed digital request 12 29 Decenber 2006 for a current |ocation of

beJsent . tar ) LG O S e it il GnbALEE O M redeftivaonti the
| oc?t i on WP invile-roedseximppbe fora\lalmllggi (\&iztahfr?mlrthé S%@fﬁ@s&?@} g,sthefclanébet cal | ed
et vor (P hER BeR e TeulicoR 2on efies Foleseicomricatersg. The
verifi ca]Edi@ital oepiaEs. %ewmab?@fsﬁbb?ﬁdﬂtﬁg Sigedsy th@@q@'g%gtggwey_e&ggi ng the
copi o certifi es a e |l ocation server agal nst an

reg pg%derm%:!rb%g ’ﬁe‘ﬁ'g'iaé&?ﬁgmﬁﬁéﬂﬁ freppfhgcallag mrbfemassbwq?c@iwexi,(smdomm fication
copi es @&fiP gerer bitg i " L.Ghever rtificate
aufhori tg Efrﬁ%/ri ties t_?{g?l ﬁgﬁ;@sg@a&g%ga@Qﬁrﬁﬁ@% ﬁﬁ?ggqetgg and, in
fact, th Ktq Blestaos Mayeia dgneddiy thetcaliad party. The called party’s signature on the

OK-message may be verified (630) upon receipt by the SIP proxy server., The OK-
message, called party's certificate and digital signature may be forwarded (635)
20 from the SIP proxy server to the calling party,

[0041] In FIG. 6, upon receipt of the OK-message, called party’s certificate and
digital signature from the SIP proxy server, the cailing party may send (650) an
acknowledgement message (ACK-message) with Nonce and a session key to the

called party to complete the call. The call may continue between the calling party
25  and called party until one or both discontinue the call,

[0042} FIG. 7 is a detailed process flow diagram that illustrates a method of
certificate registration in a VOIP communication, in accordance with an
embodiment of the present invention. In FIG. 7, a digitally-signed VOIP register-
message from a user having a user’s number, location and certificate may be

30 received (705) by a SIP proxy server, The SIP proxy server may verify (710) that
the user's identity in the certificate matches the identity claimed by the user. The
SIP proxy server may also verlfy (715) the user's signature in the register-message.
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10 the OCSP responder and/or CRL repository. [0040] In FIG 6, in
accordance with an enbodi nent of the present invention, the SIP

i nvite-nessage nmay be forwarded (620) fromthe SIP proxy r
called party's current location with the verification co%? %?egetﬂ%r%ﬁ%r' S

certificate in a digital nessage. The digital nessage may be signed by the

SI P prox r I Ll git -nmessage framthe call ed
parts maz Egﬁcpg?wﬁgiﬁp%gﬁﬁe HMOBW@@Q/E%%@YPE&G YBBEh or wit hout
the cal | edepléficate andoeceivd theatquestbevelifbticd (729KoMBRSRBEBNcRS Si gned by

t he call edv ty, Thle alled pa[rhy' S signature on the OK-nessage may be
verified (@@@'&Y ﬁ%r‘? PE%@P&@“@J] AR usps espogedenation infaivetieandressage,

cal | ed parguyplis- fiffi ol je.GH; | b rwar,ded (635) 20
fromthe 9p prﬁiiéﬂ‘i%aﬁﬁﬁﬁriﬂ@ﬁﬂai%ﬁ (PR DesEo fuf PR b Lpan,
recei pp ofceftificaiaeuiiistnged/ot alQRédanpthe YassmREibh inayebesigns bythgisisl

signature 3l P rver, the calling party may send (650) an
acknow ed é%%ﬁﬁgdgp{&%ﬁ@ﬁggﬁeﬁ P W@@rﬁi”‘i(@é’gﬁqwﬁek@% to the
cal | ed pansgrd namg/tehetyfériagld, anEh i, tween the
calling part% 25 ?Pnd&:tggl | ed ﬁ?rtf?un@ﬁ?aﬁé\rgg%%/tr%g{%}%ﬁg%%o tinue the call.
[0042] FI EXamplesan Iiyad P$5éda'pf¥5'@é§!§dﬁtﬁdmﬁrﬂﬁea}eamnegiatraﬁidrl astpigees a met hod
of certi m®aie B ti i i | pn, .in_accordance with an
enbodj ment  of Eﬁﬁe pfgﬁsnfe}%f bﬁn@vldeﬁlﬁgsg}ég rﬁﬁﬁggggﬁﬁﬁgj ﬁP@itbﬁlsi@P@?%ned VO P

r egi stlér - Sevestgbe semfihe segistraionmgocess sanicsessfalber , | ocati on and
certificate may be 30 received (705) by a SIP proxy server. The SIP proxy

server maypysy i : Adser's identity in the certificate

mat ches t he ?Jd_é%%ﬂ?e%cyz/lijg% nggrr\geEﬂ t%éyn"teghsiraﬁg%PFOC?%MU%F%%%@@ dnaydie may al so
verify (749)e either psier tosorsiognatentanittna tARInREbS t&JUeBESSAEuser. 13 29 Decenber
2006 The SIP proxy server may request verification (720) 01[ the validity

the user Roel FREEE TR MdSE Fouficmoahit bitsess/opocmdouser s
T W - KRG 0

A proxy server
with its swordaecd with @aletboliltfedt/Pthe PRISYA inVBh¥ioR! Qﬂsér7n‘?f§y) infyg@eg her the

' VOIP call by sending (805) a call request, for example, a SIP Invite-message, to a
called party. The SIP invite-message may also be in a message that may be
digitally signed by the caller and sent with a caller's certificate. The SIP invite-

20  message may be intercepted/received at a SIP proxy server, which, in turn, may
transmit (810) a digitally-signed request for a current location of the called party.

The request for the current location may be transmitted to a location server, which
may send a request to an OCSP responder or other certificate status service to‘
verify (815) the caller and called party certificates stored at the location server.

25  The location server may also act as the OCSP responder and/or a CRL repository in
embodiments of the present invention. The OCSP may send (820) a
verification/non-verification acknowledgement of the caller and called party
certificates back to the location server, If the certificates are verified, the location
server may return (825) to the SIP proxy server the current location and

30  verification copies of the called party’s and the caller’s cettificates. The verification
copies of the certificates may be returned in a LS-signed digital message. If the

14



user's nane/identity (for exanple, an e-mail address), the user's location
(for exanple, an |IP address), and the validated certificate. A

regi stration conplete nessage, for exanple, an OK-nessag SER
(740) fromthe SIP proxy 10 server to the user, if the reg"fgs??%?ﬁ%% prrgcess

I's successful. [0043] As described above, the registration process

i |1 ust rat e@ertificatesGare NORyerified, thenecatioh REN ek ek r with a
call initi @1 lon request froma user. (0Oiﬁ?bgr%h&S@tgﬁgqgké@aﬁsﬁé% process

fl ow di agr YRS | ustrates a process for automatic certificate
retrieval /forwarding and revocation in a VO P conmuni cation, 15 in

accor dancepoogsihg C | i i t i.avention. In FIG 8, in

accor dance[ vvi_t]h gﬂ%%gﬁﬁn@%m@boé E@ce@@i@%ﬁ’eﬂﬁ@gﬁ icBRes QPE r may initiate
a VO P cafartifigeteseths mg)ql( 8@*5?' r maw&iﬂwan;\de(qge)smqe dIPneeaBlAge fo @Jepl o

I-nvi t egres C e rty. The SIP invite-nessagé may al so be in a
messagg th%?gﬁ‘g@&ggﬁhgi Cg'irrteaﬁ(\g%ré?féae B3Jled! warty avitheor wiititud &ra \>/lm th a

cal l er' s cerificdtionadopy off tie: GlIEHd ééﬁif‘ic%te'):OTHEBW%ﬂﬁtém%Féﬁggif@;jevrgﬁﬁ&ttigg /received

at a SIP proxy server, which in turn, may transn
di gi t al | y-QPYREHE @llgeseertiiote iCieceived, maydet foomardéd (885) ¢k lpsckigrtit y.  The
request f Qigitdn I | transmited to a | ocation server,
whi ch may I%Iengﬁegét{%ﬁn;ttﬁ?g#ogﬁ@%@% Qﬁ%eptgﬁﬁégg arg@ REFe@dy speildat e st at us
Sﬁl‘ v: ce t Glregdy have it'gowp cett‘xﬁlcam t!wremﬁvbdomiﬁ@éiioﬁae}bby oﬁﬁret&aﬁlé&gér%?o%g ored at
t he at iQn: ver ocation server may al so act as the P
respogger Cgmﬁtgtﬁe @egﬁﬁ’?nggﬁi tfyo% Ry SSRsHER Hisiiede@pathe The ealledt i nventi on.
The COCSP rpaytyseaysep8IB830)back &6 ifid S@Fﬁr@Wd&%‘r\éﬁ@ﬁ.}rﬁeﬁ@gq%ge@ﬁéﬁ%m (grdgem%‘nt of
e ser

the call er rtificates back to cation ver. |If

. || ed ty ¢ -at
t he certif”‘{*@‘g?ﬂ%@%acraﬁe%ggﬁrﬂf%/ ‘é“éﬂ,cilfe"@% tpdedicatothe calied partyfayiliggnesato 825) to t he

SI P pr oxy asespt e e W@I@ersé%&\?ﬁ? Iégrgﬁdggy ﬁﬁég\il%ﬁ%wggﬁg Ee%qua of the

cal l ed parté{s and the caller’'s certi copi es of
the certi PPEYEEGNARYE B@Yherverified (845) apuSreskighby tith SRt roxyBG9@UsFtha f the 14

29 Det®nben-R28860e Cof fhisd verified, t | ocation server may
return nothing %30) tf[h(ls; Ctbﬁ%t pr Xyﬁ%@%{r&)g vefrf@ﬁ{;ﬁhqﬂ%ﬁr@y BV
recei pt / nEWWRELEH) tq)thetdaﬁewtgeiﬁﬁﬁmgage Ian)ﬂgivﬁth 9k chilg p@rﬁf’éh Vdriregt s, the
Proxy Ser¥&hinfRy ohQ Wl Sidle. {%on re.ceiptno\iéItitwee briz?r%gs%gge,tcgﬂéd Sarty’s
certificate and digital signature from the SIP proxy server, the caller may send
(855) an acknowledgement message (ACK-message) with a nonce and a session
20  key to the called party to complete the call. A nonce may be a piece of
information, for example, a number, that may be used only once. The nonce may

be a parameter that varies with time, for example, a time stamp or a special

marker. The call may continue between the calling party and called party until one
or both discontinue the call.

25  [0046] In FIG. 8, if the called party’s signature is NOT verified (845), the SIP proxy
server may send (860) a request: to the OCSP to re-verify the called party’s
certificate. Upon receipt of the request, the OCSP may return (865) a status-
verification message to indicate whether the certificate is valid or not valid. If the
status-verification message indicates that the certificate is valid, the SIP proxy

30 server may forward (850) to the caller the OK-message along with the called
paity’s verified certificate and digital signature and the call can be completed as
described above. However, if the status-verification message indicates that the

15



5 called party at the current |location of the called party with or w thout
the verification copy of the caller's certificate. The SIP Invite-nessage
and verification copy of the caller's certificate, if recgiye

forwarded (835) in a PS-signed digital nessage fromthe %r%o%/‘:%gneﬂrg\?)eépag
Since the called party, generally, should already have it's own

cert {1 caunitifcte is MoT. Ve, R S1P ity QR IR rehrh B AT IRECAR b 10

certificate need not be sent bé proxy server ty. The
cal l ed p&yraniNessegadto IBqostihatithe callddepeBlyRrehinieithee b\Rjned DKOK- Nessage,

Cth ) : N . I , e , i H
cal lea party s i ARElA befirgRe o fod Blonfested Whth mialeacsngodiay. be
si gned by Theeaitsal pat) pay ra-sedd 8403 bh@dto tﬁg@ﬁyb%ﬁzisgg&@gﬁeﬁs@%gg e verified

(845) upon recei pllpé){y the SIP proxy server of If the
cal | ed® paffey5ades Piheltwithe thescalied partis valicheerdfidateponthy Giemessagamith ther war d

(850) to tirRd rvalild SAEFafl ith the called party's verified
certificate a(r?ngj i g\/iatla;%e@lﬁg%%t ur eﬁe%pﬁlﬂ@plggéﬁsdpa%@orﬁﬁge &%’%@é@ge, cal | ed
party's E¥5)ithe ealied panty'saiigriatart ssidahatalr earfliomnmflaedal prixyy Ser ver , the
caller rrages%ﬁggld (855) an acknow edgenent nessage (ACK-nessagé) with a
nonce and a séssion 20 key to the called party to conplete the call. A
nonce may be a piece of information, for exanple, a nunmber, that may be
used only e e nanc be a paraneter that varies with tinme, for
exanpl e, gﬁtl mI;IGs‘[b;ﬁﬁ%f?Pﬁ%@ﬁ%’iCﬁﬁ‘gram%pqs’mﬁ@ & Blethoglesf cedificitaue bet ween
the cHl | i regishatioly anddutmhdtRocBRihYfoHR il yegontinue the call.
25 [0046] In FLG 8 1T the calloy arty'ggdhgirSﬁ‘é‘iaﬁ?'lien‘.égv verified (845).

the SIP pfOXPUNSAnS, INReFoiBRer Eba) embodiuersiof the pleser®@@8Rntian.r By verify t he
cal | ed paFiGy '9s dighgindidd Hapi ' request,. the P may
return (865). a & g[t\tl?édjé %&f?? cati oéﬁgﬁeﬁggggggrtc%ﬂﬁﬁaﬁegﬂaé’ W@E'ﬁt@%\fhe
certificat™@) & ysg 3 syssemitbet mravides VOIP edmemusitations: Wae irédistaitioR mayessage

30 server may

I ndi cat es certifl -is. valid, the SIP prox C

f or war d (%éSO 0tchﬁéte H@%Cégﬁf{é@%{iﬁgh&gtﬁ%gya&r SHEBIEAR rteﬂ%é‘c‘rﬁ'éo’"bal led party's

veri flided sserarimroxyategistrad |atitsictinlausingitrtderificatd-et R acdbtent 4 aqqurml eted as
[ i ndi cat es t hat

the 15 2b" REESnSkP BBE volst cbl Fotdhfaaipe e bo dvdchred (RO e egarepis, ser ver
may et urat a(gat@yay tochted is abtorhitRaeHicate retrieval system 140 of FIG. 1, the
gateway may mediate calls between users of the system, Returning to FIG. 9, cail
setup information and certificates for the digital voice call may be obtained (915),
20  for example, by the gateway. The certificates may be for a caller and a called
party that may be identified in the digital voice call setup. The digital voice call
may be established and conducted (920) between the caller and the called party
and then end upon termination of the digital voice call. As described above, the
method may be practiced using a wide variety of system configurations, for
25  example, those configurations shown in FIGs. 1 through 5 and described above.
Therefore, the specific example method and system configuration described above
is merely illustrative of the general operation of the broad method and in no way

should it be interpreted to limit the application of the method to the specific system
described.

30 [0048] FIG. 10is a detailed flow diagram that illustrates a method of certificate
registration in a VOIP communications, in accordance with an embodiment of the
present invention. In FIG. 10, a user register-message with a public-key certificate
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an error nessage to request that the called party return either: a signed
K- nessage with a valid certificate or the OK-nessage with a valid

certificate attached. The called party may re-send (840) | P
proxy server the signed OK 5 nessage, either- with the cal Izgaipaeﬁrﬁ)ftrgsegl i d

certificate or the OK-nmessage with the- called party's valid certificate

attached. tiiaiempy be sigaedrby tROMet R4 HRY- fox alled party's
si gnature an‘(gg%fpe cgll cgn be com?)l etg aeg%tr)g!@f g%rgﬁﬁé?np‘i éz’(\{%i bed. [0047]

FIG 9 is BIPEHAnsparerrey regisardacatetin automatia ceriicate rattibetsptenertifi cat e
10 I st [ | Gl ' | Lf rdin nd revocation in a VOP
commni cats oy I 3 FREEHO, kel b Rniih BhAEh et iR hg rstiter 1 nvent i on

In FIG 9esshgs matchenar lentigris tansiblibrby cHa8QES RS gy cates may
system t ha}{ provi dggsawyﬂ P @Sm%%t ions. The

b kst 0 0

rgg!r gtg ?Zt? rﬁ%ﬁﬁe@tﬁ%ﬁﬁw@w PHVE dovsRiRisigaetuye irshet waer bygistérer  exanpl e, a
ottt eval oyt S VY bReRed QOND) e ER, B Pl ABh EESl | secup
request nﬂ?riﬁ“@_ﬁfé@éthﬂe‘@ﬁdimm‘)thﬁmubiiodmmpfgikaﬁeaﬁ?%bg?é@@%y@dl (@026)2fbyi N
automatic , va t , the gateéway ma

rrgdi ate cgﬁﬁb%’e*@%ﬁ“e@g%%io‘%o%enfeﬁ%%’gr;'afg:]? P Ogﬁlemaﬁﬂfﬁsg% WEFHL@%C‘@?Y CZJ I yset up

i nfor mat i oertificede cwythief iecelvaB(1005), fdr@xathgle! ! bt ai ned
(915)142 exa ) ghe%ﬁ‘ﬂ@%@?é}; sgn%ér'gghé)or a caller

0, for l e, by the gateway. T
and a cal P% SPIS%%EH%/F%Q‘%gf}fﬁ@fﬁgt@f‘u@'&pqﬁh@ﬁey aertifieatdirgvt bé stooicce cal | set up.
The di gi t al030pifeceeldle, | d (920 et ween t he
cal l er anaﬂ t hg calle %ff?ﬂo‘%gﬁﬁ%'ﬁ%{b%%@{ﬁﬁoﬁgﬁﬁgﬁiﬁ%ﬁ r‘(azjtf"%\’éﬂe di gi tal
voi ce cal PYS198 18R 6EFIGhdd TatdGell, theusarerhme/identithefopeashpleed-misi Ng a wi de
variety o LM T @k for . e I .hose configurations
shown iyn %icggﬁ ﬂg%%dgﬂbfé?%jr?g@%ghse&%%%ﬁ %%Cﬁg% (?dc’f’h@‘f’ faé“r"@ﬂ'qsh@% pecific
exanpl e net6daEsdde iy and Boaddressraido may bedounded3sPeY the isarger el y
i | lustg aty neg al eratian of the broad nmethod and in no way
s houlsidq i t"%@aﬁéﬁtcéa@rc%t%'e?“t%@‘%ﬁé fay ﬁ‘é‘ff}ﬁ!&ﬁﬁfﬂf £049) agegishatioreeamerleteo t he
speci fi c mypsiageto teswer hetdic3R  QARARL M gisthBoh 3nd t961 8hd.ed; f | ow di agram

that illugtrates a method of certificate registrationin a VOP
conmmuni ca %SSﬂl%‘:‘:dsqbr‘?vﬁ'c%S REMAY PR Pratlestheingre nidevariety of pysssent i nvent i on.

In FIG Iidnfiguratiens, Fadhakple, BRSE 30SvhiMca PHRbigh KSMdGEilifycat e
above. Therefore, the specific example method and system configuration
20  described above is merely iflustrative of the general operation of the broad method

and in no way should it be interpreted to limit the application of the method to the
specific system described.

[0049] FIG. 11 is a detailed flow diagram that illustrates a method ‘.‘of automnatic
certificate retrieval/forwarding and revocation in VOIP communications, in

25  accordance with an embodirnent of the present invention. In FIG. 11, a digital
voice call setup request with an assodiated caller certificate may be received
(1105), for example, by a gateway such as proxy server 342 in automatic
certificate retrieval system 140 of FIG. 3. In FIG. 11, a location of a called party
identified in the digital voice call setup request may be determined (1110), for

30 example, by proxy server 342, The digital voice call setup request along with the
associated caller certificate may be transmitted (1115) to the called party, for
example, from proxy server 342. In addition, proxy server 342 may transmit its
signature with the digital call setup request and associated caller certificate. A
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16 29 Decenber 2006 that may be signed by the user may be received (1005),
for exanple, by a registration server/proxy registrar located in automatic
certificate retrieval system 140 of FIG 1. In FIG 10,

identity that is asserted in the register- nessage natche\g@gﬂn&%@ebﬁe?lzlg?/ei n

the public-key certificate may be verified (1010), 5 for exanple, by the

otrat] : , P cter- |
oy be ver ey B8y FhreatEghesadt SRR b Ca b QLo sk B puly 10 ¥ °°
Ver i f i cat $eyvera42; frenviilel ailed/ party. t ireganshdl) thekaledosirty a‘c:t:@litéﬁce!’fﬁﬁsshge request ed
(1020), for, exg IeI by the,registration server. Verification of the
validity OfiCFES EEG@ |ect Sﬁt%ﬁﬁlﬁqﬁfr@awéllmﬁsso‘@ regaiva & digitalnmims)callf or

| e, t RO S& ' ' /1 ti
i o ot | e ] SR e B e pern] AeeplinlE Hes o RAE0)  °For exarml .
at a Pocaggconmpaeieddy 4 catlad pdrty nerifitairahd enayehd sigrieddiyethe ebliddegeaty. syst em 140
f FIG : th ' lidentity, . le, e-mail
addr ess, Ty Reev il Glbo PR SRt ntape oo belisthabaTE P dan vanple,
as- el | - asy ploltg setveeB43. RApRNicHERtdebaHbRAdI HR: afdd 9&%3&&@%@@ be bound
(1035) to the user's 15 validated certificate. The nethod may further send
(1040) a 'PEYREE CaR NEhDR yAfice: B apwplegtha Gilehpartisesertiicata dircanteea
successf _L\}erm@g’l %R?EérQrBr w’é‘??g‘%@ﬁg&@y egﬁé&é%‘ﬂ?%ﬁ@%ﬁ?@?}% t he net hod may

be practiced using"a wde v stem ¢ , for exanple,
t hosdOshowaeeptanss Bessapetandealigt Earanckrifests. | Tedcallab paey addepteter e, t he

specific system configuratiq cri bed above is
merely i lrﬁé%{%@%t% P\aﬁﬁ%?&eﬁ}%&gﬁ%?tfifatgﬁ%?ya&?ﬁ' n%‘?*%‘ﬁ&]gﬁi(far ﬁ’@ﬂfﬁ% and in no
way shoulfdortprivey senterImebetk tallel, andithe RestaaPnkg ahd 0Rs BbscdRed BB&ROD to the
specific tgést%ﬁé(glescri bed. C%agég Flg 11 is a detailed fl ow di agramt hat

i |1ustratds B mtlﬁpréﬁtﬂ B8 2 Wigk vty & evstem cpeRgHraiswwtd di ng and
revocat i Gixahriple/@héy (¥agaitd 9idin hPIGS 1ARRRIANGH dshibedfhibodi ment of
the present invention. In FIG 11, a digital “voice call setup request wth
an associ dreseforealthe ppecifictaxpmpla methay ape systemi cppfigurgtiarogscribast almwanpl e, by a
gat eway ; s | Lt O ' LE retrieval system
Ta0 or  Fiic Ay IR G € geie bk MrLOThe Broahoind R PuAGhRKTed T he
di gital byl iche interreipd teGuidhe epylichtordet the methat] (lthé @pecifiosystem

described.

fo050] In accordance with an embodiment of the present invention, a method for

20 communicating over a network includes receiving a digital voice call setup request
being associated with a caller certificate from a caller, and determining a location of
a called party identified in the digital voice call setup request. The method further
includes transmitting the digital voice call setup request with the caller certificate to
the called party, receiving a called party acceptance message, verlfying the called

25  party acceptance message, and transmitting the called party acceptance message
and a called party certificate to the caller, |

[0051} In accordance with an embodiment of the present invention, a medium
storing instructions adapted to be executed by a processor, that if executed, the
instructions configure the processor to receive a digital voice call setup request

30  being assoclated with a caller certificate from a caller, determine a location of a
called party identified in the digital voice call setup request, and transmit the digital
voice call setup request with the caller certificate to the called party, The
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30 exanple, by proxy server 342. The digital voice call setup request al ong
with the associated caller certificate may be transmtted (1115) to the

called party, for exanple, fromproxy server 342. |In addi
server 342 may transmt its signature with the digital %gl Ceet"ﬁ%oe??\sauest

and associated caller certificate. A 17 29 Decenber 2006 called party
accept anc be_recejved (1120 for exa , Pproxy server
342, fromef?#ﬁﬁ:ﬁg&l @Ht%égrq@gurpﬁh@gﬁg%gor t‘% l%ek‘!alal‘@ r&ﬁﬁlft&ya@@éﬁptﬁ%nce nessage
i ndi cat es mdmeaga Mg tPachied

digital voice %ﬁl I ﬁl(f rom-t h?a?g#c Ma@%% g’iﬁlt@g %%ﬁepf ccept ance

message né‘f}c%a@ede@ﬁmmdeﬁcai&daoacraldeetnrcatartmth@:eaﬂrerfl cate and may be
signed by the called party. The received called party acceptance nessage

b f | b 342. As I
Goscr s beatusef dn stedines il ARedimentiahe el availiannaeviamder {1 od, 1 or
exanpi®e,  phmvidiag Hetahasticis regekalorpaeanamanoteRcard RElbIAh o XY Ser ver

342 may re at the called party resubmt accept ance nessage
and cal | eag%“aﬁﬁf“&?rpmcpl&é{%") CPHEMYREatiegs ﬁ%ﬁtem IMptaérQI@ gahwses/age and the

cal | ed_Pachnghecd id feealea RaRRiT GNSELH SN JLangxagpl e from

pr oxy server 342 to the ca ed above,
t he net hoteliesgeicate fiom @edieusiehqnanm deation bes yairmfj myiytiesntmeaid ger ati ons,
1 through 5 and descri bed

for exa S 2SS

above. nei‘?ﬁ(glr\;eor%r%”%g u@ rgdgeeé Y@S@é}ﬁﬁIdég‘%Y%‘E?ocaé{ﬁBtL@yr@ﬂH%ﬁtd‘éﬁﬁ‘fm@ur ation
descrlitbedcalleovertificate tethe qalléd parsy, ratdivea edlict hargeres nc@Qﬁéﬁég@n of the
br oad netp%q.%%ld |I no vvag ‘should it be interpreted to l1m

applicati 0 ¢ i PRy dooeptante mesargey ead kpseratithelealied |PBéM [0050] I'n
accor dancacehtao@ meSsdzetiertalled philg chtifERSto iRVGALL on. a method for 20

communi cating over a network includes receiving a gltal voi ce call setup
request lﬁj-i assoc ated with a caller certificate froma caller, and
det er mi ni § Y Pb%‘épf CRyith gn embadimentiof $he presentiimeition, arh@mhr@m al’ voi ce

cal | set Ujpr ee@BRSkng dMEITRERBAS %Hérieh ton@%#qﬁauéc{ QBEAEEE% t he digital

VoI cri call setup request wth e ca cer rca gl | ed party,
r eceil?i ngM&Mes! (atplgsiottye a@@eqsoarwa& tmssargery skeriricf r;ellr@tummsm@dtbﬁd 25 party

accept anCRImSFRd%se exdbreli %9@!?@]3%%99% Ser%’lrlml t%d hahbd naecrccc%%a%gg © fessage

with an embodiment of the present invention.

10054] Several embodiments of the present invention are specifically illustrated and
described herein. However, it will be appreciated that modifications and variations
20 of the present invention are covered by the above teachings and within the purview

of the appended claims without departing from the spirit and intended scope of the
invention,
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and a called party certificate to the caller. [0051] In accordance with an
enbodi nent of the present invention, a nmedium storing instructions adapted
to be executed by a processor, that if executed, the ins ti

configure the processor to receive a digital voice call se?ulwﬁoecreg{c}zeég?ogo
bei ng associated with a caller certificate froma caller, determne a

| ocation of a called party identified in the digital voice call setup
request, and transmt the digital voice call setup request with the caller
certificatﬁ,to.t e called party. The 18 29 Decenber 2006 instructions
further co fhlab’lﬁlc i€ r ocessor to receive a called party acceptance
nmessage, verify the called party acceptance nessage, and transmt the
called party acceptance nessage and a called party certificate to the

cal l er. [0D52] A metoworidanoeunicdtimgarveeatnoiarkcomefisinge present invention, a
system for 5 provi.di ngdri'gli qi t al Cﬁl‘ti ficate regi.st%at' on and au;omati C
certificate retPFRVAR Ul ygIce&all SouP TFHeEl 454C 1P b P c?lca@wqﬁﬁ‘ icate

comuni catfanp% gustemincludes a VO P gateway configured to receive a
digital voice call 'setup request that is associated with a caller
certificate fraleteamerihg edgcatien of micaldedapdripcdenttreddn saidehgita doparcaly
identified in the igital voice call setup request, transmt the digital
voi ce cal ISBBIERNSERYiest with the 10 caller certificate to the called
party, receive a Caltﬂaﬁ%ﬁﬁﬁéxré’cﬁ‘é%&%QG@aﬁ@ﬁ§§@gﬁfor s¥RnbEdichheigaldued party
acceptance nessage, and transmt the called party acceptance nessage and a
cal l ed party cerdlidinganadansifichef thalchied p4roos®]a digndeeafdancdleniand an

enbodi mrent of the present invention, an aratus . for estahblishing

conmmuni cati ons over r%cehvé?%!l%atl%ﬁspﬂ%ﬁetﬁg'ﬁéa‘gﬁ%% ggprvgﬁ&%g lf)‘i%loﬁerm_ry
coupl ed to the rggpeeasiHOfudind daltl Tob&iJERPEMd THIED S Blch1&PpaHY, dglidadet | ons
adapted to be executed by the processor to performthe nethod in accordance

wi th an enbodi nadsaigfcall¢grecepieeeqit i nvention. [0054] Several enbodi ments of
the present invention are.specifically ill,ustrated and, descrj bed herein.
Hovever 1t i1 be ApEPEIREFER Al Yiatrat BTl R AT Elgns 20 of
the present invemificer t8k&idcaUed pttPYeddn8n 2B RYBed RGN RGSaRtnMshid; N t he

purvi ew of the appended clainms w thout departing fromthe spirit and
i nt ended scope Vefilyiesaiq paldastnagiy acceptance message; and transmitting said called

party acceptance message and said called party certificate to said caller.

2. The method of claim | wherein said receiving a digital voice call setup request
comprises:
receiving a voice over Internet protocol (VOIP) call setup request that is

associated with said caller certificate from said caller.
3. The method of claim 1 wherein said digital voice call setup request comprises:
a caller Internet protocol (IP) address; and

a called party IP address.

4. The method of claim ! wherein said digital voice call setup is associated with

a caller signature.
5. The method of claim 1 wherein said location response comprises a signature of
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19 29 Decenber 2006 What is clainmed is: 1. A nethod of conmmunicating over
a network conprising: receiving a digital voice call setup request
associated with a caller certificate froma caller; det erzgidgcgg‘b%rbgggti on
of a called party identified in said digital voice call Setup request by:
transmtting a request to a |location server for said |ocation, said request
including an identifier of the called party and a signature of the caller;
and receiving a location response fromsaid |ocation server, said |ocation
response including said |ocation for said called party, a called party
certificat®d logatidbiedV&al | er certificate; transmitting said digital voice
call setup request with said caller <certificate to said called party;
receiving a called party acceptance nessage; verifying said called party
accept ances.nmessHgenetand of clans rh widraig ssali digitd Moaad cafiaetuy rapeepfusthere message
and said called party certjficate to said caller. 2. The nethod of claim1
wher ei n sa‘fo@ﬂrégég?\?’igﬁ@tuée Sé‘i“f%ﬁu%oi ce call setup request conprises:
receiving a voice over Internet protocol (VOP) call setup request that is
associated with said caller certificate fromsaid caller. 3. The met hod of
cl ai m 1 whér ei nllsanethdd gi tlaim vovioecioabid ceBedipantearoeptancompssages: a cal l er

| nt ernet protocol %}Qﬂ address; and a called party |IP address. 4. The

met hod of OFHHFL2 Y SIEH WP t al voice cal | setup is associated with
a caller signature. 5. The nethod of claim1l wherein said | ocation response
conprises a signature of 20 29 Decenber 2006 said |location server. 6. The
met hod of &l ai Mt métbedphclsan d whegéin ahidweriCeng adill calbedipartyeapeestandeur t her

message comprises at least one of’
veritying said called party certificate attached to said acceptance message; and

verifying a previously received called party certificate.

9. The method of claim 8 wherein said previously received called party

certificate was received with said location for said called party.

10.  The method of claim [ further comprising:

transmitting a called party signature to said caller.

11, The method of claim 1 further comprising registering said caller and said

called party with a digital voice communications system on the network.

12.  The method of claim 11 wherein registering said caller and said called party
comprises receiving:

a user name;

a user IP address;

a user public-key certificate; and

a user digital signature.
13.  The method of claim 12, further comprising:
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conprises a signature of said caller. 7. The nethod of claim1 wherein said
cal l ed party acceptance nessage conprises a called party signature. 8. The
met hod of claim 1l wherein said verifying said called partxg%fé%gmb%pggoe
nmessage conprises at | east one of verifying said called party CertifTicate
attached to said acceptance nessage; and verifying a previously received
called party certificate. 9. The nethod of claim8 wherein said previously
received called party certificate was received with said |location for said
called party. 10...The nethod of claim| further conprising: _transmtting a
called party si¥ ﬁlg}’lﬂgé%dm%ra‘?@‘ec’élth‘ee@melaﬁa‘J\‘Sﬁén%? %Fi‘iflseglp’dplh‘i‘gw urt her
conpri si NQ.k@@dagd:-€ring said caller and said called party with a digital

voi ce communi cations systemon the network. 12. The method of claim 11

wher ei n regi st everifiging aaid vsal digital aiphasmé;chndal | ed party conprises receiving:

a user nane; a user. | P address; .user public-key. certificate; and a user
digital signat uvreél?ylﬁé.thaiﬁ%‘dr’r'é‘fr%’%hS;‘eXI"g’i’t%cit?,ls V%‘F‘fher conprising: 21 29
Decenber 2006 verifying said user nane is the same as a user nane in said

user public-key certificate; verifying said user digital signature; and
veri fyi ng tdhat Bwirdethe@of gaish il - fuethercemprisicgat e is valid. 14. The net hod

of claim 13, fg’r.t er cgrr%irisidng: bi ndi ng. ai dg; e¢ ivedrgyser name to said
user |P address: dna*Bf Atichges! FPanf o datiegel et ‘fSEﬁSH’ key certificate to
sai d bound usemninBAEsANdalidI&T udePpaSIH BSScerdBeatd REABLORM REr £4AE M4,

conpri si ng:
P g{Jser IP address.

15.  The method of claim 14, comprising:

returning an OK message if the caller registration is successful,

16.  The method of claim 11, wherein said registering occurs prior to receipt of

said digital voice call setup request.

17. The method of claim 16 wherein said registering comprises:
transmitting a separate digital voice call setup request with said caller
certificate to said called party;
receiving a separate acceptance message from said called party;
verifying said separate called party acceptance message; and
transmitting said separate called party acceptance message and a separate

called party certificate to said caller.

18.  The method of claim 11, wherein said registering occurs after said digital

voice call setup request is received.

19. A medium storing instructions adapted to be executed by a processor, when

executed, the instructions to configure the processor to:
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returning an OK nessage if the caller registration is successful. 16. The
met hod of claim 11, wherein said registering occurs prior to receipt of

said digital voice call setup request. 17. The nethod of i m in
said registering conprises: transmtting a separate digi tczgladevcg%ng’ee\éggpg

setup request with said caller certificate to said called party; receiving
a separate acceptance nessage fromsaid called party; verifying said
separate called party acceptance nessage; and transmtting said separate
call ed party acceptance nessage and a separate called party certificate to
sai d cal l er. 18ccoiieaagittbyoise call apthp tenuesithsing sssewstad palgiastedles ng occurs
after said.di;glhdomVPLag,call setup request is received. 19. A nedium

storing instructions adapted to be executed by a processor, when executed,

t he instructi ondetérmisonidogtioe of healppdquesSdentifiad i 2aidYi et eolee cal? 680
receive a di gi tﬁl‘" voi ce call setup request being associated with a caller
certificat®IF¢H¥a caller; deternmine a location of a called party

dentified Tn sai d-ciglhalo NG1.GRPRleRS] UByor BEMESodbon KEANEIA @ T eaues!

to a |l ocation server for sai cation, sard reques
identifier of tiheudalglaaddgaifiey olitid callsd gaay widks signstureeard ve a | ocati on
response fromsaid | ocati il(gg}cgerver, said location response including said

location for said cdffed _ V‘f,’n 'é?sﬁ%s!eéﬂmbéffitiﬁ@éip? eIV Ein pad l%ﬁ%c’%ai d caller
ol ler cort 11 onamy BRALEELE [ ByiEkF ettt Gtk o SAMERLATREAL  ance
nmessage; veri fandsaiddcatiat ¢eetifipaest y accept ance nessage; and transnmit said
gg: : g?_ party accept atpa%gmﬂesg%aaqgiteﬁrl%icseaéaﬂ sggllplrgc(;jueg? Mt?{ sai?iecgltlfi:rfcie?t?w%té 0 said
to said called party;

receive a called party acceptance message;

verify said called party acceptance message; and

transmit said called party acceptance message and said called party

certificate to said caller.

20.  The medium as defined in claim 19 wherein said receive a digital voice call
setup request configures the processor to:
receive a voice over Internet protocol (VOIP) call setup request that is

associated with said caller certificate from said caller.

21.  The medium as defined in claim 19 wherein said receive a digital voice call
setup request configures the processor to:

receive said digital voice call setup request from a caller Internet protocol (IP)
address, said digital voice call setup request having said caller certificate associated

therewith and being directed to a called party IP address.

22.  The medium as defined in claim 19 wherein said receive a digital voice call

setup request further configures the processor to:
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20. The nedium as defined in claim 19 wherein said receive a digital voice
call setup request configures the processor to: receive a voice over

Internet protocol (VO P) call setup request that is assog i id
caller certificate fromsaid caller. 21. The nedium as de??ﬁ%%gpﬁh%Pg§§119

wherein said receive a digital voice call setup request configures the
processor to: receive said digital voice call setup request froma caller
Internet protocol (IP) address, said digital voice call setup request
havi ng said call er. centichgte,ass?ciated theremﬁtg and being directed to
a called party [FF¥f&tddigitabyoicerall Seup fRavss Vit ¢ AR SBN&IUE m 19 wher ei n
said receive a digital voice call setup request further configures the
processor to: 23 29 Decenber 2006 receive said digital voice call setup
request with a Tl inediusi gpxtfineé in @18im Thevhvedn vand ascethef dankldcativrc] ai m 19
wherein said recgiye saig Ioc&%ion response, further cggfL%qres.the
processor (OPYUSE SFRET gouiigst (edratessaily Teesisd Banawind said locpbioRiServitedi um
as defined in claim19 wherein said transmt said digital voice call setup
request configures the processor to: transmt said digital voice call setup
request wi#h a Bigmediumess @Sined ireclamal il § whaseid ediid nadsii saidaiigital 9oisker ei n
said receive said caILed arty, acceptance nessage configures the processor
to recei ve™ S(‘?%plrgﬂlu?? Fe gé‘ireﬁrfa‘fﬁ?oée\%of&' said called party acceptance

message. 26. TheaIB 4B &gitalefdiaednl Rnp RymsLYinheiglafeai d verify said
called party acceptance nessage configures the processor to verify a

called party signature received with said called party acceptance nessage
usi ng one : id called rty.certificate.attached to. said,acceptance
resaage. ana o meTber RRb UgaL 1P PR G RO A E g BT P rhe

nedi um as gleéitned hessedAdonfidBromies %‘0663_%@1‘ @ RESVE PUfl JaegaiMpere alilhed
party certificate was received with said |location for said called party.

28. The nedidenllgd pagy apregtange gleasagel9 wherein the processor is further
configured to: transmt a called party signature to said caller.

26.  The medium as defined in claim 19 wherein said verify said called party
acceptance message configures the processor to verify a called party signature
received with said called party acceptance message using one of:

said called party certificate attached to said acceptance message; and

a previously received called party certificate.

27.  The medium as defined in claim 26 wherein said previously received called

party certificate was received with said location for said called party.

28.  The medium as defined in claim 19 wherein the processor is further configured

to: transmit a called party signature to said caller.
29.  The medium as defined in claim 19 wherein the processor is further configured

to: register said caller and said called party with a digital voice communications

system.
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29. The nedium as defined in claim19 wherein the processor is further
configured to: register said caller and said called party with a digital
voi ce conmuni cations system 24 29 Decenber 2006 30. Th %i

defined in claim?29 wherein said register said caller andg'g?e eH{gﬂaeF‘?g%s
party configures the processor to: receive a user nanme; receive a user |P
address; receive a user public-key certificate; and receive a user digital
signature. 31. The nedium as defined in claim 30 wherein said processor is

further configured t.0: verify,sai.d user nane i.s the sa a user name in
sai d user ‘publ igth%é‘ﬁémB’earSt‘{eﬁi‘%%irb‘fla%%We%‘i‘ aw@é%alst‘aﬁ %jgf%ﬁﬁé?‘@‘ﬁsﬁ‘ re; and
verify thatieabdrty 8651 RIHE the pkR¥seetd:i ficate is valid. 32. The nedium as

defined in claim31l wherein said processor is further configured to: bind

sai d recei ved usetivhameermgmsai d user | P address; and bind said validated
user public-key certifi cgf,e éo sai d bound user name and wuser |P address.
33. The nedi um 'Ss4et PHEQY AAEFi m 32 wherein said processor is further

configured to: rglivk Muddd pPKidREPGEficht; {dye caller registration is
successful. 34. A systemfor providing digital certificate registration and

automati c cert itP¢aieg @usar digitabsighature. a voi ce over Internet protocol (VO P)
communi cations system said systemconprising: a VOP gateway, said VOP
gateway to: receive a digital voice call setup request that is associated

with a caldler mRMmhédibeakeefih@Mneclsit] $@wherein said processor is further
configured to:
verify said user name is the same as a user name in said user public-key
certificate;
verify said user digital signature; and

verify that said user public-key certificate is valid.

32. The medium as defined in claim 31 wherein said processor is further
configured to:

bind said received user name to said user [P address; and

bind said validated user public-key certificate to said bound user name and

user [P address.

33.  The medium as defined in claim 32 wherein said processor is further
configured to:

return an OK message, if the caller registration is successful.

34. A system for providing digital certificate registration and automatic certificate
retrieval in a voice over Internet protocol (VOIP) communications system, said
system comprising:
a VOIP gateway, said VOIP gateway to:
receive a digital voice call setup request that is associated with a caller

certificate from a caller;
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25 29 Decenber 2006 determne a location of a called party identified in
said digital voice call setup request by: transmt a request to a |location
server for said location, said request including an i dentégfdeecre or 2086
called party and a signature; and receive a |location response fromsaid

| ocation server, said |location response including said |ocation for said
called party, a called party certificate and said caller certificate;
transmt said digital voice call setup request with said caller

message:  ver 1y sai el Tk bty CEceRaned Ml st A ATk fel s o
call ed party acse®gestbpssage and said called party certificate to said

caller. 35 The systemas defined in claim34 wherein said VO P gateway
conprises: a session i nittanamitgrreguest tcolocp@hPiermrdrysasdltogetion, said

communi cation with said . VQ P.co nicati system said SIP proxy.server
to enabl e communi cat]rl%‘(;l)lhest %]g% %F’&t@?{ﬂ%&le éilﬁgé’gftﬁaﬁ‘gﬁs‘@&a 154 36, The
system as defined in cl aireeda MRESINresfb e HIPs AR QWAYL §véhesid conpri ses
at least one of. a location server in comunication with said SIP proxy

server; at |east ondogiticErpmwonseinpluging et loentigmfor saithenileshpdrtyn awelied sai d
SIP proxy server; rtifd cate .l gokup faci.l.ity, in comunication with
said SIP proxy servgjra?&e?%f&{d%% ag]glsfoihdéca@glf ?‘?rhh%{%{’e status protocol (OCSP)
responder in comuni cati enwhitRaidsAgith] SoReRaD%YuD SEMREt will saidREI&GYSt em as

defined in claim35 wherein said VOP gateway further conprises: 26 29
Decenber 2006 certificate to said called party;

receive a called party acceptance message;

verify said called party acceptance message; and

transmit said called party acceptance message and said called

party certificate to said caller.

35. The system as defined in claim 34 wherein said VOIP gateway comprises:
a session initiation protocol (SIP) proxy server in communication with said
VOIP communication system, said SIP proxy server to enable communication

between said caller and said called party.

36.  The system as defined in claim 35 wherein said VOIP gateway further
comprises at least one of;

a location server in communication with said SIP proxy server;

at least one alternative proxy server in communication with said SIP proxy
server;

a certificate lookup facility, in communication with said SIP proxy server; and

an online certificate status protocol (OCSP) responder in communication with

said SIP proxy server.

37.  The system as defined in claim 35 wherein said VOIP gateway further

comprises:
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a location server in comunication wwth said SIP proxy server; a |location
dat abase in conmuni cation with said | ocation server, said |ocation

dat abase including a current location for said called par?g,e%g %e? #i
party certificate and said caller certificate; and a cer 'P e au orlty
in communication with said | ocation server and said SIP proxy server.

An apparatus for establishing conmunications over a network, conpr|5|ng. a
processor; and a nenory coupled to said processor said nenory storing cal
setup instructions.to be executed. ﬁ sahﬁ %ﬁgssor to erfornlsteps

including: recEPARG SO G CUPmyBicaton i H“é’&?”u@é‘f bei ng associ at ed

with a caller L£Redtich iddtasd mMAUPndneakifin wHBt8 n&dﬂh@ﬁs&vé@%ﬁﬁ'i%ﬂ@ﬁ a
called party identified in said digital voice setup request by:

transmttidapbase @qhués“tg g eureent datipw forserdwetled partysaani daledparongersificae
request |nchudfn i d ntlflgr of the called party and a signature of the
caller; arfd®réée F%‘i‘fr ¥ on response fromsaid | ocation server, said

| ocation responsetimateiieisah GomaaRtdaaBn tath SRl Bearl £ PaRY ¥aidaeal | ed
party certificate and said caller certificate; transmtting said digital

voi ce cal IPre¥X efpvetequest with said caller certificate to said called
party; receiving a called party acceptance nessage; verifying said called
party acceptance nmessage; and transmtting said called party acceptance

nessage arpd. saifh agpatdiedfopasthblisheid édrh@ahRafihsoAerla Gaklogl,-codpridfhgbecenber
2006 39. A systemfor providing digital certificate regi 'stration and

aut omati c cert iafAreegseor; st ri eval in a voi ce over Internet protocol (VA P)
communi cati ons a%?{t%gzmcoﬁfﬂeg 13 ¥ %%c%(s)s rrsle@ n%mory storing call setup

instructions to be executed by said processor to perform steps including:
receiving a digital voice call setup request being associated with a
caller certificate from a caller;
determining a location of a called party identified in said digital voice
call setup request by:
transmitting a request to a location server for said location, said
request including an identifier of the called party and a signature of the
caller; and
receiving a location response from said location server, said
location response including said location for said called party, a called
party certificate and said caller certificate;
transmitting said digital voice call setup request with said caller
certificate to said called party;
receiving a called party acceptance message;
verifying said called party acceptance message; and
fransmitting said called party acceptance message and said

called party certificate to said caller.
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a VOP gateway, said VOP gateway including: neans for receiving a digital
voi ce call setup request being associated wth a caller certificate froma
caller; neans for deternmning a location of a called partybgpigidd-2dos N
said digital voice call setup request, said neans for determning
including: neans for transmtting a request to a |location server for said
| ocation, said request including an identifier of the called party and a
signature; and nmeans for receiving a |location response fromsaid | ocation
server, sakg logation response incluyuding said. |location for said called
party, a c%?‘l ed pEVEY fé’é?’?}lvf‘ﬁ’é%fl’émﬁﬁﬁerg’g?ﬂe fegistigtiop apd P‘F@E’éf‘%?erﬁ‘ééﬁ@ f or
transmttiagieal th Hdtd herVBietet pRbtbeot VBIPT SAMGEEI S syst 9'?15@' ler
certificate to said called party; nmeans for’ receiving a gal ed party
accept ancesystessegraprisingians for verifying said called party acceptance

nmessage; and ne for transmtiing, said cgalled party acceptance nessage
and said call e%egi?%{eggytﬁq%lg gi%E?Wéigil ql’fijkl‘lnmger_. 40. An apparatus for
establ i shing conmmunigains F8Sreo¥OMngd MBiNAKoe GA RSkt bdlR@ASofiQled

ce

processing; and neans for storing coupled to said pr ssi ng neans, said
storing neans sWih psglereartifioste fipmiasfleucti ons to be executed by said

ot setup request BRIt og praion Mo EF oty Befi fadte Biom . °
cal l er; det er mdiging vaide@aRst@p rg(iuzegt, ﬁﬁhln%np@drtdé%éxﬂ%nhgﬁﬂo%ihg said digital

voice call setup request by: 2 Decenber 200 transmtting a request
to a | ocation server for mungordeasmiting e apqlestequdetationciendt fiey said

oo o L LR R iRy F P Mk BHNRY oo 1
signature; and
means for receiving a location response from said location
server, said location response including said location for said called
party, a called party certificate and said caller certificate;
means for transmitting said digital voice call setup request with
said caller certificate to said called party;
means for receiving a called party acceptance message;
means for verifying said called party acceptance message; and

means for transmitting said called party acceptance message and

said called party certificate to said caller.

40.  An apparatus for establishing communications over a network, comprising:
means for processing; and
means for storing coupled to said processing means, said storing means storing
call setup instructions to be executed by said processing means to perform steps
including:
receiving a digital voice call setup request being associated with a
caller certificate from a caller;
determining a location of a called party identified in said digital voice

call setup request by:
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| ocation response including said |ocation for said called party, a called
party certificate and said caller certificate; transmtting said digital

voice call setup request with said caller certificate to {d call g
party; receiving a called party acceptance nessage; veriF§%#§EE§Pa$ %?Ied

party acceptance nessage; and transmtting said called party acceptance
nmessage and said called party certificate to said caller. 29

transmitting a request to a location server for said location, said
request including an identifier of the called party and a signature; and

receiving a location response from said location server, said
location response including said location for said called party, a called
party certificate and said caller certificate;

transmitting said digital voice call setup request with said caller
certificate to said called party;

receiving a called party acceptance message;

verifying said called party acceptance message; and

fransmitting said called party acceptance message and said

called party certificate to said caller.
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