WD 2004/ 043031 PCT/ CA2003/ 001679 SYSTEM AND METHOD OF CONNECTI ON CONTROL
FOR W RELESS MOBI LE COMMUNI CATI ON DEVI CES TECHNI CAL FIELD 5 This

appl i cawicowo4/e4383les generally to wirel ess nobil e comub¢FEARLWR00HEY| ces,
and in particular to providing control of conmunication connections for
such devices. BACKGROUND ART 10 Many known wirel ess nobil e conmuni cation
devi ces (" SYSTIEN A VETHOD SIS GINNECTIGN GANTROLS OR WIRFRFSSat | on

net wor k connections and data exchange wth different information sources
or destination systens.MOBILECOWMMNIGATION DEMIGES t el ephones are often
enabl ed for both data and voi ce communi cations and typically exchange both
public and private information with renote communi cati on 15 equi pnent,

i ncl udi ng web servers on the Internet and data servers associated with a
user s SErOMREAL FiELgXanpl e. Private information such as data obtained

froma corporate data server |napr|vate network is normally protected
durr g transfer t 55 tion,
di gi E si gnat ur egh‘g érﬁ?}ﬂhét?o t8§ ?‘%ﬁ”?ﬁ@k’lféo e%grzhg %‘&ﬂﬁmuﬁ geléc(r'?l vel y

extendl infornptio o r|t asur.e enment I ate data
server t%"f‘ﬁ’@ Plpé‘p‘lﬂ:é'% g pr I—B(’%/ i?fJ %{B‘H“'%?t%g&ﬁb’ééa‘e S %SB&E)I‘I vate.
information may wi sh to prevent transfer of the information outside the
mobi | e d®Ge€e. On known nobil e devi ces which al so support communi cation
with other -1 WD 2004/043031 PCT/ CA2003/ 001679 entities external to the
corporate data server and private network, it is possible for a

BACKGROUND ART

10 Many known wireless mobile communication devices (“mobile devices”)
support different types of communication network connections and data exchange
with different information sources or destination systems. For example, modern
mobile telephones are often enabled for both data and voice communications and
typically exchange both public and private information with remote communication

15  equipment, including web servers on the Iinternet and data servers associé’ted with a
user’s employer, for example.

" Private information such as data obtained from a corporate data server -
in a private network is normally protected during transfer to a mobile device via
secure connections, encryption, digital signatures, or some combination thereof,

20 thereby effectively extending -information-security measureslimplemented at the

| corporate data server to the mobile device. However, an owner or source of the
private information may wish to prevent transfer of the information outside the mobile

device. On known mobile devices which also support communication with other
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software application to open a connection or conmunication "pipe" with both
the corporate data server and an external entity and then funnel private

i nf or maMMWOPEHL t he corporate data server to the ext BERSA2MRB(0IG? Such a
"split-pipe" attack could s potentially be nounted by a software

appl i cati op,. downl oaded, by a bi | VL C [..Q Virl f.Qr anpl e.
Ther ef or gpﬁy%%erpgﬂgﬂﬂgggrpﬁgﬁg CL|E'§ar ge:wésﬂye?}de}#ﬁﬁlg ed'%?%'f) H%c’f ’%?bsstl:@ﬁrﬁec i on
control for nobile devices. lo DI SCLOSURE OF THE L[,NVENTI Q\lh cgordance
with thespEwarm ARRlicaliar (o oraN ReINFCIA O SPBRUcatien niBg 1V !?PcaS‘h B for a
w rel ess nobil e comuni cation device is provided for conmmunication via a
pl ur al i t gotgoraisrmaimseruer and avererel Mgy and thepdiang! erivaie dfeemation i@y of t war e
application conprises a nenory configured to store connection control 15

i nf or mat itteen cagperateatdta getiee ts die axtesnal ppitine aBlon avispiii-pipe oattacki eadd on
connection, and a connection controller. The connection controller is
conf i gur edtdriiallf ®eiMeurtied Gyrnsshviae amjoatin dovntoadel spbtmabite agyte cat i on
speci fying a requested connection and to access the nmenory to determ ne

whet her tfagr bESIVRSS 66 SapRRstion is permtted by the connection control
information. Wiere the requested connection is 20 permtted by the

connect i on cont r ol },alAERYHGR, Bk S URKE Yo ANRREO B STRARIEE s O her

aspects may be incl such as the connection controller being

configured to determn gpo h requested connection is a first .
connect i &H”ngﬁtéor?e%f)rﬁ%‘?lfqﬁ g)ﬁ)l?g\%tcggappl ication, and if so, to associate the
software application -2 WD 2004/043031 PCT/ CA2003/ 001679 w th the
request ed connection in the connection control information in the nenory. A

met hod of connection control accorNdi ng conprises the steps of
10 DISCLOSURE OF THE INVENTIO A

In accordance with the teachings disclosed herein, a system of
connection control for a wireléss mobile communication device is provided for
cbmmunication via a plurality of communication connections and operable io execute
a software application comprises a memory configured to store connection control

15  information associating the software application with a communication connection,
and a connection controller. The cpnnection controller is configured to receive a
connection request from the software application specifying a requested connection
and to access the memory to determine whether the requested connection is
permitted by the connection control information. Where the requested connection is

20  permitted by the connection controlinformation, the requested connection is opened.

Other aspects may be included, such as the connection controfier being
configured to determine whether the requested connection is a first connection

opened by the software application, and if so, to associate the software application
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providing connection control information associating a software application
with a comunication connection, receiving a connection request fromthe
sof t war WOB2084/p#3D¥at i on speci fying a request ed connect i BaRT/CAS0BHOR6AY ng

whet her the requested connection is permtted by the connection control

i nformati-on, opening the requested connection where the requested

connect i with the rearested senbgctiondn FEnerREEFHIN el Bformatioprindiia BAMOEY-her
aspects may be includes such as determ ning whether the to requested
connection is a fiA stethodnéaphoectbpeceirahacchrlingotomarisesfiis seasian, and if
so, updating the connection control information to associate the software
appl i catp@0iding &édhrideon eanesitiedraativreassomiatinghe seftwant peticatton with al i ni t ed
to the order of steps or segregation of steps described above; rather, the

aggr egat é&ﬂmﬂﬁmﬁh@xﬁ’%orﬂbcﬁ\ﬂ{ t fe@BSinghar ésHnectio Geduest EfrGrhNPlee sstvedre OF
mul ti pl e other steps, or the reordering of such original steps or

aggregatwﬁ?ﬁaﬁsﬁg &Lﬁg &féi@égfé‘a'ﬂo%ﬁ%tﬁirﬁ%tér&uﬂﬁ&%b%r i RegRbstdar € of the

describ eps nmay as conputer executabl e instructions in

andior o AySy s @ Ried RIRL BANIL @ioﬂfcoﬁtpm&%atoﬁg&?emrgﬁstﬂ@péﬁre ie'astead of ,

IOﬂS one or portions

thereof, may bhe executed b ci al ur pose  hardwar e desi
perform W@?%M@erq’:m‘% WQI‘G?‘E&CBP@%C’%’P gBﬁﬁB@?F(S’H G Hepet 89%98&%' and
met hods will be described or will beconme apparent in the course of the
f ol | owi nigfetE@iehed description. -3 WO 2004/ 043031 PCT/ CA2003/ 001679 BRI EF
DESCRI PTION OF THE DRAWNGS Fig. 1 is bl ock di agram show nq
comuni cati on syst@ner rasmﬁbbﬁnawbeelr@%ﬂeﬁowqhea%é&ﬁlm“ﬁ% et thees may be
used.
10 requested connection is afirst connection opened by the software application, and if

so, updating the connection contral information fo associate the software application
with the requested connection.

| These methods are not limited to the order of steps or segregation of
steps described above; rather, the aggregation of steps, or portions thereof, inio a
15  single step, or rhultiple other steps, or the reordering of such qrigina! steps or
Aaggregations are specifically contemplated. In addition, one or more of the described
steps may be stéred as computer executable instructions in and/or on any suitable
combination of computer-readable media. Instead of, or in addition to stored
instructions, one or more steps, or portions thereof, may be executed by special

20 purpose hardware designed to perform such steps.
Further features of connection control systems and methods will be

described or will become apparent in the course of the following detailed description.



Fig. 2 is a block diagramof a wreless nobile conmunication device in 5
whi ch a system and net hod of connection control is inplenented. Fig. 3 is a
bl ock dW&R084043P3lustrating a further enbodi nent of a PBEH&ABERLEHNL r ol
systemon a wireless nobile communication device. Fig. 4 is a flow di agram

showi n hg t.] for a wreless nobile
commn?cgﬁqgé: 1?,‘3@{?-'%%&%5&'][#%—%% di agram of an exanple wrel ess
nobi | e conmuni cat i on devi ce. BEST MODE FOR CARRYI NG, OUT THE I%ENTI ON Fi g.
| is a block di agrith §foRiterkediagivmFheuny SrrsyBuRFAHON SINIEH IN YEG) 1 el ess
nmobi | e communi cati on devi.ces may be used. The communi cation system 10

i ncl udes wirelsisd engtrilgscomemupicatiqneycesamay bapeed. to a conputer system 14, a
wi rel ess network gateway 16 and a corporate Local Area Network (LAN) 18.
The wirel ess net weigk2 isat iehovaly dik@rans ofd wiseleshimebtle domouaicsitioe Hegise in

comuni cation network 20 in which a nobile device 22 configured to

oper ake. wichAeysemiHcEmheiost sfitobdedtion doatral idésisleoeried.l apt op PC, which is
configured to conmuni cate to the WAN 12, the Internet for exanple. PCs,

such as conputer ﬁlystae"a HpioRR dBdrbdh ARERESNd RE freerdbodilent @h N
I nt ernet Service ovider (1SP),. Application Service Provider (ASP) or the

lirke. -4 mgﬁgﬂ/c%ﬁﬁga%/ eQﬁ/oWQlﬂélleQQﬂrﬁgﬁe cgﬁmﬁﬁiﬂﬁh@e%éep"\' 18 is an

exanple © envi r onnent mul tiple conputers 28

are connected in a_ne wor

security firewall aE@ ﬁPW%? a@a?‘%@"mg"{mf@?&m‘*ﬁ%gﬁée'g?‘e‘g?&r%
operating on a co ut_er behlpd the firewall 24, acts as the primary
i nt er f acavirelgssypghile communication device.

10 Fig. 5 is a block diagram of an example wireless mobile communication

device.

BEST MODE FOR CARRYING OUT THE INVENTION
Fig. 1 is z;l block diagram showing a communication system in which
15  wireless mobile communication devices may be used. The communication system
10 inciudes a Wide Area Network (WAN) 12, coupled to a computer system 14, a
wireless network gateway 16 and a corporate Local Area Network (LAN) 18. The
wireless network gateway 16 is also connected to a wireless communication network
20 in which a mbbile device 22 configured to operate.
20 The computer system 14 may be a desktop or laptop PC, which is
configured to communicate to the WAN 12, the Internet for example. PCs, such as
computer system 14, normally access the Internet through an Intemet Service

Provider (1SP), Application Service Provider (ASP) or the like.
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5 corporation to exchange data both within the LAN 18, and wi th other
external systens and devices via the WAN 12. The data server 26 may, for
exanpl eWhH43¥dssagi ng server such as a Mcrosoft'" BEKERARYBOEEYer or a
Lot us Dom noTM server. These servers al so provide additional

functionality, such as dynam at abase storaqge for data |ike cal endars,
todo |ists, task I?§?§?rpgf%i'-ﬁ‘l\b SPB%BEWM@&W'SW.W PYSRYBOYREYE a dat a
server 26 is shown in the LAN 18, those skilled in the art will appreciate
that a LANwRgh multplesempviers28ane eprnasiadiag natwerky Sush a ratwerk is ofeis of
servers supporting resources that are shared between the networked

conput er |symttdbshifda sEheritylditawalietds aiitH6 thy awrporete AN 4 S8ca aiatereariZon
capabilities to 15 networked conputer systens 28 coupled to the LAN 18. A
typi cal LAdrdfhg dith beputebehindliee Bl Re] acty sbénsp@Barydatiiacé fortihe h

i npl ements an appropriate client for communications wth the data server

26. 1 1 heahaNsh %%%h@qqé d8lLBbIORIEn IRESSAYI 180,28 (vith bthie ekibal 8,
nmessages are received by the data server 26, distributed to the

appr opri %@@r %Pﬁ&ﬁcéﬂaaqﬁ@wm GOUNR &ﬂﬂ %@%ﬁéainﬁw, hér éﬁ?r‘?di?(,% 20

nmessage, en accessed by a user through a nessaging client

operating_on a conputer system. f e a than

el ectroni e?ﬁ?@?&g% rssu%i} ﬁsl%M'égg%@ﬁé%ﬂglﬁ?%geﬁ%}eﬁtésy'@g%’pg{)‘fanﬁ)g with the
data server 26. | tiple-purpose .cliepts such as Lgtus tes, for. exanple,
handl e el ¥¥{§oni"Be%R &Eég ' °\Hé‘PY'g%lsaCE@O\r/\g]%65%%%@63?%?%%5? 001679
other types of files and data. The w rel ess g\zm?way 16 provides an

i nt er f acedatabapenistsres sfonedatdr ke Rglendars uigFOwWitEn 1kt éﬂsfﬁaye'ﬂ@”e%ﬂanged

with a nobile device 22. The nobile device 22 may, for exanple, be a data
comutt catommaidatione Althodalaprinediata server 26 is shown in the LAN 18, those skilled

in the art will appreciate that a LAN may include more than one server, including

other types of servefs supporting resources ihat are. shared between the networked
computer systems 28.

The data server 26 provides data communication capabilities to

15  networked computer systems 28 coupled to the LAN 18. A typical LAN 18 includes

mulfiple computer systems 28, each of which implements an appropriate client for

communications with the data sérver 26. In the above example of electronic

messaging, within the LAN 18, messages are received by the data server 26,

distributed lo the appropriate mailbdxes for user accounts addressed in the received

20 message, and are then accessed by a user through a messaging client operating on

a compuier system 28, Exchange of other types of data than eiec{ronic messagesis

similarly enabled using clients compatible with the data server 26. Muliiple-purpose

clients such as Lotus Notes, for example, handle electronic messages as well as
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5 conmuni cati on device such as many nodern cel lul ar tel ephones having both
data and voice communications functionality, a nultiple-node device

capabl eWgx2004/043831 dat a and ot her types of communi cat i BaECAZBEPGhal
digital assistant (PDA) enabled for wreless conmunications, or a |aptop
or desktop conputer systemwith a wireless nodem An exenplary nobile

devi ce idherdypes ptiles and dateher detail bel ow. 10 Such functions as
addressing of the nobile device 22, encoding or otherw se transforn ng
messages for w relToswitalansgatewawnd ppovidehan interfanestaraywirelasenetieek f unct i ons
are perforned by the wirel ess network gateway 16. The wirel ess network

gat eway 45 thiyghevitemiidiguned bee ehangddwithtshmobile detiss 2@neTivé nelbiie s

network 20, in which case the wireless gateway 16 al so determ nes a nost
likely 1Rl vor kaliOfor! ecahpiBI be 8i aa EemimbficERon @Rvies, andugiossid! y tracks
nobi | e devices as "users roam between countries or networks. Although only

a_singl gsq‘sﬁrhﬁhi%?t?od“&’é\){\% Kucrdd ey riQiehs péiﬂ.@é{n}:){eieﬂhﬁh& having BEt@pk! e devi ce

22 coul e configured to comunicate wt re than one Qgateway, .such as
a corporatge networ t 8 . A for.: ) - Any
comput erorep e i PREBUE BB B A B bae RRBTARRLR R BT 1ot s
with the nobile deyice 22 through the wrel ess.network 6
br ovi decAIREMHGHTET e o ERmMRERIBNE @ RSFoA] O LA AT PaN griabiee
Alternatively, private wreless network gateways such as wreless Virtual
Privat e TEViBIERS ewpwnmﬂéomoz@dﬁtﬂt@aeb@qsk%@ﬁ@égﬁﬁvemﬁhaM &8s coul d
al so be inplenented to provide a private interface to a wireless network.
For exanpbdemaAniexempiasy WRKile felisrimdesrribad imbirthande®il Belowr ovi de a
private interface fromthe LAN 18 to one or nore nobile devices such as 22
through the wirelSsb fetivoskas28ddiession of theyoobile gevice 2, resicedisgmst wor k
gateway 16. Such a

otherwise transforming messages for wireless transmission, or other necessary

interface functions are performed by the wireless network gateway 16. The wireless

network gateway 16 may be configured io operate with more than one wireless

network 20, in which case the wireless gateway 16 also determines a most likely

15 network for locating a given mobile device 22 and possibly tracks mobile devices as

users roam between countries or networks. Although only a single wireless network

gateway 16 is shown in Fig. 1, the mobile device 22 could be configured to

communicate with more than one gateway, such as.a corpdrate network gateway

and a WAP gateway, for example.

20 Any computer system with access to the WAN 12 may potentially
'exchange data with the mobile device 22 through ihe wireless network gateway 16,

provided the mobile device is enabled for such communications. Alternatively,

private wireless neiwork gateways such as wireless Virtual Private Network (VPN)
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5 private interface to a nobile device 22 via the wirel ess network gateway
16 and/or the wireless network 20 may al so effectively be extended to
entiti evOYw04P4p@3k he LAN 18 by providing a data forwaPaTHg2B/0EIPrecti on
systemthat operates in conjunction wth the data server 26. A wirel ess

twork 20 1Ly del i dat d. f tion d
Cuch as (PO BRI ISR ed P ECH o 6oV R R R, Bt eePahs

bet ween base stations and devices._ The wireless netvvork 20 may,  for
exanpl e, NBAWeIkd &5 exampls; @wa%ﬁSe\éF’NA@meeﬁlwtﬁiedé%hééﬁmsbpwd@@ss
network, or a dual-node network that can support both voice and data :
conmmuni carivmnéntevfece froen the LA 1&iPoastar ara eobilRelerices pucteasldiisdugiet wor ks
i ncl ude Code Division Miultiple 15 Access (CDMA) networ ks, G oupe Speci al
Mobi | e otthd Wieleks batwdsk 20 enthbot relybiing eéhe @Umalnea’torbgate@@wﬁ a&hebhGener al
Packet Radio Service (GPRS) networks, and third-generation (3G networks

| i ke EnhaRes@ iRRiRck 3 asndbile devieat2 \Eﬁ@lhéer@léss (ldk garsvdyr o/axr@al  Mobi | e

Tel econmuni cati ons Systens (UMIS), which are "currently under devel opnent.

GPRS i's gh&ltraicy Rtk 90 ﬁa%@efﬁé%ﬁvay b8 kRhdESM 3&.ﬂ@sbﬁt£@éthamw K,

whi chI IS ufsed operating in virtually every country in Europe. Some hI der
b ex P RO G IR 3y o BB R ko

(" Dat aTAC: | es known voi ce-centric data networks include
Per sonal ‘”ﬂ%&ﬁﬁﬁ?aang%ﬁr%7 WO 2004/ 043031 PCT/ CA2003/ 001679 Systems (PCS)

networks |i ke GSM and Ti me Division Miltiple Qccess 1%TDI\/A) systems t hat
have been avail abl & iYHra®ss: HeAweik; MY delyeie fete devard S‘P@érs I n
the system 10, a conpany which owns the corporate LAN 18 may provide both
a corfput semsyaniestiorgdayiersasubhas dheiamekile devies, 23nvia rptieyfeeguency (RF)

fransrnissions between base stations and devices. The wireless network 20 may, for
éxample, be a data-centric wireless network, a voice-centric wireless network, or a
dual-mode network that can support both voice and data communications over the
same infrastructure. Recénﬂy developed networks include Code Division Multiple
15 Access (CDMA) networks, Groupe Special Mobile or the Global System for Mobile
Communications (3SM) and General Packet Radio Service (GPRS) networks, and
third-generation (3G) networks like Enhanced Data rateé for Global Evoiution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS), which are
currently under development. GPRS is a datia ovérlay on top of the existing GSM
20  wireless network, which is used operating in virtually every country in Europe. Some
older examples of data-centric networks include, but are not limited to, the Mobitex™
Radio Network (“Mobitex”), and the DataTAC™ Radio Network (“DataTAC").

Examples of known voice-centric data networks include Personal Communication
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5 Corporate data on the LAN 18 is then accessible to the user through at

| east the conputer system 28. Many corporate nobile device owners al so
provi deWAre4843¢3 corporate data via nobil e devi ces sBENCAZZPOI6EY e

t hough nobil e devices provided to enployee users by enpl oyer owners may be
intended primarily for business ur poses, ot her accepted or allowed nobile
devi ce me&rhs)lﬁEC@d?@émﬁsdﬂ@,Gﬁw{)ﬁn@ dimgsPivision pMalittpledcsasp pEPMbBhal , often
i nvol ve comruni cati on network connections to systens outside a corporate
net wor k s/8teprs thatienid yedn available irdMortihdngsise ant agridivddefor seeatairyears.
connections, data encryption, and other secure conmuni cations techni ques

effectively extenth tHiesywaanriol ¥ cbmpanamhi@dowos thieecorpiatel ARviscea@?2 when
corporate data is being accessed using the nobile device 22. However,

sof t war &, aabi Kahi Hmbutésjdiin BPehe dlendiiie 8dvieaz2ppt antdnidlbyecopen
connections on both sides of° the firewall 24, including a connection 27

back J %@Q@p%gcg%?%@ﬁe (AN 1815 R ftocSIRRABYAO R8P utnaisharing! entity,

the co stem out si de irewal | 24. I's manner, corporate
data accessi hl e through,the dat e i&B0w 1, t he
cor por at @W‘Bﬁbﬂ?ﬁ@%o “@w %’)5?%?? a#‘x@%} rr%eslt' er s@%ts eaﬁn 1{38&1}1%‘3{: %s%qgo
i nstance, the conputer system 14 optai,ns_corporate ta but i1s not |inked
W h t heborBRls STBEMBUS SV A aA2n hure A moTRaeg s PRRl ¢ rai)
associated with such a .data access operation woul d jndj c?tgjthat t he
cor por ate eBpleYanISEE BY SERPlBYer (VEers fifb PEABIPNEEE i R fUPUSHESRot by t he
conmputer system 14. -8 WO 2004/ 043031 PCT/ CA2003/001679 A corporate owner
of the nplpbses)etherad@pteslpdalnnidenebieideviseobneiansyandsenicesngetiny
al | onabl e software applications on the nobile device 22 before the nobile
devi ¢ 2Budisegarrevitdé dndl peaonehpit@yiegolus epmramicationfrietyark agnnasiomibi | e
device 22 to prevent installation of any further software applications.
Al t houghgyididifis 8GIsREa corporate netwark 18 or security firewall 24. As described above,

secure connections, data encryption, and other secure communications techniques

effectively extend the security firewall 24 to the mobile device 22 when corporate

data is being accessed using the mobile device 22. However, software applications

15 on the mobile device 22 can potentially' open connections on both sides of the

firewall 24, including a connection 27 back into the corporate LAN 18, and a

connection 29 to an external entity, the computer system 14, outside the firewall 24.

In this manner, corporate data accessibie through the data server 26 can be

funnelled from the corporate network 18 to the external computer system 14. In this

>0 instance, the computer system 14 obtains corporate'data but is not linked with the
data access operation via an audit trail. The only audit trail associated with such a

data access operation would indicate that the corporate data was accessed by the

authorized mobile device 22, not by the computer system 14.
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5 protects against split-pipe attacks on corporate data, it also requires
the corporate owner to perform nobile device software updates and

i nst al | B0 2984/0430Hew sof tware applications, for exanpl BETAAR00F(OPI6dDHDi | e
devi ces owned by the corporate owner, which could include hundreds or

thousands of nobi g geviGi8Duinby B hakasmbicaahREY col IOt ApisHiGHleth securi Ly

nmeasure may be eff crea urther prob Il e device
sof t war e_nmanagenent . stenms_and mnet hods. as rei revent

pl i t-pi po R RY alhaHe S este e letpet P MeREREE ABBFF o2 s RLor e .
Fig. 2 is a block diagramof a mﬁ&gﬁess nDbilg cognunig&tiogggfvlce in

whi ch a &yebilefeuiss 2rds PIoYided te 8R FEWIGVER YSBh AP EICONTESYIHG RARRPEEE shoul d
be 15 apparent to those skilled in the art that only the conponents

i nvol ved 22ro prevenhivetailatiorceianydurtker spbvwacg-appiiralipns. Alibpygh tis sehepis | e
device typically includes further conponents, dependi ng upon the type and
f unct isonairéteyts eigatrise spitkpipe attacksom carhanate daies # aldtowquires thegcorporatthe nobi | e
device 30 conprises a nmenory 32, a connection controller 20 40, a wreless

transcei et pérfotaemobié eelize softivile diiatemdndinstailatioh at eewrsoftwarect or
50. The nenory %2 i ncludes a software applications store 34, a connection

policy %ng{i@ati%ﬁ?, R L@hAR ok G trhéblle dRvicest SMged By tHé@ofsuraecdwiest, pol i cy
|

store 36 'S configured or adapted to enabl e connection control for the

mobi | e d%ri&g? d inﬂﬁgnﬁﬁ%%gdggpﬁogé%f%ﬁi%%ﬁﬂJaﬁZr%e @i e

applicatio ore application data store 38 are illustrative of

ther t f informatian st h . i ded i 32,
Fur cher Terpimeohe SporBd el 86 oBYiero eSS RAR BREIFIEFTY °2

file system and a k store, for exanple, may also be provided in the
nenor gﬂy 3zmcr)rl'l)ile device so%are management. dl y . p

Systems and methods as proposed herein also prevent split-pipe
attacks, while allowing users to manage mobile device software.
Fig. 2 is a block diagram of a wireless mabile comrﬁunication devicein
which a system and method of c;onnection conirol is implemented. It should be
15  apparent to those skilled in the art that only the components involved in a connection
control system are shown in Fig. 2. A mobile device typically includes further
componehts, depending upon the type and fljnctionality of the mobile device, than
those shown in Fig. 2.
The mobile device 30 comprises a memory 32, a connection controller
20 40, a wireless transceiver 48, a user interface (Ul) 46, and an interface or connector
50. The memory 32 includes a software applications store 34, a connection policy
store 36, and an application data store 38. The connection policy store 36 is

configured or adapted to enable connection control for the mobile device 30. The
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5 The nmenory 32 is, or at least includes, a witeable store such as a RAM
into which other device conponents may wite data. The software

appl i caW@MW4/04308r e 34 incl udes software applications PRACAIBRIOOHTRN
installed on the nobile device 30, and may include, for exanple an

managene OB RLGT I S E e e inade 86 WLSGNERRAPEL of ¢ var o

appllcatlons I n the connectign policy store 36, connectiaon c

i nf or mat &S ghindermasien; stpees Hiat JRAY PEeRroyided JAnbe MEReNs 3 %o%‘ﬂh%atl on
"pi pes" that each software application is permtted to establish, is

stored. Deformationaioraseauchdsihcariacts st aressagp st e fimsysierst and kEbn t he

nobil e device 30 is stored in the application data store 38, and nay

i ncl ude, stare, fex ararhple, detyaifo be pravidat! ibyhamebiorgd2t war e appl i cati on or

configuration information for a software application. The w rel ess

transeei ver 48 enaphesemeryBibis, er dewastindides) a writeahleistatisoios asi a
wirel ess network. The nobile device 30 is also enabled for conmunicati ons

with a sigiliadb whRAEtRaedvie @minedts rﬁéYWﬁﬁadat@cm@lsmma@bbmfauoﬁ@bl le
device, via the |nterface/connector 50 Fig. 2, connection controller 40

I's 20 coup Llf)rg% }r? ol %%aé@scahaﬁ? Wt ﬁé\%st%eh[i) élié‘?i'dfﬁﬁeﬁ%blté B&vitd 46, and

the interfacel/connect be descri In furt det al bel ow,

access tq, fhe, wr.el \ t nect or
s cotfk PBY Y 'Bsﬁﬁ%e g L e R T L

cont roller 40 ca 1 nmpl enen 043031 PCT/ 003/ 001679

sof t war e REGER rgcrn@d@péppﬂ@g@pgqia(% @%3’?@% g' {RP P56t W C@zﬁ%vi ce

processor (not shown). For exanple, where the nobi | e deV| ce 30 is

JavaTit erfibeiceplmeaye é‘@ph%’ﬁléf‘ﬁrd||‘h§“9ac%?&t"?ﬁ POURY S'RESCHP-rREnNgeign ‘a%mfoﬂ S

operating system functionality of the connection controller 40 may be

i ncor por dnfeamaiiarhiwhicthepepifiMsovhichpyraseritconngelions or communication “pipes”

that each software application is permitted to establish, is stored. Data associated

with the sofiware applications installed on the mobile device 30 is stored in the

application data store 38, and may include, for example, data files used by a
15  software application or configuration information for a software application.

The wireless fransceiver 48 enables the mobile device 30 for
communications via a wireless network. The mobile device 30 is also enabled for
communications with a similarly-equipped PC or other device, including another
‘mobile device, via the interface/connector 50. In Fig. 2, connection controller 40 is

20 coupled to the memory 32, the wireless transceiver 48, the Ul 46; and the
interface/connector 50. As will be described in further detail below, access to the
wireless transceiver, and possibly the interface/connector 50, is controlled by the

connection controller 40. The connection controller 40 can be implemented as a

-10 -



5 software conponent that is executed by the JVM Connection control at the
operating system | evel provides nore streamined and reliable connection
cont r ol WO 2084(04363# r ol i npl enented at a software appl i cBET6A290308167% The U
46 may include such U conponents as a keyboard or keypad, a display, or

ot her _ CounaNE!Soil BFoERATERRLm IS 8:ddiR30 1Y a RichHE deviRURIIsSSH A Lo

user of nobi Te device Al t hough shown as a single block in Fig. 2,

it shoul e.a rent i i ‘ L gal v JEsidor e than
one U i SRBRG Pl e RS S RHL SEE s S o REIRAENAET S | ey
interfaces. The interfacel/connect 50.enabl es i rmat | g r between
the® mabindudiats s davayraeEMzeREegy T 3 PRgi e TR de bl R T i
established 1s between the interface/connector 50 and a. conpat,i bl e

i nt er f aceoanedtignseptraieri4d MAk bpdnearpaiaiRg WHHD e IV IMNeINeAEd ASdhnect or
50 could be any of a plurality of data transfer_ conponents, including, for
exanpbe, saftwarst componentahet i exeeutpdthar tha dVBcoonaechen (oentrak &t thsat a

Associ ation (IrDA) port, some other short-range wreless comunications

i nt er f aceperdting sisieatlcvel pobies rsoreistesmdioed aind rpiakie lcohpeqionBiontroPCl 20 or
Uni versal Serial Bus (USB) port and connection. Known short-range wreless

conmuni catdPasntidMirsibAeated dcd sstavarbaippiuatiopllevel” Bl uet oot h" nodul es and
802.11 nodul es according to the Bluetooth and 802. 11 specifications,

respectively. It wrhd ybgs nARNRGIEAS stich U Senkd asla keytidied af keyigzal
Bl uet oot h and 802. 11 denote 'sets of -11 2004/ 043031 PCT/ CA2003/ 001679

speci f | CatA@@%é@%ﬁ{regpgr{nﬁﬂﬁéam g hbddtk Podls friet biovle AngiEkegt r oni os

Engi neer & gto wreless LANs and w rel ess personal area

e oo SRS T e BECA AR S0 b MRS Py AR Gudi oo 20
necessar ialp%a?eent\{ri\aat aaﬁobile device 30 typically includes more than one Ul, and the Ul 46 .
is therefore intended fo represent one or more user interfaces.
The interface/connector 50 enables information transfer between the
mobile device 30 and a PC or another device via a communication link established
15 between the interface/connector 50 and a éom_patible interface or connector in the
PC or other devicé. The interface/connector 50 could be any of a plurality of data
transfer components, including, for example, an optical data transfer interface such
as an Infrared Data Association (IrDA) port, some other short-range. wireless
communications interface, or a wired interface such as serial, parallel, PCMCEA_, PCI
20 or Universal Serial Bus (USB) port and connection. Known short-range wireless
communications interfaces include, for e?cafnp!e, “Bluetooth” modules and 802.11

modu[es according to the Bluetooth and 802.11 specifications, respectively. ltwill be

apparent to those skilled in the art that Bluetooth and 802.11 denote sets of

-11 -



5 physical connection, references to connecting a nobile device to a PC or
ot her device or systemincludes establishing conmunications through either
physi caWO 848031 ons or wirel ess transfer schenes. ThBEST/CARK3IRBIY e devi ce
30 could be connected to a PC, for exanple, by placing the nobile device
30 in a nobile device cradle connected to a serial port on the PC by

posi t i orsiprgifichtionss BivaiabirTprethgdnsiiie PBElﬁﬁﬁitcala?ﬂ%Eﬁcéf&P‘CBcﬁfrtg"i'ef?é? eof is in
a line of sight of a simlar port of the PC, or by physically connecting
or arran{gEg), téietm‘gjblvhelahs\h%eﬂm\HMSmeernosajmﬂeaj‘ﬂ&iwfkwm@ﬁtl@@ t hat data
may be exchanged. The particul ar operations involved in establishing
comuni cat i ons betsyarN cBmMipidagiods \hatwecamdhanobbity deyistedd amddethiece wi | |

be dependent upon the types of interfaces and/or connectors available in

bot h 1533‘5%1%@(1[9@“ cgéf'\&iact%ealﬁférﬁaﬂéicoﬁh&ﬂbr 50 Fle@Mridt neeysLily H6 vikeacri bed
above, pi pe attacks are possible when both internal and external

connect 'pﬁ‘[}%lca Qgﬁnécch]pl C%&%ﬁ&é@ﬂ? cBﬁﬁéEtfﬁgt&%dMu& 'He‘(hc%nt@ S bfStrrprivate

net securit t ewal can be opened by a nobil e device software
appllca Inthem)lle 0 g & the
wirel essaqu"?n%?wtgp" H’é" 2‘%%%%1'%&” %orﬁﬁ@gﬁ%ggﬁégg}r%@%%ﬂhg z|:ng upon
the type of nobile derce 30151 |beusg g ! 30 be
i nt er f ackIEERHAS BF WHB eS%ﬁaP? i%6 e@?f“ao %o &Y 8‘13 u%?urlu di fferent
pi pes associated with the wirel ess transceiv r 48 V\gerengg
i nf or mat ¢amesiad to@ PE R eXaPRE: ?vbpkaﬁ@%%m BEGYIER 39 B bt'lﬁ eVice
interface/connector 50 -12 WO 2004/ 043031 _F_>CT_/ CA2003/ 001679 when the
nobi | e deetleccdbettsdionsedal@arton the BiGrby apsiioding hesnokiadevineot0 Behi ce, for
exanpl e, the private information could be funnelled to an external entity
by a1o sohkpanepicpl pordtiierecisiiota tipe s sighhotetdimike porkof He PC, or by
i nterface/connection 50 and the wireless transceiver 48. In this case, the
connect i Gy @iy @nhettirPoparbagial! tie mobile device 30 and PC in some other
manner so that data may be exchanged. The particular operations involved in
esfabliéhing communications between a mobile device and another system or device
will be dependent upon the types of interfaces and/or connectors available in both
15 7 the mobile device and the other system or device.
As described above, split-pipe attacks are possible when both internali
and external connections, that is, connections terminated within and outside a private
network or security firewall, can be opened by a mobile device software application.
In the mobile device 30, connections can be made via the wireless transceiver 48 or
o0 the interface/connector 50. Depending upon the type-of mobile device 30 and the
possible uses of the interface/connector 50, split-pipe attacks may be possible using

different pipes associated with the wireless transceiver 48. Where private

information may be transferred to the mobile device 30 via the interface/connector 50

-12.-



5 controls access to both the wireless transceiver 48 and the

i nterface/connector 50. However, it is noted that a nobile device

i npl emewtd Wg4/B436Binnect i on control system or nethod i nPERCA2MEAAET? need not
necessarily incorporate such an interface/connector 50. Connection contr ol
coul d be inplenented for connections usi n_P t he same communi cati on medi um
such as wien ihelreohiledavies3isicosheciet kr aatytilatly epaklegisyarase daviggs B8 ver 48,
or connections using different communication nedia, where such different
medi a arexamvaé) Hid privateciaformatiratconid pé funinalled ivoamenddroal, enlity fvaas of
conmmuni cation, between a nobile device and sone external entity. A

par ti cul ity Sbphtatiohadsipe bpend eyretectisns tiadSe WieNaresainnBetiorab0 Bod ( USB) ,
Bl uetooth, a serial port, a parallel port, 15 802.11 and GPRS, can :

repr ese“ﬁqe%}é&é@é trhASeFAr 40 TLIAIC@de0 T bORfoctiBR ROAELIRG 400prefdigbigat evay at
the other end. For exanple, the wireless transceiver 48 mght be wused to

commi cabg i LA.AQ4 B AL WicaarRBgve: FOEROYRS BichBLENBHnEQbosEN 2

W reles nicati on network. thi's case, connections with the WAP
gateway . and t he. corportate t. . &{ﬁ s ddigmsanme
physi cal HPWQY]%"pﬁr'st no@g st atrﬁ(gb'%l%f%gﬁ'p%g?%bgg%u %?tg%)rresent Slgepar ate
conmuni cati on _pi pes. A software aeB' i cation may, beinasrsocitat eﬁmw’ tah a
connect i ®h Bt iRy itSat PN d‘@p he i MEFEPTHY ANEBRRENE; SR s Opened by
the software application. An entry in the connection .policy store 36 is
ei ther  cinestaselasnnaples8d GspneRion ook id e DIPEIBeNted0" SRIBBSIATB1 679
connection controller 40 for a software application when a connection is
first opesiagthesarhéeomofunivation aseliure.aiches noHiirie pirssesiaRigNethireust i on is
associ-ated with a connection in the connection policy store 36, the
sof t yar etrrpRiréless transcsivarots, oe sbabédtivhs aisingodifierent gppansmicstanecedian. The
connection policy store 36 is preferably
where such different media are available.
A communication pipe is a connection, or means of communication,
hetween a mobile device and some external entity. A particular physical transport
fayer, such as Universal Serial Bus (USB), Bluetooth, a serial port, a parallel port,
" 15  802.11 and GPRS, can represeht several logical communication pipes, depending
on the gateway at the other end. For example, the wireless transceiver 48 might be
used 1o communicate with both a WAP gateway and a corporate gateway through a
wireless communication network. In this case, connections with the WAP gateway
and the corporate gateway may be established through the same physical transport
2 in the wireless network, but represent separate communication pipes.
A software application may be associated with a connection or

communication pipe the first time a connection is opened by the software application.

An entry in the connectlon policy store 36 is either created or updated by the

-13 -



5in a protected nenory | ocation not accessible to software applications on
the nobile device 30. This ensures that a software application cannot open
an i nt ewiged004/643031ect i on to a source of private infor meREBEA2M08{0p168Y e
private information fromthe source, and then erase or change the

connect | Q:Bnﬂgétlo?:y oﬁrBPQr 2ol 4 s%@%% gﬁagliﬁﬁoﬁ%ﬁ?p%on%%%&? Klpd oggﬁ'écf ol. 10

Connection coentrol 1 nfornmation ortware a I catlon may Created

in the conngcti ¢ olicy store 36 either befor r after th of.t war e

appl | cat Nt PadS, aiicBial ° Twsnaciiigte Refeliondt: Srogafd gith's
information entry containing default or _null control information,

i ndi cat i gNABCHINHE G &H”f‘?‘ﬁg’”r edliay| eipieort. dre sREvarh RPRICAIPEA Y pe of
connection can be opened, may be created for a 15 software application when
t he sof t stablighpny eer &ps of consedtione dhe sorprctiopiioliey slevs 2@is pgeferale | at t er
type of entry is shown in the connection policy store 36 for application

C. \Wen timhe psaécted nesrappn locdionoot abceissiblgio softvaspapplisatimsmadbe oebike a pi pe
B, for exanple, the connection controller 40 consults the connection

policy stqviRe380. Tsibesmiunes thdtad softeasobipplicatioapgrinoatdpen 45 Nmetgrrepen a
connection via either pipe A 20 or pipe B, and the connection is opened.

The conngghh&&idrontd 8biee df Pavate MEBFRStd) Fetri6 A PRt MFoRRAiFYrGhAke 36 to
indicate that the software application Cis restricted to pipe B, and the

updat ed %@&;%A‘é%gj'lﬂ@?%%oéi Ehhide Hif chﬁné‘d‘iithp&P?‘,"QgFeo%6%9%&{8@%0” B.

-14 WD 2 03/0010679 Alternative connection control

i nformatign y. for re application could be created after the'
sof tware Cgﬁ'ﬁﬁ%é ?ogﬁ'egﬁ%rﬁg&i;‘y@bnnecti on for the first time. In this

| e, wh i1 . | i cat.i 1 ts t : tion, the.
Conneld | on cont r of eI B RatfTdnERBRomTEC B SEEE A et ey By

created in the connection policy store 36 either before or after the software
application first establishes a connection. A connection control information entry
containing default or null control information, indicatihg no connection type restriction
or that any available type of connection can be opened, may be created for a
15 software application When the sofiware application is installed on the mobile device
30.. The latter type of entry is shown in the connection policy store 36 for application
C. When the software application C attempts to open a connection via pipe B, for
example, the connection controller 40 consults the connection policy store 36,
determines that the sofiware application C may open a connection via either pipe A
20 orpipe B, and the connection is opened. The connection controller then updates the
connection policy .store 36 to indicate that the software application C is restricted to
pipe B, and the updated entry would appéar similar to the entry shown for application

B.
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5 determ nes that no connection control information entry exists for the
software application. The connection is then opened for the software

appl i catORM04/8438B1t he connection controll er 40 creat esPGENHNEEYIGH cont r ol
information entry in the connection policy store 36 for the software
application, indicating that the software applicationis permtted to open
only the type of Adamativelynatspanegien £ppisel igigERatom entry of RaSOfYRIe i cat i on.
When a software application subsequently attenpts to open a connection,

t he connaicationomuld o treatetDaftes tessndiwvarhapplicati@cepans gusinnegtiosifertee 36 and
determ nes the type of connection that the software application is

permitt efifst Gmepemn thisf exdiaplat tveapt edsaftwane cappdinaiien mbtenpls thepser ai tt ed
type, then the connection is 15 denied. As will be apparent fromthe

f or egoi NghnneefidiiiEcaHtRCtGREORRSICE A0 Bsrisultd tHeesdringclion polilyetareBaenati ons.
Each request by a software application to open a connection is processed

by the conBeGhLORAOR [PhhaidhOob Rl SHBETLRS: Bhey hSisid he: tRoBsTRRrbon | s

al | oned sof tware application. Where the connection is allowed, 20
th ti on- I it ' i th
componentabigrtort p £ Bphfieo Bl B ihedBBaTed BF 16 BRARCI Bhdleati] k0N, 071 g

t th t] . t ti | ft ; L ti ; |

i r et 1 yeateEtan eonirsced Gieetar e onastn sl e 0L salS /A ey om
connection control|er 40; software applications, upon - 32 WD 2004/ 043031
PCT/ CA2003Me0ti@ypolicyedteiepto tor e PR Cﬁt'ﬁgn'”ﬁ&?@n@m dpe p §ts for

connections that include an indicator of the prior approval. Fig. 3 is a
bl ock di appligation ispsrmiteidrig caen wntitiee wersd gpresftiopthal wasifabRREaNGA PYont r ol
systemon a wirel ess nobile comruni cati on device. The nobile

10 that application.

When a software application subsequently attempts to open a
connection, the connection controller 40 accesses the connection policy store 36 and
determines the type of connection thaf the software application is permitied to open.

If the attempted connection is not of the permitied type, then the connection is
15  deniéd. |

As will be apparent from the foregoing, software applications cannot
directly initiate connections. Eaclja request by a software application o open a
connection is processed by the connection controlier 40'to determine whether the
connection is allowed for that software application. Where the connection is allowed,

26 the connection controller either opens the connection or directs other components of
the mobile device 30, such as the wireless fransceiver 48, to open the connection.

Alternatively, software applications can only directly initiate connections .__aﬁer

receiving suitable approval from connection controller 40; sofiware applications upon
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5 device 31 in Fig. 3 includes a nenory 33, a processor 41, an application
| oader 42, an insertion nodule 44, a user interface (U) 46, a wreless

t r ansceM@s200484303ind an i nterface/ connector 50. The neReFALA3W30AKYides a
software applications store 34, a connection policy store 36, and an
authori zation record store 37, and may al so includ?_further data stores
associ atfegeint phapRrRes! c@e\ihes agka drRctreaussth for sANREFUcRsdkat Mgud$i8in in Fi g.
3. The nobile device 31 is substantially the sane as the nobil e device 30
shown i ninflicgior 2f thEhwios epprevab appl i cati ons store 34, connection policy
store 36, the U 46, the wreless transceiver 48, and the

i nterface/ connect ¢g.59 ikay eldxde diagias ciltudieding ba \ferthath embodingnt3ef &8s al so
simlar to the nmenory 32, but includes the 15 authorization record store 37
whi ch st QiRcli6s SRl biaemares vingces agmilp eomnasicion danider dsemadizons for
the nobil e device 31, software applications on the nobile device 31, or

bot h.; Cognggs 8P BEM fn@ludeR' hBMcRPRS, | Lpresydser4 8 lar apmiceubiir@db4,he

processor 1, 1n Conjunction wth both the connection.policy store 36,

Gesar | ettt Ieern e 495 B P e gAY 06, AU ORES Foh s heralRBRaha T, T

descri bed'{ et al e processor 41 1s connected to the

W reless, transceiver, 4 d t hus abl es t I ] I
comuni c'é‘f‘?‘%r??? Q?flgego(,\??-g'm%@eﬁ&f},’\gg wcquf?g 3%3’6@?’? ‘%%‘?ﬁ"%%%@%sdgee ‘{4 qand
insertion nodule 44 are connected to the . interface/cqognector 50 to allow
communi cERMTEFGR PRligy ioke 35y BYd AhBHEG BRI, re&f’ﬁ@?tor@ %(? + EF JBBY% A93031
PCT/ CA2003/ 001679 device to | oad applications and aut horj zation records
ont o t heinsbidielfarthpsdiatastanes associgirsivigh pBeEgiea YIRS ALty e ase
applications and authorization records could also be |oaded through the
W r ehessshovamscEgvdr 48 and a wirel ess comuni cati on network. However,
connections- fromthe wireless transceiver 48 to the application

The mobile device 31 is substantially the same as the mobile device 30

shown in Fig. 2. The software applications store 34, connection policy store 36, the
Ul 48, the wireless transceiver 48, and the interface/connector 50 have been
déscribed above. The memory 33 is also similar to the memory 32, butincludes the

15  authorization record store 37 which stores records that specify usage permissions
and reétrictions for the mobile device 31, sofiware applications on the mobile device '

| 31, or both. Connection control for the mobile device 31 is provided by the processor

41,in conjunctién with both the connection polidy store 36, substantially as described
above, and the authorization record store, as described in further detail below.

20 The processor 41 is connected to the wireless transceiver 48 and thus
enables the mobile device 31 for communications via a wireless network. The
application loader 42 and insertion module 44 are connected to the

interface/connector 50 to allow communication with a similarly enabled PC or other

- 16 -



5 |l oader 42 and the insertion tool 44 have not been shown in Fig. 3 to

avoi d congestion in the drawing. Authorization records provide a further
| evel oWocmngresbiton control for an owner of the nobi | BCHEMRPS/OBT such as
an enpl oyer of a nobile device user. Wien the connection policy store 36

S e ovi dedienth Balbli Bt A8 culyPARAT il dhio e hepRikibaes 82t hon

records ation recor speci for exanple, the

types of connections .that e_opened by t i le.devi ich

o bos _apeouIade pRTeHe g EE TP A e te AT BT g oy

provi ded by the owner, or whjch pipes can ge used,b?/ ot her saf ttware

appl i cat asede lapdad tyaughitheorirolass BANSGENEE AFLULLT MIEIRSR S BV AR Siner may
control other functions of the nobile device 31 15 than data conmuni cation
connect i aptyorketiomyer, sbanéaiigns frosoihsatiraless EHRCEYET 48 & RRRPIFIYY nent to
the systens and nmet hods described herein. An owner of the nobile device 31
pr ef eg ablgadengpahd ttasihbention iddl 44 have vortenehownimEigndisi aveidieangestian usi ng
the insertion nodul e 44 before conmunication functions of the nobile

devi ce 3], fHeedrap@icpbl e by a user. This may 20 be acconplished, for exanple,
by pre-loading authorization records into the authorization record store

37 from a confi gur aLiaR-ARVIrE6oras sRovRRe sAutem@lepbfeonhectioniaintrel fdeaice 31 is
provided to the user by the owner, or before the nobile device 31 is

h
Cont ol gvmel BB A o R B BB T Pt e a1
exapl o, 1 EoERIOR oL ECE o P R R TR SRV RE - BRI 1 ERLRTL ¢ 1o
(r:nca) ﬁte r1gfe%§hér%tigg¥@i§qsuiﬂtﬂi1é ali.ztﬁ'loirigat?o%nr]:aicgrlcj:lrs%ire%’ m8§ s;%ch‘ly,eﬁﬁ Exé’rﬂgl%f the
the types of connections that may be opened by the mobile device 31, which pipes
are restricted for use by only those applications installed or provided by the owner, or
which pipes can be used by other software applications. Although authorization
récords established by an owner may control ofher functipns of the mobile device 31
15 -than data communication connections, records relating to connection control are
most pertinent to the systems and methods described herein.
| lAn owner of the mobile device 31 preferably inserts authorization
records onto the mobile dévice 31 using the insertion module 44 before
communication functions of the mobile device 31 are operable by a user. This may
20 be accomplished, for example, by pre-loading authorization records into the
| authorization record store 37 from a configuration device such as a PC before the

mobile device 31 is provided to the user by the owner, or before the mobile device 31

is configured foruse. In the former exampie, the owner maintains physical controt of
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5 Pre-loading of authorization records onto the nobile device 31 is
performed using the insertion nodule 44, the interface/connector 50, and a
si mi | ar WO 208#84%03d confi gurati on devi ce. Wien the nobi PETESHBAIBTY has been
connected to the configuration device, authorization records are
transferred to the nobile device 31 through the interface/connector 50,
and passB@ mebilshdeyies 8f tindaytperinadion Je¢nids Rave begmsiaded dehereas duthenwhi ch
stores the authorization records to the authorization record store 37 in

t he nmenvolajteB@xamteh dug bsehias pessession afdide mobila deyicehitwbui ia URiagle ® as bei ng
connected to the interface/connector 50, this nodule could be inplenented
as a sof mskeaiseraidud device apiilit is abhitgureddy, drsatdecest uhder thy dohgopsfpttessor 41.
As such, data transfers 15 to and fromthe interface/connector 50 may
actual | yohgepcconpl i shed by routing data through the processor 41. In this
case, the processor 41 may be instructed by the configuration device to

startsthe inserti Oﬁreﬂlggﬁ:ﬁés 44alﬁﬁ$@z'a@iohh%c§x‘dlrsh&'itbzt%irﬂ bil£BRIES 34afe

trans?erred to the nobi evice 31. Alternatively, the processor 41 may be
configured .t A i i d i j records
are 20 rggréf?r\?%%} 'gér[h%yr%ﬁgéé%}ﬁ%{n%gg DP%’ %%P%ﬁagg@pﬁégéﬂ%%ggﬁgﬁwg ration
device is tected. s hown | n Fig. 3, .other s e on the nobjle device
30" have geaded Sontouatondnars When Haaieni® diifesct hE Bodt ehRARE ' han t he
insertion nodule 44 -18 WO 2004/043031 PCT/ CA2003/&01679 shoul d be abl e
to i nser the edidigyeatiogdeyicgsaUNARZHIPRTEERIIS A7 BaNSIRTeR L0 MerASRied8®Sh record
store 37. The authorization data store 37, |ike the connection policy store
36 as d&4dobeld thebotesfaceicontraterdt ang paseadinitie ingedicadnodiiatppothect ed
menory area that is not accessible to other device systens or software
appl iicat rramile demice hehichstrres te Sithonidtion 4ecdids tothe Bothanidatieraseoatccess to
the authorization record store 37. O her
store 37 in the memory 33.
Although the insertion module 44 is shown in Fig. 3 as being connected
fo the interfacefconnector 50, this module could be implemented as a sofiware
module or applidation that is executed by the processor41. As such, data transfers
15 to and from the interface/connector 50 may actually be accomplished by routing data
through the processor 41. In this case, the processor 41 may be instructed by the
configuration device to start the insertion module 44 before the authorization records
are transferred to the mobile device 31. Alternatively, the processor 41 may be

configured to start the insertion module 44 whenever authorization records are

20 received or connection of the mobile device 31toa configuration device is detected.

As shown in Fig. 3, other systems on the mobile device 30 have access

to the memory 33. However, no device system other than the insertion module 44
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devi ce systens have read only access to authorization records. Access
control to the authorization record store 37 could be enforced, for

exanpl eWORIN4e3031gi t al si gnature techni ques. Pre-| oadi RgU/&AsB{0PY7%i gnat ure
key, corresponding to a private signature key of the nobile device owner,

onto the nobile 1o device 31 enables digital si nat(gre bas&mﬂcomrol of
i nsert i oshauhdibeakia teinsert, shaNgss Py &Fas§NTsEEHAR Stofpd in Neca giRdratienyupl i ¢

signature key has been inserted into the nobile device 31, through the

i nt er f aceiconhsterst 3. Hoe authotizatinh detastora 3adike diaqnnegtion peltyStUeSE in a key
store (not shown) on the nobile device 31, the insertion nodule 44 can
verify aadilgidrinkdsbonatis tiereiorepmefaably dupated inya prostedienenhacataat on 15
records or nenory wite or erase conmands before the authorization records

are St Of:8fht hébés%le%tdiﬁéﬂ ZRideystedpnsidosivereailicatiorsh ©nhyoivetrdsioar e
executed. If digital signature verification fails, then the authorization

ecorgls gfofjulstta LOUREL 9 bRRe JBRBEd B tﬁ@‘éﬁ%r%&hoﬁf&oﬁ*@@to@@mmmﬁr e not

execu si gnat ure-based access control also allows distribution

g;eay;pg%@g%;ag 8558 8y BSEEUS AR EARBRGLLRES. A connect i on L hr ough

hrough a serial connection to a

oser o ol ;ﬁdpfheﬁ«scseﬁﬁgéw o PSR R LR b o o

Ver, such connection can be
secured as di scussed herein in ital tures and.verification, a
Tobi | 6 lorexDRD SHNgAG0 @mm%sggﬁwe%?@e AR e
integrity and origin of authorization records recgeived via .
connect i onsespandingtomprivatesierauEdian i thamnpbif ‘fo‘?‘ﬁ‘éesown‘?f Se ﬂ%‘?ﬂ?ﬁé‘femant , any
systens or components through which the menory 33 is accessible are
conf isgur edvice 3 lemablesndigitalr eigdaivpebasedmonirpopt HHerion pEE2EEWS Ph t he

menory 33, but deny any wite or erase operations to the _
authorization records. When the owner’s public signature key has been inserted into

the mobile device 31, through the interface/connector 50 or the wireless transceiver
48, and stored in a key store (not shown) on the mobile device 31, the insertion
module 44 can verify a' digital signature on any subsequenily inserted authorization
45  records or memory write or erase commands before the authorization records are
stored in the authorization record store 37 or the commands are execuied. f digital
signature verification fails, then the authorization records are not stored on the
mobile device 31, and the commands are not executed. Digital signature-based
access control also allows distribution of authorization records over insecure
o0 connections. A connection through the interface/connector 50, such as through a
serial connection to a user’s office PC, can normally be trusted since the source of
information is trusted and the connection is secure; however, such connection can

be secured as discussed herein. Using digital signatures and verification, a mobile
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aut hori zation record store 37 unless the operations originate with or are
authorized by the insertion nodule 44. In an alternative inplenentation, a

menory winxgen430§inot shown) is provided to manage al | REMEAROBGAOESE
operations. Such a nenory nmnager is configured to direct any wite or

erase OPGLALL 3 %ah VY itl%igﬁh%tﬁit}@n&‘b‘i’i fY bRAltheizatioR ¢eEordl 0beeitan tiae

insertio dul e 44 signature verification before conpleting

t he operations. Saftwar lj. j J tions are enabled on the
nobi | e 8%'\?[ 8%“'?13%8981'H@”ﬁ@§|”¥'§e§§isgéﬁr+r§§@§@%£@s§\§ descri bed above in
regard to the insertion ule 44, althou i | iGader 42 is
shown as bei ng corlHéH’tee%fnggg’Wt'l@yi LW%%EP@%&R@%B%#H@BEQRM# orn%ti on may
actual |y be exchanged between the application Ioadgr 42t.and t he

i nt er f ac@eouy3819ACTESINIE afeneonfioHRIdde SllpW AREPaivERT 28EatPRS BRI Phe
processor 41. Software applications nmay be received by the nobjle device 31
via tbhe ldcatiend dweheomestinpr3d bW deme apy rdTiies o1 grash QPe{aiiongglo

possi bl e source of 20 software applications. configured for operation on

t he nobi Letrdavaiem Rtoidsstarad3?nhisss trenpesationssriginade with 9e arapithodzed
i nterface/connector conpatible with the interface/connector 50. Wen the

conput er bngﬁé HeiforcaBaeeted Incarpalenabiesitmlerhéatiorora memopy managet war e

applications provided by a corporate owner of the nobile -20 WO

2004/ 043934 BCTACA20B%08157 o) ety Bopodopersiirey Sichmpacty |

server o r other store on the LAN, and transferred to the nobile

o2 B TGP ool s cesle appamio b sl
SRR R T B T e
before completing the operations.

Software application loading operations are enabled on the mobile
device 31 by the application loader 42. As described above in regard to the insertion
module 44, although the application loader 42 is shown as being connected to the

15 interface/connector 50, information may actually be exchanged beiween the
application loader 42 and the interface/connector 50, or the wirsless transceiver 48,
through the processor 41.

Software applications may be recéived by the mobile device 31 via the

interfacéfconnector 50 or the wireless transceiver 48. One possible source of
20 soﬁware applications configured for operation on the mobile device 31 is a user's
computer system _equibped with an interface/connector compatible with the

interface/connector 50. When the computer system is connected fo a corporate

LAN, for example, software applications provided by a corporate owner of the mobile
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on the nobile device 31, but may al so perform such operations as checking a
digital signature on a received software application or determ ning

whet herW® 208¢@430dd software application i s approved fRTFARRIIISTY on on
the nobil e device 31 before a software application is installed. Software
applicatjon instal|atian typical [a)Y 1 | storing a
recei vecﬁeéfﬁ’ﬁqucra?y ﬁr?qlpgeqﬁomﬁlégﬁ ﬁfgbéﬁzep'b'fal\]?gt% %Oeggﬂrgioggﬁégﬁﬁi n the
menory 32, extracting files fqr stgrage to the software icatipns store
Ta ol e BT oal fnies ol ai SR sEe oS AR Fhe

enbodi nent shown in Fig. 3, as above, a software application,is ssoci at ed
with a coanelsbichipiosofwere apeliceiions pPPtheresqureat. SBBIW@S ”@W‘Q@F?@n is 15
opened by the software application by creating or updating an entry in the
connect i jurges, Mty wiich the3tompliter systare or mebile 8avice |3 1tonypudicalefg. 2 is
enbodied in the processor 41 in the nobile device 31. The processor 41
execuj es connect i qRecppitationdofdersi2ds cordiguead tappstal sefivarelappltations an
operating systemlevel, to prevent split-pipe attacks substantially as

descri beg, #R0NShile Wikibe 1, BALIREY afso@rors ehtmaseration aseidaimgtadigital open a
connection I's recelved by the processor 41, the connection policy store 36

i i i i i | f t hat
LSt aacesBiyl0ed R RRGR bonkag spamod saenamineurbmond posticlor | ha

i Cat'l e requested connection is not allowed, the

connect i on. 15 depi.ed 24 W0 20R4 4305 BELOARANR/QRARTS! béredal Urt her

connecti _ €n connectron contro |nfprnat|on in the
41 ol so HeMEveaBPITRICAE MVIE | Y PLE B e ans) g N e R rer
e o ot o e i o it 4Ry 550 5 P BB By pes
of connections, for o
store 34 in the memory 32, exiracting files for storage to the software applications
store 34, or possibly executing an installation program or utility.
In the embodiment shown in Fig. 3, as above, a software application is
associated with a connection or communication pipe the first time a connection is
15  opened by the software application by creating or updaﬁng an entry in the connection
policy store 36. The connection controlier 40 of Fig. 2 is embodied in the processor
41inthe mob"ﬂe device 31. The processor 41 executes gonnection control software,
at an application Iével or an operating system level, to prevent split-pipe attacks
substantially as described above. When a request from a soﬁware‘ application to
20  open aconnection is received by the processor 41, thg connection policy stare 36 is

accessed to determine if the requested connection is allowed for that sqﬁware

application. Where. the requested connection is not allowed, the connection is

denied.
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exanple, for all software applications or for certain software
applications. In this enbodinent, even though a software application may
be assoWlied04803h one or nore connections in the conREEGASH3H8IGRY store
36, the processor 41 denies the requested connection where an

aut hori zation record specifies that th equ e nneckion j.g not

aut hori zed. This &M ﬁa@rtgﬁr Ry 'iOEe“:O“?*’BL n]%ﬁgﬁltghgveh,]em%mréec(ﬁ rL"Jtctq)(r)‘{rr;&zati on
records are inserted onto the npbile devi ce Sé}eafter a software

appl i cat infernaiiontin it cemasian Rolohser 26aIoWhiedequegH &oPBECO et i on i s
al | oned by both the connection control information in the connection

pol i cy sporaesS® 4loalse hecaseps g euthpiizatioareenid gide 3740 datanmine, 4RstBer r ecor ds
in the authorization record store 37 for the connection and/or the software
appl i cat icorireetio Bwstiitted. | Authperatbrogcoide mpawseaifyrfudher @nnectidrse, the
connection is denied. It will be appreciated by those skilled in the art

that the sQnRaRFE &alldv@ldr derst garticidbr atthdctiensiot hypdszatt camectiows,dost or e 37
coul d alternatively be accessed 20 in reverse order. Fig. 4 is a flow

di agram | EpheanaEt & oBr 66MdiR Gbitivefe Bppiatiohes i | e
conmmuni c%??@fﬁr%éﬁécrgé T er rrep'tpﬁ\aod begins at step 70, V\Eere a request to

P22 o 200bB S MR BB S e e 4 T
he. commuprednaReigedlnae cpBnafiostbuhy ol e 7 plokpad 4 Rdertbs 88 0T Ton
s then dedTEhERTECIGE AeTa A BHRGTATRG PRI GBPCICE T Pap BT © 1t
10 connection is not authorized. This situation may arise, for instance, where
authorization records are inserted onto the mobile device 31 afier a software
application has f-irst opened a connection.
Where a requested connection is allowed by both the connection
control information in the connection policy store 36 for the software application and
15  authorization records in the authorization record store 37 for the connection and/or
the software application, the connection is opened by the processor 41. Otherwise,
the connection is denied.
it will be appreciated by those skilled in the art that the connection
policy store 36 and the authorization record store 37 could alternatively be accessed
20 inreverse order. |
Fig. 4 is a flow diagram showing a method for connection control for a

wireless mobile communication device. The method begins at step 70, where-a

request to perform an aperation, in this case to open a conneciion, is received from a
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operation is permtted. This determ nation involves accessing a connection
policy store, and possibly an authorization record store, to determ ne
whet her With2904/p4363lest ed connection is allowed for the sBETAARSABH? cati on
fromwhich the request was received. The operation is conpleted by opening

or authorizing the requested lo connection.at step 76 re . lLhe requested
connect | W RINCEIRY . AltSiER e/ 4 eSS ﬁH@E&Ie(S n4c\f,\2'§'t9h @Sf‘?rr

connecti on opened by the software application, then step 76 involves the
further pesessdrdr (bio. 8} determigesthe peramuniFalion FRESLIGHoaWER 81 feab8simat i on
in the connection policy store. The requested connection is denied at step
78 wher ereldtes.s Rot apesnmiectien. cont®l Achemae the dovoniecatioonresoureg iseadeni ed
based on connection control information or authorization records. Error
processi gghnetti6R ofpipeequesting a di fferent connection, nay then be
perfornmed by the requesting software application at step 80. Fig. 5is a

bl ocks di agram of gnisewaRRl@ehingd &% StdfPhi viheBsiBireglésiBd ddeMbsn The
nobile device in Fig. 5 is representative of a type of nobile device in 20

whi ch CO{}@%%{@?\% %@ﬂ&é&. ?e{iétd%@ggr%oﬁ%\mvés ggihg%dc&ﬁ{e%han B8kyd be

i npl enen e device 5 I's preferably a two-way comuni'cation

devi bl ed,f | LCE t j i i £ hat h

furthor SapabAn gl 55 3hiSafD1uaT Be SLBbSb R bt ot o
ith oth t t, he | nt t. i t.h

funct | on@a-E e sanagiens St e SuBiTe aop FrRBS I e RasEeonest e

referred to as a data nessaging device, a two-wa ager, a ceIIgEJI r

t el,ephonwagirggeivre: al ieeResgiionis CORPIgIRT PyopgNing Wﬁg]%é'gg'glth? EFGHES %‘Eﬁpl i ance,

or a data conmuni cation device (with or 5 without tel ecjohony capabilities).
As ment i oorubciboabstep 16ty theoequesied spriaciign isppermitted. if the requested

connection is the first connection opened by the software application; then step 76
involves the further operation of creating or updating connection conirol information
in the connection policy store.
The requested connection is denied at step 78 where it is not permitted.
15 Arequested connection could be denied based on connec_;tion control information or
authorization records. Error processing, such as requesting a different connection,
may then be performed by the -requesting software application at step 80.
Fig. 5 is a block diagram of an example wireless maobile communication
device. The mobile device in Fig. 5‘ is representative of a type of maobile device in
50 which connection conirol systems and methods described herein could be
implemented.
The mobile device 500 is preferably a two-way communication device

enabled for at least voice and data communications, with the further capability to
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generally herein sinply as nobil e devices. The nobile device 500 includes a
transcei ver 511, a mcroprocessor 538, a display 522, non-volatile nenory
524, rawdoIoHe83s nenory (RAM 526, auxiliary i nput/BGTEa2003{001y% devi ces
528, a serial port 530, a keyboard 532, a speaker 10 534, a m crophone 536,
a short-range wreless conmuni cations sub-3%sﬁen1540, and By ﬁbso i ncl ude
ot her deSAT@BUBIGates b AHRETSAPTPHRE SYSIEISRN e Eemeh, dPeReling OPHBP udes
transmt and receive antennas 516, 518, a receiver (Rx) 512, a transmtter
(Tx) 514uncianalty provided by the mebile deitien. $hq mobile davice ARy bg rafeyieddP agj gnal
processor (DSP) 520. Wthin the non-volatile menory 524, the nobile device
500 i ncladata medsagplotenidet § ted-wayfoepar, @ cetidlal telepBonpwilzdNatheasagiag be
executed by the m croprocessor 538 (and/or the DSP 520), including a voice
conmuni cap=@NitieBdalhviteiad hiemetiappliance normnilaiatdoomurication GRAR, (withcbra
plurality of other operational nodules 524N for <carrying out a plurality

of Oteh.efw?‘twlﬁttéleaﬁenyT@alﬁmlabé)e AieMiepBorab e Bedeiaites aretrofermao
comuni cati on device 0 having voice and data comuni cation capabilities.

Thus, fOéer?éf*%ﬁg)ll]&eﬂQ@}p@f%glngpliﬁ%\iﬁ&@s-mo may conmmuni cate over a voice

net wor k, ¥ Such -as™any og or digital cellular networks, and nmay
Gepi ctod in Fro. o By BRE AR IR B BT T hRe Bl " ©
O R G0 S01 R S5, 59F, Ry B oy 0 B ©
Si gl o vl VEORBLK(IEENIceR 588 3 BHIRhBoR SN B O3 ek PEPopkB of o e be
interpreted as enconpassing both a single voice and data network and 5
sepan@t e58tavnickephone 5386, a short-range wireless communications sub-system 540, and
may also include other device sub-systems 542. The transceiver 511 preferably
includes transmit and receive antennas 516, 518, a receiver (Rx) 512, a transmitter
(Tx) 514, one or more local oscillators {LOs) 513, and a digital signal processor
(DSP) 520. Wifhin the non-volatile memory 524, the mobile device 500 includes a
15  plurality of software modules 524A-524N that can be executed by the microprocessor
538 (and/or.the DSP 520); including a voice communication module 524A, a data
communication module 5248, and a plurality of other operational modules 524N for
carrying out a plurality of other functions.
The mobile device 500 is preferably a two-way communication device
| 20 bhaving voice and data communication capabiliﬂés. Thus, for example, the mobile
device 500 méy communicate over a voice network, such as any of the analog or

digital cellutar networks, and may also.communicate over a data network. The voice

and data networks are depicted in Fig. 5 by the communication tower 519, These

- 24 -



The conmmuni cati on subsystem 511 is used. to comrunicate with the network
519. The DSP 520 is used to send and recei ve comruni cati on siognal s to and

from t hWQ208#8403% er 514 and receiver 512, and al so exBPRERGEISHAID]
information with the transmtter 514 and receiver 512. If the voice and

data 10 GOREUNGGR ABMAGEHEY BE sBodlRObamUARADS HetwRislang bypaarced set

of frequencres, en a single may be used in conjunction with the

e SRR SE ARh, PR MR ot bk o Mgl rvenct s

are utilf bns ver sus a’ conmuni c s or the

nobi | e device 500 is enabled for co ication nor e n et wor k
575, ¢ heintBSTRieR HIP B, S090 Ml be b oed g Drerark S P 2llihct s
correspondingﬂto t hose used in the network 519. Althou%h t%p ggée nas 516,
518 are tharetrebeintemrgiedss eprRMABEING PAW\A $RIIGYBICE S (R EWOREW th a
single antenna structure. Information, which includes both voice and data
i nf or st iseparate nesvarkhi cated to and from the communi cation nodule 511 via a
| i nk between the DSP 520 and the m croprocessor 538. 20 The detail ed design
of the communi cat i The subsysilicaiod klibsysiem &< isfused ieoaymvgitdie wihoment

sel ection, power level, etc., is dependent upon the comunication network

519 i n WhisghoklE oT0tHd BSH®BL0GS UBE® td Sendamn eaiviecconproditation signalexanpl e, a
nobi | e device 500 intended to operate in a North American market -25 WO

2004/ 043%% RoH %@0[%5%1?(7814 By irBESIVEIE 522 C QRAUAIE adtPRngE bEBiopm 511

designed 1o operate wth the Mobitex or DataTAC nobil e data conmmunication
Cormun ASRERBIIE IRELR Sk PSB! e speronl i
eSS ST AL Bl it Bl ST Ll 0Bl hasid oper e
then a single LO 513 may be used in conjunction with the transmitter 514 and
receiver 512.  Alternatively, if different frequencies are utilized for voice
communications versus data communications or the mobile device 500 is enabled for
communications on moré than one network 519, then a plurality of LOs 513 can be
15 used to ger;erate frequencieé corresponding to those used in the nefwork 519.
Although two antennas 516, 518 are depicted in Fig. 3, the mobile device 500 could
be used with a single antenna structure. Information, which includes both voice and
data information, is communicated to and from the communication module 511 via a
link between the DSP 520 and the microprocessor 538.
20 The detailed design of the communication subsystem 511, such as
frequency band, component selection, power level, etc,, is dependent upon the

communication network 519 in which the mobile device 500 is intended to operate.

For example, a mobile device 500 intended to operate in a North American market
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voi ce conmuni cati on network. Ot her types of data and voice networks, both
separate and integrated, nmay also be utilized with the nobil e device 500.
Communi watzoetosaeiwor k access requirenments for the nobiRE/daPROBHEY al so

vary dependi ng upon the type of netvvork 519. For exanple, in the Mbitex
and 1o DataTAC data networ.k Vi ces

h Kk
using a Wﬁymgjqeo%ﬂ?mm@m*%ém eggﬁg'é?‘gf' c{?&[{eﬁ e r"ﬁ&‘)f g)éttexfnng:’\lggr

dat a net wor ks however, network access i s assocCi ted th a ubscrl ber or
user of thﬁ%ﬁpl@om@ﬁaééco@wmcﬂ“@%‘“@éﬁ%@%‘% 6%!9“‘%%@@&8( Fewity

subscriber identity nmodule ("SIM), which is required in order to operate
t he nobidrey ofew varietd vomeaom:mmwommcwcws AMP S T THAA B PIMA,

comuni cation functions (if any) may be operable, without the SIM but the
nmobi | e derEBe@t@)WHeseam abneblie desice y5@L inténeed ifomese v @Wwopey noyreni cat i ons
over the network 519, other than any legally required operations, such as

911" 5 enEi RNk t-BhéraiOwitAltiie GRRE daRacomednitation nkiwaelastirthe iGsMor
activation procedures have 20 been conpleted, the nobile device 500 is

able to g géi RHINNGESIOHE nERFBIK NI GfHer Apess bl Mk anBr R aBtwork&icheteti ng bot h
voi ce an at SI gna s, over the network 519. Signals recei ved by the

t 2 to th
512, whi B %%3%”00‘ N é]‘hiaﬂ“ aﬁ% RS e TR 26 o

Sy o N S

c¢onversion. Analog to digital
conversion of the repeived Si re co 0 catlon
f unct i onalsoygetdepenging ypgnt B%ﬂ@&lﬂfﬁ?ﬁv@\r%\ﬁgﬂg g@%@?’?@e i }gwe t?é(raf%lr med
using the DSP 520. In a simlar manner, sig nalscglo be twgpsmtted to the 5
netwod k BataTAG dgid oetualis. MAIQEPHESHEERIIFISFPRE BRIGIVO, USTY Zexanpl e,

Py the unique identification number associated with each device. In GPRS data networks,

however, network access is associated with a subscriber or user of the mobile device

- 500. A GPRS device typically requires a subscriber identity module ("SlM"),lwhich is

required in order to operate the mobile device 500 on a GPRS network. Local or non-

15  network communication functions (if any) may be operable, without the SIM, but the

mobile device'500 is unable to carry out functions involving communications over the

network 519, other than any legally required operations, such as '911" emergency
calling. |

After any required network registration or activation procedures have

20 been completed, the mobile device 500 is able to send and receive communication

signals, preferably including both voice and data signals, over the network 519.

Signals received by the antenna 516 from the communication network 519 are

routed to the receiver 512, which provides for signal amplification, frequency down
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DSP 520 and are then provided to the transmtter 514 for digital to anal og
conversion, frequency up conversion, filtering, anplification and

t ransm S 208404308he communi cati on network 519 vi a t hePERCARNES/B1E?

Al t hough a single transceiver 511 is shown for both voice and data
comuni cations, in alternative enbodinents, the 1o nobile deyice. 500 may
"ol ude. Aurergpe Telnpre el suedPhcr € it Leed rilds afep IR BB, fo
transmtting and receiving, voice signals, and secoqd transcei verfor

transm t EPMErERR: Aleg { Higital spaversigh of hie rereiyeq sigge! AliPWR SIUE FaMPEINT i gur ed
to operate wthin a first frequency band, and a second transceiver

conf i gur eempraininaéipat Bin@liend, nsush ge cdaitp!f demadualjonhang deepding,atflibEi on t o
processi ng the comuni cation signals, the DSP 520 al so provides for

recei ver pamicrniadamsing theeDSEJFR0: bl a siFviar exenmpl, esignatetodad mahsmitibd tafhel i ed to
comuni cation signals in the receiver 512 and transmtter 514 may be

adapt 5 vehytwdapoo1 g atd rdcéscayplludinganadulsticeant erapiing, forleganplehbgthe
i npl enented in the DSP 520. (Qher transceiver control algorithnms could

al so be papl epBNAGY d4r8 A HOFidedOo the RAnSHARE 411 PEOYigHE MPRalo
sophi sticated control of the transceiver 511. The m croprocessor 538

pref er abEéfmf%ﬁﬂ,q’feﬂ%grcggptcﬁﬂ\lfésibﬂﬁil%Yiﬂﬁiaé(:¢1glif%§6ﬁ%ﬂw@ﬂaﬁémi&%’ign@@mel e device

500. Many types © ocessors or controllers cou be used here,

O L O aton DeRkdifis 9 Wity e 2t s sl Ritnautoh A g Odnddi0e 51 4

arry ou uncti onhs € M Croprocessor
538. Low- | evel co ni cation. functions,, includjng .at |east data,and voice
o omunt RN 155 PRt A et B CatippEr A Ieer Ve ST P e e toer |11,
Hi gh-1evel conmuni cation applications i ncl udi ng the voi ce communi cation
appl it@at Mowile xgyices S0t MaYdweide omliRle: SistiBat BanpRaivarat Puh 9848 fHFle st or ed

in the non-volatile nenory 524 for execution by the .
transceiver for fransmitting and receiving voice signals, and a second transceiver for

transmitting and receiving data signals, or a first transceiver configured to operate
within a first frequency band, and a second transceiver configured to operate within a
second frequency band.

15 In addition to processing the communication signals, the DSP 520 also
provides for receiver and transmitter control. For example, fhe gain levels applied to
communication signals in the receiver 512 and fransmitter 514 may be adaptively
controlled through automatic gain control algorithms implemented in the DSP 520.
Other transceiver control aigorithms could also be implemented in the DSP 520 in

20  order o provide more sophisticated control of the transceiver 511-

The microprocessor 538 preferably manages and controls the overall
operation of the mobile devibe 500. Many types of microprocessors or

microcontrollers could be used here, or, alternatively, a single DSP 520 could be
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m croprocessor 538. For exanple, the voice comunicati on nodul e 524A may
provide a high-level user interface operable to transmt and receive voice
cal | s wexameem3dtHe nobil e device 500 and a plurality oPCHCAM3PBIEL devi ces
via the network 519. Simlarly, the data comunicati on nodul e 524B may
provi de a hjgh-|evel. user 1o i rf ) ' ad - ecei vi ng
Gat 2, SuGHPHHE eyt tragueliae OThE RRPraRESE S L SR KR IERSRE S,
nmessages, etc., between the nobile device 500 and a plurali of ot her

dat & deviuEdons, indlusing gt Igsidesa ed yoige EPEiBiplas afe Betomasifalol, act s

wi th other device subsystens, such as the display 522, RAM 526, auxiliary
| / O devi thesDSP8 528 ¢ipi Hie Fanscedgy 5145 ]ﬁ'SDﬂ%‘%ﬁ‘cfP uniggiiolk @PPERBNONS, cr ophone
536, a short-range conmuni cations subsystem 540 and any ot her device
subsyst emelugenethal vojcadeanmuiaication spplicalior §R4Aegagricedatarentpdiicalions 24 A- N
are executed by the m croprocessor 538 and may provide a high-|evel

i nt er § ac gpPIRLEYEE 524Buser stofedt ihehaviohhelatie meenam b 24hfer eabedtion ljethece. Thi s
interface typically includes a graphical conponent provided through the 20
di spl ay RRgop@Rdsadt 538UFLPekanibles @ obeatcopimumidatibr tiodughs24re neayxi | i ary
I/ O devices 528, keyboard 532, speaker 534, or m crophone 536. Such

interfac e 1 & bY¥er@didUlo fHndrit Frd. re3eiveoiBicedtalde
subsyst eﬁgovic{]eoaqugﬁ l%i’%@%r ﬁ?ﬁ%r m %:{%m’runiocat ?on[ - 28r V\%]V2004/ 04%031

PCT/ CA2083 QOGS ik A6t bHBCh AN Rurall) B SSr 95186 Lo RESViBRITetdRM Pr OVi de

"residen evi ce uncti ons. y, Some subsystens, such as

keyb d 532 I i spl 522 i i qn-rel at ed
fumort ons 13- senar. Rt ReRa st S attbi 544 Moy AU RIGRAbIG RsEE! 00
communi cati on network, and devi cg-resi_de t, funcgtions s.vch 5 as

cal culat éitedrce argrapleder gending apd peseiViNg Saidy fUtH g g mail messages, fifés,

organizer information, short text messages, etc., betweenthe mobile device 500 and
a plurality of other data devices via the network 519.
The microprocessor 538 also interacts with other device subsystems,
such as the display 522, RAM 526, auxiliary /O devices 5528, serial port 530,
15 keyboard 532, speaker 534, microphone 536, a short-range communications
subsystem 540 and any other device subsystems generally designated as 542. For
example, the modules 524A-N are executed by the microprocessor 538 and may
provide a high;leve| interface between a user of the mabile device and the mobile
device. This interface typically includes a graphical component brov'[ded through the
20 display 522, and an input/output component provided through the auxiliary /O
devices 528, keyboard 532, speaker 534, or microphone 536. Such interfaces are
designated generally as Ul 46 in Fig. 3.

Some of the subsystems shown in Fig. 5 perform communication-
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OQperating system software used by the m croprocessor 538 is preferably
stored in a persistent store such as the non-volatile nmenory 524. In

addi t i owot2004/4803per ati ng syst em and comruni cati on nodRCBEATRAPOI® t he non-
vol atile menmory 524 may include a file systemfor stori ng data. The

latile 1 524 | ude dat.a st t
Con 1 of Tletet MReHGH, WHisdoanBREF BHGARTI A1 PURCs ERHAL, STHECBIEt at | ng

system specific device applications or nodul es arts_thereof, nmay be
t enpor arfuhgtions aetablynsemea subsystemns syebaekevbaan! 932 ’Fﬂ&ﬁﬁ%% 542Jpay b3t er
operation. Moreover, received comruni cation signals my also be

t enpor ariidey fsrtmmedommmtme-elattmﬂunetiqmrmihaﬁaryewg@ exymessagaiora file
system 15 |l ocated in the non-volatile nenory 524. The non-volatile nenory
524 may thmsmisabeoRitioethta Eoanmexapdrenetwbtkhaid daviceversident functonssiualti | e RAM
or battery backed- up RAM An exenplary application nodul e 524N that may be

| oaded Qcéleﬁtatdm'té& !&%t@ﬂme%@m@p@ﬂmdvba@pl i cation providing PDA
functionality, such as calendar 20 events, appointnents, and task itens.

This nodul e 524N gy ?ﬁg’ oy Bt %ﬁm& mstehebyoméenﬁ%m&bg@drl 988 Medul e 524A

for managi ng phone ca voice mails, etc., and may also interact with

t he dat t d
other  daREREN, af?'gﬁﬁn%r%% et abrd Cmgga‘ﬁégg (Rl mEAGT M4 ons 87
WO 2004/ 043031 PCT/ CA20Q3/ 001679 h t | H24A d
t he dat a29WRILIN D5 PRFE Cﬂyg[egbggé Cﬁw\/qh’ cat'ﬁ?egr a‘ltmg’g1 529,?\ ﬁ'% rmdﬁlne.

The non-volatile nenory 524 preferablé prog; gqs; a éltle stem t oI
faci | it avejaiie sreigeryo?2 MAYdaFiHds @elig syperhior fIRfNgedatdn M RILEURTIat i on

preferably 5 includes the ability to send and receive fata |tems ei t her
by i teel memary 584 comy alsotinglude dats stores for connection conirol information, and

possmbly authorlzatlon records The operating system, specific device applications or
modules, or parts thereof, may be temporarily loaded into a volatile siore, such as
RAM 526 for faster operation. Moreover, received communication signals may also
be temporarily stored to RAM 526, before permanently writing them to a ﬁle system
15  located in the non-volatile memory_ 524. The non-volatile memory 524 may be
implemented, for example, with Flash memary, non-volatile RAM, or battery backed-

up RAM. |
An exemplary application module 524N that may be loaded 6nto the
mobile device 500 is a PIM application providing PDA functionality, such és calendar
20 events, appointments, and task items. This module 524N may also interact with the
- voice communication module 524A for man.aging phone calls, voice mails, etc., and
may also interact with the data communication module 524B for managing e-mail

communications and other data transmissions. Alternétiveiy, all of the functionality of
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with the voice and data conmuni cati on nodul es 524A, 524B, via the wrel ess
network 519. The PIMdata itens are preferably seam essly integrated,
synchr onigeads/ososi updat ed, via the wirel ess network 51BCTAUAREN3A01679
correspondi ng set of data itenms stored or associated with a host conputer
system thereby creating a mrrored 10 systemfor data itens associ ated
with a phetviote emrogricatiorThmodulei 824 Adend he dstd comnaninaionymediie BEdhi zed with
a host system by placing the nobile device 500 in an interface cradle,

whi ch compl & ittagrased int tHeoP M msd0leof the nobile device 500 to a serial
port of the host system The serial port 530 may also be used to insert

aut hori zation reCQ"h@Sn&El{r&afi@emﬁﬁMr* s2deyereali)pravides @ file siewethdad ot her
application nodul es 524N for installation on the nobile device 500. This

w red doumliead shakde BRYIN Wbt BEmB BrUpE GielRe! PRE PR AIMHENIH refdrabtyont o t he

nobi | e devi ce use I n secure communi cations, which is a nore secure
th th h i [WelaP i ha i i net k
510 St HERRSEHTLANH, RO GRF MBI A TG ek b SR ol SOt o Fe
20 | oaded. onto the npbi) e device.500 thr h r . h an
auxi | i aryitQ/m e‘@ﬁﬁ%?@?@ﬁ%ﬁ?§¥h?ﬂ? GH’Pﬁg&gﬁé$#@¥gﬁggﬁeé%ﬁﬁaﬁ%%¥%§ﬁg
subsystem 540, or _through any other_ suitable sqbs stem 542, and installed
by & usereterk 9. 7HR RIMcats M BHOMSTerany SeamIRRNY BROra e fCNERYER i ty i n

application installation increases the functionality -30 WO 2004/043031
PCT/ CA20064 0pd@#d. viatthe wirelessineiverk\i10ewin @ %@S%ﬁﬁs 561 eledan ameed
on-device functions, communication-related functions, or both. For

exanpl e, siveedibe assoniatad edth arhoshppmputerisyatemvajheraby iceealinged MinPEdconmer ce
functions and other such financial transactions to be perfornmed using the
mobi ke deydien 160@ata HeWisemssbbiateiviih e pdetidutee LBEO i s operating in a data

communi cati on

The mobile device 500 is manually synchronized with a host system by
placing the mobile device 500 in an interface cradle, which couples the serial port
530 of the mobile device 500 to a serial port of the host system. The serial port 530
may also be used to insert authorization records onto the mobile device 500 and to
15  download other application modules 524N for installation on the mobile device 560.
This wired download path may further be used to load an enﬁcryption key onto the
mobile device 500 for use in secure communications, which is 2 more secure method

than exchanging encryption information via the wireless network 519.
Authorization records and additional application modules 524N may be
20 loadedontothe mobile device 500_through the network 519, through an auxiliary /O
subsystem 528, through the short-range.communications subsystem 540, or through

any other suitable subsystem 542, and installed by a user in the non-volatile memory

524 or RAM 526. Such fiexibility in application installation increases the functionality
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node, a received signal, such as a text nessage or a web page downl oad,
wll be processed by the transceiver 511 and provided to the

m cr oprwoesssd436838, which preferably further processeRCTHRa20080¢i692d si gna
for output to the display 522, or, alternatively, to an auxiliary 1/0
device 528. A user of the nobi

| e device. 500 I . d [ ,
Such as cénliel ARG gRAce (R0h Gneh B b phoigk satood dRoPuss R § o ™

conpl ete al phanuneric keyboard laid out _in the QAERTY style,  al.though

ot her stophesunitatisonglase® TungiRABUAE PPY. K EPHEXRHR!Cs FEAUTRSCRRLRIGE DVORAK
style may al so be used. User input to the nobile device 500 is further
enhancedppiitatidisemay enabletglectforieigoimingree furdtiges iepe isergsudhhinancify i ncl ude
a 15 t hunbwheel input device, a touchpad, a variety of switches, a rocker

i nput  sWdrgBctiordlte beeforeneskg tlatnobileedawiderf@ by the user are then
transmtted over the communication network 519 via the transceiver 511,

provided a conneciiih ire mdbil®nedce \Hoenstdperamig inea daid cembdidationper at i ng
in a voice comuni cation 20 node, the overall operation of the nobile

devi ce 5@8%&,33&%&8@%?%&4 bl cR i d @k hdsbafe ofahRbHRRe dowierd, wilBs recei ved

signal s € speaker 534 and voice signals for transm ssion
are generated m.cr oph | 0. {11 @n, agi n
Fechn qUECOREENOLE CEIBUR R Shl RS PoSE I micRrBEpor ssBRaied 20 5
WD 2004/ 043031 PCT/ CA2003/ 001679 co ni. catian r LV oj.ce or
audi o | /etRsgplyddrther prpcegsey U%i@ém%ga%afo; §E%Pa|%n{gh%s@%é[§¥?) ez\% l:"rc’naty al so

be inplenented on the nobile device 500. Altho Hh vo{ec or &Egi 0 signal
out put i alterpatbepl. ite Re @UKHRBLIER deNicefisa ik Mseial INE roty s%l"é‘g? Jeay al so
be used to provide an indication of the identity of a calliﬁgyﬁa{],ty, the 5
dur atd onaleb camposedataaiems, suchasrmailgeseages) Ysingihgewr e oP At MEHIS” For
exanpl e, the '

preferably a complete alphanumeric keyboard laid out in the QWERTY style,

although other styles of complete alphanumeric keyboards such as the known

DVORAK styfe may also be used. User input to the mobile device 500 is further

enhanced with the plurality of auxiliary I/O devices 528, which rﬁay include a

15  thumbwheel input device, a touchpad, a variety of switches, a rocker input switch,

etc. The composed data items input by the user are then ’transmitteq over the

communicaﬁon network 519 via the transceiver 511, provided a connection is
allowed.

| When the mobile device 500 is operating in a voice communication

-0 mode, the overall operation of the mobile device 500 is substantially similar to the

data mode, except that received signals are output to the speaker 534 and voice

signals for transmission are generated by a miqrophone 536. In addition, the secure

messaging fechniques described above might not necessarily be applied to voice
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m croprocessor 538, in conjunction with the voice comuni cati on nodul e 524A
and the operating systemsoftware, may detect the caller identification
i nf or maWiOo2904/643831 i ncom ng voi ce call and display it BeETAA003/087ay 522. A
short-range conmuni cati ons subsystem 540 is also be included in 1o the

nmobi | e devi ce 500. Fqr. ex | e, the su st.em 54 i ncl infrared
evi ce. dmadEERISeRtePLYE vEios ol Bl Tl ER €S ol 8 0568 esifobty 11
short-range wreless comunicatjon nodule to proyide fo o) ni cation
with si riebeiding ibspsan. MayasRe @%ﬁe@soﬁe&'@@ﬁhﬁw@?‘e gﬁY'ﬁ%E’P@-a{%Hg ecord
insertion and application |oading operations as described above nmay be
enabl ed \mice breaudibsigeabientpyis Fogophshasethramhdbe isapalryry34s #1e dEPigY her
short-range conmuni cati ons subsystem 540. It will be appreciated that the
above deszx inalyiatep belsdd provideefreindisdtiore nbibeildaniitys oby caking partextaapl e only.
Many variations on the systens and nethods described above will be obvious

t o t hoseq ko efacaileccdln of behdrivelidh caintlated mfomkatioousFaragsizatpianbear e
wi thin the scope of the application as described and clai ned, 20 whether

or not exnresshy.Ap5ss ik eshjuf@iorB¥RiMPlsoicdl doRPhecARMMEMIE B21A ahtie
connection policy store 36°in Fig. 2 associates a particular software

applicatjaon W r [ ' F B dR8on FREMERIONT agont r ol

i nf or natéhSr?p%@tn"ﬁ} SR SOROAE, Ry CRBTYE bl BBy fidiien SRBRRAINA 0T 0
Connection control informtion,. i.n soci ate groups of- software
app! i cat'inSH'g"%Y%ceac%li%ﬁ%l?%%a%%tha% %‘ﬁ%gtr’l@%ns provi ded by the same source
could be associated with the sane. pj.pe or. pipes or_,Lnstance imlarly,
connection controlA SWW“@W%?WHEV%Q'%W@% 811%4%F‘ %?@ é'?)éilt'(é/\?ad?g
applications with a group of pipes, 5 such as El | inter ngl canpecti ons, . al |
ext efhal theonakita tievies 509 oI eyampleo HRBYRIYREM phy may inciude an intrared

device and associated circuits and components, or a Bluetooth or 802.11 short-range
wireless communication module to provide for communication with similarly-enabied
systems and devices. Thus, authorization record inseﬁion and application loading
operations as described above may be enabled on the mobile device 500 via the
15  serial port 530 or other short-range communications subsystem 540.
it will be appreciated that the above description relates to preferred
embodiments by way of example only. Many variations on the systems and methods
described above will be abvious to those knowledgeable in the field, and such
obvious variations are Wiihiﬁ the scope of the application as described and claimed,
o0 whether or not expressly described.
For example, although each entry in the connection palicy store 36 in
Fig. 2 associaies a particular software application with a corresponding

communication pipe, connection control information may have other formats.
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exanple. O her types of connection groupings could be defined by a nobile
device owner, or possibly a user where the user is trusted by the owner.
Connectworgoeaewsddll i nformati on for groups of connect i BERCAZIPIOREIUde an
identifier for each permtted connection in the group, or a connection

group identifjer which identifie h o | O ' It is
al s0 coftAMSCULR JCAHLY 'Bg?”fné’l%ﬂnt tZr%iStés.%q t%%rggﬁgép |8%€i %ﬂ?"%@ be
permitted to open both internal ang_ external . cgg&ﬁﬁti ons on_a m)li)('%l e

devi ce. ampliessionsayith apipei SAWGHF PRiRalees Bvide ¢ SBNSHE HoBIH e devi ce,
for exanple, is generally trusted by the owner_ and m ght be all O\f\Bd bot h
i nt er nalbesamsoeietest with thesageriee of RIRSS, faHnganeey SHelabeePHIscEpRECT?! a
connection policy store with an entry of the formshown in Fig. 2 for
appl i catirform&iord mayasanpate oneror amorasofteraieapilicationsovitte U@ Ntk e

aut hori zation records are used. Al software applications provided by a

mobi lse  dgjhee MMWefnaPEorfRiiens all extieal copnddiengenall WAGT commeegtiansi fonar e
applications identified in a trusted application list stored on the nobile

devi ce, é}&%ﬁe.bétﬂﬂﬁﬁsméstcﬁ@onﬁ&ﬁbﬁ ndpPEdUId P asfirmid omneblle desice
(0] |

Connecti on nt r ol ormati on and aut hori zation records need not

necessard oS, RIS L wiRoE IRy BARIIEAD) BBDWIRY. Bbecibnbbwtgad be

associ at® Ions that the software application is not permtted

Lo use. AR BLETNSoussT Y 2I0A 0430 o RITLEARARRLOR 828 oo of v ©

appl i cat connectron rdenti I'n connection
control information or an authorizati.on recor. i ere a
mobi | e deINEEtiRdP e 9TPUR: BY abﬁo?'??é’h%bﬁ’r%gdg%rﬁg@ é’mwﬁl@} ,q&ﬁ@gsutser may be
pronpted to choose whether a requested connection should be allowed 5 for
a soft watenngsppieintthedrouhen a connection is denied, a message coul d.be

It is also contemplated that certain trusted software applications could

be permitted to open both internal and external connections on a mobile device. vA

" goftware application provided by an owner of the mobile device, for example, is

generally tru;ted by the owner and might be allowed both internal and-external

15 connections. This may be accomplished in a connection policy store with an eniry of

the form shown in Fig. 2 for application C, for example, or an authorization record
store where authorization records are used. All software gpplications providedbya .

mobile device owner or Sources irusted by the owner, or only software applications

identified ina trus‘ted application list stored on the mobile device, could be permitted

20 io open both types of connections.
Connection control information and authorization records need not
necessarily Be permissive. Software applications may also or instead be associated

with connections that the software application is not permitted to use. Any attempts
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di spl ayed to the user, indicating the type of connection requested and the
software application requesting the connection. The user then has final
aut hor i W 0€043080nnecti on denial. Fig. 5 represents aPEPp€aRGiBHIBRANDI| e of
a nobile device in which, 10 connection control systens and net hods

descri bed above may he inplenented.  .lnplenentation pf C e and
ot hods oA SOMRAreAFRl LD HED B ER, FTRerTn ARaRied Y ebERFLT,
conmponents than those shown in Fig. 5 woul d be obvious to one skilled in
the art Opﬁfrﬁhﬂfﬁﬁmﬁﬂ'i’%Oé%ﬁp@éf'?@wgkf@@% 8 thepferigdnpl e, al though a SI'M
card has not been explicitly show in Fig. 5, it should be appreciated

t hat i npl enent at i Y¥hersaoiohiienesiceiusar is distes bydhe mokle dadicaeingtdhe n

el ectronic devices with SIMcards is contenplated. Since SIMcards

cur r ent luger Meghegranpted tcehnose westhenereguesied capnedtion sbould belallpwiédr mat i on,
aut hori zation records, or both, nmay be inserted onto a SIMcard when or

bef ore tihe 5 Sidivias hppicdlioRY | WeRnt @ cantiestion iShisnideh\ee nissagé wbulinbd ocuses on
a detailed description of a nobile 20 comrunication device as the

environ ﬁ%&la&&f to&ﬁ@ R8st ir@l‘fha@iﬁ@&ﬁ@{ype ke We ViRt otioh RequdtddghPRSsoiGre

i npl ene I'ons discussed herein can be readily used in any renote

comuni cati.ng. devi| .For, | t r t (H(?gum RS et e
i mpl enerﬁqplqﬁgt O%'nﬁée |%'Jr':1é)é%én{& réhﬁé%%gf dﬁﬁg lggnég t\ﬁ\fl?e or[ e\ﬁ/}\n?érdetﬁ(grggedé}ee\ﬁi ce
including, . withqut. [i'mtation, a PDA, a nobile phone, a notebook computer,
a deskt “?9%1@%’?’@%, a hand-hel d conputer, a nobile e-mail device or a
pager. The intended -34 WD 2t004/ 043031 PCTi}93 003/ g\%LG?Q. s.co\pﬁlc f the
i nvention thus i nEliddeRsEReNS A SRERF sxamPlisPEAsTOBIE FeViFsdl YWEY do  not
differ fromthe literal |anguage of the clains, and further includes other
st r utet urennectiys centso! Syptems ?Fdfgﬁ‘ﬁkﬁ‘@qﬁ dorsribed Fhevamay, b SPRIFEEESY om t he
literal |anguage of the ) . _

Implementation of such systems and methods in other mobile devices having further,

fewer, or different components than those shown in Fig. 5 would be obvious io one
Vskilied in the art to which this application pertains. For example, although a SIM card
has not been explicitly shown in Fig. 5, it should be appreciated that implementation -
15  of connection conirol systems and methods in electronic devices with SIM cards is
contemplated. Since SIM cards' currently incorporate a memory component,
connectidn control information, authorization records, or both, may be inseried onto a
SIM card when or before the SIM card is provided to a user.

The above description focuses on aldetailed description of a mobile

o0 communication device as the environment for connection control. However, the
principles and implementations discussed herein can be readily used in any remote
communicating device.  For instance, the remote communicating device
implementing connection control could be any wired or wireless device including,
without limitation, a PDA, a mobile phone, a notebook computer, a desktop

o5  computer, a hand-held computer, a mobile e-mail device or a pager. The intended
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clainms. 5 I NDUSTRI AL APPLI CABI LI TY The present invention provides inproved
control of communication connections for nobile electronic devices. -35
What i swel 2004848031s: 1. A net hod of controlling a conneB€T/EA2HR08I67&nDt e
comuni cating device, the nethod conprising the steps of: receiving a
connection request froma software application executing.on g _renote
comuni 6eeRe el Bevnantiogdpys REKARY D#Tertsffécﬁ‘lé%isvg&”@oﬂh%%m%ﬁ%% st
sat' STl £ GRENPGHALEANIEhElagd 1A B Brd%afr HcRdicWblrier bigoiark! war e
application, | he connectl on request satisfies connection control

i nf or makiysiemas so oiedhats with insulbstentiad difiesercasyprm dar litsral l2nauseridiityy t he
openi ng of a comruni cation connection for use by the software application;
and i f Cff#¥MEonnection request does not satisfy connection control’
infogmation associated with the software application, then providing an
interface to a user of the renote communicating device for receiving

aut hori 4@?[@1&1@5_ APPLRESILGY of the communciation connection and only
updatin ontrol information associated with the software

application hﬁpﬁ?ﬁ‘%ﬁémﬂe\‘%? g ggm\@a SMof 8t &inmaHichfsd zation for both

current and opening o nication connection. 2. The nethod

of claimi1l, ereint step aof .authorizing the opening of the
comuni RS '%?HE@PB@%G%8§%?'F98¥'C?T%E step of opening the comunication
connection for use by the software application.
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3. The method of claim1l1l, wherein the determ ning step conprises the step
of = retrieving connection control information associated wth the software
application. 4. The method of claim3, wherein the determ ning step further
conprises the step of conparing one or nore control criteria based on the
retrieved connection control information with one or nore request

paramet ers based upon the received connection request. 5. The nethod of
claim 3, ﬁhere he determ ning step further conprises the steps of
deternlﬁw @ Ed communi cation connection fromthe received
connection request and if the retrieved connection control information

conprises a ec of the de i cati.on _connec al | owabl e
comuni cfiti prfg‘_ '8%‘?1?1 c@nigling @ﬁé}ﬁn%cgpgro&%eﬁrbot? ﬁ%q‘n}%gai'ré%g?\{}éed%geonnect| on
request mathodfcomprising festepoof: control informati on associated with the

sof tware application det erm ni ng

step further @Swmpsaegoqq?gpog{%@sbfforaeq E%Q{P@é’m@ca&'gépﬁxgau S cat i on

connect i @di¢ eominbRicheedsriad; connection request and, if the retrieved
connection control |nfg mat i on the desjr

5 nF es a vﬁrﬁ?coiﬁ.o { |
communi cat i ondUBHHRRE;HINCAECEVRP §R B?(E B TERRRITPERIE o BN YO, t hen
det er m nihfegmbtiat adseeiateionittvitd softwarcippicatioafuest does not sati sfy

The met hod of FETsarmEta fraban e Mo relny el eidnetEh SR ng "

connect i With cteBt soltwaraf @Ipmiﬁaltlom agsragizat e them dp}entrige o: {0} :11 marmmmmahmrcatl on and
storing the received C% |on c nt.r ol ara#ﬁormati on. 8. The nethod of

cl ai m 7, SRGCHUPHESS AT A% C%t‘toé‘p authenticating the received
connection COtlﬂtth@lcohﬂémToﬁBﬂet]OéBt @esThet satishodomiectib@icontfol mfrtmtiort her
conpri si n&oma?ed wrﬁPthe SOI%'{\(?\I%I%I grgprlllgat%n, then providing an interface to a user of the
remote communicating device for receiving authorization for the opening of the
communciation connection and only updating the connection control information
associated with the software application if the received authorization indicates

authorization for both current and future opening of the communication connection.

2. The method of claim 1, wherein the step of authorizing the opening of the
communication connection comprises the step of opening the communication

connection for use by the software application.

3. The method of claim 1, wherein the determining step comprises the step of

refrieving connection control information associated with the software application.

4, The method of claim 3, wherein the determining step further comprises the
step of comparing one or more control criteria based on the retrieved connection
control information with one or more request parameters based upon the received

connection reguest.

5. The method of claim 3, wherein the determining step further comprises the
steps of determining a desired communication connection from the received
connection request and, if the retrieved connection control information comprises a
record of the desired communication connection as an allowable communication
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connection control information update associated with the software
application and wupdating the stored connection control information based
upon the received connection control information update. 10. The met hod of
claim1l1, wherein the connection control information is based upon the
software application at installation on the renote comunication device, a
connection type associated with the software application, one or nore
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connection control information associated with the software application and storing

the received connection control information.

8. The method of claim 7, and further comprising the step of authenticating the

received connection control information.

9. The method of claim 7, and further comprising the step of receiving a
connection control information update associated with the software application and
updating the stored connection control information based upon the received

connection control information update.

10. The method of claim 1,

wherein the connection control information is based upon the sofiware
application at installation on the remote communication device, a connection type
associated with the software application, one or more allowable connection types
associated with the software application, a source associated therewith or a
connection type associated therewith, one or more prohibited connection types
associated with the software application, a source associated therewith or a
connection type associated therewith, configuration information provided at
installation, manual association of connection control information associated with the
software application or combinations thereof;

wherein the connection request is a request for use of a physical transport
layer.
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14. The method of claim 13, wherein the communication connection allows
access to data froma conputer within a secured corporate conputer network.
15. The method of claim 13, and further conprising the step of receiving a
second connection request fromthe software application, wherein the second
connection request does not satisfy connection control information, and
denying authorization for opening a second communication connection in
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connection control information and further comprising the step of receiving data via

the communication connection for use by the software application.

14, The method of claim 13, wherein the communication connection allows

access to data from a computer within a secured corporate computer network.

15. The method of claim 13, and further comprising the step of receiving a
second connection request from the software application, wherein the second
connection request does not satisfy connection control information, and denying
authorization for opening' a second communication connection in response to the

received second connection request.

16. The method of claim 10 wherein the physical transport layer is a wireless
interface, a USB interface, an Infrared Data Association interface, a serial interface,
a paraltel interface, a PCMCIA interface, a PCl interface, or combinations thereof.

17. The method of claim 1, wherein the connection control information includes

one or more connection types associated with the software application.

18. The method of claim 17, wherein the connection types are an external

connection, an internal connection, or combinations thereof.

19. The method of claim 1, wherein the connection request is a request for use

of a physical transport layer.
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20. The method of claim 19, wherein the physical transport layer is a wireless
interface, a USB interface, an Infrared Data Association interface, a serial interface,
a parallel interface, a PCMCIA interface, a PCl interface, or combinations thereof.
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