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START

MAINTAIN A SET OF URL HOSTNAMES
BASED ON GROUPING CONDITIONS

>
\

ARE ALL CONDITIONS
MET OF A DELETION
POLICY APPLICABLE TO
THE HOSTNAME SET?

NO

A

ARE ANY URLs
ASSOCIATED WITH
HOSTNAMES IN THE SET
CURRENTLY BEING
ACCESSED?

YES

NO

N

DELETE DATA, SPECIFIED BY THE DELETION POLICY, THAT
ARE MAINTAINED BY THE WEB BROWSER IN ASSOCIATION
WITH URLs ASSOCIATED WITH THE HOSTNAMES IN THE SET
OF HOSTNAMES

FINISH

Fig. 1B
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START

USER-ASSOCIATED ENCRYPTION KEY IS PROVIDED BY A
COMPUTER SERVER TO A WEB BROWSER AFTER A USER
OF THE WEB BROWSER HAS BEEN AUTHENTICATED BY
THE COMPUTER SERVER

A 4

WEB BROWSER ENCRYPTS URL-ASSOCIATED DATA USING
A COMBINATION OF THE USER-ASSOCIATED ENCRYPTION
KEY AND A COMPUTER-PROVIDED ENCRYPTION KEY

A 4

WEB BROWSER DECRYPTS URL-ASSOCIATED DATA USING
THE COMBINED USER-ASSOCIATED/
COMPUTER-PROVIDED KEY

FINISH

Fig. 5



