4 JUL 2006 1 METHOD FOR THE GENERATI ON OF CHECKABLE FORGERY- PROOF
DOCUVENTS AND VALUE TRANSFER CENTER Description: The invention relates to a
met hod for the generation of forgery-proof docunments or data 4 Hictilds,
whereby key information is generated and encrypted checking information is
formed fromthe key information and froma transaction indicator. The
invention also relates to a value transfer center with an interface for

| oadi ng none- tary val ues. Nunerous nethods are known for generating
forgery-proof docunments and for checking them Famliar nethods are based

on the ge”eﬂﬂgﬁﬂﬂD ! i i i nfornmati on,
which are pro uced%‘?gﬂrﬁéﬁgﬁwgﬁéﬁt@mf(gﬁ(}g%%f'ﬁ}gg%gocurrent. A
di stinction has to DOCHMENTS ANEVALUHTERKNSFRR WENGRRt he writer has an
interest in their genuineness and those for which third parties have an

interest in their genuineness. If a third party has an interest in
docunents being forgery-proof, then it is a known pro- cedure to use a
so-cal l ed "cryptographi ¢ nodul e" for generating the docunent. Such known
cryptographi c nodul es are characterized in that they contain electronic
data w.thin themor that they process data that cannot be accessed or

mani pul AEEFRYSM t he outside. 4 JUL 2006 -2 A cryptographic nodul e can be
regarded as a secure, sealed unit in which security-rele-

The invention relates to a method for the generation of forgery-proof documents or data
records, whereby key information is generated and encrypted checking information is

formed from the key information and from a transaction indicator.

The invention also relates to a value transfer center with an interface for loading mone-

tary values.

Numerous methods are known for generating forgery-proof documents and for checking
them. Familiar methods are based on the generation of digital signatures or encrypted

checking information, which are produced within the scope of the generation of the

document.

A distinction has to be made between documents for which the writer has an interest in

their genuineness and those for which third parties have an interest in their genuineness.

If a third party has an interest in documents being forgery-proof, then it is a known pro-
cedure to use a so-called “cryptographic module” for generating the document. Such
known cryptographic modules are characterized in that they contain electronic data

within them or that they process data that cannot be accessed or manipulated from the

outside.



vant processes are carried out that cannot be mani pul ated fromthe outside.
A wor | dw de recognized standard for such cryptographic nodules is the
standard for cryptographic nodul es published under the designgit iiih FI PS
Pub 140 by the United States National Institute of Standards and
Technology - NIST. If a cryptographic nodule is used to generate
forgery-proof documents for which thipd parties have an interest in their
genui neness, then a custonmary inplenentation is that the cryptographic
nodul e is used to securely deposit cryptographic keys that serve within

t he nodu nd onl ere, to encrypt check val ues. For exanple, so-called
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so- cal | dfstivite vaS@nd&Ys akBNed@iblghe Ngyersed with the associated public key,
and in that encryptions that have been generated with the public key can

only be reversed with the associated private key. As their nane indicates,
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sighatures are a familiar approach. These signature cards, in the form of microprocessor

chip cards, also contain a cryptographic module precisely in this microprocessor chip.

As arule, one or more asymmetrical key pairs are deposited in such modules which are
characterized in that encryptions that have been generated with the so-called private key
can only be reversed with the associated public key, and in that encryptions that have
been generated with the public key can only be reversed with the associated private key.
~ As their name indicates, public keys are intended for public disclosure and widespread

dissemination, whereas private keys may not be handed out and, when used together




irreversible and unanbi guous and in that, for different data contents with
which the al- gorithmis supplied, different results are obpaL?ﬁthE each
case. The generation of a forgery-proof docunent in whose genui s third
parties have an interest, which is done by neans of a cryptographi c nodul e
contai ning asymmetrical keys and an algorithmto form check values, is
generally carried out in the follow ng. manner: first of all, using the
algorithmto formcheck values, a check value is forned that relates to
the docunent that is to be secured. Then a private key in the crypto-

raphi c i t.0,engrypt the check val ue. The conbi nati on of these
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private.ke%e. . Therefore, after the decryption, the recrpien
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t he receg?)vgyggg ie%faff%?ér%k §/lf,%£| 5 P énefiHPFﬁf’%s"taé?J, the recipi ent conpares
the check value he hinself has generated to the decrypted check val ue of

t he doc ntﬁro- dfuc r. If both check values match, then the docunent was
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manner: first of all, using the algorithm to form check values, a check value is formed

that relates to the document that is to be secured. Then a private key in the crypto-

graphic module is used to encrypt the check value. The combination of these two proc-

esses is referred to as the generation of a “digital signature”,

The checking of such a digital signature is normally carried out as follows: the recipient
receives the document and the encrypted check value. The recipient also needs — and
this is the objective of the invention described below — the public key of the document
producer and the recipient uses this public key to decrypt the check value that the
document producer has encrypted within the cryptographic module with his private key.
Therefore, after the decryption, the recipient has the unencrypted check value. Moreo-

ver, in the next step, the recipient applies the same algorithm in order to form a check




certification agency or "CA" and it is allocated to a certain cryptographic
nmodul e, or to a certain owner of the cryptographic nodul e.ljg_ Qs case,
the recipient of the docunent does not sinply accept the public key of the
docunent producer as a given but rather he 1ikew se ascertains whether it
bel ongs to the docunent producer by checking the digital signature of the
public key in the manner described abdwe. Wth this known nethod, the
probl em exists that, in order to check the genuineness of a docunent, it
is necessary to have information that is directly related to the docunent

roducery spof st he cryptographic modyle. In the typical
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possi bl signatugs efbe public key in the manner described above.

With this known method, the problem exists that, in order to check the genuineness of a
document, it is necessary to have information that is directly related to the document
producer’s use of keys by means of the cryptographic module. In the typical example
described above for generating digital signatures, this is the public key of the document
producer or of his cryptographic module, which has to be used for the checking proce-
dure. In the case of the signature of the public key by a certification agency, the entire
set comprising the public key, the identification of the user of this key and the digital

signature of the certification agency is designated as the “key certificate™.




the public key or the key certificate of the document producer to the
docunent that is to -be secured. Another possibility is to deposit the
public key at the checking station and to access it as the need ari ses.
The known nethods, however, are associated w th drawbackst M tZ8l6hi ng t he
key or the key certificate is disadvantageous if the size of the docunent
has to be kept as small as possible ggd if an attached key woul d
excessively enlarge the data record that is to be printed, transmitted or
processed. Depositing a public key at the checking station is especially

di sadvant ageous if access to keys deposited at the checking station is not
possi bl el oy i rRchispspblem can be iflistrsted syitlf refererex aomm exaniple aafiflont: ia very

| arge n I evs ich woyl d. haye to accessed wthin a very
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di sadvant dgdey cedtificate ofeid@@Buent fodu@eBES] Inhic thsdall fig/Qggd in this
applicant’, grman aatent _spgci?iﬂggtlilonaﬁf%%%wg%gégglcééé?gég%srfgi)-g ate a
secr et F‘ﬁaéb guring &‘erﬁbéalpég preredpeendf, @s is hestemanye todumysithof differdnt
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subsequently encrypt the secret together with information on the rdentity
of the tnment producer in such a way that only a checking station can
carry out a decryption, in order to then transmt the secret to a docunent
producer. Wth this nethod, the docunent producer enters his own data into

the seclhéreprensdiohewaysiommdey theirbuickaient Gat e SAbIYKdy BT (HOGOETRIRLt prooducer
hi msel f .is %r@ver s‘jfaﬂl ¥ Q(l’]?,ked to the secret byr méans of the security
modul e SHE AR AvaHable during the pheskingepreadyres hhus tibi. possible to attach

the public key or the key certificate of the document producer to the document that is to

‘be secured. Another possibility is to deposit the public key at the checking station and to

access it as the need arises.
The known methods, however, are associated with drawbacks.

Attaching the key or the key certificate is disadvantageous if the size of the document

has to be kept as small as possible and if an attached key would excessively enlarge the

data record that is to be printed, transmitted or processed.

Depositing a public key at the checking station is especially disadvantageous if access
to keys deposited at the checking station is not possible for practical or time reasons, for

example, in case of a very large number of stored keys which would have to be accessed

within a very short period of time.



This known nmethod is characterized in that the docunent that is transmtted
to a check- ing station is fornmed fromthe result of the irreversible

l'i nking of the secret to the data entered by. the docunment producer, from
the data.entered by the document producer hinself and frényt hggencrypted
information of the certification agency. This known nethod is especially
suitable for generating and checking.forgery-proof postage stanps of a
postal service provider. Such postagea'stanps are generated by cus- tomers
of a postal service provider using a personal cryptographic nodule and they
are ap%ioga% gnt\p t he @gi ng_;?ece .as_a machi ne-readabl e barcode. The

machi ne-t 8adab] &V PBEFRe L3 dsadyantages yithiarnetbod dfithis sanerie taegit
consequéndikdleseldtin @€ I . of .4 6. - 5b the public key
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i ndi ci ugg 4 ' din encrypted form froma |oading station to a
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post ageddongfitiving in Shder 16 Shét0 Ban 26k Gy ' sh val ue.that.is formed
fromthe i, hng data and fromt he_%%‘%?pn{aoﬁégﬁcﬁgﬁ p\f&éu‘ief'gﬁ}é&ﬁ t:hfsed ‘and
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it is pneansdétheweturitpmdidgletal whieEbRithd Rcret cannot be reconstructed.

This known method is characterized in that the document that is transmitted to a check-
ing station is formed from the result of the irreversible linking of the secret to the data
entered by the document producer, from the data entered by the document producer

himself and from the encrypted information of the certification agency.

This known method is especially suitable for generating and checking forgery-proof
postage stamps of a postal service provider. Such postage stamps are generated by cus-
tomers of a postal service provider using a personal cryptographic module and they are
applied onto the mailpiece as a machine-readable barcode. The machine-readable bar-

code has only a very limited data scope and consequently, it does not allow the entry of




The applicant's German Prelimnary Published Application DE 100 20 566 Al
de- scribes a nethod of the sane type in which custoners can | oad val ue
amounts froma value transfer center and said val ue anDyQL@ gﬁﬁ be
consunmed in order to print out digi- tal postage indicia. F ,in
particular, a custonmer systemtransmts a random nunber to the val ue
transfer center and the latter encrypdis. the random nunber with a
symmetrical key and sends it back to the custoner system 4 JUL 2006 - 5c
The postage indicia is generated in the sanme nmanner as described in German

Prelim - - Ruhl i shed | i ion DE 100 20 402, whereby in particular,

t he encrﬂﬁ:?%%lcrg%O%@I%CH%B@F'C@(&WOH%)fjub‘égdb%ﬁvpalbd lettergproduidtionethter . The

i nvent i aligiiabpbasRcstaipd e QDb ¢Ld ing the generation of

f or gery- pr 00f docgﬂrrg%t s ie.n.§gg%d&é&ﬁdg{/he?iﬁ%fmt@g@avﬁ% %P?floé‘d;}éme,

i ndependeffessit ofipihichithe possibility af howssitxes de@bast B@lt&ihﬁ@tljeg{agpmaﬁﬂnlﬂy_ reliable

cont act ; i . {: docunent producer. According to the invention, this
obj ecti \lllgltll&;sfpglgh?g%'esd?%e‘gsﬁﬂ? PHOBor di ng to Claim1. According to the
invention, this objective is |likew se achieved by a value transfer center
accordi zgrﬁtg (ﬁj aim 23: An advant ageous refinenment of the nethod and of the
val ue t AaRehed frgnewdingmaailpieses whth jostike imdisie s lafownRorB YR AHIRARES Cl ai ns.

The i nvegtd, gl y;-pravi des that the generation of the random key
i nf or mat i onﬁg%[%ﬁ&?‘gde&fﬁ 8¥lrlra eugdﬁpg‘r“a?%b&&% A heWMiththisi métbodyeini on from
t he keyformhtonrtitat ssrvestd denenite & BBsthsANSBGH, Lag; r.are carried out in
a crypt raHhi(faI I%/i,rel i abl e co%t ac% st at @gg?@ﬁﬂﬁ@g@% F’ﬁcéyptegfom
crypt ogﬁg’Bﬁ’i 0at1ng statien (a0 etypisnmadule of atcustomensysient snd then k&@Ves t9eenmaL i ON,
and in i ) d . ng. i.nformation and the encrypted ke
Cnf or m?r?tgﬁygé{rag 5?% A Sl%ﬁﬂ&i{c?a. 'Iﬁ@ 58§ageg1ndlclum contains a hash value that isyftr))rmed Y

from the mailing data and from the information that was transmitted and stored tempo- -

rarily in the crypto-module and also contains a “Crypto-String” encrypted in this infor-
mation that can only be decrypted in a mail center during the checking of the postage

indicium, after which it is provided with a digital signature.

The applicant’s German Preliminary Published Application DE 100 20 566 A1 de-

scribes a method of the same type in which customers can load value amounts from a
~ value transfer center and said value amounts can be consumed in order to print out digi-

tal postage indicia. Here, in particular, a customer system transmits a random number to

the value transfer center and the latter encrypts the random number with a symmetrical
key and sends it back to the customer system.




ted by the cryptographically reliable contact station to an internedi ate
station, in that the internediate station tenporarily stores the encrypted
key information and the encrypted 4 JUL 2006 -5d checking information and
transmits it to a cryptographi c nodul e of a docunent pro- duger |ater on

at a different point in tinme fromthe transfer betmeen*théubﬁﬁ%tographi-
cally reliable contact station and the internediate station. Therefore, the
i nvention provides that the cryptographic nodule, also if it is supplied
via an internedi ate station, for exanple, via conmunication partners that
are not reli- able_in_the cryptographic sense - is provided with two types
of dat a,Thgmestage Wdicin is generpgdnin the saie noanypt agdaplibed 0GR WdllGi-t he ot her

is atta . ent b, the jnformation remaining in the
crypt 09?12 hlﬁcqurrlfol%ﬁﬁgi} lﬁéérgl‘égé)oE ﬁ@ségéﬁ?ewgﬁ‘@hﬂb‘w%ﬁ‘ﬂlaf’iﬂﬂﬁ %Q%Rtpgfﬁfby means
of a cheoin nualtise canshiybederypttdmh 4 RhQCBREI On i ncorporated into the

docunent, within the scope of a check of the genui neness of the docunent in
a checking station, serves to substantiate that the docunent has been

secured : Cr VY pLogr.aphi.c dule. 4 JUL 2006 WO 03/ 079609

PCT/ DEO g? %676 B_al-l gé ]F%Sfaeg?)rlll v{la% tolbin R rﬂﬁc ﬁ“ggvén% ﬁ’r‘?&e&ﬁ’?‘tlﬁﬂ \Pg APLESEEPIoRt makes it
possi bl dodumepesiarsatiea ivay gek jtcap be @brriRdGURIAL Sentiéht 3£ UHED goﬁmfcrati&li .
appllcablon cases, especially in those cases where no direct connection

exi sts eichaPtorsaRIvealY Toliablr eantach latiomandrthe dedinent protlacet. st a- ti on.
For exanple, in this manner, forgery-proof docunents can be generated

w thout the use of conputers and/or a data connection to the reliable
cont act Aseaadingrto the invention, this objective is achieved by a method according to Claim 1.

According to the invention, this objective is likewise achieved by a value transfer center

according to Claim 23.

An advantageous refinement of the method and of the value transfer center are the sub-

ject matter of the subordinate claims.

The invention especially provides that the generation of the random key information and
the formation of the encrypted checking information from the key information and from
the transaction indicator are carried out in a cryptographically reliable contact station, in
that the cryptographically reliable contact station encrypts the key information, and in
that the encrypted checking information and the encrypted key information are transmit-
ted by the cryptographically reliable contact station to an intermediate station, in that the

' intermgdiate station temporarily stores the encrypted key information and the encrypted




As a matter of principle, it is possible to select the key information
according to a pre- scribed pattern. However, this facilitates
cryptographi ¢ decrypting attacks (enignma problem. It is especially
advant ageous for the key information to be fornmed by bei hg/U§elBlr at ed
random y al though the invention can be carried out with a predefinable set
of key information. The random generdt-i on of the key information is
especi al |y advantageous since this nakes it possible to avoid having to
store large volunes of key information. 4 JUL 2006 WD 03/ 079609
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sever al CadyEliable sgatact stafioniand thedptermedigigrstasiont he crypt ogr aphi ¢ nodul e,
especi ally a docunent producer, "canobtain a confirmation of having
received information fromthe reliable contact sta- tion, especially

~ nonet ar yThezefore, ihnfimelﬁbhmﬂoxdd@a&l@dthbsér}tﬂlg%rbﬁﬁib RIS ALt iS Eﬁ%ﬁi@&'-

Moreover, in, this fashion, the cryptographic nodul e can use t received

key i nf Jia Infqrpisdias; station, i ¢, it pypmiuDication partfees thedaraset ofi-t he key
i nf or matypR_NL ise E9bt hEN 1k docupent ducer'.s . .' own data.
Advant ageousl y, !?Rg%%?cun%%%@pksgﬁggfedfﬁgﬁgbﬁo CYPH gip‘%%h Q5o vehich 16e
crypt ogmzsiio thempiptbgraphic eficiutiviildthe athed ik AEBRRA0 MR BRHmeMWESEEFT 8l | Y
preferr %:I .gfbod{.rrent of. the invention is characterized in that thHe data
¢ information remaining in the cryptographic module is used to secure the document .

information by means of a check value and whereby the information incorporated into

the document, within the scope of a check of the genuineness of the document in a

checking station, serves to substantiate that the document has been secured by means of

the cryptographic module.



entered by the docunent producer is irreversibly linked to the key
informati on by nmeans of the cryptographic nodule. Here, it is especially
advant ageous for the data entered by the docunent producer gmg U@he
decrypted key information to be irreversibly linked in t hat J ey
information is wused to forma check value for the docunent. Moreover, it
IS espedV@doyssdglvant ageous for the result of the irrever sidisobogikd ng of
the .data entered by the docunent pr.gducer with the decrypted key
information to forma docunent and/or a data record that is transmtted to
a checking station. It has al so proven to be advantageous for the docunent
transmtted to the checking sta- tion to contain the docunent producer's
own data at |east partially in plain text. 4 JUL 2006 WD 03/ 079609

PCT/ DEO3/ 00760 -8 For this purpose, it is especially advantageous for the
encrypted checking information to be entered into the docunent that is
transmtted to the checking station. It is advantageous for the information
remai ning in the cryptographic nodule to be encrypted in such a way that
it can be decrypted in the cryptographic nodule and for the information
remaining in the cryptographic nodule to be a value that is difficult or

i npossible to predict. It is especially advantageous for the supply of the
cryptographi ¢ nodule via comrunication partners that are cryptographically
not reliable to be carried out in such a way that an exchange of
information within a dialog is not necessary. It is |likew se a speci al
advant age that the supply of the cryptographic nodule via comunication
partners that are cryptographically non-reliable is carried out in such a

The i'nvention' comprises numerous advantages. It makes it possible to generate forgery-
“proof documents in a large number of application cases, especially in those cases where
no direct connection exists between the document producer and the reliable contact sta-
tion. For example, in this manner, forgery-proof documents can be generated without

the use of computers and/or a data connection to the reliable contact station.

As a matter of principle, it is possible to select the key information according to a pre-

scribed pattern. However, this facilitates cryptographic decrypting attacks (enigma

problem).

It is especially advantageous for the key information to be formed by being generated
randomly although the invention can be carried out with a predefinable set of key
information. The random generation of the key information is especially advantageous

since this makes it possible to avoid having to store large volumes of key information.



way that the information is forwarded to the cryptographic nodule at a
different point in tinme. It has proven to be inportant and advant ageous
for the supply of the cryptographic nodule, also in case QUH?Zﬁprly vi a
comuni cation partners that are cryptographically not reliable, to be
carriedvaHh3Q§(§ reliable station whose information can be relied on by

t he checki é %3t i on. Here, in order for a reliable statiB@I/PEISHPTOI de
reliable information for the cryptographic nodule, it is advantageous to
use cryptographi c encryptions that the checking station can reverse. An
advant ageous refinenent of the nmethod provides for it to be carried out in

such a v ot I k raphical,ly linked to each
ot her, but gan.ngttégiaa‘)giiitsa g@gsffggﬁxg%ﬂ%@gﬁegq(g lcr{/r%%?p&ﬂ%g/gﬁ?mqp@ L 2006 WO
03/ 0796@beokiip/ IDEABIAGOY GObe eénflsmeed i sich urvm?:smat it barlh@EbOESYARed B A8 AN

advant aﬂrﬁ thgt tt}g.crypt ographic linking of the two types of data is such
that nofi™t HC §99% | ons are added that are known only to the reliable
contact- station and to the checking station. Advantageously, the nethod is
carried out in such a way that the generated forgery- proof docunents or
dat a r edodestyptionofithe keynefoamstionsbyutheicafograptio modhle eh&ild Swanl agegus for the

nonet arzi2 vallugP.i nf or mat i Oﬂ to be cryptographically connected to the
docurment®8EE Y EVS VAL APHET Phthe seyptagraplic mpdule; esneeially walogementprashicerpr ned by
conpari“agl@mnwhﬁhyﬁm%ﬁ'g \ d unment .or _data record.
Furthernore, i't is advantageou I%%@%%@%%’ﬁ%%g??%ggﬁeﬁﬂ?b&? SQ'ﬂ’Eﬁttis@ﬁ to
cont ai nipR.Rspediplly monetary value information created by the reliable contact station.

Moreover, in this fashion, the cryptographic module can use the received key informa-

tion for a subsequent encryption.

A preferred use of the key information is for the encryption of the document producer’s
‘own data.

Advantageously, the document producer suppliés his own data to the crypfograplﬁc
module, preferably by an automated method.

An especially preferred embodiment of the invention is characterized in that the data

entered by the document producer is irreversibly linked to the key information by means

of the cryptographic module.

Here, it is especially advantageous for the data entered by the document producer and
the decrypted key information to be irreversibly linked in that the key information is

used to form a check value for the document.

Moreover, it is especially advantageous for the result of the irreversible linking of the
data entered by the document producer with the decrypted key information to form a

document and/or a data record that is transmitted to a checking station.

It has also proven to be advantageous for the document transmitted to the checking sta-

tion to contain the document producer’s own data at least partially in plain text.




~ the paynment of postage anmpbunts. Another advantage is for the nonetary val ue
I nformati on that proves the paynent of postage anmobunts to be linked to

identification data of the docunent producer. Moreover, it LiﬁJLLYg ful for
the proof of the paynent of a postage anobunt to be linked to "address data.

A very inaortant area of application for the invention is the generation of
post age WAMAa. In this essential application case, vadmmesiewer nedi at e

stations can be used. For exanple, 8value transfer center of a franking
machi ne manuf acturer can be used as the internediate station. Another
subject matter of the invention is a value transfer center with an
interface for |oading nonetary values. In the applicable refinenment of the
i nvention, the value trans- fer center advantageously functions as an

| nt er { abor thi puepaeVie isnpéciallyafvMb RIS krifio Blordted SUDLALIARRMABRLY el 18l €
contact statiqgn and to tenporarily store tehe recel ve ncrypate

i nf or maPf gpiered infpythexinsgmens thayis resooittet T thEoRscRDZ6MiILion10 1t | s advant ageous
for the information to be encrypted in such a way that it cannot be
decrypted in the value transfer center. Furthernore, it is advantageous for

it to chrisaidnamtegdoas for the dafirmbich YathMRide ANRE Shypidaplae Ifodale ffpd €ast one

cryptographic nodul e and for forwarding the rec encrypted 1 nformation
at a di $REYRIgH 1059k way that ifecan be deerypted di thel cyptamiashit mgéulsand orleyve a

Crypt ogf, 218 . rating, forgery- proof docunments . w.th nmeans to
i ssue -encryp#lggqgﬁé%gggl @%&@pﬁgﬁaﬁw .gg'ﬂgé‘hBEI?"alue that Is difficult or o

impossible to predict.

I.t is especially advantageous for the supply of the cryptographic module via
communication partners that are cryptographically not reliable to be carried out in such

* a way that an exchange of information within a dialog is not necessary.

It is likewise a special advantage that the supply of the cryptographic module via
‘communication partners that are cryptographically non-reliable is carried out in such a
way that the information is forwarded to the cryptographic module at a different point in

time.

It has proven to be important and advantageous for the supply of the cryptographic
module, also in case of a supply via communication partners that are cryptographically
not reliable, to be carried out by a reliable station whose information can be relied on by

the checking station.

- Here, in order for a reliable station to provide reliable information for the cryptographic
module, it is advantageous to use cryptographic encryptions that the checking station

can reverse,

An advantageous refinement of the method provides for it to be carried out in such a
way that the two types of data} are cryptographically linked to each other, but cannot be

discovered by means of crypto-analysis.




val ue. An advant ageous enbodi nent provi des that the cryptographic nodul e
contains at |least one neans for receiving and decrypting key information
and at | east one neans for receiving a docunent or a data record, and that
the cryptographic. nmodul e has at |east one means to form a -chdbk I ue for
t he docunent or for the data record. Additional advantages, speci al

f eat ur eswanslosoacti cal refinenments of the invention ensue
subordinate clainms and fromthe presggtation bel ow of pre]f]%n;rdr’)gg%‘e)ﬁodi ment s
maki ng reference to the drawi ngs. The draw ngs show the follow ng: Figure
1- the basic principle of a known cryptographic method, Figure 2 - a
schematic diiagram for a schematic representation of a generation accord-
ing to tieethinpwipese i hes pavghtebe posluguageifibicthe canptbgFaphiv knkdng ofthschemat i ¢

represe ' f chall r.ef erred. proces teps for generat- ing

f or ger ylil%?g%% Q8@éﬁﬁéﬁ%cmha‘%ﬁ@%%ﬁm%@ﬁmﬁﬁ wtpthe11 | n
order t aclizbhd covieact fthtonQfIL6 tHeheclGhE HaRoRat ent speci fication DE 100 20 563
C2 dis- closes a nmethod for generating ?orgery-proof docunents in which

there is no need to use information fromthe cryptographic nodul e of the
docunent i B.order .to carry out the checking procedure. I|nstead,
this rreﬁ]d(g’g&lg g&qglglg)éE}] eolﬁg@ﬂg iy garfied joyt l%s\‘%h%ié}'ﬁ}’ q‘ﬂ}rfg"e genesated foRggryrn t he

cr ypt ogprpifidooutisiel 6 dafa iohd et RonckRe VLSRG allGhN0d W Lh Tts three

i nvol ved parties (1. docunent producer w cryptographi ¢ nodul e, 2.
checking station and 3. reliable contact station) is shown in the

acconmpagyl A ahtgbs f&r the monetary value information to be cryptographically connected
to the document or data record in such a way that a check value can be formed by

comparing the monetary value information to the document or data record.

Furthermore, it is advantageous for the monetary value information to contain proof of

the payment of postage amounts.

Another advantage is for the monetary value information that proves the payment of |

postage amounts to be linked to identification data of the document producer.

Moreover, it is useful for the proof of the payment of a postage amount to be linked to
address data.

A very important area of application for the invention is the generation of postage indi-
- cia. In this essential application case, various intermediate stations can be used. For
example, a value transfer center of a franking machine manufacturer can be used as the

intermediate station.

Another subject matter of the invention is a value transfer center with an interface for
loading monetary values. In the applicable refinement of the invention, the value trans-
fer center advantageously functions as an interface to receive encrypted information of a
cryptographically reliable contact station and to temporarily store the received

encrypted information.




The nunbers given in the text belowrelate to the steps of the nmethod shown
in Figure 1. In Figure 1, in the cryptographic nodul e of the docunent
producer, a random nunber is generated and stored (1) whi pQ Jr%% 2006
transmtted, together with the identity or identification n er of the
docunent producer or of the cryptographic nodule to a reliable station (3)
in encrwpbesibewom (2). This reliable station decrypts thepd@peaimsynber and
the identification nunber (4), checkg.the legitimcy of the request (5)
and then encrypts the random nunber and a newy fornmed transaction
indicator-in such a way that only the checking station is capable of
reversing this encryption (6). The random nunber encrypted in this nmanner
and the I?lsa’fﬁgﬁé@ge@ﬁs fardhe aformatian todwt ensgypited in suble adwayutirenit cagobleicer (7).
When th £ ropf .docunents are generated | ater on, the docunent

pr oducer%e{rﬁétggélyn?‘grvgﬁfﬁrgnég‘éﬁr‘?é% to be secured into the cryptographic
nodul e (8). There, using the docunent plain text and the random nunber
that is still stored, a check value is formed (9). Now, the docunent in

pl ai n t &xthenmpse,difds gdcantngeansi b ih torisontaint maarsnior rextiting vakiertednisteb| e

station ncrypted transacti i ndi cat or as |1 as.the checking
h or et BF st iR ESploePBRR Thodie i tof Btarrathe e R TR £ o 1 ho
checki ngnfsinddtiofiat 4 dHlerert Poinl®r #AECKI Ng station, after a rough check of the

docunent structure (11), the genuineness is ascertained by decrypting the
random nunber and the transaction indicator that had been encrypted in the

reliabl stat +.Subse- quently, Jike in the cryptographic
rodu e oS ERATAR AR ne B3 ShtaBhin Siaienfor gpiiafing BYERG e
random prosfeloctiaits veish meahs be @tue @ty ptedtohedkinf 8aformalise ah® af ebled  (13).
This check value is finally conpared to the check value transmtted by the
docunen¥@Bg-oducer (14). 1f they match, then it is ensured that the docunent
has been generated using a specific cryptographic nodul e since the
requi site random nunber is 4 JUL 2006

o An advantageous embodiment provides that the cryptographic module contains at least

L

- one means for receiving and decrypting key information and at least one means for
receiving a document or a data record, and that the cryptographic module has at least

one means to form a check value for the document or for the data record.

- Additional advantages, special features and practical refinements of the invention ensue
from the subordinate claims and from the presentation below of preferred embodiments
making reference to the drawings.

The drawings show the following:

Figure 1 — the basic principle of a known cryptographic method,

Figure 2 — a schematic diagram for a schematic representation of a generation accord-

ing to the invention of digital postage indicia and

Figure 3 — a schematic representation of especially preferred process steps for generat-

ing forgery-proof documents.



WO 03/ 079609 PCT/ DE0O3/00760 -12 only present there and this nodul e has
exchanged information with the reliable contact station in a
cryptographically secure nmanner. Since, on the one hand, a specific

crypt ographi ¢ nodul e was used and, on the other hand, the eddcilfal ue

mat ches, the identity of the docunent producer as well as the genui neness
of the are ensured. The described nethod is used | i fied
forn1byq?ﬁgg%gﬂ?sche Post for the pquuc- tion of InterrmﬁcﬁdagﬁQgggstanps
under the designation "PC franking".” 'I'n summary, it is characterized in

t hat the genui neness of the docunments can be checked w thout the use of
~key information that is inherent to the cryptographic nodule. Instead, the
checki ngn ofdedtté B¢hiew thisSobijébtiva Gerdlan gt ABddiMibA DB 800 24 56PES gont act
station. According to the invention, ‘a nethod is created for the generation
of di gi pmses@maﬂvéatf@r geaprating fagerpqoeefglochments amwhieh teere isaw need tonist hout

direct ¢ n.acr oqr aphi - .cal reliable contact station and
the cr y%&é%‘?%% nlbtgct’r\ﬁﬁ U IZP%#_%IC%B%% af ﬁ‘ﬁr‘iﬁ%ﬁ@%‘?" pr?éqcﬁblntq{ eréPfBF?S_gr aphi c
modul e. oft theash@bkinh Preiaarea lhsiind this RERRE WRIRLE oAk ARt that 8G@RGEmI S by no
nmeans limted to the t%1%nerat|on of postage indicia, or rather to

mai | pi e8uEber viosaed W the pyrtoagphicrpdile of théeustiemerofTht tpeecisesimethbdd net hod
and devj features in.a nethod,for nerating.digital osta indiciais
an es peg\%i %’l '{t%/&'ﬁ?eefrgp ngﬂ pgﬁegmf hé%‘f“n?fgl tpﬁ%&cmg’ﬁgic .togﬂBﬁcéﬁo‘gﬁ&ggi ment
Wil becheckingsaibnbel Gnrelable coffa6f Raoh) iOsHoWAUA the2acediifa ghieC). model or
the function of the new digital postage indicia is depicted in Figure 2

and desdps Bwabers giien in thepext beloporelatetol the diepsjofthe methed shiven incBigutetle
specification center of the operator and :

In Figure 1, in the cryptographic module of the document producer, a random number is
generated and stored (1) which is transmitted, together with the identity or identification
number of the document producer or of the cryptographic module to a reliable station
(3) in encrypted form (2). This reliable station decrypts the random number and the
identification number (4), checks the legitimacy of the request (5) and then encrypts the
random number and a newly formed fransaction indicator in such é way that only the
checking station is capable of reversing this encryption (6). The random number
encrypted in this manner and the transaction indicator are sent back to the document
producer (7). When the forgery-proof documents are generated later on, the document
producer then enters the document to be secured into the cryptographic module (8).
There, using the document plain text and the random number that is still stored, a check
value is formed (9). Now, the document in plain text, the encrypted random number
transmitted by the reliable station and the encrypted transaction indicator as well as the
checking information generated in the cryptographic module are transmitted to the
checking station (10). In the checking station, after a rough check of the document
structure (11), the genuineness is ascertained by decrypting the random number and the
transaction indicator that had been encrypted in the reliable contact station (12). Subse-
quently, like in the cryptographic module of the document producer, using the document
plain text and the random number that has just been decrypted, a check value is formed
(13). This check value is finally compared to the check value transmitted by the
document producer (14). If they match, then it is ensured that the document has been

generated using a specific cryptographic module since the requisite random number is



the digital franking nmachine of the custoner, the postal service provider
electroni- cally supplies the operator with machine-related information to
be supplied to the digital franking machines in the, future. This
i nformation conprises, anong other 4 JUL 2006 WD 03/ 079609 PGQUL 53/ 00760
-13 things, key information for use in the machine as well as a so-called
"valldlg%5%¥ that is used for the later checking in the mail center as
Urhation on the credit status of the customerPCEREGLIEP this
information are encrypted in such al y that they can only be decrypted
within the franking machine. 2. Between the digital franking machi ne of
the custoner and the |ong-distance dialed specification center of the

manuf acotlyepreseat SRACAI Bl hedulé H@sdéﬁﬁarigGQQEﬂ)%ﬁm?nSwﬁﬁ‘ the 1%119[?6 factt th the

obj ective of .increasing the avail abl e postage value 1n the I ng
machi ne StafignRinge Pmﬁogréampai@' pcmednmmert Emca;aoimtheonellah&da|spéc:iﬁmat i on

b t t tted t
ot put SEPBataiE od ¥ bsdF anS o iecorhpr bndh g Gheeivibe PaESaP oadi ng
pr oceduidentity vhilehdddigndn® Ip%dﬁ%&l‘ Qé‘weﬁpa{soﬁieg%é&lug%géﬂeofptﬂ@ td%éurﬁ@r% Vg e

provider) is transmtted t he machi ne carrie regul arly,
within €eedn tol erances, for exanpl e, once within a predefin- able tine
interval of, for exanple, once per nonth. If no new specifications are to
be | oaded, a conmunication procedure to this effect should be carried out

once pefThe destibeicwRANs Lk iHaARKLAGd THEDD ﬁaealﬁeluééﬂle POREG! iHeGRbARY cent er

during mhlch the information provided by he postal service- prOV|der S
t r ansf eHPR Al Interpefcpastagn istaanps under the wnsignationi ‘AC frenkiegh In Remmpryg itfis cat i on

center angddeeqi9utaknd ée%ﬂhleﬂ‘%s of the documents can be checked without the use
of key information that is inherent to the cryptographic module. Instead, the checking

station relies in part on information from a reliable contact station.

- According to the invention, a method is created for the generation of digital documents
and data records that can be carried out w1thout direct contact between a cryptographi-

cally reliable contact station and the cryptographic module, or a document producer

using the cryptographic module.

Although the generation of the documents and data records is by no means limited to
the generation of postage indicia, or rather to mailpieces provided with postage indicia,
the use of the described method and device features in a method for generating digital

- postage indicia is an especially preferred embodiment of the invention.
Such an embodiment will be presented below with reference to F igure 2.

The schematic model or the function of the new digital postage indicia is depicted in

Figure 2 and described below:

1. Prior to the loading procedure between the specification center of the operator and
the digital franking machine of the customer, the postal service provider electroni-
cally supplies the operator with machine-related information to be supplied to the

digital franking machines in the future. This information comprises, among other




machi ne has to be secured in an appropriate and verifiable manner. 3.
Subsequent to the specification |oading procedure (Step 1), a secure

el ectronic conmuni cation pertaining to the purchase of a certain postage
anount for a cus- tomer takes place between the specificatupﬂnpmaﬁer of the
operator and the Postage Point of the postal service provider, I ch

serves agolspokRl | abl e contact station. In this data trapgﬂoﬁ@ié@?ﬁo
ce

i nvoi cing and usage information is trgnsmtted to the pos

provider. Since, for the next |oading procedure, the above-nentioned provi-
sion of information can be carried out well ahead of tinme, it is possible -
but not necessary - to conbine Steps 3 and 1, so that Step 3 of the

j ust - conpl dtirgh, | badiinfpriptione fos @€ Oinnghélanadtihd a3t QRIIL a5 0F dobaIreaxt
| oadi ng pl‘Q\gégiJrS. .4 . JUL 2006 WO 03/079609 PCT/ DEO3/ 00760 -14 4. The
post al ser v ¥EIPHIRE that sused der theelatarnheelking i thecmhi} cogtenas welltasc bank

with- dra : S rchased fromthe cteliahle contact
station, }tl\ﬁllgox%%gl? glt.@gg& P(E)L?'ﬁﬁ Sg%m%] %tg t%%scf'lg}f)mgér%ﬁr%eoéﬁﬁm grmation are
Fundanent a¢ricyyptedén |seeld @dwdy ghitathef rafkonly vEREddTIReE IR thS BdnkiPgPr | Nt
valid digi- tal postage indicia until the credit 'balance is used up. The

digital fr’&ﬂ‘m"ﬁ’g inmprints contain a two-dinensional nmatrix code
(2D barcode) conprising additional data that, anong other things, as
described in Step 1, was given to the postal service provider ahead of

ti me an@. tBetweers thesdiglitdl frankingnmbdhigest B cuStombesid theontaliis@héd/diald
Mai | pi eces wi.t.h digital franking inprints can be nailed via the nodalities

f
mede  avai PEBFEHRP Ganierf dheamanelagivess, pspraifiation Jewdiug pracsdursiapt-e,
mai | boxes, rigiasdt vaf ihe %bj&fi%‘&p&léreasing the available postage value in the franking

machine. During this loading procedure, the machine-related information (previ-
ously provided by the Deutsche Post) is transmitted to a manipulation-proof area of
the digital franking machine. Such a loading procedure in which the information
(provided by the postal service provider) is transmitted to the machine, should be
carried out regularly, within certain tolerances, for example, once within a predefin-
able time interval of, for example, once pef month. If no new speciﬁcatidns are to be
loaded, a communication procedure to this effect should be carried out once per
month between the franking machine and the specification center during which the
information provided by the postal service provider is transferred to the machine.
The communication between the specification center and the digital franking

- machine has to be secured in an appropriate and verifiable manner.

3. Subsequent to the specification loading procedure (Step 1), a secure electronic
communication pertaining to the purchase of a certain postage amount for a cus-
fomer takes place between the specification center of the operator and the Postage
Point of the postal service provider, which serves as the reliable contact station. In
this data transmission, invoicing and usage information is transmitted to the postal
service providér. Since, for the next loading procedure, the above-mentioned provi-
sion of information can be carried out well ahead of time, it is possible — but not
necessary — to combine Steps 3 and 1, so that Step 3 of the just-completed loading

procedure coincides with Step 1 for the next loading procedure.




7. Milpieces bearing digital franking inprints are conveyed by the postal
service pro- vider after the validity has been checked. 8. I'n a conparison
procedure, | oaded postage val ues of the custoner can be checked agai nst

t he postage values read-in at the mail center. Regarding thgbhmf@mpation
that, as described in Step 1 above, is provided ahead of ti .by the

Deut schewBaslochdnere are two conponents that are of i”porEEEﬁﬁm& 7&pe sense
of the present invention, namely, fi{gt of all, the key infornmation nkey
for use in the machine and secondly, so-called checking information VS.
The Postage Point of the postal service provider that serves as the
reliabl e communi cation partner encrypts the key information nkey in such a
way t hat4.a The postpl seovicé provitey irpofres Meectistonidielindeity By batombii®Barkl With- ar ea of

t he digital, franki machi ne (cr ographi ¢ nodul e). The alread encrypt ed
checking i ﬂfaéﬁaﬁg itg%p‘?ﬁéagfaﬁm%'é‘t P@h@%@#ﬁmﬁe@ebw eqmdank slato ¢ or to

the crypt gg.;rpcgm(gtﬁpgd,gtﬁ sWividdotviay further transportation encryption.
The encryption of the key infdrmation nkey means that a decryption is only

possible in the cryptographic nodule of the franking machi ne, but not on
the non-geliabl e ni.cafion .royte. 4 JUL 2006 WO 03/079609

PCT/ DEO -og‘%gme-n%@% lﬂ?qteﬂéi?wg ﬁéﬂlﬂp& anaghingcpp he ppeddfe maind vukidydigi-

f or gery- pr g@hostRsa RS wibif so B ARALG. FROML S thak TS Supnl i ed
external |y wpa. e 12 Wt ?gﬂe?{et%?ga%g%%mﬁgggﬁéf%t(?igb?llfpyajﬁqlnﬁIE‘rpr e 3 1.
In a firstcettap,a weydiménsiomt matrix sodpe(@D-bheddd)rcomprBiiggiddtigantdaat station

“that, in actual pragtice, is enbadied the Postage Point of the postal
service pr f’(fgf‘qn%j‘%ﬁ? t%i%gi’ %g‘fﬁcﬂ‘g?‘fghg{e&t brwasegiyes ta therpastal seviegck val ue
‘in_the crypooidesiivag ofBfélafd tHabistised in the mail center to check the validity. -

6. Mailpieces vyith digital franking imprints can be mailed via the modalities made -
available by the postal service provider such as, for example, mailboxes, post office

branches.

7. Mailpieces bearing digital franking imprints are conveyed by the postal service pro-
vider after the validity has been checked.

8. In a comparison procedure, loaded postage values of the custonier can be checked

against the postage values read-in at the mail center.

Regarding the information that, as described in Step 1 above, is provided ahead of time
by the Deutsche Post, there are two components that are of importance in the sense of
the present invention, namely, first of all, the key information Mgy for use in the
machine and secondly, so-called checking information VS. The Postage Point of the
postal service provider that serves as the reliable communication partner encrypts the
key information myy in such a way that a decryption is only possible in the manipula-
tion-proof area of the digital franking machine (cryptographic module). The already
encrypted checking information VS can be transmitted to the franking machine or to the
cryptographic module without any further transportation encryption. The encryption of
- the key information my.y means that a decryption is only possible in the cryptographic

module of the franking machine, but not on the non-reliable communication route.



practical manner, this. key information later remains in the cryptographic
nodule and it does not leave it. 2. In a second step, so-called checking
information is generated. It is conpiled from the key information from
Step 1, froma transaction indicator containing additionaI|LL$L2[ﬁation on
the next |oading procedure of the customer, as well as from

I nf or matw@ @79kl conpil ati on and subsequent encryption ofPé (fwﬁ%@rrents
that nake up the checking |nformat|qr5» are carried out in sSuch a way that
only the check- ing station is |ater ¢capable of reversing this encryption.
The conpil ati on and subse- quent encryption of these elenents that nake up
the checking information are also carried out in such a way that, even if
one has know edge of the key information in plain text - which, however,

I's theo tical li%(' ?rdl ass{ bl e outside of the reliable contact station
and out JPPTHCIHE QL & %‘Tgﬁ‘%ﬁhg%ner%tﬂ forgerytprpef W%WBII@ QIG'P@rs- cover

t he key f hi t;he su
decr ypt ErpuicaRSANEPE opific dRefia Vidh BpRihob s e URERY
i nf or nain Bigugeherated in the first step is encrypted in such a vvay that a

decryption can only be carried out in the cryptographic nDduIe at the
docunent pr-oducer, but not on the transmssion route toit. 4. In a fourth

step, the I'hVH)ﬁstE’t% iﬁ'fy% ﬁ ‘?ﬁg@l{e?at%%%'ﬁ%é&b?g b?x@%ﬁfsga&%gll %18% et her

wi th ot her |nforrra|ont ate e pending re of the
cust omer a&hdl piagticef urem’c@dleldﬂwrthaﬁeﬁageﬂémﬁwﬂ datal @av&egwwdat THX the one
hand, thi he ke 4 JUL 20%6 V\Dg‘?ﬂk 6Q9 PCT/ DEO3/ 00760 -16

i nf or mat i apaio aﬁeﬁsegyeéﬁo orgh g cherk ¥aBiedn thepreptagraphic madule. Isa | at er

1 oaded i ntpi’actlcal manner, this. key information later remains in the cryptographic module

and it does not leave it.

2. In a second step, so-called checking information is generated. It is compiled from
the key information from Step 1, from a transaction indicator containing additional
information on the next loading procedure of the customer, as well as from other
information. The compilation and subsequent encryption of these elements that
make up the checking information are carried out in such a way that only the check-
ing station is later capable of reversing this encryption. The compilation and subse-
quent encryption of these elements that make up the checking information are also
carried out in such a way that, even if one has knowledge of the key information in
plain text — which, however, is theoretically hardly possible outside of the reliable

contact station and outside of the cryptographic module — it is not possible to dis-

cover the key for encrypting the checking information for the subsequent decryption
at the checking station.

3. In a third step, the key information generated in the first step is encrypted in such a
way that a decryption can only be carried out in the cryptographic module at the

document producer, but not on the transmission route to it.

4. In a fourth step, the two types of information are transmitted, preferably together
with other information that relates to the pending loading procedure of the customer

and that further increases the manipulation security. On the one hand, this is the key




t he cryptographi c nodul e, decrypted there and also remains there for the
generation of forgery-proof docunents. On the other hand, this is the
encrypted checking information generated in Step 2 that cag 8nI% be
decrypted again by the checking station and that is attach d k& gvery
docunent_that is generated by the docunent producer later on. 5. In a
fifth st¥BPRE% wo types of information that are rel evanPChbEds7é0he scope
of this invention, together with othkr- i nformati on on the pendi ng | oadi ng
procedure of the custoner, are tenporarily stored in the non-reliable
station. A decryption of the two relevant types of information is not

i bl | ' : tigul Pt t.. i bl i
Phe- Koyt rinfbriafiof o8l if BB M ehclluned inSfop 3 iy erngaded iblen: g
i nf or mat i otheicrypsegiptac wdulehadcrsby tlkflﬁarfd"%ﬁfd‘feﬂﬁirﬁttﬂérk P4} tﬁ@?exg%{o}{pt it

again for qt)ggavery reason that the plain text of the key 1nformation that

woul d be Sy REpols deqimentsn -Qumithee dthet diand,t thist isatht ankryiptednetteckingsent . 6.
In a sixt : ' I i rovided by.the reliable station is
transfer r’g to %lﬂlté ES%érr%ﬁégr%ge&%‘gP%% ng'al?g/@?‘?gﬂiﬁﬁﬂﬁ?é%t’y ﬁb‘b&l‘?&lé‘ﬂg at a

di fferent stationtaridnthi I¥eattabhéd toceampP d8eubrtthat it %@n@rﬁ@ﬁ% %he tdE@mH&fft | oadi ng
procedure. 7, The seventh step relates to the communi catyi on between the
non-r el i adteduserlafsonand  the crypt ographi ¢ modul e, said communi cati on
preferably being secured by addi- tional suitable neans. After all, in
actual practice, this is the communi cation between .a specification center
of a maAuflactfifiiestemnbe twetypeaokinRGmaraes A ai rbldvarft WiltiPBe 38 cormgu! €.

! I
informatian which has to be protected agai nst mani pulation “precisely
‘because oflanﬁ’goPot&S?tﬁﬁr ‘é(’rfgﬁﬂ%ef infarmationios thg pendiog landingairbsedarecofithged. |
t hi s commgiealel A ) an unaythorized increase of the
| oadi ng amunt ‘wou ‘%’éﬁg g@?ﬁ@%ﬁﬂ%rv{ée?%&&ﬁ%wp i‘i‘]ic?'ﬁéo%‘éﬁfg‘ét‘ﬁ? this
i nventi on relgvadtdypes of information is not possible at this station. In particular, it is not

possible to discover the key that was used in the reliable station to encrypt the
checking information in such a way that only the checking station can decrypt it
~again for the very reason that the plain text of the key information that would be

needed for such a so-called plain text attack is not preseht.

6. In a sixth step, the information provided by the reliable station is transferred to the
cryptographic module at the document producer at a different point in time, for

example, within the scope of the next loading procedure.

7. The seventh step relates to the communication between the non-reliable station and
the cryptographic module, said communication preferably being secured by addi-
tional suitable means. After all, in actual practice, this is the communication
between a specification center of a manufacturer and its franking machine with
cryptographic module, information which has to be protected against manipulation
precisely because of the loading amount that is being electronically exchanged. If
this communication were not protected, then an unauthorized increase of the loading
amount would be possible. Therefore, only in the sense of this invention is the
specification center of the manufacturer considered to be a “non-reliable station”,

but in actual practice, it can certainly be classified as being reliable.




‘specification centef of the manufacturer considered to be a "non-reliable
station", but in actual practice, it can certainly be classified as being
reliable. 4 JUL 2006 WD 031079609 PCT/DEO3/00760 -17 8. In the eight

step, the key information that was encrypted. in Step 3 is d@i‘m@h?d-and
subsequently stored. This key information is used later to's docunent s

by genewatoghgmhe@ Check value. In order to prevent the aboye- | oned plain
text attacks, it is inportant that t key information cgﬁﬁ}éﬁ%@%‘ead out

of the cryptographic nod- ule but rather that it can only be used within
t he nodul e by the processes that are |ikew se present in the cryptographic
nodule. 9. In a ninth step, the encrypted checking information from Step 2

i s storell. Iisthacight ktep, thekbyp imfatmation thatwisadyy peatinyted idddrypledihd onger
needed in ”iﬁ crygto raghjﬁﬁ. rk%g ule for data processing, it can be stored
out si de of SY4f&d ﬁtsgw phiie ke dafamatips is apesk latarda seherekdosyments dymat i on i s
| ater atta ' rder 1.0 be.used . i he
checki ng sggtﬁ%%g a‘;%a-%]? ﬁﬁgg!{j IZ%F%PE(#}%%%% lrﬂ{ekf%ro 5‘%‘&?“@{ neg paziufl?eé‘ft gﬁﬁcrkfjoi nt in
tinme, the tisumpestanicthaidbe kepimforpration dagre berdad st 6 e 68Pioephicahod-he
docunent to‘é e se urﬁd into thg@crygt Qgﬁgphi c nod- ule. 11. 'In an eleventh
step, a chBERWRAE that i canpalyche ysed pvifhie themedwe byithe pracesses thahatsr mat i on
of the docymnie praécafid gc%w é;ﬁﬁé)ﬁmggulgey information fromStep 1. The

e |

check value is generate ng a conventional check val ue nethod such
as, for exanple, MAC (Message Authentication Code), HVAC (Hashed Message

e o ! PR, Y R pidd ool Wotnsin from Step 3 ¢ stored ke e © Y

- information is already encrypted and is no longer needed in the cryptographic mod-
ule for data processing, it can be stored outside of the cryptographic module. The
| encrypted checking information is later attached to each secured document in order

to be used in the checking station.

10. In a tenth step, preferably at a different point in time, the customer or document pro-
ducer enters the contents of the document to be secured into the cryptographic mod-

ule.

11.In an eleventh step, a check value is generated with the entered plain text
information of the document using the still-stored key information from Step 1. The
check value is generated employing a conventional check value method such as, for
example, MAC (Message Authentication Code), HMAC (Hashed Message
Authentication Code) symmetrical signature or the like. Several especially preferred
embodiments have in common that fact that the plain text of the document is
generally irreversibly abbreviated and simultaneously or subsequently encrypted

with a key, in this case, the key information from Step 1.

12. In a twelfth step, the document is now transmitted. The entire document preferably
consists of several, in particular three, cdmponents. A first component is the actual
plain text information of the document.

As the second component of the total document, the encrypted checking information

from Step 2, which was stored in Step 9 in the cryptographic module or outside of



enbodi nents have in common that fact that the plain text of the docunent is
generally irreversi bly abbreviated and sinul taneously or subsequently
encrypted wth a key, in this case, the key information fro S@ 1. 12.
In a twelfth step, the document is now transmtted. The enﬂiﬁh @gunent
preferably consists of several, in particular three, conponents. A first
conponerOPEOMH actual plain text information of the dopcopRa307As t he
second conponent of the total docuner,- the encrypted checking information
fromStep 2, which was stored in Step 9 in the cryptographic nodul e or
outside of 4 JUL 2006 WD 03/ 079609 PCT/ DE03/ 00760 -18 the nodule, is

attached t théad gocungnhg&?xth a(ﬂ]d, fromnow gn, attached to_every docunent
that is to Beé secared A8 {hieacrmepbirybanh e npRoneAtiached do 8V RN , t he
check val ugocufifeiBlai 1§ tSbEReckied. AsAht A4 gomﬂo%{enﬂ &F thgg%t&%gfohﬁg%hhgt ep, the

docunent reaches the checking station ere it 1s ¢

st r uct ur al cheekpelae fommed imBidp ilhtieattached. | n the concrete application of the
inven- tion for checking postage indicia, additional congruence checks have
to be carried out at this station. Since in this case, the secured

document 3mthdesridcit H85 hd\@cuhRACRRMRS mé&?esg&' 'ti{siﬁ g@kxetigg%hsa&d be

checked agai nst other mail piece information a e address and the
post age cligsis steuoiie] completeneisnand mpapeityalIn ithef cnomte applisatioh of ds ihhen-date. | n

this mann ' .be ruled out that an actually vaglid postage indicium
o used Qi ik eid RstasE ndigia, 2 B‘_%“%%&Engjae%etﬂhe&?ilwﬁé%%ﬁﬁ@jﬂ?ﬁdi cium
14. 1n t heouk auiliiesafidh. Bigde intthB GBE Gk Sebubkdd M MRlchPRMaRASS MR ALHd-Step 2 is
re-encrypted, ~The checking information conprising several conponents is

~ broken dowfadaklegpastage indicium, this can be checked against other mailpiece information )
such as the address and the postage class as well as against general information such

as the date. In this manner, it can be ruled out that an actually valid postage indicium

is used to frank a mailpiece that does not go with this postage indicium.

14.In th¢ fourteenth step, the checking information encrypted in Step 2 is re-encrypted.
The checking information comprising several components is bfoken down into its
constituents once again. In addition to other information, in particular, the key
information and the transaction indicator are obtained. The latter can serve for an
additional checking procedure. Thus, for example, the identity of the customer or
document producer, which has been deposited in the transaction indicator, can be
comparéd to a positive list of acceptable document producers or to a hegative list of

unacceptable document producers deposited in the checking station.

15. In the fifteenth step, analogously to Step 11, a check value is generated. According
to the same method as in Step 11, the plain text information of the document present
in the checking station uses the just-decrypted key information from Step 14 to form
a check value. If different methods are possible for generating.check values in the
cryptographic module, then the concrete choice of the method likewise has to be
attached to the document or transferred to the checking station in the document of

the document producer.




constituents once again. In addition to other information, in particular,
the key information and the transaction indicator are obtained. The latter
can serve for an additional checking procedure. Thus, for exanple, the
identity of the customer or docunent producer, which has bqem,_d@ﬂosited in
the transaction indicator, can be conpared to a positive list o

accept abye ¢sig@Egeent producers or to a negative |ist of up&lﬁgﬁmﬁe
docunent producers deposited in the _cibe_cki ng station. 15.°Tn e rifteenth

step, anal ogously to Step 11, a check“value is generated. According to the
sanme nethod as in Step 11, the plain text information of the docunent
present in the checking station uses the just-decrypted key information
from St d. hvthe dinglostep siateehethk chaakwvaluel dendiatdddn et crymbhraghic atcdukasdi bl e for

generating., che alues in.the cryptographic nodule, then the concrete
choi ce of ?%ﬁnﬁ‘g{((’n%a dPF‘P(’BWté%C%EaTF%%@C cheekavaerigensratedeingbe ohaskingor

transf erregaddh. ' tJ i o) f nt

pr oducer. 4%1%6?%%@%‘%@0@%&#&% g&%g‘g%&tt&@tﬁ%hg&rﬁ%e mal step
si xt een, tpreduteddy thadommpanprodted using tthecrgpigpiaphic aptule. nodul e and

attached tg (Q{Ae docunent is conpared to the check val ue generated in the
checking Stogepygnt Cerrwhey s acimgranduleptly pad wante ko sigiulate @rsscited t hat

t he docunmegyc ugﬁ.&&l r ' YRt ogr aphi c
nodul e. A dog}tgl@rgtn?ﬂfor oducef R\)}h‘%ﬁble%&gglp Pﬁ%{;efar%gét}g u%@ﬁ#@t%gﬁl&éﬁ%%ﬂl? o]

si nul at e aofshelatter, vdb aohbnsblefo mceivs bndrdecryittic Miydnfdoastisiofroth @ BCcess to

decr ypt t HDREYFo R GR fopRafartfnnglepsarioe boidizap crees  chesl Voo dharmt | on | <
i ndi spensahhtehdsthe cHEk Ve E&RERe it CheM@hd 8afillROn the other hand, ifa -
document producer who is acting fraudulently invents suitable key infoﬁnation,
which he can also use appropriately and correctly to form a check value, then he still
will not succeed in creating matching encrypted checking information. This
encrypted checking information would have to be encrypted in such a way that only
-~ the checking station is capable of carrying out a decryption. Without knowing the
key that was employed, this is not possible. Consequently, the systém is secure and

cannot be breached.

Thanks to the invention, it is possible to generate forgery-proof documents and to relia-

bly check the genuineness of the data contained in the document and/or the identity of

the document producer.

All of the checking information needed for this purpose is preferably made available by
the reliable contact station and/or the cryptographic module. |

The invention is suitable for the generation of any documents. However, it is especially
advantageous to use the invention for generating digital documents having a relatively
small data volume in the order of magnitude of a few bits up to documents having a

total size — including the checking information — of up to about 60 bytes.

Especially preferred documents in the sense of the invention are validity markings for

numerous areas of application. It is especially advantageous to use the invention for



mat ches the check val ue generated in the checking station. On the other
hand, if a docunent producer who is acting fraudulently invents suitable
key information, which he can also use appropriately and correctly to form
a check value, then he still w/ll not succeed in creating matching
encrypted checking information. This encrypted checking i.nfdulméllh on woul d

have to weogmmeswpted in such a way that only the checkin ' S
capabl e of carrying out a decryption.gWthout know ng thegci/%ﬁ&koﬁ.g;? was

enpl oyed, this is not possible. Consequently, the systemis secure and
cannot be breached. Thanks to the invention, it is possible to generate
forgery-proof documents and to relia- bly check the genui neness of the data
cont ai nédesking digitalopestagst indiviy for mitpieas sirice it allowd e esheclalipfastpndducer .

Al of th hecking information needed for this purpose is preferably nade
avai | ab|sé§g%1§ ge{lff{gﬁ@}g?f&l&pgsf@gmrgﬂ la-&'ﬂﬁedﬁ ofhd AEas op Preaf b pagReiic nodul e.
The i nvendreity isanSui Hda® vhRle &Bﬁc'ﬂé‘dl-ef ol f d ver, it
is especially. e}d\{antggdgou_s to usel heol’flr?gg(ﬁltl%o% ﬂérrs gﬁﬁ@%ﬁngmﬁl gital
docunentgforpationgs ikevesapossibly snml | data volume in the order of nmgnitude

of a few bits up to docunents having a total size - including the checking
I nformation - of up to about 60 bytes. Especially preferred docunents in

t he senggedfvehtien ise¥gRidIRwaI-Suited! bt ée(pé{fj?g&tﬂgﬂ%g%sfiﬂﬁvhi&y AEE HonfHhE oS of

application. It is especially advantag e rrven or 4 J UL
2006  \Wdoospa 9BWgceGIY 150 anddreking 20thotigclisag integist ialthpgaivagaedsindi ci a for

mai | pi eGesy Si iH..allo n especially fast and . sinple generation of the
post ag eﬁ%n(%i)l%]glﬁllgﬁt' th’ g8 gr\lﬁyﬁ ?lbe[ W¥€§Wé§§‘¥1@?ep£‘)6 8rwige “H%?r?g #Ppligations,
especially for generating digital value markings for a large number of areas of applica- “ :
tion such as, for example, airplane tickets, public transportation tickets, theater and
movie tickets. The document producer can use the invention to print out such docu-
- ments himself, whereby the document producer can utilize an existing balance — or

- amounts of credit — and can receive a reliable proof of payment in this manner.

These documents can be generated, for example, by a conventional personal computer
or by a cryptographically non-secure printer. A special advantage of the invention is that
the documents can be generated without direct connection befvveen the document pro-
ducer and the reliable contact station. Thus, document production is possible, also when
intermediate stations are involved, or in the case of a communicafion via data routes that

are difficult or impossible to secure cryptographically.

The cryptographically reliable contact station and/or the checking station contain means
to ensure that no unauthorized documents have been produced, or that no documents
have been forged. In this manner, it is especially simply and reliably possible to gener-

. ate checkable reliable digital documents and to actually reliably check these documents.

Such a checking procedure can be carried out in various ways, whereby the above-men-
tioned cryptographic process steps can be applied simply and reliably. In this manner,
the invention can also be used outside of the especially preferred realm of checking the

authenticity of digital postage indicia of mailpieces, for example, to check the authentic-

!



nonetary suns - digital value markings - or as other carriers of nonetary
value information is |ikew se possible. The invention is especially

wel |l -suited for all application cases in which, aside fromthe : docunent
producer, at |east one checking authority has an interest i {hel0b

genui neness of the docunent. Consequently, the invention is suitable for a
w de range oyb796q9pl i cati ons, especially for generating di gitpkowgehe

mar ki ngs for a | arge nunber of areasqf. applica- tion such as, for exanple,
ai rplane tickets, public transportation tickets, theater and novie
tickets. The docunent producer can use the invention to print out such
docu- nents. hi.nsel f whereby the docunent producer can utilize an existing
bal ance 1 ¢ g‘@rﬂl&‘?ﬂ%"fﬁsp@%mntﬂcke@n@lrpim tickets| ote. by a ehéchbigeaufhonitf, of
payment 4;:ByhRhsce ol These docunents can be generated, for exanple, by a
convent i ongl personal Conputer or by a cryptographically non-secure
printer. A special advantage of the invention is that the docunents can be
gener at wi t hoyt direct connection between the docunent pro- ducer and the
reliabl ohent flessiihed Bere amd the praoesasteps aprooding to tre insentionsabhio bal so when

i nt er med i avol.ved., or | he case of a comyunication via

data r ogl? é?sﬁ)tr ?g?hh%?gt%'i Fi’fel léqyu‘ﬁ%seo?ﬂcf%?)i g?f%ﬁeeo”t %,lrggc F@e'&?r9tb%‘§tf’§ﬁhi cally..

The cry forggryagmoof dbdumerts i leCsct08 bathis sﬁeéﬂﬁgﬁ. Ao eaéeb%&&%g%hqg station
e

contain an,glé’ to ensure that no unauthorized docunents have been produced,
or that PHocTaR¥ AR sed ok or upergiypted gdain text buti mthearforen entryptedespieci al | y

sinply | 4 j -..ate che ble,reliahle di.gital
docurren'?‘}sTl g%elr?g’ l%(%@g%{, Eg? @f mrogf %28?5&%%%%% &%ggte(ﬁgt‘glé{?rmcé‘?e' gﬁf@ﬁn‘iig% hecki ng
pr ocedupe theemodndity, dt wield liketviserbevisskibleSfoneéSonc ﬁbﬁ'ﬁﬂi&éﬁs@ﬁ?&’ Pragen- tioned

cryptographi ¢ process steps can be applied sinply and reliably. In this
manner , 11 @ﬁéﬂlﬁ%ﬁﬁw afdsthupeas s dep denictionendtigund, es puscimadiate pr ef er r ed

real m oftef BEGHekfioh MRouldbl R egﬂ tb?tﬁ‘fe% 1 g%%éet%ﬁli% REPSRIT1 B BL L,

mai | pi eces, for exanple, t



4 JUL 2006 WO 03/079609 . PCT/DE03/00760 -21 ity of digital public
transportation tickets, airplane tickets, etc. by a checking authority, or
by an access control. The nmeans descri bed here and the process steps
according to the invention can also be wused for docunents that are

| i kew se encrypted before or during the generation of the fjgtdéisy- proof
docunents in the sense of this inventjon. In this case, the nethod is
preferably not used for an unencrypte€d plain text but rather for an
encrypted text, whereby, however, the nethods of this invention do not
differ in this case. Depending on the nodality, it would |Iikew se be
possiblé?“?ﬁ@hﬂh% encryption to |likew se take place in the cryptographic
nodul e and thus, as in the depiction in Figure 3, an internediate step of
encryption woul d be perfornmed between the Step 10 and Step 11 descri bed
here. 4 JUL 2006 -22 Patent Clainms: 1 A nethod for the generation of
forgery-proof docunments or data records, whereby key information is

gener at dd anéd WsEoshiprethe rgpperntionhelt kirgeryiprbof daeurhérnts orsdat® k¢geedd, r om t he

key i nformatj transacti i,ndi cator, characterized in that
' th?/s obj ecti t@%e@?g?mng%%u% ¥ %egterat“f%n e‘%&l’%’tyi eGﬁWMe%tQ%SCI?%@@?ﬁn@ey

i nformation tiand fomeed fosidld Iy ifforiBEorLAT fYdth 8 ¢ani iR bkh Ridapfsor mation from
t he key i nforggé tion and fromthe transaction indicator are carried out in
I

a cryptogr aphft@didGt 4idizedabhetkdmt act station, in that the
cryptographi ga dtediileli@RhifieiaAnh kLt ke Eéﬁe?ého%”&f the random key information

and the formation of the encrypted checking information from the key informa-
tion and from the transaction indicator are carried out in a cryptographically reli-
able contact station, in that the cryptographically reliable contact station en-
crypts the key information, and in that the encrypted checking information and
the encrypted key information are transmitted by the cryptographically reliable
contact station to an intermediate station, in that the intermediate station tempo-

. rarily stores the encrypted key information and the encrypted checking infor-
| mation and transmits it to a cryptographic module of a document producer later
on, at a different point in time from the transfer between the cryptographically

reliable contact station and the intermediate station.

2. The method according to Claim 1,
characterized in that

the key information is generated in such a way that the key information is

formed randomly.

3. . The method according to one or more of the preceding claims,
characterized in that
‘the encrypted key information and/or the encrypted checking information is con-

figured in such a way that it cannot be decrypted in the intermediate station.



crypts the key information, and in that the encrypted checking information
and the encrypted key information are transmtted by the cryptographically
reliable contact station to an internediate station, in that the

internedi ate station tenpo- rarily stores the encrypted key [{infggfmati on and
t he encrypted checking infor- mation and transmts it to a cryptographic
nodul e of a docunent producer later on, at a different point in tine from
the transfer between the cryptograptXally reliable contact station and
the internmedi ate station. 2. The nethod according to Claim1l,

characterized in that the key information is generated in such a way that

the key 4 nf oifiratiethod acortlgme dné angiord of theé pre&&BngBhingd according to one or
nore of the g ecedi n% clains, characterized in that fhe encrypted key
i nformati on It hkl efdr yBt &8 adhecking information is con- figured in

such a way tftedbi ARt ' he, ipternedi ate station. 4 JUL
5006 25y, WoryptofA ac’é’g?‘%}?ﬁ’gé%%%ﬁgé%}’fgtﬁg?eeg%ﬁ IR OROALO8 SHH AL ai s,
char act er i zedontginedhb the beyptopyqphgnagdlec nodul e preferably decrypts the key

information with a key contained in the cryptographic nodule. 5. The
met hod according to one or nore of the preceding clains, characterized in

that (hs. doCUR®HHeRU A g S5BRY Sr b Gk Rl g MiBnis® CTYPL 00r aphi c
' character_ized in that

the document producer enters his own data into the cryptographic module.

6. The method according to one or more of the preceding claims,
characterized in that
the data entered by the document producer is irreversibly linked to the key in-

formation by means of the cryptographic module.

7. . The method according to Claim 6,
characterized in that
the data entered by the document producer and the decrypted key information

- are irreversibly linked in that the key information is used to form a check value

for the document.

8. The method according to one or both of Claims 6 or 7,
characterized in that
the result of the irreversible linking of the data entered by the document pro-
ducer with the decrypted key information forms a document and/or a data record

that is transmitted to a checking station.




6. The nethod according to one or nore of the preceding clains,
characterized in that the data entered by the docunent producer is

irreversibly linked to the key in- formation by nmeans of thﬁe#ﬁ{rméographic
modul e. 7. The method according to C.aiym 6, characterized the data
entered by the docunent producer and the decrypted key information are
irreversibly linked in that the key information is used to forma check
value for the docunent. 8. The nethod according to one or both of Clains 6
or 7, characterized in that the result of the irreversible |inking of the

data, epter b he docunment pro- ducer with the decrypted key information
forns a'docﬁ%@ﬁget%(ﬁﬁ?cﬁ?rdéngdatqmﬁb&ord that is transnmitted to a checking

station. -24 i JMet2P98e% jThg |t hod according to Claim8, characterized
in that the docunent transmtted to the checking station contains the

docunent pr ¢he dewmencns tewmitetido the chekddg fatidd ddt¥ink TPlRuhehEl- 10. The
nmet hod accordi n% to e ﬂe bot h,ag]&_CI ains 8 or 9, characteriz in that
t he encrypt dyeet é’éﬂ‘??ga’ia ailpatiialy in plaghiest ed i nto the document that is
transmt- ted to the checking station.
10.  The method according to one or both of Claims 8 or 9,

characterized in that

the encrypted checking information is entered into the document that is transmit-

ted to the checking station.

11.  The method according to one or more of the preceding claims,
characterized in that
information remaining in the cryptographic module is encrypted in such a way

that it can be decrypted in the cryptographic module.

12.  The method accerding to one or more of ¢ 'e preceding claims,
characterized in that
the supply of the cryptographic module with the information, also in case of a
supply via communication partners that are not reliable in the cryptographic
sense, is carried out by a cryptographically reliable station whose information

can be relied on by the checking station.

13.  The method according to Claim 12,
characterized in that,
in order for a reliable station to provide reliable information for the crypto-
graphic module, cryptographic encryptions are used that the checking station can

reverse.



11. The method according to one or nore of the preceding clains,
characterized in that information remaining in the cryptographic nodule is
encrypted in such a way that it can be decrypted in the (_:rlyml_ogmgaphi C
nodul e. 12. The nethod according to o or nore of the preceding clains,
-characterized in that the supply of tfe” cryptographic nodule with the
information, also in case of a supply via communication partners that are

not reliable in the cryptographic sense, is carried out by a
cryptographically reliable station whose information can be relied on by
t he checking station. 13. The nethod according to Claim 12, characterized
in that, 14n oFarethed ageording topone atpere oh theprgpedmp dinims| | abl e i nf or mat i on

for the crypt i | e, ..cryptographic encryptions are used that the
checki ng stat%%g%gﬁgrﬁez\rlggdrj?eq t}ha§UL 2006 -25 14. The method according to

one or nore ahe shplprofakeicAgtedraphis .modil@RBCEBhihdadatidh {)Qgéeé& Bt PPy of

the cryptographi c nodul e via communi cation partners tha
crypt ogr aphi ¢aYR9EARHCa noneliable iscariedeaitt dusuch m verydhataheimfortdation ishe

n e, 1. e e R S o i€ s 1 to 1, T
characterized in that
15. The method according to one or more of Claims 1 to 14,
characterized in that
the supply of the cryptographic module via communication partners that are
cryptographically not reliable is carried out in such a way that an exchange of in-

formation within a dialog is not necessary.

16.  The method according to one or more of Claims 1 to 14,
characterized in that
the two types of data are crypiographically linked to each other, but cannot be

discovered by means of crypto-analysis.

17.  The method according to Claim 19,
characterized in that
the cryptographic linking of the two types of data is such that non-linear frac-
tions are added that are known only to the reliable contact station and to the

checking station,



t he supply of the cryptographic nodul e via communication partners that are
cryptographically not reliable is carried out in such a way that an
exchange of in- formation within a dialog is not necessary. 16. The net hod
according to one or nore of Claims 140 14, characterized 4 WLt the two.
types of data are cryptographically I'tnked to each other,. but cannot be
di scovered by neans of crypto-analysis. 17. The nethod according to Claim

19, characterized in that the cryptographic linking of the two types of
data is such that non-linear frac- tions are added that are known only to
the reliable contact station and to the checking station. -26 4JUL2006 18.

The met H8d addemaitig dcoordiig t0one&of 1085 oft thE pREGREMMghsC! @l M8,  characteri zed
inthat the g nerated forgery-proof documents or data records contain

monet ary val AT HfbPRbEFBnIn16h athe net hod according to C ai m 18,
characteri zeghd perdelada £o _%EF e information i.s cryptographically
connect ed to.th%e d.ocume%&rgr g{oéu%ﬁgié%roadﬁﬁrgﬁ?é ' %f“\;\%?ni’%ﬁ{; ValHeck val ue
can be fornethibsmatonpari ng the nonetary value information to the docunent
or data record. 20. The nethod according to one or both of Clains 18 or 19,
19.  The method according to Claim 18,

characterized in that

the monetary value information is ¢ryptographically connected to the document

or data record in such a way that a check value can be formed by comparing the

monetary value information to the document or data record.

20.  The method according to one or both of Claims 18 or 19,

characterized in that

the monetary value information  contains proof of the payment of postage

amounts.

21.  The method according to Claim 20,
characterized in that
the monetary value information that proves the payment of postage amounts is

linked to identification data of the document producer.

22.  The method according to one or both of Claims 20 or 21,
characterized in that

the monetary value information is linked to address data.




characterized in that the nonetary val ue information contains proof of the
paynment of postage anounts. 21. The nethod according to O ajm 20,
characterized in that the nonetary val ue information. that ﬁr@béﬁﬂﬁt he
paynent of postage anobunts is |inked to identification data of the
~docunent producer. 22. The nethod acc¥fding to one or both of Cains 20 or
21, characterized in that the nonetary value information is |inked to
address data. 4 JUL 2006 -27 23. A value transfer center with an interface
for | oading nonetary values, characterized in that the value transfer
center Qsnt aiAnsalantramf@cEAREWIR ah BREIMS fBPPANRL %n@ﬁ%’aﬁ%i on of a
cryptographically reliable contact station and to ternporarily store the re-
cei ved encryﬁthé’()W?ﬁ%Fhﬁ?idohnaéhwéll as neans for receiving value transfer

re- quests b r.aphi.c dul e and of forwarding the
received en- “%:ef‘r{/aé‘% eg |Sg%o%r&rlr%% fv“gél&g%aﬁﬁlge%t@&ﬁ?%m“@% !V‘\@Of_ﬁ’taﬁandi‘f f erent
poi nt in ti mef a2fyptdgraphieliercliablesdoftact 8@li6h aAE FPTHiPotarll i@t 23,
characterized.in that the information is encrypted in suth a way that it
cannot be def§iygt erFryRied prformafioneaswelhas meansfor eeceiving value transfer re-

quests by at least one cryptographic module and of forwarding the received en-

crypted information to the cryptographic module at a different point in time.

24.  The value transfer center according to Claim 23,

characterized in that.

the information is encrypted in such a way that it cannot be decrypted in the
value transfer center.



