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including, for example, users 112, REST/FTP server 114, Enterprise 

Applications server 116, mainframe 118, relational database management 

system (RDBMS) (120), etc.  Other access points may be included as is 

necessary and/or desired. 

[0032]    In one embodiment, access points 110 may include, for example,  

APIs over HTTPS (REST), SDK-based client adapter, browsers, etc.  Any 

suitable mechanisms may be used as is necessary and/or desired based, for 

example, on client demands / requirements 

[0033]    API gateway 140 may interface with access points 110 via browser 

125 or one or more adapters 130.  In one embodiment, a separate adapter 130 

may be provided for each access point 110.  In another embodiment, a single 

adapter 130 may service more than one access point 110.

[0034]    In one embodiment, adapters 130 may extract metadata, perform 

encryption and/or decryption, and transform the payload localized to the 

nodes and endpoints.  For example, encryption and/or decryption may be 

performed at the client’s interface location (on premises of the client) to 

avoid any confidential or PI data from being exposed to the gateway or the 

transport layer. Thus, client information is protected during transit, and 

access to client information is restricted to the intended parties secure sites.   

[0035]    In another embodiment, encryption and/or decryption may be 

performed at the distributed ledger node location which may be deployed on 

behalf of the client, but not during transit or on gateway 150. 
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[0053]    In one embodiment, the client may host the adapter on its premises.  

In another embodiment, the client may just need  an API endpoint to 

interface with the gateway.  When the client hosts or integrated with the 

adapter, the determination of the target distributed ledger may be performed 

at the adapter, and the associated metadata may reflect the same. In 

embodiments, the gateway may act as a proxy / service provider on behalf of 

a client, and may make that determination based on, for example, the 

payload being sent to the gateway for routing.  For example, the payload 

may identify an asset, and the asset class may be used to determine the 

distributed ledger, as different distributed ledgers may be targets for different 

asset classes.  If more than one distributed ledger may service the same asset 

class, the client onboarding may be used to determine which distributed 

ledger may be chosen for a certain asset class and the same may be 

configured as a routing rule in the gateway layer. 

[0054]    In step 210, the adapter, API, browser, etc. may process the client 

request.  In one embodiment, the processing may include, for example, 

extracting metadata from the client request, adding routing information (e.g., 

an identification of the target distributed ledger), and encrypting the 

underlying data (e.g., the payload).  In one embodiment, this information 

may further be used to determine prioritization of certain asset classes 

depending on service level agreements (“SLAs”), etc. 

[0055]    In step 215, the adapter, API, browser, etc. may call the gateway, 

and may transmit the processed client request.  For example, the metadata, 

routing information, and encrypted payload may be transmitted to the 

gateway. 
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CLAIMS 

1. A method for interacting with a plurality of distributed ledgers, 

comprising: 

in a first adapter for an access point for a client: 

receiving a client request comprising a payload to be written to one of 

a plurality of distributed ledgers;  

creating metadata from the client request; 

determining a target distributed ledger of the plurality of distributed 

ledgers based on the metadata; 

generating routing information identifying the target distributed ledger 

for the client request; 

encrypting the payload; and 

communicating the metadata, the routing information, and the 

encrypted payload to a gateway, wherein the gateway logs a source of the 

client request and the target distributed ledger based on the metadata and 

routes the encrypted payload to the target distributed ledger via a second 

adapter that is in communication with the target distributed ledger.   

2. The method of claim 1, wherein the access point comprises a server-

based access point. 

3. The method of claim 1, wherein the target distributed ledger 

comprises a plurality of target distributed ledgers, and the at least a portion of the 

encrypted payload is written to the plurality of target distributed ledgers. 
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4. The method of claim 1, wherein the encrypted payload that is written 

to the target distributed ledger is accessible by only designated distributed ledgers 

or access points.  

5. The method of claim 1, wherein the second adapter decrypts the 

encrypted payload. 

6. A system for providing a gateway as a service, comprising: 

a gateway; 

a plurality of first adapters, each first adapter in communication with an 

access point for a client; and 

a plurality of second adapters, each second adapter in communication with 

one of a plurality of distributed ledgers;   

wherein: 

one of the first adapters receives a client request from the access point 

with which it communicates, the client request comprising a payload to be 

written to one of the plurality of distributed ledgers;  

the first adapter creates metadata from the client request; 

the first adapter determines a target distributed ledger of the plurality 

of distributed ledgers based on the metadata; 

the first adapter generates routing information identifying the target 

distributed ledger for the client request; 

the first adapter encrypts the payload;  

the first adapter communicates the metadata, the routing information, 

and the encrypted payload to the gateway; 

the gateway logs a source of the client request and the target 

distributed ledger based on the routing information; and 
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the gateway routes the encrypted payload to the target distributed 

ledger via the second adapter that is in communication with the target 

distributed ledger.  

7. The system of claim 6, wherein the gateway is provided as a service. 

8. The system of claim 6, wherein the access point comprises a server-

based access point. 

9. The system of claim 6, wherein the target distributed ledger comprises 

a plurality of target distributed ledgers, and the at least a portion of the encrypted 

payload is written to the plurality of target distributed ledgers. 

10. The system of claim 6, wherein the encrypted payload that is written 

to the target distributed ledger is accessible by only designated distributed ledgers 

or access points.  

11. The system of claim 6, wherein the gateway comprises an API 

gateway that prioritizes a plurality of client requests. 

12. The system of claim 6, wherein the second adapter decrypts the 

encrypted payload.


