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DESCRTIUPTTION
_ *G00002*_

Title of Invention:
FILE SERVER APPARATUS AND FILE SERVER SYSTEM

Technical Field

An embodiment according to the present invention
relates to a file server apparatus and a file server
system.

10 Background Art

In general, for example, as a system used for
sharipg data on a network, a file server system is
known . .As an example of this file server system,.there
is a so-called electronic post-office box system. The

15 electronic post-office box system corresponds to a
post-office box configured to send/receive electronic
data over, for example, a network.

According to this electronic post-office box
system, a service of receiving sensitive electronic

20 data (hereinafter referred to as confidential data) on
behalf of users is provided to the users.

The electronic post-office box system comprises an
electronic post-office box server that provides the
electronic post-office box service, a sending apparatus

25 used by a sender who sends confidential data to the
electronic post-office box server, and a receiving
apparatus used by a recipient who receives the

confidential data from the electronic post-office box



is a so-called electronic post-office box system The 15el ectronic
'post -'of fi ce box system corresponds to a post-office box configured to
send/ receive el ectronic data over, for exanple, a network. Accordi ng
to this electronic post-office box system a service of receiving sensitive
el ectronic 20data (hereinafter referred to_as confidential data) on behalf
of users is provided to the users. The el ectronic post -of fi ce box
system conpri ses an el ectronic post-office box server that provides the
el ectronic post-office box service, a sending apparatus 25used by a sender
who sends confiS§éiStal data to the el ectronic post-office box server, and a
recei vi ng appar at us useqhb¥ $.reci ient who recejves the confidential data
TPostRof 4

fromthe el ectronic REOXEES Bheherin the eleftrRBiFdPBE Hot ed
that, in the el roni.c post-offic ) tem. dealing.with.the

conf i q:anti al dgtef?lcca%l%oépc%ﬁssﬁﬂ%’lr e‘%eagjgfrbig"zjrﬁeﬁh%b%é%?lg%%@hﬁﬁn]c%%ﬁe
sconfidential data H@?orpseicf&géé’pése ahd, 1,heqeals el u§§<§'héﬁc§ system for
encrypting this confidential data, there are generally known common key
cryptography (%HeMedhdd] USES: ankey Mhi Chc i $p €OAMPIY (Bh&P8RPAKEY) tO

encryption and decryption and public key 10cryptography (systen) that uses
i ndividual keysigegdl. As a system for encrypting this confidential
data, there are generally known common key cryptography
(system) that uses a key which is common (a common key)
to encryption and decryption and public key
10 cryptography (system) that uses individual keys (a
public key and a secret key) for encryption and
decryption.
Meanwhile, in the electronic post-office box
system, it is considered that an unspecified number of
15 people are senders. Therefore, in the electronic post-
office box system, when the common key cryptography is
used, a recipient and the unspecified number of senders
must share a common key in advance.
Furthermore, a user who uses the electronic post-
20 office box system may use electronic post-office boxes
(services) so that he/she can use them properly in
accordance with each use application (or he/she may
receive electronic post-office box services from the
electronic post-office box servers) in some cases.
25 Therefore, when common key cryptography is used in the
electronic post-office box system, each user must

manage a key {a common key) for each electronic



public key and a secret key) for encryption and decryption. Meanwhile, in
'the électronic post-office box system it is considered that an unspecified
nunber of 15 people are senders. Therefore, in the electronic post-office
box system when the common key cryptography is used, a recipient and the
unspeci fied nunber of senders nust share a common key i n advance.
Furthermore, a user who uses the electroni post- 20office box system may
use el ectronic post-office boxes (services) so that he/she can use them
properly in accordance with each use application (or he/she nmay receive
el ectroni ¢ postPosftiiodd lsex boer viseay fqeomtchéoewadoind gdut -toffd ke box
servers) in sone cases. 25Therefore, when conmmon key cryptography is used
in the el ect r oREDSEsCLofEYSe NEaE 18Fs tymt ea P s S HHRAS Gfanage a key (a
common key) for each el ectronic pQgst- offlce box erV|cq2 tg gﬁ%used and
onri

the total nunber of K&FEIH ed Hy's HE R AT i TS ore, in

the case of encr ptlng onfidenti al data e electronlc ost.- offlce box
system  shari nghkey IN adIERcE T Dt erﬁfllcae S UG T puti K

cryptogr aphy erk%gceﬁqh%dkz tn%' YT Q_feciﬁ%y S q‘!oqu%ynxge%lucselgel 5.3 smal |

is desirable. i'n the él'ectronic” post-office

desirable 10 Use publd:e oKy VAU KA A Metkd e {ald o ng

first to third reéquirenments.
by each user is small is desirable.

Moreover, in the electronic post-office box

system, it is desirable to use public key cryptography
10 and also meet the following first to third
requirements.

The first requirement is that é dedicated public
key can be used in the electronic post-office box
system. It is assumed that the electronic post-office

- 15 box system is used for protecting each recipient’s
privacy. Therefore, the electronic post-office box
system requires anonymity of recipients (users). Thus,
to assure privacy of eéch recipient who utilizes the
electronic post-office box system, it is desirable to

20 enable using the public key dedicated to the electronic
pox-office box so that the recipient cannot be
identified from the public key. Further, in a case
wherein the same recipient uses electronic post-office
box services, it is desirable to meet non-bonding

25 properties wherein‘a public key used by the same
recipient cannot be identified from public keys used in

the electronic post-office box services.



The first requirenent is that a dedicated public key can be used in the

‘el ect'roni c post-office box system It is assunmed that the el ectronic
post-office 15box systemis used for protecting each recipient's privacy.
Therefore, the electronic post-office box systemrequires anonynmty of

reci pients (users). Thus, to assure privacg of each recipient who utilizes
the el ectronic post-office box system it ts desirable to 20enabl e using
the public key dedicated to the electronic pox-office box so that the

reci pi ent cannot be identified fromthe public ke¥. Further, in_a case
wherein the same red RCUBST BIELIFRI & PostIdF 1Foee PERCSErof cE8YSit s
desirable to neet non-bondi ng 25properties wherein a public. key used by the
sanme reci pi ent "éRF6C BY i i?é&ﬁéEQQﬁnéhﬂﬂq§9¥&%E§lﬁhﬁi?}F?gkpgﬁ%ctronic
post-office box services. .4 The second requirenent.is t)h

number of keyspﬁﬁﬁaﬁg 5y O8h FED en Sv%agﬂu'ti i zresef%néple?’ec"frrl%ﬁli%}bg
post - of fi ce bo emd 3 SRlan S SHAMRL S, Mhen, e nunber, of ; keys
managed by eacﬁu?é%%p?%nteﬁﬁgrégée_, ?ﬁg 5nanag¢ng%t@%? t he %yssﬁs _e_
conpl i cated, apdnllyeh@neSs oy en entis IbmaridLld@r  avhen: eagh segi pi ent
(user) utilizes many el ectronic post-office box services, a fewer nunber of
keys to be managedeins edesi r atl earftiadulsys, ivhdrs éaaal rédofpidet nuaber) of
keys managed by each 10recipient to be one irrespective of the nunber of

el ectroni ¢ posutdfifizes bexyserldcesotic atti1dfizere box sedheced) ra
requirenent is that the nature of confidential data can be conceal ed from
an el ectroni ¢ fgeserohfinberbex serwertart: amragdi st rdgoiradle he Tvser ver
(hereinafter, which will be sigg{y referred to as an admnistrator). In a
nodel wherein tife éltedtr dfic@ lpd<AL dffg dBIMRBE sf VERY arfte i ¥ ddhy nF3€R at or
are reliable and the nature of confidential data is reveal able, use
applica%pons Ogepﬁglgpécgpbmq:%ﬁ%t;rrespectlve of the number of

electronic post-office box services to be utilized.
The third requirement is that the nature of

confidential data can be concealed from an electronic
post-office box server and an administrator of the

15 server (hereinafter, which will be simply referred to
as an administrator). In a model wherein the
eiectronic post-office box server and the administrator
are reliable and the nature of confidential data is
revealable, use applications of the electronic post-

20 office box are limited. Therefore, it is generally
desirable ‘to enable concealing the nature of
confidential data from an electronic post-office box
server and an administrator. Furthermbre, if there is
such a scheme wherein the nature of confidential data

25 can be concealed from an electronic post-office box
server and an administrator, for example, even if the

electronic post-office box server is attacked or the



20o0ffice box are limted. Therefore, it is generally desirable to enable
'conceal ing the nature of confidential data froman el ectronic post-office
box server and an adm nistrator. Furthernore, if there is such a schene
wherein the nature of confidential data 25can be conceal ed from an

el ectronic post-office box server and an adm nistrator, for exanple, even
if the electronic post-office box server is attacked or the adm nistrator
commts a fraudulent activity, its influence can be advantageously reduced.
Here, to neet tge,fhrst to third requirenents, first to third systens

utilizing the PEBMPESKER S5 vyt BYrEpRy frethditigyAcidant be cdonsi der ed.
Herei nafter each _of the firs%1tocﬁpng ) sgégy mhil now be descri bed.

It should be néf&G FREE £PUAS & @?’fﬁé%¥ criet W&ﬁf& n the public key
cryptography associ ated w,th a 10reci pi.ent outilizes an electronic
post-office box syst%tee%ev(/i 15° Bneee:teftglrer gfd“isot \QQO atw}ler(-:(i1 priee% llfselrbetj%?ist key and

a recipient's seccret keyisn 4 he fallowng ; iatd on,p Qe t ot her hand,
herei nafter a public key én a%gecrgtw&eylin§#%e pugﬂic ey cryptography

15associ gt ed WekhpaBg@la@ely ORiehRRI b f IGe X dehsefaadd. will be referred
to as an electronic post-office box's public key and an el ectronic

post - of fi ce boKegesearek keynchMarfeaner fia fraito afhiard esiqieatd "vsi pubhdwe key
and a recipient's secret key will be 20referred to as a recipient's key
pair, and a pabe dEesamibed.
It should be noted that a public key and a secret
key in the public key cryptography associated with a
10 recipient who utilizes an electronic post-office box
system will be referred to as a recipient’s public key
and a recipient’s secret key in the following
description. ©On the other hand, hereinafter a public
key and a secret key in the public key cryptography
15 associated with an electronic post—foice box (a
server) will be referred to as an electronic post—_
office box’s public key and an electronic post-office
box’s secret key. Moreover, a pair of a recipient’s
public key and a recipient’s secret key will be
20 referred to as a recipient’s key pair, and a pair of an
electronic post-office box’s public key and.an
electronic post-office box’s secret key will be
referred to as an electronic post-office box’s key
pair, respectively.
25 The first system is a system wherein a recipient’s
public key is used as an electronic post-office box’s

public key as it is in the electronic post-office box



el ectronic post-office box's public key and an el ectronic post-office box's
'secrét key will be referred to as an el ectronic post-office box's key pair,
respectively. 25The first systemis a systemwherein a recipient's public
key is used as an el ectronic post-office box's public key as it is in the
el ectronic post-office box system Gener ati on and managenent of
keys in the first systentmtll now be descr i’bed. According to the first
system a recipient s key pair is generated in a 5receiving apparatus, and
a recipient's secret key in the recipient's key pair is safely managed by
the receiving éﬁbﬁ‘ﬁtus On the other hand, a recipient's pubic key in the

t Kk ted by .th i vi t t d
an el ectr o ce\;{oﬁiéiG%r%‘%ﬂl%ax 2 ep=BR b ton T Bodo ni ek dy 1k an |

el ectroni ¢ postoffdge, boK S publi Sokelinea  acEOSRYRLI 07 2pd dsgrypt or

processing (a processrng sequence) LSS now

descrlbed_ Accqy .ggnto tf@%IbIéﬁ sgskgg]%gggg%ggg%hgk gggaéhs 15encrypted

by a sendi ng apparatus using an el eCtro Ice"s pu a

reci pient' s publdcekemg dheaconidi deghbal datapsuhiest eecteterter/y@hl on (the
encrypted confidential data) is sent fromthe sendi ng apparatus to the

el ectroni c posttiof freel i tses Viedy R2&Theiensaypl gdmenagedenyi ahedat a
supplied fromthe
receiving apparatus. On the other hand, a recipient’s
pubic key in the recipient’s key pair generated by the
receiving apparatus is registered in an electronic

10 post-office box server in order to use this key as an
electronic post-office box’s public key.

Encryption and decryption processing (a processing
sequence) in the first system will now be described.
According to the first system, confidential data is

15 encrypted by a sending apparatus using an electronic
post-office’s public key (= a recipient’s public key).
The confidential data subjected to encryption (the
encrypted confidential data) is sent from the sending
apparatus to the electronic post-office box server.

20 The encrypted confidential data supplied from the
sending apparatus to the electronic post-office box
server 1is held in the electronic post-office box server
without being subjected to processing such as
conversion. The encrypted confidential data held in

25 the electronic post-coffice box server is sent from the

electronic post-office box server to the receiving

apparatus, and decrypted by the receiving apparatus



sendi ng apparatus to the electronic post-office box server is held in the
‘el ect'roni c post-office box server without being subjected to processing
such as conversion. The encrypted confidential data held in 25t he

el ectronic post-office box server is sent fromthe electronic post-office
box server to the receiving apparatus, and_decrypted by the receiving
apparatus 7 using the recipient's secret Key. As descri bed above,
according to the first system the receiving apparatus can safely manage

the recipient's secret key alone. Therefore, the first 5system neets the
second requi r enEmt 9 Futt heFS Rt TRr df ngeEhthéSYirst system the encrypted

confidential data capnot be decrypted w thaout .th ciplLent' s, secr key,
and hence any persoﬁg%t %?th%%dt%%oygéi%F%ﬁfdﬁpﬁségf}ﬁgrgéfgtcg ﬁgkmbe

awar e of the 1gﬂ?%ug§%égv£%59éﬁg@%ng%Lgégdggge%ghﬁgggggethghe first system

meets the thir qgui renen cond stemrs a system wherein

the receiving apparaidis 9eNELALes ROy eLechEONi ¢nPPSFLOET T E8eDOXrsLkey pair
and manages an el ectronic post-office 15box's secret key in the electronic

post - of fisce boxs sty mddts byndissdgohderegeetynbgtappanatHtsr,
Gener ati on and managenent of keys in the second systemw || now be
described. Accoaachagiing tthe tseeohirsystentehhetkbbeehcopptepgost-office box's
key pair is 20generated in the receiving apparatus, and the
confidential data cannot be decrypted without the
recipient’s secret key, and hence any person other than
the recipient himself/herself cannot be aware of the
10 nature of the confidential data. 'Therefore, the first
system meets the third requirement.

The second system is a system wherein the
receiving apparatus generates an electronic post-office
box’s key pair and manages an electronic post-office

15 box’s secret key in the electronic post-office box’'s
key pair by using the receiving apparatus.

Generation and management of keys in the second
system will now be described. According to the second
system, the electronic post-office box’s key pair is

20 generated in the receiving apparatus, and the
electronic post-office box’s secret key in the
electronic post-office box’s key pair is safely managed
in the receiving apparatus. On the other hand, an
electronic post-office box’s public key in the

25 electronic post-office box’s key pair generated by the

receiving apparatus is registered in the electronic

post-office box server. It should be noted that, in



el ectronic post-office box's secret key in the electronic post-office box's
‘key pair is safely managed in the receiving apparatus. On the ot her hand,
an electronic post-office box's public key in the 25el ectronic post-office
box's key pair generated by the receiving apparatus is registered in the

el ectronic post-office box server. It shoulLd be noted that, in 8 the
second system the electronic post-office box's key pair is generated

i ndependently froma recipient's key pair or any other electronic

t-offi box' s k [ i.e., ' f blic, k d t k :
SPur  her mor o, 4y SR IGHET S bne o GHLTONTC" Bost ST 1F B Boko8  Rey Bai 1
I [ t ed d utilized by el ' -office. ’
Can be conai dereds o S S0%1 ol T RAINERPEHS e SEIReRE FRsSPiTer

system 10Mor el geeﬂ%fryyté%ﬁn&é’@@faﬁm Oﬂo&%@%%@%w theegegond

systemw || no escri‘bed. According to the second system confidenti al

data is encrypt@gd Dy the sendng; appar At Uge Ysiig £h§e§£§€tk@?59 post-office
box's public key. The encrypted confidential data is 15sent fromthe

sendi ng appar atpg the i &) et $ Poi &m pasdre Dh fbse bDXcBEHNEE. pdBE-€encrypt ed
confidential data sent fromthe sending apparatus to the electronic

post-of fice boxfidraeerbdss hekaly ipaiheabbect tongenpostedf fndeubdkisedver as
it is without execution of processing 20such as conversion. The encrypted
confidential datyadielatianiheresectfbiie poses offii cembor senvee is sent
fromthe el ectronic post-office box server to the receiving apparatus, and
decrypted by tleensdcsinachg pparatussysiey inef erderebhstlposheoffMBe box' s

secret 25key. As described above, according to the second
as the first system.

10 Moreover, encryption and decryption processing in
the second system will now be described. According to
the second system, confidential data is encrypted by
the sending apparatus using the electronic post-office
box’s public key. The encrypted confidential data is

15 sent from the sending apparatus to the electronic post-
office box server. The encrypted confidential data
sent from the sending apparatus to the electronic post-
office box server is held in the electronic post-office
box server as it is without execution of processing

20 such as conversion. The encrypted confidential data
held in the electronic post-office box server is sent
from the electronic post-office box server to the
receiving apparatus, and decrypted by the receiving
apparatus using the electronic post-office box’s secret

25 key.

As described above, according to the second

system, the electronic post-office box’s key pair is



system the electronic post-office box's key pair is 9 generated

‘i ndependently fromthe recipient's key pair. That is, in the second system
a recipient cannot be identified from (the electronic post-office box's
public key in) the electronic post-office box's key 5pair generated

i ndependently fromthe recipient's key pair. Therefore, the second system
neets the first requirenent. Moreover, acc8rding to the second system the
encrypted confidential data cannot be decrypted without the electronic
post-office box's secret key, 10and hence any person other than the
reci pi ent cann&eisE e et eR%ﬂ?%ﬁﬁ%ﬂeﬁ%ﬁmt%%ﬁ06%¢+ﬂé%@?a? fayapalr-

Therefore, the second systemcan neet the third requirement. The third
systomis a cydleh vifer shih THo JEEE Vi TS 18Rppar STt henb: GIBEORNDS

el ectroni o postghi] e hoxe sokey. 214, S0CLan: €| SoLy oflk £ 0osLogf Li ce box: s

. 1he .
secret key in the el'ectronic po 1 Cce pair i's managed in

the el ect roni c pasteOhfd pe X meryer.. Coner abion. apd; senagenenteof Keys in

the third 20 system w now be descri According to rd - system

the el ectsroni ¢ past -fdd €0 KOX idEIn R 1 St oeNeE R efle & ot BQL I €CREYI NY
apparatus. The el ectronic post-office box's key pair generated in the
recei ving appargtius. i srisendfdre t hthel aedsoni sy posh-néét sechoxf2bserver. An

el ectronic post-office box's secret key in
requirement. Moreover, according to the second system,
the encrypted confidential data cannot be decrypted
without the electronic post-coffice box’s secret key,

10 - and hence any person other than the recipient cannot be
aware of the nature of the confidential data.
Therefore, the second system can meet the third
requirement.

The third system is a system wherein the receiving

15 apparatus generates an electronic post-office box’'s key
pair and an electronic post-office box’s secret key in
the electronic post-office box key’s key pair is
managed in the electronic post-office box server.

Generation and management of keys in the third

20 system will now be described. According to the third
system, the electronic post-office box’s key pair is
generated in the receiving apparatus. The electronic
post-office box’s key pair generated in the receiving
apparatus is sent to the electronic post-office box

25 server. An electronic post-office box’s secret key in

the electronic post-office box’s key pair sent from the

receiving apparatus to the electronic post-office box



the el ectronic post-office box's key pair sent fromthe receiving apparatus
‘to the electronic post-office box 10 server is safely managed in the

el ectronic post-office box server. On the other hand, an el ectronic
post-office box's public key in the electronic post-office box's key pair
sent fromthe receiving apparatus to the 5el ectronic post-office box server
is released. As a result, the electronic pBQt-office box's public key and
the el ectronic post-office box's secret key do not have to be managed in

. the receiving qggaratus. It _should be noted that, in the third system the
el ectroni c post3CivRFfiteSdbRi¥ RRY2PEAr 1NsthENBLEFEHOPAGepPORGEREIY SBr om
the recipient's key pair or any other electrqnic post- office box's key

pai r. Nbreover?b?%esgﬁg?ﬁien@hst%ﬁb?FEeEegapg'r@ai§i§FEEOPﬁCtPQS§Fectronic

post-office boxo§f{¥%r?%§xssgﬁgigc3Ee?oggdgh§aéﬁég?ggg§%rigg%ng%§@%s been

given with respec e ex érein oni ¢ post-office box's

key pair is ger@w@]ﬁégﬁ;@gg@ r§8§£vif£18@a€f?ér ﬁéegﬁb%gbﬁpggrg@%sekgcttkgni c

post-office's key pai generated int ect post-office box

server. 20Encr yptdon- it dssEypd F pN-Br B68SSERGekNi kheet Bhkdgsyshemawi | | now
be described. The confidential data is encrypted by the sendi ng apparatus

usi ng the el ectremilt postie ofIécerdboxcsppubloerkey. bdhesepabypettey and

confidential data is sent fromthe sending apparatus to 25the el ectronic

post-office boxiserakectAdtelenpeyptedf databsehs seonethiegendi ngtapparat us

to the electronic post-office box server is encrypted by the electronic 11
to Dbe managed in the receiving apparatus. It should be
noted that, in the third system, the electronic post-

10 office box’s key pair is generated ihdependently from
the recipient’s key pair or any other electronic post-
office box’s key pair. Moreover, the recipient’s
public key is registered in the electronic post-office
box server. It should be noted that the description

15 has been given with respect to the example wherein the
electronic post-office box’s key pair is generated in
the receiving apparatus here, but the electronic post-
ofﬁice’s key pair may be generated in the electronic
post-office box server.

20 Encryption and decryption processing in the third
system will now be described. The confidential data is
encrypted by the sending apparatus using the electronic
post-office box’s public key. The encrypted
confidential data is sent from the sending apparatus to

25 the electronic post-office box server. The encrypted

data sent from the sending apparatus to the electronic

post-office box server is encrypted by the electronic



post-office box server using the electronic post-office box's secret key.
*Addi tionally, the confidential data obtained by decryption is encrypted by
the el ectronic post-office box server using the recipient's public key. As
a result, the electronic post-office box server regenerates (recreates) the
encrypted confidential data. The regeneratfg encrypted confidential data is
sent to the receiving apparatus fromthe efectronic post-office box server
and 10decrypted by the receiving apparatus using the recipient's secret

key. As describ g,above, according.to the third system the .

el ectronic postp%f?f%g hoR' BokejSpYFF Pglﬁgnépﬁt@&eFﬁ&Qﬁéﬁd§ﬁ§F7qﬂ@%ﬁ%Iua
reci pient's key_pajr. _ That 15i thi em_a r.ecipi

. i | b
denti f1ed f 1o CEne STEctFofY” pobflofiPas hdx, ShBUGPE REyTimL chas

el ectroni c post - i x"'s _k ai.r generated.independentl.y from.the
recipient's keyo%é%%58?2§¥e?%?gyp?ﬁgnt Fr8n§§¥Pgﬁgn§ t%gfhgl%Fngnlc

20r equi renent . ﬁQQEI&PP%éyonCEQEQlePQuEngh%hEh%@%gﬁgﬁ% Eal&%‘;lri‘?:cei ving

apparatus can safely nanage the recipi ent secret one. Thus, the

third sysem negés. t hes secoagurequthementctEbhati 8B skist r23Rahent
Literature Patent Literature 1: Japanese Patent No. 4010766

Non-patent Litesatuke rd@eneratebonrpatentek)t enat unerdptdd Bl aze, G
Bl euner, M Strauss, Divertible Protocols and Atom c Proxy Cryptography. In
Eurocrypt' 98, ¢tNCSIdet®B3jappdati7- TU4, r&§88ebSupmueyicefypktiadent i on
confidential data is sent to the receiving apparatus
from the electronic post-office box server, and
10 decrypted by the receiving apparatus using the
recipient’s secret key.

As described above, according to the third system,
the electronic post-office box’s key pair is generated
independently from the recipient’s key pair. That is,

15 in the third system, a recipient cannot be identified
from (the electronic post-office box’s public key in)
the electronic post-office box’s key pair generated
independently from the recipient’s key pair.
Therefore, the third system meets the first

20 requirement. Additionally, according to the third
system, the receiving apparatus can safely manage the
recipient’s secret key alone. Thus, the third system
meets the second requirement.
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Techni cal Probl em As descri bed above, the first systemneets the
'second and third requirenents. However, in the first system since the
recipient's public key is used as the 10 electronic post-office box's
public key as it is, and hence a recipient my be possibly identified from
the recipient's public key. Therefore, the first system does not neet the
first requirenent. Further, the second sys%%nlneets the first and 15third
requi renents. However, in the second system the secret keys (the

el ectronic post-office box's secret keys) corresponding to the electronic

post-of fi ce box serVieRSPAFFIFzEdtBY2AUFECipi Ent BilA 2Runfer Bhgsnsge dhfel y

managed by the teceiving apparatus. _Therefore Ot he second system does not
neet the secomﬁ#%ﬁﬁﬁ?%n%ﬁ?gr£§bfe P?ﬁ??ﬁ%?ﬁo?@% %ﬁ8mfﬁi?50§y5ten1neets t he

first and second. 9992 ﬁg@ ts. ver. in,t t h em_ the_electronic
post-office bogﬂgjrve ! olgé tﬁgbgﬁﬁchgﬁpc g§St£§?gi§é6%ozbE's§gﬁet key,
and the encrypted, 25cosd i dential data is decrypted by the el ectronic post-
of fice box server using the electronic post-office box's secret key. That

is, inthe third system the 13 fatye ofrtheyconfidential data cannot be
conceal ed fromthe el ectronic post-office box server and an adm ni strator.

Therefore, the Ttduhrdi sy stermidloes not neet the third requirenent. 5That is,
a systemthat neets all of the first to third requirenments is not known.
It is, therefore, amobjestrobetthebpresenhei Aiventi epstempmevicde taefil e
server apparatus and a file server systemthat can utilize a dedicated
public key, 10refisge taed niivbed ofgkeyenemhagedibyeacnsein ahd first

system, since the recipient’s public key is used as the
10 electronic post-office box’s public key as it is, and
hence a recipient may be possibly identified from the
recipient’s public key. Therefore, the first system
does not meet the first requirement.
Further, the second system meets the first and
15 third requirements. However, in the second system, the
secret keys (the electronic post-office box’s secret
keys) corresponding to the electronic post-office box
services utilized by a recipient in number must be
safely managed by the receiving apparatus. Therefore,
20 the second system does not meet the second requirement. -
Furthermore, the third system meets the first and
second requirements. However, in the third system, the
electronic post-office box server holds the electronic
post-office box’s secret key, and the encrypted
25 confidential data is decrypted by the electronic post-
office box server using the electronic post-office

box’s secret key. That is, in the third system, the



conceal the nature of confidential data. Solution to Problem

‘Accor'ding to an enbodinent, there is provided a file server apparatus
connected to a sending apparatus 15that is used by a sender who sends data;
and a receiving apparatus used by a recipient who receives the data. The
file server apparatus according to the enbfginent conprises: reception
nmeans, re-encryption 20key storage neans, -encryption neans, and
transm ssi on neans. The reception neans receives post-office box's

ted data, ich i t ai : enc ting the data by using a
post of 1 ce b e BUBI TS RBS-CPRbiTPRG: sbaBntrnGHOpk szeugpnce;lf%d The
- ti t o) a - enc tion_key _use or
oo encrypting the posrSoTt Tee A  ber F e BhAEYprEl GALXCC WA e F's obt ai ned

by encrypting daddiNskngalde. poshapLEbee, DOXCS RUbLI Eykeky LBLY LBGI Pient’s
encrypted data, which is obtained by encrypting the ta using a

recipient's pubhdst keyetbatr&i scgifferent . fromthe post-office box's public
key and
5 That is, a system that meets all of the first to
third requirements is not known.
It is, therefore, an object of the present
~invention to provide a file server apparatus and a file
server system that can utilize a dedicated public key,
10 reduce the number of keys managed by a user, and
conceal the nature of confidential data.
Solution to Problem

According to an embodiment, there is provided a

file server apparatus connected to a sending apparatus

15 that is used by a sender who sends data; and a
receiving apparatus used by a recipient who receives
the data.

The file server apparatus according to the
embodiment comprises: reception means, re-encryption

20 key storage means, re-encryption means, and
transmission means.

The reception means receives post-office box’s
encrypted data, which is obtained by encrypting the
data by using a post-office box’s public key, from the

25 sending apparatus.
The re-encryption key storage means stores a re-

encryption key used for re-encrypting the post-office



forms a pair with a recipient's secret key managed in the receiving
‘apparat us. The re-encryption nmeans re-encrypts the received .
post-office box's encrypted data to the recipient's 10encrypted data using
the re-encryption key stored in the re-encryption key storage neans. The
transm ssion neans transmts the re-encrypagd recipient’'s encrypted data to
the receiving apparatus. Brief Description-of Drawings 15FIG 1 is a block
di agram mai nly showing a functional configuration of an electrogc2
post-office box sysfemaccording to a first embodi ment; FI 2is a
vi ew for explai??%g a %Bﬁﬁ%ﬁ?eafdBFBxyWPéPQnéFyﬁPFéﬁnﬁgﬁgﬁgF%mﬁfﬁkﬁﬁfq n the
el ectroni c posty 20office box system.according to the enbodinent;
FIG 3is afloie %r?séﬁ%mfﬁa 885%0853§Fﬁg%8506eﬁﬁk 16t kigy déﬁé?aé!on t
rocessi ng exec i h troni.c .post-office. box ste ccording to
Ehe enbodinent;y%§g$%§ng ?sggggyggﬁ Oﬁagghcg il Iy Qfg%épﬁg%gwbonfldentlal

data encrypti 0r'er9&9§1§§§ﬁ€9tﬁ@ddgggf hggpbi al @%&gyigg%ﬂ%pgh%ﬂ-%f VA ih%g;

executed in the 15 electronic post-office box stem according t
enbodi nerg ; is dffferdnt stohl eMEhaELEtSBEWi B8 BoRFACES$ING RIQcady e of

the confidential data encryption
forms a pair with a recipient’s secret key managed in
the receiving apparatus.

The re-encryption means re-encrypts the received
post-office box’s encrypted data to the recipient’s

10 encrypted data using the re-encryption key stored in
the re—encryption'key storage means.

The transmission means transmits the re-encrypted
recipient’s encrypted data to the receiving apparatus.

Brief Description of Drawings
15 FIG. 1 is a block diagram mainly showing a
functional configuration of an electronic post-office
box system according to a first embodiment;

FIG. 2 is a view for explaining a concept of proxy

re-encryption technology used in the electronic post-
20 office box system according to the embodiment;

FIG. 3 is a flowchart showing a processing
procedure of key generation processing executed in the
electronic post-office box system according to the
embodiment;

25 FIG. 4 1s a view for conceptually explaining
confidential data encryption processing and

confidential data decryption processing executed in the



SprocesSing executed in the electronic post-office box systemaccording to
'the first enbodi nent; FIG 6 is a flowhart showi ng a processing
procedure of the confidential data decryption processing executed in the
el ectroni c post-office box 10system according to the first enbodiment;
FIG 7 is a view for explaining a case mhe#g a recipient uses electronic
post -of fi ce boxes; FIG 8 is a viewTor explaining a case where a
reci pient uses electronic post-office box servers 2?; 15F:G. 9 is a block
di agram mai nly showi ng a functiopal configuration of an electronic
pos?-office bgke%?ggﬁﬁqb%c%?ﬂFﬁﬁf?bcﬁ Se¥oR¥SERBoAFRBRELINAI &0 10%is a
fl owchart shovm'é}gD .ﬁﬁocessing procedure of confidential data encrypti.on
e

processi ng 20execu Th-the el ectronic post-office box systemaccording to

t he second enbodi nent;~and . [ | hart showing a
processi ng procedur2§% 'cgn fd%n{EQEEE%%g gggy;ﬁ??%ngﬁngégépﬁg executed in

the el ectroni c posteqifd cor b@ﬁ%;&éﬁ%@é@%@r%ggi &chgﬁﬁﬁond embodi ment .

Description of Enbodi nents Hereinafter each e ment now be
descri bed processing executed in the electronic post-office box

system according to the first embodiment;

FIG. 6 is a flowchart showing a processing
procedure of the confidential data decryption
processing executed in the electronic post-office box

10 system according to the first embodiment;

FIG. 7 is a view for explaining a case where a
recipient uses electronic post-office boxes;

FIG. 8 is a view for explaining a case wheré a
recipient uses electronic post-office box servers 20;

15 FIG. 9 is a block diagram mainly showing a
functional configuration of an electronic post-office
box system according to a second embodiment;

FIG. 10 is a flowchart showing a processing
procedure of confidential data encryption processing

20 executed in the electronic post-office box system
according to the second embodiment; and

FIG. 11 is a flowchart showing a processing
procedure of confidential data decfyption processing
executed in the electronic post-office box system

25 according to the second embodiment.
Description of Embodiments

Hereinafter each embodiment will now be described



16 with reference to the drawi ngs. (First Enbodi nent) A configuration of a
‘file'server systemaccording to a first enbodi nrent will now be descri bed
with Sreference to FIG 1. As the file server systemaccording to this
enbodi ment, for exanple, a so-called electronic post-office box system
corresponding to a post-office box configurgd to send/receive electronic
data on a network is assuned. A descriptio% will be 10 given on the
assunption that the file server systemaccording to this enbodinment is the
el ectroni ¢ post-.office_box sgstenl This is |ikew se applied to the

fol | owi ng embodiHEhtE S FTEER4GC | £° atBF ok Wi AgF am maHII y SBO\M ng a
15functional configuratio f.an.electronic post-office box system
according to this gn%%ﬁfﬁgngmboglmeng%s shown in FIG 1, the electronic

post-office box sysggP&%gf??%§g§ignsg@dgngi§?p§%§%g§ %85% n gkgg&hg%hg

post-office box serve e server apparatus a receivi

apparatus 30. I shoultb beqglethdfiat, eaeh,of bbeqseadi posappanat us 10, the

el ectroni c post-office box server 20, and the recerving apparatus 30 is

real i zedsas a hasfarecsond i gs ati on 08 ensonbi nede £o0fi gugation of
har dware and software that realizes 25 each function of each apparatus.

The software i scunstingtesd diia giogiamethatfos énshplépdaf senralstar age
medi um or a network in advance and all ows each 17
electronic post-office box system corresponding to a
post-office box configured to send/receive electronic
data on a network is assumed. A description will be

10 given on the assumption that the file server system
according to this embodiment is the electronic post-
office box system. This is likewise applied to the
following embodiment.

FIG. 1 is a block diagram mainly showing a

15 functional configuration of an electronic post-office
box system according to this embodiment.

As shown in FIG. 1, the electronic post-office box
system comprises a sending apparatus 10, an electronic
post-office box server (a file server apparatus) 20,

20 and a receiving apparatus 30. It should be noted that
each of the sending apparatus 10, the electronic post-
office box server 20, and the receiving apparatus 30 is
realized as a hardware configuration or a combined
configuration of hardware and software that realizes

25 each function of each apparatus. The software is

constituted of a program that is installed from a

storage medium or a network in advance and allows each



apparatus 10, 20, or 30 to realize its function. The sendi ng
"apparatus 10 is used by a sender who sends confidential data which is

el ectronic data that cannot be shown to strangers. The el ectronic post-
50ffice box server 20 provides a service (an el ectronic post-office box
service) for receiving the confidential dai? fromthe sending apparatus 10
as deputy and transferring it to the receiving apparatus 30. It should be
noted that the electronic post-office box 10server 20 is connected to Lhe
sendi ng apparatus 10 and the receiving apparatus 30 through the network.
The regeieing a%%%?ﬁ?EESSéOi5295e8rb§8atPeEP6ﬂéﬁ? wWhe £E88ETHE8 -t he

confidential data. T sendi,ng apparatus 10 i ncl udes data i nput 15unit 11
and an encryption prgggsgﬁﬁalﬂﬁiEB??Fa?Hé ggtésiﬁﬁﬁg %Hi? PENIFFULEO

o fhatla iaanhlh LERPOSE: 19, 20, PRLAL LAN: CRcT SdUeRL) o LOTS Sapder who

uses the sendi ng appara ncryptron proCcessing un crypts

the 20confi dentéghndatl ge! ORYhn DYoL ber 0ALB LNPURLUNEY oLE bASEeLARRLer whi ch
will be sinply referred to as confi dent aF data) by using a post-office

box's puby i c keyrfade eb8gt £8P Er POStp b 88sDOX S8 rPYBLI Gake¥) octh®nic
post-office box's public key used by the encryption 25processing unit 12 is
acquired from thesetecitonilsopostéroftérerboxrseeveingOthEhecameHyptiian
processing unit 12 sends confidential data (i.e., encrypted
data from the sending apparatus 10 as deputy and
transferring it to the receiving apparatus 30. It
should be noted that the electronic post-office box
10 server 20 is connected to the sending apparatus 10 and
the receiving apparatus 30 through the network. The
receiving apparatus 30 is used by a recipient who
receives the confidential data.
The sending apparatus 10 includes a data input
15 unit 11 and an encryption processing unit 12. The data
input unit 11 inputs confidential data in response to
an operation (a request) from a sender who uses the
sending apparatus 10.
The encryption processing unit 12 encrypts the
20 confidential data input by the data input unit 11
(hereinafter which will be simply referred to as
confidential data) by using a post-office box’s public
key (an electronic post-office box’s public key). The
post-office box’s public key used by the encryption
25 processing unit 12 is acquired from the electronic

post-office box server 20. The encryption processing

unit 12 sends confidential data (i.e., encrypted



18 confidential data), which is obtained by encrypting the confidential
'data’using the post-office box's public key, to the electronic post-office
box server 20. Hereinafter the encrypted confidential data obtained by
5encrypting the confidential data using the post-office box's public key
will be referred to as a post-office box's.encrypted confidential data.
The el ectronic post-office box server 20 c%ﬁprises a post-office box's
public key storage unit 21, a re- 10encryption key storage unit 22, a

- i i ng. uni 3 . ted torage .unit 24.
The st o 11 ce Bot SR T e ot Brage EEF%E;%;E? é&grﬁ-‘/%&%?‘g?f;ﬂece
box' blic k i - 150f fi box' s _publi ey | s use .t he
oneryphion orocdy TaEnbPet 1R b aBa Phet B e RGE S abisy e By g

The o encr Yty koo SLRL A0 UDL L, 22 BROLESCRACh ExeULiYRl 9B key. The

re-encryption key store 20r e- encryption y storage uni't 22 is used
to re-encrypt therencs ypdedcgondihdeptbiak Q@B@i@QB@iQ?ddgifaeBﬁrtéﬁitn're]@i?ﬁghe

confidential data using the post-office box's public key store
post - of fisce boxerscpuht i6g kietye St O 89€e B h124a(h . 8sinfhenpopbseibiree chox' s
encrypted 25confidential data) into encrypted confidential data obtained by
encrypting the oonfs dertlat lday aviisl ngearegerpeentosapubl beskeyrdiitker ent
fromthe post-office 19
box’s encrypted confidential data.
The electronic post-office box server 20 comprises
a post-office box’s public key storage unit 21, a re-
10 encryption key storage unit 22, a re-encryption
processing unit 23, and an encrypted data storage unit
24.
The post-office box’s public key storage unit 21
stores each post-office box’s public key. This post-
15 office box’'s public key is used by the encryption
processing unit 12 includéd in the sending apparatus
10.
The re-encryption key storage unit 22 stores each
re-encryption key. The re-encryption key stored in the
20 re-encryption key storage unit 22 is used to re-encrypt
the encrypted confidential data obtained by encrypting
the confidential data using the post-office box'’s
public key stored in the post-office box’s public key
storage unit 21 (i.e., the post-office box’s encrypted
25 confidential data) into encrypted confidential data

obtained by encrypting the confidential data using a

recipient’s public key different from the post-office



box's public key (hereinafter which will be referred to as recipient's
‘encrypted confidential data). It should be noted that the recipient's
public key is a public key that fornms a pair with a recipient's secret key
managed in the receiving apparatus 30 as will be described later.

The re-encryption processing unit 23 recei%fs t he post-office box's
encrypted confidential data sent by the enc yption processing unit 12

i ncluded in the 10sendi ng apparatus 10. The re-encryption processing

unit 23 re-encrypts th ecejved post-office box's encrypted confidenti al
data into the|§§%|ﬁ(ﬁ§%£9%n%?¥pf£ﬂr%b%?%H%ﬁtW%FCBaVélﬁs fgreherred to

The. onct ypt o0 (01 & STagE uhi 7SSt CEotRET 01 B cAFCa’ enct ppt BaLd

The encrypted as age uni or es enc

e 2 i e SNV o DY LN [ £ NC T YPL1 90 PLOCPSSLELHTLE 23

(i.e., the recipient's encrypted confiden i ned

encrypting the pasterQff | €5-R0X, Soeneryptiged, Cpﬁéigfé'ﬁjc% Qééflet'swgt the

re-encryption key). It should be noted that t ecl pient”s encrypted

confidenti al datam e €ith itthd hee €OLE Vi) efbiat 2 85050085 URL 11241 sent from
the el ectronic post-office box server 20 to the receiving 25apparatus 30 in

response to, faesxamdde,lageguest from (a user who uses) the receiving
apparatus 30. The receiving apparatus 30 conprises a recipient's 20 key
generation unit 31, The esdprentyst secretokeysshgraget upBt r82¢iaeposheoffice
box's key generation unit 33, a re-encryption key generation unit 34, a
decryption prodeSSiTg ffia 35 amhea eted oteptidemiiab3data sent e
recipient's key generation unit 31 generates a recipient's public key and a

recipient's se SRS W 1 RS 25 103 rUk 't hi 4 e Bedpd ehit Shpubl i ¢ key.

10 sending apparatus 10.

The re-encryption processing unit 23 re-encrypts
the received pést—office box’"s encrypted confidential
data into the recipient’s encrypted confidential data
using the re-encryption key stored in the re-encryption

15 key storage unit 22.

The encrypted data storage unit 24 stores the
recipient’s encrypted confidential data re-encrypted by
the re-encryption processing unit 23 (i.e., the
recipient’s encrypted confidential data obtained by re-

20 encrypting the post-office box’s encrypted confidential
data using the re-encryption key). It should be noted
that the recipient’s encrypted confidential data stored
in the encrypted data storage unit 24 is sent from the
electronic post-office box server 20 to the receiving

25 apparatus 30 in response to, for example, a request
from (a user who uses) the receiving apparatus 30.

The receiving apparatus 30 comprises a recipient’s



The recipient's secret key storage unit 32 stores 10the recipient's secret
‘key generated by the recipient's key generation unit 31. The
post-office box's key generation unit 33 generates the post-office box's
public key and a post-office box's secret key which forns a pair with the
15post-office box's public key. The post-office box's key generation unit
33 sends the generated post-office box's lic key to the electronic
post-office box server 20. It should be noted that the post-office box's
public key sent by the post-office box's key eneration unit 33 is
stored in the Qﬁ@?%ﬁﬁ%ﬁ& %nbﬁb$1c %e?eg%ﬁ%%@ "finPECHPELi KBVuded in the
el ectronic post of fice box s encrégtlon ke

generation unit %ﬁfiﬁﬁmﬁ%&%sfé re- %%%?y%ffbﬁekQQXre BSYn ?ﬁ@aFé8¥pient s
bl Kk 25 RS k t t'
PUbTLE Key Eand ool orants 5 st ey geneegt o b bepeciplent

post - Offi Ce DOXiek SHGL ALy Koy ocgé-sﬂ@ £ds by éﬁ& Qgéiﬁgf%hﬁsup%ﬁtkey

generation unit re-encrypt ey generate s re-encryption
key genemsationamit 34 is a key mhlch is used for re-encrypting the
post-office box's encrypted 5confidential data into the recipient's
encrypted confidenti®hhe dad@ipient’s RHég genenstyphi onikeylggeaeatices unit
34 sends the generated re-encryption key to the el ectronic post-office box

server 20. The meesigricanyipts qruikeyc Slexyt doyd a recipient’s secret key

which forms a pair with the recipient’s public key.
The recipient’s secret key storage unit 32 stores
10 the recipient’s secret key generated by the recipient’s
key generation unit 31.

The post-office box’s key generation unit 33
generates the post-office box’s public key and a post-
office box’s secret key which forms a pair with the

15 post-office box’s public key. The post-office box’s
key generation unit 33 sends the generated post-office
box’s public key to the electronic post-ocffice box
server 20. It should be noted that the post-office
box’s public key sent by the post-office box’s key

20 generation unit 33 1is stored in the post-office box’s
public key storage unit 21 included in the electronic
post-office box server 20.

The re-encryption key generation unit 34 generates
a re-encryption key by using the recipient’s public key

25 and the recipient’s secret key generated by the
recipient’s key genération unit 31 and the post-office

box’s public key and the post-office box’s secret key



10 the re-encryption key generation unit 34 is stored in the re-encryption
‘key storage unit 22 included in the electronic post-office box server 20.
The decryption processing unit 35 acquires recipient encrypted confidenti al
data (the recipient 15encrypted confidential data sent fromthe el ectronic
post-office box server 20) stored in the egirypted data storage unit 24
included in the electronic post-office box“server 20. The decryption
processing unit 35 decrypts the acquired recipient's encrypted

20confidential data b sing_the recipient's segret key stored in the
recipient's sec?%?eﬁﬁyegt%Ya %euﬂ?Ftégf%lce bOXTﬁekﬁﬁt9e8ﬁﬁﬁ&ﬂ°@nPPl§6

("6 the cont Tbnt 1T Hat 2 GbUR ReQ. ByUaSCiSBEPRY ERe Jeradipicnt’s

(i.e., the confidential data o I'ne rypting

encrypt ed confi@gg}%g{iggtg%y generatIBﬁ ggggegh of Brgé¥a&%1% cryption

technol ogy used in e electronic post-office box syst ccording to 22

thi s enbodi nentué!\édﬂf@@\ﬂk@eeﬂ@ﬁ%ﬁﬁmg whihpbgterercect gkl G e%cryptgd Here,
a description will be given with respect to a case where users A"and B

decrypt ¢onfi dembn &l detat bal ad St@ssrge) t AO0rwbi beept 0OkeehiRgptRY
confidential data 100
confidential data.

The re-encryption key generation unit 34 sends the
generated re-encryption key to the electronic post-
office box server 20. The re-encryption key sent by

10 the re-encryption key generation unit 34 is stored in
the re—encfyption key storage unit 22 included in the
electronic post-office box server 20.

The decryption processing unit 35 acquires

recipient encrypted confidential data (the recipient

15 encrypted confidential data sent from the electronic
post-office box server 20)'stored in the encrypted data
storage unit 24 included in the electronic post-office
box server 20. The decryption processing unit 35
decrypts the acquired recipient’s encrypted

20 confidential data by using the recipient’s secret key
stored in the recipient’s secret key storage unit 32.

The data output unit 36 outputs confidential data
decrypted by the decryption processing unit 35 (i.e.,
the confidential data obtained by decrypting the

25 recipient’s encrypted confidential data).

The concept of proxy re-encryption technology used

in the electronic post-office box system according to



by encrypting the data. First, the confidential data 100 is encrypted by
‘using a user A's public key 201 (step Si). As a result, user A's encrypted
confidential data 101 is 10obtained. It should be noted that the user A's
public key is a public key associated with user A, and it is also a key
used for encrypting the confidential data 300. The user A's public key 201
is public i nformati on, and anyone can encrypt data by using the
15user A's public key 201. Then, user A decrypts the user A's

d f dat 01 b Kk 02
2 Ths a rosul T Ledie Rl Ot i A TRE%eB HEGeRcaH RAFE 1005 FEoehsn 0 be

noted that the %ﬁy qi A's secret key 202 is a key that forns a pair with
the user A's pu ey 201 associated with user A and it is also a key

used for decrypting ROEL Y i e&iegembé@ew ahi1dapa a@bahn@qthyr%@g LYRE kN
using the user A's public key 201." The user A's secret key 2027is 25private

information, and @M et S%EMOAKQQ&BB'[BGCH§§E Aofir$86HEE aeNa282 (gan
decr ypt dat a. Further, for exanple, a re-encryption key 401 is 23

gener at ed u5|ngmii&agsﬁ%ldﬂswmfméeprkeycﬁﬂagaﬂHeacusEEdanlpmbBacakew0301
or the like (step S3). The re-encryption key 401 is a key which is used for
re-encrypting (Rorreraymiging Heheiséat@d's encrypted 5confidential data 101
-into user B's encrypted confidential data 102. The user B's encrypted
confidential data 10245stenthyptedfédantdaht faradaPa &bt anaedprbydener ypting

the data 100 using a public key associated with user B (a user B's public
key 301). It using a user A’s public key 201 (step S1) As

result, user A’s encrypted confidential data 101 is

10 obtained. It should be noted that the user A’s public
key is a public key associated with user A, and it is
also a key used for encrypting the confidential data
100. The user A’s public key 201 is public
information, and anyone can encrypt data by using the

15 user A’s public key 201.

Then, user A decrypts the user A’s encrypted

confidential data 101 by using a user A’s secret key
202 (step S2). As a result, user A can obtain the
confidential data 100. It should be noted that the

20 user A’s secret key 202 is a key that forms a pair with
the user A’s public key 201 associated with user A, and
it is also a key used for decrypting encrypted
confidential data obtained by encryption using the user
A’s public key 201. The user A’s secret key 202 is

25 private information, and only a person who knows the
user A’s secret key 202 can decrypt data.

Further, for example, a re-encryption key 401 is



10shoul d be noted that generation of the re-encryption key 401 requires
"user 'A's approval since the user A's secret key 202 is used. I t
shoul d be noted that the description has been given with respect to the
case wherein the re- 15encryption key 401 is generated using the user A's
secret key 202 and the user B' s public key, ;301 here, but the re-encryption
key 401 may be generated using the user A"s public key 201 and the user B's
secret key 301 in addition to these keys 202 and 301. 20Then, the user A's

encrypted confi tial . 101 is re-encrypted using t re-encryption key
401 (step $4). g %%arla?téesaitjﬁ{s,al?l??et}hese%se rS}L\Ce%lncsrey(fo‘?eeii'zl %%%f?@%n?ril Iad%%)%rlOl IS

re-encrypted iptQ %}111 ser %53@11%9/%}%1 fqigi él al 5 dat aﬂq_%)zrelt shoul d
be noted that, eve %gﬁT t% re-encryp i on eyg%% ﬁis ﬂsed, he user A's
encrypted confidentidl; faligewardiot; be, decy ypt £y sersBydesrypls the user
B's encrypted 24 confidential data 102 by using a user B's secret key 302
(step S5). As ancesgittingIseforr&adt rapt aie thee confd denti@brdata 100. As
descri bed above, according to the proxy re- 5encryption technol ogy, for
exanpl e, 5t he usenfAderencrly ptadh cio0T iidernd iwdeda'as Idcepncde re-encrypted
into the user B's encrypted confidential data 102 without decrypting the
user A' s encryprad icemitiidantdatia ddtz 100he MOSi g’ usetciyptdd proxy
re-encryption will now be
confidential data 102 is encrypted confidential data
obtained by encrypting the data 100 using a public key
associated with user B (a user B’s public key 301). It
10 should be noted that generation of the re-encryption
key 401 requires user A’s approval since the user A’s
secret key 202 is used.
It should be noted that the description has been
given with respect to the case wherein the re-
15 encryption key 401 is generated using the user A’s
secret key 202 and the user B’s public key 301 here,
but the re-encryption key 401 may be generated using
the user A’s public key 201 and the user B’s secret key
301 in addition to these keys 202 and 301.
20 Then, the user A’s encrypted confidential data 101
is re-encrypted using the re-encryption key 401 (step
S4). As a result, the user A’s encrypted confidential
data 101 is re-encrypted into the user B’s encrypted
confidential data 102. It should be noted that, even
25 if the re-encryption key 401 is used, the user A’s

encrypted confidential data cannot be decrypted.

User B decrypts the user B’'s encrypted



expl ained. This proxy re-encryption is the concept concerning a public key
‘encryption system and a basic npdel consists of five functions, i.e., key
generation, 15encryption, decryption, re-encryption key generation, and
re-encryption. It should be noted that the key generation, the encryption,
and the decryption are the same as those i§4general public key
cryptography. According to a key generation al gorithm KeyGen in 20the proxy
re-encryption, a security paranmeter Ik is input, and a pair (pk, sk) of a

; _ K. i . That is, Gen( 1k k, sk
ek v ach B B LRI AT O Db Rreenenl S SERRELSEy Y

is achi eved. Accor 0 an encry

re-encryption,jbjn%%%§%k§g)pkAAgfaarégégg;ngé%EOé_gégﬂgﬁgaiHs%keA) and

confidential data (p text) mare inp e user encrypted 25
confidential datgh{cidberiextdacLAbs, output. That is, Enc(pkA, m-CAis

achi eved. According to a decryption algorithmDec in the proxy
re-encryption, a usefsAiesSeCred kByvekAsaRdrtlBg to the proxy re-
5 encryption technology, for example, the user A’s
encrypted confidential data 101 can be re-encrypted
into the user B’s encrypted confidential data 102
without decrypting the user A’s encrypted confidential
data 101.

10 . Signs used in the proxy re-encryption will now be
explained.

This proxy re-encryption is the concept concerning
a public key encryption system, and a basic model
consists of five functions, i.e., key generation,

15 encryption, decryption, re-encryption key generation,
and re-encryption. It should be noted that the key
generation, the encryption, and the decryption are the
same as those in general public key cryptography.

According to a key generation algorithm KeyGen in

20 the proxy re-encryption, a security parameter 1K is
input, and a pair (pk, sk) of a public key pk and a
secret key sk is output. That is, KeyGen(lk)q(pk, sk)
is achieved. |

According to an encryption algorithm Enc in

25 the proxy re-encryption, a public key pkp of a target

A (for example, user A) and confidential data

(plaintext) mare input, and the user A’s encrypted



5user A's encrypted confidential data CA are input, and the confidenti al
‘data'mis output. That is, Dec(skA, CA)-a is achieved. According to
a re-encryption key generation algorithm ReKeyGen in the proxy
re-encryption, for 10exanple, the user A's public key pkA, the user A's
secret key skA, a user B s public key pkg, gnd a user B' s secret key skg
are input, and a re-encryption key rkA, g i s out put. Jhat is, ReKeyGen(pkA,
skA, pkg, skg)---.11(A g is achieved. 15According to a re-encryption

al gorithm ReEnc_in_the proxy re-encryption, the re-encryption key rkA g and
the user A's en%??ﬁf%ﬁngbﬁriﬂéﬁ?iéFlggﬁﬁteﬁﬁérEAiﬁﬁuPFtﬁﬁ&'usgpa &Sy
encrypted confi en?i I dagagéci her ext%dcg is output. That is,

ReEnc(rkA, g, 3- { " achreved? e Al t hough the key generation, the

encryption, the decrxg&&pgﬁggggg{g-ﬁg%%¥Bkggga§§%ﬁg§gg%§Eg%nina@ t he

re-encryption constitute _ ere inputs to ffunct i ons
are different ofr@:¢ase-yhere,plbs! §5EHQEtAQQSseErE%Yﬁeyhéﬂﬁt Bﬁaethe

descri bed above are included nmay be present depending on“an inplenentation

system 526  user WegidheAyb¥edt BRI HENLE QL 8XBAPLE, adeMmdBlLit¢abhad
non-interactive which does not require skB for input of the re-encryption

key generation @hgorot hinlerur 4 hedtavaen thevetpaue. al Shaa tvdebeeakkgd
S5uni directional wherein the user A's encrypted
Ca)—-m 1s achieved.

According to a re-encryption key generation
algorithm ReKeyGen in the proxy re-encryption, for

10 example, the user A’s public key pkp, the user A’s
secret key skp, a user B’s public key pkp, and a user
B’s secret key skp are input, and a re-encryption key
rkp ,p is output. That is, ReKeyGen(pkp, ska, pkg,
skg)-rkpa,gp is achieved.

15 According to a re-encryption algorithm ReEnc in
the proxy re-encryption, the re-encryption key rkp_p
and the user A’s encrypted confidential data Cp are
input, and user B’s encrypted confidential data
(ciphertext) Cp is output. That is, ReEnc (rka g,

20 Ca)-Cp is achieved.

Although the key generation, the encryption, the
decryption, the re-encryption key generation, and the
re-encryption constitute the basic model, a case where
inputs to functions are different or a case where other

25 functions or keys than those described above are
included may be present depending on an implementation

system.



confidential data CA can be encrypted into the user B's encrypted
‘confi‘dential data CB by using the re-encryption key rkA"B but, on the other
hand, the user B's encrypted confidential data CB cannot be re- 10encrypted
into the user A's encrypted confidential data CA;, and a nodel called

bi directional wherein the user A's encrypted confidential data CA and the
user B's encrypted confidential data CB can be nmutually re-encrypted by
using the re-encryption key rkA B. It 15should be noted that, in the

bi di recti onal nodel, . re- ryption key rkA, B nay he represented as
rkA"B in some cases.Séggl%l%%??ﬁér%%?é? %ﬁ'tESTpﬁéﬁ%EqﬁeyacPﬁﬁF gr aphy,

there is a Systmi?@é%ﬁl‘jkﬂpepé‘é@i%YQE?QEaBBééFuégaf Qgga%ggﬁggpegggey and

function Setup for naster key generation Is Inc

an | D are addedid@ud her i it rOfcfBe KEYogeReyatbab KeyGana1bb-shanl d be
noted that, in the I D base cryptography, the public key pk ir's an IDitself.

25An operation of theuetestrontr ppsteohtkbcalbexasysbem aggoedi ng to this
enbodi ment will now be described. In the electronic post-office box system
27 accor @i ng t artiisreenbiothaenthetdieethypeseof Apsoerssiyngedi . e., key
generation processing, confidential data encryption processing, and
confidential da&teideaniptdlordardcessiay e ecexeybted. iBEachhef ushe Réy
generation processing, the confidential data encryption processing, and the
confidential d&" SHtGUH roeesal nga Wi | $B now Beidesthrebed-

encryption key rka_,p but, on the other hand, the user
B’s encrypted confidential data Cg cannot be re-

10 encrypted into the user A’s encrypted confidential data
Ca; and a model called bidifectional wherein the user
A’'s encrypted confidential data Cp and the user B’s
encrypted confidential data Cp can be mutually re-
encrypted by USing the re-encryption key rka.,g. It

15 should be noted that, in the bidirectional model, the
re-encryption key rka_,p may be represented és rka,p in
some cases.

Furthermore, in the public key cryptography, there

is a system based on ID base cryptography. In this

20 case, the function Setup for master key generation is
included, and a master key and én ID are added to the
input of the key generation KeyGen. It should be noted
that, in the ID base cryptography, the public key pk is
an ID itself.

25 An operation of the electronic post-office box
system according to this embodiment will now be

described. 1In the electronic post-office box system



First, a description will be given with respect to a processing procedure
‘of the key generation processing lOexecuted in the electronic post-office
box system according to this enbodinment with reference to a flowhart of
FIG 3. This. key generation processing is executed as preprocessing of the
confidential data encryption processing ang,the confidential data
15decryption processing which will be described |ater. The
recipient's key generation unit 31 included in the receiving apparatus 30
executes KeyGen(l k nd_t hereby generates recipient's public key (pkRcv)
and a recipien@:f%ﬁ§;¥§ %%yt?¥ﬁﬁﬁ O?§T35951§§FQ§OQHBeFe8'pient's key
generation uni%} tores the gengrated reg%gient's secret key in the

31 s
recipient's se|£§Eﬁ&§}%§br%g%'Unl?ys%e?%fep %ﬁZ?FO??SEﬁB%rd be noted that

t he recipient'Quﬁggydi$%ﬁ%%gﬁgggaég%r$%%%ggm%gg&9%ggégs_ggM generation unit

31 is released. 25It e note en t cipient's public key

and the reci pi @¥n1Si a6 €11 k¥ haye-Peshi ohrsad¥-98n85ated and hbeqy.
recipient's secret key has 28 been stored in the recipient's secret key

storage 8nit 3Zac s Hid a0 e i€t pLXEEYEEHY, the conheRAenthgl
post-office box's key generation unit 33 executes KeyGen(l k) and thereby

generates a postatef farger Hhoxos pubtess key, (pkdBokhe andnaipestioelfdaeabox’ s
secret key (skBox) (step S13). The re-encryption key generation unit
34 execut es ReKeGyHpkBoXOr ekBoxinpkRol]l m&Rovy desgeheedte a
re-encryption key (rk BOX, RCV) ( step S14). That is, the 10 re-encryption
key generation umt:E&F%%ne?a@%§c¥%ﬁﬁi%n§%é¥§p??oﬁikéy Bythsragrepe to
Foci pient' S Koy GETSERTGIP FACHLEnGT HSoet oFFTL6s bR P UBFEE-REy and
the pOSE_OOf ti C%x%%)flltseds%.cr{ etthekeé/lqutnreorr?fcedpggt—office box system
according to this embodiment with reference to a
flowchart of FIG. 3. This key generation processing is
executed as preprocessing of the confidential data
encryption processing and the confidential data
15 decryption processing which will be described later.
The recipient’s key generation unit 31 included in
the receiving apparatus 30 executes KeyGen (1X) and
thereby generates a recipient’s public key (pkgrey) and
a recipient’s secret key (skrcy) (step S11).
20 The recipient’s key generation unit 31 stores the
generated recipient’s secret key in the recipient’s
secret key storage unit 32 (step S12). It should be
noted that the recipieht’s public key generated by the
recipient’s key generation unit 31 is released.
25 It should be noted that, when the recipient’s

pUblic key and the recipient’s secret key have been

already generated and the recipient’s secret key has



15t he post-office box's key generation unit 33. The re-encryption key
‘i's used for re-encrypting encrypted confidential data encrypted using the
post-office box's public key (post-office box's encrypted confidential

data) into encrypted confidential data 20encrypted using the recipient's
public key (recipient's encrypted confidenﬁéal data) . It should be
noted that, when the re-encryption key is generated by the re-encryption
key generation unit 34, the post-office box's secret key (skBox)

zagenerated by 1%, p0si 21| e, box. £ Koy, gener SLLoGLUNLL 53,y b, gl ot oo

Then, (the post-officée DboXx's key gener

re-encryption Kgy,g gﬁgt%gp g@&t%fg gpngggdeLQ%uggg-receiving appar at us
S pu rated by

30 sends the post-office box' i c key geneée t he post-office

box's key generationrypht 83.apgdstberkesenehypLi Q0 ksx.nég%@%?\t g 1Ry Jhe
re-encryption key generation unit 34 to the electrgnlc post-office box

server 20 (stem:&&)tes Keycdhelle] egtdonhergpst gohtigeehox ?_@"s\feﬁf%ch
receives the post-office box's public key and the re-encryption key sent

from t he 5r ecei \icrg saappais bt ciskSP. (AOFhe) pest- of bbee-boxisepubki 6 keyret
received by the electronic post-office box server 20 is stored in the
post - of fi ce boxtsy pidkpcxkeyststmralge) unit 21 included in the electronic

post-office box server 20 (step S16). Additionally, the re-encryption key
recei ved by The re-encryption key generation unit 34 executes

ReKeyGen (pkpox, skpox: PKrcv:, skrcy) to generate a re-
encryption key (rkpox,rcv) (step S14). That is, the

10 re-encryption key generation unit 34 generates the re-
encryption key by using the recipient’s public key and
the recipient’s secret key generated by the recipient;s
key generation unit 31 and the post-office box’s public
key and the post-office box’s secret key generated by

15 the post-office box’s key generation unit 33.

The re-encryption key is used for re-encrypting
encrypted confidential data encrypted using the post-
office box’s public key (post-office box’s encrypted
confidential data) into encrypted confidential data

20 encrypted using the recipient’s public key (recipient’s
encrypted confidential data).

It should be noted that, when the re-encryption
key is generated by the re-encryption key generation
unit 34, the post-office box’s secret key (skpox)

25 generated by the post-office box’s key generation unit
33 may be deleted.

Then, (the post-office box’s key generation unit



15t he el ectronic post-office box server 20 is stored in the re-encryption
‘key storage unit 22 included in the el ectronic post-office box server 20
(step S17). When the processing of step S17 is executed, the key generation
processing is termnated. 20The confidential data encryption processing and
the confidential data decryption processing executed in the electronic
post-office box systemaccording to this en%odinent wi Il now be
conceptually explained with reference to FIG 4. 25First, in the

conf dent ol dei 2. snerypl| o0 BEORSSFLIN, onEidenticl daia.l s onoryoted by

using the post-office box' s pu y (s , 30

post-office boxi . eReLypied coofLdentlaldata is.Qltdned, g5 po Lhen. the
da i'S y Pcoﬁ

post-office box's encrypted confidentia re-encrypted Vert ed)

i nto recipi ent’ s HEACTYHE 4 mﬂgeﬁéyabeﬁakatgx B?;@gea beeRGYREI on key

(step S22). Further, in the confidential da ecryption processing,
the recipi ent’ s@ircd s edysoat4€leshi ahidaga hﬁddeﬁéYEbeénQ¥¥§%EBQ &ey

recipient's secret key. 10Wien the confidential data encrypfion procéssing
and the éonfi deydneatadat dyectyptéoanpropesshngedr geaxesttied unithizg
manner, the nunber of keys managed by a receiving apparatus can be reduced
whi | e mai nt ai nity Yonféelderitienic ypostdafiaadbpri vacyeof 20hdstepi pilént. in
The electronic post-office box server 20 receives
the post-office box’s public key and the re-encryption
key sent from the receiving apparatus 30.

10 The post-office box’s public key received by the
electronic post-office box server 20 is stored in the
post-office box’s public key storage unit 21 included
in the electronic post-office box server 20 (step S16).

Additionally, the re-encryption key received by

15 the electronic post-office box server 20 is stored in
the re-encryption key storage unit 22 included in the
electronic post-office box server 20 (step S17). When
the processing of step S17 is executed, the key
generation processing is terminated.

20 The confidential data encryption processing and
the confidential data decryption processing executed in
the electronic post-office box system accordiﬁg to this
embodiment will now be conceptually explained with
reference to FIG. 4.

25 First, in the confidential data encryption

processing, confidential data is encrypted by using the

post-office box’s public key (step S21). As a result,



15t he el ectronic post-office box systemaccording to this enbodi nent.
"Herei'nafter the confidential data encryption processing and the
confidential data decryption processing executed in the electronic
post-office box 20system according to this enbodi nent will now be descri bed

in detail. A processing procedure ofy4he confidential data encryption
processi ng executed in the electronic post-office box systemaccording to
this enbodi ment will now 25be described with reference to a flowhart of

FIG 5. First, the i ihput_ unit 11 included.in the sending. apparatus 10
i nputs confideﬁ%ﬁgl% gﬁfﬁE%O%M?r%ﬁﬂﬁ%@ﬁf?cF%F?%%%%gfafa%a%%e%%tion) of a
sender who usesyihg sendi ng apparatus 10 (step S31). The encryption
processing unit 12 issues a request for acquiring the post-office box's

public key (pkBox) ogigfedid phecposttolfbse QOéhérpg@éﬁchﬁﬁfiééHE%? uni t
21 included in the electronic post-office box server 20 (step S32) and

recei ves the past=ofifsi e& o Sygdd | ccdieyestead) byntheretgsicnni €
post-office box server 20 (step S33). 10The encryption processing unit 12
encryptsSthe encrypted confidential data by using a re-encryption

key (step S22).

Further, in the confidential data decryption
processing, the recipient’s encrypted confidential data
is decrypted by using a recipient’s secret key.

10 When the confidential data encryption processing
and the confidential data decryption processing are
executed in this manner, the number of keys managed by
a receiving apparatus can be reduced while maintaining
confidentiality of data and privacy of the recipient in

15 the electronic post-office box system according to this
embddiment.

Hereinafter the confidential data encryption
processing and the confidential data decryption
procesSing executed in the electronic post-office box

20 system according to this embodiment will now be
described in detail.

A processing procedure of the confidential data
encryption processing executed in the electronic post-
office box system according to this embodiment will now

25 be described with reference to a flowchart of FIG. 5.

First, the data input unit 11 included in the

sending apparatus 10 inputs confidential data in



confidential data input by the data input unit 11 using the acquired
‘post-of fice box's public key (step S34). As a.result, the encryption
processing unit 12 acquires the confidential data encrypted using the
post-office 15box's public key (i.e., the post-office box's encrypted
confidential data). That is, the encryptiog processing unit 12 executes
Enc(pkBox, m mentioned above and acquires post-office box's encrypted
confidential data (CBOX) as its output. 20The encryption processing unit 12

sends the acqui,g &%gg-ggfécgéggéég ?Qgr%géggsggggiggng;%%nggggwbo t he

el ectronic post-office box serv Ste Pypti on

processing unit ;23 | lg%%%ééb; 545@%§095c $?§%h$§{}ce box server 20

recei ves the 25post-office ncrypted co al "data sent by the

encryption proceSSinﬂﬁ@”éﬁc%%pfﬂgﬁUgﬁgcégsihg g&ndi ng §QQ@E§tHSr%9H§gQ0n

receiving the post-office box's encrypted confidential data,

re-encryption picacessiuigr g tt123 BEsH & £5i @e Mo 2NET YRbi 0B K@% Q%KES%)RCV)
stored in the re-encryption key storage unit 22 (step S36). 5Subsequently,
t he re-ehcrypt st yErcbcies sty pos t -3 1 @= dncx yptisub hecresei vedrpgst upfiti ce
box's encrypted confidential data into the recipient's encrypted
confidenti al d&ﬂaH&FhEQQQJ%4u¥hﬁxﬁﬁ¢@ﬁﬁ@@#@N@®§bt¢@ﬁlk@yigsﬁggf@?i%fpgs a
;ﬁi?;;f[ eéhe re er%%rpy%t3|2o)n alnoé)rroecceesisx;ensg tul'?eI tpozsstf‘gfqgiégsbéx’ S pub?ic

key sent by the electronic post-office box server 20

(step S$S33).

10 The encryption processing unit 12 encrypts the
confidential data input by the data input unit 11 using
the acquired post-office box’s public key (step S$S34).

As a result, the encryption processing unit 12 acquires
the confidential data encrypted using the post-office

15 box’s public key (i.e., the post-office box’s encrypted
confidential data). That is, the encryption processing
unit 12 executes Enc(pkppx, m) mentioned above and
acquires po;t—office box’s encrypted confidential data
(Crox) as its output.

20 The encryption processing unit 12 sends the
acquired post-office box’s encrypted confidential daté
to the electronic post-office box server 20 (step S35).

The re-encryption processing unit 23 included in
the electronic post-office box server 20 receives the

25 post-office box’s encrypted confidential data sent by

the encryption processing unit 12 included in the

sending apparatus 10. Upon receiving the post-office



confidential data. That is, the re-encryption processing unit 23 executes
"ReEnc¢(rk BOX. RCV, CBOX) described above and acquires the recipient's
encrypted confidential data (CRcv) as its output. 15It should be noted
that, even if the re-encryption processing has been executed using the
re-encryption key, the post-office box's epcrypted confidential data and
the recipient's encrypted confidential data are not decrypted. 20The
re-encryption processing unit 23 stores the acquired recipient's encrypted

confidential d A e encrypted.data storage unjt 24 (step S38). Wen
t he Lrope;singq%%(§$é%§§§§pEE%R%%%%3€§%%h?gd$g¥%§ t%ﬁffﬁéﬁPFnggé%ﬁ
encryption proGassids i sy el na ed @?ﬁe@r%C?é-%@grg%@%sg%gyﬁ the
confidential data decryption process?ng w | T now be scribed with

reference to a flagehart, ofs FGq 6, s ONLARALE ALy B3y 0aLa, dgEr YPLi O

processing i s exe in response to a request Troma reciplent "who uses

the receiving appar atus(3hp foreexanpl e. First, the
decryption processing unit 35 of the 5receiving apparatus 30 acquires a
reci pient's secret kayb{skRav)lgtotied ra-&heryeci pheptosesechgt ukey sBorage
unit 32 (step $41). The decryption processing unit 35 issues a
request for acqeranwyyrs pitentrecainoey presit conf identoal s datar $OEERCV)
stored in the encrypted data storage unit 24 included in the electronic
post - of fi ce boX ¥erdantig ) stadm S4Mo arle reeeivkesnthe eecippead' s encrypt ed
confidential data sent fromthe electronic post-office box server 20 (step
S43). The reciﬁq&ﬁbq§q£ﬁﬁ%”ﬂ§£f by using the acquired re-encryption

key (step S37). As a result, the re-encryption

10 processing unit 23 acquires the recipient’s encrypted
confidential data. That is, the re-encryption
processing unit 23 executes ReEnc(rkpox,rcv: Cpox)
described above and acquires the recipient’s encrypted
confidential data (Crcy) as its output.

15 It should be noted that, even if the re-encryption
processing has been executed using the re-encryption
key, the post-office box’s encrypted confidential data
and the recipient’s encrypted confidential data are not
decrypted.

20 The re-encryption processing unit 23 stores the
acquired recipient’s encrypted confidential data in the
encrypted data storage unit 24 (step S38). When the
processing of step S38 has been executed, the
confidential data encryption processing is terminated.

25 A processing procedure of the confidential data
decryption processing will now be described with

reference to a flowchart of FIG. 6. This confidential



15confidential data stored in the encrypted data storage unit 24 is sent
‘fromthe electronic post-office box server 20 in response to, for exanple,
a request froma recipient. As a result, the decryption processing unit 35
acquires the recipient's encrypted confidential 20data. Then, the
decryption processing unit 35 decrypts the3§ecipient's encrypt ed
confidential data acquired in step S43 by USing the recipient's secret key
acquired in step S41 (step S44). That is, the decryption 25processing unit

) j . d ires d
38 procutes, Deolslduec OBYoiitl s0ed,ghote and.peall L6 dserveLed, o
out puts the confd éz%réﬁ“@-?@?P%i@gtbézéyﬁsgﬁcEMBtE8Ee9$9% ssing unit 35

(the decrypted confidenti data) (step en the procéssing in step

S45 has been exggiletud hey Scenf i denhbak data decryption processing is
t er m nat ed. As descri bed above, in this enbodi nent, the confidenti al

data is encrypted byrusing the gestyptibaepbexesspHll Leikewsi Brt R@esendi ng
apparatus, the post- office box's encrypted confidential data is re- 10
encrypted into tde neicigiantdsatensr ypt edqednésdentealipdaha’ by susireg t he
re-encryption key in the file server apparatus (the electronic post-office
box server) 20kawelgkraipi ertore@ntnyphedredainiesttiecsgpretd ksivng the
recipient's secret key in the receiving apparatus, and 15the confidenti al
dat a obt ai ned @%QHﬁQ%kRﬂ%&n3%wﬂ$%e@u$ght: As a result, in this enbodinent,

since the post- . . . .
P The decryption processing unit 35 issues a request

for acquiring recipient’s encrypted confidential data

10 (Crcvy) stored in the encrypted data storage unit 24
included in the electronic post-office box server 20
(step S42) and receives the recipient’s encrypted
confidential data sent from the electronic post-office
box server 20 (step S43). The recipient’s encrypted

15 confidential data stored in the encrypted data storage
unit 24 is sent from the electronic post-office box
server 20 in response to, for example, a reguest from a
recipient. As a result, the decryption processing unit
35 acquires the recipient’s encrypted confidential

20 ‘data.

Then, the decryption processing unit 35 decrypts
the recipient’s encrypted confidential data acquired in
step S43 by using the recipient’s secret key acquired
in step S41 (step S44). That is, the decryption

25 processing unit 35 executes Dec(skgrcy, Cgrcy) mentioned
above and acquires decrypted confidential data (m) as

its output.



office box's public key is used in place of the recipient's public key in
‘the sending apparatus 10, a 20recipient is not identified fromthe
recipient's public key, and privacy of the recipient can be assured. .
Additionally, in this enbodi nent, the key that should be managed in the
receiving apparatus 30 is the recipient's secret key alone, the nunber of
keys 25managed by the receiving apparatus 1s small, and it is nore
convenient. Further, in this enbodinment, the post-office box's

35
encrypted confident i”lg’ie g@gét@a al oSy L Suf 8¢ eggr&%?gtgn Ret ESn%E%Eg}ch S

encrypted confidenti a using the re-encryption key in ctronic

post - of fice boxaser Wiq ity fih{ e 1s€ryeE r RPPAERt P5dc20s 1 hhe ROt 39 ke
5box's encrypted confidential data and the recipient's encrypted

confidential datea i diDtcHeETyRierhl angkencecshesnaf ur eyeént hge
confidential data can be concealed fromthe file server apparatus 20 and
its adm ni strataoceb@BEurg her norey $46 thas leadodeéx@atted) neget he recipient's
encrypted confidential data is stored in the encrypted data storage unit
24, theré is aoceefiideridtalt atspeteb nfpt esparmdd ogs $ ng fequestifiared.
acquiring the rec pLent, & SR Soven L S cnbodinent) (the
confidential data is encrypted by using the pbst~office
box’s public key in the sending apparatué, the post-
office box’s encrypted confidential data is re-
10 encrypted into the recipient’s encrypted confidential
data by using the re-encryption key in the file server
apparatus (the electronic post-office box server) 20,
the recipient’s encrypted data is decrypted using the
recipient’s secret key in the receiving apparatus, and
15 the confidential data obtained by the decryption is
output.
As a result, in this embodiment, since the post-
office box’s public key is used in place of the
recipient’s public key in the sending apparatus 10, a
20 recipient is not identified from the recipient’s public
key, and privacy of the recipient can be assured.
Additionally, in this embodiment, the key that
should be managed in the receiving apparatus 30 is the
recipient’s secret key alone, the number of keys
25 managed by the receiving apparatus is small, and it is

more convenient.

Further, in this embodiment, the post-office box’s



15recei ving apparatus 30 is high. Therefore, in this enbodi nent, the
"dedi ¢ated public key (i.e., the post-office box's public key) can be used
in place of the recipient's public key, the nunber of keys managed by a
reci pient (user) can be 20reduced, and the nature of the confidential data
can be concealed fromthe file server appajat us 20 and its adm nistrator.

It should be noted that the description has been given with respect to the
case where the recipient who 25utilizes the receiving apparatus 30 (and the

d wh til] t.h ndi n atus_10) uses one el ectroni,c.
post f%f fi ?e”?'oxe'rfiriyrpv%etﬁ%ig%i LRk E%n??%%t ) h_ai-%%ctrygfgf?i: ShE oy
use e electr c f - - of
server 20. Int |%;%é§?,l%é#s céﬁ?%i?*%?&égég%ﬁéﬁé%%%e?gﬁiouﬁégg gggh of

the sending apharaisssodicaisend dal a10:L e, pel g6t onke; pastogl (i ce

boxes in one electroni'c post- office box server Addi tional ly, as

shown in FIG &erihe regidiite yruse dheaehectyondc pstpekficerbex
servers 20. Further, the electronic post-office box servers 20 nay
10provi dé the @oecty @aricr nsdd afdn Lieldroxes] (Setyi £838)the recipFynther nore,
al t hough the description has been given with respect to the case where the
reci pi ent's pulsinice eeyedq pkdRefd)ddarst el edsled drethos éabogbedt , abdt t he
recipient's public key may not be rel eased, and a 15set (pair) of the
recipient's pubﬁm§ekéWQﬂﬂﬁQQﬁ? of the confidential data can be

concealed from the file server apparatus 20 and its
administraﬁor.

10 Furthermore, in this embodiment, since the
recipient’s encrypted confidential data is stored in
the encrypted data storage unit 24, there is a merit
that the speed of responding to a request for acquiring
the recipient’s encrypted confidential data from the

15 receiving apparatus 30 is high.

Therefore, in this embodiment, the dedicated
public key (i.e., the post-office box’s public key) can
be used in place of the recipient’s public key, the
number of keys managed by a recipient (user) can be

20 reduced, and the nature of the confidential data can be
concealed from the file server apparatus 20 and its
administrator.

It should be noted that the description has been
given with respect to the case where the recipient who

25 utilizes the receiving apparatus 30 (and the sender who
utilizes the sending apparatus 10) uses one electronic

post-office box (service) in this embodiment, but the



recipient's secret key (pkRcv, skRcv) may be managed in the receiving
‘apparatus 30. Moreover, in this enbodi nent, although the description has
been given with respect to the case 20where (the encryption processing unit
12 included in) the sending apparatus 10 acquires the post-office box's
public key from (the post-office box's pubjjc key storage unit 21 included
in) the electronic post-office box server 20 in the confidential data
encryption 25processi ng, the sending apparatus 10 may acquire the

t-office box s ubli i ired or.t trotiice box’
bubl 1 o key may B aan T Ay 1o oo SSPLMAET R8P ry P FBPRLEBKER Rami o.

Addi tional |y, " ighd hi s &rhadi essa . ab i houghobhesdeseri pbi onthasybeen given

t ) .
with respect to the case where t%e reciprent's encrypted conflgentlal dat a

i's Sacquired i ndasponsesHiud HEGESE 71 opmd hgeﬁgggp@qﬁstuise_st B&ch of

confidential data decryption processi ng, the nethod of acquiring the

reci pient's enangtechdionf 0 dad uslas a1 meyahesofdadpuhl tbypaewherein the
recei ving apparatus 30 acquires the recipient's encrypted 10confi denti al
data i n bPesponsd darmorrigguestit faiddebores piendtneredeptushntypporvherein the
el ectronic post-office box server 20 sends the recipient's encrypted
confidential d&tfefias thax resssiad mf apparatus 30 after the re-encryption

processing. 15Further, in this enbodi nent, although the o
Addltlonally, as shown in FIG. 8, the recipient

may use the electronic post-office box servers 20.
Further, the electronic post-office box servers 20 may
10 provide the electronic post-office boxes (services).
Furthermore, although the description has been
given with respect to the case where the recipient’s
public key (pkrcy) is released in this embodiment, but
the recipient’s public key may not be released, and a
15 set (pair) of the recipient’s public key and the
recipient’s secret key (pkrcvy, skrcy) may be managed in
the receiving apparatus 30.
Moreover, in this embodiment, although the
description has been given with respect to the case
20 where (the encryption processing unit 12 included in)
the sending apparatus 10 acquires the post-office box’s
public key from (the post-office box’s public key
storage unit 21 included in) the electronic post-office
box server 20 in the confidential data encryption
25 processing, the sending apparatus 10 may acgquire the
post-office box’s public key online as required, or the

post-office box’s public key may be acquired in advance



description has been given with respect to the case wherein the recipient's
'encrypted confidential data re-encrypted by the re-encryption processing
unit 23 is stored in the encrypted data storage unit 24, the 20recipient's
encrypted confidential data may be transferred (sent) to the receiving
apparatus 30 w thout being stored in the eggrypted data storage unit 24.
Furthernore, in this enbodi nent, although the 25description has been given
with respect to the case wherein the post-office box's public key and the

post-of fice box; &y SREE L1 Key & PEBOX s, 5kBRY), ?E? generated by 38 (the
post-office box's key generation unit 33 |n€ uded in) the receiving

apparatus 30, the pcmdprfié@@lpgw $nPuhlikCckeyqandnkhe pesbughf ikge box's
secret key may be generated by he el ectronic post-of fice boxX server 20

5side. In this daseigo generatieeéhegieefnNeiypt reBpkey tB the egeei ving
apparatus 30, the post-office box's public key and the post-office box's
secret key genevtatmed ihe tdtecigbeett Oni enpogptofif oarbaxnsenverda?d ase sent
to the receiving apparatus 30. It should be 10noted that, if the proxy
re-encryption cfcadigrarbdel wzdp@use non- antegaestvétomnsthusedect héenecenvi ng
apparatus 30 can send the recipient's public key (PKRCV) to the electronic
post - of fi ce boxXSerdrif iZprdc ahdathedeel BRELYPt PEACREy1REN bbegaaghated in
the 15el ectronic post-office box server 20. Furthernore, as for the
proxy re-encrypti AFUEEd N W s FHoHERENS , SRCHYAL £®- BaBEHdsPELam may be

used, or an ID&%%Saeqnas}ysr}eerggTag ;?L?l]'fjst',eype wherein the receiving

apparatus 30 acquires the recipient’s encrypted

10 confidential data in response to a request from the
recipient or a push type wherein the electronic post-
office box server 20 sends the recipient’s encrypted
confidential data to the receiving apparatus 30 after
the re-encryption processing.

15 Further, in this embodiment, although the
description has been given with respect to the case
wherein the recipient’s encrypted confidential data re-
encrypted by the re-encryption processing unit 23 is
stored in the encrypted data storage unit 24, the

20 recipient’s encrypted confidential data may be
transferred (sent) to the receiving apparatus 30
without being stored in the encrypted data storage unit
24.

Furthermore, in this embodiment, although the

25 description has been given with respect to the case

wherein the post-office box’s public key and the post-

office box’s secret key (pkpox, Skpox) are generated by



(Second Enbodi nent) 20A configuration of an el ectronic post-office box
'systém (a file server systen) according to a second enbodi nent will now be
described with reference to FIG 9 to FIG 11. It should be noted that |ike
reference nunbers denote parts equal to those in 25FIG 1, FIG 5, and FIG
6, thereby omtting a detailed descripti _orgéhereof. A description will be
mai nly given with respect to the respective differences 39 between FIG 9
to FIG 11 and FIG 1, FIG 5, and FIG 6. Thi s errboldi ment is
g1 feront, {1OMANS KIS eEbOSLIBOL § bl OsLiIll i, Dosic engrypled
R e e i o e T A
10el ectronic p?ﬁﬂiﬂmiiﬁé§t%%ﬁS@ﬁ¥e§o§@~$ff§céeﬁ¥§rsaQQ@£@£u§%y4Hay be

generated by the electronic post-office box server 20

5 side. In this case, to generate the re-encryption key

in the receiving apparatus 30, the post-office box’'s

public key and the post-office box’s secret key

generated in the electronic post-office box server 20

are sent to the receiving apparatus 30. It should be

10 noted that, if the proxy re-encryption of the model
called “non-interactive” is used, the receiving
apparatus 30 can send the recipient’s public key
(pkrcy) to the electronic post-office box server 20 so
that the re-encryption key can be generated in the

15 electronic post-office box server 20.

Furthermore, as for the proxy re-encryption used
in this embodiment, a non-ID-based system may be used,
or an ID-based system may be used.

(Second Embodiment)

20 A configuration of an electronic post-office box
system (a file server system) according to a second
embodiment will now be described with reference to
FIG. 9 to FIG. 11. It should be noted that like
reference numbers denote parts equal to those in

25 FIG. 1, FIG. 5, and FIG. 6, thereby omitting a detailed

description thereof. A description will be mainly

given with respect to the respective differences



The el ectronic post-office box server 40 conprises an encrypted data
'storage unit 41 and a re-encryption processing unit 42. As shown in FIG

10, the encrypted 15data storage unit 41 stores post-office box's encrypted
confidential data sent froman encryption processing unit 12 included in a
sendi ng apparatus 10 as different fromFIGg5 (step S51). As shown in FIG
11, the re-encryption processing 20unit 42 acquires a re-encryption key (rk
BOX, RCV) stored in a re-encryption key storage unit 22 in response to, for

exanple, a reqqg§gwg%£n%£@-r%gé§i§ﬂ§ who gggsggg.{Ege%¥&ngsapg%ratus 30 as

different fromFI G (step and re-encry OSf-OffICg box' s
encrypted 25cordiglential data stored in the encrypted data storage unit 41
into recipient's encrypted confidential data (step 53). It should be noted

that the re-encryptionis4upsQ@cesSst NPsulk Erd2egXeeubaschherkesencryption
processing by using a re-encryption key stored in the re-encryption key

storage unit 22masodimére firisiaenhost ventic8Thexr eckpeepptedencrypt ed
confidential data re- encrypted by the re-encryption processing unit 42 is
decrypt ed by a aechigenioie brdcessing unréd3bni acl atledtront hepbeeei vi ng
apparatus 30 as in the first enbodiment. 10As described above, in this
enbodi ment, the s gl TRt sRIragedemi n4dni attadeenia phetepbéfticenic
post-office box server 40 stores the post-office box's encrypted
confidential d&%X S¥*tFShe post-office box's encrypted confidential data

stored in the 15encrypted data storage unit 41 is re-encrypted . into the
reci pient's encrypté%gc%mﬁW%eH?i%ysda a 71 ?%§5Bﬁ%%lFop%S¥éaﬁé§FefPS%\a

recipient. system according to this embodiment comprises an
10 electronic post-office box server (a file server
apparatus) 40.

The electronic post-office box server 40 comprises
an encrypted data storage unit 41 and a re-encryption
processing unit 42. As shown in FIG. 10, the encrypted

15 data storage unit 41 stores post-office box’s encrypted
confidential data sent from an encryption processing
unit 12 included in a sending apparatus 10 as different
from FIG. 5 (step S51).

As shown in FIG. 11, the re-encryption processing

20 unit 42 acquires a re-encryption key (rkppox_prcy) stored
in a re-encryption key storage unit 22 in response to,
for example, a request from (a recipient who uses) a
receiving apparatus 30 as different from FIG. 6 (step
S52) and re-encrypts the post-office box’s encrypted

25 confidential data stored in the encrypted data storage
unit 41 into recipient’s encrypted confidential data

(step 53). It should be noted that the re-encryption



As a result, in this enbodinent, as in the first enbodi nent, a dedicated
‘publi'c key can be used in place 20of a recipient's public key, the nunber
of keys managed by each receiving apparatus can be reduced, and the nature
of confidential data can be concealed fromthe el ectronic post-office box
server (the file server apparatus) 20 and ﬂy adm ni strator thereof.
25Furthernore, in this enbodi nent, since the encrypted data storage unit 24
stores the post-office box's encrypted confidential data, there is a nerit

41 that data stored in the encrypted dafa storage_unit 24 .does not have to
be updat ed eveﬁ%?c%fﬁﬁﬂﬁrﬁ%ﬁﬁ'¥ pTBFT 3 kBy - ARdT & TREF BPEAP s secret key

are changed. It : ted. that,_in | di pen in 5. the first
enbodi nment , théﬂgg%%%gﬁ?féﬁyﬁggl%ge% B%V%%g%f?ﬁfggs%ggtEF8%§Helca§éemherein
a recipient whodsescfi IGeoyy O: SPRALALYS: D5 (200; 7 sgRder uho uses the
sendi ng appar at us 163 uses one el ectrohic post-office box (service), the
reci pi ent my use&lesddoni c post- 10 office boxes in one electronic
post-office box server 20. In this case, as shown in FIG 7, the sender who
uses each of the serthaigrappat attSesedOrgpoesendndatiantoatihaaekeekroni c
post-office boxes in one electronic post-office box server 20. 15Moreover,
as shown in Fl Gn@&ynted reci pientenaycugetide pfeceésonng post- dEfiiese box
servers 20. Additionally, the electronic post-office box servers 20 may
provi de the el &ﬁqrdmtce%dsx -dfdecrybokes Preessersy. urdrusbhénclidedhi s
enbodi ment, as in the first enbodi nent, the description _has been given with
respect to the ‘add'SHEEHHT SRR EREYS PULEF cIReyDEpkRESY is rel eased, a
set (pair) of the recipient's public key and a recipient's secret key
(pkRev, schv)e 4;? naged in the receiving apparatus 30.

10 As described above, in this embodiment, the
encrypted data storage unit 41 included in the
electronic post-office box server 40 stores the post-
office box’s encrypted confidential.data, and the post-
office box’'s encrypted confidential data stored in the

15 encrypted data storage unit 41 is re-encrypted into the
recipient’s encrypted confidential data in response to
a request from a recipient.

As a result, in this embodiment, as in the first
embodiment, a.dedicated public key can be used in place

20 of a recipient’s public key, the number of keys managed
by each receiving apparatus can be reduced, and the
nature of confidential data can be concealed from the
electronic post-office box server (the file server
apparatus) 20 and an administrator thereof.

25 Furthermore, in this embodiment, since the
encrypted data storage unit 24 stores the post-office

box’s encrypted confidential data, there is a merit



Furthernore, in this enbodinent, as in the first enbodi nent, the
‘description has been given with respect 42 to the case where (the
encryption processing unit 12 included in) the sending apparatus 10
acquires the post-office box's public key from (the post-office box's
public key storage unit 21 included in) tQﬁ_SeIectronic post-office box

- server 20 in the confidential data encryption processing, but the sending
apparatus 10 may acquire the post-office box's public key online as

equ red, o (g Roskiol S Bon s MHDILS; ke T Be. acabi g L pdgnoe

and locally 10stored, Tor exanmp

in the first e@ggyrggg,héyﬁjggmggthaégggré§gég?fhgsrg§? %%%ge W th

respect to the case where the recipient”™s encr ed con ral data is

acquired in respense tRylsad efuasti J1am thesL el pi 1@@% 4P LR, 6oD41 denti al
data decryption processing, the nethod of acquiring the recipient's

encrypted confidentiml dahddeye beoedd acpat] 1xypenvbessbidiRent ece5Vvi Ag
apparatus 30 acquires the recipient's encrypted confidential data in

response520t 0 aheeduesit famradihemecitietie Xir BopUSH hypepaker @iveth he
el ectronic post-office box server 20 sends the recipient's encrypted
confidential datight gesipeateds Whry cpardtase 30 afteciphent ewlencuypsi on
processing. 25Additionally, in this enbodinment, as in the first enbodi nent,
al t hough the dé&$erirsGedy ings apsaT agivce (i tand espeenden wihe csee Wherein

the recipient's , _ ,
sending apparatus 10) uses one electronic post-office

box (service), the recipient may use electronic post-

10 office boxes in oﬁe electronic post-office box server
20. In this case, as shown in FIG. 7, the sender who
uses each of the sending apparatuses 10 can send data
to the electronic post-office boxes in one electronic
post-office box server 20.

15 Moreover, as shown in FIG. 8, the recipient may
use the electronic post-office box servers 20.
Additionally, the electronic post-office box servers 20
may provide the electronic post-office boxes
(services).

20 Further, in this embodiment, as in the first
embodiment, the description has been given with respect
to the case where the recipient’s public key (pkpcy) is
released, a set (pair) of the recipient’s public key
and a recipient’s secret key (pkgrcy, skrcy) may be

25 managed in the receiving apparatus 30.

Furthermore, in this embodiment, as in the first

embodiment, the description has been given with respect



43 encrypted confidential data re-encrypted by the re-encryption processing
‘unit "23 is stored in the encrypted data storage unit 24, the recipient's
encrypted confidential data may be transferred (sent) 5to the receiving
apparatus 30 without being stored in the encrypted data storage unit 24.
Furthernore, in this enbodinent, as in the,first enbodi nent, although the
description has been given with respect to the case wherein the post-office
box's 10public key and the post-office box's secret key (pkBox, skBOX) are

gener ated by (1he aaslaald! o box ey kor,gEnsL Alhop Lot lnghydeg i) e

recei vi ng appar at us ice bo pu ya € post -

of fice box's segiatdey 1Y be. genenated by, the, 15ehegtronic pogt-of fice
h

box server 20 side. In thi's case, to géenerate the re-encryption key in the

recei ving apparafsis-o3ki dhaposs -ohfi£e box' sromblige keysandrtheo
post-office box's secret key generated in the electronic post-office box

server 20 are seat & puiltie kegeivbrgyappaiatys 30c1hdeghon) dthe noted
that, if the proxy re-encryption of the nodel called "non-interactive" is
used, thé receielieng rappar giarst 30 Care Seod $deveec?Pi ent tisepublic key
(pkRov) to the electronic post-office box server 20 so that the re-
25encryption kepndaniepd igehedatteener el @ ceroons sipostbudf fhee box server

20. Furthernore, as for the proxy re-encryption used '
sending apparatus 10 may acquire the post-office box’s

public key online as required, or the post-office box’s
public key may be acquired in advance and locally
10 stored, for example.

Moreover, in this embodiment, as in the first
empbodiment, although the description has been given
with respect to the case where the recipient’s
encrypted confidential data is acquired in response to

15 a request from the recipient in the confidential data
decryption processing, the method of acquiring the
recipient’s encrypted confidential data may be of a
pull type wherein the receiving apparatus 30 acquires
the recipient’s encrypted confidential data in response

20 to a request from the recipient or a push type wherein
the electronic post-office box server 20 sends the
recipient’s encrypted confidential data to the
receiving apparatus 30 after the re-encryption
processing.

25 Additionally, in this embodiment, as in the first
embodiment, although the description has been given

with respect to the case wherein the recipient’s



44 in this enbodinent, as in the first enbodi nent, a nonl D-based system
‘may be used, or an I D based system may be used. According to at

| east one enbodi ment described above, it is possible to provide the file
server apparatus (the electronic post-office box server) and the file
server system (the el ectronic post-office ng systen) that can use a

dedi cated public key, reduce the nunber of keys managed by a user, and
conceal the contents of a confidential server. Wil e certain

enbodi ments have been descri be t hese ,epbodi ments hav een presented by
way of exanpl e BhT{YP &R %?%Ph%?th?gnaﬁggtBer?ﬁffypﬁggsgngth t he

|nventi ons. | ndeed.y LG, NoYe! o eGLOCL D! §, fleseii bed bereln, fmy e embodi ed
in a variety of other torns; ?ur ernore, variouS om SsIons, stbstitutions

and changes i n dre; 9% 0 o=t hes eobock neRt e dgscebeq,fepelpomay be made

w t hout departing fromthe spirit of the i1nventions. acconpanyi ng

claims and t heidn@gub vad end st 2dént 14 ENdedat R GOMET « SHEBFEQLEB QLent)
nodi fications as would fall within the scope and spirit of the inventions.

Referencé Signsditdte receivily.appseatufg3appatadbus, bding. stdaka iLaput
unit, 12 ... encryption processing unit, 20 ... electronic post-office box
server (file sdrhererappptedisizt@istorapestrdtf2ée box' s public key storage
unit, 45 22 ... re-encryption key storage unit, 23 ... re-encryption
processing unit, 24 Furthkeeropt edinataist onbgéinant, 36 in. thecéilvismg
apparatus, 31 ... recipient's key generation unit, 32 ... recipient's
S5secret key stéwﬁﬁﬁf Rt, gyl thouqly thee r§pt ¢ oHPkEYD gener BEFBNILNRR, 35 ..
decryption processing unit, 36 ... data output unit. 46 CLAl M5 , 1. A
file server apﬁvd‘rs%} dgesx;/@ﬁcc% §% %nceacst%dw}f%lp%l%e%‘? ngeappaf 4t G€ Bs&dsSby a

o o202, RE YRS B0 BT SO YR 20PEL 8 VP D T BELPLERL
skpox) are generated by (the post-office box’s key
generation unit 3 included in) the receiving apparatus
30, the post-office box’s public key and the post-
office box’'s secret key may be generated by the

15 electronic post-office box server 20 side. In this
case, to generate the re-encryption key in the
receiving apparatus 30, the post-office box’s public
kéy and the post-office box’s secret key generated in
the electronic post-office box server 20 are sent to

20 the receiving apparatus 30. It should be noted that,
if the proxy re-encryption of the model called “non-
interactive” is used, the receiving apparatus 30 can
send the recipient’s public key (pkgrcy) to the
electronic post-office box server 20 so that the re-

25 encryption key can be generated in the electronic post-

office box server 20.

Furthermore, as for the proxy re-encryption used

/



reception means for receiving post-office box's encrypted data obtained by
‘encrypting the data using a post-office box's public key fromthe sending
apparatus; 10re-encryption key storage nmeans for storing a re- encryption
key that is used for re-encrypting post- office box's encrypted data, which
i s obtained by encrypting the data using tyg post-office box's public key,
into recipient's encrypted data, which is obtained 15by encrypting the data
using a recipient's public key that is different fron1Lhe post-oLf!ceton's

ublic key and rivs. ir.wth a recipient's.secret key nmanaged in e
Peceivingyappar%fugﬁlgégg%%?§% Toh ABahs EQF ?éFE%CF?BPFﬁEePﬁe ﬁ§8§P¥6d
20post-office ' r i nt e ciLpient:s_encrypte at a
us?ng t he re-eﬁ@??%?%%% é%ﬁg?gﬁég #% ?ﬁ%gfeggnégyg igﬁsﬁgyséﬁ%Fgg@a§éanS'
and tganssd $si on neans for transmtting the re-encrypted
recipient's encrypted data to the receiving 25apparatus. 2. The apparatus
according to clai m lacehadacyetbzed b¥abur bher «s8BRRKEHRY RRGYRLEd data
47 storage neans for storing the re-encrypted recipient's encrypted data,
wher ei n Hbhe tratsmnssiion egnssdtlansntbspteide the file server

apparatus (the electronic post-office box server) and
the file server system (the electronic post-office box
system) that can use a dedicated public key, reduce the
number of keys managed by a user, and conceal the

10 contents of a confidential server.

While certain embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the
inventions. Indeed, the novel embodiments described

15 herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and their

20 equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit
of the inventions.

Reference Signs List

10 ... sending apparatus, 11 ... data input unit,

25 12 ... encryption processing unit, 20 ... electronic
post-office box server (file server apparatus), 21

post-office box’s public key storage unit,



recipient's encrypted data stored in the encrypted data 5storage neans to
‘the receiving apparatus in response to a request fromthe recipient.

3. The apparatus according to claim1l, characterized by further conprising
encrypted data storage neans for storing the received post-office 10box's
encrypted data, wherein the re-encryption jsgans re-encrypts the post-office
box's encrypted data stored in the encrypted data storage neans into the
recipient's encrypted data using the re-encryption key stored in the
re-encryption y stor {BAY j o1 S 0.a.reqyest fromthe
recipient. 2 4. ﬁégﬁie sg§5%§hs§% e%?%ﬁ%?%c%g%Féeggby'éoﬁ%}ising: a
sending appar aldi Aghd d B senderngho, sendsy dal & oactosebyi ageapparal us
used by a recipient who receives the data; and a file Server apparatus
20connect ed t o dtheagendidig: ,amh r ecei ¥ AQi APPRr Abpsescudhesei n the sending
apparatus conpri ses: i nput nmeans for inputting the data in accordance
with an oper at ireipfi drit® ssekwlergedithtion unit, 8ACryptiesipeans’ gor
encrypting the input data 25using a post-office box's public key to acquire
post - of bi ce beecreendreyptstbdada,uie, 34 e. servereappapaios keppri ses: 48

generation unit, 35 ... decryption processing unit,

36 ... data output unit.



re-encryption key storage nmeans for storing a re-encryption key used for
‘re-encrypting the post-office box's encrypted data, which is obtained by
encrypting the data using the post-office box's public key, into _
Srecipient's encrypted data, which is obtained by encrypting the data using
arecipient's public key different fromthe_post-office box's public key;
and re-encryption neans for re-encry%?ing the post-office box's
encrypted data acquired by the encryption 10nmeans into the recipient's
encrypted data using the re- encrypti?n kgy shgred in the re-encryption key
storage neans, and the receiving appara do i ses: secret key

storage nmeans for storin .giégggggggg'gaégggépetw%ﬁégﬁgg?gpggégifgkiair

with the recipient's public ; Poh g the

re-encrypted recidi,eping rypted data y9i D9-Lha-1eGiBi eBL48 88¢Let Hiey
Y28 g {*

stored in the secret key storage neans; a out put neans tor outputting

dat a obt ai ned Qy.ﬂ§9§ﬂ¢ﬁﬁ@gaﬁﬁ§r£€§§D&EQQI§yeQCE¥QE$geg€t@ho receivesline
system according to claim4, characterized in that the recelving apparatus

further conprisess dca piendrsckeyi geaepat tonpreansgtor generating 25t he
recipient's public key and the recipient's secret key which forns a pair
with the recipient' scpobpitokeyeans for receiving post-office box’s
encrypted data obtained by encrypting_the data using a
post-office box’s public key from the sending
apparatus;

10 re-encryption key storage means for storing a re-
encryption key that is used for re-encrypting post-
office box’'s encrypted data, which is obtained by
encrypting the data using the post-office box’s public
key, into recipient’s encrypted data, which is obtained

15 by encrypting the data using a recipient’s public key
that is different from the post-office box’s public key
and forms a pair with a recipient’s secret key managed
in the receiving apparatus;

re-encryption means for re-encrypting the reéeived

20 post-office box’s encrypted data into the recipient’s
encrypted data using the re-encryption key stored in
the re-encryption key storage means; and

transmission means for transmitting the re-
encrypted recipient’s encrypted data to the receiving

25 apparatus.

2. The apparatus according to claim 1,

characterized by further comprising encrypted data



recipient's secret key storage processing neans 49 for storing the
'generated recipient's secret key in the secret key storage neans;
post-office box's key generation neans for generating the post-office box's
public key and a post- 5office box's secret key which forns a pair with the
post-office box's public key; and resencryption key generation neans
for generating the re-encryption key using the recipient's public key and
the recipient's secret key generated by the 10recipient's key generation

means and the g office box pub c_key and_the box's secret

key gener at ed bﬁé%tege g ?f?%% l“%e§h%eﬁ%r%??gﬁpﬁﬁgnEeCtﬁéeFF

‘server apparatqﬁu; &Q@?FISGS 15post of fice box's public key storage
st

nmeans for storing the po fice box's public key generated by the

post-of fice box's keyhgener athON: FBADR s@08n means FEz2EBGEYRtLAR key
storage processing neans for storing the re-encryption key generated by the

re- 20encrypti arediqyi geived adn Oy pRaNsdd fia tdheo F &4 eNeT yRe | SR-KeYt 840HAES
nmeans, and
5 storage means to the receiving apparatus in response to
a request from the recipient.

3. The apparatus according to claim 1,
characterized by further comprising encrypted data
storage means for storing the received post-office

10 box’s encrypted data, wherein the re-encryption means
re-encrypts the post-office box’s encrypted data stored
in the encrypted data storage means into the
recipient’s encrypted data using the re-encryption key
stored in the re-encryption key storage means in

15 response to a request from the recipient.

4. A file server system characterized by
comprising: a sending apparatus used by a sender who
sends data; a receiving apparatus used by a recipient
who receives the data; and a file server apparatus

20 connected to the sending and receiving apparatuses,

wherein the sending apparatus comprises:

input means for inputting the data in accordance
with an operation of the sender; and

encryption means for encrypting the input data

25 using a post-office box’s public key to acquire post-
office box’s encrypted data,

the file server apparatus comprises:



the encryption nmeans included in the sending apparatus encrypts the input
‘data by using the post-office box's public key stored in the post-office
box's 25public key storage neans included in the file server apparatus.
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re-encryption key storage means for storing a re-
encryption key used for re-encrypting the post-office
box’s encrypted data, which is obtained by encrypting
the data using the post-office box’s public key, into
recipient’s encrypted data, which is obtained by
encrypting the data using a recipient’s public key
different from the post-office box’s public key; and

re-encryption means for re-encrypting the post-
office box’s encrypted data acquired by the encryption
means into the recipient’s encrypted data using the re-
encryption key stored in the re-encryption key storage
means, and

the receiving apparatus comprises:

secret key storage means for storing a recipient’s
secret key which forms a'péir with the recipient’s
public key;

decryption means for decrypting the re-encrypted
recipient’s encrypted data using the recipient’s secret
key stored in the secret key storage means; and

output means for outputting data obtained by
decrypting the recipient’s encrypted data.

5. The system according to claim 4, characterized

in that the receiving apparatus further comprises:

recipient’s key generation means for generating
the recipient’s public key and the recipient’s secret
key which forms a pair with the recipient’s public key;

recipient’s secret key storage processing means
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for storing the generated recipient’s secret key in the
secret key storage means;

post-office box’s key generation means for
generating the post-office box’s public key and a post-
office box’s secret key which forms a pair with the
post-office box’s public key; and

re-encryption key generation means for generating
the re-encryption key using the recipient’s public key
and the recipient’s secret key generated by the
recipient’s key generation means and the post-office
box’s public key and the post-office box’s secret key
generated by the post-office box’s key generation
means,

the file server apparatus further comprises:

post-office box’é public key storage means for
storing the post-office box’s public key generated by
the post-office box’s key generation means; and

re-encryption key storage processing means for
storing the re-encryption key generated by the re-
encryption key generation means in the re-encryption
key storage means, and

the encryption means included in the sending
apparatus encrypts the input data by using the post-
office box’s public key stored in the post-office box’s
public key storage means included in the file server

apparatus.



