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the Invention This invention relates generally to networking and nore
specifically, 10 to a systmsaﬂdicmhoﬂeiﬁpﬁle@wmmaﬁalmbﬁe,{to]tcjters i nI
| Pv6. Background t her wal king, .f1vying, or riding, people are frequently
traveling. Wile X?éiféﬁ‘?“d\é\?het °61FJ?%?1E8@PW°%PFﬁWPi‘tFP“BIrF@"PGFa“%?I@
el ectroni c devi cesresident, Aptioaho fo2 all dBiphafee OflinGies;na WoRia G, AWl & mafidiane Wi th
them 1In additign, while traveling 15 in_a car, a person_m ght be traveling

ar

with a | aptop, CEPRRISH Eeéi,de‘ﬁréf’pgifﬂ%fm St \Lugie ppli 0 [dNqvember 2083 nt ai ni ng
connectivity wit E ﬂé&%nhtiﬁg&llI&Sﬁnhiiésﬁkébﬁﬁﬁagmﬂﬁid)élahﬂiﬁgg?id}ﬂy td@.B?SleiriHH@%t anlt -
People like to che , t her, correspond via email. They like
to have their el ec%&%ﬁ@qﬁwémygmgqgs&abl e at all times and have access
to 20 files and Internet content. Garners like to play other garners

online. Wth this need to maintain Coﬁﬂﬁ%ijtl\{éf% ﬁ%mas chal | enges. Buil di ng

each device with cellular or satellit n capabilities m ght
obtain an "al ways-on" expefThiemventinirelates genereltytometworkimsdnd baskrdspecifitipducer s

and consuners. ,4F0 I r not wsh to. a nonthly
connecti on charI%e gooar %gggkﬁ%@%g‘@ﬁ{:%@%@nﬁg@%eﬁg@@sf{@?x?’my the user wish to
pay nore for the capability of each device to connect through a cellular

or satellite channel. Thus, there is a nggdot@ing? neans for |everaging
existing infrastructure to provide |Internet connectivity to a group of

devices traveling in a nobi Mhethsyvalkingstiting, on riding, pgoplejare frgquently trayaling.| | |
LETET IMITTE 1 * 166468 travelig, el brbn darrdy O 2d Al dne dr nldrelehdelrbdid ddvided 1ror

example, many people carry a cellular phone with them. In addition, while traveling

15 inacar, a person might be traveling with a laptop, car electronics, and other
electronic devices.

Maintaining connectivity with the Internet is ihcreasingly becoming
more important. People like to check stocks, weather, and correspond via email.
They like to have their electronic calendars available at all times and have access to

20 files and Internet content. Gamers like to play other gamers online.

With this need to maintain connectivity comes challenges. Building
each device with cellular or satellite communication capabilities might obtain an
“always-on” experience but at an economic cost both to producers and consumers.
For example, a user may not wish to pay a monthly connection charge for each

25  device the user has. Nor may the user wish to pay more for the capability of each
device to connect through a cellular or satellite channel. Thus, there is a need for a
means for leveraging existing infrastructure to provide Internet connectivity to a

group of devices traveling in a mobile environment.
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‘system for supporting nobile routers in Internet Protocol version 6 P

is provided. A nobile router obtains a care-of-address associated with an
address coweo giasad2s on. The nobile router registers the cgé,@ﬁ@%“@,ddress
with a hone agent. A bi-directional tunnel is established between the 5
nobi |l e router and the hone agent. Packsts are then forwarded via the

bi -directional tunnel. Specific expre of the invention can be found
inclaims 1, 11, 16 and 20methddandiigstén i Cippoitink feobild ¥odkrd AMnterdet” €QUEST 'S
made that packets that inc an _address prefix within a set of prefixes
be forwarded tgﬁ?ﬁéaﬁlﬁﬁfqr’e& @V@ grp_rovu%é. %ﬁ“‘gﬂﬁf?’rﬁ?’ gt dcatsfof-adsess nvent i on,
configuration isbeid@twiean fidrebQionBEdRIdnY The nbBildYontds fefigletsAAareldtnnel . The
configuration i rg{g%rrratio may be rg{Hti ng information. The configuration

i nfor mati on nay?d9EFSSYUR  ROTRE 2gRDG, reqiimal tpene is geablisheshbetwaenhemt i on nay be
encapsul at ed | mobiRAbiler and #RaOMeAfent Nackéty 88 tHeR Forwlabtizd AL HB-alrQibE ©Obt ai ns
the care- 15 of-adegress while attaching to a network. The network 1Is

associ ated wit ™¥%hetwork address. The network address includes a prefix.
The care-of -address is generated by conbining the prefix with an
identifier that identifitRECHREXprBBioNEohthynEention panhedeyndrin elaimsd 1 616 pik20.

i nvention, the honme agent receives a packet that includes a hone address
of the nobile router. Thiaqoaekett df thetiventidnoa vanele i nvide tha PackétSthat

bi -di rectional :fui LLe router. The.ho ddress .of the nobile
router may be éﬁr%l'];&%%éﬁ @Sgstﬁgﬁdr%{\%n %ﬁ"go Cpéﬁ%x_eapg g&ﬁﬁ%‘gmfté"dﬁ? leFoltgre
i ncl uded onl0t he home ag@rnothémespasosfitier invenpion, configuriniifeetibol, a home

agent updates LAl table .The ropting table includes a routing entry
associ ated w tﬁoa rr[?gioﬂether%u rgtr:tm[nﬁlg‘}"mgS‘f'q"gm?@%’ﬁar?é’ﬁl“gmf“?aé‘ﬁ? PRBbhome agent .
The hone agent rewinginfesnatiopaThetonfigirsion dfermeGion nay &k e@liGoraiykimigli TiRct i onal

tunnel associ at . e bile router. The honme agent then tunnels the
e S R

packet to the no e rou S?'be destined to the nobile

router or to a node on dnrbthéraspeet ofedinveadon)atd MobiterrontetbbiadR tHERkiel ©
rout er.
15

of-address while attaching to a network. The network is associated with a network
address. The network address includes a prefix. The care-of-address is generated by
combining the prefix with an identifier that identifies the mobile router.

In another aspect of the invention, the home agent receives a packet
that includes a home address of the mobile router. The packet is then forwarded via
20  the bi-directional tunnel to the mobile router. The home address of the mobile router

may be employed to retrieve the care-of-address from a table included on the home
agent.
In another aspect of the invention, a home agent updates a routing
table. The routing table includes a routing entry associated with a mobile router that
25  isreachable from the home agent. The home agent receives a packet. The hoﬁxe
agent selects a bi-directional tunnel associated with the mobile router. The home
agent then tunnels the packet to the mobile router. The packet may be destined to
the mobile router or to a node on a mobile network reachable through the mobile
router.
30 According to another aspect of the invention, a system is disclosed
that operates substantially according to the aspects deséribed above.

These and various other features as well as advantages, which
characterize the present invention, will be apparent from a reading of the fdllowing
detailed description and a review of the associated drawings.
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30 According to another aspect of the invention, a systemis di sql,psm 2006
‘that operates substantially according to the aspects des cribed above. .
These and various other features as well as advantages, ¥\hi ﬁh fclhiara_c.terl ze
the present i ' wi |l be apparent froma reading of the follow ng

det a!ol ed descp?‘g{a?/%ﬁﬂgnd a review of the associated draw ngETUS02{36607 AUG
2006 WD 03/043226 PCTfUS02/ 36607 Brief Description of the Draw ngs Fl GURE
| shows a bl ock diagram of a nobi Brief Bescriptiomef the Priwihgs node both at hone;

FI GURE 2 shows a bl ock dia i de dacked.in 5 nmohi.l e
network; FlI GURE 3 shows a gFocE %i@%ﬁ%%&kgﬂﬁ%ﬁ%rﬁ‘g’&&r%gcéﬁ@o“f‘ﬁ’ﬂ&

nobi | e networ k accB¥édethiahhamgyh a nobil e router, where the Irr})bi |l e router is
attached to a foreign net wgk: a flowchart | strating an
exenpl ary net hod ing 10 whi gﬁ(}%ﬂrmbl es'%rbzgt}?\g?agr()mﬁ‘ec’rfétné%’?le ?%%q&ﬁé 5 shows
a flowchart il st mgbilengtwpskiexenpl ary nethod in  whi chladhorre agent f
operates. Detailed Descril '@(ERE f LN etail.e Scription o
egenpl ary enbodi nents of ?git e ?ﬁ%ég‘ﬁtaibgdﬁ%g}r% eroeﬁé%c’bflgn?‘fgégg‘%g‘tahe
acconpani ed drawi ngebileviwark saseasechthyoaght a mhisileqodter, whete Wieinaibileroatesiiown by way
of illustration, sgaeifika RXEIPI@NY K €nbodi ments of which the invention may
be practiced. These eModi ments are ’ described in sufficient detail to _
enabl e those skilled in t heFKfYRE 4 sipwaatfiowehartibustiatingeamt éxariplargt ibthioll i S t 0 be
under st ood thaqootaﬁghgmm%@;%&m.ﬁg utilized, and 20 ot her changes may
be made, without departing fromthe spirit or scope of the present

i nvention. The fol l'owi ng deFEIURE|S duwws riflowiciont illastratitpemeker ary ietholl i be
taken in a | iMtiwgc§§magg%pgggs_scope_ of the present inventionis
defined by the appended clains. I'n enmbodiments of the invention, a nobile
node acting as a nmobile 25 router nmay automatically register with its hone
domai n and preserve sessions to Detailed Description

In the following detailed description of exemplary embodiments of
15 the invention, reference is made to the accompanied dravL'ings, which form a part
hereof, and which are shown by way of illustration, specific exemplary
embodiments of which the invention may be practiced. These embodiments are
described in sufficient detail to enable those skilled in the art to practice the
invention, and it is to be understood that other embodiments may be utilized, and
20  other changes may be made, without departing from the spirit or scope of the present
ipvention. The following detailed description is, therefore, not to be taken in a
limiting sense, and the scope of the present invention is defined by the éppended
claims.
In embodiments of the invention, a mobile node acting as a mobile
25  router may automatically register with its home domain and préserve sessions to
multiple devices moving along with the mobile node. There can be multiple
devices, fixed or mobile, behind the mobile router. It is also possible to apply this
access method recursively, creating nested mobile networks, which operate within
other mobile networks.
30 On current mobile IPv6-based data communication networks, the
mode of operation for mobile networks supports. host mobility. Router mobility is

assumed as an extension to host mobility such that a subnet can connect to a mobile
node and move with it,



mul tii pl e devices noving along with the nobile node. There can be i_nél éi(glﬁ]
devi ces, fixed or nobile, behind the nobile router. It is al so poSsSi lt' 28
apply this access nethod recursively, creating nested nobil e networks,
‘whi ch oper at e w bdMabhae Ot her nobile networks. 30 On current '

| Pv6- based data comuni cati on networks, the node of operatpgg&%¢2§?6oﬁnbi |l e
net wor ks supports. host nobility. Router nobility is assunmed as an

extension to host nobility Ewbediments oftheinpention desariked belowtpravides mathsidibe  node
and nove With it. wWhidh 4mobifz éeband WAL BARRAR fgl{;%&%:?@ﬁg&aui g rent s
Rdd by ich a nobiie

of the invention described bel ow provide a net 1 01 e router
and its hone agentengries farhassand nefresksdirgpilysiccaseibiade de mebilatonter, ansmeving f or
hosts and net wor kSaiglg vt it, Whaseasitet st fohar iy Db B I, ving
along with it, V\hoseg{oacklets %ﬁ% f(_)rvvaroded byy?ﬁe rmk)ai_r eérﬁ{;)ﬂlfgérag%% he rest
of the 5 Internbt . nteriet nEetrrihadsaasidess terocasgs. Cheedirst cieds 4 fonsumer devicei s a
consuner devi ce wihiglgdied sre Roiighrel Qi Sk G 5k MR abert OBl O € e
home agent. The hone agent inserts and renpves this route as a function of
whet her the nobi | AEFRURSES dnd remeyss Sisapuig ayi fnctionsf whetherdbpemebilorowagis  The
second case consi G@gistedd Withits herat MieRithr nBD Brink Sechfd /S8 cofHiGY a FllilBatred OUL | NG
protocol as if it were in its home domain. This 10 dynam c routing protocol
signaling is extengekilegouer viichappsacontingproteqohssdf it ssre ih éts pseendontain. Fibisi | e
router and itsjhonBmaaRRbutHE ptdictol diftafing ¥ BREIded SETS;-lik helelikid!

poi nt-to-point link. The |i gl? IS uséeHd. ltléol forvvgrd paéﬂle%ﬁgoﬁg%gﬁ@the mobi | e
router (and its ateReR &S RPIE rutes and ity home agent shihatthistunnelsoamsilike ¢ wirublat

packets to and fr ogBinttehBoifDitikl TheBIRShedIPRAMd bk Pﬁb&%ﬁ%ﬁéﬁ&‘oié@&ﬁ&etur“ed

k
fromthe home domajn, 15 Thus, nobility is invisible to hosts on the nobile
network, and to nodadits %?Wwbﬂﬂﬂwfi‘%ﬂlﬂwm@%@mm@am%t&mm frqm s

nmethod is useful ihe WoBile deBRIR apfehrto Biprbbdated m@%‘it?ﬂ%&%nﬂﬁgh&ﬁé and
Ooba e

attach to different points of access to the glc nternet. per sonal
devi ces are asSunebusdnepility s igvisibls shposts gn thedrgbilg netwotkondde nodes t he 20

gl obal Internet Vvi@raspehdinBiothsie¥bsee, such as a nobile router. Also, the
nmet hod enables a distributed organization where a cloud of nodes can

connect to a corporate net {BF fespyhm thinaefopis usefithis shprpsersavig multiple 2 secur e
bi -directional tunsedonal@elcdniodBend attach to different points of access to the global Internet,

The personal devices are assumed to be IPv6 capable and can also connect to the

20  global Internet via a primary device, such as a mobile router. Also, the method
enables a distributed organization where a cloud of nodes can connect to a corporate
network over the public Internet, e.g., by a secure bi-directional tunnel, and extend
the corporate network to a moving set of nodes connected through a mobile router
running a dynamic routing protocol.

25 This method can perform routing in accordance with existing routing
protocols. Routing is facilitated by the tunnel between the mobile router and the
home agent. Authorization to change the forwarding state stems from the existing
agreements implemented by aggregation routers along the path to the home network.
The method can be performed without modifying existing protocols. Instead,

30  implementation changes are made in the home agent and mobile router.

Furthermore, nodes on the mobile network need not be aware of the mobility of the
network.
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the «corporate network to a noving set of nodes connected through g4

‘router running a dynam c routing protocol. 25 This nethod can perform

routing in accordance with existing routing protocols. Routing is

facilitated bX}f«Wﬁ Bﬂpnel bet ween the nobile router and the honme agent.

Aut hori zat i on c‘ﬁange the forwarding state stens from t hE&CEXSR36¢G
agreenents inplenented by aggregation routers along the path to the hone
network. The net hod can beEmpeodimentseaf thei invention proviilé ymethodwhaébyrchogy ot ocol s.
I nstead, 30 inple | in.the agent and nobil e
router. Furtherrmrgragﬂ,i&{r?g e%&gg e mﬁﬁgﬁg?n\ﬁg}%sﬁg%gﬁtnegg?% al88Pe of the
mobi lity of the rreetefokother haquGraviing With 0371018096 nPEENUSERYHRATN.,
Enbodi nents of the inventi | : wher, st,, connect ed
t hr ough dynani ¢ and nobi | eoﬁ%ﬁldgﬁ%n%gor@’ﬁs{ﬁﬁgnﬁeﬁsteel\?nelfﬁ)cvgg° allgv %@ggﬁ’ rout er
for other host$ t rraweltp agressitheiniemet thyquigh aridub eareof-midresses walile eaintdighg at i on.
Enbodi ments of theyd AvaRLLQL: S ' EPVI al | a npbile 5 router
to access the Inter netﬁ{yﬁ?‘gﬁgsﬁ%@%%{bl@b%gv E@cgqbgcg}?pgsagggs’s. % mai ntai ni ng
t he nobi | e rout er 'ascompliskaddiroyghgherhethdds-desaibérttielosy thatimprades Bebile PR S i S
acconpl i shed throy et i bel ow.t hat Jj nproye a Mbile | Pv6
i npl enentation to glﬂe}él\l/av&?tggglttg%@D‘%ﬁ%ﬁ’?g\?ﬁt‘ﬁ%{" cg%itlﬁ%&)qdﬂly‘mgﬁs‘f@i ng
message formats dpmumtidiradding potoca kextensiensi ons. 10 A care-of -address i s
used when a nofy |l e router ig. auay i home networ k. A care-of -address
is an address at which the ngﬁg\?gaérd%% érug%lavhegémorbg%oﬁgfﬁls\ﬁﬁ'ﬂ OTRE robi | e
router is away frdemengtwarkieh ¢ace-obaddressHs as tddréshat whidhi themobiledeuteihaibes an
address (a care- of s RE4 SR ot . Whi Lt attaches.

addr ess (car e- of addr ess) may be g%@%?%%ﬁg/o%aﬂsﬂog}ggk%@%‘tapgraﬁ’ﬁfémbl°

aut oconf i gur at i on,noge qixaing anraddrass (mche-efaddemss)fon ghermatwoonto velrich it diaches kan The

stateful address ' 1§ | . ct.lons, wher.e the bile
router may enpl oy%ﬁ%bﬂééh{)@% es%oﬁﬁ# Pg%&'&%ﬁ%ﬁ%ﬂ%% d"(sbﬂ&5‘)°f£%wg’§ﬁﬁer, or
some ot her mecRanist¥afyl @ddrbesgpnfigursation, apdithe diks . THEs@tefitl addréss senfigdaios s
aut oconfi gurati on.ad : ' [ he ile uter ma

O o L BB SR AR RL o R S ™

generate this address . I ning a ne Y0 of the
network and an i d&rpofigyrationPiotepob(BRCR)heseamsnidr someniber mechdoismue bbtaih fites

I nvention address. The stateless address autoconfiguration includes those actions where the

mobile router may generate this address by combining a network prefix advertised
20  of'the network and an identifier unique to the mobile router. However, the invention
is not limited to these approaches, and virtually any mechanism may be employed
that enables the mobile router to obtain a care-of-address on the network to which it
attaches. In any event, the mobile router then sends a binding update including the
care-of-address to the mobile router’s home agent. When the home agent receives
25  traffic that is directed to the mobile router’s home address, the home agent can then
forward the traffic to the mobile router using the care-of-address included in the
binding update.
Embodiments of the invention involve using various existing
protocols and protocol message exchanges to establish state on both the mobile
30  router and its Mobile IPv6 home agent. This state allows packets destined for the
mobile router or any of the hosts connected to a mobile network utilizing the mobile
router to be tunneled by the home agent from their usual arrival point at the home
network (Where the home agent resides) to the mobile router at its current
attachment point. Additionally, packets from nodes on the home network are sent
5



is not limted to these approaches, and virtually any nechani sm nk% B@dG 2006
‘enpl oyed that enables the nobile router to obtain a care-of-address on the
network to which it attaches. In any event, the nobile router then sends a
bi ndi ng updat ewpRehishsNg the care-of-address to the nobile router's home
‘agent. Wen the hone agent receives 25 traffic that is di r STBHYY he
nobil e router's hggqri,( address, the hone agent can then forward the traffic
to the nobile rouP®X theughghe wanct torthe hamenpiivak end then foreddedns tivel frdm thekeng
updat e. Enbodi mentsthélt intei@edl i dn@ N Thi : ' I Xistin

protocol s and protocol negegadgaéeﬁgéggﬁagggg%%ﬁgésﬁggﬁBs{elinl{gsfg%?eedeba’r{o‘ﬁf}?% t he
mobi | e 30 rout er gSYTENE attagkypent poiptryg i inserrestiopalogyTihe methad enapbé ows packet s
destined for the brth&htd: ; _ to a . obile
network utilizi ng%e mg??tg@&l?%ﬁ?%w?@pgﬁe%ﬁgéggﬁgﬁg‘gr}@%tetgg%erpgtwé’g%nt from
their usual ar?iv&Pdegpth thymopilerontspend hemewesnk intplémaentatiohe hone agent
resides) to the nobile router at its current attachnment point.

Addi tional ly, packets fromnodes on the hone network are sent 5t 4 AUG 20M
WO 03/ 043226 PCTI MpbioRadadmplementation Ghangest he t unnel to the hone network
and then forwarded as usualgydyesy AP desti.nati ons.

Thi s avoids the packets beﬁ% igng%%bﬂy%g%{ty@flémg@%nﬁgglg%lﬁrryr’%emc’%é?tachrrent
poi nt due to i ncoPrish e moBligonigroPerpirs. bt mobilerragterisémplempitativachegedy addi ng
functionalityiendsgugwket forwarding rules to the network 5 code in both the
nmobi |l e router and hone agent inplenentation. Mbile Router |Inplenentation
Chan-ge FI.GURE 4 shows a fUc)vvc%?ﬂﬁlFmehiﬂqlautbﬁgtrmlieg(wqylfmnyimmﬂaod in

whi ch a nobil e r opdtRbrkQRER | 1S 1 npl nt ati gn changes
as 10 follows: (1) Wen tﬁg&%n%sg}{}%w%hg%n{@%’rqgﬁ}%ﬁsnggkgu\r%{/m?‘?‘é‘ﬁfi ts home
network and has r €& ReMdmessasapestiied by ae Addressicanfiguration flerk 430)a Aglirimal | v
reachable care- Oé""ﬁ%m&“@%ﬁmg*“wﬁgad?’y“%t?%ggﬁﬁgﬂigﬁ%g@éfg%&te d.on (bl ock

410). Address,_configuration may include stateles
aut oconf i gur at? on° tiomy dnddbedikes In any exentfafigrancadiness is generatetie dhidkds | n any

event, after an agidssoetBmeaREdehirtithe whotREAS ofir ndaf Bl GEhdnkoRT LBLTRI 1O

det er m ne whet her?@% ot.her node in the network 1s using
no other node is Y I eotherapdssis ugingthe pddress (whichoia bypical) ke attatied hatt node

may then use the address.
' (2)  The mobile router registers its care-of-address with its home
20 agent by sending a Mobile IPv6 Binding Update message, allowing packets arriving
at its home network to be tunneled to it at its current attachment point (block 415).
(3)  The mobile router establishes a bi-directional tunnel between
itself and its home agent (block 420).
(4)  The mobile router either uses static configuration information
25 (consumer case) or runs a dynamic routing protocol with its home agent (fully
enabled case) to exchange routing information about its mobile network with the
home agent (block 425). For example, a cellular phone used as a mobile router
would not typically be allowed to update the routing table of a cellular provider’s
router acting as the cellular phone’s home agent. Nor would the cellular phone used
30  as a mobile router wish to obtain all of the routing information available on the
cellular provider’s router. Rather, the cellular phone may be configured statically to

send all outgoing traffic not destined to the mobile network to the cellular provider’s

router.



may 't hen use the address. (2) The nobile router registers its ‘_“'" A_UG 2006
‘care-of -address with its honme 20 agent by sending a Mbile | Pv6 Binding
Updat e nessage, allow ng packets arriving at its home network to be _
‘tunnel ed to ity %3/64523 current attachnment point (block 415), {:(Hg The nobi | e
rout er establlsﬁes a Dbi-directional tunnel between itselfPSHYSPEERHone
agent (bl ock 420). (4) The nobile router either uses static configuration
- information 25 (‘consuner (%ﬁb?otbfrfh%émb%ﬂn@mqmtawdoml@rpxmme;al bWI th ![ts
hone agent (full B rratlonaout its
nobi | egnetvv(()r Kk V\nyfrﬁﬁt ﬁgﬁ Gﬁgﬁemgédg%?mﬂﬁﬁ%%k ZGQHI’% &ag‘p édy%mg‘él | ul ar
phone used as a nityfipgpietgeland twmaageﬂ@utmgyrpfpmumywhh the|nhabilexbuted's hpmkat e t he
routing table of ﬁetggﬂklrgﬁtgrmgggggg@‘grs router acting as the cellular
phone's home agent. Nor would the cellul ar phone used 30 as a nobile router
wi sh to obtain’all of the r@ut|Iﬂghqﬂﬁflbﬁnﬂhhdqueaﬁmm@hibmutmnmhedymﬁd ul ar

provider's router focoltwif ifs Rbnd! ; ni ed statically
to send all out gB"uuﬁgé‘%"%°°°| C ﬁot Jg E g?%é tgﬁ?)tgfou'?%flé?gp% o the
cel lul ar provi der The mphjlerayter cgntinugs mm@gzmmamsmmmtmrws@aéxﬁ%m On
the other hand, am@@é&'abv%yfr@ﬁlthgﬁleﬁﬁugt@éﬂgg a%lte&%ma?ﬂ(a'ﬁﬁlsl% h?‘eva;?é)l'“ se ship
w t h hundreds of conputers may be all engage in a routing
protocol and to eQMﬁQBYF’G%FWJhﬁhﬂ’tefﬁhamt@facwomwlﬁdhehermmnlg@mtmtmr s hone
net work rout eﬂoangctl%hﬁfreﬁﬁhﬂl@%&m@amlléﬂaut@%eénn %écet NaQheds gpde. the
nobi l e router runs a dynamc routin rotoc § hore' dgent to
exchange up-to- dat"ém?“é?ﬂtP#gh‘Pwmk %exﬁnnmmohmgtmdatesrmmmghﬂmuefs
runni ng this intrggg@eal rom .
g it WhénQhd h&ﬂle%@&%ﬁﬁ&s &l GftachBlS0 a 'v}éxt%m%}(\??ylh gﬁ?é}g

home and attaches to a visited domain I's 1s achieve Iy
nodi fyi ng t he Est S# iptedace theroptegnrotesel jgtiwoed offifor intarfarnh’ pTois Booprevent 10
active. For exanping moBi&Rr Eoﬂﬁmehﬁu{g%grgﬁteﬂﬁ?tgrdogﬁeeguf)ﬁe?%LBéA ygﬁen It was
connected to its honme network and was exchangl ng routi ng upda \§s t hrough
that interfad®. U#¥PrXt he nobile router noves and attaches to a vi %s:ctfed
network with the sane integgfacs, nt,dgﬁ ;(mg.&,glg onr ! 2%Raplif 0 or
interface W This_is to prgf/)ent ° n | e r?)ut T om %&gﬁl@gsfonlsthe
routes in its nobfPae éﬁﬁﬁef‘“@&@%‘@“% %’N’Qééf any method secure or otherwise, that.

could be used to transmit data between the mobile router and the Home Agent. For

example, a packet may be encapsulated in another packet and sent to the home

20  agent. Typically, the tunnel is made secure to provide a secure communication
channel. This encapsulating tunnel is then added as a virtual interface to the list of
interfaces on which the routing protocol is active. The mobile router then starts
sending routing information through this tunnel to the Home Agent. Most IPv6
intra-domain routing protocols assume link-local address to appear as the source

25 address for routing information messages. The encapsulating tunnel takes care of
this by encapsulating the routing messages in another IP header. The outer IP
header has the source address as the mobile router's current care-of-address and the
destination address as the Home Agent's address. When the Home Agent receives
the tunneled routing message, it decapsulates it and processes the inner routing

30 message. The inner routing message appears as if the packet was sent from a node
on the link.

(7)  The mobile router then sends router advertisements to its

mobile network, using either a standard Neighbor Discovery protocol or running an



15 network. (6) The nobile router then sets up an encapsul ating t'frkmibGtzﬂos
‘its Hone Agent. An encapsul ating tunnel is any nethod, secure or

ot herwi se, that could be used to transmt data between the nobile router
and the Hone Agent. For exanple, a packet may be encapsul ated in anot her
packet and senfOP¥8HE home 20 agent. Typicaliy, the tunnelPCTAISHRAGE7secur e
to provide a secure comruni cation  channel. This encapsul ating tunnel is
then added as a vad-hasaletwarking pratweol; such A ODVt(adlioc ondeifdatefmcOvecpi ch t he
routing protocol |S:actl he ile r er. then starts sending routing
i nformation thr oug)ﬁul?ghérgt\é? ﬂ%;{oefon{lr%t){oﬁgwﬂg’ﬁéf%ﬁﬁﬁt . Most IPv6 intra-domain
routing protocols assume | i8)k- | Deahobild eouess makes xplediits REvirdifs &8 25
address for routi | L.on _nessages., The capsul ating .tunnel takes
care of this by fe&gvg%gég‘{l%?itbﬁtae%l "?03’ P °%€§§§5§§“‘FH“&’H6&W°P‘P header .
The outer | P headiectitrabtunin caahlisted irndel 2®cRg436)he nobile router's current
care-of -address and the destination address as the Honme Agenfs address.

When the Home Agent receives the tunneled routing nessage, it decapsul at es
it and processes Hbme Agerd(Chargeat i ng 30 message. The inner routing nessage

appears as if the packet froma node.. on.the link. (7) The nobile
router then sends router agve:é}?géélg%vﬁtaﬁfv(?ﬁ)ﬂ@“s Pl methoddn ng

ei ther a st andar dwhich ghéroe agentsaperaes.y Ther HinecAgenOperforfisthe SldWing fteds: 4 AUG
2006 WD 03/ 043226 PCT/ US02/36607 .ad- hoc networ ki n rofocol, such as ACDV
(ad hoe on de?r‘gnd di stance%()ec?n’é)re}ﬁ)ln&!d?qeﬂtga%ﬂ%@f&%‘??,&'{atm%ﬁ%ﬁW%ﬂé)tbét her
mobi | e hosts (8) fbileroier a8 onoefitir inteEhces orawhich theiimtra-dosatntourR SrdletoeRYI Ne t o

forward packets bgt. |t i lL,e network. and the home network via the bi
5 directional tun%glp@g&egbtﬁ?gﬁlg’a%w@?\é\%e? 16T YRE yedgies forithepewaglont  Changes
FI GURE 5 shows a Mreiixes Hiat it is ableuts teactt thiogglethisexmebiely 518t hod in  which a
honme agent operates. The erforms the follaow ng steps:. 10 (1)
The Honme Agent adds the bi fgl rQg}%iq%rr{%lﬁ{gceﬁtnarllsé)ladgsertou'ﬁﬁnwsttﬂgtfFP@“E%BIFI e
router as. oneldf fonall thaprefikesgesshabie thiongihthe mebilevonrr @iveRisIS) MUt | ng pr ot ocol

s active. Then, the Homefoeny,3oda PELAMH 6 hOUbhITo MRl Ssvdaty the

the Home Agent, the binding cache entry for the mobile router is found, and the
packet is tunneled to the mobile router (blocks 520 and 525). This is the same as
would happen with any other mobile node as defined by Mobile IPv6. '

20 4 When a packet is received by the home agent that is destined
for a node on the mobile network, the home agent finds a route entry for the mobile
network where the mobile router is listed as the next hop gateway. The home agent
then does another routing lookup for the mobile router and finds the original binding
cache entry, causing the packet to be tunneled to the mobile router (blocks 520 and

25  525). Blocks 520 and 525 may be repeated for each packet the mobile router

receives that is destined to the mobile router or a node on the mobile network.

Exemplary Systems

FIGURE 1 shows a block diagram of a mobile router and a mobile

30  node both at home. In the network configuration of FIGURE 1, messages can be
routed using normal IPv6 mechanisms. Note that mobile network 105’s prefix is
aggregated with home network 110’s prefix. When mobile router 115 is at home

and attached a home link, the packets destined for the mobile network show up on



refixes that it is able to reach through this tunnel (block 5 10). (2) The
'IF—)b'me Agent al so adds route entries to its routing table 15 for aldé Ab& 2006
prefixes reachabl e through the nobile router (bl ﬁCngB)A (3% V\:ﬁﬁn g_ pg_cﬁet
destined for t |le router is received by the me Agent, e binding
cache entry fo‘?gf’#@&%bi le router is found, and the packetPCrASexHe2l ed to
the nobile router (blocks 520 and 525). This is the sanme as woul d happen
wi th any ot her nmﬁembﬂémteaélii‘eiﬁlterfe@t&b?hmmbbik rouerd.15 Bﬁdrbélt): ﬂ%ﬁdket@tcgalcket
is received by t B [ Al or. a node on the nobile
network, the horrenﬁ%ﬂglgnt fgﬁ% ?@%ﬁ?%’gﬁﬁcfo %r”%ﬁ‘.ésmq@"“ﬂﬁ?mrk wher e
the nobile router is |iste@orsspandent nedet 120d5a ipele somseywhertlon tedARmagRats t hen

does anot her rout.s t bile r r. and finds the or.iginal

bi nding cache entr % thggdgsla B%%Q{gﬁ'eeg%c "er{de'?tém‘gegltzﬁ Sﬂ"ﬁé’%’&f"'ﬁ]@s‘@ﬂg apghipg e
router (blocks 5Zboutmebbilit§ ofRBys inBlobilksetHAR 10516 sbitls HEYagh & MERRAESENS OF
each packet the npRile router receives that is destined to the nobile
router or a node on the nobile network. Exenplary Systens FIGURE | shows a

bl ock di agram of a nobi | e FIGURE2 shnﬂsabhsolbiiihgamiiﬂameld&nb@%&bcﬁéd irene. | In t he
twork configuratd : a e. routed using normal
Inl(:a’v\gnrrec hani s?n;. %N%? gngﬁg%ﬂ %@:ﬁﬁiﬁuﬁgﬁ\f\%}sgﬁg@a@ed& i hame; netwatky A gagketeq wi t h
home network 11 drom ¢nreesnondent'hasia lﬂ@tﬁmdailemudeenay]bbaﬁéaeda&ohmmwh o aNdorat 'é as/hid
h i nk, e k ' e bile network show. up on :
IZI\UGorZrSOGI r]V\AD 1t(5)2/ dﬁ%gzgtchl f %@8@? g%'%gi? dtggsenoggrm aé'y%‘ﬁ\tgg?“t iclm‘gﬂgy it er f aces.
Then, nobil e routregbilg nede2fh, qocmpendeheloﬁaclm?'smdthmweo ﬂﬁdiﬂwardk{jelﬂt- nl)ge
this case, nobil 5 : _ rout er. rr 0
12|0 is a node soqn%(%]gﬁlg&o%}'t ﬁgﬁfb%{n grqrr%"nﬁ%(g‘? tl}°§°?lf§?t?¥§rkt%gms°gi%’°§° Pssage.
Cor r espondent nodeme agent gksmaypickwpetie paskétn Afercnystdives the packet) Bethe sgefti | ity of

' ' : bi.} t 105.
FIGRE 2 Shovs, a ooy baran Loias o « Bl EBLARE AL 1 Bitmts {55 20 By o

networ k. Nobilse ragent 810 mawiinda binding emﬂmmﬁdhdmbdgbm_zmmmge_f-uwdss fo{\f p?ckez r
| re in ong of two
or e 10 par o T Phanese 8, bons il Rg Rl SO R et

more 10 paths. If correspondent n oes no out the
nobi lity of address which causes the packet to be delivered to mobile router 115 and then

mobile node 205.

Correspondent node 120 may support binding and be aware of the
20 mobility of mobile node 205. When correspondent node 120 does support binding,
correspondent node 120 may send messages directed to mobile node 205’s care-of-
address.
FIGURE 3 shows a block diagram of a mobile node docked in a
mobile network accessed through a mobile router, where the mobile router is
25  attached to a foreign network. Mobile router 115 is attached to visited network 305,
Mobile router 115’s home network (home network 1 10) and visited network 305
may be connected through optional inter-operator link 310. Inter-operator link 310
may provide a faster link wherein traffic is not required to go through the Internet
when going between routers on home network 110 and visited network 305.
30 When correspondent node 120 is sending a message to mobile node
\ 205 or any other node on mobile network 105 through mobile router 115, the
message will arrive on home network 110. Home agent 315 will see the message
and that the message should be forwarded to the mobile network. Home agent 315
will perform a lookup in binding cache 320. When it finds a binding in binding
9



nobi:l e node 205, correspondent node 120 may send the packet to a hone
‘address of nobile node 205. After being transmtted to the hone Qq;wgégggf
nobi | e node 205, hone agent 210 nay pickup the packet. After it recerv

t he packet, honme agent 210 nmay perform a | ookup on a bindings table 215.

I n bindings t aBi0P3P4226 hone 15 agent 2 10 may find a bi ndi myTastyssdrhat
tells hone agent 210 a care-of-address for nobile node 205. Hone agent 2

10 may then forwacatht 320, medkant305 tilbre6ddnRe MhrhoaRAEES 31 MhoGl sGAYSES t he
packet to be delivered.to nobi | e node 205.

¢ Er.lgbile rguter 11 nd then e
Cor r espondent nod®& T2 "WEY LSBTt l?F?]%ﬁ"ﬁ&é"él syyadigafd in thetbinding. Homenobi | ity
of nobile node 205gentvnemagmmeaﬁaﬁmmagaqd@gxz(amﬂ@ﬁﬁroﬁg&@ﬂffr&en@t {P:Pdéxgg

I 's

correspondent node 120 may send, nessages directed to nobile node

care-of - address. "} %eéﬂﬁwé‘@ﬂtﬁ/\%zg}B‘Pa%i‘k'°'&F’aldf5-a]r’r‘leﬁUE~Ef%m0b!éermlﬁerelldéﬁcked in
a nobile netwhr katecled asechrd-bff Ad@ks rBaciEYE Misit@iieBiork 9her € the nobile router
Is 25 attached to a forei network, Mbile ruter 115 is attached to
visited network 305. lvbb?ﬂ@m‘rf&ﬂ%Pftfisa%eth@ﬂ%leﬁ@tt%rlﬁdeqapﬁmtatenmemdet 110)

and vi sited netwoard d3@fminesapat RehGRIeE Uerhabit @ WHbilO RitvBRAs - at or
l'ink 3 10. Inter-ﬁ%_ link 3 10 ttlﬁbdpprovi de :31 fast%?bfiﬂ&ﬁ\[ﬁ{g@%irn

qtlr)eatord L ma\,i{F [ ; .
traffic is not retuiPBdR9s Rysnessnes armobilegoyterlds s ather igfeefacego mabilenet ween
routers on hone nmetwerk k05110 and vi sited network 305. 30 When correspondent

node 120 is sg(pdi ng a nes e to nobil e node 205 or any other node on
nmobi | e network 105 t hr ough FATEsRopgrnERods 12D is pepding gumestage topabile medi ve on

home net wor k 110.ZQﬂmymddtwingﬂﬁlﬁesydgbtoxﬁaﬁleh&ﬁzﬁﬁﬁaﬂéad&é}.gtﬁehﬁssa be message
Wi erforma

shoul d be forwar d:%qvetsotﬁohe %ﬁzsn?f wor k. Honme agent 315
| ookup in binding Cache 320 r t oS8t 210 5eesdhs gessaeen Home agpud210- 4 AUG
2006 WD 03/ 0. 4322BoRCH bSO IBGORDincR2 1 S2Q. findONE: BORagd Hhou ! T €Cogni ze

t hat honme agent 3 | d_send the ssage.to nobile router 115 at a
car e- of - addr ess i%&%%?g%a?mn&? 'aéjd{ffﬁﬁ&ﬁ‘&,aggﬂﬁﬁg may,the send themegsagthen send t he

message throulfh athtoughwetunneh tocthegturd-ieadivebs Hofe aldik O150HRes thi ﬁn'bgs%@ ah@t wor k
e 2 Co Ly b b . AT bR o,
recei pt of the paodiedtestipitheeesspé should bb fdearaqizt hidvbBSndthsik R8€ Kdme agent
315 may then forward the message through a tunnel to mobile router 115. Mobile
router 115 may then decapsulate the message and forward the message to mobile
20  network 105.

The various embodiments of the invention may be implemented as a
sequence of computer implemented steps or program modules running on a
computing system and/or as interconnected machine lo gic circuits or circuit modules
within the computing system. The implementation is a matter of choice dependent

25  on the performance requirements of the computing system implementing the
invention. In light of this disclosure, it will be recognized by one skilled in the art
that the functions and operation of the various embodiments disciosed may be
implemented in software, in firmware, in special purpose digital logic, or any
combination thereof without deviating from the spirit or scope of the present

30 invention.

The above specification, examples and data provide a complete
description of the manufacture and use of the composition of the invention. Since
many embodiments of the invention can be made without departing from the spirit
and scope of the invention, the invention resides in the claims hereinafter appended.

10



and - determnes that it should route the packet to nobile network 105.

"Mobil e router 115 then sends the nmessage on nobile router 11 5' sy ptAVG 2006
interface to nobile network 105. 10 When correspondent node 120 is sending
a nessage to nobile node 205 by addressing the nessage to nobil e node
205's hone address, the nmessage arrives at home network 125. Honme agent
210 sees the nessage. Hone agent 210 perforns a | ookup in cache bindings
215 and fi it the nmessage should be forwarded to a care-of -address.
Hone agent y then send the nessage 15 through a tunnel to the

- of - ad t 315 d f | ookup of
' Gache. bi i ngh T35 1 gt AR TehitRaT R HPEESE0"™ nai cares thar the
houl d be f th
forvard the mess® éﬁ%ﬁ’?ﬁum EelRrbr s SSEEI P G e e Bt or

115 may thegagﬁ_s 10%he nmessage and formard the nessage to nobile 20
netmnrk 105" S&ﬁ? enbodlnents of the i nvention nay be inplemented as

sequgnce of conp uter nt ed r ogr. i,ng on a
cormut’ R syst errandray LT rEPE ol Hethd aedhrR SR TR HheRlol e T ot
nodul es mnt |n the conputing system The i npl enentation is a matter of
choi ce depen &nt 25 on the perfornance requi rements of the conputlng system

i npl ementing the sta{)lks\ﬁei‘ﬂ%t%’ e m 11eI r|019c ?hd‘{eg‘lf% ldrtu?n%i et ’thenraobv\fle Lt @Gnd

recogni zed by one 8 e tunctions and operation of
t he varlous & Odlﬂﬁﬂé dlsclosed nay be inplenented in softmare in

firmare, spéﬁﬁa purpose digital logic, or any conbination thereof

wi t hout deVI ati ni%r\xf/ar(? H%(Fr&g tl?e%c{bllg roglEer o tﬂg Eon?e dag%tn%mﬁ{rggl?a%gﬁ in (()) I'¢1.tr1](§/ne r}t ion. The

above specification, crlptlon of

the ma‘r%f aCt l('){?ll% Etv&%rmg t gfbl 5 pe%tlgn%g}agéell %\Jn&\?a/ ?%] :{hﬁr ssnasgog a‘e(a th%h IPﬁbllema‘ny

enbodi nment s | nven 1 on can eparti ng rom e spirit

and 2Co5 Gl e yBNGTS BB B AEREE ARl o et e naf ter
routers in | PV6 @.%gfg{é tﬁzlt g&ketg%ﬁhah%a?ﬁe& p@&'v!uﬁnr[ epéé{ (?trpréf{xgmea visited

network, a care-o ress associ ate

forwarded to the mobile router.

15 2. The method of claim 1, wherein a mobile node in the mobile network has an address

that includes a prefix of an address of the mobile network.

3, The method of claim 1, wherein the configuration information is static and the mobile
router is configured to send all outgoing traffic not destined to the mobile network, to the home

20  agent.

4, The method of claim 1, wherein the configuration information is dynamic and the
mobile router runs a dynamic routing protocol and dynamically modifies a list of interfaces on
which the routing protocol is active to prevent the mobile router from advertising routes in the

25  mobile network to the visited network.

11



an address configuration; 5 registering, by the nobile router
"care-of-address with a hone agent of the nobile router; establlshlfrfﬁjG

the nmobile router, a bi-directional tunnel between the nobile router and

t he hone agent; and forwarding fromthe nobile router to the hone agent
configuration information of a 10 nobile network via the bi-directional

t unnel enploying an address associated with the nobile network wherein the
nmobi | e net work accessi.bl e through the nobile router; and requesting that
packet s th\e,aw’[) i nc'tstl?d’ee hod of glaim L avhists tf“?(‘;‘t)ﬂtﬁg‘l‘ff‘trlf’ndmré’@t‘at'dfl 1P RN grmgEon.
forwarded to the nobile router. 15 2. The nethod of claim 1, wherein a
nobi | e node in the nobil e netmnrk has an address that includes a prefix of

an address ile 3..The thod,of claim in the
confi gur at| n | n H?thﬁdd’ﬁ t ereg tQﬁPfO'? E‘esr("r'tﬁrdtb fagns ﬂ?eo‘if’r’ie"tj"t'afié\'h Iequred to
send all outgqing traffi not destin to the nmobile netwo to the hone
20 agent . gwwehvésdte‘gf‘etg?rgl yisit ?W@F‘han?‘f&‘ eéidﬂﬁ‘i \Eﬁqtir‘?sﬁfﬂ%ﬁ' mat i on
is dyna C and e rout.er S a narmi routln co

ynan oo |y e el B b Gren e B AR U B e B g 3teasco| s
active to prevent. the nobil ter fro rti routes. in the

mobi 1o not WRRETiopHEsPrats Byt e PRI o1 o e boHoSe e pRbl of
claim1l, mhereln the configuration information is routing information. 6.
The met hod "8¥%l aim 1, wherein the nobile router obtains the

care-of -address while attaching to the visited network, the visited
net wor k associated wth a network address, the 5 netmnrk address i ncl udi ng

a prefix, gar f ad res aSSOCI e

conf i gur at| on :Nhﬁﬁ egt}(’do &2y coﬁbefnnl ‘?H"“’t}? = etcﬁ‘r nggﬁglyfa I(Sgi;‘Stt hat

i denti f,i.es the rout e wherein the nobil e
rout er 1(9 bt &' f %Tqaetel&sisragdrgts au{?cci?nﬁ uragon a’tdtﬂ gca!stﬁl adgﬁss cﬁgé%‘fangnst at el ess

address autoconfiguration, and a stateful address configuration. 8. The
met hod of claim11, further conprising encapsul ating the configuration

information, wt r ad e and a. destln 0 erein the
sour ce add?%ss {Qans(ﬁégggrego erCdnpes1 mﬁpa2E3 %Fégggg?a?nl(ﬁgﬁg’agent

forms the dest] NaklaRyB9GLESFouiRRth MIRLE W RelGad B,k BIA AU R B 1R Mt i on
i ncl udes a hone address o rgut er.

address and an address of the home agent forms the destination address, and wherein the

15  configuration information includes a home address of the mobile router.

9. The method of claim 1, further comprising: receiving, at the home agent, a packet that
includes a home address of the mobile router; and forwarding the packet via the bi-directional

tunnel to the mobile router.

20
10. The method of claim 9, further comprising employing the home address to retrieve the
care-of-address from a table included on the home agent.
11. A method for supporting mobile routers in IPv6, comprising:

25 updating, by a home agent, a routing table wherein the routing table includes a routing

entry associated with a mobile router that is reachable from the home agent;

12



9. The nethod of claim11, further conprising: receiving, at the home agent,
‘a packet that includes a hone address of the nobile router; and forg@rdlng
t he packet via the bi-directional tunnel to the nobile router.

met hod of claim9, further conprising enploying the hone address to
retrieve the care-of-address froma table included on the home agent. 11.
A nmethod for supporting nobile routers in IM conprising: 25 updating, by a

hone agent, a roy Eéﬂ%g%9gkqmﬁp§%%_gé%ﬁ@hroutlng tabl e includes a routing
b outer

entry associ at ed is reachable fromthe home
agent; 12 1 4 A e cti ng,

t he home agent, Siié]egmgdgfec Yo egl%lunne Ctégglotg"%la WP T Wlﬁhtéé%@,elrgut%uter
tunneling, by Fﬁﬁa\lkgﬁgb%%%fneag&t Q&Oéé&e&oq eblf“%bdtére router; wherein the

packet is destine ode on a nD Wot k reachabl e through

5 the nobile ro%ﬁe{)ewgh% ac ?15 slﬁne%qﬂg o%L?l%lo@e%n én%gnp”t@l)rﬁgeg alie)y\ﬁ%r q‘lg the

packet fromthe no € no

whereingh e has an address that includes a prefix of a hone
addresssofqPﬂng”ﬁnﬁgqnetmork 10 13. The nethod of claim 11, further
conprising tunneling, by the nobile router, another packet to the hone
agent. 14. The nethod of claim 13, further conprising receiving, by the

eachabl ot oughey Raiar i PEESGs 25 rAREEs R0 ofbe SolB i, e,
conpri si ng r%%ﬂ?h@%e %%tmoi){ll g %kq”l{ep fhe %Bl’i nod9 flas ag%dc@rPQ tﬂa‘?mﬁ@hg\s%r K

where t he e router as t he next ateway, and

erformn to obtaln a car e- of - addr ess
p 9 % ﬁ:ﬁ : hen{e %%ﬁl ﬁ@ oPHB ‘E‘Aoﬂﬁle &%&E

associ at ed e router. A system for supporting nobile
routersign M conprising: a nobile router; 25 a home agent for the nobile
router; and 13

13. The method of claim 11, further comprising tunneling, by the mobile router, another

packet to the home agent.

14. The method of claim 13, further comprising receiving, by the mobile router, the other

15  packet from a node on a mobile network reachable through the mobile router.

15. The method of claim 11, further comprising:
the home agent finding a route entry for the mobile network where the mobile router is
listed as the next hop gateway; and
20 performing a lookup into a binding cache to obtain a care-of-address associated with the

mobile router.

16. A system for supporting mobile routers in [Pv6, comprising:
a mobile router;

25 a home agent for the mobile router; and

13



4 AUG 2006 a bi-directional tunnel connecting the nobile router to

"honme agent, wherein the home agent is configured to performactst# AUG?WB
conprising: receiving a packet that includes a hone address of the nobile
router, and forwarding the packet via the bi-directional tunnel to the
nobil e router, wherein the packet includes an address of a nobile node in a
nobil e network 5 accessible via the nobile router, and wherein the address

f th bi | d d dr.e t
ﬁetmo?knol; eTEg @‘g%§%$8 Sé%a|n1%%nghﬁ3} l?ﬁTﬁrmg?}HPpgé?vdﬂﬁﬁ“Vgﬁnellis
f bl e 17, where i ona
'f 82nialgu|r2 sl?onfe agalgt R COHH l‘frf%lé}rp &b mac%gcon?ﬁ%m% )}%‘ieg’?ﬂgc?fpa‘élfe Tgu WAEPEF n t he
IREIE R e A NEe
e % LS TR BT e P et « v
e 5 o Bl YNl BB LR bR RSN e
h dd f f rd n 20 packets and that is received
gy ?Hg ﬁeaL§§S §h¥%&§§dF%1W%ﬂe% etggrg fgraardede|a the care-of- address of

the neans for forwarding through the bi-directional tunnel to the neans for
forwardi ng packets to the nobile network, and wherein the packet further

i ncl udes a re- o and t he
car e- of - addﬁzss ﬁﬁe?ﬂé ngggnl éﬁmgggﬁmtﬁgégfoﬂ? nL lsa%' r"!ﬁ)éddress of the
nmobi |l e network. 25 14

10 18. The system of claim 17, wherein the bi-directional tunnel is statically configurable.
19. The system of claim 17, wherein the bi-directional tunnel is dynamically configurable.
20. A system for supporting mobile routers in IPv6, comprising:

15 means for forwarding packets to a mobile network, the means for forwarding having a

care-of-address at a visited network;

means for receiving packets at a home network; and

a bi-directional tunnel connecting the means for forwarding packets to the means for
receiving packets, wherein a packet that includes a home address of the means for forwarding

20  packets and that is received by the means for receiving packets is forwarded via the care-of-

address of the means for forwarding through the bi-directional tunnel to the means for
forwarding packets to the mobile network, and wherein the packet further includes a care-of-
address of a node in the mobile network and the care-of-address of the node includes a prefix of

the home address of the mobile network.

25
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