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present invention relates to networked transaction
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payment type, such as credit card (e.g., VISA, MasterCard, American Express, etc.) and to



transactional page may al so query the end-user for
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The third party also establishes a relationship with the merchant, wherein the third
party handles the payment processing of the transaction. In particular, the third party agrees
to make payments to.the merchant when an end-user with an account requests a transfer of

funds to make a purchase. The merchant may provide the option of using the third party by



sol d. For exanple, when a user visits a nerchant's
website and decides to nake a purchase, the user may
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invention; FIG 2 ill ustrates a diagram of a system
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negotiation, verification and/or certification in an online transaction, in accordance with one
embodiment of the invention;

FIG. 4 illustrates a networked computer system for conducting online transactions,
wherein transactions are handled, at least in part, by transaction software installed on
computers connected to the network, in accordance with one embodiment of the present

invention;



conmputers connected to the network, in accordance with
anot her enbodi nent of the present invention; FIG 6

WO kd0ga1383t es a networ ked computer system for cPCTUSZ0061¢14801
licensing for applications installed on an end-user
conmputer, wherein the license is obtained via an
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commercial transactions in accordance with example embodiments.
SUMMARY OF THE INVENTION

Conventional online transactions, for example, the purchase of goods and/or services

inventio

embod1m

'

over a network, are vulnerable to security breaches resulting in loss of personal, financial
and/or other confidential information. Moreover, in an untrusted network (e.g., the Internet),
both merchants and purchasers are at risk for entering into a transaction with a bad actor such

that one side of the bargain is not upheld. Conventional online transaction models may also



nodel s are awkward for the purchaser and produce a

generally unintuitive transaction experience. For
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conducted via a browser using a | ogin/password

paradigmthat is confusing and difficult to manage.
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verification of a purchaser’s identity and a different network entity provides verification of a



a merchant, consuner, and paynent provide in such a
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.constraints that.de etrrri ne various actions that can .
transactiQiusing rules,qr copsiraints é@ ed by 2H¥ spmbgof network entities including the

consumer, merchant, payment provider, etc. For example, payment options accepted by the

merchant may be compared with payment options available to the consumer. Based on such
comparison, the consumer may be presented only with those options that match.
Alternatively, the payment option may automatically be chosen based on such comparison

and/or based on additional rules or constraints. For instance, the consumer may limit the type
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Even when an established and merited trust has developed between a purchaser and a
merchant, databases storing customer information maintained by the merchant may be
susceptible to hacking, information theft and even bad actors within an otherwise honest and

trustworthy business. Third party transaction providers are also susceptible to electronic



pur chasers conducting online commercial transactions
according to conventional nethods and nodels may be
wodoeatmBl e to di ssem nation and unaut hori zed PEEUS$006/014801
their confidential personal and financial informtion.
Conventional commercial transaction nodels typically
require a purchaser to estab¥ish an account with each
nerchant with which the purchaser wants to conduct a

thefl, sy Bt A A RoeBGHIaN oy DYE PRAsRATE I opeher do

record kéy@etbkdsl 0l oBtaRtEcEdbASAbtsioT cORY ﬁ&?s e Ha'v@ béerd &Qﬁﬁoﬁ‘ﬁ’s@d making
asswords and mai ntain whic ogi n/ passwor d

browser gaméutrﬁaw@wmm@éqsbmdn@rebM¢ ehctmm@mﬂ /AQoomslingly,
purchase?é"c?%ﬁﬂa nfg&@% e§01%1g[ratnﬁ%ctlrogg 8‘#&%@% o(%)l ﬁgassy\]ﬂiﬁﬁ ods

and modsiaifkayl hbgmﬂlie@ﬂﬂéwmdseﬁﬁiﬁﬂdﬁaﬁaﬂ%aﬁtﬁénﬂd us@@ﬁﬂ’ﬂéﬂrto%nﬁ@ﬁlﬁl
attenpts to manage nultiple accounts are vulnerable to

Personaltaﬁéfpan%é‘kfpﬁ’@am&‘n d/ or ot her s ecurity breaches. For
[ .
SR b2y Ak Bl s i
an accouhb‘glth b@ﬂaﬂmhajﬁ eatibiviniah itlenpivehastit wametd doydedt @coh@mircial
ddition.to the |nHerent security risks

.theft. |

transactiop s{iﬁ‘?e&i‘lg'd RS FRAIRESCE AN PERssHdNAR 3 IpsienpaF alaci a"ﬁ?éWOTd
requmné’éimﬁtﬁjaﬁa%ﬁf 1 B gé hidip10 o 3¢ R Mss oS BnPHRGRAH

war d transactlon experience. In particular, aV|ng
logln/paasworcbg}mbm@oawoaemds twmbwhacwmt; h3mee clsstcm&@‘s ey resort to

etr nsa conyeni ent pur chaser

storing (ENBBinfflSex A0 io R BB S ER sEEb el or Bl Hiieron
logm/pasbﬁ'f)ﬁi cﬁ)nﬁblﬁdﬁtﬁ)ﬁi&‘aﬁill ﬁlﬂ:oﬁﬂt@ %ﬂpﬁt‘%{;ﬁé RUnar¥eE aaN®Sle aVidulits are
vulnerabieete arty transaction providers, the purchaser is

|ﬂi1 hacking, gpd/ar phet spsHTityOIGRIBET -t e to the third
F ?ﬁ%}{la%’l%pltlé gr&gn gﬂepﬁ %'hg];( 'o‘fllﬁ%v@ %Bﬂu&ﬁlm aclaé éc% hfegcllle% sﬂ %ld
the singl¢ tuglrﬁpﬂsswe\tsle}ombmlonmmwﬁl&si bydgadtiohicgtlefnth addltlon to the

. appr.eci.at ed that | east some of the
mherent §$°§H5Ya%%akﬁ aﬁﬁaﬁa}eés %(%Wepﬁl?gqagiogrfgﬂﬁﬁw qdigms, purchasers
may ﬁndF’cHé £ERER 10 SN Prée@NReh dwkveRDUEMNaL mg@ﬁglﬁzles Th BarltiQHEE,
| evel systens (and away fromthe bro
having teeleginfean pecavny whert # pitchess is dedireg inekeanthd transastion dass e

coneni gL SN b ATSF S R0 TR oo

transact1d$rﬁm| Rtolpldthe Mpajoatd, RGthSUEE PARtY Rinsath Iﬁbhﬁérst thdphfBaser
supsysten) at one_ or both of the end-user and

is redireciesh OB ﬁtmeremﬁ & WeRpih toethe tmrdrwykt@nmﬁlen sevidesisywebsite. This
step is n& ?ﬁtﬁﬁl% Eﬁi(? d b@t’ 1S PRGHAL 0. OR ccgffu g@?iﬁ%h' Ja | he

perating ’systeém users may sore ‘of the
Alpphdmtl hmﬁdemﬁ‘wdfmd rapplgctatﬁnhﬁ@ele(gﬁmig atnéast somiid Ofthe

transacti G [Py i SRR b (05 FHEF RS ARS8 o GA D emgmodels t
lower le\‘@bﬁk%isr(hﬁwa\?w £ORSRE bR AR énﬂrhselb andl kRAiE PR ind

i nformati on and/ or processing t ansacti on.
more secure online commercial transactions framework. In one embodiment, one or more

transactional tasks are handled by the operating system (or some other trusted subsystem) at
one or both of the end-user and merchant, where information may be more securely

safeguarded. By embedding one or more tasks in the operating system, users may be relieved
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merchant and each other, provide verification support durmg a commercxal transaction. The

term “network entity” refers herein to a network presence and may be one or a combination
of end-user/purchaser, identity provider, payment provider, merchant, etc. A network entity

may have a presence on a network via one or multiple network nodes. For example, multiple
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information is opaque to the merchant, thereby allowing the consumer to confidently

purchase items from the merchant even when no trusted relationship exists between them.
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consumel ORI BYEL Y000l SR Ay ELIRE B,
other emtidibmenty ahavsedamecondinigly, tief usdefd an ealicoenperdted fooddstrilbing
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network may be any type of device ’including, but not
Aljorotethat networlel Grmanbe smntype af newods incanydipd «f cohHgeation

: deskt 0 onmputer, a tahle ersonal conputer,
that inter RS B o RIP o RO Ehnd R TRRTG PR BSle. o e
devices iy e Gnatasd ale AEfwdEIE viaQoppéti (bigatCafgoAns) dablef Optivand
.dentity verification in an online_transaction, in
connectigiscWHalEH e AMytoRmbHBtienHiserote ovnatigannerséaredaning any
E j I AQL: . d
o el oc S EELRLEE o ) AGTAT i, SUSLOTHANT, TEAA oo
network &ifdhay heer driyf iumatter ofidévicea rommdctadeto titr aaud 3ot beantrudted (e.g.,

: accor dance with ane [ of the inventiaqn.,K The
intranet) RE b BBy OO - LARUTGARH PGPt FCaGH SR BiiopG L both
The comPREfQbIh&RedB thderibANRAFbd A, BBE W@&i@ﬁnoludinlg, but not limited
end-user/ purchaser and a nmerchant. In the fol Fow ng
to, one ogiyonptination afalnegdslepbens, faideskiby cpopuicrsd tahiet, personal
comt uterdi St thvsirooﬂ its nmarge bet ween the network entity and its
putel, & 8¢ "¢ %%FVDF ed devices. For exanple, "identity
FIG.villdetfdted $didgReh GRISLletPdddymétBod EsGhitiRend AR pePRhidey
.. . pravider as an entity (e,g., a bank, governnent
identity vigpi§sstiopdinianpnlipg Barspction, #1 ccgiianepswith ene empedimegt of the
. " devi . i zes i ) .
inventior G4 FR% 3 Mkl Blnalfortd bbleh i oGl Bt R Beymmen
negotiatiorg viefifi cationamdfon cemificgiva in aeonling traisaction, #eacepeiantd Wigh one
..ont entity' s behalf, An end-user copputer 110 may
embodlnﬁph%tgﬁ% HVSRgE: Emeéi?qlﬁ THaYRY BiFSEPAAGLY oFfiR coiphigptioyt
perform AFROIRR tARYackiBH bERVCL in Lithsc G- hCk YRR nBtHath. Enlffe 1 ©
pur chase one or nore goods a or
following description, unless specifically pointed out, no distinction is made between the

network entity and its associated networked devices. For example, “identity provider” is used
generically to describe the identity provider as an entity (e.g., a bank, government

organization, agency, etc.) and as the computing devices that the entity utilizes to perform



services fromthe nmerchant 140. For exanple, the order
242 may result from end-user selecting a good or

W@ e00si1eI83vi a a web browser di spl ayi ng pages r eRCTIEA1006014801
the website of a nerchant, or may result from choosing
an option froman application running |locally, as
described in further detail lBel ow. As an exanpl e of
the first inst ance the nerchant 140 nay provide a

0 dis or oth wi.se offer for sale goods
various SyRUET AIGY SR SRIOViCRNE ORGSR B gt ese ah
otherwis® BpdritenoCH Rk @htiQPs Baaghandi se. The order 242 may be

any type of indication that end-user would like to
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VSRS anl dH@inB thio !
ormey S Pl ) e ausoay ey et
indication ghab prdagr wfoupd like formiréhast emess mératgondsyamidir seevides dmin the
merchan Aﬁl | abl e, or to otherw se exploit professional
I'ht i ng services. Wien the option is selected, the
ﬂﬁ'ek@ﬂﬁlb OIff tH¥Pc SR ahstaMdPankilg ah Qli¥Rhkve O EREHEA G & more
t he pnerchant 140. It shoul d be appreciated that order
goods and serviegy frpm amgrahaRl THEbHR, arderiflanaserigingte Gootamamplisation
N t.he re
or other I?‘lséﬁ\é"t elgcalllzt? erkgldﬁgsgpg&ﬁpﬁ{ é IB F‘og %)gagﬁélg r}mae d uggr ﬂay create,

produce mdaihalmt:uﬂléﬂt viay Wc&d q»&ﬁiessint@ippﬁﬂﬂrdﬂﬁ &és@i@slﬁﬂecs‘hbd&lsﬁig a
fatlon of the end-user's identity and/or )
Pfesentat%f’élrﬁpp 1eatiop GRA/oR JAninYate HRESS OF STeBhich HE &PARIeh ohloghEe using
AgBichifont OrHRSphAL &
e BUARAEL RSB AR 8 e R A R0l
allows tha ddcmt thelsd plentcﬁ by artsird part)aiboﬁlr eK:tmplledtahd: advwantafze bfprinting
user r as ranc at .t he

features t%nt on&?y Ii;loé bﬁ % ¥ AVEL ? 'O{)P ot r("’é?%%‘? %pry%esgﬂléaﬁl%lp%ﬂ%m

services. 1Wﬁerﬂﬂﬁé op 8l istselRtdds the@bpliditibe alayQ@Bnd, Rad the FEATRIRL, dr§er 242 to
requi red for the service and denmand t hat a aymsn

the mercl@?@ké‘?p blé slgrdd, be appreqiated shaa prden 2hipaE e anp kaslication toypyrchase

r t: en a_an
ony good AP REIREIA0 0 adrkt o AR AR o LRIl i,
I ms;mnb@&;rordasmz ﬁm?bhaﬁ(eMO]IﬁBy fmyeét gspondluied 11 0 @rovide an
%gst by the mer chgm/wt 140 enlisting the services
indicatiop,pt {19 &Ad+ P@fgr Sdfl@vmjép mer(f%gn Setthe end-usgiaindeghwho he/she
purports ’i[oﬂ?:r(%ﬂg%tzl()%)g kfsag"ef( gl’elyl?lsfchgﬁltq 4808 8% Enb R hing about the
source of order 242 and may desire information about the identity of the end-user and/or

assurance that the end-user is not spoofing his/her identity. Alternatively, the merchant 140
may send a notice or indication that payment is required for the service and demand that a

payment token be provided. To obtain a payment token, it may be necessary to first establish



provi der 120. ldentity information may include any

information that enables the identity provider 120 to
waele@biinggsd sh bet ween end-user utilizing end- usPC€T/US2006/014801

conmputer 110 and the various other end-users to which

identity provider may provide services. For exanple,

the identity information maydi ncl ude a uni que

identifier associated mﬁth t he hardware of end-user

an identifYTB i HenEH oo BRRD (R el bl o Sitpon e, end-user
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unique hard@areeyutber afithempfyeorifinterfadetoprd GIC) of thepind;ustriemiputer 110, a
t
world wily e Bl e Her oo Brgtn e Bl B ok R oD« SaF e

means byt whidh bAd-uGabRpuRe 120 B9 Veliddii flcd SRt lufling Tnl Ohe embodiments)
information. In one enbodi nent the subscriber nunber

an established logip RagY RASHV R ILOMPEIALANN | nf or mati on provi ded by

Ic{eﬂ ﬁwﬁéeerO%se%ﬁl% 1%&91% &ffor?r Bﬁﬁ lid R)tchtgllﬁg%%g; ﬂ%d?ntlals
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In résponse to the identity information provid
The identityepreviderug@rmay reatyi type pf envityl eForkR@mplepidetity pmwder 120 may

be amoby§ERbiG Prirdih i Packthe MR FREbEcauttited B sbiad s

card to lcﬁﬂ@-th@@fprdlﬁ{a@@ldgﬁﬁﬁcatﬁﬁ enfol@itidnt ¥n bAK&RbsMEMcREhB BiYbscriber
pe of electronic nessage that another network device

number i 1& Hﬁfdl}@ docpts androktain indermeatiop greigeddnithe eaduest vt the time of
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user.

provider Ilﬁ@m‘ayby adbaﬂldeargdvaimnemygemp sk as thgtregistey 6O oldr Weliields
e_of or corrbl nati on of nanme, birth date,

(RMV)), éza BT er @@ﬂl@bﬁ% amnippeidentgfirgtion pdeidion op predentinds

a%omamHQﬁﬁﬁéHMm&Sken may include an el ectronic signature
rom tnhe Identity provider 120

In response to the identity information provided by the end-user, identity provider 120
provides an identity token to end-user computer 110 that provides identity authentication
and/or credentials about the end-user (step 225). The identity token may be any type of

electronic message that another network device can use to authenticate, verify and/or



certifying that the identity credentials are correct.
In this way, a nerchant and/or paynent provider nmay

w0 edog/ 138348 di sinterested third party (i.e., anPCTERL006/¢14801
provider), rather than the representations of an
arbitrary end-user. The identity token may be
encrypted before being trandfitted over the network
and decrypted when received by the desired network

. devi c e, g. hant rovi der, etc.
determing £ e ol ey RORSpime PGBty ohed Savspetice iRt
credentiddoyEhe EARRSHS IdBﬂtﬁ}f@edb?lh‘éﬁrﬂfay ihBluaé, ek afHe HhiRA tt§ 'any one
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TR R0, s IR s T 1 i 2

certlfylng tihatrﬁfthaﬁity &ﬁﬂex{tﬁﬂs@e edbgct. BMGMOWay, Aendrthant REOYE ent
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e, and et ui rement
Th kS R0l AECu TR PpE A e computer 110 1o
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t h
sty LSS B 450 AL 008 Y
token maycdentsed o arntleabEinite aé1$a1n bell‘rmﬂﬁlllﬂ apoutt the emdzash didt kg GiffeBlythe

.request v atio e identity token by sending a
transactiqu, gﬁff&sﬁe@@ﬁ{% e %‘w PR BVI° 457Vies thapreanys thyfed user
to be of d &:ﬁiﬂéﬁf’égef Qﬁen\ﬁ@yb &d@ddtan Phshitfd v@iﬁf‘ﬂﬂetﬁ'enh%kﬁﬁeﬁ'ﬁ% be used to

i nclude forwarding the identity token frdm ner ant
ensure thayhe tebd111§@n$ pfthe prapet wanﬂmeet&bmeqmwmw nMdrdfirant 140 may
f val i datl he ident.it
have disdoffi 54 oo Bhupttnt R B GARBERE ) o 5 aken
coupon, p&ﬂﬁlohbﬂzﬂeﬁﬁer Cé&t ETHY rﬁ@fch‘é}ﬂtmﬁ Enatyhﬁddxdeﬁ‘dﬁtéﬂaﬁ!e bOKRIDusES; to
aut hentic. The identity gr ovi der 120 may then forward

determing jyhethgr ﬁlﬁtepéwswthﬁesms einld\pthsrwisp e spreiallthandlisd dasedmn
ﬂm;mom&&?ﬂy ?Q%%%n&ﬁg (step 255). Alternatively, the

sinmply validate theidentity token
Optlemill‘y (I&tmq&rc%SMQ may requiyt vafidationny thdideniiignélidniby sending

| h t he . fok
xequest ¢ Ay ProyiieBdp8 Ik H5. BB retion Aaaahm s identity

token maehGI& HordAQirgQhd i?% ﬁtgq I %@f? g}ﬂ otvﬁlf‘e
° enma'response nayllnc [u %es?%ﬁg H&ﬁ er 1 ﬁ?@ en |{120
Upon recen'm‘rhe seqna$t|fd1; vadidateryofatppidentityl tekeh, Headentitp provider 120 may

. ro nd/ or any ot her e of
validate Be 1&5% y X0 en an ﬁlere’by%eterm{ne whether the 1de1¥tpcy toci(en is authentic.

The identity provider 120 may then forward an indication of the validity of the identity token
to the merchant 140 (step 255). Alternatively, the merchant 140 may simply validate the



nmessage, as the inventionis not limted in this

respect (step 265). After the nmerchant 140 has
wpre@easised the identity token and/ or has recei REDUS2006/014801

validation for the identity token fromthe identity

provi der 120, the nerchant 140 may request that the

end- user provide verificati dd or validation of an

ability to pay and/or provide an indication of howthe

.. ... end-user, woul i ke to pay for.the goods or . servjces.

identity SR HEFEGERLOIs vy eRBEnEs kit S00GR s Y S & arbrrice
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financialway payraénttitRrinBN@NdHoRNvdrfoub ehd-Lidi, 1s@eh hda Fildrkidl &@&BAGTON, or
) In additjon, the end-user nay send i nformation about
a third pariycbrgker thaihendles Spangial {raesagtionsend mgymgniprecesiurashe
' rj t ha
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user mayIEGNES; L ALY GHken PHYRERRE DD PR meBEPiw e 43841 4 Fenmer
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.. locate information about user. For exa
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combinaf T Mno S EPIScl e ik P S ot iV R TR kB i
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t DA idda¢ i dt ' 1S e ner at e and
pomen SE AR AR B SERRARE ASORIEN Syl
purchase(isfoapatd#biy noflfequipad; A ittmdyaloe be pEYessanglbE A&yt Yechandled in

en%—use ‘s ability to pay and/or a certification that
subsequepiy elb“a‘ifﬁ]éﬂra‘%ﬁa%t@‘?r’der 130 is willing to handle the

PhYASR 364Vig% 180 prlles &0 theld&iitst

corrpu?er 1110 né)y tﬁen “or vvalryZI O?EE%%JIJ;(&%%H%%X?Q el{rqgl?tcgaﬁer) fo
locate information about the end-user. For example, the payment provider 130 may access a
database of payment information based on the identity credentials transmitted with the

identity token. Payment provider 130 may determine what payment capabilities and options

the identified end-user has available. The payment provider 130 may then verify that the



the nerchant 140 (step 335). The nerchant 140
processes the paynent token such that the nmerchant 140
w0 2008a1383f i ed that the end-user is able to payP¢DUS100€014801
goods or services (step 365). For exanple, the
mer chant 140 may ask the paynment provider 130 to
val i date the payment token (I$teps 345, 355) or may
sinply validate it itself (step 365) (e.g., by

ssym ng..t he pa nt token is valid or aqtherw se
end-user Jpe g bty 19 Y. FHk By SPOPRR EYREFER 9 eI XTHEH g pthe
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e end user. BeCause paynent “provider 130 may
pay and/er aj¢estifieasion shas the prvoeenpprovider h3Q isheitlinglié handly the eatsaction on
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the merckifign40 (18 338Nt deal s directly with the end-user in
conventional transactional models, the nerchant may
Thg werehgne O pracespes the paypeny teken snel Gehtienemchans 4 Qisgatistied
' - | Cignt anpl e,
e S SO BE 18 20RO, o Bl IE T
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355) or rtg@? qaliglggg\f%ﬁldfﬁﬁ ﬁb%segfg{a?etg 5%? )?]ér & &],ycps!ﬂgm@g ,t]pee‘eztwnt token is valid
or otherv?l&,sﬁ%b@fsﬁg t4é foled)hertedREthdny 106 ﬁl}ékq}% irf € pERdsdiSer -

__I'f sonething doesn't check out, e trafsaction may
providing theegopds drul/arasoatasdo thesandinsert Rbcausedbapaiomead provider 130 may

.- \Nbreover... the term natjon of the trans ion na
be a disiBiES8N Bl Rep, hEFBRRT0lRP v B A PR E kS s o
paymentR8d e RloChBread vaitSunfi tHeARaectid s ¢ERsly Poddbgdnet wor k
and/or is no | onger accessuga the nmerchant's website,

_ When a npprehant dedla diresityywith ghe angwiser i capventipnalfeansentionaler
i 1 ' o _
o, e LR Gl iy o UL I AR By o
user is cdrrectand séficiente For eddnapte,(emegrchattmaydrave ed tun 4 provided bgdit
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valid, the?® Sre WS HlcidM YurliR tanBRr BRtdald B @oﬁg&he;ﬁ RS FABIBARIRL identity
transaction may never be conpleted. In various

provideddyibelendenses. Hisometsegidorsnsicheckivait dbs tramsaptaymmny hoake be

i 1l. not. be issue | ess t.he end-user. paynent.. ‘
cancetedy {etnipBRh of SodngBHGE MRSV, e el 4 BB ion may happen
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certifies that it wll pay on the end-user”s behal T,
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commercial transaction may never be completed.
In various embodiments discussed herein, because a payment token will not be issued
unless the end-user payment information is correct, sufficient funds are available, and/or the

payment provider otherwise certifies that it will pay on the end-user’s behalf, the merchant



handl i ng the credit card, transferring funds, etc.),

the nmerchant may be relieved of establishing and
wordoaiiadssd ng the infrastructure necessary to, POF/US2006/014801

exanpl e, process credit card nunbers or otherw se

handl e paynent procedures and funds transfer. The

paynment token, in sone casesl? operates as an assurance

that the paynment provider will transmt the designated

funds, .for ex e npney or enacting an
can procgf X h giq Fans SRR pBinegietain A8 s bR ol Walintagis may be
identified &Y FERMimb Qke defBéée@ ks fha@ &l ﬁﬁl’tl@§ S etV B celtlR that there
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expectationg piedwinggnetsitierespect ttecqmplemof the thesektiar. ot her

| ' t t th
1] SRR B E MR bR g oBR R B dtiBeimepGionyce-.
handhngr ths krefiit eadaﬁaﬂsl&&nhgl @itds] otc.9fthé ARrdBRA-HSEPe RMdved e
ynment verification is handled by third parties and

establishing TP GHEng s dnfsasiuelyrs Bcessery for &y @xarmpi@mrpmgs aredit card
e S0P A SRRSO iy ok, i

some caseprapewtds| asag assmranoa that theopyhreat ponider wuatraﬂshaﬂ&a@emgmm
fund fwith oW, enld users over .an ur’itrust ed network. From

nas, tof ﬁ}éa“bé% e¥itingdhe;mopgyorerictingin clperamimiansisref funds to the
merchant. | | !

e b R R S M
non-elecpic warans seh 2an pearnizblté shestorthd miciohmsiti ghevik bhother negotiable
mstmmegpnfl denti al personal and financial end-user
I'fif ormati on need not be provided to the nerchant,

Eﬁ@rh itlgapdripgetiveo Mhé mefchlhd, tel @8drciaPivaddctfoant ‘s&*ﬁ'ﬂinhﬁﬂy risk
formation m sused or m sappropriated. As a result,

free as ﬂ’éﬁélef{ﬁ]éﬁéP%thﬁﬁ?d geer #pe Eapaynen vqr@i@amu&m@@mmmamw
n 0 in
andis obERISRE] LRI BT NOIELEDR Sl I Wl
personal land ﬁnamslai anfermainne r‘ill‘hemfax}e neruhets nfly bermadts aﬁtlirtgrto conduct
I identity .infqrmti oa and paynent informatjon
online comeﬁcww lQlﬁé‘“ﬂ% W BRIEES oXeF BUted evarki Frpm
the persp@é\t’i\teyoﬂﬁe &rﬂﬁu%’? rp%ﬂ%ﬁ&l an&s’f IﬁhﬁﬁHﬁﬁﬁﬁaﬁ&pf’egldeg meentltl?s either
del s are awkward, inefficient and tinme consunin
that alreadbféna;sf@m the mfammtlon@nd/oc @mt/ émelndmabr s delestablishsé rfﬂatlonsh1p

it COTEE B bR AR BSHE P o

merchantv nhﬁ gtﬁ;lghﬁe mnérmueiemmng&;&ﬁaa{ﬂab tfornhtiofinhisiRd bP
an end-user. Applicant has appreciated

mlsapprqpﬁlateéo drveriesull eRd-usERmRY b mese Milking 19 eendart eeanmercishch
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s AL BORA o EPL RUEE i B B BSITRLEN bept's

trustworthgonnoﬁy and fr aud h| addi tion, many of the actions
handl ed thle end- u}s\.agr and _ner chant in conventl onal

§ @ apfpctisnmegepefetiy nfbrrrinardns
payment $bIMA{ R aré"ﬁlbhﬂgy B s AAFRELLRA b3 REES third party or the

merchant. As discussed above, these models are awkward, inefficient and time consuming

for the user. In addition, conventional models present numerous issues regarding security of
an end-user’s confidential information as well as making a merchant vulnerable to frand

and/or susceptible to failure to pay by an end-user. Applicant has appreciated that



and nore intuitive to the end-user. FIG 8 illustrates
an exanpl e of using sone of the features described
W@bwea138e+ a t hree-way secure communi cati on anPCT/a81006/614801

trust boundaries that may be established during a

commercial transaction. As will be described in

greater detail below, this ddel all ows for si ngl e or

subscription paynents, as well as paynent federation

such that a servi.ce or. merchant can aggregate payment
commerig{ragraitionSofiys-nrieled oir7Ch Oh i R e cbley Y varigus
commer@@irahsgdtidak ghay ﬂliltigat@fér siaMate dndédt bl AULaits ¥ad EamBOf

. is configured'to Tacilitate a commercial transaction
addition,yaanieefthe aetinns haedledhythepnd sliemandg 8@ cham th conyaytiert models

may be fREBKRERDy B or A iR PR, Babineiie Gibortig simbier

and mor8DPuisive to thBahd-asdrr usted rel ati onshi p exi sts bet ween
ihe paynment provi der 805 and the consuner 810 or
Flas? ghistrates am gxamje abysiegsqone ef the feptirendesoribed aheye for a

three- iat e j: i £ [ i.tself..t,0 :
hree-waf RRARP LBkl P Vel ot BB B Bk e 3R1abiilrRa auring
a commeng ehtzarisgeiiona A dhesidrel desctited e igreater Aeilbdiong khis niddel allows for

ol co€sunfr 810 can uti{ize this trusted relationship to
single or subIeHIPFIOR PREYFHEH RS Ps Lk Ba et Hedrrattapsurl fhay, 3 seriss or
merchant d4 RAHTBRIhSLoR Hela YR chbRipanicY: ' E

.er a?exawpgg%aassunp tﬁat ?hecng%cﬁa%?ﬁ%E%ﬁPe ?%§§§?g§§?>gwa
single biaywwshowhor digtriprtsd spstern 806 is canfigustiomfadikatetahammercial

T equires. prepa ke r, .conputer, etc. i ch
mansectigif BB REFRBEEID v 18 o G080 iy 405, Wi
trust bouh@#rys3 5 iddgd@aeRitchartt 9301 ok tedbns VM@ paykndft p1oFidePE05

the consuner 810 conputing device may require
such thatgfEhsiyst relationship pepts betateen theappymest probisier He andithe cpgsamer

, . e 0] td
100 ol Ry DSBS B S T ARG TRA
authenticatedrisalf tp thevpagmentgRovidaneighasrof tedvaidble iehailigess as

. so. descri hed. herein. For_exanpl.e, the consuper 810
dsone 0 e 5 AT A CEMUTEL S50,

thorizd t td hE M@ ichs g '
i S0 L5 OO0 SO S BT EIA SR oo
services.Thi s aut henti cates the request for validation of the
t._holder:.s (i.e. .t consuner's) abili to

FRE e IR0 e piman P RS e bl for s roduct

(e.g., a cBt@A RN thef RghitesPespAYREnt IlHe DdahSdonkivkdr] 86.) 3¢ fle UG er
s a nobil e subscription as described bel ow).

810 wishgy DREese-yPriono sedpesting naykent awhorition, hemever dhefusadsf the
consumefS ) LIRS AT SRRy St i

Once theastreauthesticatas thepdosirhyr $10&opRyERS He\ﬁé@wnd%[)rc(p@iaﬁ-,l reQuest
bi| e web server as descrjbed herein)_ an passedyto

payment {iggn {46 AEYER! BT 06N J08 Abroush any winERccBamsphasdeo deseribed
herein. FRR¥RERDIe! BE Ok 8 { Pmb) BriRILHB Bhy, 3% prl& With billin g or

other request information that is signed or otherwise encrypted by the consumer’s §10°s

.computing system. This authenticates the request for validation of the account holder’s (i.e.,
the consumer’s) ability to appropriately pay (i.e., the user has a prepaid account, credit

account, or other billing account such as a mobile subscription as described below). If



verifies the token against the paynent provider, and
i f successful conpletes the order. Once the itemis

w0 e@dy138es delivery (e.g., the customitem hasP@EER2006/014801
built), the nmerchant 830 can use the reserve paynent
token to request paynment fromthe paynment provider
805. Note that the amount of2lthe request for paynent
rray be different than the anount reserved.

th | th t d 805 f d
success B RS kie o AN BBHE M aHih (o 90 arane:
paymentC Sk ?ﬁ)gngﬁﬁ Gokehfis ARRRNY GdnlseABAGBADHARCe Sty 9}6the

(or o W se provide) the order to the custorrer
paymentprevige (piZo i rd@ulwwhnsepw ﬁed@scrlh@dr ewtin) pid paed toghotdmnmer

510 cieft 18l hRTRRE NIB Plogt b BT 8 st < G5 S iapnang, woien

verifies the @kie @EaiB&She pﬁ}fﬂﬁ@i’[ pﬁﬁiﬁ:’eﬁl’ﬁﬁﬂ B cesahil ehRpRfeswhdbrder.
course of ~action to take. For example, if the anount

Cneg dhesiteayisggadhior Aglematn s gtho cavdes it hasgheen bui@, thein ds
merchanf €§F¢HGHe tﬁehx%séfﬂé/ 1 enl?{o(l)(g Hele ?% p@{éﬂélﬁrﬁd}ﬁ gwfg)%plgre

may request aut atlon ron] suner
provideri8i&. Nete thatothatmohtt c!frtlmattequ@k for phmemnﬂyébé diffepanit deh the

805 require er |n aut hori zin transfer of
amount 1SRyl ﬁ% s thsy awéer §049 ¥ @F% refggs 2 payment

responselté %ﬁ&r%ﬂatﬁ%ﬁﬁ%ﬂ&/ oﬁm{iﬁl@r 31 16QMrSed Bk tx’ﬁﬁirrcl?a% 88Gan ship
and procedure for conpleting the commercia

(or otherwisgrpserdtié)dhe ardsr & the cugernenlOcnd betproeied witbtpeymbithereof.

. on LU D8RR LSRRl B RARRS SR

merchanp&}ﬂ‘fpﬁlﬁn&ﬁ)pr@}ﬁ& SBEPA/dr@ofduhedr 830 cih 6BSosd Wa@éotﬂé%%ctmn
For exanpl the single paynent nmechani smmay apply t

to take. Korsgmppis: tb@ BEeEm requestef @y,ﬂ@@@ymﬁ@m §39rdogs netanatch the funds ‘
reserved%glé\ﬁe}%tﬂgl ngéé)\b&{ ) 'a}ﬁg)oy me %%}%%glhés? guth%ﬁ%tlh qi%m the

vari ous evel ram
consumen@$0 thowind wevel en’ho(uet g\ltensitludlgnthe\;ﬁymbﬁxfpromﬂaf &E&h@y’lﬂahmre user

- imput andfiging fe s 2t pE S Rt o 0bas! sigres Pkt Sxrepiested
payment 4fRRn{sO r()f%o\ir%%' &B& dfioth Jnﬁ?&@d&ﬁu%{s@orﬁén ﬂllﬁ_g ﬁl@%ﬁﬁ‘ﬁnelrmal
paynent for or

some in a slight 1};@rm)lfle exanpl e
transactieupgedse cohtempbatedihering10 wants to setup a subscri ptl on

t h ant 830..f or_cont i nual
NS B P PR 07 e S R R R ntsh s v o
purchaseBSevd Réh.Ofe sBEMHE pagmapnthiE @ké Bfply & o@ENiviIBE&Yamdfor 84s.
oods and/or servi ces). Accor d| ngl y, thenerchant

For exan@é@%vﬁ yipgle RayneR gaechpRiSE SR APBEY @woﬁa‘m@p@mﬁm is ready
for 1mme§19a}fﬁ@ wﬁi@gd t Rﬂémgp\?elf %2 gygﬁgﬁﬁ%%n in% gilill% fih alglt%lock

the 'user reques ori1 zatr on OCE

various lekedcof dysrd glaar ’éﬂahwaﬁﬂdwﬂlwdeﬁ de.ab W&enttvbﬁlcﬁﬂ peofeRiondirsion,
[ s the request for ment

or other %’egr% B@?%%We I fogh gé%ﬁf b¢ rgeided Hieebose sigglé payment can
be used LS 951‘1&9? ot BEfeRd iRk BPYurdifles SOl 'S B gROAMESifib P pdyient
form.

For example, suppose the consumer 810 wants to setup a subscription with a merchant
830 for continual service (e. g.,Aa newspaper or magazine subscription, movie subscription,

gaming application, or other pay-as-you go goods and/or services). Accordingly, the



paynment provider 805 (e.g., a nobile operator, credit

card conpany, pre-paid or other type of third party
w@esosiieis34 etc. ). This authenticates the requesPCHON2006/014801

verifies the account holder (i.e., the consuner or

custoner) has sufficient initial funds. If successful,

a paynent token is issued, 2¢gned and/or otherw se

encrypted, and returned to the consuner 810 client,

i ch. passes the paynment token back to the
mefchané%s%ﬂp%eﬁwe bt eRAHRoRM % f@erapeiakin, Babibiund consumer
810 clien¥ &lalyfitefct WEh ﬁi&tﬁ@ﬁfehﬁégtﬂt'\lg ?g@l%ri%ﬁﬁ)ntte _lﬁ%l:lelé&] gst ﬁ%ﬁﬁt&tﬁem

... the subscription setup. that typically
Similar tp aonenthecormmer $16 signedr ethetwise eneryiisithe ré@@stfod payment (e.g.,

wins 1 E BGOSR BB MBS A Ot R BRU D e
payment PFOG&S SON e %yb §obilpbp oy 8ENEard thBpAmY, pRapdid 886ther type of
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third party£6riGe: ot ovhiseuttpotcates the sgavesitand aexifienthbaaccopngholder (i.e.,
' v-erd ti a a_pa t .
e consHATE O S AT, ROB Bl R Db SHALS o BB
issued, signedagoyalanogiebrwiss paagpted sardatetirmeicto thheorsuises i (Péledn which

passes th) A {pheDuPPb 0 DS REUUATL BRI (e MFCFRbS30 then

ifies tREMIREHChEAHSIShe tokeh ShEE ighi ment
VERHes pr ovi delrc_ 805 an%ljf oreﬁ gn%fc%rgﬁlfteg%%&nnpgggg%%
Nappthaetgypiaalst the pRomemxalngnl ie stotrduent ey mbimwhant®30 afid periodically

used i BTl Yo7t R g i S S ZBlaliney
when proeedsiigansédigptipapaRAént, h eneeABHERY refides 2 JaPRRnPBLE LI
aynent as descri bed above or setup another

_asingle )
sends it tg ﬂﬁg@mﬂf WAvigay o paymenjsedemeat Ehsoagment prpvider 805
. it fe : [ rs he
vt LA BN O el £ SEH ST s,
approvedd&ponsyis hetumed; the subisatipiSoromerohati 830 NEilltrsceivd payment during the

rocessin hese and ot her p% ment aut hori zations, as
next Paﬁﬂ“mf%‘@dﬁ%é% PR PHY BT S| ﬁmﬁmesaeauﬁst Fsrejected,
however,RhE Yhyksh YrdVRid:- 305 gﬁd/opﬁ]@ﬁ:ﬁaﬁ@?,@thgﬁ%g@onﬁl aipﬁi’& t8fely. For
fed paynen tg a

ederation of a single consuner 81
example,ghemgichanyt &30 (pugaymens paysise Bof)anajoconsadh 6¢.gli wraicamilitehiser

ont.r act ual t. . Ot busi
orconsu g B SR o LDl S PG S s
perform apguﬁr_e Phpméfias 84ckiBEE al56/e\or 68t an6ther suBSR %o paYheadhrough
wWithin a particul ar business nodel. For instance, when

. I . -
either thegmetod diffrgend peympntinrevider §05a i cosrfenthe 8gachaat 83h payraent

. ' ' deal incl.uding .
providr B0 s BB QUAAE a0 G BOA0E kRS M s
and othergeyienesitheizati Jise anwiltbaddsciBBEY, inwWhentdryieiaiicddigiy. :

contracts out nEny of such servjces and/or goods, mnust

As RETY Qs erttoRpf-<ihes cabaAteigs Ptovs e edesfnarcdiagingle
consumef § ANFAAehOHd 4 SuiiESs Miﬂ%&g@%@é@@g éug%i?iaﬁgy g;gtﬂ:aﬁcghﬁactual

I ts ‘busi ness "‘associ at es. evi a
arrangementnyDigon tuginess slatibnshijpwara tompleandd edduire dist$ugion of payments
._enbodi nen her in\yrovid . for an a%}onatic aynent
for varioys SGEHLCESi2BAOF 8o9sl§ Propaded within a particular business model.” For instance,

when purchasing a trip from a travel agent 830, a consumer 810 may be provided with a

package deal including flight arrangements, hotel accommodations, transport services, etc.



associates within a particular type of relationship on

a per transaction basis. For exanple, a car rental
w@erosi1eis3{ e. g., business associate "A' 820) nmapCT/EH006/€¢14801

paynment from nmerchant 830 as part of a holiday package

sale. An insurance conpany (e.g., business associate

"B" 825) may charge the nerctant 830 on a per

transactional fee basis. Based upon the business

Oy XTI N
keep detifodthccounting@2 SucA@mnkErcid PRinsubiedh & o2 9b $raR8YPRBPridts

made to the merchant 830. In other words, the consumer
paymentg iqitppusiiesressecipes vindedgus afakiets the etmplbsitpefisvehactounting

' e r 1 subsidiari i th .
and othef (8 ERBOAMen i BRI oy Bty BitR0 Ribor ot pysiness
associates orititin @ phuisinepe WO eLAtiohShiptarn fe tapficaph bai€l y pai d.

Not e that such qaynent will typically be tied to the
Far gxamplfyi accap renfal service 46-&mbHeingss agwsiats 1ad820) mpvetsaeire
. o i . £ an
pomen R Her kO 508 PRRSLLERLU Yo MAC YSRGS
business pegopmsEsB’tH) aoiyrchsygoe tite therohhwat S30amtd mem tahsaotiyma fiée basis.
Based Sh%ﬁlg be feder.ated 1.0 each Si ness associ at e.
ased ugep i Bysificss 350G e SLRPUBEAD) e P REYISCATE URB LRI fferated
to each HRBRESsES iA@Y, Lt 87081l ‘B &5) i ARl
paynment is oggaue to tﬁg‘ggggﬁ%g@kg%o, 6§§%gﬁ?ykrﬁ£§t0ﬂw
merchanhB ) j lnertheg 08 rdsp theznepsiaer §19erpaymeuipronide Resmakes a single

Cj at ),.. 825 as,,defi.ned by..the varioys,.trpust
paymentd$ B ELER 21 nodf el DY Hitesiho By SRt
accordinp &y thenfust eslgdatifonthebdsihessasodde 835 Lot WpkdpriaRIppala. Note

ravel _agent experjence, other business

at . > . DU . )
that suchrpaygienoWEhivpiSally Botiekioshe legroma hillimgstatsmentastisarrihein
. e «
sacr SRR, SOTRENES0 RS TS T Ll
presentatporp widi ethsr purpodes yamedresspandstofvaliat pbeion ofpagueit sacvld ek e

‘ aynmeni s .based an a_per item bases, paynents for
federatedh N GAF B GHRESR FOBRIEES FHFBCT P el aive el oA gue Ve aaad Andlor
encrypted 8héh th@ pa@iilR i minioReatehit BUPLPASS i 5’}5’&%\6 thak BHAMNESR1 0,

or otherw se can cal cul ate and nmake paynents to

payment pgeNider 95 agrgoningstde variquspasingssaassdviatés320p§2 assiefinsé by the

. lﬁgp ' e i bed herein. As such, the above use
varous tg @ﬂgﬁgﬁéégS’ggént for describing various enbodi nents

Noes thatalit®uglotheiabbutspayaieny fdptiipa SRR PRAYdRBEbddSwilPtegards to
meant to limt or otherwi se narrow enbodi nents

a travel aggal GXpEaChesT Hupiness rolatipnshinsiadtoesxish thes eamsedhis
. t i ' nsactions
embocin BTN S e 30 10 SRRl LSRR s
through vamoas vemtors, petducirdred ders iwhot tery mytsiiglgfet@Reradyodaet and make
sjmlar to computer system 100 jllystrated in FIG 1.
payments paged Gp 2 PEHitER @ases, PAYEICHISIPT RyHnedis Rrodpets e oay 1olties

based onleA&H $48€ Dr hidFéther 1958 & hidtdR8%10881 tRAPMRARL 8¢ otherwise can
transactions soffware

calculate and make payments to business associates on a per item basis may also use

embodiments described herein. As such, the above use of the travel agent for describing

various embodiments herein is for illustrative purposes only and is not meant to limit or

otherwise narrow embodiments described herein.



485. I n particular, end-user or consumer conputer 410,
identity provider 420, paynent provider 430 and
woresoeh#3s84 440 i ncl ude conmerci al transacti ons BOF/USENE014801
485a- 485d, respectively. The commercial transactions
sof twar e Iocally installed at each of the conputers in
the system may be the same, 28r may be custoni zed for
the particular conputer in view of mhlch role(s) the
er I s in the transaction (i whet her the
Fi@?%ﬂ & Peioaked CogRuieR aY%E%IErfowe?aléhn&cwme%ﬁransactmns
in accord&ﬁéjeewnh @ﬁ@ EinBMdlﬁfeﬁf’ bEBE pRIMR qn\%ﬁ nNe?ﬁ&Kédj&fmlﬂR&%ystem
or some conbi nation of the above
400 may(ba%ml@ag lgomputensysten bD illustcaed 1rgEﬂide tHboveayeryim Fﬂatzle each

ot oy LD e e B R SR ot sotare
485. In panstiar aid-0¢kr BRYorRE8mePEnhaiErer of RIcARITPHHVIAat 20 é}Jihent

instal |l ati ons on networ ked conputers So as to per orm
provider (3@ apgmsedant 440Uneliés expupprcl Gansactiowy witvwaral853-48654,

e O TR 053 LAY 8 e compe
in the sygternmaielie tha Garna or fegdle@usdmizbdor the pattk@mnr co@phicf ¥ View of

end- user t|||2|ng enduser conputer 410.
which YOLQE%%& Prerorspuer HIRES B s Action - & SRR Hie SORDYAF epagssas an
y [ r
e B4 B 58 G I L AL R K, o some
combinafieoef tierbdd), It titheneaseranh instllatian i @nfigmyed od banmunicate

ey uter, ,as the.nvention is n ted in.thi
with inst{iRRAS S oREntlBuied RRpURT o e Ot cples EaphBidatnfor example,
each insthllRId%AEAY B conBigha i@ caBRBnRRetWigh BRAUSESnsORAMRHY Gked 10
can issue identity information {so as to identify the

computers sg-ag sepgriorm the spsdipsle ilfustrated im Al @ ad asbortlIGednduct an
1B A ARRE I RELIEEM LFe OIS Blfipnsaprre 4ss

on identityr ;&nsﬂelt 42ncantdatearcidd@iie toleatiddtiding thedadnmet utilizing end-
mg ovi ger 430 can receive the identity token and
user co

Bk £ 5} eFurthsspaten the cammerdial trangagipnsaisra 485¢ opfdentity
t fr0
provider BAn4S R BE NSyt PBERY oSSR 4 Dfnclifment
pIOVIder 430nthe mierdhantr s atat/q)rcany@dfar wampus 5d theniavaliioads oot linhieed in
erificati

ois s LSl b Sl R

user combﬁ\l%r and bdi‘ﬁsélfeél@&ﬁ@}t in®matibn %%s%ﬁ@&%hfﬁeﬂ% en@-ﬁg}) R redddBise
onputers in system 400 operates using

to an mdicﬁtéQIhiIOI @oiivh ap onlinsisgnsagsiondieriv¢earthe p@dr-mqr agd smcémlt The

local 1nstﬂl?§10n ogt%eieééo%gﬁgflﬁial ﬁ'ﬁrg gﬁh?c]:é]rst E%\fa{r:é) %#}dlﬁé\é](l?(gl rg%%%%g} ﬁr%glder

430 can myestz@me &mﬂnyefokerahﬁd SMBREd A pAEnER kdIWANRrifRe zﬁaafmmﬁ oFthe
’ subsystem of the operating system In this wa

end-user {3y L BHPURsS takep) oy B qnling trapsastien The lpﬁ%ln@%dtam@n of
the comn‘féi?&g}‘t?élﬁ%tﬁm seﬂazafeo@%h?ﬁs‘?zﬁfed%%q%mg Hl%%ﬁtaﬂb' 3 rec%wertﬁ
he commercial transactlons SO comin

Venﬁcatldm pEthielapilvy ef thelead-nsdrive pky béfdref}:&ﬁﬁﬁeﬂﬁ@ viktethe @hllﬂ@ﬁréﬁﬁcnon.

verlflc%glon an §ecur|t t he end-user and nerchant
In one embodiment, each of the computers in system 400 operates using a local

installation of a same or similar operating system 495. For example, each of the computers in

system 400 may operate using the Microsoft Windows® operating system. Commercial



need not know anythi ng about one another, and nore
inportantly, may not need to establish any trust
w0 edoattiashi p. I n addition, because certain poPCT/ORR0EH14801

the transactions are handl ed by the operating system
much of the transaction may be perfornmed substantially
invisible to the user, withdédt requiring confusi ng and
of tenti nes awkward |nvoI venent by the end-user.

rci tran ﬁgtlons softmarﬁhon each

th
transacti gy Eate FRo TR RS SRSy B L e A s s Gaifhe
various c@ichhféGs &ﬁﬁi@§éﬂ ﬁlsd. QtrfbrclalfrR Bl 6 PEb i AR AR En & QORULGE and
anot her.  Moreover, further security features may be
known fath@nu @e@eéhmwramercwé mnsaytlmleeﬁwamd/comnpamwng dtredd:bfns/er
r d f.0 r _exa
the nerwip A BREot b vy NEBlhe’ R ¥ Of snhe iR cRenant

need not wwlaﬁymﬁqgahbbu%eaefrbﬁfer \WaH etbre Mip&EHR9NRRY nbesRl Yo é‘sﬁabhsh
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one or more network entities). Accordingly, the specific aesthetic layout and use of a
particular module by a network device or entity is used herein for illustrative purposes only

and is not meant to limit or otherwise narrow the scope of embodiments herein.



trusted commercial transaction subsystem 965. This

advant ageously allows for many features that current
w@eommietsBal systens cannot provide. For exanpl BCT/UR®06/014801
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maintain and control account information. Accordingly, this and other embodiments
described herein advantageously provide for additional layers of security during such

commercial transactions. This is a much more directed trust relationship in order to minimize



paynment provider and the trusted commerci al
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wOsWeaushent i cates to the paynent providers) 9BOI/US20861§14801
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985 and the validity of the merchant.



920. Alternatively, or in conjunction, the bill
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wQ esositeds3f rom t he paynent provider 990, routedP@T/aS100€014801
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and payment token 985 from the payment provider 990.



di stributed to business associ ates as previously

described. Note that in this enbodi nent, typically
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name/password, or any numerous additional authentication techniques. In other words, due

to the trusted relationship that the payment provider 990 has with the subsystem 965, the

payment provider can run trusted code for its specific business purpose.



any ot her conponent involved in the commercia
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WO b@b/1a38pears as if ran fromwi thin the appli cReT/O82092614801
(1 egacy or otherw se); however, many of the events
occur out-of-band. For instance, in the above exanple
of a photo quality print of 3dn i mge by a professiona
service, the dial og boxes, paynent options, or any

TR 357 eERieB RoaCel 15t lloFey B E R Sileesfied Jonealss Grnsrionce
that can b&\gdtitio1I8R Yy B $e9HehPprbeRichYI( BearsQftRer LR peRGR it 7Ad A Yrusted

) rovi ded bg the various trusted network éentities
relationspip with thersabyyatemeMO. gios grenaplepgdthough sonsowhantrugedyelationship
mey xif gen SRS o0 ad e B HRE 5L S R Bl o
thereof tebakweby thg spissysEem 963ptAsssh ahe nekdight M?ﬁﬁﬁérﬂ?ﬁmfi&é}@%, or
the nerchant. 905 and/ or paynent provider 990.

any othepeMpPIFBLINEPINGE N the coRBICEHHJrNAIHON, TRLPRYIdscndategrated user

experienSEtht %z)e&rs QViASE a8 iﬁnﬁé]épﬂlfcgﬂ&{@ﬁsgm@%%y oy otherwise). |

requi renents to the rdentity "provider requ
howeverf mpny dethe ieventyercuf owtadfiimnd. For instaacy lietheadové €@ample of a

photo auffithBring o FRaats b P BN pery e olhs AT B, payiment aptions,
or any otH8OBARR o€ MatdrQCHbicabd 10O} Glg%ibiligﬁttb% ﬁlh@ticjngﬂtﬂteﬁ., in

identity providers may be limte t hose that “ca
responseip gygrdeputiienay be gordrodlde by ithe eodelPq0 spedificilly prénaded by the

. [ ts..of the.,service provid or exa , the
various (S (ST e = 1 B RSP B B0 P e RO B i
Accordirighgtas ®dN bpaestrided R eaer ddiaiLBElb@NHA codd CheAlko 86 dES®hen
' .information, such as the RW. Likew se, a dialog box
evaluatingRaygenieniions prhothergonpigainistiosn theraerchany A8 and/or payment
provider@@@.Vi ders. For exanple, the dialog box may |ist
paynment providers 530a, 530b and 530c, which may
Asmeé¢nideedatmvedintone amodiongma rilte sededdaiderdéd giovitigr or merchant
.. electranic debit services, _or . rivate thjrd, part. )
transmits i gpp REaRRR dheioaly proider itk Bearase e dagtitiveritienion.
For exampfl€Rbividt pr8Gi&Shay bORURE S5Ja8dr %@%é%aﬂ%%ﬁ%@{xﬁﬁ?%& age

. i ncl ude any payment requitenments associateé
or is restyjfed kg ecriaip geagxaphiviablocating. shcoprdinglyr e liséng ofidemtity y

. a.caertain e of credjt..card, The t
provider SGBFRL AL e bPBoShofihE b B pnfs YRR e
requirempiaty W€ te sRFvQ0d (t6vider. Ik efaripleeiha bikest iéhtity froviders may be
) aynent provi der sel ection di al og box. After a paynent
fesmctefgfpéb?%é atican praviietage vershsationtor earrentfaldrgsy igformation, such as the
RMV. Proceed and the transaction may be conpleted. Note
that ot her enbodi nents al so provide for conparison of
Likemadseq n diatamistr manbs gdneraged listingi dptibhefop pyymeit peptidl @8S For
age restrictions, etc.) with consuner rules f
example,dcgfte gpfﬁ

JBE ik hotgapahs BmEnat preyiders fate magp sl 13kenhich ey ineiude
a credit chtd dbHhgAY ESbAM Al SERRGAETBDit sUPRES 0P a Brivate third party

offering financial services, respectively. As with the identity request, the selected service

provider may include any payment requirements associated with the purchase. For example,
the service provider may only accept a certain type of credit card. The payment requirements

may then be reflected in the available payment providers listed or enabled in the payment



di stributed system 1000 is configured to
progranmatically determ ne actions based on such

w0 bioags3sas nerchant constraints 1010 and/ or coPGI/DE2006/014801
rul es 1035. For instance, nerchant 1020 can define
wi thin the nerchant constraints 1010 paynent providers
1005 or types of paynent acééptable for purchasing
services and/or goods thereof. Decision nodule may

.. _then. present su constralnts th
provider gt (P beE: PAgLRBTITE BSOS iptheclol B choerigy
may prod2B& afM tHERfRsfioh erydéalohpdi&l. payment options. Based on
the user input 1040, the a&)r opri ate paynent provider

Netohahethetrmbastiments eldo pravidsfopepmparizon of mufchizhiconstraints

e S s MO8 i T G PO Bl PR
various abh@ib&hétfma)t' Betalred. CRnt 0 ¢iisditted isidtBanl&dbo difnehit, f%a] £,
nsuner_rul es 1035 may indicate that only certain

dlsmbu“t%é@nblf 09y renfisredin PheerArmaticgly ddemminnagtippebasefl on such
things asﬁ‘%gl Ay Isﬁ%ﬁx s d\{%r dﬁ)???ﬁsfu{n%ﬂ'dl (%% 6*%8%%5‘3 ! l’%!:l?ant

|ca a nerc

1020 canrdegjing M&t}mdt}mrmm]iiml mr&&almtslﬂ‘ﬂlédn,aymhﬁﬁpr@wﬂyrs Aaysrentypes of

thata?)%=ef P]&)ﬁersed ngxﬁw? use for ?urchased made
payment Apespt afine s9vees /g gapdthercol doewsiph atpdulsgyay then

t e&h&f RGNS Th ﬁéé{ &%, 10 hQis@nttcrQBs t

proseits ngan 1be usee Sg deci S|Son r?odu gaﬁ&t%gmﬁ&rlﬁb‘ﬂ 1940 for
choosmgdmtee)r mone n@tm@waliabée paynteak eptionsa Basether the aber input 1040, the
sppropridf, ARG wlidon ob Sy 35 RalfElst AT dunife of he sevices
and/or goddgpati bility and other purposes. For exanple, the

avai | abl e paynent options fromthe nerchant 1020 can

Ihanothsmsabegingent mymr rpllew%rieeasl algyois: uped jin adslitéornto, or in
place of, Qﬂ\}el ﬂ%ﬁiﬂﬁ ch t{ali]rﬁs ? %Ml%r o5 Ingﬁl?lglt ffgegét()e%ﬁjagﬁﬁdlcaéte that

a selec I on o ers
only certgingypraifpaymset eat bamactea_fpr adrsdin o@es bf metchmstt 1020.| Yiore

) ased on such th s as a default settin rovi der
specificafl g o Gegros POr] S o Indieaia thatet s aeraanoioeDes nes gegigared or

otherwméﬁ'ﬁitécp 9at ohfy ﬁa’ifﬁ{entse%ﬂé‘c A BDBveRed Wﬁ%ﬁ%ﬁgﬁd made

on the inplenentation of the v
fromthem@aahmm consumer 1035 rul es. For exarrple if the

e rch 010 .or con 1 fail or are
O Phe B g e i ERSRAT st 20T oo arpints
1035 canR2Qedby deEiod Q{Hﬂufeeﬂotjb el H@!@ﬁhirﬁﬁé dioRe®AGKOM a commercial
addi tional rules or settin be needed to resol ve

transactiqiy f facts the @?er@tanbﬁormr@@%@gﬂ @n@gonsmbnd«tmw)S magiiye

comparecp %gfrhlﬁr 111@%’%1%0 ! ne%‘ﬁ?&sé!@u?é {P}fg a?]alﬁibr (L.jpgafy%rg?li é];tétic’ons

from the ma:rcﬂxaa‘els()ﬁﬁ)rﬂay bardmaared tmpaymmprdv@ddm 0005 hilss1oer Mdible
narrow enbodi mentél provi erein. Further note that

by the coggimper sfqnesertiag be upHavite? etiemiton o Raypentprevides 40%RyOf
course, t&%a&ﬁﬁh’t‘&?&twn may also occur automatlcally based on such things as a default

setting, provider ratings or preferences, or any other number of option settings. If fact, any
number of actions may occur based on the implementation of the various merchant 1010
and/or consumer 1035 rules. For example, if the rules (merchant 1010 or consumer 1035) fail

or are otherwise violated, additional input from the merchant 1020 or user 1040 (either



within the billing informati on or provided separately
to the consuner. Also note that the conparison of
wWo 20060U834 ul es and actions taken thereby nmay aPCT/O82006/014801
under the covers, i.e., without the know edge of the
user and/or other system conponents. In addition, note
that the present systemis M8t limted to just
constraints or rules defined by either the consumer or
1 nmer chant,. .For, exanple, the yment provi der nay
au’foma‘“aft@oba&@f PHALdiPTA) HEics BEToriNEE) BAL D Refded I eesPiss caBAIEts or
other diseRPSAGA! SbcbitAP) AR TakiRR1L %cﬂi&lsﬁaﬁé}{jwﬁén fr@ﬁeﬁ@x‘iﬁﬁg@ nstraints
and/ or nmerchant trul és. Accordingly, the above use o
and/or rdesrdsifined agnged bersimfer ilbstistivegiumpases only ded erematinmgnt to limit

ario ctions (such. .as. paynment provider options) is
o other%gélaarﬁoé}r g@ho&g}eﬂgﬁ Rrﬁ‘é]tdF‘iP%& "purposes only and is not
PRt notethht, B HedRFibed MRV S nitasHaae SRRSAIBND Ay ShSluded
descri bed un] ess otherwi se explicitly clainmed. I'n

within the daNisg infereationariprevidedyepareteliotoghe pensmmpr.bAlsginots thal the
£ Or -t - / vice provider to.

comparieflof AN srife A aUTAR AR BB R SR RSt
without thh &nhbreledgdef tho ads and/os ether e@senh sor@phieams. IHaddisishWdtythat the

delivereq. E%g exanpl e, .an end-user may sel ect a
present sygF R P IBALKEIG U SPHENHP B Asfnediy pighandhaconsimerrpr the
merchan€ NEbr g ShpRBthe %‘A&ﬁl AS%oviaBARay ARY HEGne N arQuE Rstrictions that can

el ectronic nmedia. Sometines ‘a network connection may
also be chesidiired mosiimostié peinsteed dbthe cormineannd/er merphetratts.

Accordind)f Hs 450 pReSEHPRRANGRE potadeR SOl mind HeShbiirions
actions (hRBas g@yrﬁélﬁ p%kddéf&ﬂioﬂé)@§u§&@‘hel@ﬁ?%r‘ﬂﬁ%ttﬂaﬁ{[¢ @frp_@%s 88 and is

wi Il be double charged for the purchase. Likew se, the
not mearg & [jniter gthovyise naray crdiodiarrngs herein dgewibied anlopmetherwise
. ted successfully and nmay doubl e charge when a
Emphmﬂ%@%@kgftenpts to renedy the disruption by selecting
It benvertiahbodisaragadtions, Apphy badiffibasfoappiheté at@dsdrad/or the

. royi di | aggi ng. or_ auditing, capabilities in the
service piRyis 6 R {otohruaion VRAAs® GHIECiaRS FRYDISia Rl etedhe Grresaols or
services hil@ teBe QidcadsAlllyefe1ieieh. @@?@}&M’pl&%%&l&%&éﬂ?ﬁf elect a software
of X he paynent

downl oads. For “exanpl e, final "executlon
package gptdownlasd pveicthe matvonk sorshgndiusérmmay purehae dotdsnmovies or other

feature that the downl oad i.s conplete. That_ way, .if
etectronil R, Sgtilnes Ao R e eelid B o rinidh Dpfars b davpload
can be cdriysléted NEnE&] a6k eRcRAN RS, tRPEd Oiketindy B kerfifted to select the

t hrough. For exanpl e, commercial tranSactions software

merchandjgsagaity bitmey bs heganbberanseshpeydsusndoes nat snowihedrer he pr
she will SOIRBRTH eAFoihE ?)g*c%g%. *Lg%&i{i”é 2 erv"gé;{)rgﬁedggn{gg%ﬁﬁé%w i

eature that records a é vari
a download e completddrsansastiilpasd anpdoable dhdrge wWhen AREH Hmptne

%og. ing ipformati on may be_used_as proof of purchase
remedy thg %@pﬁgﬁﬁgng@l%éﬂﬁmeéﬂha%@sq #8#isacti ons. I n addition,
A%gﬁ%f ﬁésac{é)pwc%i@ﬁa’% %Slgzidfj%: 1bYBLE PRt calpgﬁilliﬁgsein the

nitoring capabi
commercial transactions software may eliminate some of the uncertainties with respect to

electronic downloads. For example, final execution of the payment option may depend on a
signal from the auditing feature that the download is complete. That way, if a download is
interrupted, the end-user can be certain that the selected payment option did not go through.



el ectroni ¢ downl oads, which sends a verification of a

successful downl oad, only after which final paynent
wowiok/1i834made. By nmaki ng paynent contingent onPEI/S5Zpnad14801

that the transfer of goods or services was conpl eted

successfully, issues of double billing my be

addressed and substantially 38 ininated. Software has

been devel oped by conpanies to handle a wi de variety

For cxanfle (GRERorAL RO SEPSE RA AR L O Ghe ehtsppiems or
network SRR c8hipdRshtd @ssd%%c%é‘ahle?e‘in)vﬂlgg?ﬁlcﬁﬁieltaiﬁ%%%% RIARML Bfat records all

gr aphi cs software, web-content devel op _
of the vagigps stepstdfshessonyoetciad tiansastiorsrondwites oy theamashinst The logging

. of.tware that handl es each.task that

informad TSkl - UoT 3 PR o R o e B pre s strdiops. In

addition,eopenatibirarediions kefiwaekas esaytiatlug® lonAb N &pabliies Yor
hundreds to thousands to tens and even hundreds of

electronig dgyaloads vdrchrsnias yeriicabion af A succsssigdowinlaadnely after which
- . er v f,a

ot R 8 SSRESEHR AE TT Frtro

goods orspviced waa komplesudcductd3sfinlly Nissueosf daiblpbitlaizanaye hdi@essed and

appljcatiaon may not be justified. Applicant has
SubStantlgﬁgFlé‘E‘fnﬁjfegd the benefits of enabling an end-user to

Suttivatedfis $0dd MRLR A b3 cBAVaRSs HHINER aevgi\flE rv?ﬂ&? Ul tash@
_ _ particular, an end-uSer y be cﬁarge only for the
including famihar wérdtanddogyrent puaiessing, lspreagsbleets dtiaging ediireeto more

. .. n, pavi ng the retail rice for the software (where
specializkh B ORS A8 viBE oG conBiu SrirllicersnfinaBi R RBlrPl g
developrhé@it @pplicationts potfoliblnkanaBerhént Us fivalee stc A HIMVEY, kL6kwn software

conmput er  system having a conmerci al transaction

that handigs:gaghninsk thap an end-pesranayrivans supaformompebe probititiveln pxpamsive.

' [ cat rke
softvardockh A5 8PS0 ol 5 BANLER! B0 ap FLIBENEH cvn s
of thousands ef duilaretotabirin e sikgitslirenso ddofebOeri an end3hiser addytnee@the

. entr'ﬁtgﬁg\pro A dersr&ZO, a pl i,lr ality of paynent
services fif-apa PROCALORPBY 05eaiPR3I AT spetadically. shely thabihs cesipt

purchasifgihe UpSlicalOfl §ra§ Hot BBYusRBef COMpUter running on an
' operating systém 695. Installed on the end-user

Applipant bas appyccipsecithp benefits dfjerablisp i wal-eseappbiilizatsofinare in a
pesasy B e R LR, RS R 20 a6 B Shoun

of time sp@ivbia@dechppliefion, AMIRK tRnIRYIMtKe rcpfil SHREBIMIR oftware (where
distributed (often for free or for a nom nal charge, or
many of thgfegturgs gndipy the appligetipn@opkhemolergebyunused)s dlGeb ilbistrates a
' [ ' ' e any t f
neork ARBHOS o ARRL S34RSB4 s R s o o
user to paynfor el aasbumnof tivae spamputiap theSHHUtARNP N ORES cOMPuRRYystem
600 i e associ aﬁg&% W th one or nore applications installed
00 inclygdgs @ RefWeEeP O BiRsermsectgEendmser @sﬁrﬁlpé? a phyglity of identity
iderP620 h BRiralfg 08 ] i
poviec R By R e TR PR UBRiRs s
Egil-widranotly 61 @ mayibe@ computer running on an operating system 695. Installed

on the end-user computer may be a plurality of software applications 655. The software
applications may have come bundled with the computer at purchase, may have been

downloaded freely over a network, or otherwise distributed (often for free or for a nominal



provi ders 640b and 640c nmay be associated with
applications 655b and 655c, respectively. In the
wW@ayweas3sypou- go nodel, the service provided by PEBEUS2006/014801
service providers is a license to use the associ ated
applications installed on the conputer. For exanple,
when software (e.g., applicdfions 655) is freely
distributed, it nay be initially disabled so that
users cannot .run the | i catjon_w thoyt first
charge, o F0TaR s rEing il YEndePaiK PR solsE pf the agphisapion. Application 655
may be aBPRypeCiitapBRcatibi@nd hePREELETRY APl ARbA! AgH b@ﬁ}s{aﬁ‘lﬁﬁ bAthd'd
a commercial transaction with one or nore of the
computes gparvice pprvadeirsl 64 mey e afociated arith ene appdre applictiodShatalled

kt.o ubl i shing._a [ ion that an
on end-uf ot ufts B0 HOP R, SR pBRRabe 3l il i e B e
computedesvigd by thetehelipebsnrtuibeos APPHPationes 58 A SHSIR1O BEVR e
.. application 655a, the end-user is notified that the
prov1derse%g)_

brero4Re ey egsyogtasadaridh apnlicederscd 35 and 65§haespectively.
[ (oo JPN = ‘ ¢ al X. [may_ appear ..
O S e A e ol LB DR TR AR o
to use thd assecisted lapplératibmyinsiaieabid iheicemputdr.| Feenamplawhke sb®waR
for exanp an_hour or a

] i fi of tine l e,
(o5 prYRgonaES) PUBHDLED s ey bR dotpTe P Butrbsperiemot
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license majy beprdtanédrsingiating g lesmnteatialdtdnsastian vatidenesermare of the

...conple e or re j,0bs o I one. or € .
service pffRE R B D ot P e S OB Uiy
applicatibithat@s end-er 6814 10 tb ise for 6RBESe hblirs3bAtigh P8ard or brochure.
appreciated that a |icense having any desited terns

When theyed-prer Apgpstapatieaion 8352, ke ensleser is nofified that theemtliuger maeds to
i T ' 1.S:.[e . > end- user .

purchaseggfcg%%i@gtugg f}%eghghig%a%g%t ?gxﬁ%amée,ggﬁa_ 9 é%fbo%arga%%ppear 1ssﬁng the

characteristis$ andprebstod tiwalagiots fon-uselBednising capLbilitar and/ or

aynment ovider, .gr one or the other may be sel ected
Aﬁy‘yeaé? W o1 4 HEGifed EnaHt R Fiite o caMaB: RohourpRa day. The
license ndafy@RPAE bhQhEBY RS SERR e QIY)séédeWl{, O fHe. ﬁc%ﬁ‘&sc%ﬁ%d I‘Qﬂlain
) software 685 substantially as described in any of the
active unfibthegerimbasorxpired. | Bivd Iegnendyodld bebdssd obperasenswirassks that allow
rovider, recei ves a. paynent. token fromone, of the ..
on end-ufl G hABIGIeGOR pt FRr B Y b o OF BEmigrseae fnayes. Addiiona
features tbb@NSed ad iddr&ROBR RBSUTHEE R&Enk® T BRoll€ hEBpRE¢ISRE tHAPQN
. at the initiation of the transaction. The received
license hyvipg pedesirgd krams sy ds segotinfedy e heiaspecicefitbeinyentidrcare not
limited inat%% é%&pat t he appropriate accessibility to the
application may be i nvoked. The generic |icense
Osex the@admgt Hab ecledtsd alticeize 6piadi, Ehdkedy-iser MpPbe GRtru&8d to
Qgg,so th%%hth user may run the software and utilize
select an jdegtify prOYIdghad/ QP aymeriapYigen: or enfeor|the ethsemayhe seleeied by
d . | | .
et A AR, SROLTRLLAD bAhRBIASAY SR
transactionrediftvar @683 subbtastidliyesdsesribed in any of the foregoing or following

embodiments. When service provider receives a payment token from one of the payment
providers 620, the service provider may transmit a license according to the terms agreed upon

at the initiation of the transaction.



The enabl e key may include a password provi ded by the
servi ce provider such that the applicati on knows that

wo b@oliizsense is valid and/or may sinply rely oPCT/H82006/014801
representation fromgeneric |icense service 690 that a
valid |icense has been obtai ned. Once the application
is operating, netering engi Bé 694 may be notified to
keep track of tinme and to indicate to the appllcatlon

A OIS
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apphcatld)ri B89 8eed G rodide thelREBsarYReRided forahé tét'ﬁﬁﬁdﬂc&efi iDibS i bhse.
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dition, software ven rs an capitalize~on
to penodrcell}e qumyfth@metwag eaginh endrithee disabie ifselfg/hien thedjeehsd Has expired.

t | f | ted )
Morcovel, By uerifls i saeling treiivafhe ey Tealin Rimseeif PRyt Hamings or
updates tB @ iskSatfilt GeSanidi@t 8MithE ConSBhihYag ﬁle'mgé&’llce% Ehsul@fhe

unl i censed software cost businésses relatively
license ing{pdetadeii-al anounts each year. Once a softvvare product

I |ttIe over
e R al e e
professionaibyt piintedland $dley alphylt Gtiovii thkit hgitiseh tamh& didine @ik B@dsuch as
over the Internet provides an even nore pervasive

the transacyiph descriBed s ¢pEHaR IS Oai The 98y 1aaion-goricensereay provide
users with 'ﬂgch $re PRRiIVARY 2RA gfeftl‘fbﬁiil adRRy tb%@ﬁ%va%atﬁaﬂﬂw §6hRMR have

that providing a relatively secure an
had prior@gense tcded totthaceshof buyisg the amme lpamkaga vat}payfeameylmungao In

ense rk descrj bed

addition, TS SRR AP T G TPLT 8 T BTRE W0 ety i aderey

full retail@rice) Bt ABENG tb PRy RirAGdRES E’ﬂ(ﬁ&shm&d‘ﬁﬁlcﬁ&?ah%pf tware
is distributed freely by the seller, end-users

Sefaviers pitepy itapasts mefisertonsibe eaiprrofmareindesey. fiser'sSince

i f t
unticense BB B ek R RN B G B S ol py
software prodtterhs beer prathasadithd deflet asititgeisentid @ vacihidte bl toAow many

freV| usly. described, enbodinments herein allow for
computers f# &3 isiBHalicsh LlleasHy prayiding ﬁ@ﬁtwyﬁ;f%@ﬂwm&qo@@e the
Internet ﬁi'c?\h@& ) K éé}}%%b Ste FRULiGe :aEthBd to BisHHRARCAld U aih 968N At Yhat the

end-user has not paid for. Applicant has appreciated that providing a relatively secure and
simple commercial transactions framework with a pay as you go license scheme, for example,
the framework described in the embodiment illustrated in FIG. 6, may mitigate or eliminate

the piracy problems. Since the software is distributed freely by the seller, end-users can



tied to a particular billing account of a nobile

infrastructure or operating system Unlike typical
waet@adssas for nobile conmunications (e.g., G PORUS2006/014801

Systens for Mbile communications (GSM, 3r Generation

Partnership Project, and other simlar protocols),

whi ch occurs via a trust ed r3ddi o network,

aut henti cat i on | n accordance with enbodi ments herein

| ace o n i ndependent untrusted data network
approprifte S soREs FRVGPBEY SCE STCedin ORvaHe SR on BT
fRALERS HcdRBY fafk'l@@n addiql i
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1090 uses a formal state machine that limits or restricts the number and/or sequence of
commands sent from a read driver within the host 1075 to the SIM 1085 itself. Accordingly,
the SIM device 1080 (e.g., a cellular phone, SIM interface, etc.—note that “mobile module”



Enbodi ments herein define a security profile for
aut henti cation over the untrusted i ndependent network

W@ 2006/113834 net wor k i ndependent of a radi o net woP&T/US2006/014801
corresponding to the nobile nodule's infrastructure or
operator systen) in terns of various security levels
that a given security token3%ay represent. These
i nclude, but are not limted to, device security
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infrastructure or nobile operator. Further, device

Further, %ﬁh‘?ﬁlﬁ b aaterl Gt pach segunity Jevehmay e thayyot beingepsrdent aféhe
others. P’E)?@@é‘rﬁéo 1‘?“& EIOFI;@IQ&I %E%ﬂ; e::sfaﬁ i 2 (—I;vg%: %?r tggvelllgsf;ore a
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device sugbs e scldguphons. Ahfbivcdel teken (@e., A GEM searmytt(ﬂ{entwath a device
i, dent | e nodul e

security ﬁexé?lg}sntg/él% ér\}is%ugd é%c bzyéhl 1S #&f‘ Wltogple 0L §ﬁg1b delz{j;,etuﬁgp proper
authentlchﬁ@n by b @bdriiereth. Suberqafeihnes forl ﬁt&ﬁ@éﬁﬁ%l%s%ttﬁgh%ﬁﬂe
y the nobile nodule or SI M device usingpolicy set

module atf%owﬂims@ byiibe mobila éafiastructyre eymeobdletsperatarn Furthég devme

authentlclaﬁér?fs ﬁﬁal%en?%lja&{ %gl%lggfvf&gu eOR$\$%V§F &ﬁ?rﬁpgg)gﬁn?rﬁ%may

provide fbnﬂhe ee dﬁdithelamﬁimheﬂtaﬂi thenefhemtidatioh brdcbss. dRY egfinpiek@p SIM
oes not have lifetinme or other restrictions,
or other deyjeanty [papiFR? RiSHaEERefosthe mgbile mogwle og ether device will issue a
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also contemplated herein.
In one embodiment, a SIM device requires the client or host computer to authenticate
or identify itself to the mobile module before a device security token will issue. Further, the

lifetime of a device token is typically controlled by the mobile module or SIM device using



The network security |evel indicates an authenticated
connection between the nobile nodule or SIM and the

wodelie3ssnf rastructure or network over the untPCEUSI06/014801
i ndependent network. The network security |evel can be
established wi thout user presence or user interaction
assum ng an unl ocked SEVI dé%ice is accessible by the
client or host conputer. Typically, the network
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the autheff€dtRh rédifisshpdeading %Héﬁz?&k'sémﬁ‘ﬁ‘ﬁ tdKes ré&ﬁ@étlﬁS to the mobile

infrastructure 720 for generating a chall enge response

infrastructs 72Qpvie thejagthepiqatipn/tmsted sef verot v nete; kawevel ohatdherequest

t L tynihcal | .secr-et w | specific a
may also pdGHE el ARIATHET Ry My S pdtelof o BT olor 25
will be usignedheheahatdiednids the spbagRail 3P sdroerda S EWAIch can (HRE YRS and/or

security token r_esa)gnse, which may al so i nclude the SM

encrypt thejeAest Pright SeAdng knathe erpbele Paftestraptuea f20efet velideting that the

. _ i . )
et SAEDRSRS TG L 30 5 LSS U 6
mobile irdastmétune T26lce mabils pperater YortdchallengdefBOcehich 78 thdtebeasdnt to
the mobilseelﬁcgfutle ;(4)150 'Pl!;e &gﬁ?ermlo(g&/le §/’8§: Eses a secret 740 shared between it and the

mobile infrastructure 720 for generating a challenge response 735, which is then forwarded to




as the SIMs device token-although this may or may not
be necessary. The request security token response and

w0 b@eaniBd enge response 735 therein can be val PARUSZNG6/014801
using, e.g., the shared secret 740. Note, as
previously nentioned, that the request security token
response nay or may not be éﬂbned and/ or encrypted by
the sane key used to generate the chall enge response

. hi event, if the .mbile infrastructure 720 i
the clenf 174-2p MG Perigectul e bl Fasomgeit andopeby ho mobile
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computinghievibevilOentl dioenthstmeobile operator 720 to the authentication server 715 (if
necessary). Note the physical proximity of the mobile module 705 with the host computing
device 710 (which may be connected thereto via USB port, Bluetooth, or other wireless or

wired connection) and the trusted relationship between the mobile infrastructure 720 and the



request the network security token 725 fromthe
trusted server 715 or nobile infrastructure 720. If

wo b@omidsdd e operator 720 can verify that the deeT/T82006/014801
token contains a valid chall engeresponse 735, it may
directly issue a network token 745 back to the client
710 for decryption of sessidh key(s) as described
above. As will be described in greater detail bel ow,
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Accordingly, the user security level in conjunction with the network security level establishes
a multifactor authentication based on proof of possession of the SIM 705 and some outside

knowledge (e.g., a user name/password). Typically, the trusted server 715 or the mobile



any service other than the trusted server (since
typically no other service will be able to verify/use

w0 2Qos/18830i t h t he above network token 745, thePCBHE62006/014801
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module 705, indicating that this is a user authentication. Accordingly, the SIM 705 will
request user credential(s) 775 from the client 710. The host computer 710 will then query the

user 760 for user input 780, and return it to the mobile module 705. The SIM 705 or client



the request security token response with the network

security token 745, the shared secret key 740, or a
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user 760 to be authenticated and automatically issue a service token (provided that the request



third party server 728. As nentioned above, the nobile
devi ce 705 and user 760 can authenticate to the nobile
Wop@alss4 system 720 as previously described. PCT/US2006/014801
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third party 728 web service can make use of a security token 724. Also note that the above
security tokens and messages (e.g., challenges, challenge responses, etc.) may take on various
formats or schemas. For example, the tokens and/or messages may be XML, binary, or other

similar encoding format, which can be issued by the mobile operator 720 who may or may
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component or collection of components that perform the functions described above can be
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variety of arrangements not specifically discussed in the embodiments described in the
foregoing, and the aspects of the present invention described herein are not limited in their
application to the details and arrangements of components set forth in the foregoing

description or illustrated in the drawings. The aspects of the invention are capable of other
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The method of claim2, wherein the act of

listed theﬁ‘?f’é%?F ancheayivrleitithareafias avelliasddivignaldtemsncl udes
providing identification information programmatically,
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wherein the act of providing verification of the
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wherei n the paynent provider enploys the identity



verification to performthe paynent verification. 7.
The nmethod of claim 1, wherein the identity provider
w0 2008/1388K or a gover nnent agency. 8. The net hpdr/v$2006/014801

claim1, wherein the identify provider provides
identification verification via an identity token to
be received by the payment pA8ovi der, and wherein the
paynment provider provides paynent verification via a
paynment token to be recgived by the nerchant.9. The
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6. The method of claim 5, wherein the payment provider employs the identity
verification to perform the payment verification.

7. The method of claim 1, wherein the identity provider is a bank or a
government agency. '

8. The method of claim 1, wherein the identify provider provides identification
verification via an identity token to be received by the payment provider, and wherein the
payment provider provides payment verification via a payment token to be received by the

merchant.
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dapt'@g SOPPPELINSIRN Qhclpte AL Wheasin dhepurehpsenradgpravides
subscribéraa@ite Mol @leARININEY ' t @Efﬁlﬁﬁ '
... between t hgl gﬁ%ﬁ?ﬁ@%ﬁ%%@é@%ﬂ%i 01‘taah&er{1 ent%l ?ﬂér
identificafipnasitia identification infommationser and/or the first node; at

l,eas n econd. co nent , of, t he .distributed pr am

Tt dip SGmBRELN R AT ARRE 2 silS s it e el
end-user@0RPERE MACPLOTRE AR THeRFthti G ekniafioh BERMBmEAE Ty when a

identifier and to_provide verification of an ability

signal to dtiptg dhefipnsaation is iSsyriby drleashena apptieationi aparatiag @nahe end-user
hird conponent of the distributed programinstall ed

n a third node

15. The computer system of claim 11, wherein the second node provides

comy utef.
P 0

verification of the ability of the purchaser to pay onfy after the first node verifies the identity
of the purchaser.

16.  The computer system of claim 15, wherein the second node employs the
identity verification to perform the payment verification.

17.  The computer system of claim 11, wherein the first node is associated with a

network entity that is a bank or a government agency.



associated with the nerchant, the third conponent
configured to receive the verification of the ability
wotoobhessend- user to pay before proceedi ng w t hP€H©ES2006/014801
online transaction. 22. The distributed program of
claim 21, wherein the at | east one second conponent
conmprises: an identificati o®Oconponent of the
di stributed programinstalled on an identifier node
ssogiated with at | egst one identit rovider, the
18 dentPf CREPHEHS b RAE LbrvieRindls Horedsinrevidse
identificdt ifit i | LdiVeqt h§ Y he
o o R e S kBl pa ol
wherein the pagandmode pravistes peyoénttvied fidatstr ik apeyentdgiearto be received by
ﬂwxnmnﬁﬁﬁtalled on a paynent node associated with at | east
one paynent provider, the paynent conponent confi gured
190 r gbecy@phtBesystansf dl¥int Ok eaAde tHOidBtRY tdk@n IndaderaNt
t oken based on identity token, the paynment token
predetermigied iferveked tipeg duringawhish thsfidentity sakiehicany boprocessed, wherein
f ; ter stem bhaving a.. .
s SIS g R o SRS L MR .
2¢.onphe compsitesyseadapl daint 08, ieirdih taiRymRnokédBicludes a
transactiqgﬁbet en a purchaser and a nerchant

predeterming fRipygl GriEnGTurg ehigh e avaspl iokers candie ispeatsed; perein

when theGRERU B SYiRTAMRl 6P ieﬁigﬁ&; {1 Jal(y{glghtf BRIV rcglgs?\gér{rh& fvalid.

associated wth the purchaser, I'Tst ne
2Hevi dedisitibpted gragpamp fogroadnetingoailing tiasswitons, the program having
.identification infarmatjqn indicative of the purchaser
a phurality SEROwark Smpnqols GiprBited s TpRRESYEIgm v il BrANey of
nodes intefcdR8tdd 18 a n¥hRIEIAch Bethe YAREIIt 107 8bMPShdntf QnABlicqRo | S
not a purchaser establishe Eassmord; and a second

communjgafe\qyekthg @giveask 38 lessteanethdy of the plematityt of spfiwaiader

e 0 e dapted to receive the
cmnpmx%%éﬁ%ﬁ@?@@?gg@%gﬁﬁ%gﬁ%#ﬁ%%gand to issue an identity
t oken firht@bmperdnt irsmllet @niad@siiddy fiokn Whhpulcahaseract&ses the
the.transaction, ' A net hod of aut horizing an

4,
network, b ﬁﬁ&%%fﬁ%f&%ﬁg PRl A identticagur taneety Ofeindrwense to
an indicaib® td&IHAREt CRIREdDh %ﬁ@&%&h@éﬁd—ﬁs@? ?ﬁd"'ﬁ h]!gg:élgﬁ]t tﬁy%qg%ﬂt or

~ token that provides veritication of an 1dentf
associateg) withHhs end-utrasedfontheifttstintodej cat i on i nf or mati on ot her

o pafshY OGEen FERtE bl o BOEFskp i Hfialifon o Teast

one secor@Phdde] theQf 1chétOnp Ydonad e8mpbRe? ¥nfidired 038 eddiABR¢ddnBRer and
25. At a caonputing device in a distributed network

to providg Netifientien of an abikit ¢fdbe emd-user to pay for the transaction; and
a third component of the distributed program installed on a third node

associated with the merchant, the third component configured to receive the verification of
the ability of the end-user to pay before proceeding with the online transaction.

22. The distributed program of claim 21, wherein the at least one second
component comprises:

an identification component of the distributed program installed on an identifier node

associated with at least one identity provider, the identification component configured to



aut henticating a nobile nodul e of portable device as
being tied to a billing account of a nobile
w0 ndosasissact ure in order to allow a user accesBCT/US2006/014801

services, goods, or both, by validating the nobile
nodul e over a network |ndependent of the nobile
infrastructure's radi o netwotk, the method conpri si ng:
receiving a request to aut henticate a nobile nodul e

ood or

Lt e ing.to ess vices,
reeive g TRerRLERD) g ik anafenior B Eerkiiiedhe Ients e sibies
‘basedornﬂﬁljﬂ@ltiﬂﬁ@dmﬁy a nobile infrastructure in validating
b| I li account information thereof; sending the one
ceipeRant phihe disritiied propianeinstafledist a peyrer noder

I r fromthe )
R RN -
the identitydtehanaeint pretines aynwdnd eskeh @aﬁddQﬂl ity BMeh Ofe payment token

orre ondl to an activation status for the nobi

include d’ﬁpé %“06‘1‘? %@bﬂéfé’ég@?fﬁef@n“@h@ BAbi | e infrastruct ur e,
A3hus &lcbﬁghi%g sysBm ﬁaﬁﬁ% %g%@}tg lo@hbdls 1f1tglg:%néc¥edbvc}? g network,

control l'inhg access to i ces, goods
the commger sph@nngtalpmd to facdlitaierm 2] inevrensaitior bewssbi p&chRdtAR a
merchank (iubscrlber |degt|t nodule (SIM for the nobile
ant RIS G B Bore R dsaninth, ot dle SympRssraystom comprising:

cr edeNfidsth&twoREd @St RERth b }Qﬁéﬁaagﬁo theGir, ﬁt%lt\*'&ﬂ%vme

fromthe nobile infrastructure and a are
adapted faprpgermstecally Msaniflentiécation umfenmtfmaasdmtmemfehe mchdﬁlaleupon

an 1ndlcﬁfohr}9£n?lfle% ﬁ#{ara LS e :gﬁ &ﬂ‘&hg%o%l’ g’&l:e{s?ﬂlf &15 Wl e

I ece war e 0

1nforma1nim/1|s oot apdrchaseatdtalRkell pRswhid; ganput i ng devi ce V' a one
or nore hafd wired or wreless ports. 28. The net hod

of cIZCRYBEICTWABY dvisepprocisted with an idsatityyreviderc tedeeand

W kfdQ@i £9 re connegctj.o
revork B M (3 58100808 BASEL 3 A4 P AL ok
that Verlﬁesaﬁhm@,tltymﬁhepmrchmr foerthd ttasactgpmods, or both, are

ce connected to the

hequ fr renote servi

e dops i S aRior Fine g onlehe rome it bV edna prglgiser and a
merchan¥ified @lethoti RS mmipH ?qag%pt network i ncludes the Internet.

31. The nmethod of claim 30, wherein the services,

goodLengptippamidentity tokenghat pajqnsdq:s \Mfmdtlmucdranu&mtlty of the
| d
puas LT AR 15l OG0 TG oM P

and the contents of the services, goods, or both, to be

- unl ocked on the | ocal conputing device.
generating a payment token that provides verification of an ability of the

purchaser to pay for the transaction.

25.  Ata computing device in a distributed network envirohment, a method of
authenticating a mobile module of portable device as being tied to a billing account of a
mobile infrastructure in order to allow a user access to services, goods, or both, by validating
the mobile module over a network independent of the mobile infrastructure’s radio network,
the method comprising:

receiving a request to authenticate a mobile module when attempting to gain access to

services, goods, or.both;



32. The nethod of claim?25, wherein the services,

goods, or both, are one or nore of: a software program
worotbhesseponput i ng devi ce; api ece of hardware aPCHUR®A6/014801

to the conputing device; multinedia content for

consunption by the conputing device; or access to the

conputi ng device itself.33. 5the nmethod of clai m 32,

wherein the services, goods, or both, have nultiple

| evel s of avail abl e .access, and .wherein based on the
TR PRSAT 01 FOPHAIS OB (16 TERUIccao OHRusSR PYgBOBle | he
infrastrugt\sﬁﬁai naRligatlRlimg Rcdih IMfeneHion eredd?® Mt hod of claim

., wherein the method further conprises: based on the
serting/dieionn os el sredéntiatseto ipdinbbilevinditakteyctare togemamindependlent

a _contract.agreement nmade hetween a nerchant for the
network dgipbity Oty BRBTIe PSR bpch e tH gy B

rbddiVigS byt Chd ibep @@Uht REw R AuikS Bicatidn SitbBhatRRfcoMesfTRldfg to

user I nput credentials for authenticating the user,

an activajjqa siafus o themyebileriaodide’  llingirachent dnrtbe nwbdle infesttivtyreathus
. i . e on [ NpDre user
atloving S B5KH LH58 5 AR N5, B 00 5 980, oo,
2det efTiie mictigod 6f dlkien 2 &vherein ethiolilezaedil isaca®s&iteh Rlentity

otected service. 35. The nethod of claim 34, wherein
module &1@ Tadhe P’REHP indrastaciirea prd wherewythe ene ot marecredentipls ancludes

informat®fn HaB&1 &PP Ellleﬁleﬂgg by thk BRpIP mﬂﬁﬁhaﬁfea%gra%ﬂ%%ﬁ?%%l ﬁ%tg)aeen the

Server correspo ding to the nerchant.
SIM andghe miohilgnnd&stradtereei n i f the nobile nodule is not

P 70k "o et o Ui e RS e daes of

hardwar®th¥thkn 8 r&Be &hhyalkiion IFRSSARISSs h@Iche@ 8-tk LanbEnd M&ice via
a

nobi |l e nodule. 37. At a nobile infrastructure in
~one or mgreshardl wiificd @ Hexelgss ROBAHVI r onment, a net hod of

28l na PR PR MR e s REN B BhE©

computingdavactvialg speotal hardwade cornectédn dusighed SicifRal e & thOSIM.
§Ie)r virges, goods, .or _both, by validating the nobile
2o dulTée sirdrodollaignd 3 Whstrin Bs dervicess 2aods qrbBih, are requested
from a rénfht St EbMicRicR tb St MalRhuGf rddie et hod conpri Si ng:
receiving a request to authenticate a nobile nodul e
3®hen The osdirod of ddite2fh twharpin thegadependeneastwivek Belndechs,
tgoods, or both, wherein the nobile nodul e corresponds
‘to a billing account of a nobile infrastructure, and

3eher ghenidifod SEs! 30, WHeRGRINE RErvRE! gddlls, R BERE RaRkLy

distributed over the Internet and reside on a local computing device, and wherein the

Interne

authentication of the mobile module allows the contents of the services, goods, or both, to be
unlocked on the local computing device.

32.  Themethod of claim 25, wherein the services, goods, or both, are one or more
of: a software program on the computing device; a piece of hardware éttached to the
computing device; multimedia content for consumption by the computing device; or access to

the computing device itself.



network separate fromthe nobile infrastructure's

radi o network; receiving over the independent network
won®car3sspbre credentials fromthe nobil e nodul BCT/US2006/014801

andbased on validation of the one or nore credentials,

sendi ng over the independent network authentication

i nformati on correspondi ng t®3an activation status for

the nobile nodule's billing account, thus allow ng for

portable digital jdentity for controlling access to
e Jbp e gfgiad’aléza Stz fhe SgTVACeE R OlircRE PEHY BaYe multiple
levels off3Qhi I [Ksoces3Band W BerBRINASE %gl‘rélaiﬁg{éh@%ﬁo%ﬂ 'rﬂoﬁigeleﬁvice one

nobi | e modui e is a subscr entity nodule (
or more ¢ithe aymlahisdevads ispctivated.uct ure, and wherein the net hod

further incl . di.ng.a,chal ]l enge.to the. SIM
ovi d- o4 HETRTEp A t%&%?@lﬁﬁﬁh&@mwé:a
ba&gRANBEadtiation el @€ thelhshiBollle, MfPmEi RSB dodlriet
whi ch correspond to information within the challenge

agreemenfigade behueca Reiphtiopidn seivices| 2opdn @r botb, msbihe enobile

. ' . .a ed _on the.response.to.the ..
infrastrubfli BRHEA e ey (A MBRRER rifle biEF SR B ia ok Ahgptinating
the user, adeaninlifimetthe methodrfatth@nndladest he billing account. 39.

The net hod of claim 38, wherein the request, the one

Seding? Edpest futheivarido 1npi the AN MRra pes ANt Frsdpaitals mni s

. F . ¢

i Ind ok DbulTal i [RE Salf I tioltoB o ekl Cororected

service. t rust ed communi cati on between the SEVI and the trusted

erver. 40. The.nmethod,of .cl.aim 38, wherein the SIMis '

SFart 187 T U PRSI CBh N ST BraHoedat one or
more of 1H8 Mdbile Ydude; tHeUGbbHlEindrastAfbhfte R laWeFr cétespditing RS T

of claim 37, wherein the services, goods, or both, are
mercham?-equested froma renote service connected to the

inde dent . net of .claim 37 .
ber o diodUehlas, Sherel I AOhDRE: Bhale B Beifmepistea vy
the mobitdnfridtmictues, hveimethod|faither43mpyib&t ei n t he servi ces,

goods, or both, are freely distributed over the

r{CRvaE T fisdniarendent gatwork g dgactivavenmpirgeeiiorideactivaties the
mobile mMaglei n the authentication of the nobile nodule allows

the contents of the services, goods, or both, to be
3in| odkednamleanfrastmbtucoimpudisnbutd neverk 4dvirobineentes hethod of

authentic%ﬁlégc %?nloﬁi.}% éiod\lll\'ﬂee()rfeétI prg)rttagfse device as géc'ihg 918(? gosé bi?lringbe?ctccr)]ﬁnt%tf?he

mobile infrastructure in order to allow a user access to services, goods, or both, by validating

v

the mobile module over a network independent of the mobile infrastructure’s radio network,
the method comprising:

receiving a request to authenticate a mobile module when a user is attempting to gain
access to services, goods, or both, wherein the mobile module corresponds to a billing
account of a mobile infrastructure, and wherein the request is received over an independent
network separate from the mobile infrastructure’s radio network;

receiving over the independent network one or more credentials from the mobile

module; and



of : a software programon a conputing device; a piece
of hardware attached to the conputing device;
wOodobi1nsadd a content for consunption by the conpCt/Usz06/014801
devi ce; or access to the conputing systemitself.45.
The method of claim37, wherein the nethod further
conprises: based on the actidation status of the
nobi | e nodul e determining if a contract agr eerrent
ﬁﬁ% ghge rchant for fhe services, goo S,
1P % A5 P0T ere Lt ntitlgrendiag qverahe indgeendeniy
network 8ithEhticafi6n ﬁ{foﬂﬁ)arti%n lé%ﬁéslﬂoﬁﬁl'ﬁ% t& bt Q&Pﬁah@lll Stah rfor the oé)lle
aut henticating the user, wherein 1T true the et ho
module’s bitlirgeaccourg) thuesliovsieg dimgpatablegligisl ideantitshior nmlttrcblhng access to
t he .user, to t the one or nore

.mod
the SCWI&gegocf%ﬁ;f(ﬂ)ﬁ 0(131? 3@%%‘1 inependen nﬁjﬁ%cg ‘on the user input,

3get emiemhdilibd df didif 395 Wheletn BHlSYi1c2B6HOisACHBSRbeP Rlentity
rotected service. 46. The nethod of claim 34, wherein

module (giEM) (rdhe mepile infraseditieatns! wherektthe mthat fmﬁleeronclndﬂse
e infrastruct or a
Sé}fdll%%c%mgfré?%eetogﬁ%gi%ﬁ dfmjgf’ ﬁggrﬁr%r g)ﬁla% nde%}?“ %ﬁ’f > met hod
raxkivihgi msﬁanse\ﬂtm ireilutick thel diR drpiirt eredeitill € whicH @rrespond to
uthentlcated by the nobil e infrastructure, the method
mfomat’PHr‘YIHEP lleocr]f’&}lf’%sand SShed &e&bﬁ@’éé@ theayIMhand e saghileover
infrastrudth®; WRPI | e infrastructure’'s radio network, the
I ndépendent network, or both, for deactlvatlng t he
bassldidnghermadpdree totthe chalmrgb,emiﬂeendeanngethej SBA’ & aetivadicay tatae
a local conputing machi ne used in

. ile.. |
accordmgﬁﬂnﬁg‘l?ﬁrfaggg?%gtﬁ? ﬁd’éﬁ%"lﬁc%mrmdul e as having a valid
301 | | ITRE nRgkdTicldiRr3 82 wikeRid ﬁde'lqueﬁSEHe%E Bk f’hdré‘cféﬂﬁﬁfals and

to allow a user access to servi ces, goo S, Or
authenticpfign ppmaasion igmwiesdo dmmpbiss m@astalqtms aisyotrerted epyer and

wherein ﬁl%%u{ﬁeﬁ ca@@h%tﬁﬁl :{,TE B'ul‘,t]ed Qi uglcag Beg}ggeqa%l%\#m zgglttge

trusted sdrher. nobi | e nodul e vvhen attenptl ng to gain access to
goods, .or_both, on a_local conputin

nc 4 TR 2 meghiod; oficlyimaSe Whaksin the|SEss pad opa He b thatiemets
communfc@te 8 ®0e: B8 FaoBfle ﬂﬁ’fa%trﬁétﬁfé%ﬂ Jﬁ@sﬁm the mobile

nodul e to the [ocal conputing device for
4but hdhe nethddn cldie ITpbihbeimihd sbwides gobds, wpbbthgare requested

fmmarep%%gﬁ%u%%?fegg%ﬂlﬁl é‘if‘ﬂ?m hent | cation information

42. The method of claim 37, wherein the mdependent network includes the

-—1L

Internet.

43. The method of claim 42, wherein the services, goods, or both, are freely
distributed over the Internet and reside on a local computing device, and wherein the
authentication of the mobile module allows the contents of the services, goods, or both, to be
unlocked on a local computing device. ‘

44. The method of claim 37, wherein the services, goods, or both, are one or more
of: a software program on a computing device; a piece of hardware attached to the computing
device; multimedia content for consumption by the computing device; or access to the

computing system itself.



validates a status for the billing account, wherein
the interface allows the sending and receiving of
w0 ndjoen B4 on over an i ndependent networ k separBCEUS2006r014801
the nmobile infrastructure's radi o network, thus
all owi ngfor a portable digital identity for
control l'ing access to the séPvices, goods, or both via
two i ndependent networks. 49. The portabl e device of
| ai m 48, wherein the nobile nodule is a subscriber
4$vden '?W%‘Pél"(l@l%wfh@ienf Wﬁﬁ%‘?qe_@r‘i%ﬁ\‘ PABRTISGEL ur e,
baded oWRS £tV alibe SRS of fheWﬁle%&ﬁﬁﬁqeﬂrﬁﬁﬂéﬂ%ﬂéﬁgﬁact

i nformation based on a challenge fromt
agreementmhgdedietwesne mewhantfosthe saicks\gobés, we botht el tBE Modbiid

. t.he hile infrastructure. 50. .The port devj ce. of
ifrastu s %ot o G B GriarelSs S04l Bitheiotting the
user, whéraimdnat€ilethethod RatheintRde® transm ssion device and

then interface allows for the portable device to

sepdingchrodsest e thegaehilegurdmla formgompt/the aiseri te irpé thsrongor grore
: | r wreless ports. 51. The portabl e device
‘usermpug?{egflﬁgr@%g? wherein the independent network includes
baded ohnheusee inpubh Aetchinemippiftiaiser Bewtieeized tecibdntddprotected
. Wwherein the services, goods, or both, are freely
SEIVICC. dj stri buted over the Internet and reside on the |ocal
460D Yhb AL CaimH BRI LG ubdSn AU IR A8 h
the nobile nodul é al I'ows tlﬁ%l gontgﬁ%{s??&;% tlﬂggfs?%?b\;%%tso,ne o
more of ihe oubjile onoduds, the mobibeinfrastocked an seher batspoudingta thag
merch devi ce. 53. The portabl e device of claim49, wherein
erehany o' ser vi ces, goods, or both, are one or nore of: a
430f t WAE endlicUs MR 7, MBelefrithABHI inBauld SVid Guth@nticated by
piece of hardware attached to the |ocal conputing
the mobigapfrasrucse.themgtheddemes sempgsesconsunpt i on by t he

' | CE:  Qr : t he | I
shsl s SRS LEN S B AR5 Llfel 860} g e
independehtaictw&®, ombiethefon dédedvaimptheawbilgandsle. or both, have
Itiple | evel s of avail abl e access, and wherein based
150 1 APtPRIRvIceaIsedio Blerinsa oBils Blodals widh biRsakoniiag
h. t: Ie 1 i . e
macine e HBUAL AHLl BKE) Sk 2} L Ly ST 10
mobile infipgdtuctorerip oedar do aléer a osederdss tl ®rfioes, gabddsgdat batly thdyortable
devi user. 56. The portabl e device of claimb55, wherein the
vIee ChME M put credentials are stored at one or nore of
a th oM Ifer Bkt geholding a ARIDiTe enddld et KadGluiNBg aBouft with a

.. .server correspondi n% to the nerchant.
mobile infrastructure used to validate the mobile module when attempting to gain access to

services, goods, or both, on a local computing machine;
an interface that allows the portable device to:
send one or more credentials from the mobile module to the local computing
device for authenticating the mobile module to the mobile infrastructure, and
receive authentication information from the local computing device that
validates a status for the billing account,
wherein the interface allows the sending and receiving of information over an

independent network separate from the mobile infrastructure’s radio network, thus allowing



57. At a conputing device in a distributed network
environnent, a nethod of allowi ng access to freely
wale@bniiset ed services, goods, or both, on a coP@IUS2VG6/014801
device configured to authenticate a portabl e device as
being tied to a billing account of a
mobi | ei nfrastructure over a3fAetwork independent of the
nobil e infrastructure's radi o network, the method
si.n e|V|n at a |l ocal computing device one
fora POf@gPerﬁgl lfq%aemf%a CREQ B%% HECSdP 1B VigRso 8e0dsppr otk Hia two
independel@letivoi&s udes protect ed content that only authorized
comput i ng devi ces are all owed access thereto;
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thus alfowmng a porta digita |ty 0 access
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i fferent ut.i n evi svmth restrictin
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freely dléﬁﬁlﬂlté@éﬁﬁ tleOmt@Aét-and gesuig"tﬁl tﬁ?'i&‘aljc&ﬁptﬁin%' d&yré,; anthAHeBdiR the
the freely distributed services, m&hﬁ (c)r both, are
scrwl

authenticaiaerepithe mpbile masiulewl lavesribrennterds igssiraohds @t beih, t be
unlockeddotél\c}lfugéo%glgt*é)%ﬂfﬁ%g@év Ast all ed on the | ocal conputing

od of claim57, wherein the

58 ceMBeporsablle detiedof dlaiti 4% iwheRin WeetRetes! fivdETMbba, are one
npdul e is connected to the | ocal conputlng machi ne,

or more 4 poflgtye PREATONH eSS fovian drideey afiferdrisie piached
to the loc@P&Hh}ﬁlﬂn RvREARGTHNRRE dd %‘ﬁ mﬁ&%oﬁaﬁiﬁﬁ tf;bng)? é&% }chrrl‘r)crogb%tmg

frastructure, erel
device; oca@deﬂmwdbcamgldmlwmjf on based on a chall enge

| t d h
Skt wibnoeRR el TR o bt e sdafmoeists orbet. e
multiple I@EI'@ od aﬁﬂaﬁie@ieﬂés’é JandWARS&h 'Baie'ﬂ%n@h%ﬁtﬁeﬁtfb%ﬁ&g §EthWioBiP

pi ece of hardware other than a radio transm ssion
device Or@éxrm@eaﬁﬂleuagalé&hlgbweld ig aetivptedconput i ng devi ce via

55.  The portable device of claim 49, wherein the interface is further used to

receive user credentials for validating the user.

56.  The portable device of claim 55, wherein the user input credentials are stored
at one or more of the mobile module, the mobile infrastructure, or a server corresponding to
the merchant.

57. At acomputing device in a distributed network environment, a method of
allowing access to freely distributed services, goods, or both, on a computing device °

configured to authenticate a portable device as being tied to a billing account of a mobile



one or nore hard wired or wreless ports. 62. The
nmet hod of claim57, wherein the SIMis directly
w@rdoaaksas t o the | ocal conputing device via a BEEUSENG6/014801
har dwar e connecti on designed specifically for the
SIM 63. The nethod of claim57, wherein the services,
goods, or both, are requestéd froma renote service
connected to the independent network. 64. The met hod
) of claim57, wherein the jndependent network includes
infrastrugtiis VAt &FBOIK BYCPPEn R hoROBRE Bh@RwRelTe SRdodINaTkehe
method R8ipYisk@sS. goods, or both, are one or nore of: a
software programon the |ocal conputing device; a
rqvepoeg dfa lbeal doapeting deavidvazheton nidre fieelyalistdoutpdi sérmige, goods, or

vt Gl S, SO BSOS HBL LD, YA

access théRed:ei n the services, goods, or both, have nultiple
| evel s of avail abl e access, and wherein based on the
rqCeyEMB@CEH EIE Crrdeetiads fiomer mobild mbilde usedshsa inpbile
. i . ! A a_copputi.ng..systemtied to a
infrastru }(iltsetl}r{ ?%13(?%18 & rl? gfl i® %gc,omal\&rrrlé“fr cz)ll(r':}(’lg%h%esoffhg a single
sqaidgtht endar Gosr @editvibiReo fRrmeilednfragrnREE€56erla@ independent
protected services, goods, or both, that require
network geparnés framythe BoPHg drasBRotis Y Rfidebrotut hent i cat i on,
. : . CrI .
R R R 8 R R R SRR
an activatiey s $oratbe embile mquintet’ ebillég weowit oashe pobidsinfastnindirb; and
in.order t |1 ow the | acal conputing device acces
piRd RBLEF e G0 i E RS AHCHE W SBpYF Pggiocel
computiC@eibalac¥ist fb AlARR JRtibMDEF @S DFHEkAH SnieMpl 6k difwing a portable
.. ..configured to also authenticate a user in a
digital idgwfity ite agseesrthp parisss goads onhethepma phigalisy ef diffenant eomputing

) J ial.s f h bil e dul
dovies SR L o BEo B SR A R ot

content. i nfrastructure's radi o network; receiving, fromthe
| ocal corrg}uti ng. devi ce, authentication informtion

58orT £8pBIHHORPLCHIm Tawhespit the AreskyAisisbyted seMiscnpgpdse or
ot s T8 3, B A BRE QU SR g gty
on the logal ebmptidtg dwnoel ces, goods, or both, further require

ser . aut hent.i cati.o er ei f true.the, nethad
S« FBF MEGRGI LA e MAFIR B ieqre s Iied B bietme ghsdher the
mobile méABIe ik BetiHected &SRR Sohpiiti S8R h a securely
stored version thereof; an ased on informati on about

60he dberpwtiod o claitetSds wheteigthe inobHe meslate is @ subscriber identity

module (SIM) for the mobile infrastructure, and wherein the one or more credentials includes

information based on a challenge from the mobile infrastructure and a shared key between the
SIM and the mobile infrastructure.

61.  The method of claim 57, wherein the SIM is included within a piece of
hardware other than a radio transmission device and is attached to the computing device via
one or more hard wired or wireless ports.

62.  The method of claim 57, wherein the SIM is directly attached to the local

computing device via a special hardware connection designed specifically for the SIM.



aut horized to access the protected services, goods, or
both, for allow ng.68. The nethod of claim 67, wherein
WO b@6oms3or nore user input credentials are eneCYpPsm®d6/014801

using a shared key between the nobile nodule and the
nobi l e infrastructure, the nethod further conprising:
sendi ng the encrypted one or58more user input

credentials to the local conputing device for transfer

cture via.the independent

ot nDblle nf.r
f‘n Odc%fj a@faw Fréh BI51SCT VG eapdppTORE, are requested
fromardnmtegémcwsm?e@%ttom@n& 86t $8Rydr gd' cating that the

user as appropriately enticated to the nobile
oftnf r ddemathad &f claimd7s whdremtgtm ihdependamt hetwiokleinichrlas the
Intemetconputlng device allow ng the user access to protected
services, goods, or both. 69. The nethod of claim 68,
6Bher aihe nidiieod SR®ES 7, Svhletoih flﬁ@eﬁ@&%dgd&ﬁs drivbé hféeonetoﬁl?nore
proxinmty of the nobile nodule to the |ocal conputing
of:a Soff&@m pregrag o theocah pempitereedaviaghe nices pf haxtvers aghchedgo the

ot oG 0 S B A

deﬁce to gain further access to the protected services,
6800d§ﬁ§0r bot h. . 70. The nethod of clai m 68, wher ei n
he hadielaimey’, Mgipn the sgifesa309da s befhe Bive rultiple

levels of @y MBEN AL ssOnd Wﬁer&ﬁ%‘l&d fPthY 'h@%% odk opﬁltogi oiatﬁg available

wherei n the nerchant has a truste contra
levels is aglvatadonshi p with the nobile infrastructure that
'ndi zlgt es that the one u.ser creden I are

6 maq it EmbU Aot §rn o Feba Beimtk. Srhohadphudner

single po€laBleRafBvar¥hievi€d for allGwicUcesst SlpRecWdd e icdd 05851)?18 &rboth that
both, correspond to an agpllcatlon runni ng on

require ejtheranglefstarion gudisartorasbentisetion ﬂnmmt:ithed nmtnpnsngnd ul e.

se7n%hn T(]é:}gesﬁ%&g greﬁgnt?gl %E%G 4 8%@ :@gg lcg:ﬁlocaowlﬁ%g g tdle%lﬁe

that requeswmmcag; tOIpr(tthcﬁed stdices; QORdE, bigoth, emloﬁ@r@@ﬁllﬂtﬁﬁ tiedot the
nodul e, and wherein the one or nore user input

Compuml,%ﬁge{m%ca?% tgketo &ty BDHR Modala e an agtireduitlinggoepswnt with a
‘mobile 1rﬁi?astri[&§re”%mqs chnfféu?édrfb Qo ARRLGLAe %H?er R4 ?ﬁl‘gﬁﬁggtoggrogess,

servi ces, goods, both, are renotely con
and whersiy the oe Dnmt)tﬁs:rctlesttwls tort thel nepilt emdukndge véne beérantihdependent
ut cred tgarléa are s‘%‘cﬁ)red at a renote

network %&’?&g‘{ fml%}ﬁg ‘F‘:‘?E PERSHIre S i 8 Okher ei n t he mobi | e
rd¥RIVH S filofn e SABEITRRINg dePHRE.] duthentication information corresponding
to an activation status for the mobile module’s billing account; and ‘
based on the authentication information, determining if the protected services, goods,
or both, further require user authentication, wherein if true the method further comprises:
sending a request for one or more user input credentials for comparison with a
securely stored version thereof; and

based on information about the comparison, determining if the user is

authorized to access the protected services, goods, or both, for allowing.



nodule (SIM, and wherein the one or nore credentials
are determ ned based on a chall engefromthe nobile

w0 ndosasissact ure and a shared key between the SPEA/US200¢€14801
and the nobile infrastructure. 75. The nethod of claim
74, wherein the SIMis included within a piece of
hardware other than a radi o3Pransni ssion device and is
attached to the conputing device via one or nore hard

ired.or wreless ports. 76. The nmethod of claim 74
6hiher gihﬁ maferdytolaier & iy fepty ths 0nS ORBIPTE BSer Pt exedentials are

encrypte% QERY hisASARY) fﬁ&v&ébx?th% ﬁ&ﬁféhﬁ&d&?@&@%%ﬁﬁgﬁg@% si(t)lggt(%e, the

esi gned specifically for the SIM 77

method fotth¢nno@ipriswiger ei n t he services, goods, or both, are

0 or more of: a software. programon the | ocal .
s@ufinlbe Fogethont o RpiBer PR ARD el orpuing
device for B@ALfeLRIRY hidBlle dEMsE R R IvidMHetihdBpehdent ABKRRE fdr@bmparison
consunption by the local conputing device. 78. At a

thereof; pppil e infrastructure tied to a distributed network, a

: f. ' ' l.e..hardwar.e, devi ce for
rEh T 8 i BRSO BBl AR i B BT RS R ot
appropridtélgtautiegticated ®ithhalobit igtetri@atepsndr nmul tifact or
aut henti cation, the method conprising: receiving one
sgrding? Hoqse tethe lepakeampiting dewise rHowB@iheuses areeat tormgotgeted

services, BOHE R} bh@I access to protected services, goods, or
both, 1n order to allow a | ocal conputing device

68.c c e The niethaet of, claingile imhetelretho hiecise ishimited bestdont Afetime, the
. .for.the bi | dul e received over an independent
proximity gF (s odleuodyig e the Faca compatipe 4, ai o apd pobin upon

expiratioh d@ it IRRhYOhE usdtahd thelHSHIRNBo@le AR BqtfRId6 BE-hathsnd@le to the
aut henticating the nobile nodul e as having an active

mobile inffasirpeiyredacndmto grin furthes apesiss tosthe pfategted serviovse goadsi atboth.

hS C ' .al 0 thenticate a user.in. a .
o § TR or P R0 wRYLERE A8 bR R itk fotsmtiplsgre
specific t9@rméickat of dad®odgselviich, orfodt, Aed wheit the mtseant has a trusted
thenticatigon, wherein if true the method further

a . LSl
Contfact%g'f?&twélé%lp vailyihe mpbdy erfrasiractiisdbpdndissies thet (s ore gr more user

credentidiEHE B8EddFr AMerBikadBR Ruirpbies, | nput credential s for
conparison wth a securely stored version thereof,

7t .ec eifhe mpthdveofetemdid, wheeiuthe proteged sarvieek gbods| sr miker
t he i ndependent networ.k, erein.the one or nore pser._ .
correspofd o A EPR G UnE Be e ot SPEPRiRS Gt ogerdtg & e mobile

module. Shared key between the nobile nodul e and the nobile
i nfrastructure, based on the conparison of the
T&ncr ype apthndeoistaimdy’ewhersin tha pratededstavicesagsods, or both,

correspond to an application running on the local computing device connected to the mobile
module, and whetein the one or more user input credentials are stored on the local computing
device.

73. The method of claim 67, wherein the protected services, goods, or both, are
remotely controlled by a service in the distributed system, and wherein the one or more user
input credentials are stored at a remote server.

74.  The method of claim 67, wherein the mobile module is a subscriber identity

module (SIM), and wherein the one or more credentials are determined based on a challenge



with the securely stored version thereof, sending
i nformati on indicating theauthentication of the user
WO e0obhe38abbi | e i nfrastructure all owi ng a i ssuaPCEUSI00&014801
|icense for providing the | ocal conputing device
access to the protected services, goods, or both. 79.
The method of claim 78, wher®®in the license is limited
based on: lifetine, the proximty of the nobile nodul e
to . the local co ting device, or_ both, and wherein.
from the IS M L & HHEed Ky dieoteePHbe UM ideiina v iheromiee
infrastrubelul e are required to re- authenticate to the nobile
infrastructure in order to gain further access to the
T8r ot déreeethawt off das) 74 oddssin te M 15.ind0dedThghinatgied off

claim 78, wherein .the gne or nor ser jnput . L
hardwar€p BT s RSB Aeeing R afagtiffo e Rpentipp device via
one or meey ir€ 88red OF whldis pangl wherei n the nerchant has a
‘ t rust ed ContractuaF relationship with the nobile

Tonf r dbe meshad & oldim 74, mdierein e SThis diteetlyatéached tothe local

: - Cr. ' -fo ut hent i cat.i an
compuile S EPE LRl 3 B S e USRS B
7far ot dit exbtisel of otdif, 67y wdEein thie sbBlides, €oAKdE QS BRI atebr@dr more
ing on the |ocal conputing device

application runn
of: a sofig OB %ﬂleﬁ_%c PP REARYIGE; 2 Bizce phbardwarsctagled to the
local cox‘if'i%Lgin d%gi'ce;"\lﬁ%ﬁ'ti?léalh oot fof cm&i’hﬁitoh%théwgﬁq&?@ﬁng

ntity nodul e , and wher ei e-one or no

device. credentials are determ ned based on a chall enge from
he bile.jnfrastructure and a shared key be en the
a1 e Gl ahE R b T 6 ] hrPaLeR GEnU g, « BEhogRpusing o
single po¥RbleAtrdWare 18viBe fo all¥hRicictesk A pRtRel@Yesf 8ods, or both, that

. encrypting the one or nore user credentials Ts
require egthersgtederiactqr oimuiialagion pethentioption ke methotlisemprisingr nor e

| I le. 84, ..1n.
S SR Sy o
access toghisteciad seraichgoodQmpudth infor@enta allowial 16c0REMPLDKg Efe@Btess

en connecting a nobile nodule thereto in order to
thereto, ‘%@P e RIdpote sHgsighidals &y themppemarulsgin aeived ovar per

independg?ﬁﬁ:c]\@oﬂﬁ%@bérgtetf%lﬂitﬂka}hoﬁm%mfc&gé’% &b né%lﬂ%;r ement s

. e nobil e operator system t conmput 1 ng Tramewor k
ugingrpire aiereg maae sxedsutialbfor anttenticatiyg thednbtale(rBddile aditatving an

st i 50 A SHBbRBERSSRELARE St e Bt B S
a user in @@MNNEGEIORGrdcB&; 8! to the nobile operator system over
a network i ndependent of the nobile operator system s

detgamigingdf themrotepicd perwices, goads; hebothchirtber tequiné hder ng
authentication, wherein if true the method further comprises:
sending over the independent network a request for one or more user input
credentials for comparison with a securely stored version thereof,
receiving the one or more user input credentials over the independent network,
-wherein the one or more user input credentials received are encrypted using a shared
key between the mobile module and the mobile infrastructure,
based on the comparison of the encrypted one or more user input credentials

with the securely stored version thereof, sending information indicating the



account information for the SiIMa SIMdriver attached

to the host conputer for reading information fromthe
WEkMefleas3use in at | east authenticating the SIRT/OS100€014801

nobi | e operator system over the independent network;

and an interface acting as a firewall between the SIM

and the SIMdriver that def |6ﬂ1es a protocol used to

protect the SIMfromattack by restricting one or nore

of a.ny uence th, of_ comrands sent

a%%?%@m w‘[e‘thgpm de Fh?épola}f‘dmgﬁ%r@rw alevingRd SRR Af arfépense
I I

e e e e s R SEAEE, @al o

beibrt, or both. 86. The conputl ng framsvvork of cl a| m

4, erei.n e |n ce. art of ..a. V|ce
18 cea PRSI SEEIG “Enet&Rin e WBhscioudinBd bt af: fHme: me
proximityf Bﬁth@@xﬁﬁblﬂ‘élnﬂﬁiuid BTBMCKl mfiltidk WeBbe, dMB@fhe hid {Vﬁgrem upon
portabl e device is not configured for radio
expiratiog @hHigricensei thnases grd thereobitsunpdule p@rraqlmedéy se-ewthenticate to the
mobile il{lﬁats%&hre 11? grdggph%a%? at : ?a)%ce(s){ RIS p@l fcbs%%val%e:?negédds or both.

80.ndeTaedrtiodréiclaimn k8] whesadtht ohe gRNBI G eATHatEeldntibRre
host conputing device, 89. The conputing framework of
specific fojagperehant 0%0&)@@@9# srRicat R dath. and MHereny the meereant has a trusted

contractddﬁfefliatfoﬁghl Wil R BEHE e gf}u&ﬁfe\’thgtqﬁ?(icggﬁﬂﬁtﬁﬁg onD8t Bore user
fered er the i ndependent networKk. } e
credentlaémMpumdezg forattenticationfpucpasesn 84, wherein the
uth [ f e SBVI device is for servjces,
good a’[?g C%HF% r BECSe PRYeqt ?fﬁ%eﬁ\é‘ﬁ?i;eﬁ?o PRt
correspo@d zﬂﬁa?)@ﬁd:a%foﬁ GuitdloR t1RAbENRERpE &/?Je' PRnédidMioNEe RBbile
the host conputer separate froma br owsi ng
module. appl ication. 9 1. The conputi ng framevvork of cl ai m 84,

f.0 | st at h' . )
S et risiBgR R d, LSENTER R B RsfuEpe gy
module (BIMRend vderpitethe @ne of mogdgrcllernfald dre d@t@ﬂiﬁﬁﬁ@d B@Jed @A% challenge
driver. _and the SHVI|. In

en. t he SEVI
from the H&%ﬂ@?@t@%wﬁfiﬁ shared ey batvsen ths 3 1M dﬁ@@wmkthe gobile =
infrastrudfgehod of establishing transport |evel secure
comruni cati ons between a client and a server over an
83t heilhe sethiod o claime 8Acwhercin thy skestdkdyi foh bmgyptimhel bee or

[ [ dul ted t
moreuse, HRAEH s OISRl TR FBE e S0 B e bt
fromthehﬂ)@ﬂ@mddmel n order to del egate session keys to at
| east a software stack on the client for one or nore

84t ehte Jigtibuiedsistemngn rergpyingbaaeworkhigedriot dhstiact a host

computelpﬁ’gﬁ] fal rﬁ&ﬂ?ﬁ:operator system when connecting a mobile module thereto in order

to label the host computer as peripheral equipment rather than a mobile terminal subject to
strict requirements of the mobile operator system, the computing framework comprising:

a subscriber identity module (SIM) that includes information associated with a billing
account for a mobile operator system;

a host computer connecting the SIM to the mobile operator system over a network
independent of the mobile operator system’s radio network in order to authenticate the billing

account information for the SIM;



identifying one or nore credentials of a nobile nodul e
connected to a host conputer;sending the one or nore
wee@dansdal s to a nobile infrastructure for PCT/US2006/014801
aut hentication of a valid billing account for the
nobi | e nodul e, wherein the request is sent over an
i ndependent network separat &2form a radi o network
corresponding to the nobile infrastructure; and based
e authentication, receiving fromthe nobile_
S haiBed b bgegimbties forieading infepertonitapeihe SIM for
use in at EQASU BatiHg! i &%%/%
betmegﬁ%?he hgg?sggﬁ%g¥2§dgﬁﬁﬁgﬂgerverﬁﬂggPﬁ%ﬁg&%g?ﬂ%%
network;@ndcl ai m 92, wherein the nobile nodule is a subscriber

' it dul e. (Sl or the bile i structure,
a TR W LRl hebiieniies M ang fud OM A3 drat defines a
protocol usddab fedte@MhdSBE ot atfuck BerbRthd §RrBr iR BPPhSber,
infrastructure and a shared key between the SM and t he

sequencepghlength; of qomanands sentdetvoen thnslvdrivedandfthe SBYIm 93,

er e 3 [.S.J 0l ,thin a pi .0f har dwar
8 hentt raaPuefidcloy ik ot Rt Wl B 85 iF ontBr 8T e
host computet theowghnphetriware o] wiredsap@f@rdobthror e hard wired or
ireless ports.. 95. The _nethod of claim 93, wherein
8he iLfﬁaé R raRawvRskief chin fdewhense thairenice is pat ofthe
rtable BBEAOkCRfn G 2 is part of a
portable FRAAGCRIn Corftitine SIMITE b HAoafibHEr o with the
8hobi The comhpatsty frmtewek of chirh 34 whaeimsthe poablk égtscesis @ot
| so_passed fromthe nmobile.infrastructurge to the
configur egdéf% 5 Eomphcelions Qﬁ%rrtse FRPEF Ogs@mréY%Wm%rgi on
88 t " ThbeomPsineCR# &k of 9ihim BAEwHBLROHe Rhth&ltRbABDEs the S
further conprising. requesting a connection to a thir
over the ydenepdentmgbyorkét ussd fer gaining acdessiveho hist competing dryice.
not | r I mruni cat.i on. bet we
e RE e sty of SR, S B bE B et e s
is used fargninind dveesrotdreices @osds or k6, Hered bAGIPOIdep DMt network.
q_eculrl;g communi cation with the third party server. 98.
Mhe MRt AYBPEIRSATARG Gl of Glaup Sfnwheteisrthe aithentiegtiomes the STM
device is 3HehBEesS Btk O HHRY GREFHRI S ' LA
erlce 1Spart Y, ?h?o?rlet hgg f S?ftg egr con‘prll %EH&Q en%?’ﬁgwiﬁﬁeﬁgc{cgated
with a sofwetchapplisasisiromikgyn thechoat ¢apkymrtert separhie ftdmh b W gkelroysing
Server, wherein the third party server validates the
Zhot her sessi on key by authenticating the token

91.hr owgs céhguiingURin@Svork of claim 84, wherein the protocol includes a formal

state machine that is used to keep track of the one or more of the number, sequence, or length

applicati

of the communications between the SIM driver and the SIM.

92.  Inacomputing system tied to a distributed network, a method of establishing
transport level secure communications between a client and a server over an otherwise
insecure network by establishing a secure tunneling between a mobile module connected to
the client and a mobile infrastructure associated therewith in order to delegate session keys to
at least a software stack on the client for one or more of encryption or signing purposes, the
method comprising:

identifying one or more credentials of a mobile module connected to a host computer;



server that is part of the framework; andbased on the
aut henti cation of the token, using the another session
whegoefleas3secur e communi cation with the third peeT/¥S2006/014801
server. 99. The nethod of the claim98, wherein the
third party server is a nerchant of services, goods,
or both, and wherein a user ®ust al so authenticate to
the third party server by providing user input
credeptials. 100. The. pet hod .cl.aim 99, wherein
grﬁﬁ%ﬁlte:oggt%r FoITUS Fregﬁglaggg/ﬁ nflcgg{eﬁghﬁ%cpge for authentication of a
valid bilkiflf 4REEALUBE tHeGnddile4Rdduta WHRebit B Bildst ﬁgeﬁ%‘%@ff‘*ﬁﬁ independent
thereof is used as verificat i on of "a paynent unéls ]%or
network s¢paraie forpcemdiqyoddork wrrespanidingtidhe mekile jifasiuctoeasel
fromt rchant. 101.. The thod.of c]aim 93,
bt B2 b Ry € BB Pl Shmaesaibn e fr use
in a trangplortdevel beduiréBorBiuhidgti PSRl e iK@dpeBlierd nBENIR bet¥feen the host
nmessages encrypted, signed, or both, with the session
computey gid a §GESTeupon expiration the SIMis required to
eau I | . L) e t ture for further
St our e piAfod b ekl ARt S SRARUL [t Brorlbt B
module (S&¥LY éor.thd Bdbild hefrasetidtod, aid whakim tA8 onsvbiemeicrcrédeatidk Mcludes
. I s .external connected to. the host computer, yet
informatiegybaped orb Cﬁ%ﬂeﬁgﬁﬁawm EPile friiasirpstese; Bweyshaed key between the
SIM and ¥3mobeintBkheduef claim 102, wherein the physical
close proximty Is within 10 yards. < 104. The net hod
98f cIThemedd] oflamed wihkesirttiedIvbis iodndrglovitldn aipieca of

W reless connectiaon.. 105. The .nmethod,of .claim 93, } )
hardward Wb ELBRT » FROE BEhGRsiort 0e¥iee TP GUAPIEY BnE ey Rhesdryice via
one or mblEhaM®Riited dr Mifedak paied. ur € based on a shared secret

between the SIM and the nobile infrastructure. 106.

9%he rhbemsdhest ofcqlain? 3 gheygietheiindeprrdens setivork nelpdpssthe
Internet.” €C€i ved fromthe nobile infrastructure encrypted by a

shared key between the SEVI and the nobile

96nf r &t methad e claited3e iwherRin the st&ver BGRI\WIAGTdiRvoTE §flk Bk a

ey fromithe SBVI the nmethod further conprises:
frusted fég%%s | Wli%t%@ﬁ%? Bﬂ%@awyt%sachéh%@m sepyPn beEptlopassed
from the iR hfrat®uBQrd 0818 BT & FoKBY tfaﬁls,ﬂbvﬁﬁt@ﬁeltsgctﬁé Q&hl‘i{fﬁmtscgtﬁogn with

session key to the host conpute out conprom si

the host ¢dmgpus¢rar ed key. 107. In a nobile infrastructure tied

0 a~&i str, but .n rk over an otherw se insecure
? z‘et' \ En?eﬁ}boég%fre?gaéﬁ’te%\gg‘rﬁﬁéc%w*f"ég'i nfrastructure's
rdq@ditgiedondedtiondo ABAIRPFLrBf server not part of the framework;

receiving another session key for secure communication between the host computer

[72]

and the third party server; and

using the another session key for transport level secure communication with the third
party server. '

98.  The method of claim 97, wherein prior to using the another session key for
communicating with the third party, the method further comprises:

sending the another session key and a token to the third party server, wherein the third
party server validates the another session key by authenticating the token through the trusted

server that is part of the framework; and



establishing transport |evel secure conmunications

between a client and a server overinsecure network by
w@2ioablisshi ng a secure tunneling between a nobPCEUS2006/014801

nodul e connected to the client and the nobile

infrastructure in order to del egate session keys to a

trusted server for one or méfe of encryption or

S|gn|ng pur poses, the nethod conprising: receiving one

nore credentjals _of a nobile nodule connected to a

bgsdond W@%}mam? f ioksB U 1B angher sepderekiey for secare

Gommun[c%ﬁ&{%ﬁgﬂ%vtﬁ{rd%gﬂyggg,&endent network separate from a
radi o network esponding to the nobile
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services %89 s{? ﬁ%ﬁcﬂhbﬁﬁswﬁ%@g%e&géﬁag%ﬁ vald g{::%lé ItoI the%hlr party server by
prov1d1n§u§e|ﬂ§i{ﬁ1lt ebémls. sendi ng a session key to a server for
use in a traﬁéport | evel secure conmuni cati on over the
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mobile iRt Tor {iFREaeuieciont GO DR deh cHeh i G Rauier and he
server. I nfrastructure such that the session keys are al so

assed fromthe nobile infrastructure to the server
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computef 43 SRR Slinid bhysidNE1oTFBERIRE) BT e i ntr actruct ur e
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verification of avail able paynent funds for services,

yards.  goods, or both, when naking a furchase from a
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session key expires based on one or nore alitetrnme
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§ o it ottt P A hPRES se oty is A 0 the SIM and
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bet ween the host conputer and the server.113. The

infrastrugfgiehod of cl ai m 108, wherein the session key i s
g B Db B s B KASH Y B e mobit
infrastrudtdRichérypted by a shared key between the SIM and the mobile infrastructure,
wherein prior to receiving the session key from the SIM the method further comprises:
sending the encrypted key to the SIM for decryption thereof using the shared key in
order to provide the session key to the host computer without compromising the shared key.
107.  In a mobile infrastructure tied to a distributed network over an otherwise
insecure network independent of the mobile infrastructure’s radio network, a method of

establishing transport level secure communications between a client and a server over



infrastructure. 114. At a host conputer in a
di stributed conputing system a nethod of establishing
W@ e@dnesssommuni cati on bet ween the host conput ePCEHOS2086/014801
server by using a protocol that authenticates a
subscriber identity nodule (SIM to a nobile
infrastructure over a netwofk connection independent
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server. chal | enge response; sending the session key to the SIM
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session key, allow ng the host conputer to use the

informatige besgdtoach eheleigsrirdre jhefebilinlirerusoneand & sharedykeyi between the
e Vi . The nethod of claim 114, wherein the
SDAand?%gg%ﬁ%gﬁﬁgﬁ%%ﬁn?equest for the session key is signed
109 t MRe Aethe@lof clalie 10BPbivh&einnhé AsibperdbmRIwek iRdHidbs the
116. The nethod of claim 114, wherein the chall enge
Internet. r esponge incl udes a Nonce signed by SIMusing the
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the host dd¥ngulk®@. server. 119. The nethod of claim 114, wherein

the request for the session key is sin%ed,
111. The method of claim 108, wherein authentication of the SIM to the mobile

.

infrastructure by validating the billing account thereof is used as verification of available
payment funds for services, goods, or both, when making a purchase from a merchant.

112.  The method of claim 108, wherein the session key éxpires based on one or-
more of a lifetime of the session key or a number of messages encrypted, signed, or both,
with the session key, whereupon expiration the SIM reauthorizes with the mobile

infrastructure for further secure communication between the host computer and the server.



encrypted, or both, using a token specific to the host
conputer. 120. The nethod of claim 114, wherein prior

wo o00sams3ng t he chal | enge response, a chal | engeCT/852006/014801
received that is used by the SIMto generate the
chal I enge response. 121 . The nethod of claim 114,
wherei n upon aut henticating®he SIMto the nobile
infrastructure, the nethod further conprises the

Il g ng for authenticating a user to.the nmohile
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quest .for the user .,token o the server over, th
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establishin@@e&@b ch@niuifcbBst batibel Bic HoBCRINPURE a8d 8 udifg h he
request for a user token, which includes a challenge

protocol thahaptherdigatep 8 syhspaberddentdy metluled SRV} tas wmobdeindiasiguatire over

‘ 1qe: i 0di ' at. chal e
anetvork DSHLSAGE Oy M b A BN B 500 S50Rcmon
comprisigpg:onpt the SEVI to request one or nore user

credentials;. receiving user .input specifying the one
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a secure ¢dpemonicatoon with e serser, whessiiethei chhidertgo rédpenseds ussd;to authenticate -
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the STV P ROMICH RIS ot BOYER byliag stfis Trfmtion herod
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. appropriately authenticated; and sending the user
with the mgRidendigsiryrsirs) the fesuest bt Basesiondsy sgnttdver ahetmerk key;
. ' ' SSi key,. allow ng the
independBfite 4R KRN GIR L0 Bl MRS R Rt s cquen
receivingd wapdnea td the dypestdor £ session &ey, hiviich pRtudgs BRIs¥dstdSkey
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. 123. Th t f the.claim 122 in .th
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t he host conputer and authentication of the user to
upgrevadidptjesy of the session key, allowing the host computer to use the decrypted

session key for secure communicating with the server.

115.  The method of claim 114, wherein the response to the request for the session
key is signed by the server, the mobile infrastructure, or both.

116.  The method of claim 114, wherein the challenge response includes a Nonce
signed by SIM using the shared key such that the challenge response is self generated by the
SIM.

117.  The method of claim 114, wherein the shared key is SIM specific.



124. At a nobile operator systemin a distributed
conputing environnent, a nethod of establishing secure
wernraniseat i on bet ween a host conputer and a SPCT/ES200§014801
using a protocol that authenticates a subscriber
identity nodule (SEVi) to the nobil e operator system
over a network connection i®dependent froma radio
net work associated therewith, the nethod conpri sing:
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server; Claim 124, wherein the request for the session key is

rescleir\]/?n?gdfhe user token that is signed, encrypted, or both, using the shared key by the
mobile infrastructure indicating that the user has appropriately authenticated; and

sending the user token to the SIM for validation using the shared key; and

upon validation of the session key, allowing the host computer to use the user token in

subsequent communication to the server or a third party services for secure communications

therewith.

{

122.  The method of the claim 121, wherein the user token is used to request a
service session key that is sent to third party service, and wherein the third party service

validates the service session key through the server.



encrypted, or both, using a token specific to the host
conputer. 130. The nethod of claim 124, wherein prior
wo o00sams3ng t he chal | enge response, a chal | engeCT/852006/014801
received that is used by the SIMto generate the
chal I enge response. 131. The nethod of claim 124,
wher ei n upon aut henticating&he SIMto the nobile
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uging Figrgellerize despansrstoatienteiiptheiSiyl kbs\havieg afaliddilling
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i'si ng ng ‘an online request to purchase one

saurin® e ssevioti kashy ganids, enorypkiag or bofi, aglﬁ? a@hax%d key, which
.o rchant ;. receiving b||||ng|nforrmt|on romthe
mdlca‘fesggttélﬂfagw apprepRatelyuthreticaedivdhe modde mirasueiterisingdhe
challeng®PHsgdiRse of the one or nore services, goods, or both;
sendi ng a request for payment authorlzatlon for the
souiglg f lresmnae tooths weprestc phphtincigdaiehd sesibokey, tb dagiosbne

e, consuner has billi
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paynent token as proof of

and

sending the session key to the server for establishing a network level secure
communication with between the server and the host computer.

125. The method of claim 124, wherein the response to the request for the session
key is signed by the server, the mobile infrastructure, or both.

126. The method of claim 124, wherein the challenge response includes a Nonce
signed by SIM using the shared key such that the challenge response is self generated by the
SIM.

127.  The method of claim 124, wherein the shared key is SIM specific.



ability for the consuner to pay for at |east a portion
of the one or nore services, goods, or both, wherein

w0 b@opadgaent token uniquely identifies the PCT/US2006/014801
aut hori zation of paynment for the at |east a portion of
the cost w thout providing sensitive informtion about
the billing account for the®onsumer; sending the
paynent token fromthe consuner conputing device to
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party ser?idék for secure communications therewith.

132. At a consumer computing device in a distributed system, a method of
providing a secure commercial transaction for online purchase of services, goods, or both, by
establishing a three-way exchange of data between computing devices for a consumer,
merchant, and payment provider, the method comprising:

sending an online request to purchase one or more services, goods, or both, offered by
a merchant;

receiving billing information from the merchant, which includes a cost associated

with the purchase of the one or more services, goods, or both;



based on the user input, establishing a conmunication
channel between the consuner conputing device and the
wW@rtoobasss4 one paynent provider for requesting PEBEUS2006/014801
paynment aut horization. 138. The nethod of claim 132,
wherein the at | east one paynent provider is chosen
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m.132, wher ei cost | s over a predeterm ned
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aut hori zation of the paynment token. The net ?
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or more cbfcd«hiscmpndﬂm? thd sdredasst gonis, mdgd‘(h,natvaﬂmyp@&ﬁeﬂt aptistdeFom the
h val i datin ? llcﬁc};nature t he encryptl on, or both. 146.
merchantrgr, B pS‘F‘ IE HPHRA98.  \wherein the one or nore
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information, Which is then signed, encrypted, or both, by the at least one payment provider

for validating the payment token and for matching the payment token to the request for
payment authorization from the consumer.

136.  The method of claim 135, wherein the request for payment authorization, the
presentation of the billing information to the at least one payment provider, and the sending
of the payment token to the merchant occur automatically without interaction from the
consumer.

137.  The method of claim 133, wherein based on the available payment options
provided by the merchant the method further includes:
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144.  The method of claim 132, wherein the cost is over a predetermined amount

allowed by the at least one payment provider, and wherein additional user interaction is
needed for authorization of the payment token.

145.  The method of claim 132, wherein the payment token is signed, encrypted, or
both, by the at least one payment provider, and wherein the validation of the payment token

to the at least one payment provider includes validating the signature, the encryption, or both.



152. The nethod of claim 148, wherein at |east a
portion of the cost is variable and presented in the
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nmet hod of cl aim 148, wherein the paynent token is
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making the sensitive information about the billing account opaque to the merchant; and
based on validation of the payment token, sending an acknowledgment of the validity
of the payment token indicating appropriate transfer of the one or more services, goods, or
both, from the merchant to‘the consumetr.
149.  The method of claim 148, wherein the billing information further includes one
or more of a description of the services, goods, or both, available payment options from the

merchant, or merchant specific information.



158. The nethod of claim156, wherein the at |east one
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owned by the consuner, a credit card conpany for the
consuner, a prepay service for the consuner, or a
banki ng account for the condd@mer. 159. The net hod of
cl ai m 156, wherein the paynment token expires after
ome_predeterm ned time period, frequency of use, or
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1 onage AR ot Tab B PP RERT R cobUF §iatte and
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consumei‘}’nﬁé ?éﬁnén@gr&%r,%'r bBH{ € Services, goods, or both,

requi re subscription or nmultiple paynents, and wherein
154e fhymethodtaflcbimddf, Wheragatle nust id @lee afpretdeerhafed Swetunt

ayment . 165. .The net hod. of. ¢l ai m 156, wherein the one
allowed B TR ine R o g b ag engiIdBispe] DsFE e s SesdeErion
authoriza®lon B tid RlymcREWRBNt S, and wherein the paynment token is
valid for only a suggle paynment of the subscription or

1ol t The eewgrmdistam 14Rdwhkreinghe onelel mprsrsatvitaskgnmsis anréboth,
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multiple ti@p $@GUEIDpayngeniet hod of naki ng paynent authorization
" based on an el ectronic bill presentation for
1%i nPARRRHECH FRESFEOBIPUIRG dBYiFs e diptahyigd sysemi method of
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cost f [
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1R ORI Liedhiest FRPRGREMMUMHIRERR fro@RLonsumer purchasing one or
more services, goods, or both, from a merchant, wherein the request for payment
authorization includes billing information for a cost associated with the purchase;

based on a billing account status for the consumer, sending a payment token to the
consumer as proof of an ability for the consumer to pay for the one or more services, goods,
or both, wherein the payment token uniquely identifies the authorization of payment for the
one or more services, goods, or both, without providing sensitive information about the

billing account for the consumer;

receiving from the merchant a request to validate the payment token; and



sending a copy of the electronic bill to a paynent
provi der for authorizing paynent of the one or nore
W@ e006i1e3834 goods, or both. 167. The nmethod of BCHUA2006/014801
166, wherein one or nore portions of the electronic
bill are encrypted by the merchant in order to make
the one or nore portions opd4ue to the consuner,
paynment provider, or both. 168. The nethod of claim
167, erein the e or nore, portjons of the )
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mefChaIlt?BPﬁl%gchgﬂfér/pg?riffctiﬁ‘ﬁnﬁM%% ronic bill with the copy

recelve he "payment provider for auditing the
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banking agcopmt for wropnsmssr. goods, or both, wherein the token
Lacl udes the, signe 0 of the electronic bill; and
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validate the paynent token as com ng _Promthe consuner
16Gs e d'he mathpd (sfi%m@dl 56oyherein the eosslievariabls andiyirgdented in the
Wi di i uting systemfor executing an
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consumep paymeniprayider, PEpIRd of the online transaction for
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- method conprising: receiving at a payment provider an
allowed st thetpapmicnt typVider mat whereiniddtionallessc mitgrbétion ianekded $or

. f.or r chasin f one or nore services, goods, or
authonza%lé’flﬁ’?ﬁbeypaé(n@gﬁtggﬁ%r conputing device during an online

16 MEh6 ndthdd GFREAGI156Wh@Bid the payment token is signed, encrypted, or
both, by the payment provider, and wherein the validation of the payment token to the
payment provider includes validating the signature, the encryption, or both.

164.  The method of claim 156, wherein the one or more services, goods, or both,
require subscription or multiple payments, and wherein the payment token can be used
multiple times for such payment.

165. The method of claim 156, wherein the one or more services, goods, or both,
require subscription or multiple payments, and wherein the payment token is valid for only a
single payment of the subscription or multiple payments, and wherein additional tokens are

needed for subsequent payments.



sendi ng a paynent token to the consuner that includes
a copy of at least a portion of the electronic bill
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goods, or both, froma nerchant. 172. The net hod of
claim 171, wherein one or nore portions of the
el ectronic bill are encryptél by the nerchant in order
to make the one or nore portions opaque to the

nsuner ment provider, or both. 173. The net hod
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ut hori ze the paynent token for the one or
associate} Sﬁ%égzlléerﬂ\g/}?acg goods, or both; andsending the an
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stgFBe B copnpicths glagireris bﬂb@b@é CORFUISE CAMPBLRG@EVEeRa s umer .
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payment provider for auditing the appropriate payment made to the merchant.

170." The method of claim 166, wherein a copy of the electronic bill is signed by the -
merchant, the method further comprising:

receiving from the payment provider a payment token for authorizing the payment of
the one or more services, goods, or both, wherein the token includes the signed copy of the
electronic bill; and

sending the payment token to the merchant for authorization of payment, wherein the
merchant can validate the payment token as coming from the consumer based on the signed

copy of the electronic bill.
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I
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175.  The method of claim 171, wherein a copy of the electronic bill is signed by the
merchant, the method further compﬁsing:

sending a payment token to the consumer that includes the signed copy of the
electronic bill, which the merchant can used to validate that the payment token is part of a
commercial transaction originating between the merchant and consumer;

receiving from the merchant a request to authorize the payment token for the one or

more services, goods, or both; and



associ ate based on a trusted relationship and policy
associ ated therewith. 181. The nethod of clai m 180,
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online coﬁh&&%ﬁtrﬁs@&%!tﬂ&goi¥ s are a list of available type
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1. 0O re pa ts .options for presentation tp a user.
validating fhat e pa RERYIGRE IR DRt 4 e TBIReIKIIdFD O Srigiatins befgieen the
merchantindded tdiRemenl es Iimt the type of paynment. based on a

trust relationship with the nerchant and the
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consumed] & payhreheprovidee oobethor nore predefined rules limt
t he tl\‘ipe of paynent based on the avail abl e paynent .
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electronic bill;

receiving validation of the payment token from the service provider indicating the
consumer’s ability to pay for the one or more services, goods, or both; and

based on the authorization, sending the one or more services, goods, or both, to the
consumer for completing the commercial transaction.

180. In a distributed system, a method of automatic payment distribution to a series
of business associates with a predefined business relationship based on a single payment from

a consumer for an online commercial transaction, the method comprising:



189. The nethod of claim 188, and wherein any
conflicts between the rules for the nerchant and the
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merchant, or the commercial transaction is cancell ed.

190. The nethod of claim 184, wherein the commerci al

transaction is a pay as you7§o subscription, and

wherein the one or nore rules linmt the duration of
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that has a contractual business relationship with at least one other business associate that.
assists in providing at least a portion of the services, goods, or both;

based on the contractual relationship defined, identifying a portion of the single online
payment as belonging to the at least one business associate; and

automatically transferring the portion of ’;he payment to an account for the at least one
business associate in order to federate payment to the merchant and at least one business
associate based on a trusted relationship and policy associated therewith.

181. The method of claim 180, wherein the portion is further identified based on a
portions designated within bill information generated by the merchant that is presented to a
consumer that authorized the single payment.

182.  The method of claim 181, wherein the portion is signed by the merchant in
order to make the payment federation transparent to the consumer.

183. In a distributed online system for performing a commercial transaction, a
method of presentingy a consumer with payment options based on analysis of a electronic bill
and policies or rules defined by a merchant, consuﬁler, or both, the method comprising:

receiving at a consumer device an electronic bill that includes information about a
purchase request for goods, services, or both, from a merchant; |

comparing information from within the electronic bill with one or more predeﬁﬁed
rules from the consumer, merchant, or both; and

based on the comparison, determining an appropriate action that meets the
requirements of the one or more predefined rules.

184.  The method of claim 183, wherein the one or more predefined rules are a list
of available type of payment options for the merchant, consumer, or both, and wherein the
action chooses from the list one or more payments options for i)resentation to a user.

185.  The method of claim 184, wherein the one or more predefined rules limit the
type of payment based on a trust relationship with the merchant and the information within
the electronic bill identifies the trust relationship based on a signature, encryption, or both

from the merchant.
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186.  The method of claim 184, wherein the one or more predefined rules limit the
type of payment based on the available payment types for the consumer compared with the
type of payments accepted by the merchant.

187.  The method of claim 184, wherein the one or more predefined rules limit the
type of payment based on the total cost of the one or more services, goods, or both.

188.  The method of claim 184, wherein the information within the electronic bill
further includes rules for the merchant such that the rules for the merchant are compared with
the rules for the consumer.

189.  The method of claim 188, and wherein any conflicts between the rules for the
merchant and the rules for the consumer are resolved in favor of the merchant, or the
commercial transaction is cancelled.

190.  The method of claim 184, wherein the commercial transaction is a pay as you
go subscription, and wherein the one or more rules limit the duration of the subscription

based on a payment amount, period of time, or both.



