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BACKGROUND
L Field
[0003] The following description relates generally to wireless communications,
and more particularly to utilizing restriction codes in conjunction with attempts to

connect to wireless access points.



and nore particularly to utilizing restriction codes in conjunction
with attenpts to connect to wireless access points. 2 |l.Background
[0004] Wrel ess communi cation systems are w dely deployed to provide
vari ous t yPR@300§Po48¥muni cati on content such as, for exBRPUS200§/$R3¢S,
data, and so on. Typical wreless conmuni cati on systens nay be

mul tiple-access systens capable of supperting communication with

mul tiple users by sharing avail abl e system resources (e.g.,
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[0006] MIMOQ systems commonly employ multiple (Vr) transmit antennas and

multiple (Vz) receive antennas for data transmission. The antennas can relate to both
base stations and mobile devices, in one example, allowing bi-directional
communication between the devices on the wireless network. As mobile devices move
throughout service areas, cells utilized for communication by the devices can be
reselected between one or more access points (e.g., macrocells, femtocells, efc.). This
can occur, for example, where an available access point, or serving cell thereof, can
offer a better signal or service than a current access point. The mobile devices can
measure parameters related to one or more cells, such as signal quality, service level,
etc. and rank the cells according to desirability, which can be based on one or more of

the parameters. In one example, the available access point can relate to a home access



3 point for a given nobile device offering desirable billing,
coverage, service options, etc. Accordingly, cells utilized for
communi cation can be reselected to the nore desirabl e access point
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code can be received by the devme indicating a reason for the restriction. In some

cases, the restriction can be temporary (e.g., cell overloaded or resetting) or more
permanent (e.g., device not authorized for access or cell is down for a period of time).
Depending on the restriction, the device can remove the cell or related access point from
a maintained list of cells for reselection where the list is consulted to verify whether
possible cells, or related access points, for reselection are in the list. For example, if the
restriction code indicates a more permanent restriction, removing the cell or access point
{or a group identifier related to the access point) from the maintained list can result in
more efficient reselection. It is to be appreciated that the list can alternatively list cells
to which reselection should not be attempted; based on the restriction code in this
example, cells can be added to the list.

[0009] According to related aspects, a method for connection establishment in a
wireless communication network is provided. The method includes determining
whether a group identifier related to a restricted association access point is present in a

maintained list of accessible access point group identifiers. The method can further
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[0012] Still another aspect relates to a computer program product, which can
have a computer-readable medium including code for causing at least one computer to
determine whether a group identifier related to a restricted association access point is
present in a maintained list of accessible access point group identifiers. The computer-
readable medium can also comprise code for causing the at least one computer to
request connection establishment with the restricted association access point based at
least in part on the determination. Morcover, the computer-readable medium can

comprise code for causing the at least one computer to receive a rejection in response to



5 the requesting connection establishment, the rejection conprises a
restriction code that indicates the group identifier is unsuitable
for establishing connection. [0013] Moreover, an additional aspect
rel at es t V@ARAAPHEat us. The apparatus can include an BEEHSN0$/PE3465
controller that maintains a |list of accessible access point group
identifiers and determnes a group identifier related to a restricted
associ ation access point is present in the list and a connection
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[0014] To the accomplishment of the forcgoing and related ends, the one or
more embodiments comprise the features hereinafter fully described and particularly
pointed out in the claims. The following description and the annexed drawings set forth
in detail certain illustrative aspects of the one or more embodiments. These aspects are
indicative, however, of but a few of the various ways in which the principles of various
embodiments may be employed and the described embodiments are intended to include

all such aspects and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS
[0015] FIG. 1 is an illustration of a wireless communication system in
accordance with various aspects set forth herein.
[0016] FIG. 2 is an illustration of a wireless communication network that
facilitates cell reselection.
[0017] FIG. 3 is an illustration of an example communications apparatus for
employment within a wireless communications environment.
[0018] FIG. 4 is an 1llustration of an example wireless communications system
that effectuates utilizing restriction codes in connection establishment rejections.
[0019] FIG. 5 is an illustration of an example methodology that facilitates
performing cell reselection in wireless networks.
[0020] FIG. 6 is an illustration of an example methodology that facilitates
requestimg connection establishment based on a maintained list of accessible access

points.



[0016]FIG 2 is an illustration of a wirel ess conmmuni cati on network
that facilitates cell reselection. [0017]FIG 3 is an illustration of
an exanpl e communi cati ons apparatus for enploynent wthin a wrel ess
comuni catYQRYYEHW3IY onnent . [0018]FIG 4 is an ill ustrBETHR200$/083#65
exanpl e wirel ess comruni cati ons systemthat effectuates utilizing
restriction codes in connection establighnment rejections. [0019]
FIG 5 is an illustration of an exanple nethodology that facilitates

per form ng ﬂﬁ?l?.i reselﬁ@ '796“&111 é@faﬁ?rll gltn QdL) %%alt:k‘agihtzﬁ § S an

illustration of an exanple net odo ogy that aC| | t at’es reques I ng
connect i on msingdihing sl apessublec eeress roaitnbasied enl rdceised wtriatorseidl e

access poi nhﬁlﬂ] 6 FIG. 8 is an illustration of an example mobile device that facilitates
maintaining and utilizing a list of accessible access points in cell reselection.
[0023] FIG. 9 is an illustration of an example system that generates restriction
codes for utilization in rejection connection requests.
[0024] FIG. 10 is an illustration of an example wireless network environment
that can be employed in conjunction with the various systems and methods described
herein.
[0025] FIG. 11 is an illustration of an example system that maintains and

consults a list of accessible access point in requesting connection establishment,

DETAILED DESCRIPTION
[0026] Various embodiments are now described with reference to the drawings,
wherein like reference numerals are used to refer to like elements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in-order to provide a thorough understanding of one or more embodiments. It may
be evident, however, that such embodiment(s) can be practiced without these specific
details. In other instances, well-known structures and devices are shown in block

diagram form mn-order to facilitate describing one or more embodiments,

T e 7 <

[0027] As used in this application, the terms “component,” “module,” “system,”
and the like are intended to refer to a computer-related entity, either hardware,
firmware, a combination of hardware and software, software, or software in execution.
For example, a component can be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a computing
device and the computing device can be a component. One or more components can
reside within a process and/or thread of execution and a component can be localized on
one computer and/or distributed between two or more computers. In addition, these
components can execute from various computer readable media having various data
structures stored thereon. The components can communicate by way of local and/or
remote processes such as in accordance with a signal having one or more data packets

(e.g., data from one component interacting with another component in a local system,



[0021]FIG 7 is an illustration of an exanpl e nethodol ogy that
facilitates maintaining a |list of accessible access points based on
received restriction codes. [00221FIG 8 is an illustration of an
exanpl e no¥R RP@28&Ice that facilitates maintaini ng andPUTUS?E$PRF1E

| ist of accessible access points in cell reselection. [0023]FIG 9 is
an illustration of an exanple systemthat generates restriction codes
for utilization in rejection connection requests. [0024]FIG 10 is an
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i n requesti ng connection establl shnment. At FBTIN
with a mobile device. A mobile device can also be called a system, subscriber unit,
subscriber station, mobile station, mobile, remote station, remote terminal, access
terminal, user terminal, terminal, wireless communication device, user agent, user
device, or user equipment (UE). A mobile device can be a cellular telephone, a cordless
telephone, a Session Initiation Protocol (SIP) phone, a wireless local loop (WLL)
station, a personal digital assistant (PDA), a handheld device having wireless
connection capability, computing device, or other processing device connected to a
wireless modem. Moreover, various embodiments are described herein in connection
with a base station. A base station can be utilized for communicating with mobile
device(s) and can also be referred to as an access point, Node B, , evolved Node B
(eNode B or eNB), base transceiver station (BTS) or some other terminology.
[0029] Moreover, various aspects or features described herein can be
implemented as a method, apparatus, or article of manufacture using standard
programming and/or engineering techniques. The term "article of manufacture” as used
herein is intended to encompass a computer program accessible from any computer-
readable device, carrier, or media. For example, computer-readable media can include
but are not limited to magnetic storage devices (e.g., hard disk, floppy disk, magnetic
strips, etc.), optical disks (e.g., compact disk (CD), digital versatile disk (DVD), etc.),
smart cards, and flash memory devices (e.g., EPROM, card, stick, key drive, etc.).
Additionally, various storage media described herein can represent one or more devices
and/or other machine-readable media for storing information. The term “machine-
readable medium” can include, without being limited to, wireless channels and various
other media capable of storing, containing, and/or carrying instruction(s) and/or data.
[0030] The techniques described herein may be used for various wireless
communication systems such as code division multiple access (CDMA), time division
multiple access (TDMA), frequency division multiple access (FDMA), orthogonal
frequency division multiple access (OFDMA), single carrier frequency domain
multiplexing (SC-FDMA) and other systems. The terms "system" and "network" are
often used interchangeably. A CDMA system may implement a radio technology such
as Universal Terrestrial Radio Access (UTRA), CDMA2000, etc. UTRA includes
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[0032] Base station 102 can communicate with one or more mobile devices such

as mobile device 116 and mobile device 126; however, it is to be appreciated that base
station 102 can communicate with substantially any number of mobile devices similar to
mobile devices 116 and 126, Mobile devices 116 and 126 can be, for example, cellular
phones, smart phones, laptops, handheld communication devices, handheld computing
devices, satellite radios, global positioning systems, PDAs, and/or any other suitable
device for communicating over wireless communication system 100. As depicted,
mobile device 116 is in communication with antennas 112 and 114, where antennas 112
and 114 transmit information to mobile device 116 over a forward link 118 and receive

information from mobile device 116 over a reverse link 120, In a frequency division



i npl enented as a nethod, apparatus, or article of manufacture using
standard programm ng and/ or engi neering techniques. The term"article
of manufacture" as used herein is intended to enconpass a conputer
progr am acdt@3ypss4a3% r om any conput er-readabl e devi ce, EETUS08/085465
medi a. For exanpl e, conputer-readable nedia can include but are not
limted to magnetic storage devices (e.g., hard disk, floppy disk,
magnetic strips, etc.), optlcal dISkS (é.9., conmpact disk (CD),
digital vergahid g r
devi cos (o, o alié % )Ss§st Q}wsz%rlﬁt(l:l r%llgggﬁgﬁzren)@ﬂg%éhaﬁﬁnﬂﬁfﬁﬁ tat
various st on@@éyr@cﬁr@ lmtésl@ﬁ,l fbedcaheiee|Hmrthan1rraequneélerstonah§1em(TlaBD e

devi ces and t h RE; readabl e oring.information.
The term' nikln*;iggrye5%@ revn{’se(lzlglr{lrf%j uéﬁzeac?rﬂ%lu frﬁ%lf H&y limted
to, wirel esfp0dBannel sEah@Tm@rdf@msm bed/onRelhRa GopRibh the®bresdeSiEhfig to
contai ning, and/or carr nstruction and/ or data, [0030] The

t echni ques GRS Cﬂ’eg %’“ﬁ‘éff’ e Sﬁgt%‘grf%l‘l O\rt/]g?sﬁ%@go'\‘/\?qzellzﬁ gxample,
comuni cat i @fteSUS6URE BB dRAHnLR@eofintinfaRo Mdbllé Qéﬁce@ﬁﬁp@&:%to@ Qﬂ%\)
time division nmultiple access &TDI\/A) frequency division nultiple
access ( FDMRAFES eoverss G ate skatie dh cli campmusicgRomenter fgsverddinkdd 8. thorDve) |
singl e carrpelafifad Hﬁéwasgfﬂ?s% gtaﬂ&{ fdPd raEﬁhHQe ée%ﬁgf%@togﬁﬂm% B&hal-to-

systens. The terms '"syste are
interc hangeadnbwratlﬁowma@ymkd% fynabifp ldevient 1 éa Alsiwdiilt beserstitiogy0Z uch

as Universal..Terrestri al i 0 Acces CDI}QAZ etc, UT

i ncl udes 8 W4 !3%"6‘21‘(’&3%*"(%“@6&& ﬁ’(!ié éjTFﬁ?)“\géH ﬁﬁ“gsfdr@fmwufgﬁ%n
CDVA2000 cousodattSed@e, hébiRaleaides ihSePhborfioantlastDe shbjddhNesy st em
may i npl enent radi o technol o%y such as d obal st em for Mobile

Conmuni cat i H‘rﬁ%r?c(f‘%%ﬁ/fs CORRPAFSEIRA %W%W#ﬁ?smlﬁmgé%@% HSipglg pygenna to all its
technol ogy giasle a&fléyo}vm%vle{r%bﬂ&déﬂd‘e’é)l 163 Hd 1 c%@@éﬂqﬁuﬁm@@i?@eﬂ? with
(UMB), |EEE 802.11 (W-Fi), [EEE 802. W MAX) E 802. 20,
FI ashOFDM e@%anowpml%gmp@rﬁﬁmrar@imt@c plogm ver sal Mbbi | e

R

downl i nk an#hB6-cEDMAomEDrtnimere ngivorks .indlﬂ'diiﬁgaﬁ&rbl?ﬁ#kgrvhﬂ‘dlﬁﬁceskﬂ'&w&fkde@lm
are describ i n docunents .fr n _organi zati on n '3rd tion
Bort nor oni popslulEs S0 ARt AR s Gt iy “Dists IR T2 e ity T o

document s f rapardaip @tgapuanticttelarieslihe Jdbilcdadcat icond P36 bitbstBé P
Proj ect 2" gSGPPZ%. 003 4 Ref erri ng FOW to Fig..1l, a wireless
conmuni cat i BHAEESES S AGpTS SPTOSK SRS ssicaathe OgHeen 1AM Bt

ermbodi ment SFQ&&%’%@B&GQ&%B&MQ 24 Y SHERH 1A &mm@%ﬁﬁﬁ%ﬁngmﬁ hn 102
t hat can i ncl ude m.lrtl | e ant enna gr oups. For exarrp e, one antenna

group can i ﬁ@bﬁ@éevaqﬁléﬁ 93 fsnowrcéh@k ll%aﬂdetmﬁf&‘?émkd%(ﬁmdm todopvardlank
antennas 10 I I

112 ana 114" o s B A0 R0 £ R RAR
however, nopec @rmdrewsbiladtacmddo omnh bke tht ibhiczadiof 362, datdn zgsrmlkar scBmS e

station 102, .can additi de a.tra smtt and
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conmponent s aiss@@h@é@dm\gi(b E B:iegﬂc’pbrli stadiam @ﬁl’tﬁfémﬁd’éﬂ@l@@@:@?l The fethit@bell
processors, dul at or s, xers denpdul ators, demulti pl exers,
ant ennas, etlgl)ﬁa“ cgunssf fot ’éet‘é{%]@&‘la igge ppackhauldiek corngeiion, Y"Eé"hﬁ? be
[ 0032] Base gtr@alb?&dﬂ}&}% Iﬁ@&e@maiogqmw &Fn&@@os%bmhgaﬁml Lle, etc, A
devi ces such as nobile device 116 and nobi device 126; however, it
is to be appreeicstmpier Hae ngswak K240 similae praidecesaiifametomior he
subst anti al Hékg% g@ gr of nobile devices sinmlar to nobile devices
116 and 126 ele evi ces 116 and 126 can be, for exanple, cellular
phones, smaf®3phones, Atcaptiop®,ankandple] rdollerievinecHiGiaod 1 8@ vances el over

handhel d cogput] ng, devh ey SRIELLILS o ARpere 30 RS Lart "0

femtocells during travel. In this regard, the mobile devices 116 and 126 can effectuate

continuous wireless service seamless to users of the mobile devices 116 and 126. In one



9 duplex (FDD) system forward link 118 can utilize a different
frequency band than that used by reverse link 120, for exanple.
Further, in a tinme division duplex (TDD) system forward |ink 118 and
reverse | iWk20020648¥n utilize a common frequency. [0033PERER20§3/eBAES0f
antennas and/or the area in which they are designated to comrunicate
can be referred to as a sector or cell f base station 102. For
exanpl e, antenna groups can be desi gned1 to conmunicate to nobile
devi ces 11 A Qb ShwhfIEdBiIE RS GOMRI A nve RERE rg.&l@ﬁikam b8 nd Base
comuni cat i on orwa I nk the transm i ennas

base stati ostalic@121 @ armileriyl tb te tb@ahn‘d@vm hp, tod cerm;irawmosecgnal &stpmﬁerl se
ratio of forward k. 11 r hile vice .116. . Al ase
station 102"UeY t;técég aﬁlflgg‘mln%mtrggatr g e?l}et(gw’r?sﬂ?ﬁ?léa ?Eeée TRl

scattered raidamhye billsqeigld &nthasametal 24 t6 eeiaghic dRRhNIEwieMsCRE iden
nei ghboring cells can be E‘u%ﬁ ct tq less int 1«a1rfer ence as conpared to
a base st at MRSt MAAGTRIPITgBEATBIOEH! LASPRYE & ame assss nognt{oy the pmebile
mobi | e devi g&see 1¥BIERMES mOMsllrﬁ);éiﬁmng%ﬁd/éA&hmcészgptﬁg ROFRHR; cat e
directly with one another using a peer-t eer or ad hoc technol ogy.
[0034] | n adefaripdh therfhatdsels d2%¢aatbie gelated o t@nlr@mmnmfﬁmm phtieps or data
network 122 r i ess
ervi ce ace BTy HE o REivE By B R TR S AR B PR
connect i on. orftheregelisvolaked 1@ hedamtostloi 2 tomf@ivemticlomilered aptibinp.glnacide®s,
paraneters rel Vi 11 126 nd ot her
paranmeters Of"a abl%qullcgigggleg%s gw‘i’fg% ﬁ%tquB?dg?dBéesg FiA &l ittt e
devi ces 116tharetal 26-a VarelyWEFaREB (e. 8., foattigaelihtertddnean thefeptail ded td o
facilitate communicating with the mobi | € devi ce 126 over forward |ink

128 and r evEFSE® f PRKS AiEny sigpiloaicirated thisuglrd efGnk 118 and reverse
link 120, amodgiscri bad nauiin@lover e sdr-eigt %@'dmbhéﬂeﬁ@& 1@69%{6/91912%%9955

to one or nore nobile devicés 126 nuch [iKe the base station 102
on a smal | efondiandlly meagurg ﬁéalbkbrbmees’fatfo@ﬁrfsgeleﬁs bag@statiranl 08k feanédlly lﬁsuebl

in a reside i et

heme. par k. Ekg{t%a Eﬁf 1@ d{&%ﬂ{e‘i’ﬁco‘eés*};%'img k{&&@ﬁﬁ%@h& n{léé(}g i(:t?oi'gi can
connect to bdmﬁmeltmiﬂdqndlﬂk datrickd ]zl|6ragdmr b2 Kitmutheakinitlg wao imvbgie) fon,

whi ch can be ov r a.broadband |nternet nnection \%Tll T3, digital
subscr i ber PRIy BELAE Siena) qualy Prothptt Rerases AR B0 SR rRIEIMERRS 122

can si mi | ar pypvidenieiatal taﬁmé‘ess B&ﬁf aRd/0:08e fild. Bdied HBd & ey bE@e 126.
[ 0035] Accordi ng to an_exanp ile devices 116 and 126 can travel

over servi cECAHERESeihe Wlﬁ Se‘ﬁ%qsll 1? BHPIC0i oM ARk B RS TR ERA Fa T esclsatan.
stations ang{)&{ d1§Hti A6 S IHeSarkitld, AR AN Abvicds 16 Qh&/of PRSI attérﬁﬁ Jdpbile

devi ces 116 and 126 can effectuate continuous W rel ess service
seanl ess t oreggleqtion ¢ the highassharkinsdeodss peintl 16 addition, 216 mplilegigmices 116

and/or 126 can maintain a list of accessible access points and/or groups of accessible

access points. The accessible access points can relate to, for example, restricted
association access points that the mobile devices 116 and/or 126 are authorized to
access and/or to which access is preferred or otherwise favorable over other access
points.

[0037] In one example, the femtocell 124 can be such a restricted association
access point. Restricted association access points, for example, can be restricted in
some aspects where each access point provides certain services to certain mobile
devices (e.g., mobile devices 116 and/or 126) but not necessarily to other mobile
devices or access terminals (not shown). For example, the femtocell 124 can be
restricted to not provide to the other mobile devices or access terminals registration,

signaling, voice call, data access, and/or additional services. Restricted association



10 exanpl e (not shown), nobile device 126 can have been comuni cati ng
with the base station 102 simlarly to the nobile device 116, and can
have noved into a specified range of the fenmtocell 124. In this
regard, t RO AIBPEE30devi ce 126 can have resel ect ed one BETHBIES/QEE4G5S
related to the fenmocell 124 to receive nore desirable wireless
service access. In one exanple, the fentocell 124 can be a hone
access point for the nobile device 126 offering nore desirable
billing and aneth

fenm ocel | é%ré j%hﬁ a?%%??@&ﬂ oihgﬂgﬁglbﬁglss or?{;/ree%é% of %%?z %Igﬁomeoﬂngrs
or data tai tariegali end deafiges pecticieal dsosss pewsfoothemmge. Thus, rmbl l e
devi ce 126 esel ect _one or nor e ¢ s.relate he fe ocel |
124 to rece gsguch %"PBFX&&‘@& ti on%blfae Jﬁvgasdil{% ﬁk’r %é?%‘ﬁiiel”é d2Vi%e
126 rmves t oloey dalistseacbatpoits B2 atlléasiclﬁ@aﬁ es eheet méreGRlitatdreinad ed

t heret o, L avarlety ggeéllr sons é to mtigate interference on
the fent oceP1oadess signglielaied; tg dheacess 801816%). &E’Pn&cawa}gfb? ORGRIMEAE ed

t hroughput, uﬁt&t&s ﬂ{eQQéiﬁl%ldev&ésaM%lahaygr Pzﬁedanfehﬁlréﬁé\éb&ﬁ‘s Iﬁﬁﬂ?s) iPROInl 1Re
devices 116 and/o can continually nmeasure avail base

stations ( sh@wfébdtbégléteé gEpadeniigenis irf féﬁilﬁicbﬂfp@ d(tgmntmga@llﬁ@me@tm |In
124), and/ 051?091{1‘3*?%?%@% qt%éxln%’ &e%lceE Plléjﬁgl @Qan"‘%g?y aclsr‘?]éaémtfo%%? h%%%&e??

i s benefici e Vi Ces neasuring ca
i ncl ude, fopomboartlpthe,lm’éﬁ:bmatenmglngltlgnakampﬂerk fctryanlmﬂgr oughput, servi ces

avai |l abl e, Ly el es cess_provi der Iat e oi nt
and/ or the %f Bas Z&q@ﬁ rec%"iﬁjpf)erst ?'éco 5 f‘lﬁle lﬁé‘ff{}@' ﬁ‘gﬁe f‘ﬁ%bbr?ﬁiﬁ]l“l e
devi ces 116gw@hdé bisckRbos am dirﬁlﬂk faaeeds10toTh8ickte whe@set QGhbeconkigidn

determ ning the rankjn nobi | e devices 116 and/or 126 can
attenpt cel PP uamebiic ﬁlceéléﬁg‘% lghaswhethraereechier wagsyiighlst The pobile

addi tion, th&if@RislRddeYIE %ﬁorﬁl%@m@zﬁgbf?é orlAdre G iHBh bk Noalt rdrhcile

accessi bl e access poi nts and/ or groups of accessible access poi nts.
The accessi btogssawadswiclpay base stetign H2|aatler femtodelr] 28 xandor e graupddaniifered

associ ation eqsﬁgfﬁére%%&gﬁe lﬂ%f%\lﬁ GsiiRAUb&s &i{{scﬁ"ﬁu%?rﬁsu% ullt c%1§6 are

aut hori zed to access an acces erre erw se
favor abl e owselegionethe awbds devpcu ﬂtﬁslnd/bﬂm?@hrdlwr@eamlaed ttohhae restricted
femocell 124 can.be su ci ation access $0| nt

Rest 11 ot ed ASSOUE bR Aer TR eithy SFRE e & SR P Bl hieret

in sone aSpapét&mthafr@e@mmlmqﬁ@sm@monﬁ oP61av @S s peihisan ﬂm%@my%ﬁwg ne
certain nDblle devi_ces ile devices 116 and/or 126 ut not

necessari | yd¢%riBidatie f?ﬁi’b‘?Idé‘”&“eHécaé‘gfoéllz%ﬁ@éé%ﬁ‘feép}?ﬁeﬁﬁﬁﬁé“'@ﬂé? e§¥n) .
For exanpl eyhidigr RIhAGEbvelRE 25R8 ﬂ?ﬁt"o‘?éﬂoﬁb GbRARE BstROL., %&wt&eact:&s

the other nobile devices or access termRals registratron, signali ng,
voi ce cal |, Deliatia cucenslyat a andinoim eefaietionrsapaciis). uh caetherRaample cthe thobile

associ ationy \&ée Pl%qaﬂﬁ/%r P9y &Elsmzﬁr?tgmtﬁq1sg§ﬂk?c¥g%§)1§ac% Amfag gﬁ%@? &ld

For exanpl e, I'ven honeowner can con ure a ricted
access poi ntarf fmid thdweccbuspeint OB} idantdives ©xanit baset beleamd bi paet wbethie ces
116 and/or 126 can identify one or
receive restmcnon code.
[0040] Now referring to Fig. 2, a wireless communication system 200
configured to support a number of mobile devices is illustrated. The system 200
provides communication for muitiple cells, such as for example, macrocells 202A —
202G, with each cell being serviced by a corresponding access point 204A — 204G. As
described previously, for instance, the access pomts 204A — 204G related to the
macrocells 202A — 202G can be base stations. Mobile devices 206A — 2061 are shown
dispersed at various locations throughout the wireless communication system 200. Each
mobile device 206A — 2061 can communicate with one or more access points 204A —

204G on a forward link and/or a reverse link, as described. In addition, access points



nore avail abl e access points based at least in part on one or nore
indicators in a broadcast signal related to the access point(s). Upon
receiving the one or nore indicators, the nobile devices 116 and/or
126 can eNsQPWPHB30access point(s) is/are in the |ist, PEFUBHAG 033465
related group identifier is in the list, before attenpting cel
reselection. In another exanple, the nohile devices 116 and/or 126
can verify association of the access point with the list before
measuring t i PAOHIELE fod Ll TEA0K %sn{aﬁg%%gle Bodll i@t hs fomiocells,
restriction codes can be ut| |ze nb aval | abl e ac ss ‘poi nt's, such’as
base st ati ooffadR sawdiearelﬁteimmicuiBEAqrvmco ldcatdting ag desoviletih@he mpbile
supports copnect t he bil.e deV|ce 116 r _whet her
connect ton TaTgh el aghd SRATRED SRERE 1 iR 36t oB
recei vi ng op&n@rOSmr-e@0REsH faceﬂw: offered ek icesC dihe arE¢e cdrBuECABE Syddah nt |
such as basg station, 102 .and/ or fentocell 124, and/or a group
identifier f&] $POTHNBIE TrbHAFecPpEphipreaiin, w&ww@g&%&smbgpw&

Thus, in subseauemic efl doveesRWaNEKeh a hhgntERRiol SandeNd £Ritckdf 18REY Rints

126 can disregard cells related to the restricted access point or an

i dentified 2t geas Prowsnidn arenssh veresidercssrodibes tarldings, pad/pedaiiked

e sy SEABERELRs e Rl RERSSS: RO 26 4 e DRlOL'
recei ve sonwithéstaccess pmnts@@éles— F0865 antifoc ROSA —AOGRS ovmtthcrfemrdmrbh@ a
access poin@mgﬁﬁgrqﬁﬁ romthe list (e.g., where the access point is
currently a IR %onnect i on capacity). In another exanple, the

nmobi | e devi p@41J16 ando&dﬁiud;%ﬁy caa@h%? ﬂ}}e&héblﬁ devigés T Al -N20RL esbtrdlce
access points or groups and can a t ccess point or group
i dentifier sthE‘Blgﬁlﬂ% the syptepdlfgnd car gapdget Pﬂlﬁsaﬁc dhihe H@ﬂ%@@qwmm

restrictionygqnde 201@9&9&)1’%%&"—%@@&599{11@%5 FrBugthe élffa'?é’n?ﬁﬁectﬁceilb 202A -
comuni cation system 200 configured to suppor% a nunber of nobile

devi ces is 203G et ientesgll cavpeags prrae dnxmo cpsreple.desonsornme ebthe owbilor
mul tiple Cehé\ﬁces §b‘@1§ aﬁ@glf %’h b@’é%&la{%dvﬂﬁ r}%?ﬁ%l Heﬁlto%gl?f%lateaftggiglfg\WOBQB

each cell being service a correspondi ng access poin
As descri betknpoelliaoces$ quifsdt)SA rANEGC @pr ¢xdamphc mebide qlnywetz%lzmme- 2040

B L e S

t hr oughout  troBilaiidvedee296] i MkEtoEAL 1008, Siisheyin 20¢kradeasds dfabicsepdigvi ce
206A - 2061 6 n.communi cate w.th nore access_poi nts 204A -

(0]
2040 on a f AYAAFAN CHRMYARRG VIR th%(%mf@mamﬁs pojat %@e@%@&f (qrpn

addi tion, aggfgeh BPARES poike z@@s‘sﬁn on@ Q8mE, Qhéﬂ%ﬁl\f\gkell I&%@@p&me@ﬁ can
smal | er scale access points, such as fentocelI's, off ering services

rel ated to Bropileriditipnal sgwiced lodhd wekild dswice aeﬁd@@b a3 desirably hidlingodi | e

devi ces 2064, 0, d ﬁgqg

scal e access p%%ﬁ?éu%ﬁgﬁg g&%h%ﬂ?%k¥ggg hg %£$%Q§§§mﬁgﬁﬁhg%

Wi rel ess coamnilbes, wben thystobite 280ccIb! p;rmvangeoﬁmexfemtecablveecesapbzath

geogr aphi c one exa croce 202A - 202G ¢

dovar a1 ew BIbERETe SR eGP R bHe b bY THE Fee SeRPRALiecES 6b1 nt s

208A - 208Cgsminkesepicgsent in areas such as residences, office

bui Il dings, and/or the_like as descrlbedé In an exang!e, the nobil e
¥4 Redad

devi ces 206/042bog1 g cxapRipmaple dsripe A0 ernerpsoc ithdetqeell nt s
204A - 204G aRdy/Rint 2084 As ARGLHMEEVENRI@ MmoRRA R mAUBkel20RaGKIR2WhD

connect 1 on.
and closer to access points 204D and/or 208C, it can begin the cell reselection process,

as described herein. This can include, for example, measuring surrounding cell
parameters (e.g., related to access points 204C, 204D, and 208C) to determine a
desirable connection. The parameters can relate to, for example, signal quality,
connection throughput, services offered, a service provider related to the access point,

and/or the like. The mobile device 206D can additionally verify an identifier of the



[ 0041] Additionally, as shown, the nobile devices 206A - 2061 can
travel throughout the system 200 and can reselect cells related to
the various access points 204A - 2040 and/or 208A - 2080 as it noves
t hr ough t WO PP@PEnt nacrocel | s 202A - 202G or fent oc8CT/USYIHPEHS
areas. In one exanple, the one or nore of the nobile devices 206A -
2061 can be associated with a hone fentpcell related to at |east one
of fentocell access points 208A - 208C. "For exanple, nobile device
2061 can be 3 i

fentocel | . 1hos FRachitih i BTHEERAEREaS ORIk SRERAA ThHE BT
t hus i n coveddgealy eaaltcmmdes@npm grouBe4 Becebs poaEm whenrmgnoupa dentifict ¢

boi nt 2045, IHCORG IS O RG ¥ Bresnel FrileLE Bint SogutRlnd "
provi de add_e;tangmalthﬁﬁéuleommé ao&meaﬁmmshﬁ rAevictRs &P dcessSidiis 2@4(3

ot o b oot A dhus R 55 e Selen e e SR A R o
devi ce 2061 fibfh dcBesk g&qezoﬁc hR8e Bﬁﬂ%@%irshfﬁi@ﬁ?@aﬁ&@&lgﬂér AQ8BiheipkertR be
reined in to communicate therewith by favoring t fem ocel | "access
poi nt 208B pximde evheta femipcell agugss mmort 285G mylttes tommee”e@@wlb@f thpgpbdan
be associ at . j nt vi ce
206D noves ? ?%Xn% érrdugiclzj;’ g(%??‘%%%%gﬁﬁst%%c%g{z% g%g?lose %dé@ é‘gazneg%l nts
204D and/ or o#B8®) inctcawats viekigiand/bhigyseedsis to esetasc baremetor vadesf othsr access
e ok, S s ST Rt e oL AL SRR s AR S aenc
204D, and 2@8@hidgher theh &ferﬁbdst@s polﬂmcaﬁb&wmma%lo Ran Eh@eILABELEKS
can relate to, for exanp gnhal qualit connection throughput,
servi ces of P@Féﬂlatcﬁt%@PWSE%raﬁr*’@%sﬁlﬁ?m"r@‘l %d%% the access point,

and/or the |Gdﬁ8L The nopkl@afify] e o2PBR Fank Adatdid %@Jb|p$1n‘{§204bydnﬁfbr
identifier of the 13 access point as present 1n a list of accessible
access poi n288C gan Ia@émqnb@amctﬁﬁ@saop@tmlt‘aherad@m mohidd deyicgs cannot connect
alternative

identifier (lg%r%tgfgdﬂgjgf:éeﬁsegg&w i 26@%5&\% g ﬁ??ce?%ig{& qev Fers
in the |ist withedphe té proeghngtggzmkagxmlam acd:dse rasgm:ahen dezwucxaeanﬁ@ﬁﬂwdd«e

measur e par ter 0| nts 204C, 204D C .and
The-cel 1 5t d Mreah PhbRed RERh BARem aeRor A ans oF dEarude doHer
access poi nﬁ:esaﬂfﬂ@ dssbciie] REesh BeinQtReksmple. h@iothef atthnpls thy I@:hﬁditedAS in
t he previous exanple, where fentocell access @é'l nt 208C relates to a

home f ent oc @PIPCIBHOR Jsestppint eangelpieda cotrbmopile deyipes. sy asiacoproyate access

resel ecti onpbf Shsurichig &%@As%tyl 890RBraa0dedd RRLATBISIes OTh&Elr tlmobile
i ncrease |ts val ue and or steresis to decrease paraneter val ues of

ot her accessleyies 165 canpet res@ ably relyted oreme or matsyof tlf dispaeateliespaamaings

access Poi bR AdPoPAR AL AORGANKILARGY it HADLRE BERSSERAIVI one

204C, nobil é Vi ce can rese one *or s rela
t he di spar ate maccethe qﬂbem'anl&ﬂda:e&rpcﬁﬁstmnl[ztmzt@]ah lac«nsrepmamyh@h iione or

nore of the dispar cC poi .nt nd/or 08C

Festricted SO A0 IR Haion e DaHE P! T g Pitss kS poEbH DL Taor
thereto, andber dhd® rag6assapediftion, O eadiel DicstZiOfda &aB iMd@stifig B reason
certain nobile devices with respect to providing signaling, data

access, regifQtParsEstioservice, and/or the like. This can be based at

lleast in pangp@p a SefyifbmbeOm Reibed, tﬁmomekﬁep@@AcezmQaﬁ Hﬁmtam
restricted associ ated access point, for exanple. In another exanple,

the restri ctdist efsesssibiciaseesapints sndfoi grounsahereaf] &t eneaxawplet hie Histeehi |

devi ces, su to

cor por at e 1 SRS ABERFEATAT SRS HoRR! Qho RIHIE T ARAT SBRL

cannot reselaesss puhts fsuclehamentotetisone boncarrsitde ﬁ'bmtshhstmtwbﬁa@t molatcess

points 204D a %gé the%%?%’accessfb?e chgsg rp(')i%seagd%rs gr%ﬁll)sa(;[agq e ongma alg]op%fagte%np
for example, by one or more access points in communication with the mobile device

206A — 2061, which can retrieve the information from an underlying wireless network



[ 0044] Furt hernore, as described, the nobile devices 206A - 2061 can
maintain a |ist of accessible access points and/or groups thereof In
one exanple, the list can include only certain types of access points
(such as EHEYLEEPE) since other types of access poi nt ECTIGAA8/BEF465
macrocel | s) can be accessible fromsubstantially any nobil e device.
The list of accessible access points ang/or groups can be originally
popul ated, for exanple, by one or nore access points in conmunication
with the nobj [ - iC [

i nformati onQ%‘ !riegﬁn{age\é %ﬁé%%ﬁé?lﬁg&%@%ge%dggs %beéﬁ\%brv E%g%%égt t%!%gocvre f"ﬂ%%ér.eaﬂ%
t he nobil e tewicdsss 236 20208 Icwires cthy Bughoibtd, tihen dost ecdiyehacdia aof

the wirel ess .system 20 d.rese| ects,cells as, descrihed,, it

first veri f@el{l %Ereéeenlt fnstgﬁgélﬁxg]eﬁegrek?’%emOqenexfilﬁglei ?g}e r@\#é]leéleYlé?sg@Eﬁﬁ
I n onfe exanp?iﬁ,deiehnmbené@hh_ hbre Zf%igbgbae‘gcgg%@émsbﬁ}@@# mhm_ ﬁﬂﬁbﬂ@ t@gl@kstgr
nore fentoce ccess points - to, be the highest ranke
col | based GhkebellipsEm e caeas 1 firsgribedy it exnvepidy thatthe pespecting

respective Fombagialches@pGRSS iP@E Mbt. 1Bndtthe BBLIE Sdvicel Dod¥OL 2041NGn apé?&% e
devi ces 206A -2061 can decide not to attenpt access to the fentocell
access poi nhotdpdtterapt aggeseivphe Govienst eresss printend en #texpt pingheton withiked

access poin . C Lnt.on a

di sparat e f%ee%lﬁ} h%{; ! %ﬁg@gs@?@é&gfﬁgélﬁaet%{r}@%@iq%cga%c%ﬁﬁ%reQ%F’ %‘l'é’é’%“é&“ Sy an
of f set and/ dsphystienesics #Hableseribal, fhavarkigcaabe effsct@biyndn ofésspadiorvel y
when in range‘tor‘.g:orimetctf,ed thereto. .As 1de$.cri Q@g above, the nphile
devi ces 206N STSHBLAR FRL &} <35 RPBL f9sPEEiv gl "6 & TeBgetr PR or
over an est ghldishaddhacidaaubye Rl d8vicaPOEA -CBNEGL kv Dredfiction
access point |s denied. Thus, if the nobile device 206A - 2061
receives a F¥StPYELICHH B oUe ARreRPETES R3EN#Y coBICaiiinBBEICRPRIFCHON BB ess
poi nt, and LALsARGRSSIRRUNITLAY, if B AbEk vRUP0bSE | zégmebéwﬁdd el R
list, it can renove the access point and/or group fromthe |'ist based
at | east i ncpirvhesmitemplinggd eonnscipridyemcessspamé 20d theactdsopointaracipted t o
t he access LNt - ' r seri-pbed.
1o o bolupls By PEaRFRe RS, Rk o et BontheNRe g fART G} 1
groups can bsscdrai Intshined ontibe eodeheprobit figudesheesor?dApts t3aBklaccan add

the restricted association,.cell, to the |ist..[0045] Turning.to Fig. .3,
1 ustrat edPra o AN S BE el giepR Rie off NP BOmGrE SR it
Wi rel ess coafiaidceitlOnsls anvbl @biiRtan bd ARICARGIM Edhi AfbbilaRRAfaDsA 300
can be a base station or a portion thereof, a nobile device or a

portion t her@jfcan gd %ﬁ%ﬁ@?ﬂdiaéﬁqc?ﬁ%(jd@@miﬁtcat i ons apparatus t hat
recei ves dafggsy ansm T&rﬁiﬂg :tjch%O%V' iiaRa if@%ﬂﬂﬁﬂﬁxﬁ%bﬁ@@p@-&ﬂs@@ﬂ &Nt

The conmuni cations apparatt can include a connection requestor
302 that transkinsntavifheyywarleoromyarmentipiomvastaditi Theremmmumgcatioes or
nor e di spar GoHe I i @19 Q. receive
W rel ess co%lﬁ% cati %hgg‘%a!rl @%%g%ﬂ&g&f%@ﬁ ?I}: |I§Er)1f’ %2’9 \gﬂ%’ g%:vel?ev%rra p?&fmt hat
can recei vethargf,evatis@hially angsbmithicetionsaggaritectamvectiveld dai@sposisiacd
requesting the fonnecti on .establi shmen%rh%and an access |i st

5

control | er 306CIHbOTUEHIFRIPRT AVt FOryBRUEE IO} PRS00 c s of

access poi Nirgludk kRowkbedh © A 0AdhbOFhngARs @%qlﬁ&sft allcbshetomstdbNghment
comuni cati ons apparatus 300. |n another exanple, the access || st

control | er SOBC O QOdshardie OMRMHCHIONH pRnaFtysey {ngf shepvn) irBeainserreles ess

poi nts or grQHRfnicAkdnlsOMEE e RR&icRBIPCoivdriB4 GRIIHINEEA Al Svaluate a
apparatus 300 can attenpt to establish a connection with one or nore

sur r oundi ngraseistescyisiveretved ifotesmemio)repiesting thecanectian dtablisbment, and an
backhaul conp 1 Jist. econt.raolk]l er 306 can . ident)fy the
one or ot o P REEU TG BEHRS San O id OF LB I A LU R Aokt o
poi nt and vpsinfsyvifhrelsencenminitdion ascbsstgblisied byt @mmgmidafionstephiafius er
inalist OgO(ja. %%ﬁgthgrleiar%g[%? t%ga c%gs Es%cé)nrtroﬂgroéb%?as(d%gcrﬁagcrl],fclarq ma%%ﬁg Q?i(sat

of forbidden access points or groups.



[0047] I n this exanple, the access list controller 306 can take
certain action with respect to the access point and the naintai ned

| i st of accessible access points and/or groups. For exanple, where
the restr i rYHICBHe recei ver 304 determnes the code PETHE200%08346d
to |l ack of authorization of the communi cations apparatus 300 to
access the restricted association accesg poi nt, the access |ist
controller 306 can renove the access point fromthe naintained |ist
of accessib cess ' ' JoPh ' i ccess
poi nt 5y 1 P72 g ARGhCl Rt W inlhur e doplrafls SOOLR AR G270
over the acedadisborermettivnavidudsayuent suregodisg afess omn@ot shomwn) over the

bl i sh It I | |ist,.of bl e.
poi nts. (or eeRTa ot g SRt 1B ptoedl i bR TEE Bodef BHRESS:

whi ch conseones nid@s aticeqRi0f of dreuCiabitifftrC@latdans tappadsapsist andeanot her
exanpl e, the acces€ list controller 306 can renpve a grqQup identifier
associ at ed RtHE ALPAECEEPYLERYOF #1B1R AR ThE dFteéaccrisdic e pots

m tigate ther &8MA]EE ¢dRRrh 8BIAS! Al 1308 BRI LR SRARNEDLHO T another
establ i shnment”wi'th _access points having the same ‘group identifier
(e.g., Wwher exanpe)gBesedat raston ey serpidagon. dhespoapection erquentar0A carereqiast
provider in ' ' j 00).. 6
048] Accor e s o bl PR, GEhb S AORANGLY Suitiiling dsajest,
control | er 8B8&tean onekeingplt, theorimmwdratianseppypes 360 caccese pejontien iar

groups thereof. For,exanple, base stations n_be absent .fromthe

i sty as ackoRdst B (SRR SP P TERETIERiSe THetRRE crppelats 4 variety
subst ant i al bfyreadohs,dey thueIharegtiofion®eb adtie 8B 3 (40dan kdleRt hfrasti@ion code in
appropriate base stations c%n be al ready present in the o
comuni cat i BiSSPPArEPaRSC 0RO Hcflq*fi“é“‘é‘k‘éﬁﬁ? Easqner Kiscies Thegestriction
control l'er 308 6@ Be FRREDERIRr helairShdBF of & HHAQGL FonectibSh@i R iRt
identifiers thereof, that it can access for wreless conmunicati ol
servi ces. TeRmpstion cstablishment Honovamnie shariesitieltbnass odditatd e cerompsisations
poi nts, for I I . 8 b ylted
by the conn&l t?ag% 3?%%% £ O%ﬁg%%eé E)O?ésaagjﬁﬁ (fogAarb'lﬁ%%a%g?W%ﬁgl%eeaﬁg%ggﬁlldgn
access poi nfe.g.jtht heedsi point fef ©staced gisesibiionpeccon peint)] ®ourdendefitiohdyan the

exanpl e, the access |ist troller.306,can be consulted by one or
nore di spar 3t &°d6 oﬁfé%?ssgfgge ?CHQSS(PB@@H?@B@FE]EE' appar at us 300 when
measuring cglod7par andghelis etmnpl€ @it dcboss HECVESOIRGBOE SanQlikeCRlthin abii@t with
need not be neasur ause they are not in the list of

d (e.qg., be ! !
accessi bl e HER®EY tgﬁe)?fr%%%)pf)mrﬁrefﬁthe PRETEBFR PEaFCPSIRee asppapaintiendon can
conserve regups lqﬂ%r 'eihn?ﬂlé,%vlfe?fgtﬂé ehsati¥elbdde rbddineh Bdﬂﬁ&et&ﬁ’%ﬂ%s the cog%tg be

mai ntaining the |ist of accessible access points and updating

| i st upon redaedtodrskrod guthprization otibe eemmbhigyions Appacaseriiite atdeentbe
apparatus 3 e P i i SErl G ocel | from
Wb oh assoc AreRdRRLALGPINER b0 M dotehTRLEhibEd DERAERH Sog ot al
utilized bypeintfeoptliengaineinne tistiodaceesdlEbhécsinymintts (of BAUDIdNDlst € foelsitideng

to Fig. 4, illustrated s a wireless conmunication st em 400 where
st r et onteEnae Ty Ml P RS REOT e SRR RS GE L | on
access poi NhcessPotrt M 4 Qlbeapetevq s f40:dnnetien sfaiRhmint494 is ANBLLT in
restricted asaigci ation access point 406 can_be a base station,

fentocel I, s ‘i%faﬁ“é\ﬁ’@é_,ac‘i?ﬁs RORtE (Qgris prREpbBithintholie obleshifiea acwst el ess
device 402 g&hsy, WS Pohsehith Q4BREQST thOcAMMARERDRs APhidtust BffafRBRHor
restricted association access point 406 over a reverse |link or uplink
channel ; f ugxapwic. Wicrastess bstgentrallsr AQPcapapmeeciegroep idaftdierasspeinted motnthe
access poin i iatlon. Nt 406 oV a
Forveard 11 nieess by PRk bEhEAAIROH:AL A ARRP SRR Bh AR%E B0 v
system Al satenithieg campanenissibishthehtmeh bamssl polritekavedpohn seaedsrogsidentifzd
below in the wrel e83 devi ce 402 can t%e tpresen.t in.the access paqj nt
Fe.g., where the access point group 1S related to a certain service provider mnaccessible

by the communications apparatus 300).



paranmeters, as described, and reselect a cell for receiving wreless
comuni cation 17 services, a connection requestor 410 that can
request connection establishment with an access point related to the
resel ect edv@@op/06483k estri cti on code receiver 412 that EEHUS28¥P83é65a
restriction code related to the request for connection, an access
list controller 414 that can maintain aJdist of accessible access
points and/or related group identifiers and verify existence of the
access poin rel a i L4 er: 4 i .

resel ected EOeOI“?Ti n th%&ﬁfcg%%)éégdgég%ﬂ@g’ntggfcl%ting%l%lgfga ﬁg %gcregsgi%pﬁlggler
can est abl i 306 ¢dnecloterimenlyicomaintiphs ofrecese peintser grbuag thessf. pairkkample, one
exanpl e, the w reless deyjce 402 .can. be_co i cating. w th .acces
pornt 404 5 skBpGPE M ER A R IR, AEe TR Bl Bt bR RG5E
air or over fa shigedakially albddvives biddst)mehahisaforiieatifying ppaeriat bhdetations
restricted association acces oi nt .406. As described bel ow, the

wi rel ess. deGicE BEHGRRHRICABRRIfAtPRPREIR IR0t B PREFBYENS t ed
associ at i 0N, @L&ARScdMRboNtr FBRan HARRI The Jreshiblghest rasResiAb iRALAGSESS
poi nt 406 conprises _a connection request receiver 418 that receives a
request f or thebehdbatitoan seqcabior whelesstcommpmicghen sirvipesr dhadlipteppbe of
devices, a .Gt | - 1 .h 1 .

restricti ongﬁr e %’?@g{%? 8& ;6%&%{a%é?sgégmﬁfé\%g%%%e{%sggi@ﬁg§Pﬁ§’?§§%¥?é€ed
associ at i oncacmemssyiod by thkG6énnahcn equorméo? farveriBepios bf presponolem 422

t hat t it.a. to the ti t i Si
restri ot on eadoit EREFNE R EUETEE SHEE Poat PR S PRP e ery 1t
accessi ng t bentfolisit 3060kt Ue aGBakddy B oBGRESEs RGO ordfMentd BBthe

restriction code can relate tg the wirel ess ’gevi ce being unaut hori zed
to access tREMTBYEHIEE BRPAEEEHIOFNCB AL WE S BHATCHBEC IqeRtifypgcess
exanpl e. | aﬁﬁﬁ@t&@éus&mrﬁ%@mtw%ea&ﬁédr(@.%.t,m@&use/tﬁéyﬁ%%t itk 15801
determ ne ether restrictions regarding providing signaling, data
access, regpeessatle ansessanintor Thes, (iecemappioptions appasainf P&} ewsonsinece

402. The re Leti-on - ofnyv Gy Of ml
wreless deroubidBHiERRRARIAMMNLUED SARARHE LIRS Pt RIS
subsequent peiisans ppdating éredisplymn r&@O5R] RAstciotiah cuged dloan tiexamuheicaiens

described, the w reless device 402 .can rti.cipate in a wreless .
communi cat | SRELyLPOT Breaf i hangliias PRe LubEHE it FokhiSpRgion s
Wi rel ess serstiteda@RBGTedot R8s DREwOd BOLEIAH $P afahRingGoREStROI Nt s,
such as access point 404 and/or restricted association access point
406. The act¥USHBFHts can provide broad area coverage, such as a
base stati ofgsgpl eMentibDgeiOBe 85 FigDl SIRGIAGE biele QML uNTAiShs system
| ocal i zed or specific coverage, such as a fentocell configured in a
resi dence, 699 wherepisiricipn godey esuks previded toadentibsisetribied assTeiation acedsess
devi ¢ e 402 fanP %E Wifglegse%elvicreﬁﬁfl a%gt%s!; g&nﬁmn&&&%s@ﬁ&&fﬁs&?&h{% AocclP
descri bed, en comng 1nto range o new access poi nt, such as
restricted psisoélitatanbnadecessiopdemtocdldtnahild dotite, of poraogthehf, [h&ne

example, wireless device 402 can transmit information to an access point 404 and/or
restricted association access point 406 over a reverse link or uplink channel; further
wireless device 402 can receive information from access point 404 or restricted
association access point 406 over a forward link or downlink channel. Moreover,
system 400 can be a MIMO system. Also, the components and functionalities shown
and described below in the wireless device 402 can be present in the access point 404
and/or restricted association access point 406 as well and vice versa, in one example; the
configuration depicted excludes these components for ease of explanation,

[0050] Wireless device 402 includes a cell reselector 408 that can measure cell

parameters, as described, and reselect a cell for receiving wireless communication



a current access point 404. This can be determ ned by eval uating
paranmeters relating to the access points 404 and 406 such that the
determ nation can be based on nultiple paraneters (not just signal
strength, WORVRQEMI ). In this regard, the wrel ess dE¢TAE2048083465
supports seaml ess conmuni cati ons while traveling throughout the

wi rel ess network. [0053] According to an 7exarrpl e, the wirel ess device
402 can be communi cating wth access p0| nt 404 to receive wreless
conmmuni cat i be
e B N
det er m ne whenssqwirt relasétotbe raseledted eqblpa optrictioecdds remivier hllkthittven receive

i rel [ | e,
thewi 7 of osBretbirrBh b s S leS AER ool B sy Y AVl ARG

si gnal qual b:trymmhamolﬁstwhadcassmba/ada@s@mms dnlemdied gonp Reheitrasawessify
poi nt 404 experien g a degradation in its signal qual.it In this
regard, the® AL R R FElalp Ao i s CORIPRDE B he Toselected

paraneters aiintRdikst e afz:ehﬁe%u@fp@s@dbﬂsuwzﬁ@thamn @@tamﬁtﬂ?ere%mééh@ﬁ whthe
current access point 404 falls fromthe top of the ranked list, in
one exanpl ethetrpislopied apassspatety e envsoamplgnthb edictesgdevicerddg eprebe i on to
the top ran T

access poi ntgﬁﬂ%g@g%ﬁ%gﬁ f &Fess%ngqtirt?g%&?ﬁc %‘?e%?t&ﬁ&ﬂ:ﬁlcal%%gls?ﬁ}f: gca"’"

t hr oughput , oeardhieorir artverct aka@khzmhtormlcstmns; andviao e vpioanged thy rastiietedccess

point, identifi.cation of cce 0 a_ho ccess.,point.
(provi di ng &88YPAE&CHP P?lflﬂg)éa %ﬁg%egﬁﬁ?grthf P?’éfere%@fi‘”ce 4@% can} gt
exanpl e, a el lesdlekioh aotht eestriviedragsictatioh edtcas®atisasi on access poi nt
406 can out r@ nk the cur rent, cell related to the access point 404. The
access |ist [W8ht r ol | ethesesfrietghasseciptiopspesgereifit lcrvipRssie PN
restricted ?e%ﬁ@b@ k&&'v%l@‘%&aﬁ@e%e%k Deqt@8 for QnRBtiASSOMidh&S: §68WRe or
identifier, listed in a list of accessible access points and/or
groups nai nﬂ@i%‘é@efbﬁﬁ deviecsa g eesgtipn syaluagntd2d thag eanadeterming coper mresnpl e,
verifying t i of
access poi n%@tr?ﬁ&?ssr%la%g t@‘ﬁhe%g%lésgdé\h&ts a&c%gs r%l’ﬂ p@t&%ﬁ%@ﬁ@%ﬁ%@h %/éeélesl%fl ed
as its accepsint @@mda@mheqtmhedlu\ahees@amietm thetsdan itrahseait a&sp):msatol tbdﬂ

access point_ 406.can be veri nc e, list

Festr ot od SUBRIS O LomR g §rriioBE SR il g P rRied rsyectn

wi rel ess dewl@el ¥Q2cReing théatduadt@l dshRidieK hcRECHRESH 4001 Mhe tebtrictich fBkad
list for ceII resel ectjion; in_one exanple, the next ranked access

poi nt can b¥&¥ l3ip b 1ag Pitglsts ‘?Htcéé’gmﬁép?ﬁth%ﬂd O fCRese HigtreytHgedwspeqigion
device 402 ¢&a\8Rufabk, ik @ﬁ@é}&ﬁ'{p!eorln ahfRa=kdihple nﬁ%\éf?fctioﬁ Benfaf 4bd 94n6d
associ ati on access poi nt 6, rel at ed roup identifier, I1sin

| i st mai nt aieiednipgw ﬁéera@%@@@nﬁ reg@rdmmr@\o ihgpigndling, qiaﬁ@ac@gﬁsn@gw@twn 19
requestor 410y &%@r&&%ﬁﬁ@% %%%?e%s's ‘an geséoﬁb"ﬂté DERE NS cécﬂ: &RConvey such
restricted associ ati ccess 4 onnec requesY
receiver 41&stmnomsenlewwr@ thémfmebsgmtceﬂﬁl toaﬂmzedteumﬁomioabﬂl paformirtg and
can determ neiﬁ?mhet heé grant 1t he request. The restriction eval uator
420 can det SFHTHENATEDH FO FEEfctions exist related to communicating

with the w [gisess devie®rdfi2to dresinpleldsQasricad) thewblabRdeiisedhased at
| east in part on an access provider. of the wirel ess device 402, one

or more proPyteipae élh?)HHF?&%FOHW‘%%U%%Séfﬁté@stfad%l\‘ﬂg@émk{@’éhe elemeendc cesss

control ( m@:e@ﬁ%&@?&es@ EerPleD8eceW fFdh 68Sordet ARp AR ab&@@ﬁdiﬁﬂs %rut?h as

and/ or substantially any conmmuni cation paranet er s related to the

wirel ess de@écess mpop 404 pndderdistiiged assediation@rieshpointohdhd etasssiofgsican

based at le r t, [ n strl cted

based at_ On&;oglcagggo% chea My GHRL Lichlas SRGG Jdk%ﬁ%@em@{t o bERRL] CLed

poi nt 406 canciodslst arfdxormwe wcalived er mbu[ilceomafgeca&hhhafenab@litoanﬁmei ve

or to be de{lnl f 1%31 gn%gs%ﬁgg t())u dgn%, :[acpn%e re?cs tgsldggc?fgec? S’P}%Cvlvi%lésg e\?igé: A?OSZ can
perform cell reselection among the access points, as described, when coming into range

of a new access point, such as restricted association access point 406 and out of range of



[0056] If restrictions do exist and the restricted associ ati on access
point 406 is unsuitable for connection establishment with the

W rel ess device 402, however, the restriction evaluator 420 can
det er m ne YMORYOF49%Y | on code rel ated to a reason for tRETHUSZA08/PESHGS0N,
as described. The connection request responder 422 can subsequently
include the restriction code in responsg to t he connection

est abl i shnent request. The restriction code receiver 412 can
determne t d

Fecel ved over s e o T o b e A Pt e S Bt o
request contlecciesnpastsdbd pxhdorsuch fhar theﬂaﬁqnmeatlotnh:en b@b&sm’i ot imnitipbode
recei ver ca e the restriction re

si gnal i ng, arqglggasgpg&; ust Slgnal y reré%tﬁoflﬂr Y ;eg nq@ﬁ\ﬁ%éa% lﬁ‘ge%‘i?g?eess
devi ce 402. 401 sapbexwmﬁﬂas@mrmnummﬂﬁns ﬂﬁile:@ztxesng thedughhie (v wetless
device 402 i s unauthorized to establish connection with the
restricted 35¥88-ati on access point 406, the access list controller
414 can rempua3f he regtdotfherd ﬁ%&%{)i@tﬁ@ﬂf:t@%gse&%w@%f%aﬂ%@onﬁwé&hné‘
related group identifier, fromthe Tist hus, the wirel ess device
402 can ski PURECHERAING40¢ delroseive witaleroromepedenson sirvices O wirsisodevice
simlar accggs aggés@ﬁﬁedaéﬁl%' rﬂ&b% M‘fdttﬁ'e (?ellrrgge?etcﬁ)g 488 ?#xpevaﬁlgte%{flpgu uent
cell reselecti’on attenpfs conserving resources on i ce
402 by mti gtdtsmgctbmzhcewhumuﬂec&cie@norestaaﬂnbpmmmnonamueah@tzsclcﬂ;st isto
be appreciated that.sone. Iii iction c des _can resu i.n no?tiﬁi'r.e i ng
the access POIMPAHED b%’wg? g%dﬁ’ 68N qrfef{‘%ﬁlp TS 8“[156&” i 'ned

by the acc eﬁﬁ)vés iftranp@ 0F 610hdceds. pofr® imBrsAinp kgnali ualith €k &F tnhiil6 irloRh oGO

i ndi cates t strlcte assocj atj on access point 406 is tenporarl y
| acki ng res S cqpepistancesoREt 494 BTPESIcaA degrdetion In s sigea Laalipl &
though, rec ﬁh%‘e@&d SHE Bl CROS& 1608 'E:§I§ﬂﬂklbuferkuﬁfoﬁdcﬁﬁ?gdceﬂ%‘ﬁﬂe'teré)indtr% < the
access point fromthe Iist. For exanple, after a peri od

access poi neelbagcayding & the pagmeisrs: Vhqn the cusyent prseapong 404 faﬂs from the top
controller i X

the 11 st mm ofsT aade by Tisae sRuBE HRTrES AP RYaY pat P e BEBOR €,
by a currenﬂwam@e&bxbmcm$pamd/or one or nore conponents of a wireless

commnicatl stem ferrl to.Figs. 5-7, t hodql ogi es.
relating to J8 ﬁy reseTkLec 656#%3*8" é%]‘%inzr?r}]fgacgﬁﬁ’?’fl@tbla g%‘ﬁ% 08 pretrics
rej ecting ceuhessigail qesutgnhmgmtanafbt RIS, DAL Slsd bdruisdsasaghd Bt €,

for purposes of sinp ICth pl anat i on, the net hodol o&res are
shown and dBSEH IS igenic fé}nﬁ& COTCCes PRint 32 hame a5cess PoRE@FSIdBE and
appr eci at eddéé‘l@ﬁle%hﬁng"@ﬁéﬂ:@ﬁ Qh@O @8 1iRE)EeP Oin drleBihiBfle ] bayceﬁﬂ}aaea 48fhe OF
acts, as sone acts may, in accordance wth one or nore enbodi nents,
occur in di qu‘é#céqﬁlt&SW@éﬁ%awﬁ@/P@rm6%@@&0@1&%}{ e wiurént otlhestatesicp ghef acogss
t hat shovvn S |

art will 9’5 ‘ﬁgn dg%%gs& gé():rﬁrg lgpilh%ﬁggie%%ﬁggptﬁ%e%h}nng F‘tﬁhé l%StrlC%d
alternati vehgﬁocbamn@pcas gmn%D@sral&smcmai gﬂ)up mez&rfrealmhaeﬂ iatadisesl or
events, such as.in a st di,agr am l\/br ot all.jllus d
Sete iy be < aniHs ey mafE fovks it gl foseusdistsontinie At o
one or nor eomréa@dvpmemrafymg%&&baéupamﬂg}&a tHe 1§t cdn, bedbafRt FAQAOhOENACHRH
that facili tate cel | resel ection in wre|less communications is

di spl ayed. PRMSHY ex&uplpoubres Hgienmsnenacip b ypaided 45 iigecesisnet one or

nor e par anetgf ol iREas HeRak el as@&;ﬂr%ﬁ%de@s%hmt%@ c&@ﬁ@&@?ﬁﬁ%ﬂ $rcan
relate to comruni cation nmetrics, such as signal strength roughput,

etc. and/ or Pi§pRicen thphg. Athe roswieted agsonisfigercseisoaint 46 ismotis thglitdbess
poi nt i dent it Jef%ﬁsdg?g:?ﬁ%@gf dpglﬁ{aaae m&gw §C%Ess Wi ﬁgmotfhé elg i frrecle ted

access provi ers can r e o the

cell being msciwti;badinbyyle axdmnme tl&&:mﬁ&nb@i a@tess Wb Cdpnphic o dmﬁmba@peidt

billing as pg&{ Sich B5%E gh%'wcz)l% css 3&%%‘4%3 cg'c{sess ge?l%‘gsselecta}grg for the like. The
[0055] If, however, the restricted association access point 406, or related group

identifier, is in the list maintained by the access list controller 414, the connection



21 [0059] At 506, it can be determ ned whether the highest ranked cel
is that currently utilized. Such a determ nation can be utilized to
ensure connection with an optimal access point. |If the highest ranked
cell is tHEOWPH6% rently utilized to receive wrel es®CT/US2008/083465
comuni cations, the method proceeds back to step 502 to again neasure
surrounding cells. This can be based on@ timer, in one exanple, as
to not flood the network with cell neasurenents or spend resources by

t tl i i : - | i.s..not the
constantly Pé_‘%li%étﬁr'fﬁg C%I?éqgegt J%oglgeéﬂ‘gg}eﬁ@tr)lgggﬁ@&%ﬂ Apk&Hic alssdcfmag

currently utilized cell, , ection can be pertonned,

as descri bedcdssansim 406.0Thegahention r¢nmediirgghist 4 iamk egteivelthe requiesti for t o be
appreci ated,. | e t nce e ection ks complete, the
L0 bRy esﬁé%eﬁt andh:%ﬁ d%e%lgniwﬁ%herﬁ% gragb e {eélug%n ?fl?_l e

nmet hod, i n ohe exanple,” can procee C s
measuring swstriotiodeviduate|4P8 carldetataser st rdshixtiancass rqiatddos can be

base stations, fentocells, ancUor the |jke. [0060] Turnjng to Fig. 6,
T st r at ed TAmSERURRGHA 5§ T660 e 4R« BRQoBs A mined bl
est abl i Sheasth bht OMEn KlcedIPEEiRESLHS WARIAS Sevidt A2 W@ §%e protocols
comuni cations network. At 602, an identifier can be received for an

access poi nBUPRABFDPY Be giiksipps deicridd. meriz eqcess copieolieMDiatlilepy @pothean be
received, f %re%&a&@kc@ﬁ(ﬁi (tjfeh A r§, aﬁg/lol' sﬁFﬁﬁt‘[‘&{lﬁregﬁ?éorg&ﬂﬁiﬁétﬁ)eigﬂra%ltér%e

resel ecti on, as descr[be . Alternatively, entifrer can
recei ved byraattbiovhswireless dgaict AQR. t Inaddidiorssstpaions candic ds@4minicd besad abe

det er m ned t.her the identifder is kn a list of.accessible S
i e or oA Sl bk 8 ShcclAckhod B 1l p@pieltlan ot PR SR Dol 30E °FS:
poi nt can betage, 2o ofcrgiodvfthe adtdsstgoint 0O g idanify ehadrandro nRBIEBEices

access providers and/.or th% |ike, By determ ning. whet her the access
point or gr Hl?bafieé" FeReiy e tpibg denipdacgts Odhe e agsegiatiomsecess pomt

preventing agh ! rhes@tREbLACKIAIhEERNSctioR rERRltbpbRtr T5ORIALiILAHN access
poi nts, and/or related groups of such access points, to which access

i s unaut hor Pyceepsiyl opgestam esblishimeptinneceanasrtionasttdishadde dessd oo t he
access poin i i if )
T the |1 st oy @RT el QRBH ABREE R M, RSP Lo
f or bi dden acwesscopmplatieds and/ or groups can be nmintai ned, as

descri bed, | i ch se. access can be.reguested based on abs . of
CheC tontt ¢ 1Bl O BREURAEE S GRL b SR el B AP AOR i
an i ndi vi duahsuitaisie @ireuimectd@ndstdblisiment tvith $het wirdless ApHceqi2ahededichaie one
or the other, bath, or neibher of the identifiers. can be in the |ist.

At 608, a rESTIPRE PEPABdE0 eI P ieHRI A BRF Fedio ddskopdintie i n

response t ordshRtbLAYBSribQ RRBSFL] M reqiQF reSANR 22 hDQIRGRESH, POI Nt

can deny a connection request specifying a restriction code to

i ndi cate a el therpstrigtion cods maespgnse tsitpsenuasken exabllisimend redyestt Zhen

based at | eagfictifh Ditelre @bl HE; Litilehfifnk A £QAGIAALHEfoh I €.

22 [0062]Turn|hﬁ t&ﬁ%ia. ?, ﬁi%ﬁstfﬁteg I's - a n%&hogo?%gytV%éQEE%t

attenpts which can be received over the air and/or over a backhaul connection utilized to request
connection establishment. For example, the restriction code receiver can determine the
restriction related to providing signaling, data access, registration, and/or service to the
wireless device 402. If the restriction code indicates that the wireless device 402 is
unauthorized to establish connection with the restricted association access point 406, the
access list controller 414 can remove the restricted association access point 406, and/or
a related group identifier, from the list. Thus, the wireless device 402 can skip the
restricted association access point 406, and/or similar access points associated with a
related group, in subsequent cell reselection attempts conserving resources on the
wireless device 402 by mitigating failed connection establishment attempts. It is to be

appreciated that some restriction codes can result in not removing the access point 406



connection establishment with one or nore access points in a wireless
comuni cati ons network. At 702, an access point and/or rel ated access
point group is identified. This can be based at least in part on a
recei ved oFOae8¢¥thed identifier, for exanple. At 704 PCESISHEIBHI36H
establ i shment can be requested with the access point. This can be
perforned as part of a cell reselectiomgprocess as described herein.
At 706, a rejection can be received in fesponse to the request for
connection gsLabh i RATEN From e [ GhARRIRD L B L QDL SEnfbll B eChh AR |
code, as desc%i bié_cf_%sﬁpr afomAt 71%8, the ?dgnt iaglgég%)lr eﬁrét?oeé 'tocrrteﬁerhl%l’1f
access poi nthegestyetpnpodamdisetes thawsstittdd asnciationpeness poat 406 ¢ temporarily
accessi ble ac o] nt nd/ ar. .groups.. .Eor.~exanpl e, conpection . .
ot abi i shreptaneRae SRty Moo hMS Spalicioer BROB: SumbBh Bk Bheivins
the identif sgh dodesddag rdsuliin a ilibdrentoepilitiactdse pb@efibinfthelist f F@rexkhgle,
l'ist can preglude further connection establishment reguests with the
access poi nfLergyPege aff_ﬂaeaé %%ccﬁ%ipﬁtn_éc%wﬁ-@di 9&?&@5}6@6&06&88 list
identifier. cbQ0081 414 dMceldeiiel FRABESECH A RApSARL  Tnblle BEGHIARAR: W th one
or nore aspects described herein, inferences can be nade regarding
nmany aspect §aitaingd by the seceasdist enntrodercH 4880 hewrslated by atiaepaceaepaints
ranki ng the,cell ¢ I &Efﬁ ddi ti onal

par ameters),a1 (glr)ld&ees)eﬁ%gég%e togslggégg%‘?gg?{g‘r%ése éléctgﬁg[ﬁl@(’stseﬁléh as when to
perform the [#83EI ect | Referrmpdo FigasS-AeschododugicsAslatireed chigreselnctionfaedt er m

to "infer" or."inference" refers generall.y t he process of .
Feason ng. aBBiEESFRPErsadk nGE e B8 GhRelitn b B AR Rapustrorea.
and/ or user Whiknfoa paigbseof sibpticivadl aplnamnClp ntiedodbas 8¢ ehdwen ad/ or
data. Inference can be enpl o%e,d, to ide(gti fy a speci_fivg context or
action, or OSiBRAsASCEeSLIBFSHASI Pt Yrdsrsiqadiang epipcigoethactiat es, for
exanpl e. The,kiRkEIERE Sre@dNiRRedb BBl det St defs; b\Rnel adts midYCinGRIRERE LWR
of a probability distribution over states of interest ased on a
consi der at i 8¢ @fmefacabaditncatpercyr injdiffesens pedercand/os bersuretitbrwitlpother acts
t echni ques I j - I r t of
events and/ g@mdtg%&gsgo 18(%%(& n ergﬁgreemr'ggﬁ %Jﬁ?{ﬁ t?ﬁg%?gﬁdslﬂlrtgﬁr?‘gﬁlaof new
events or aoctdesisndfandrppresiate tivf a odeduiedy emdhtlsraamttiyrbe s¢oesedicduent
data, whether.or .not ?Qe g\éents are c%rrel atted i.n cl olgﬁ te orah
proxi mty, SAF RhBERE SRS AR B ireligertin HiREosst W dlr al
event and dahatrsedis@esay boireqiieedens amplement AYh&h@RIRS if afvoadddid withahd or
be made in deterninjn aranmeters of cells during neasurenent based
at |east in"95F PRI vi ng further information fromone or nore
mobi | e devi ggeg) [ 00641k 1@ Figs 53 mbthbdbiddy2000M: BlciifatBPRI EsHeMHF
800 that facilitates utilizing restriction codes received in

connect i on &dkeht sopkpeneationt edprived Aetdr virieanding exdls arcxBeasaiedtas f or
cel | resel eﬁ&ﬂ:&ﬁpe Wtirln??rgﬁyljaﬁlgteﬁqgla&8%étg.eis @esrcﬁﬁéed e %%te&{l&%
receives a signal from Tof iInstance, a recelive antenna fno shown) ,
perforns typilgato @otrignsition nfediag, sucl ad dgnbstreanthl ihtduebputdonnadovercdts,
etc.) the recei v(%d[ si gnal. atnd di gf’bti zes the c%@di tfj oned Si .%nlﬁl to
obtai n sanplPLe AEIBAROPSERBHNS, SR AT 408753 PARKGI G Bggudetidietc an
denodul at e gacRbyErral) Bbehad 8itdssrOMid et NRMdEBIoA, thE PAAE&EN BPRIHO
channel estimatjon. Processor 806 can be a processor dedicated to
anal yzi ng i #wrehﬁﬁ% ﬁrorvy@tsﬁsﬁw&ow AL LSETRQ By Wgwh PEYYEICS entyaerd illing g

i nformati on,§REesLaRDMISSvRR oP¥peddd BANSIThE Y. BlkGar OGRS rehf2q)
controls one or nore conponents of nobile device 800, and/or a
processor t REbetHItiystaresis yo Berepserconsidarpiom ofdesirablschepsps peinisi(snsh agohome
gener ates i : . $S1.0OF E ] .816,

dont 1 ol 5 ond- e Ry LOEuAD AR Skl U HEARSIOE Y im0
devi ce 800 tmrsuaowhdirigort$ tan teonamked seconingtoth80@emtiadd Hasanappes.aThevel y

coupled to par %eg%gr? {nd§c91t6e a%%gdér %? Eies?rglﬂe %éi%r{"raorrq \%Ell%h‘;[(? reggvé erare es[? tted,

communication services.



[0066] 1t will be appreciated that the data store (e.g., nenory 808)
described herein can be either volatile nmenory or nonvol atile nenory,
or can include both volatile and nonvol atile nenory. By way of

i |1 ustrat Yh200%AH#%Hot |initati on, nonvol atile nmenory cBAETURWNRERE4Sead
only menory (ROV), progranmable ROM (PROM, electrically programrabl e
ROM (EPROV), electrically erasabl e PROM;(EEPROM, or flash nenory.

Vol atil e nmenory can include random access nenory (RAM, which acts as

external cagjpgo) rrermryAt@g M"@éﬁl%d&érfnﬁé&%%lh@ﬁth@%??%a&klﬁ{kél E'th%P RAM

is available in man orms such as synchronous ynam C
RAM ( DRAM) , © mdhub%@ds SDRAMIqS DR C@i‘d&ﬂﬂtélzdfhtoesnslat €O1BDRIM W

SDRAM), enh E rect
Ranbus RAM %@Wl&mﬁfw ggﬁsg}%%pci lFJ?‘oRA % uréené el\l{IE rrl%slz%q& 1rergﬁe;']tvﬁods
is int endedwimlempﬁmmmimd; ﬂﬁuﬁetlhﬁﬂlpilq:ebdismahbtb dtep Sazhas@mﬁﬂﬁasalw

ot her suitable t%{g lgfgﬁermré. £0$67 Processor 806 can furfher be
oper at i vel ySEEUPHed ¢ 1S8R 28 basedl gf 2 BEIE AR PRETXEBDES: g noLiepd the

mai ntain a héebriolitPeSiensdsileMes 6L§nPRisirses HToHRSRK MQGuridohRe bdlI§!
24 can conprise identifiers for restricted asSociati On access points

ancUor gr ouldhg pkastignkedesell ipnot the qupertlyy wligedicellaaic¥8sceiapsslestiothenn bgr e
not of ar egérfdr&&@qs mgfs&@ﬁerém { y&aeﬂ%ﬁéimggést B RORY! ﬁt@gk'q Q0 the

list, in one exanple dit'i onal e access st contr er 810
can be consgimrendhtedyin mephgthatamesmsctlgctian rifecsirmpl@e gk msthodiimbion
access poi ng. merl\é can.en % ULe; p 5 cong | e adeV| ce 800 doeil gt
expend resolr Ces I equest KIRIR APt S PP B TR RPN g i €15

poi nts for Mbnﬂsedaﬁascameedpc@mts b Bedmbe staions, famtdaelmsm@{thé k¢ he nobile
devi ce 800 addi ti Ero sggﬁ 806, .and/ recelver 802, can

further Blﬂg?]ati vel n&IB ustiaied {5 4 et 89110 BRI that @ficrapts g 12

that can 0bE&in@ctﬁ)nregt%lﬁéhﬁfeh%ﬂp&@%r'rﬁbré ERBRTMt B o FIHUES bhRBunications
connecti on establ i shnent with one or nore access points. [0068]Based

at | east i ngypek o G0Renddebifict ¢fa basessived forgn agesss puint and/ogg grogp related
renove_the %%Fe?ossﬂ{%% i t@ﬁg/cgﬁ bérd deglad, eg SEAHR. &4 m@td'cfan Sensul &RdR 1 tS

list. This can preclu m)bl e device requesting

connecti on potel ﬁn Gﬁ&imﬂecmlt las tietsen‘mdc e“dwrrgauwiy, tbe 1cktmrlﬁse(s) cantﬁeeecsami
group so lo entl ier _is from
Phe Tist can plouc St florts oty RORO4 HE% b forpithesy RO oo
exanpl e, t helreﬁuﬁmﬁslba lisesftaceastibRucenslpsints bagroufyl b édseridMihes, in one
temporary | ack of authorization to establish connection with the

access poi nfXaMpbilieothsy PUBE WHHCIONE 19 2 $QPR-1FEH the o @B gelafe fRyeImaebr
814 and tr apeBisth&idBddidiatke KIQS %Cdekefﬁhﬂngmﬂah&tt& @e&s bsﬁﬂéﬂgréup is in

signals to, for instance, a base station, another nobil devitce, etc.
Al t hough de%lie disleEpsa cesen e sesaved by Prevnting eelpresdieation ﬂﬁms td restrigted o

be appr eci aés(gg%amt .%at %@ﬁge&a/olr %%%te(?%}éso{%ﬁsﬁéh &Jgggi bR '&ﬁlwgccgﬁgqf

recei ver 81 ul at or can
t he processwrauB®@6zask nul tipl e processors (not shown). [0069] Fig. 91is

an illustr a[d(}gﬂ of a gty&%emzo%ggctfoplacgn & i%lqlllésEe%ttg §1e agcee%é pt}{ntqglsed at least in
part on presence of the identifier(s) in the list. It is to be appreciated that, alternatively,
a list of forbidden access points and/or groups can be maintained, as described, in which
case access can be requested based on absence of the identifier(s) in the list. In
addition, an access point can have an individual and group identifier. It is to be
appreciated that one or the other, both, or neither of the identifiers can be in the list. At
608, a restriction code can be received from the access point in response to the request
for connection. For example, the access point can deny a connection request specifying
a restriction code to indicate a reason for the rejection, Subsequent action can be taken

based at least in part on the restriction code value, for example.



restricted association identifier in wireless comunication
connection establishment requests. The system 900 conprises a base
station 902 (e.g., access point, fentocell, ...) with a receiver 910
that receiWRI0BPHAM (s) from one or nore nobile devi ceBCOHE20HPEFHZh a
plurality of receive antennas 906, and a transmtter 924 that
transmts to the one or nore nobile devjces 904 through a transmt
antenna 908. Receiver 910 can receive information fromreceive

ant ennas 90 i's OpghALl l.at i Q%;dﬁjm I 912

t hat denodu a()? g}; recei Ve@kﬂf@ggﬁ%@%ﬁ%\%@% syng%{lag&g tg

anal yzed bycennpetowesigblisherat witmonccamadye agiess loants ing wineless comewigisations
descri bed abagve w e Flg.,8,. and which.is coupl.ed. .
rorory 016 PRPS g ko ol iR SB Be B B s
(e.qg., pil otdnistlassini leastridhat on Ateeived endersiied d¢Hnkifierd &draxdraplbe At 704,
transmtted to or recgi. ed from nobil e, device se) 904 éﬁ% a isgrgqrat
base st ati ofNHOHO" SBOUKBIAY 51 O ALHUGHELA YN HEREFSSSRATTA IS G2ROE PRERITS
related to RepdOIM R résBRCVEN frostss ACeb@ed 88Ein{ WIGhE ANSjes®In &aRBEN
herein. Processor 914 is further coupled to a restriction eval uator
918 that caffcasedmFrmenssie therequssicor expestionicsalisharat die raedicress by
the mobi| e doybaeEsibnBe 8 AGRHBIGHON 490E BPRCHIALLRAER Rt
can determ ne restriction édode based ‘on the determ ned

restricti onscccfsQO0pAgop dimige emowdl feora rpheaataintrblid af eccstsitlé anc®PRintsan

receive a conpection request.fromane or. more of the nobil.e device(s)
004, The r ol B EGEERbls “OPsADG «nlBbhn ten biEe BPR il S ESES
restricti onbage@bapgerce ofMbbideatiflenih ee(ls). D04, eoonag theiderdtidict fiom oiasiest
station 902. The base station 902 have restrjcted associ ati on,
for exanpl o cappiagluds i comraien et SIS TG AESSTS RS AT P8t d
or deni ed ag&R&SHoifs hdien @dngﬁgﬁlpﬁe&g?ﬁ_ In this regard, the
restriction evaluator 918 can determ ne such denial, for exanple. The
restricti on(l83k specltPilbbe oprecides hatn@rageadance sdthone pf BATCESRRStS
related to " ] [ I { CLd ode
can be trang%‘l%!tlgegfc}% Eﬁgﬁ'? ereﬂ?)%ic eb%gl\%?%gg%)ﬁ&gé%&nf %E}%ﬁﬁﬁzg{”e'%géh%ggg’on
for the denbaih.asTikesirak ttewsranerspmking e vélsaterdiag & the ptraketefsurtdiar

actioninre nse to the restrictio ode,, as, descri bed herein.
According + SARLaleSS) BT Heb iR SRy PR G AR R Bt
deni al and/ afe rekction kicOns dedabed yAOused Wérsig, the einah aseerobr ‘Shidtched”
data store % ot sho . .The uerfy can_be gene,rgl .and/ or Sﬁ%q(»:i fically
related to {HesgoLTHR REARFRERCE) ofgemoning A0 ghisfearingiptetRthpistem,

al t hough dephicReheAS aiRRPdMBeiSBRRL i bhRMatibS RIOGERA My Sifks ahd/od dutd O

be appreciated that the restriction evaluator 918, restriction code
speci fi er 9Xdercaesragn bt employod e identidly dipepdigePBtexior 9ctpneerrcap @epraate aof

t he process A OF: ' C net . : T1s PEp
shons. an exarasr oty isfTildohiB e Bl Q7 87 S0l Phe MREHEEcop Wbl o e
conmuni cat i onthsygsnputati@OE adephabtlgy dneibbaseo et sticonf 1@ it bascdd ane

nobi | e device 1050 fo ake, of brevity. However. it js to be

nppreci at ed oTHErgR PEATE BT e Mitebtia S e R SoH s Pl g
and/ or nor e cépasingteghEpive Eevide o a Wh ef Gictits aadlbt dagh Huch aFeresdcatiu®ps
and/ or nobil e devices. can be substantially simlar or different from
exanpl e bas®& G SPISBHCULH G NEW §VHELIT astiensTaERe 19 8HokreaeEd Prae and{osworedn

addi tion, itydn$dite MRIRPEF &AL KEnd BRlcoRam@d abéeqanﬁ&&%raﬂ%@r and
nobi | e devi ce 1050 can enploy the systens (Figs. 1-4 and 8-9) "and/or

met hods ( Fi géethsr thy evpatiantigei chee dioin ang o several eeantand dagd soyrees. In one
comuni cat i gp, %ﬁﬁe}%ﬁée‘ﬁ%{' ad(iitgo(?lz{ﬁ;’ o mBESH RleRhindlE phlhBterd bALAIL Gu SRt @

for a nunber gﬁlﬁ ata streans |
measurement based at least in part on receiving further information from one or more

mobile devices.
[0064] Fig. 8 is an illustration of a mobile device 800 that facilitates utilizing

restriction codes received i connection establishment attempts to determine access



provided froma data source 1012 to a transmt (TX) data processor
1014. According to 26 an exanple, each data stream can be
transmtted over a respectl ve antenna. TX data processor 1014
formats, CYYMIOHAW interleaves the traffic data streaRCHHEWES/HR46A
parti cuI ar coding schene selected for that data streamto provide
coded data. [0073] The coded data for eagh data stream can be

mul tiplexed with pilot data using orthogonal frequency di vi si on

mul ti pl exi n&ﬁt@f%ﬂ@&@ﬂ@ﬁcﬁu%obléqg{/ﬁcé QMCJHYprQ E&{fﬁg%ﬁ}\’tﬁ Yeceithdle:

pi l ot symbo can frequency division nultlp
di vi si on w$1gmqéf®mﬂ>roﬂwe agecetoatedhy (not mwrmmlpterfpdm@pice(l@mons ofihe

pilot data { EAw Ol%lrsc% ¥rid g(gx%}/r.wtgnm 1ﬁt9?%1%?éc%1v%(§]_%%6&l Sanld ) te;f”?&t din a

known nmanne can be US évi ce 1o e
channel respangnedbignaitd ébitgh exeplepi Rativargi2cat eshnsiaka deabddaohgdat a

stream can be nodul ated (e.g., s ol ma d) based on a particul ar
modul at i on g@ﬁ%@ﬁgi% 5‘3‘?“? (“Eﬁeg(ﬁfi §y‘%@%@d§’ﬁ$‘g& @g}.tﬁgpfqgﬁﬁgkljé) cdeadiraisr e
phase- shi f t edtienatingl é@é@r,so%&h@@@ 1®Bdshdr de@hiBPto(MupSKY infHeRAr at ur c

anpl i tude nodul ation etc.) selected for that data streamto
provi de nmodifearehiy @Wﬁ&f‘él 82 dth@r geacTatipginEormating ey transrdssiemdiy ddtangmitienr

each data sgf@a@&@g}op& L& ‘318 4?% Yre! cH@[ﬁgﬁéﬁ{s &%ﬁg&%&&%ﬂ fjors

provi ded by processor ation sy for’
streans canplbecsmrdh&tdtedh am@lyacsmfommmnpmwé by rectBFROI02\pénchatasan

further prog dul at i.on _synhol ., for OF . IX MM
processor 1 L fonPrdwna%béo %%‘Bxﬁftt;éf ?gfi‘lgg‘glﬁ%lgrplssofl%%wgret%’nﬂ?nemb
transm ttersfrﬁa'lwﬂ%l)evﬂ:@m(a t hrough 1022t. In various enbodi ments, TX
M MO pr oces 1020 or m ghts to the synbols of t he
data StreantOSs to ﬁgb%@éﬁﬁ% daﬁﬁoeﬂiwypwow O5hai s
transm tt edepdridéR]dsapiBd td RO&TRIr 886 adORe: daft 6Bte/RS: t@'l?)@ tﬂaﬁé?ﬁﬁéc? %éceﬁzed
respective synhol "'streamto provide one or nore anal og I gnal's,

further conditiitfRgmitiongelated fanvieflide channgly, et assesigtodyyes lytz@mmé
anal og sign |
7 anat S PoR AR g P AR o B Bl v

f r om t r ansnitetlie.sind 82Pathetuoelgh inf@BRtiomfoe cstimsaimgiatchahef Emdrmh:ﬂhumoatmg
antennas 1024%16 cqlanne!iJ hM]él%%%} 808 can Bad %wnaﬁy)étore protocols and/or algorithms

associated with estimating and/or utilizing a channel (e.g., performance based, capacity
based, efc.).

[0066] It will be appreciated that the data store (e.g., memory 808) described
herein can be either volatile memory or nonvolatile memory, or can include both
volatile and nonvolatile memory. By way of illustration, and not limitation, nonvolatile
memory can include read only memory (ROM), programmable ROM (PROM),
electrically programmable ROM (EPROM), electrically erasable PROM (EEPROM), or
flash memory. Volatile memory can include random access memory (RAM), which
acts as external cache memory. By way of illustration and not limitation, RAM is
available in many forms such as synchronous RAM (SRAM), dynamic RAM (DRAM),
synchronous DRAM (SDRAM), double data rate SDRAM (DDR SDRAM), enhanced
SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and direct Rambus RAM
(DRRAM). The memory 808 of the subject systems and methods is intended to
comprise, without being limited to, these and any other suitable types of memory.
[0067] Processor 806 can further be operatively coupled to an access list

controller 810 that can maintain a list of accessible access points. As described, the list



[ 0076] At nobil e device 1050, the transmtted nodul ated signals are
recei ved by NR antennas 1052a t hrough 1052r and the received signal
fromeach antenna 1052 is provided to a respective receiver (RCVR)
1054a t hr SVYRPOYOHAN, Each recei ver 1054 conditions (e. §CT/UBN$/RR3465
anplifies, and downconverts) a respective signal, digitizes the
conditioned signal to provide sanpl es, and further processes the
sanples to provide a corresponding "received" synbol stream 27

10077] An RX. Gl Eé’ﬁi@r%t?f?eﬁ:s PRI LA SRCHRLIYEaREE p%hf?&eﬁr%i%r%ﬂﬁp&‘?élated
recei ved synbol streans from NR receivers 1054 based on a particul ar

recei ver pr theewtssilndghis exghvd, egsesstpoingy el aleneypt 'ad@@rwqdeaﬁsocwmwpe need not

streams. R IR AIPLASIRORE i QR0 GRR DS LD AL FRY S B an

decode each rea o FéECOVer
t he data st beesmsulldddn prgneemg kagssy aRstikathagpoapa otesd @O0k, iThis can

conpl enmentary to,that forme X M MO rocessor 1020 and TX data
R eenor et Bl R R S0 et oD ren bl S es Sn g sabiEHon
peri odi cal | ysalgimnaitRemwbal paneeadieh BRb Gidtionti Orebfriclel ZBthasspdbtgs ties ed
above. Further, processor 90 can fornulate a reverse |ink nessage

conpri sing Eoktle device S0k ﬁ@ift%woa%wraﬁoﬁmm/w scgeenti sapdurtheyde 9] The
reverse lin %%P R £ 1'c &Xcﬁi}&&%&eﬁ Y682t Qhn bk g AR Adn code

regarding t ation or the received data stream The
reverse |ink me®sagte rc;anstbe Cpnme@s@@alihyhl‘ach)mtd@naoxﬁm@@sgm pdioss,

whi ch al so %g ves t {latgl lata for . ﬁ % U Cn?r (ST Jfoma
data source nmodut’a By rodul &t or 108 bbcc%’nd) Pone by
transmitter serddb4ie: etcbefs@ point airﬁlﬁ#ra relad gfdu@ﬂ&@itﬁt:@&oh&lt;khst. ortigsa
station 1Oll(grccludc the mobile device 800 from requesting connection establishment with the
access point or those in the same group so long as the identifier is absent from the list.
Removal from the list can be based at least in part on the restriction code. For example,
there can be restriction codes that indicate a more temporary lack of authorization to
establish connection with the access point. Mobile device 800 still further comprises a
modulator 814 and transmitter 816 that respectively modulate and transmit signals to,
for instance, a base station, another mobile device, etc. Although depicted as being
separate from the processor 806, it is to be appreciated that the access list controller 810,
restriction code receiver 812, demodulator 804, and/or modulator 814 can be part of the
processor 806 or multiple processors (not shown).
[0069] Fig. 9 is an illustration of a system 900 that facilitates specifying
restricted association identifier in wireless communication connection establishment
requests. The system 900 comprises a base station 902 (e.g., access point, femtocell,
...) with a receiver 910 that receives signal(s) from one or more mobile devices 9504
through a plurality of receive antennas 906, and a transmitter 924 that transmits to the
one or more mobile devices 904 through a transmit antenna 908. Receiver 910 can
receive information from receive antennas 906 and is operatively associated with a
demodulator 912 that demodulates received information. Demodulated symbols are
analyzed by a processor 914 that can be similar to the processor described above with
regard to Fig. 8, and which is coupled to a memory 916 that stores information related
to estimating a signal (e.g., pilot) strength and/or interference strength, data to be

transmitted to or received from mobile device(s) 904 (or a disparate base station (not



[ 00801At base station 1010, the nodul ated signals from nobile device
1050 are received by antennas 1024, conditioned by receivers 1022,
dermodul ated by a denmpdul ator 1040, and processed by a RX data
processor MO2BPFI¥t ract the reverse |ink message traRSHUBI0BHHORIYES
nobi | e devi ce 1050. Further, processor 1030 can process the extracted
nmessage to determ ne which precoding mafs i x to use for determning

t he beanforning wei ghts. [0081] Processors 1030 and 1070 can direct
(e.g., contgRkun)gael/eH a'ﬁ?roﬁyer SRABESnfofhAioh rAREH & AcPRrRing I?l?ﬁsx%n%ﬁ@e{c'ngﬁ's
1010 and nobi | e ‘devi ce 1050 respectively. Respective processors 1030
and 1070 cafndfaneivsssqt ferétharsinhPresersenP1f0shutheicboupted ta hegstrigtio @aluator
progr am codgy @tafiakem L A6e8301S 1A 0RAANAANT0.6A0 ) ROREA! BT,
conmputations to re uency se responseres

t he uplink 9WdHardowvwastiiction qoée;gmcﬂﬁnev%ﬂ@ﬁhat[o@ﬂﬂ&]:mmM srdsichen waldéaa&ﬂ(md

that the e nts.de | bed herein can be inplenented in hardware,
sof t war e, Pﬁ?%ﬁge mﬁ${8%ﬁé%gre m crocode, or any conbination

t hereof . Forooaohar dwes&otdiid @RRk&hHI6The b8 sRGEERSIal Jecde hTofRBLIGE
i mpl enent ed mnthln one or nore application %?ECIfIC i.nt egr at ed

circuits (AAee) fogoge camozs Qfiiba mgbflfd@g%% %%yebheﬁtkgn%lucg@rg%c&n
processi ng gaving or(efa'%%a res@fca&rsqmak@mo&% é&we Me&ﬁgﬁuﬁg

field progranmabl e &?te arrays (FPGAs), processor contr
m cr o- cont r bAsk étagon P2 rBsrbesesaion 902 etthkave edstistadmmsosiatin.ter ckesip @rﬂ@d

Lo per o M KAe{unGhi 00 APRBLILRTiRY Slnoflka B SAINLAALI AL St eof

[ 0083] When nents are
station 902. In this regard, the restriction evaluator 918 can determine such denial, for

example. The restriction code specifier 920 can generate a restriction code related to the
determined demnial. Subsequently, the restriction code can be transmitted to the mobile
device(s) 904 to indicate a reason for the denial. This allows the mobile device(s) 904
to take further action in response to the restriction code, as described herein. According
to an example, the restriction evaluator 918 can determine denial and/or restriction
codes by querying a database or similar data store (not shown). The query can be
general and/or specifically related to the mobile device(s) 904, for example.
Furthermore, although depicted as being separate from the processor 914, it is to be
appreciated that the restriction evaluator 918, restriction code specifier 920,
demodulator 912, and/or modulator 922 can be part of the processor 914 or multiple
processors (not shown).

10071] Fig. 10 shows an example wireless communication system 1000. The
wireless communication system 1000 depicts one base station 1010 and one mobile
device 1050 for sake of brevity. However, it is to be appreciated that system 1000 can
include more than one base station and/or more than one mobile device, wherein
additional base stations and/or mobile devices can be substantially similar or different
from example base station 1010 and mobile device 1050 described below. In addition,
it is to be appreciated that base station 1010 and/or mobile device 1050 can employ the
systems (Figs. 1-4 and 8-9) and/or methods (Figs. 5-7) described herein to facilitate
wireless communication there between,

[0072] At base station 1010, traffic data for a number of data streams is
provided from a data source 1012 to a transmit (TX) data processor 1014, According to



m ddl eware or m crocode, program code or code segnents, they can be
stored in a machi ne-readabl e nedium such as a storage conponent. A
code segnent can represent a procedure, a function, a subprogram a
program aVPauPis@30 a subroutine, a nodul e, a softwar e PEAISAYE083465
class, or any conbination of instructions, data structures, or
program statenments. A code segment can f¢ coupled to another code
segnent or a hardware circuit by passing and/or receiving

i nformationg, dafdle, LA RamRah %ﬁﬁﬁﬂted%vef@f@%%h@ﬂﬁﬁﬁﬁ STX data

| nf ormation, arguments, paraneters, data, etc be passed,

f or war ded, orm@ssamlélirﬂtfm@mtm sad«?g aadaynt@‘mambh@trafﬁadsta |Smﬁnubhsn¢10mrmr y
shari ng, rre Lan, etc.

[ 0084] For a ?@ %I/g(fogﬁlg%gl? n& gEeiBg%,%#%%tag g&%@ urégﬁ%é&gﬁg??f &d herein
can be i npl @mll ed wi The acﬂd@ﬂzesfc(rea@datqmu@mdmbesmurupmxéd @8 pﬂ@mﬁtaso

on) that perf.ormtihe cti on .descri r software.co
o0 bo st o Bk Akt G kel S R e O DM e Gatne. Nedidralte
unit can be aitérRAtRRBN IR il stymbelsfobﬁb@fr@@@ﬁ@%w@foneﬁﬁﬂ%&@d (FOM)¥Ene

processor, in which case it can be comunicativel %/Ccou Ied to the

process or v iy isiery puitiglenebiddM or godenliirion muttipiexgd {COMY0Eh nilpt dtAds t o
Fig. 11, lt)gﬁéaﬁﬂtaﬁgoxlvﬁ d&a V\?Mﬁe&ﬁ{ﬂa@é ?9}&&@& il EERWAERa dﬁ@lsatnd' <& hOfk.gQdes
cohnect | on one o

in atterrpt|n more restricted assocr ati on
access poi nn@bllwg\nm%mmcmtq@smrmmrm nTlze alsiplesedypilooand coded data

fentocel | e v, e 0 nst angs

1100 i ncl udes Jl:.lhn((i: |%%r$§1% ch lﬁ{efi (¢ n>re rgg%%?ﬁﬁﬁ%??ﬁﬁg%culdr

i npl enent ed naduatipn aheas g, lmetrgr\pmse shﬁtrke@rmrgthHSK),qnadrktefeqmﬁse(@ifg. :
firmware). ste 0. i ncludes a | ogi group| 1102 of el ectrical
conponent s &%S][’% Nfc&?‘?ﬁﬁcﬁi‘}f? tikgyine ﬁﬂéﬁé@} My ‘Qa‘ﬂ]@?d‘t@ﬂgﬁﬂ&ﬂ%de
nmeans for d@Meagml &8) §di@tedFoBthOtRd $eihitd hRkide tdoduREol @n@bdisesmeld%ed
associ ation access point is present in a maintained |ist

accessi bl e #®sedingondmogulstipn foy el qefacyrgan pambe d@er@ewmb@ﬂwc@msu st
of accessi b?gf&ﬁﬁg%gﬁﬁg{dggg ?H)gés@&r @pBeups can be maintained to

conserve reSources | h establ shing comuni cations. Were access
poi nts and/ A07HEI at edTiproepsatmnesymbels @Téb‘fedﬂta jtreamnk eari hegtrovidahtnadty on

est abl i shne uests as t acc n r ose
oo Tol ntod DIMCERERS: GRD B8 FUR AR o SRR RbBis I e 30
can i ncl ude OFEaMs "Jf}oMINEG!];:I@S&&;@QIOQOIﬂm&@tmﬁﬂm%&;&ﬂhhﬁ&ﬂ%ﬁﬁbm{ﬁ’ﬁmh@m
restricted assocjati d at, 29 I ast in_part on the
et er m nat | GRrisgs () TR diguahbd i ahon grodiruemavinge Ts in
the list, tBrRERINERDIa m%tamot@jﬁmgh@ﬁa tl%yﬁ%eu%%diafars%arh%d to
access p0|nt Further, 1o0gical grouping 1102 can include neans for

recei ving atheagtanne frparviadde pymbel ighsingdrangmitied. r equest i ng connect i on
establ i shrrer@mbspdl cat Eeﬂ:ﬂ tﬁﬁ&ﬂﬁkl‘ ﬁﬁ'z@ E@ﬁi%‘gﬁgkf se‘ﬁ‘atrgh Jgﬁre sﬁ'ﬁ%&l s%aeﬁg

associ ati on access point is restricted
restricti ontcpdeide bre aneore xasipg €gnaubseiubeort CO@dllflnmJ(telgO rmgsfieh fitekhnent

requests can be fore s descri bed. Addl n 1100 can
el ude- . mamo o R TR AR ap e SERIL L BEL I P USSR e s BRI,

functions asansiissictbvet the MIMIO charmall. mﬁh@oNeﬁhsuliﬁaélgndiiﬂﬁm tnaan@}mii&ﬁ8
Wi | e shown b ernal to it is to pe understood
t hat el ectr |1@%‘l' %H%bﬁ %reff@%mttﬁgo fﬁ"ﬁﬁteﬂ@Sm%?nth% £ 0%t hi n

menory 11104spQ8861,What has been described above includes exanpl es of

one or nore ] , ] _
[0076] At mobile device 1050, the transmitted modulated signals are received

by Nk antennas 1052a through 1052r and the received signal from each antenna 1052 is
provided to a respective receiver (RCVR) 1054a through 1054r. Each receiver 1054
conditions {e.g., filters, amplifies, and downconverts) a respective signal, digitizes the
conditioned signal to provide samples, and further processes the samples to provide a

corresponding “received” symbol stream.



enbodi ments. It is, of course, not possible to describe every

concei vabl e conbi nati on of conponents or nethodol ogi es for purposes

of describing t he af orenmenti oned enbodi nents, but one of ordinary

skill in MRIWPPSEHY recogni ze that many further conbiﬁﬁPW§ﬁ@W%ﬁ%b
permut ati ons of various enbodi nents are possible. Accordingly, the

descri bed enbodi nents are intended to epbrace all such alterations,
nodi fications and variations that fall within the spirit and scope of

the appendefhoghpi ms. AURKNRIARERssor @Oéd"'@ﬂnefé@e%tana Rlcedsi® 4, feeéwed
"includes"” I's used in either the detail description or the clains,

such term i symuel srrasy frog Hlechﬁé’?fﬁép%bﬁsfﬁﬁ en ppdHadargperivcaprocessinie term

conpri sing i

tran3|t|onaecwowgﬁgﬁﬁgh%ﬁggﬁfké:rt tﬁ%&%%gswgﬁgi%ﬂ££$%nen@§)o t he
descri bed aé@m&t@ﬁmhbﬂembmﬂu deemﬂe&ada@etdfmedcmmoi dveaimos rechedr teedraffic

t he S|ngula onte less |im . on t

gl ao Sl Kl Repln? 18O DI ERIR BRI, P BiRecsse R i Dty
aspect and/ thhﬁg‘bﬁfdmiwrﬁy TRMINGD plocéss@eid 2t THIdataQlroRs40O10 14010 b any
ot her aspect and/or enbodi nent, unless stated ot herw se. [0087] The

various il 88mat410e | ogics, |ogical blocks, modules, and circuits
descri bed i poggpnect i QBB f719 c%vp&fydisam Serdlnfid Q88H &%&ﬁhgma@l& t@e
inpl enented or performed with a general purpose processor diglt

si gnal pr oceislézsras didgpyed c"éanwaplfnrth@amrqmssglpléﬂpfcmfqrmv@g:rmcwsa:lmﬂ@uu t
(ASIC), af pr ogr ammabl e
| ogi c deV|ch&’ g%% Hgﬁﬁéggg aﬁé#gﬁgéﬁfgg%ggheﬁéggéte har dwar e
conponent s, [0B79any cdﬁbwaatuﬁnmtmgm@ptmdesmgmedm@nmmﬁmﬁofmﬁddmﬁmn

functions descr,i bed herein ose, processor

ey ocesEaningifc AR on AEP R P00 B TRRE S PO SERET Ty usee Aty
convent i onameRhEEEHIR rproc@@sea bphhecrddtmr@eeamrlbwwm dlwre&i%f@raff?&jatd
machi ne. A rocessor | enented as a conbi nati on of

ma
conputi ng d&fiddwEberniglal ath i S&e%ﬁw%wﬁétdia@ﬁowe 4036smogpgted bbhaémsiﬁlag&é%%r
a pluralit YCcﬁ'fdltmnE(.rl %Nr%ﬁl?@é?g $0549 Ao @h m@ﬂ# affd GERRERLERSCoDakdstation
conjunction with SP core, or any other such configuration.

Addi ti onal | y010at Ieast one processor may conprise one or nore nodul es
operable to ormo e n [ I: de i.hed
above. [008g¥@bﬁt her, [Qt aQé' St slogzr)lof;ﬁéc]ﬁmg@ tlggﬁg Hé 3m?1rﬁe(§bﬁ%§§‘3rge S0 a?e
al gorithm de:sawedabgdantasnnemmﬂ@cmndmomdﬂjy teh@vasﬂ)m derdocitdtalieda her ei n

may be enbodi ed tly in hard e ft nodul e execut ed
by a proc esg ugqxor é\' g J?B‘i%%%?%pﬁ% 8‘# ‘{]aﬁaeprf) (;Aﬁb‘g%'iﬂt%f“é DTG may
reside in R ﬂiemgaftrantsﬂnﬁseh bYRREYILY deVReM 0FBMBhMher ﬁﬁ&&@d‘m 090 ¥an pesRROM
menory, registers, a hard disk, a renpvabl e di sk, CD-ROM aor any

ot her ~f or m WY s§tahtedgacssrasi to A RGN Whish PreodRg maj "é%éﬁh{ﬂf &?tyrr@v@gahje
medi um may P& LG9HRhe defoftst N processor, such that the processor can
read i nfornmation fron1 and wite information to, the storage nedium
In the al tet(wgu ve, threcassass B3O andd P Uhsanaljreptde. gm:@groeh,lcooxdntatfemanage

processor. gtogg'gﬁonl 41 bﬁs%gfaa%ﬁ ﬁgg} efrid xﬁ ? eQi & ??61 f(%&sie%ﬂe%twge ﬁet: e&gr%

medi um nay Feside i n an estd
user term npﬂoceslsa&rst}hﬁ) -aidi @70 atd h/aeassdcimeqownicmsmow H3d abd e()7§ttb:{tag)®e

medi um may resi de rete conpo a us rm nal

Addi ¢ 1 onal 1 prodrm el uSoSSRE DE0sRe A SeerEhE Grmtrisetisg
or algorit hfféﬁ%)frd’cﬁéicgl Gn@EmRie r@sfpoﬁ’d%)ést@zﬁﬁbd RAtHeDIiR arfdovaiingodes
and/or instructions on a machi ne readabl e nmedi um and/ or conputer

readabl e nemﬁﬁﬁwﬂﬁlch may be incorporated into a conputer program

product . Ljnn oney Qo BPP{?de@é&ﬁi%émhé Qb ddiRGhd @éa&l&aﬁ%fehp&ﬂ pgRy be

|nplenented I n har dwar e, tware, firmvare, or any conbi nation
t hereof I|f impewended imchaidwaeo bofweare, firtvard, mriddlewsrs, nmsocb@ stared or

transmtt edccﬁﬁbigﬂ%n%er&q{ %of* DPREGYEE 'n%pl%m%taﬁ’o dﬁw pr()ceSSmg units can be

implemented within one or more application specific integrated circuits (ASICs), digital

signal processors (DSPs), digital signal processing devices (DSPDs), programmable



31l transmtted froma website, server, or other renpte source using a
coaxial cable, fiber optic cable, twi sted pair, digital subscriber
l'ine (DSL) or wireless technol ogies such as infrared, radio, and

m cr onave WO FUNOHAY coaxial cable, fiber optic cable, POI/APWESATEIGE,
DSL, or wireless technol ogi es such as infrared, radio, and m crowave
are included in the definition of nmediwyp D sk and disc, as used
herein, includes conpact disc (CD), |aser disc, optical disc, digital
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usual Iy reproduce data magnetically, while discs usually reproduce
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based at |east in par he déterm nati on
program statements. A code segment can be couplcd to another code segment or a

hardware circuit by passing and/or receiving information, data, arguments, parameters,
or memory contents. Information, arguments, parameters, data, efc. can be passed,
forwarded, or transmitted using any suitable means including memory sharing, message
passing, token passing, network transmission, ezc.

(0084} For a software implementation, the techniques described herein can be
implemented with modules (e.g., procedures, functions, and so on) that perform the
functions described herein. The software codes can be stored in memory units and
executed by processors. The memory unit can be implemented within the processor or
external to the processor, in which case it can be communicatively coupled to the
processor via various means as is known in the art.

[0085] Turning to Fig. 11, illustrated is a system 1100 that receives restriction
codes in attempting connection with one or more restricted association access points.
System 1100 can reside within a base station, femtocell, mobile device, ezc., for
instance. As depicted, system 1100 includes functional blocks that can represent
functions implemented by a processor, software, or combination thereof (e.g.,
firmware). System 1100 includes a logical grouping 1102 of electrical components that
act in conjunction. Logical grouping 1102 can include means for determining that a
group identifier related to a restricted association access point is present in a maintained
list of accessible access point group identifiers 1104, As described, a list of accessible
access points and/or groups can be maintained to conserve resources in establishing
communications. Where access points and/or related groups are not present in the list,
connection establishment requests can be avoided as the access points or those in related
groups can be unsuitable. Morcover, logical grouping 1102 can include means for

requesting connection establishment with the restricted association access point based at



receiving a rejection, at the nobile station, fromthe restricted
associ ation access point in response to the requesting connection
establishnent, the rejection including a restriction code that

i ndi cat es WRHEPHE i dentifier is unsuitable for estabPFEHPHE8AES
requested connection. 2. The nethod of claim11, further including
del eting the group identifier fromthe jyintained |list of accessible
access point group identifiers based at |east in part on the
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instructions for executing functions associated with electrical components 1104, 1106,
and 1108. While shown as being external to memory 1110, it is to be understood that
electrical components 1104, 1106, and 1108 can exist within memory 1110.
[0086] What has been described above includes examples of one or more
cmbodiments. It is, of coursc, not possible to describe cvery conceivable combination
of components or methodologies for purposes of describing the aforementioned
embodiments, but one of ordinary skill in the art may recognize that many further
combinations and permutations of various embodiments are possible. Accordingly, the
described embodiments are intended to embrace all such alterations, modifications and
variations that fall within the spirit and scope of the appended claims. Furthermore, to
the extent that the term “includes” is used in either the detailed description or the
claims, such term is intended to be inclusive in a manner similar to the term
“comprising” as “comprising” is interpreted when employed as a transitional word in a
claim. Furthermore, although elements of the described aspects and/or embodiments
may be described or claimed in the singular, the plural is contemplated unless limitation
to the singular is explicitly stated. Additionally, all or a portion of any aspect and/or
embodiment may be utilized with all or a portion of any other aspect and/or
embodiment, unless stated otherwise.
10087] The various illustrative logics, logical blocks, modules, and circuits
described in connection with the embodiments disclosed herein may be implemented or
performed with a general purpose processor, a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a field programmable gate array (FPGA)
or other programmable logic device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform the functions described
herein. A general-purpose processor may be a microprocessor, but, in the alternative,

the processor may be any conventional processor, controller, microcontroller, or state



di sparate access point where requesting connection establishnent is
performed during the cell reselection. 7. The nethod of any
preceding _claim wherein the group identifier related to the
restrict edVQ2WYEH3H% on access point is text based. 8. PFHUSHEYHBHSof
any preceding claim wherein the restricted associati on access poi nt
is restricted from providing signaling,jdata access, registration,
and/ or service based at least in part on the restriction code. 33
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connection establishnent includes including authentication
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other such configuration. Additionally, at least one processor may comprise one or
more modules operable to perform one or more of the steps and/or actions described
above.

[0088] Further, the steps and/or actions of a method or algorithm described in
connection with the aspects disclosed herein may be embodied directly in hardware, in a
softwarc module exccuted by a processor, or in a combination of the two. A software
module may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, a hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An excmplary storage medium may be
coupled to the processor, such that the processor can read information from, and write
information to, the storage medium. In the alternative, the storage medium may be
integral to the processor. Further, in some aspects, the processor and the storage
medium may reside in an ASIC. Additionally, the ASIC may reside in a user terminal.
In the alternative, the processor and the storage medium may reside as discrete
components in a user terminal. Additionally, in some aspects, the steps and/or actions
of a method or algorithm may reside as one or any combination or set of codes and/or
instructions on a machine readable medium and/or computer readable medium, which
may be incorporated into a computer program product.

[0089] In one or maore aspects, the functions described may be implemented in
hardware, software, firmware, or any combination thereof. If implemented in software,
the functions may be stored or transmitted as one or more instructions or code on a
computer-readable medium. Computer-readable media includes both computer storage
media and communication media including any medium that facilitates transfer of a
computer program from one place to another. A storage medium may be any available
media that can be accessed by a computer. By way of example, and not limitation, such
computer-readable media can comprise RAM, ROM, EEPROM, CD-ROM or other
optical disk storage, magnetic disk storage or other magnetic storage devices, or any
other medium that can be used to carry or store desired program code in the form of
instructions or data structures and that can be accessed by a computer. Also, any

connection may be termed a computer-readable medium. For example, if software is
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request the restricted association access point for connection
establishment with the restricted assocjjati on access point based at
| east in part on the presence of the group identifier in the

mai nt ai ned trhgshiitt@fom a website] QERIrV@® ofhel @tidté Sdur@isH@deohfiMBablREfiber
restricted aSSOC| atiagn access Ol nt in resgonse to the req Uestl n

connect i on EBYGHBPIestHERt Pﬁlhélggéltﬁuhﬁ?f‘tbﬁreh’tj‘r( tp)sio8 stireless fé?hﬂpb)gles such as
unsui tabl e hgfarézpfaﬁﬁ)caﬁmm?ﬁ@@ m&hﬂﬁg BbaxiAREbIA AFRFBHE SOAURLAEL R

at | east one gr oCessor. AW rel ess conmmuni cations appar at fh t
facilitatesDé t@lbwllr@wm@h@fdﬂgle%&wbns mﬁ‘@ﬁdmaéloo&ndnmc@vat&c@sanbmedm in
a wreless e%; C

determ ni ngﬁ%%h@éﬁ&ggg%ﬁg&}l Nt %%grdls% 4 %mam?heicé SC ec&(alsc CD),
associ at i onlaeckssompizhintisd, Ehgp&le&aaﬁleldm@m)m@ppd&kIah@blucrfay disc where
accessi bl e gcecess poi nt identifi ers SOCI a h lurality
of access p%bﬁst‘?uﬁlro’iﬂ’@fiﬁ ‘%g‘c@%@e??f“?’h% %qsélé‘éa ?ﬁ?‘ﬁfiﬂcﬁai‘tg%md ly
network;  with l4EB@NEoBmafi@BUESHd dbgvd HBuld@NoleGh@cticasatel Ak sQpeBECESS
poi nt for connection establishment with the restricted association
access poi nfoBREEdcatableaneiia. i n part on the determination; and

means for receiving a restriction code fromthe restri ct ed

associ ation access point in response to the requesting connection
establishment indicating establishing connection with the restricted

associ ation access point is restricted. 12. A conmputer program
product, including: a conputer-readabl e nedi umincl uding:



code for causing at | east one conputer to determ ne whether a group
identifier related to a restricted association access point is
present in a maintained |ist of accessible access point group
identifiers associated with a plurali of access points providing
access to the wirel ess conmuni cati on network; 34 code for
causing the at |east one conputer to request the restricted
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accessible access point group identifiers based at least in part on the rejection.

3 The methed of claim 2, wherein deleting the group identifier from the list is further based at least

in part on a restriction code,

4, The method of any preceding claim, wherein requesting connection establishment is performed

over the air and the rejection is received over the air from the restricted association access point.

5. The method of any one of claims 1 to 3, wherein requesting connection establishment is
performed over a backhaul connection with the restricted association access point and the rejection is

received over the backhaul connection.

6. The method of any preceding claim, further including participating in cell reselection from a

disparate access point where requesting connection establishment is performed during the cell reselection.

7. The method of any preceding claim, wherein the group identifier related to the restricted

association access point is text based.

8. The method of any preceding claim, wherein the restricted association access point is restricted
from providing signaling, data access, registration, and/or service based at least in part on the restriction

code.



14. The apparatus of claim 13, wherein the access list controller
del etes the group identifier fromthe maintained |ist of accessible
access point group identifiers based at |least in part on the
restriction code. 15. The apparatus 2{ claim13 or 14, wherein the
connection requestor requests connection establishnment over the air
and the restriction code receiver receives the restriction code over
the air fromthe restricted association access point. 16. The
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in the request for connection establishnent. o
receive a restriction code from the restricted association access point in response to the

requesting connection establishment indicating the group identifier is unsuitable for conmection
establishment; and

a memory coupled to the at least one processor.

11. A wireless communications apparatus that facilitates establishing connection with one or more
access points in a wireless communications network, including:

means for determining that a group identifier related to a restricted association access point is
present in a maintained list of accessible access point group identifiers associated with a plurality of
access points providing access to the wireless communication network;

means for requesting the restricted association access point for connection establishment with the
restricted association access point based at least in part on the determination; and

means for receiving a restriction code from the restricted association access point in response to
the requesting connection establishment indicating establishing connection with the restricted association

access point is restricted.

12. A computer program product, including:
a computer-readable medium including:
code for causing at least one computer to determine whether a group identifier related to a
restricted association access point is present in a maintained list of accessible access point group
identifiers associated with a plurality of access points providing access to the wireless

communication network;
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code for causing the at least one computer to request the restricted association access
point for connection establishment with the restricted association access point based at least in
part on the determination; and

code for causing the at least one computer to receive a rejection from the restricted
association access point in response to the requesting connection establishment, the rejection
includes a restriction code that indicates the group identifier is unsuitable for establishing

connection.

13. An apparatus, including;

an access list controller that maintains a list of accessible access point group identifiers associated
with a plurality of access points providing access to the wireless communication network and determines
a group identifier related to a restricted association access point is present in the list;

a connection requestor that requests the restricted association access point for connection
establishment with the restricted association access point based at least in part on the determination by the
access lst controller; and

a restriction code receiver that receives a restriction code from the restricted association access
point in response to the requesting connection establishment indicating the group identifier is unsuitable

for establishing connection,

14. The apparatus of claim 13, wherein the access list controller deletes the group identifier from the

maintained list of accessible access point group identifiers based at least in part on the restriction code.

15. The apparatus of claim 13 or 14, wherein the connection requestor requests connection
establishment over the air and the restriction code receiver receives the restriction code over the air from

the restricted association access point.

16. The apparatus of claim 13 or 14, wherein the connection requestor requests connection
establishment over a backhaul connection with the restricted association access point and the restriction

code receiver receivers the restriction code over the backhaul connection,

17. The apparatus of any one of claims 13 to 16, further including a cell reselector that participates in
cell reselection from a disparate access point where the connection requestor requests the connection

establishment during the cell reselection.
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18. The apparatus of any one of claims 13 to 17, wherein the group identifier related to the restricted

association access point is text based.

19. The apparatus of any one of claims 13 to 18, wherein the restriction code receiver determines the
restricted association access point is restricted from providing signaling, data access, registration, and/or

service to the apparatus based at least in part on the restriction code.

20. The apparatus of any one of claims 13 to 19, wherein the connection requestor includes

authentication information in the request for connection establishment.



