WD 2005/ 035573 PCT/ US2004/ 032507 AUTHENTI CATI ON SYSTEM BACKGROUND OF THE
| NVENTI ON 1. Field of the Invention [0001] The present invention relates to

dat a secur[té in particular, to user authentlcatlogugﬁpﬁﬁ_m }
Descri pti ¢H0 W”ﬁ@?ﬁ?ed Devel opments [0002] A conputer syst Q § Wi de
various applications or services for users. In general, access to the

system may be limted to authorized users. One exanple of user ‘
authentication is a login process where a user is required to enter a user

nanme and a password. [0003] | ' f éﬂgﬁﬁégpnents in technol ogy, the
conbi nati on of the user naneAgxy%§£;§§ﬁiﬁﬁN i one of the nobst common
access control devices. However, passwrds may be di sadvant ageous because
those that are easily renmenbered are the easiest to determ ne and those

that are conplicated and Eacdkdroudes eyprineg anereasidy forgotten. [0004] The
integrity of these types of systens is generally based on keeping the

password secret. However, there are many known ways of determ ning a
password, including guessing, applying a dictionary of common passwords or
even all khowhiewddef bheténventéoattenpts including applying al

conbi nations of characters, nonitoring network traffic for passwords during
exchanges wth the server, "shoulder surfing” (looking over a WD

21015/ 03857@0 L/ US200446325L17inveet isnshoel ates durd ngldtomi rgecikedt ¥ oggi ng'

(storing or _conveyin ser's keystrok during. login) , etc. [0005] Known
def ensi ve ﬁ%%su?%spéﬁgFﬁgftheEQ P§5€538Fientlca ion.

2. Brief Description of Related Developments

[0002] A computer system may provide various applications
or services for users. In general, access to the system
may be limited to authorized users. One example of user
authentication 1is a 1login process where a user is

required to enter a user name and a password.

[0003] In spite of new developments in technology, the
combination of the user name and password xemains one of
the most common access control devices. However,
passwords may be disadvantageous because those that are
easily remembered are the easiest to determine and those
that are complicated and hard to determimne are easily

forgotten.

[0004] The integrity of these types of systems is
generally based on keeping the password secxret. However,
there are many known ways of determining a password,
including guessing, applying a dictionaxry of common
passwords or even all known words, brute force attempts
including applying all combinations of characters,
monitoring network traffic for passwords duxring exchanges

with the server, “shoulder surfing” (looking over a



attacks include maki ng passwords | onger to make themnore difficult to
guess, and naking dictionary application and brute force techni ques nore

di fficult.wgtligdesgefsensi ve neasures include prohibiting pdgyssRseizser
"meani ngful ™ passwords such as user-rel ated nanes, phone nunbers, dates of

birth, etc., displaying a non-neaningful character such as an asterisk when
a user enters a password, the shoulder surfer can see only asteri sks,
encrypting

ot ot on By Chobact 1 RoR £ of Rg"d Ob08T Tne Wik hodogt Sec 5 BEBNET O and

aut hent i catbameiy$ngt e usee ' 6f keye tiroKe spasswWeIds d3D), &dhere a user uses a
di fferent password each tine they log in, thus rendering many of the
above-nenti oned_attack techni ques useless. To intercept, keglog, or

ot herwi se d8P8PHI HENAVDasLERE 1 VEf f BPaSHBead AR IdYEE bé reepasfor d
bt ai ned ' . . il P h
obt ai ned cg0tbeche sueuspt [L000Y Wbal degerfllycavall gble GTR.sYabars share

nore or | eSs the same prot.oc odgl n process, e server

sends the gs€fiaule aal lqckhaldrengeak W CAicPB¥NnS Py pld cadiamgedd@ndom
nunber. The user enters this nunber into an OTP generator, for exanple, a
speci al phyytealfarss cEeehnisgnefamonchadi fEhevdtes aftlorp. dpfensige enters

the OTP. Theseryer alsq st eps big; challenge (Lo its awn QR geneator

|f the server the "us e user IS authe ted. 2 WO

21) 1) 5/ 038pZ8sREFAYS2004h033807usE0Q8] aYBar enbhe sOT Péﬂﬁn_'iﬁ' atrinbHes A
evil ce

physical device (e.g., smart card, token, bionetric , etc.), the
cost and i Aebafeni@hcebdtrth, | oKLt c br ok8hspPdrydngl end OTRon-meaningful

character such as an asterisk when a user enters a
password, the shoulder surfer can see only asterisks,
encrypting passwords before sending them over a network

to prevent detection by network monitoring.

[0006] One method of access control and authentication is
the use of one'time pésswords (OTP), where a user uses a
different password each time they log in, thus rendering
many of the above-mentioned attack techniques useless.
To intercept, keylog, or otherwise determine a password
offers no advantage because the password obtained can’'t

be reused.

[0007] Most generally available OTP systems share more or
less the same protocol. As part of the login process,
the server sends the user a so called challenge, which
may simply be a large random number. The user enters

this number into an OTP generator, for example, a special

physical device or software that generates an OTP. The
user enters the OTP. The server also enters the
challenge into its own OTP generator. If the server OTP

and the user OTP match, the user is authenticated.



generator may be of concern. ' [0009] In instances where the
password-producing algorithmis the same for all users, each user i's

assigned a secret key in order to make the outcome unique, kex i S
general ly ¥ BRI BN the user's OTP generator and is aI§€”§§3W€&nﬂﬁ t he

server's database. There are several variations of this OTP generation
schene, for exanple, the tinme of day may be used to synchronize a user and
server instead of a challenge. In nost cases, security relies upon the
integrity dioooBe Wiseres tsl'e@r éATKkegerndratrer keys | s ccmm»rsdmfiaﬁed detfieesyst em

becones ineffective,. uIt | i ke a password, the key beconmes the
subj ect ofﬁﬁaﬂ(mme@ﬁi tt%ﬁ&en J%ﬁﬁﬁ%?ngBecSmrﬁf%ne of-¥he nost

popul ar. ApaddidiPnhcoh®¥REeREe SBFUM LYok S, p'io‘%'}éé%fj Ry PLELECH! Rarg he
al gorithnms that calculate the OfP, however, w th sone persistence, the

aIgorlthnsgemﬁrbeodemeynbee@fan@nae&nnot a reliable security el enent.
[00010) In a networked environment, a server generally provides various
services and ap qllcatlons to a nultl ude of networked users. The server

oper at es t d 98Pt useRStRRCEEder LSt opet N§ auPREFHSE RIS 150 o
particul ar al%%rl\i't‘ﬁﬁl Of saPRhieCakigR. RS 5§1tyms(‘eels' y e%%wmus%*iedlsby the

standard | ogi'n process descri bed above, where t server matches a
present |y emtsdgedduser aaneeandk@asswmrdmdmﬁr1Eosﬁmﬁeﬂ tder ovateoaed

password. [0Q011] It _would be advanta eous to ide an authentication
syst em t hat8Uobudt iEn & SesiStIREH 1B P2 398, p3a5he PEFFUS2 COFL4 /113

2507 digeheaeby apphl ¢ali oM BEBLES Off etk ePtSer 1L AldhkGbase .

There are several variations of this OTP generation
scheme, for example, the time of day may be used to
synchronize a user and server instead of a challenge. In
most cases, security relies upon the integrity of the
user’'s secret key. If the key is compromised, the system
becomes ineffective. As a result, like a password; the
key becomes the subject of various types of attack, with
brute force being one of the most popular. An additional
layer of security 1s provided by ©protecting the
algorithms that calculate the OTP, however, with some
persistence, the algorithms may be determined and are not

a reliable security element.

[00010] In a networked environment, a server generally
provides various services and applications to a multitude
of networked users. The server operates to verify a user
in order to properly authorize the use of a particular
service or application. This is typically accomplished
by the standard login process described above, where the
server matches a presently entered user name and password

with a stored user name and password.

[00011] It would be advantageous to provide an

authentication system that is robust and resistant to



nonitoring, shoulder surfing, key |logging, and various other type of
attacks. SUVMMARY OF THE | NVENTI ON [ 00012] The present invention is directed

to a nethoqmﬁ?ﬂymﬁggaratus for authenticating a user. In pagyeniagdsigant the
i nvention includes creating an authentication key in the formof a user
fornula, presenting a user with an arrangenent of variables, each assigned
a value, applying the assigned values to matching variables in the user

formul a andy.cal.cul_atin : : ul nd enty ' t if the
st resurt driazd atpBlibaRseEh byt LB ar e dn g, amngLe! | 1
cal cul ati omordftdrfiegyseshbol dukra. surf 00§ 13]kdyn avgyhay, enhadi neNti dhe
invention includes a systemfor user authentication including a user
formula, &Fhen & t a5fCaFdS abl es, each assigned a value, a first
result of applying the values associated with the arrangenent of variables
to matching variables in the wuser formula, the first result being input by
a user, and circuitry for SEMMARY F JHEe[FAVANT TN | ndependent

cal cul ation using the user formula to obtain a second result, and for
authenticating a user if the first result matches the second result. BRIEF

DESCRI PTI ON 00 1 PHETRRAYE RGN E 0Q@14ntihe figr efiord g @8peet 8 ardHeidheind eat ur es
of the present invention are explained in the followi ng description, taken
i n connect PPPakatRst e cabhBaRyirgtiaga ngser wherldl nong \REEhBIEB8573

PCT/ US20041932507,¢ {0001 51 F QHLE 1:81QU8,008, XL Ee PLapi Ui ey in

the form of a user formula, presenting a user with an
arrangement of variables, each assigned a value, applying
the assigned values to matching variables in the wuser
formula and calculating a first result, . and
authenticating the user if the first result matches a
second result of a separate and independent calculation

of the user formula.

[00013] In another embodiment the invention includes a
system for user authentication including a user formula,
an arrangement of wvariables, each assigned a value, a
first result éf applying the wvalues associated with the
arrangement of variables to matching wvariables in the
user formula, the first result being input by a user, and
circuitry for performing a separate and independent
calculation using the user formula to obtain a second
result, and for authenticating a user if the first result

matches the second result.

BRIEF DESCRIPTION OF THE DRAWINGS

[00014] The foregoing aspects and other features of the
present invention are explained in the following
description, taken in connection with the accompanying

drawings, wherein:



aut henti cation system according to the present invention; [00016] Figure 2
shows a flow chart of the operations associated with the present invention;
[00017] . Figure 3 shows an exanple of a user interface screen for use wth
the user AWPRMKYUB}Ei on system [00018] Figure 4 shows arf X¥MIEY an
adm ni stration screen for use wth the user authentication system [00019]
Figure 5 shows the present invention as enbodied in an enterprise network;
[ 00020] Figure 6_il]lustrates another enbodi nent of _the invention in a
distribute8099§5éh5¥%ﬁr%lec%ron$%°%®sin@%@ t PARSELEI on®for a- comwerce;

[ 00021] Fi n i f. t rLese jnvention . f.or securing
data sent %gggeﬁgzgggg?ﬁaﬁggFggOg%%%ﬁ?§&92%§pgﬁ%w3E§%ﬁhﬁﬂ3Qﬁ%ﬁﬁﬁ%ﬁbf an
exenpl ary nessage. DETAILED DESCRI PTI ON OF THE PREFERRED EMBCDI MENT( S)
[00023] Refeooisy rigbrgurne dhorsuser fawhheshacat ion tst epetB@ions
incorporating features of the present invention is illustrated. Although

t he presen@sfagdeatrenwiky Lthse Pgesentbédvwintiofef erence to the enbodi nent
shown in the drawings, it should be understood that the present invention

can be enbodj [ gﬁgy alte forms _of nbodi nent s, I n.addi tion, any
sui tabl e s?ggsgggg% ore gypéﬂg%gelééeﬁ?snlP%haggrﬁgl§%¥3hléng8réggg. 5 WD
2005/ 038573cPEdhUB20045032507 the0R24lr Asitkewd cat idrgwyestem;t he system 100
generally includes a user interface function, shown in this exanple by
user interface 110 and an authentication control function, shown in this
exanpl e as[eBpLBdIFigungs4 shows an example of an administration

screen for use with the user authentication system;

[00019] Figure 5 shows the present invention as embodied

in an enterprise network;

[00020] Figure 6 1llustrates another embodiment of the
invention in a distributed system for electronic business

transactions or e-commerce;

[00021] Figure 7 shows an embodiment of the present

invention for securing data sent by a message; and

[00022] Figure 8 shows a block diagram of an exemplary

message.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

[00023] Referring to Figure 1, a wuser authentication
system 100 incorporating features of the present
invention is illustrated. Although the present invention
will be described with reference to the embodiment shown
in the drawings, it should be understood that the present
invention can be embodied in many alternate forms of
embodiments. In addition, any suitable size, shape or

type of elements or materials could be used.



[ 00025] The present invention includes creating an authentication key in
the formof a user formula. Upon initiation of an authentication session, a

user is paRsRM/Edsy th an arrangement of variabl es, eachpasgisgingss2sayval ue.
The user applies the values associated with the presented variables to

mat ching variables in the user fornula and enters the result. [00026]
Explained in nore detail with reference to the flow chart of Figure 2, a

user formul g i eperated as., _shown in block 310. The user formul y be
constructe 06)?42 %%ers P8 st B S ari abt s §ﬁ(§t86br5990r%¢neﬁf§f§l

aut hent i catjinQn 33t @MUERY- PIvd 2 &0 ARREE $8A1 0BhbRAn 35S 1S4 Elisg by
provi di ng Ilinst s of variables and aoperati ons from Wﬁi CE‘ ttghc%]g%(se. T%e

aut hent i catbiyon ussyst emteenf agleso 1drloviagel amnap phitdtanitdre dthisdn neyorgenet ate  a
user fornula automatically for a user. The resulti ngJi fornula is generally

menori zed ByTchd sesRMd ditortdd Dy XamRl S EftHestd et sYdPem as shown in

bl ock 315. [00027] The user requests access to a device, service,

appl i cati on, f io n -cat i Lon n
initiated ;[S()O‘Sb[.]?,g\,]muﬂf}% blrbgc 32%. %%yr%%qlr?iq?i a??gaﬁg lsan %ut%g%ﬁgcaﬁn

sessi on, thethenthierttiiont ikey syat emeprissemt sf aausaremi fbraalarr angssent  of

vari abl es gs shown in bl ock 325, each assigned a value. The user recogni zes
the vari abl’®s t3eddemt e®hi n 21t herdbPeryerht OLhafeRELeR t hé vaSSbl esSin the

user for . (AN ¥ i I . igned _t

2005/ 0385g?%é‘?}%?gg%gﬂ:/ho%%gOwéﬁiﬁéﬁa%?egg?égﬁggﬂs%ra ora?rsu .neads shown

in block 330 vadn@ .ent®Bies ddwer r&splieasthbowaliuasbbeslc3dTed with the
presented variables to matching variables in the user

formula and enters the result.

[00026] Explained in more detail with reference to the
flow chart of Figure 2, a user formula is generated as
shown in block 310. The user formula may be constructed
by a user from a set of variables and operations. The
authentication system may provide an application to
assist the user by providing 1lists of wvariables and
operations from which to choose. The authentication
system may also provide an application that may generate
a user formula automatically for a user. The resulting
formula is generally memorized by the user and stored by

the authentication system as shown in block 315.

[00027) The user requests access to a device, service,
application, or function, and an authentication session
may then be initiated as shown in block 320. Upon
initiation of an authentication session, the
authentication system presents a user with an arrangement
of wvariables as shown in block 325, each assigned a
value. The user recognizes the variables presented in
the arrangement that match the variables in the user

formula. The user then applies the wvalues assigned to



[ 00028] The val ues may be randomly generated and assi gned

and may generally change with each authentication session. The
aut henti cati on system independently applies the val ues assiﬂned to

vari abl es W8 X¥38%dr fornul a and generates an independeP¢T
aut henti cati on system conpares the independent. result
with the entered result as shown in block 345 and if the
aut henti cati on system gi ves the user
(bl ock 350hel frathebleesuld ste netrndtorimulaccessshewdeniredb{btlock 3855) .
onst[ucg th; foll ow ng user fornmula::
hOC%n 3aPrangenent of vari abl es

in block 340. The

[ 00029] As an exanpl e, m ght
5+ ( 2+ O3+ TH0 (KRS T5° bhS aRERBALT B8t FBRBedE

a user

th
SH/p323Y

results match
access to the service or application

to the vari abl es

e
shown

t he

and values is presented to the user. If the variable Qin the arrangenent

i's assi gneg?éé@a Y ahe @ghu@@%épebevc%%a(emg gfhﬁ%fc@a rggﬁeggg&&gg}adag% gned

t he val ue

The user tten B ersmtlebIrmben®@7hayBeganseailly abtinest i edtthoneayst em

gener at ed
formul a,

addition to t

the user formula yields 3*(2* , or the nu

t he arrangepent of variables and val ues, and has stored the user

FreheRt heAt 28t i GF S em usest e FGYRAE D nEKEtePhe sane
| | ati | h, i i t 301 |
cal cul'a 'Oﬂ?d%%éré%t %ifsu depBd£h, hhe Uésiuége dﬁ%%%ggﬁé&a &, ggg@ ] In

nti cation session descri system

may

provi de anvadihalblssration threocesseas pisimwiat hearalit hemrineaattieen syat em The
aut henti cati on session inclﬁdes qualifying a, user for ~access to a_ device,

service, appieRaR{dmnt o

i oRSas SHPWICT/ UB200%Wy3050740 - The

authentication system compares the independent result
with the entered result as shown in block 345 and if the
results match, the authentication system gives the wuser
access to the service or application (block 350). If the

results do not match, access is denied (block 355).

[00029] As an example, a user might construct the
following user formula: 3% (2*%Q+3*T) . During an
authentication session, an arrangement of variables and
values is presented to the user. If the wvariable Q in
the arrangement 1is assigned the wvalue 32, and the
variable T in the arrangement is assigned the value 9,
the user formula yields 3*(2*32 + 3*9), or the number
273. The user then enters the number 273. Because the
authentication system generated the arrangement of
variables and values, and has stored the user formula,
the authentication system uses the user formula to make
the same calculations. If the results match, the user is

authenticated.

[00030] In addition to the authentication session
described above, system 100 may provide an administration
process as part of the authentication system. The
authentication session includes qualifying a user for

access to a device, service, application, or function as



WD 2005/ 038573 descri bed above. The adm nistration process generally
provides a user with tools that allow a user to set up a fornula, records
the fornula for subsequent authentication sessions, anddrarsthegiditier set
up and AWARMIS4E53E i ve processes such as allocation of space and
directories, encryption processes, comrunication between prograns, etc.

[ 00031] As nentioned above, as part of the authentication session, an
arrangerme -3 [ may pr ‘& U e angenent
i's shown ia%slgii(%% o sotied 'gﬁgxaérrpiéii‘;{e&,g%%%ﬂb?m%?rcggg% nélé%gglg%ri d 365,
an area poovedeer ngserusertnane B Othandadhoar ea User temt @&t ngpaapasswor d
375 that, _in accordance with the present inyention, is the result of
appl yi ng fRE™s@r f ofFREPERISThe BPPd 365°F8UhRde ugoﬁf ceFPEs8gueNher e

each cel | ofjp eH‘éiQSE‘gfxgd é’éésaﬁéﬁé,ter hehifks CBQHEPat%éu’é; 1 %%SH esenting

a user fornula varra vari abl'e i's assigned a va

ment i onedadabnyet rahéveapures cdssisgnaich oagaal 1vakitdbne afiyspaasagendeach tine
the arrangenent is presented to a user. In one enbodinent, each value is
produced BYTr&CFaREBH nFRFEYP g er REBFEEEEA t i FRITHE AT iRy eREATCER

pr esent ed ggggﬁg} Using the exenplary fornula 3*(2*Q+3*T) nentioned above,
a user moﬁfd exam né arrangement 360 and recognize that variable Qis
assigned a value of 69 and variable T is assigned a variable of 49. The
user woul doapply Ashenerftarone @ andvent es tdwe-tr esfil the [ 8G0B8htlinathiba exanpl e,

each cell includes two conponents, a variable and a value. Wil e the
vari abl e SPESde8cr PRe@tngfdsddnt @kt VBF1RRLEEr S3hP] Y ¢arukefsto
a user. An example arrangement is shown in Figure 3. 1In

this example, arrangement 360 includes a grid 365, an
area for entering a user name 370, and an area for
entering a password 375 that, in accordance with the
present invention, is the result of applying the user
formula. The grid 365 is made up of cells 380, where
each cell may be denoted by a letter or Iletter
combination 385 representing a user formula wvariable.
Each wvariable is assigned a wvalue 390. As mentioned
above, the values assigned to each variable may change
each time the arrangement is presented to a user. In one
embodiment, each value is produced by a random number

generator each time the arrangement is presented.

[00032] Using the exemplary formula 3* (2*Q+3*T) mentioned
above, a user would examine arrangement 360 and recognize
that variable Q is assigned a value of 69 and variable T
is assigned a variable of 49. The user would apply the

formula and enter the result.

[00033] In this example, each cell includes two
components, a variable and a value. While the wvariable
is described in the context of letters and the value is

described in the context of numbers, it should be



described in the context of nunbers, it should be 8 WO 2005/038573

PCT/ US2004/ 032507 understood that the vari ables and val ues nay' be shown as
any recogni zabl e mark, synbol, or image. [00034] Also in this exanple, the
ar r angenmeYO 3905P3$378bl es” is shown as a 10 by 10 cel |l griP& VYRt he
arrangenent may have any shape and may include any nunber of celds or

| ocati ons. [00035] The user formula nmay include any mat hemati cal and

non- mat hemati cal operator, for exanple, add, subtract, nmultiply, divide,
power, maxungenstaed, thatcditvharariakles  anddvadyesl swy neé udbopar erst hesi s

to alter the sequence g& o&e&gtions ghe aut hentication systemmy also:
provi de cudt8nt 6p8FAT 678 That VI&%WQO $ePrt6ma85rforn1any function on the

vari ables of the fornmula that nmay be desirable. [00036] Figure 4 shows an

exanmpl e of (8p08dMiAN &S riad |10l s SExL/M 400 hdad r FRNgbReRE €SENLED i@ 1@ cUSer as
part of the admnistrative process. The adm ni stfative process nmay provide
a user wthsvashows tasl sa foP ekanple acéW zagdid.t hat Hoepeweal, k aheser

t hrough each step of a user set u rocess,.and a, fo | a buil der to assi st
a user in agﬁﬁPﬁgﬂeﬁﬁ QaVo%ﬁNFa?4%1 %ﬂﬁﬂﬂﬁWﬁ%t}n?ngFoﬁﬁﬁl5um&ﬁqckﬂ
coul d provide-aiyger-WMtBapgRYg Of variables and operators to choose from

and assist the user with conpiling a fornmula unique to that user. [00037]
Adm ni stration screen 400 may include an arrangenent of variables 405, a
nuneri cal kegpaadl e ukeysfpomutat meyatincdiuds] mrgndnabhemat hepdt ianal
functions 420 -BRgnseY2alO opE2LERY, 420 2N L3001 4304 ML e,
multiply, divide, power, max, min, mod, concatenate,
etc., and may also include parenthesis to alter the
sequence of operations. The authentication system may
also provide custom operators that allow a wuser to
perform any function on the variables of the formula thaf

may be desirable.

[00036] Figure 4 shows an example of an administration
screen 400 that may be presented to a user as part of the
administrative process. The administrative process may
provide a user with various tools, for example a “wizard”
that may walk a user through each step of a user set up
process, and a formula builder to assist a wuser in
setting up a formula. In one embodiment, the formula
builder could provide a user with menus of variables and
operators to choose from and assist the wuser with

compiling a formula unigue to that user.

[00037] Administration screen 400 may include an
arrangement of wvariables 405, a numerical keypad 410,
keys for mathematical 415 and non mathematical functions
420, and keys for testing 425 and saving 430 a formula.
Administration screen 400 may also include areas for

entering a user name 370 and a user formula 440. A user



Adm ni stration screen 400 may al so include areas for entering a user nane
370 and a user fornula 440. A user 9 PCT/US2004/032507 WD 211051038573 may
enter a user fornula by selecting anmong the variabl es g y&iiHNOBR507

oper at or WOROGOEE73For exanple, a user may type a user fornula using
keyboard 145 (Figure 1) . As the user types the fornula it may be displ ayed
in user fornmula area 440. Alternately, a user may use a pointing device to
position C r. Qv character, variab or erator _and lick a
nouse butP% %%§%Fé§%q%ﬁ%éﬂgﬁ?n 3 B% EE#ES%%Pﬁeamgg i% & 8@&?&%?%3?
vari abl e, 293 @Beraler opEatesiections are displayed in user fornmula area
440. The user continues until the user fornula has been constructed as
desired. Wien the user forrmula is conplete, the user may then activate the
"save" butl0883430Fen exanplandauseerhanay oryie a2 [6603¢primlenassimmdi nent ,

a user may be pravi ith a cilit construct one_or re custom
operapors%eﬁﬁpargxgggferﬁbﬁgrﬁfE?he dﬁ%rgggr§%ﬁﬁ/?¥R§id§g§n2%qmﬁia
function, jehergadhe ddincli @pih$eassophat e t heg rmuaki ablgad n thye User
formula and applies the value froma variable in the arrangenent that is

of fset fradtehroatedyocisatekwardyblse Fheodhfsey Hendtieorongppdis iaxpr essed

as (O fset (x, %% where x refers to an x axig of fset and refers.to a
y-axi s of Pset AR ex¥FPH ay CHEERCFSFmul X2EREP1PNc] QHeCRTA Y sét”F unct i on

may be ABGEES setmdibe Wt &ef 8FT bREsKO i WM 3, kéy UBST sWRWkd dHd st find
and use the value assigned to variable A and
desired character, variable, or operator. The selections
are displayed in wuser formula area 440. The user
continues until the user formula haé been constructed as
desired. When the user formula is complete, the user may

then activate the “save” button 430 to store and use the

formula.

[00039] In one embodiment, a user may be provided with a
facility to construct one or more custom operators. For
example, one of the operators may include an offset
function, where the function is associated with a
variable in the user formula and applies the value from a

variable in the arrangement that is offset from the

associated wvariable. The offset function may be
expressed as (Offset (x, y)) where x refers to an x axis
offset and y refers to a y-axis offset. An exemplary

user formula that includes the offset function may be
A+B(Offset {1, 1)). Referring to Figure 3, a user would
first find and use the value assigned to variable A, and
would then find wvariable B, but would use the wvalue from
variable M which is offset by the coordinates (1, 1) in

this authentication session.

[00040] A user may use any offset desired so long as the

offset points to a variable present within arrangement
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woul d then find variable B, but would use the value from variable M which
is offset by the coordinates (1, 1) in this authentication session. [00040]
A user may use any offset desired so long as the offset points to a

vari abl e W@2@n38473 hi n arrangenent 10 WO 2005/ 038573 PEE/TIS2OQM2¥2507
365. In one exenplary inplenmentation a user enters the offset function by
sinply typing "(Ofset (x, y)" where desired in the user fornula. In

anot her exenplary inplenentation, one of the non mathematical functions 420
may i ncl uds s bufhorrdeabekedp & {sempleReersitigprt he ubkitseintbutd onhaay

initiate a dialog_box that requestf a__user to enter tt(‘ne of fset coordinates.
Upon enterq Gf%efPESBFBFnQYess,l% Bf Fgﬁﬂnﬂe5| (é?]‘{a]ésf%, For Yoxanplrere( o f set
(1, 1) mayapneay 'imt%@s%séfr%gnﬁépl ayeﬂl'%ﬂ@@neyse%xérg%ﬂykgl area

440. [00041) I'n another derivation of e offset function, ecl of f set
may be detietpliemshtatefarr edn¢ cofistap h¥n fmandiemart.icHle fuadtuhehs on2atili zes
the value associated wth a variable as_coordinates that point to the upper

| eft hand "Bof t ilG 1eAS he Frahgemertbelmt st -"a  uBEFSHRPIwi SRSt o use a
‘ r rta e | ! =W S "
user tor mﬂifasﬁef BH@tBﬁym‘féﬂySk&ﬁPcléi@é' 9”%%3%%' '%etﬁaﬁs &Qﬁgéét%é hg the

upper |eft corner of "the arrangenent er pressi e of fset
button, i|Inmgespoosentert hier efifesit f@sotdDi# ei@t es Upblhe entserinmythespond
with I X(K) or some other appropriate L designation for the special offset and
the desi giQHiNa40042} ShbSeSuiRIITNAHEN t hECHs &XaP Ugsi nfOf heet

arrangenenf, 363t gadet 8l ae 1he difsullef ANAMI a:LRIOYLE fiechiger would

observe thalt’ va
user formula area 440.

[00041] In another derivation of the offset function, a
special offset may be determined, referred to as an IX
function. The IX function utilizes the value associated
with a variable as coordinates that point to the upper
left hand portion of ~the arrangement. For example, a
user may wish to use a user formula 2*B and may wish to
designate variable K as specifying the upper left hand
corner of the arrangement 365. After pressing the Offset
button, in response to the request for coordinates, the
user may respond with IX(K) or some other appropriate

designation for the special offset and the designation.

[00042] Subsequently, when the user is using the
arrangement 365 to determine the result of the user
formula, the user would observe that wvariable K 1is
assigned the wvalue “43” and then would consider the
coordinates (4, 3) as the offset location for variable A,
the coordinates (5, 3) as designating the offset location
for variable B, the coordinates (6, 3) as designating the
offset location for variable C, etc. Using the wvalue at
coordinates (5, 3), the user formula 2*B yields “104”

which would then be entered in the password area 375.
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assigned the value "43" and then woul d consider the coordinates (4, 3) as
the offset |ocation for variable A, the coordinates (5, 3) as desi gnati ng
the offset location for variable B, the coordinates (6, 3 emgnatl ng
the of fseWOIpHIH for variable C, etc. Using the val ue? T/US@’(‘JI'J(P fat es
(5 3), the user fornula 2*B yields "104" which would then be entered in

t he password area 375. 11 WD 200/138573 PCT/ US2004/03 2 50 7 [00043] O her
custom operators may be created that perform any function, operation, or
conbi nat i ol 080 4BInet hekiscustoBpeparprbRES MECVIS] cAS adiast Hératemqﬁcerm
adm ni stration screen 400 i.ncl ude a ection for creating a custo
function tRAY lﬁ)%?%%es onn%%f?t&ronrrore % ?7%%’6?135% EPBthF‘gHEti%:ﬁ
i ncl ude anypaweiof. mat hematical, logic (AND, OR XCR, etc.)
trlgonorretrlc statistical, etc. types of operations. A user nay be
presented with one or nore scripts that may be used as tenplates for
desi gni ng [©09¥dh Ranenpthsr Serimptle nyded Bosbraptoni gedekor 408r esant i ng
buttons or ., udJdtens to users for invokjn t he cust om_functions and for
Using the AHSHONS (MCEEORSCIPR &% FETALIEY. 9 GOOHE™ THATGEAPR y R cr eat e
custom funelleens ds5 ord¥ABt d3eqiSrdecausgpiksal | opgea c%)éstfo%mitﬁ&elon

custom zed for a particular user or a portion of an enterprise.

pur chaser abutllde szsltls:‘m isnprovikked of thathemabiikkfly flogifaur tANEY, emh,ance t he

security of he S m creating . customfunctl S and oper at ors not
avai |l abl e &P 3 %ﬁ@lons%‘}?t mMSur Siréder 6810'046‘? She QMRFent?rati on

system nayogtefrgrth)rgr_eat & user may be presented with one or more

coul d

scripts that may be used as templates for designing
custom functions. Scripts may also be provided for
presenting buttons or menu items to users for invoking
the custom functions and for using the custom functions

in user formulas.

[00045] The ability to create custom functions is
advantageous because it allows a system to be customized
for a particular user or a portion of an enterprise. A
purchaser of the system is provided with the ability to
further enhance the security of the system by creating
custom functions and operators not available or known to

other system purchasers.

[00046] The authentication system may offer a greater

measure of security by providing a function that creates
a formula within a formula, referred to as an AutoToken™
function. A user invokes the AutoToken™ function, for
example, by selecting an AutoToken™ key 435 (Figure 4).

The AutoToken™ function prompts the user for a user
formula which the user enters in the user formula area

440.
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“measure of security by providing a function that creates a fornula within a
formula, referred to as an Aut oTokenTM function. A user invokes the

Aut oToken7l function, for exanple, by selecting an Aut oTokenTM key 435
(Figure %’0 »ddABsdyt oTokenTM function pronpts the user fRCT/HSW8E9325¢70r nul a
which the user enters in the user formula area 440. 12 WD 2005/ 1138573

PCT/ US2004/ 032507 [00047] The Aut oToken" function automatically creates two
formulas, referred to as a local fornmula, and a renote formula,

respecti vgloyo4Baommef atberbreat anchds e eauf onaut ag1hpelydes ward,abl es,
constants and operations that may be randomy sel ected and randomy ordered

so |ong dsrihdypsformzeropdr &t omal af drandla. fFheutarni aoddsa mworsteants and

operations may.include variables fraomthe _arrangepent_of variables that is
present ed%Pc?m}[;‘lﬁ‘serrﬁﬁHecBb’é? Vi'onsol?ﬁco}%/i ®&d BYCt htCSBhi nRe r ST Sr ocess.

The | ocaleoapd158m0te houay as1a%ulie LOf %%s%%ﬁmls,exi A ahed A1) and are

generally the sane except that the local fornula includes®a result variable
for recei thag tthey resukkbndbmipe sskecfed maral t hahdweilll berdeped kyo a user,
while the_renote user fornula includes the user formula itself. [00048] The

renote forfiiga afay5¢ SV Pt CRAY2 F et ohoTHESRgnalléd BiptiReles,
aut henti calian -sygt emandpbbechocal nforoyla,gay L& shored epop lggation
| ocal to the user. 1In ong enbogl ment ,}ptﬂlg ?ocal form}ga may Be stored at
any | ocatiraandesiegitateed oar @b bes edhby tibe pusarentH0048] aTheelocald f or nul a
may be transportable for use in accessing a device, service, application,
or functi &kerations provided by the admlnistration process. The
local and remote formulas may be of any complexity and
length and are generally the same except that the local
formula includes a result wvariable for receiving the
result of the user formula that will be input by a user,
while the remote user formula includes the user formula

itself.

[00048] The remote formula may be stored at any location
designated by the authentication system and the local
formula may be stored in a location local to the user.
In one embodiment, the local formula may be stored at any

location designated or selected by the user.

[00049] The local formula may be transportable for use in
accessing a device, service, application, or function,
from a different location. For example, the 1local
formula may be stored so that it 1is portable, which
includes storing the 1local formula on any type of
transportable media, for example, magnetic, optical,
semiconductor, or other suitable media. The local
formula may be stored on, for example, a floppy disk,
compact disk, flash memory card, USB drive, or any
suitable device for storing and accessing the local

formula (e.g. 247 in Figure 5, described below) .
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froma different |ocation. For exanple, the local fornmula nmay be stored so
that it is portable, which includes storing the Iocal fornmula on any type
of transgpr%'Qhégﬁ?dla for exanple, magnetic, optical, pcsaso@angrsoror, or
ot her sui t'dbf! dia. The local formla may be stored on, for exanple, a
fl oppy disk, conpact disk, flash menory card, USB drive, or any suitable
device for storing and accessing the local fornula (e.g. 247 in Figure 5,

descri bed pedawg] 1H3 wﬁk20@5b@3$5¥§tPCT£H§20@66@3259$rmeQ05ﬂi | mepe
enbodi ment, the local fornmula may not necessarily be stored but may be

tr ansporté’tﬁQﬁSSQIﬂalem treed soredt hént ocaevon Yeor tgensportieduserr [00051]
An authentlcatlo éSIon f.or ed an Aut oTokenl ™'

function 6?535%%% f%ﬁI%ﬁ@?heﬁ}ib%g%}O?egﬁEnggagéegb €t Y58 devi ce,

servi ce, appllcatlon or function, and an authentication session is

initiated. [onb%EY%G%QEﬁéﬁBEéaEE‘%nUS%Es\éﬂlbﬂ 3B ozal kangegent,pb Vvggkabl es
and the user enters the result of his user formula. If the local fornul a

has been isigleaterared r anspartcidlenredifancti dhi srétaedsr a8 Baylows e prior
to this point, the transportable nmedia is coupled to the systemso that the
| ocal forﬂﬂﬁa |§SeéCce§§HB?ét§y t%@cgﬂ$heﬁﬁ?caﬁlond§y9?ém1 Terrvice,
authentlcath_ steminserts the result. in p result variable in

I :
the | ocal F#mift tl? ‘hseft's v“érfchtelsorfroﬁpdt & a??lﬁl&@r‘f‘é‘rﬁa of"VarTabt®e into

the rest ofsthaikGealed fornmha, apck sRMtasedhe nasul usel thechocah
fornmula. The authentication systemalso inserts values fromthe
arr angenearxgngemaezth| ef vierdallesusandf sheulwsen ehters the result

of his user formula. If the 1local formula has been
stored on transportable media, at this time or at any
time prior to this point, the transportable media is
coupled to the system so that the 1local formula is
accessible by the authentication system. The
authentication system inserts the result in place of the
regsult variable in the local formula, inserts values from
the arrangement of variables into the rest of the local
formula, and computes the result of the 1local formula.
The authentication system also inserts values from the
arrangement of variables into the user formula in the
remote formula, as well as the rest of the remote

formula, and computes the result of the remote formula.

[00052] The authentication system compares the resultg,
and if they match the user is granted access to the

device, service, application, or function desired.

[00053] If for some reason a user’s user formula is
compromised, the user may invoke the AutoToken™ function
again to create new local, remote, and user formulas
without requiring additional support resources, thus

securing the continuation of secure access.
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remote forrmula, as well as the rest of the renote fornmula, and conputes the
result of the renote fornula. [00052] The authentication system conpares
the results, and if they match the user is granted access to the device,
service, @uphdosatgsen, or function desired. [00053] |f foPCTarsROHOaTON a
user's user formula is conprom sed, the user may invoke the AutoTokenTM
function again to create new local, renpte, and user fornulas wthout °
requiring additional support resources, thus securing the continuation of
secure acCps®054KAM0 200%/H385F2 aRUe U 52004/ H32A5it7i c 00D 4] sst @not her
feature, the authentication system generally allows a user to enbed

functi ons IFRPF &L BY hat Lopenct | PR t §CexaTerrl t RENSEEORFt Wisthism ueEReF or nmul a.

For examp nc%gﬁgr gor@ a C(%llgll d é Qb ude A+§A¥E(1A¥g §+C;rngryﬁVE

D+E+F) ) +G¥ specral “functi on may char5eFers

Wi thin a useimpps Iméaubéﬁe@oQﬁ\uaaV@lo@Qd aﬁﬁdlgnw Ao mvyvavrbkect (amEt he
arrangenent 365. This function could be designated as a "Set" function. An

exenpl ary RisetF¥btr@tifla: usikgspheisdt ffujm,tncmm ﬁray e ysed zo 1§flbedr

formula]. [00055],ln_apn_arrangenent vvheret riapbl S aSSI ed t he
val ue 5, aéuslg’F \li%ﬁFa E %S i'n T ive duH‘ﬁy char act erg‘b %%OPQ @nt %% t he

first val ugsofghde tas@tvatlhb@euwomf@haula&raMerﬁnyaagnberma{sdumTy
characters may be inserted at any location within the result of a user

formul a. [DOOSEIoMs camldddrei clesiaedad t ¢sf et dlsét”a fugeet o nul aBncoul d
use val ues a55| ned to variabl s of . the ﬁrrgngege 365 to ge5| ghat e
the Se ncti

specific |%}f?‘8§2 AW t AT AT spReTY % Yot s Cnl may

(set Z, 1) [user formulal].

[00055] In an arrangement where the variable Z is assigned ‘
the value 5, a user would type in five dummy characters
before entering the first value of the result of the user
formula. Thus, any number of dummy characters may be
inserted at any 1location within the result of a user

formula.

[00056] As an additional security feature, a user formula
could use values assigned to variables of the arrangement
365 to designate specific letters within specific words
of a secret phrase. For example, a user may determine
that their secret phrase may be “the dog is lazy,” and
may decide on a user formula of ABCD. When constructing
their wuser formula, the user could type commands
designating their secret phrase and their user formula

into user formula area 440.

[00057] Alternately, the non mathematical functions 420
may include functions that allow a user to select the
designations. During authentication, an arrangement may
be presented, for example, where A is assigned the value

31, B is assigned the value 14, C is assigned the value
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of a secret phrase. For exanpl e, a user may determne that their secret
phrase may be "the dog is lazy," and may decide on a user fornmula of ABCD.
When constructi their user formula, the user could typergQuiwoshsor

desi gnat i Wé)%‘w%(ﬁ% Becret phrase and their user fornmula into user formula
area 440. [00057] . Alternately, the non mathematical functions 420 nay

i nclude functions that allow a user to select the desi gnatl ons Duri ng

aut henti c 4 on, arLan e -pre ted exa ere Ais
assigned t a"*rt1e’ valfd’?lrb % %Sggﬂé(sig%lneed’atlh%e %HH% SI g %\gu?%e val ue
15 WO 200%&%%%%@%/@32@8 pﬂicasémﬁoD AS3aswogﬂeﬁ el yatre 13.
Applying the values of the arrangenent to the phrase for A=31 would yield

the thirdhiad e?ne‘éf—elfhé?ﬁl Ebe viorest 19914, yiRBtHs tHelids sthel efiestof the

fourth word C—21 ds t he econ he _{irst nd D=13

;é:_all ds tcahélFT‘ élﬁi cf 11_' 8?mF eH ti_d%elgéyjﬁté FEES fjgrp"{g;u}%ttf%e in
Wi the @nkaRgerByy, agfqd € 144l ghe Of i 1REHERYE, o /N

attenpt at deci phering such a result vvoC¥d nost likely result in Cf)ai | ure.

[ 00058] Tttehaautthemtil ceerdn syTham, mayhef fugenm gnoeéider tymeasine BfHEecurity

by provi di et function within a ser for This reset function
operat es t reé'éet ethér\f OB pﬁ'eé:srg:{:t 39 %%he UsertPeor

exanpl e, ghRAd, ohpar@idan tla%ataeelﬁﬁéﬂﬁ@ séﬁbha%raf'géﬁﬁﬁt v%ulda“abl es
as shown in Figure 3 is presented to the user. The user examnes th e

arr angenmemqstr dcdgiiyz essule vial Umiofurtéhe first variable of the user's
formula and enters the first variable.

[00058] The authentication system may offer a greater

measure of security by providing a reset function within

a user formula. This reset function operates to reset
the wvariable arrangement presented to the user. For
example, as part of an authentication session, an

arrangement of variables as shown in Figure 3 is
presented to the |user. The user examines the
arrangement, recognizes the wvalue of the first wvariable
of the user’s formula and enters the first wvariable.
After entering the first variable, the reset function is
activatéd, for example, by a command in the user formula
or by typing a command, and the values and variables arxe
changed such that the user is presented with a 'new
arrangement . The user continues to utilize the wuser
formula, recognizing the wvalue of the next variable in
the formula from the new arrangement. When the user has
recognized all the values, computed and entered the
result of the user formula, the user is granted access as

desired.

[00059] An example of a user formula using the reset

function may be:

Al| B|| <reset> C
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After entering the first variable, the reset function is activated, for
exanple, by a command in the user fornmula or by typing a command, and the
val ues and variables are changed such that the user is Mih a new
arr angenmew.2013@888er continues to utilize the user forﬁéﬁ@?ﬂé’@%éﬁ%zing
the value of the next variable in the fornmula fromthe new arrangenent..
When the user has recognized all the values, conputed and entered the

result of the user fornula, the user |is %ganted access as_ desired, [00059]
An exanpl &S udde f oMALE usPA§OFABERESset WiFlinct VBRiARYebe: AAl 119 (

<reset> C 2005 P38p:43, P S2 32 ret I as i at ed
with varia ?giA I'S égngg?gﬁaf%%ébﬁggf?%e %g%ﬁgngggkiggg%?wﬁgh éﬁgghe

vari abl e ararrgdreirrsngesett ahd tleeetonoat etiati epnoktAnadfidnB dfs A
concatenated. wi th the new value of variable C. _[00060] It should be
under st oodth&t e FuetenahfRd i'ohth neye beev | YRt e eaf aHgwhabie| G-t he user
formula and may be inserted in one or nore places in the user formula. The

reset funcly gy iy beagiiyabed ygard Qs pRLDods, . f ?‘rese%xafmllc?ti&? a
ica val ue has

response to pressing a particular key, or autom 'y after a

been entemes; HO0DHEErBeliemnynhei@ the ads Rissir afdopHubdsr aad mayFigsire 4,
the reset function may be presented to a user as part of a fornula buil der,
or "w zardnagriedrvi @88 arudere wlares siepthe ysep grgeedd-f orTheiserting

the reset , function..£000G2), AS. "BOLE 00eda2RYY eyat hEuEeSE LWICt i A1) oper ates

to
example, as a response to pressing a particular key, or

automatically after a value has been entered.

f00061] Referring to the administration screen in Figure
4, the reset function may be presented to a user as part
of a formula builder, or “wizard” that provides a user
with a step by step process for inserting the reset

function.

[00062] As mentioned above, the reset function operates to
reset the variable arrangement presented to a user. This
may take the form of regenerating new values for the
variables in the arrangement, changing the location of
the variables or a combination of both. The reset
function may generate the new arrangement using a formula
that is based on a seed number or variable provided by a
user during the formula builder or wizard process. The
variable seed may be a variable from the variable

arrangement present to the user.

[00063] Thus, the reset function provides a heightened
level of security to the present invention. For example,
in a networked environment, i1f communication between a
desktop computer and a server is intercepted, data about

the variable arrangement may be extracted. For example,
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reset the variable arrangenent presented to a user. This nmay take the form
of regenerating new values for the variables in the arrangenent, changing

t he Iocati?@) 29{,];/035;97% variabl es or a conbination of both. gRgusRaghs2shpnction
may generate the new arrangenent using a fornula that is based on a seed

nunber or variable provided by a wuser during the fornula builder or w zard
process. The variable seed nay be a variable fromthe variable arrangenent

present to the user. [Q0063] T the reset function provi.des a i ght ened
| evel of seoﬁ?_rir?%/gekt‘% ta_%gebn_ eseﬂ@%‘én??‘&ﬁccﬁﬁﬁ%éég%l e-© fiﬁrévﬁep%bgke_d
envi r onmentyadiklemMmufireaideaz et Weeh atnhdeskhopreopraliergaps. a sefyer is

i ntercepted, data about the variable arrangenent may be extracted. For

exanpl e, TPSAO FURCIS/QB5GHIS#CT¢ US20045682508 vend alrilghtaratargeuter(tal bei t
unsuccessf ul | to derjve the .variable arrangepent fromthe i rcept ed
data. The ioéy Yf’un‘ﬁ’f#%ﬂ“’bp&%‘e&?aﬁp FeEsrnt haty8Fr abl g}"a‘?r aﬁ&&e@?ﬁg
local 1y, widhouje@x}&r nahe CORTAMIGA Oy TiSen&hi OT b tiql&exrde\tgcitrt%
vari abl e arrangenment by intercepting comunications are renderéd usel ess

because a menmwEciadblonsar r angenerindexrgbnenaeddsand Hdwreseé s a0 new
conmuni cati on .%Tst?goci ated wth the reset or the new vyarjable arrangenent.

[00064] Ref‘&rri eagaﬁ”ﬁ"i‘rbg?ﬂ‘%‘&ﬁe is sPSIEHMGS nefPbe BReHBskiSp Miput er
that incl udemmis8atiih f apesddihang ¢pphrother 1laerConty olher 115, may

i nclude one or nore processors 120 for executing an authentication program
135 from aveeneby el 25 raangyemsdntal so i ncl ude a storage device 130 for storing
i nformati on, data, and prograns.

[00064] Referring again to Figure 1, system 100 may be a
desktop computer that includes user interface 110 and
controller 115. Controller 115 may include one or more
processors 120 for executing an authentication program
135 from a memory 125 and may also include a storage
device 130 for storing information, data, and programs.
Controller 115 may also include an interface for
communicating with other devices. User interface 110 may
include a display device 140 for presenting information
to a user and one or more input devices 145, for example,
a keyboard and a ©pointing device, for inputting

information, queries, responses, and commands.

[00065] Processor 120 may provide authentication services
under control of authentication program 135, and upon
authentication, may allow an authenticated user to access
or utilize service 150. In this embodiment, service 150
may be a local service, that is, may reside within
desktop computer 100. Service 150 may be any device,
service, application, or function to which processor 120
or a user of system 100 may require access. For example,

service 150 may be a data ©processing system, a
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Controller 115 may al so include an interface for comunicating wth other
devices. User interface 110 may include a display device 140 for presenting
information to a user and one or nore input devices 145, for exanple, a
keyboar d wyghwmspsismti ng device, for inputting infornmati 8aT/U§EMH0EI507
responses, and commands. [00065] Processor 120 may provide authentication
services under control of authentication program 135, and upon

aut hentication, nmay all ow an authenticated user to access or utilize
service 15@>mputatthiicmaélrrtﬂm'rvﬁe¢&,, secomntentiS5aelmmgrige serivdeal, serddtee, that
is, may reside within desktop conputer 100. Service 150 nmay be any devi ce,
servi ce, Sicdt iton® YTt i¥if to which processor 120 or a user of
system 100 may require access For exanple, service 150 nay be a data

pr 0cesSi NG AT R LB 0. 2005038573 AT USP004L032507 o SR 2l Onal

service, a content delivery service data base sys etc.
[00066] | mddes=coneseiokt dpelr athonsgh usettnelledt amst. toCc&m&slsl@ervi ce

150 through controller 115. Controller 115 initiates an authent] catl on
sessi on as Pesdriifdd®tamhod® t FUFASRTHGE gD t ReSRHan | 9% idRIIED

perm ssi ong Qe | Segengk 'e'r}ﬁﬁ‘;: A ov\ﬁﬁ topaccess, seryicey 11%? pikl the ser

provi des the proper cre entla I's, the proper ap |cat|on 0
assi gned yalrueis ot heousei s fg.mmﬂaallqs dﬂslmebledtberem:dﬂes@orﬁdm}ﬂc@" 115
al l ows access to ser vi ce 150. [00867] Figure 5 illustrates_another

enbodi mentt58 théf ithfent$oh BRBYACES &hG RFPRRA edrs(sPEAR360. At em 500
may be party ofy an SALEIPr LSS PEaCOLROS AL 8 Wk §ReA $81ues to the user

formula as described herein, controller 115 allows access

to service 150.

[00067] Figure 5 illustrates another embodiment of the
invention shown as a distributed system 500. System 500
may be part of an enterprise or corporate wide area
network or local area network and generally includes a
user interface 210, a controller 215, and an application
or service 220 connected by a communications network 225.
User interface 210 may generally be part of a 1local
computing device 230 and controller 215 and service 220
are generally remote from computing device 230. Local
computing device 230 may include one or more processors
235 for executing programs 240 stored on a storage device
245. Computing device 230 may also include an external,
removable storage device 247 for storing a local formula.
User interface 210 may include a display device 250 for
presenting information to a user and one or more input
devices 255, for example, a keyboard and a pointing
device, for inputting information, gqueries, responses,

and commands.

[00068] Controller 215 may operate as an authentication

server and may include one or more processors 260 and a
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network or |ocal area network and generally includes a wuser interface 210,
a controller 215, and an application or service 220 connected by a
comuni cati ons network 225. User interface 210 may generally be part of a
l ocal con¥@ZY38EVi ce 230 and control ler 215 and servi c'émﬂé%z""g B07
generally renote from conputing device 230. Local conputing device 230 nmay
i ncl ude one or nore processors 235 for executing prograns 240 stored on a

storage device 245. Cowputing devi ce 230 may al so i nclude an external,
renovabl e §t6rage dAFLe472P8r £e%r iSheraidocBFOPERREI LhatusePnitiedr f ace

210 may in de LSl iC enty . nf.ormat i tQ_a user
and ong orgi'r%tg)rea?lﬁ%&?ﬁlgé\gggés %@%?Coﬁsfb%ésexg%nﬁ)?e, tégg%é)(/)glosdrd angga %(I)ll nti ng

devi ce, foruthpHtitagibnfoserteen, guatikelletespaBsenay avpegcaeBNds
[00068] Controller 215 may operate as an authentication server and may
i ncl ude ondubherbieaprPoCOBRYESNI6CISHHEFS 230 WD 200579038573 computing

PCT/ US2004/,032507 tor facility .265 for storin r0g t hat . control
t he aut hen??géfleo%3§r'oce g)é]s 255 egyetslsqaoscnls?n’Asé%%trg}J? ]é-n??gz?PSﬁaESFver,

control | er 315 @y dpekateite apbheard i campurdmyt dagidevi £8023) ok user
of conputi ng devi ce 230. Upon authentication, controller 215 operates to
provi de sepVilew 22ompytiggputdai tevi 22023000r agresd | o9ervhpat | B§0devi ce

230 to access,servyice é) Contraller 230.al so.operates ta.direct traffic
anmong corr18)8ﬂgﬁf3_i of s%% erﬁ]ﬁf_b g?r?c?e"?attefise &ht %10 Iloeocft i%r@tf%d&i gRsTr
prograns stenfenkAtstorgge fAasddddy 26 Geld®l | @he?15 R raliso provi de
storage capacity for conputing device 230 within storage facility 265. As
an instructions or programs stored in storage facility 265.
Controller 215 may also provide storage capacity for
computing device 230 within storage facility 265. As an
authentication server, controller 215 may operate to
authenticate other computing devices 275; ... 275, and,
upon authentication; provide other computing devices 275,

275, with access to service 220 and to other services

2701 ... 270;,.

[00069] In this embodiment, programs that control the
authentication processes and sessions may be distributed.
among storage device 245 and storage facility 265.
Portions of the authentication processes and sessions may
be performed by processors 235 and 260 under control of
programs stored in storage device 245 and storage

facility 265, respectively.

[00070] Service 220 may be any application or service to
which computing device 230 or a user of computing device
230 may require access. For example, service 220 may be
a data processing system, a computational service, a
content delivery service, a data base, a file system,

etc. Service 220 may reside within computing device 230,
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aut hentication server, controller 215 nmay operate to authenticate other
conputing devices 2751 ... 275, and, upon authentication, provide other
conputing devices 2751 ... 275" with access to service 220 and to ot her
servi ces WIVDS/038573270, . [00069] In this enbodi nent, probfBVS24WA3258ont r ol
the authentication processes and sessions nmay be distributed. _anong
storage device 245 and storage facility 265. Portions of the authentication
processes and sessions may be performed by processors 235 and 260 under
control ofcorprmgrlars Zt%r edri magt oregelaeanyweh@dd andhihorggeenf azddity 265

respectivel &ﬁ%OOO 0 Service.égo may be any application or service to
whi ch conﬁﬁ%i B JfL R (RRY PR igﬁ TETFeB 2980 may require

access. For exanple, service 220 may be a data processing system a

conmput ati Ao F8" ¥bfifupdcat BHENhAI KERY S LY %cl%%gtvaf}?gaggr& ofile

system Service 220 may reside wthin cofputing 20 WO
2005/ 03852 ekl 1 SAAGAHHIIP S5Ebr cadmmold srat2ith, orfomy &esnplee anywiher e

Wi thin system 200 or. in_coppination wiith any conponent of %%%%en1200.
[00071] Cmhfiinedti dfe ndthwtk 595tRAGY) AelaRECRRy Netwedy (5idtor k2 sui t abl e

for commupieaiiall Lek APl e, Wiged NhEENSLy {he RUBL . Puigefipd el ephone

Net wor k ( a wreless netwo a wred network, a virt private

net wor k ( VigN)weatkc. (CedTuRitcat | oQomaynbeaexenutmad, Usé ngxeamy eslli t ehha

protocol, including X 25, ATM_ TCP/IP, etc. l00072 In the course of
4%%? i

oper at i onSTH Byt REFRACY 0 1RetedE et vite 2B, BOR(£BI I 8FC215

nmonitors or is notified of the attenpted access. For exanpl e,
[00072] In the course of operations a user may attempt to

access service 220. Controller 215 monitors or is
notified of the attempted access. For example,
controller 215 may monitor and intercept all attempts to
access service 220 under control of programs stored in
storage facility 265. As another example, service 220
may automaticaliy route all access attempts to controller
215 for processing. Any other suitable method of using
controller 215 to control access to service 220 may also

be implemented.

[00073] Controller 215 initiates an authentication session
to determine if the user is eligible, has permission, or
is generally allowed to access service 220. Controllerx
215 provides computing device 230 with data and commands
to display an arrangement of variables on display 250 and
prompt a user to provide the result of the user formula.
The computing device conveys the result to controller
215. Controller 215 also computes a result using the
user formula and +values from the arrangement of
variables. If the conveyed result and the result
computed by controller 215 match, controller 215 allows

access to service 220.
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controller 215 may nonitor and intercept all attenpts to access service 220
under control of progranms stored in storage facility 265. As another

exanpl e, sgrvj may automatically route all access
controll eraozii@‘%?%fz_gpr ocessing. Any other suitable net hodé(éf/%ggf"?{gsgm

controller 215 to control access to service 220 may also be inplenented. .
[00073] Controller 215 initiates an authentication session to determne if

th i | i_gi.bl e, i,S$Si on, i 1y all d. t

Sorvice 220 0%8ThIr b RIS BEETETEREs hrpuc: Ao Tedtach D0 SHAH b et and
commands i " ement, of ri,a on . di spl ay -2 an r onpt
a user to %&&\%ﬁsﬁeﬁea?%rg% J?&gfa h%eﬁcé}é¥g?lgr %ﬁgf.e’ 'F%liae @(?W%U igod: glv?ge ™

conveys thaakedH tstOore@nbhokkeerndld. L1 Er sBdPagksaeseRUtRS7 a resul t
using the wuser formula and values fromthe arrangenent of variables. If

t he convey@®peresilonsanen t beer éoghll foommitaad byctudingl Lasezringattdre

troller 215 all t ice 220. 21 WD 21405/ 038573
PCTI 1 S20047683807 A000TH TReEni & BN mam , BHEE a Goor Has St Kent ed

an Aut oTokerEMdlencid obhasidestr ifkeduakoveinddiet 1 f§akall Qe BulFdomMadh e
stored on external, renovabl e storage device 247. erations on the | ocal

fornul a, i Relradigementsecti ngarhableesuintof the usestforfrulthe n lgiceke of the
result variablua in th(g | ocal fornula, inserti ng vag ues.fro
S Eal

the

ar r angement: O3 &ri aBPEs SORPYSERY rElt FESHE | hg o}ﬂﬁf"g}, tjér?(ﬁ‘“b]o?’rputi ng
the result n@f, e Jacal -l BY & FBYeREe peb§eaied ubY idC o Momph RGN
running on conputing device 230. Operations on the renote formula,
i ncl udi ng device 230. Operations on the remote formula, including

inserting values from the arrangement of variables into

the user formula in the remote formula, as well as the

rest of the remote formula, and computing the result of

the remote formula may be performed by a server program

on controller 215.

[00075] Figure 6 illustrates another embodiment of the
invention shown as a distributed system 600 for
electronic business transactions or e-commerce. System
600 may be Internet based and may use the World Wide Web
as a common communication medium. System 600 generally
provides all the features of the previously described
embodiments and includes a number of users 610; ... 6104,
a controller 620, and a number of applications or
services 650, ... 650,. Users 610; ... 610,, services 650,

6509, and controller 620 generally represent
independent entities, for example,., business entities,
that are connected by the Internet 660. For example,
users 610; ... 610, may be individuals accessing the

services or may be computing devices accessing the

services under program control. In one embodiment, users
610, ... 610, may pay a fee to access one or more of the
services 650; ... 650, and a controller 620 operates to



inserting values fromthe arrangenent of variables into the user formula in
the renote fornmula, as well as the rest of the renote formula, and
conputing the result of the renote fornmula may be performed by a server
program oMOaBV8IBer 215. [00075] Figure 6 illustrates BMAGYSREPHERHYI ment
of the invention shown as a distributed system 600 for electronic business
transactions or e-commerce. System 600 may be Internet based and may use
the Wrld Wde Wb as a common conmuni cati on medi um System 600 generally
provi des atdénthelf eatuates eftcelse prektroughy desthémedcateimodi mrent Thand

i ncludes a nunber of uysers 6101 ... 610n, _a controller 620,, and_a nunber
of appl i catPoh’3tgFs §£r§FE¥§C§§Of5p}.'650ﬁ5qwsépst6T6ﬁ‘?3Y BAOn2 £EFvi ces
6501 ... 630, jand.cppt-behber 62Qgenesal | d.epr egent ae@sggndeahd
entities, for exanple, business entities, that are connected by the

| nternet 680thé&otiexanphe, sewgess6101 OtheBl0bustyebs i adrundeamkstaccessi ng
the services or y be conputing devices accessing the servicei under
progr am coHt?o¥. [4Fone & diné%??”ﬁ§%rs°p%ﬁﬁio¥?. &4th nB§Rpa§LidcFee to
access oneoQL GPhe Of rihea1s67 ViseSfpPited. 6508,aRd 8 cant gol ef, 4620
operates to 22 ........... . WD 205/038573 PCTI US2004/ 032507 contfol such
access t hr omnghudet beat bramoee. pveesmoersatdrSs Oofr sexeceesngs5ptogramé50, in
turn may pagga fee to a controller operator, for, the access and

aut hent i cat?®n EBRYi cESNtEPher USES nSIENE TGN s 2P ongCERESUsEPS,

ser vi ce opgk A 958s angs SONLY.0l | @is0,0Per abghe 26818kS0659N gPRLated. Cantrol ler
may

authenticate users 610, ... 610, and to provide one or
more services 650, ... 650, to an authenticated user. The
services 650; ... 650, may include any service to which
users 610; ... 610, may require access including e-
commerce transactions. For example, services 650,

650, may include merchandise purchasing systemsg, data
processing systems, - computational services, content
delivery services for delivering text, audio or video,
etc., all participating in commercial transactions over a

network, such as the Internet.

[00076] In system 600, one or more users 610, ... 610, may
routinely access services 650; ... 6504. Controller 620
monitors or is notified of the attempted access. For

example, controller 620 may monitor and intercept all
attempts to access any of services 650; ... 650;. In
another example, services 650; ... 650, may automatically
route all access attempts to controller 620 for
processing or otherwise notify controller 620 of an

attempted access.

[00077] In response, controller 620 initiates an
authentication session with each user 610 to determine if

the particular user 1is eligible, has permission, or is
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I ncl ude one or nore processors 425 for executing prograns 630 that control
user authentication and access to services 6501 ... 650r,. Controller 620

oper at es tgi ﬁﬂthﬁn i cate users 6101 ... 6l1lon, and to proykgﬁsg 0$ds507 TOr €
It Ry

services 6 850" to an authenticated user. The services 650,
may include any service to which wusers 6101 ... 610, may require’ access
I ncl udi ng e- conmmerce transactions. For exanple, services 6501 ... 650" may

i ncl ude merchandi-se purchasjng systens, data rocessi ng, systens,
conput at i or?aqnes%ar]\sll%eagl,f%%‘?é eﬂ? Xﬂ%??%r’:g‘es &5 TUTE dRFFVRrFRgoPaxt '
audio or video, e&pC.., al hrpardiLi pakeRg igy CONPREGE@kst M angAcCt oS- pver a
network, such as the Internet. [00076] In system 600, one or nore users 6101
610" nesredenttiadel,y adedss iservicbes 650per. . r850lt Coht r ohé erused
monitors or.is notified of the attenpted ac esg For eég_ |l e, controller
v

620 may nom LS ST CEHicd Per et PenSPR S dEde£2% AYFTRE 6501

... 650n. Iy @notfiey A i STV CE&S-$POds. - - 650n may automatically
route all access attenpts to controller 620 for processing or otherw se

notify controller 620 of an attenpted access. [00077] In response,
control |l er BED74li Thakesther anbmdineat j on sesst ofil 0 mhyeattteangar 640 to
determne if the(particular user i,s eligible, has Eernission, or is 23

........... access one opgropBsrE385 7S SPERNS2004/TF 2507 G TS &P 1 oved
to access i OBErPIcaDEE $HAHICRS 8R0a one-©OAfe: bakisthe asgr Hlfeprovides

the proper credentials, that is, the proper result of the user
620 1s notified or actively monitors the attempted
access. In response, controller 620 initiates an
authentication session with the user 610. An
administrator, which may be a program or an operator,
conveys a user formula to the user 610 that is only wvalid
for a single use. The user 610 enters the result of the

one time user formula ~and is generally allowed to access

the one or more services 650; ... 650,.

[00079] Figure 7 shows a system 700 that wutilizes an
embodiment of the present invention for securing data
sent as part of a message, for example, by email. The
system 700 includes a message originator 705 that
utilizes the authentication system 710 of the present
invention, a recipient 715 and a communications network.
Both the originator 705 and recipient 715 include one or
more processors, memory devices and programs to support
message transfer and authentication operations according
the present invention. The originator 705 constructs a
message, for example an email, that includes data the
originator 705 wishes to secure. A block diagram of such
a message 810 is shown in Figure 8. The data 820 may be
included as part of the message or as a file attached to

the message. The authentication system 710 includes a
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formul a as descri bed herein, controller 620 all ows access to the desired
service or services. [00078] In another enbodinent, a user 610 may attenpt

to access one or nobre services 6501 ... 650" where access to_ the service
is grant eWOHOFOMISE tine basis. Controller 620 is notifif&d’BPOUPTVEIy

nonitors the attenpted access. In response, controller 620 initiates an
aut hentication session with the user 610. An admnistrator, which may be a
program or an operator, , conveys a user formula to the user 610 that is only

valid forWzRRR%gl 828s&ithhehgerestadentdls aid fakal 820 that 6hbltine

6301 |- Do R Pair e elanE & Yot e 968 Phsr i 11 dRe e OO

enbodi nenttld ddrea pgesenhlepgenheomrebdpisgeuriry mlalducsenth@sppapérof a
nmessage, for exanple, by email. The system 700 includes a_ nessage
ori gi nat orcrEERHERLS ut i | | 7BS t HESEBLRentScatile® syZARYAD oFOt heher esent

i nvention,_a recipien 15 a i catioQns. network. -Both the.

origi natorreﬁfEP%én rez}[g)i en?8915e?‘%g‘%§é oﬁllésgglrg r?oreé%ar%%aelé%or%?aﬁjénory
devi ces apskdqogsians to support nessage transfer and authentication
operations according the present invention. The originator 705 constructs a
nessage, for exarrBI e an emajl, that includes data the originator 705 w shes

to secure. G O KreRagreff 3t subRe Ferepiggd 8115 i 3LERBMLSI FTFi gRe®R 8. The

data 820 b i uded p f.th or_as file. ed to
t he rressaé%%/e Tﬁ‘gsést%gﬁénti ca ?o?rtsafg)teem gilg%iﬁ%gl%%deéna a‘%ﬁh%@’z%ﬁ?@b/o 385
7 3 PCT/ US4 832587 sphagppar afi2a midiygdntentress aghRo®ho iandridaire 820 t hat
wil |

A return receipt to the originator is also generated

which causes the same authentication session to be

initiated for the originator 705.

[00081] The originator 705 determines the result of the
originator’s user formula and then conveys the result to
the recipient 715, generally through a method different
from the one used to convey the message. The recipient
enters the result and, if correct, the wrapper 825 allows
access to the data 820. Once the data is closed the
authentication session ends. Each time an attempt is
made to open the message, another authentication begins
with a new arrangement. Thus, the arrangement includes
new values assigned to the variables and requires the
originator 705 to again determine the results of applying
the originator’'s wuser formula. Therefore, if the
recipient 715 attempts to open the message again, or
forwards the message to another, the previous result of
the user formula is no 1longer operable to open the

message and the originator 705 may be notified.

[00082] It should be understood that the foregoing
description 1s only illustrative of the invention.

Various alternatives and modifications can be devised by
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initiate an authentication session and prevent access to the data 820
unl ess the recipient 715 produces the proper credentials. The nessage is
t hen conv g < reci pient 715, for exanple, using roIgieFeTHe S =T ee:l
protocol.gyg 8&@?§%Eon recei pt, the recipient 715 attenp?g§@d‘opén “the
message. The w apper initiates an authentication session, displaying an
arrangenent as shown in Figure 3. A return receipt to the originator is

al so gener d i C uses the sang aut.hentij.catj on_session.to b

initiated g%&?h%??b%ﬁat%’? 7%58 [%5‘?)81"]1 Oeutoridéaipﬁgt &P%Oglg& egrl?‘lenes t he
result of §heen®fbfl Nator AscHs8ingkMUl ax@dd bReres@nVeysvéieisesulils to the
reci pient 715, generally through a nethod different fromthe one used to
convey theinbendgd. ttheemapigs eall entady saltrerpatives anaediff icetiens t he

wr apper 825 allows_ _access.to t dat.g 820. Once the data, is closed {he

At hent | CafRinvSEL PR SoNlE ORI & (HE BT A TRnREoPe. Shnibe; oBERA he
message, appihgk authentication begins wth a new arrangenent. Thus, the
arrangenent includes new values assigned to the variables and requires the
originator 705 to again determne the results of applying the originator's
user fornull&00FReMBfadr els idlatreedrist pient 715 attenpts to open the nessage
again, or forwards the nessage to another, the previous result of the user
formula is no | onger operable to open the nessage and the originator 705
may be notified. [00082] It should be understood that the foregoing
description is only illustrative of the invention. Various alternatives and
nodi fi cati ons can be devised by 25
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WO 2005/ 038573 PCT/ US2004/ 032507 those skilled in the art w thout departing
fromthe invention. Accordingly, the present invention is intended to
enbrace all such alternatives, nodifications and variances which fal

wi thin the scope of the appended clains. [000831 What is clainmed is: 26 1.
A nmet hod of authenticating a user for access to a device, service,
application, function, or system inplenented with a user interface and an
aut henti cati on system conprising: creating an authentication key in the
formof a user formula selected by the user froma set of variables and
operations provided by the authentication system storing the user formula
in the authentication system utilizing a display of the user interface to
present the user with an arrangenent of variables generated by the

aut hent i cat .on A ywitean of agthedticating ke usarrfonlakcesssatb @ hleviss eservise maplicatésc h

Soer Ororl o MRk g‘ cgl%%tfwn %‘gﬁeﬂ% r's res%lr qﬁaﬁg% R Al rﬁ]ﬁétﬂ% Fot énﬁ‘ i

user formul a an conveyi ng resul t
t hr ough thecqmsmtSIrlgnt erface to the authentication system wherein the

aut henti cat %? taeﬁme%%{]%ﬂtk' ﬁ{[tﬁ f&rme J%ﬁ%er fofm&l?%ﬁlebtreﬁtb]y lirfenL'IQeP er}l?,t CJ%?S a

second resu a separate an e en ecuser formul a
cal cul ated Warlables and Matlomatprqwﬂ&dymtmmzent‘ﬁhmmsm of claim1, wherein

t he vari abl Qg?@ﬂgﬁa‘%’% n?ﬁlé Fﬁrtﬁe aut’ﬁeptu{%ﬁ H@sﬂe‘?ﬁl of claim1, wherein the

arrangenment 0 es conp " al phabetical order. 4. The
net hod of clitdizimg B displeyradithe msleelmcgtmptesthUseowwm as errangeprent af vaviablegs .

5. The et hoghelif bAiH dun dIELRNLLAR, FRRIANHe VEIAFES SORDLLESorRIIYTY

gener at ed umer| ca rein vari abl es
are arrangeabagmeaajy(aluby 10 matrix. 7. The nethod of claim1, conprising

providing tQ&pl;}i'r?ge{hevgsgllangé%lﬁésa{bcrﬂafcﬂmﬁ gﬁgﬂl@sgmqhe user formula and calculating a

first result; and

conveying the first result through the user interface to the authentication system,

wherein the authentication system authenticates the user if the first result matches a
second result of a separate and independent calculation of the user formula calculated by
the authentication system.

2. The method of clam 1, wherein the variables comprise letters.

3. The method of claim 1, wherein the arrangement of variables comprises letters in

alphabetical order.
4. The method of claim 1, wherein the assigned values comprise numerical values.

5. The method of claim 1, wherein the assigned values comprise randomly generated

numerical values.
6. The method of claim 1, wherein the variables are arranged in a 10 by 10 matrix.

7. The method of claim 1, comprising providing the user with assistance in creating a

user formula.
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user forrmula. 27 8. The nethod of claim1, wherein the user formnula

i ncl udes one or nore custom operators. 9. The nethod of claim8, wherein
the one or nore customoperators includes a function associated with a user
formula variable that applies a value froma variable in the arrangenent
that is offset fromthe associated variable. 10. The nmethod of claim 1,
wherein the user fornula includes one or nore functions that include
operations for use in the user fornmula. 11. The nethod of claim1,
conprising: creating a |local formula having a variable for receiving the
first resul& ahte methathek clamprimwhgraiaihe yserniermudaringlydasupng oamere custom

aut henti cati ngpdhgopser if a calculation of the local fornmula matches a
calculation of " the renote formula. 12. The met hod of claim 11, wherein the
| ocal and renote formnulas include at | east one of variables, constants and
operations ¢ hath@feth@N4P Faim S&! R6dr&if BEbrR SlerRfk chstom TBSeraBINMEIuaEs Gl ai m
11, wherein the local fornmula is transportable. 14. The nmethod of claim 11,
wher ei n t he calupetiont3ssaciatediwild 3 ereaformylanariabiedhgapplinsna valys from 3 varigple
conput i ng devi ge, (@nd fahgethatt Otha®f ek @Ot forh O el a absochiéd OTvaRsLIBY a
controller renote fromthée | ocal conputing device. 15. The nethod of claim
1, wherein the user fornmula is constructed such that the first result

| ncl udes U TRORHENS Shaind G wilbHeinTRS BO cHnufd AT ok e rdr2forlétR
formula utilizes values assigned to variables of the arrangenent to

desi gnat e specinfiuée| et t @RsagNEhi n Brsecréd® phrdse. e TheUseet hodowrulg| ai m
1, wherein the user formula includes a reset function that upon activation,
presents the user with a new arrangenent. 28 18. The nethod of claim1,

wher ei n upoh!- alfh@RtNodHf CEHN 1t RIRISIG: i s pernmitted to access a |ocal
service. 19. TheatiRf staPlormlidiHEvikg aNRBToPfeB8IgRY it filshRosU® Bhd WirkRotehe
arrangenent of variables is perforned by a |ocal conputing device, wherein
t he separate afegmula having the user formula; and

authenticating the user if a calculation of the local formula matches a calculation of

the remote formula.
12. The method of claim 11, wherein the local and remote formulas include at least one

of variables, constants and operations that are randomly selected and ordered.
13. The method of claim 11, wherein the local formula is transportable.
14. The method of claim 11, wherein the calculation of the local formula is performed by
a local computing device, and calculation of the remote formula is performed by a

controller remote from the local computing device.

15. The method of claim 1, wherein the user formula is constructed such that the first

result includes dummy characters.

16. The method of claim 1, wherein the user formula utilizes values assigned to variables

of the arrangement to designate specific letters within a secret phrase.

17. The method of claim 1, wherein the user formula includes a reset function that upon

activation, presents the user with a new arrangement.
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i ndependent cal cul ation of the user fornmula is perforned by a controller
renote from the | ocal conputing device, and wherein the user is granted
access to a service upon authentication. 20. The nethod of claim 19,
wherein the user, service, and controller are business entities
participating in comercial transactions over a network. 21. The nethod of
claim1 further conprising: providing a wapper that initiates an
aut henti cati on session according to claiml encapsulating a nmessage with
data in the wapper: initiating a first authentication session for a nessage
reci pi ent amgl ahsetmnst ofadlditaeniWwherdin GporsRAsntiCationr the usesEPRemBEd & adkss upon
an attenpt to qgpen,the nessage; determning a user fornula result fromthe
second authentﬁg%Fvgﬂv§gssion; providing the result to the first
aut henti cati on session; and allowi ng the recipient to access the nessage and
data upon aqéhqntica i system for authenticati. a user for, agcess
odf g §f ;

n., 22. g
to a device, seryi T8 °§p‘ﬂ| %8‘81 ﬁo nerqin RIESes © 7St OsnprIgems™ &
aut hent i cati on vkgablésnist perférateth bf aalogslecorhmuting | devive| etieasin hiye tsbparateeand rom a
set of wvariables an ration rovided by the authenticatjon syste and
Stored i the MiEpRRET B len SR e BT uRle PRI SRble P HERED 2y
for presenti ng thelotdleompetingedevite! anbDetmeaih ted usey &rgralitee acgRB ¢ ak@tlicbyipdhe
aut henti cati on s%tsehgcr’ggpi ncl udi ng the variables of the user fornula, wherein

each variable & 'P'angerrent is assigned a value; a first result of
appl ying the values associated with the arrangenent of variables to

mat chi ng varjahles in th ser s;orrml.a al cul ated by the user and conveyed
to the aut hgnﬁ-:h(e,arp?ﬂo"ﬁ&s?s AN 1%y fﬂﬁdﬁmttﬁ% Lﬁgrersefvrlﬁeeraf”gc%q,nltjrﬁgerc?r?c S‘c”Ffls in
t he aut hent i catentitiespasticipatihgin qerrhecial inansacti@pavat &netwdrk. ndependent
cal culation of the user fornula to obtain a second result, and for
authenticating the wuser if the first result matches the second result. 23.
The system afl. dhainmetid ofwdemel farthdrecowrisiagpl es conprise letters. 24. The
system of claim22. wherein {h{e. %r{a%emﬁ]nt of. variables c rises letters
in providing a Wrapper that initiates an authentication session according to claim 1;
encapsulating a message with data in the wrapper,
initiating a first authentication session for a message recipient and a second
authentication session for a message originator upon an attempt to open the
message;
determining a user formula result from the second authentication session;
providing the result to the first authentication session; and

allowing the recipient to access the message and data upon authentication.

22. A system for authenticating a user for access to a device, service, application,
function, or system, comprising:
an authentication key in the form of a user formula selected by the user from a set of
variables and operations provided by the authentication system, and stored in the
authentication system;
a user interface including a display for presenting to the user an arrangement of
variables generated by the authentication system, including the variables of the user
formula, wherein each variable of the arrangement is assigned a value;
a first result of applying the values associated with the arrangement of variables to
matching variables in the user formula calculated by the user and conveyed to the

authentication system through the user interface;
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al phabetical order. 25. The system of claim 22, wherein the assigned val ues
conprise nunerical values. 26. The system of claim 22, wherein the assigned
val ues conprise randonly generated nunerical values. 27. The system of
claim 22, wherein the variables are arranged in a 10 by 10 matrix. 28. The
system of claim 22, wherein the one or nore custom operators includes a
function associated with a user fornula variable that applies a value froma
variable in the arrangenent that is offset fromthe associated vari abl e.

29. The systemof claim 22, wherein the user fornula includes one or nore

functions thatirbigy W%@B@ﬁ\éﬁtic@ﬂ& Epterd SBr berfcsr%glaegepﬁﬁawuha mde%@nde-me
systemof claim ocal stori

cal cul ating a ,cgéaiaporbgp @e|L@ggformalrar{mogt%gls%ond re§‘é“’ |a§BIf%r ?%’Fem'é%téﬁg\}hﬁg t he

first result; fljsélloiﬂthl’eqiréteésmtﬁﬁﬂ'b@esfth@@éédh@résQﬂlta| colnrputh i ng deVIh ce for
storing and_cal_cul atin are ormul a _having the user

formul a, ag%l f O eéﬁtﬁ@rﬂfC@?%ﬁgw??{é'"dg%}’arl }estcﬁ@pf'é%‘ﬂ %©Sof the | ocal formula
mat ches the result of the renote forrmula. 31. The system of claim 30,
wherein the I ocal and renote formul as include at | east one of variables,

const ant s 4nd Bl5ePstem Rt CRifaR2aWaerelns Ariangenert: fvasables comprees lgters e’
system of cl ai mipHabetdaer ei n the | ocal fornul agiger.transportable. 30

25. The system of claim 22, wherein the assigned values comprise numerical values.

26.  The system of claim 22, wherein the assigned values comprise randomly generated

numerical values.
27. The system of claim 22, wherein the variables are arranged in a 10 by 10 matrix.

28. The system of claim 22, wherein the one or more custom operators includes a
function associated with a user formula variable that applies a value from a variable

in the arrangement that is offset from the associated variable.

29. The system of claim 22, wherein the user formula includes one or more functions

that include operations for use in the user formula.

30. The system of claim 22, comprising:
a local computing device for storing and calculating a result of a local formula having
a variable for receiving the first result;
a controller remote from the local computing device for storing and calculating a
result of a remote formula having the user formula, and for authenticating the user if

the result of the local formula matches the result of the remote formula.

31. The system of claim 30, wherein the local and remote formulas include at least one

of variables, constants and operations that are randomly selected and ordered.

32.  The system of claim 30, wherein the local formula is transportable.
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