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Fig. 5A

510 at least one person having secret information, the secret information at

least substantially unknown to at least one additional entity

520

at least one device providing confirming information
to the at least one additional entity

|

530 |

the at least one person providing to the at least one additional entity
answers to queries

540

the answers substantially corresponding to the secret information
known to the at least one person

5504,

the at least one additional entity witnessing the at least one person
demonstrating access to the secret information by the answers

L

560 4.

so that the at least one additional entity enabled to at least
significantly verify that the answers received
at least related to the confirming information received

5704,

so that the at least one additional entity at least substantially able to
verify that, at least with a significantly acceptable probability,
the confirming information
substantially related to the secret information

v
i Fig. 5B

5804

optionally, the confirming information including cryptographic
commitments and cryptographic public key information

|

5854

optionally, the at least one additional entity provided viewing of the at
least one person obtaining the answers by consulting physical indicia,
distinct from the at least one device, and so that the at least one
additional entity blocked from viewing the secret information

1

5904,

optionally, a cryptographic proof provided by the at least one device
establishing substantially that the secret information readily
allows access to the private key corresponding to the public key

\Z
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Fig. 6

610 [ the secret information created at least in part by the at least one person|

l

620 T the secret information created at least in part by the at least one device |

630 .

640 <

650+

660 .

670\, optionally, the at least one device providing the at least one additional

6804

optionally, at least one query, selected by the
at least one additional entity, provided to the at least one person

optionally, at least one query selected from a set and the selection
at least in part substantially mutually random to
the at least one device and to the at least one additional entity

29

optionally, at least two filtered information alternatives
supplied by the at least one device to the at least one additional entity

|

optionally, verification by the at least one additional entity including
at least substantially a cryptographic proof from the at least one device

entity with cryptographically hidden symbol values
I

optionally, the at least one device providing the at least one additional
entity a cryptographic proof that the hidden symbol values
combine 1o a private key value corresponding to public key
information corresponding to the confirming information

l

690+

N

optionally, the at least one device providing the at least one additional
entity a cryptographic proof that at least a particular supplied
predicate applies to at least a portion of the hidden symbol information

6954

optionally, the at least one device able to receive at least one query by
the at least one additional entity; and if the query violates constraints
knowable at least to the at least one additional entity, then the at least
one device able to provide an alarm signal to the at least one person

v
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Fig. 8A

810N performing a withdrawal instance of a private payment protocol |

820‘]\ withdrawer forming a payload related to the withdrawal instance |
I

830‘]\ payload formed by withdrawer sent through untraceability means |
[

saol S° that the sending of the payload through the untraceability means

8504 so that the payload output by the untraceability means

860+

8704

> subject to limitation by at least a party apart from the withdrawer

|

o

validates substantially a single payment authenticator

so that the payment authenticator is
substantially difficult to derive from the payload

Y Fig. 8B
so that the difficulty of deriving the payment authenticator

N from the payload at least includes inverting
an at least mainly one-way function

Fig. 8C Y

880 a transfer of value authenticated relative to the payload
controlled by a second authenticator at least at a future time
v .
, Fig. 8D
890 the payload indicating a selection among plural cases |

891\ where a first case includes that the value 10 be transferred off chain |

8924

[
where a second case includes that the value 1o be transferred
on-chain under control of a second authenticator

N

Fig. 8E Y

8954

the private payment protocol including at least a blind signature

aspect so as to protect payer privacy

*
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Fig. 9A

pub1, pub2, proof

ki

Fig. 9B
blinded(pub1), pub2, proof
signed(blinded(pub1))

-
Ny

() Fig.ocC
Isigned(blinded(pum)). blinded({pub2), pub3, proof

signed(blinded(pub1))

-

Fig. 9D |

9504 @ first party providing proof that a private key corresponding to a first
™ provided public key is at least substantially readily computable from
the private key corresponding to a second provided public key

960\ a first party providing proof that a private key corresponding to a first
provided blinded public key is at least substantially readily computable
from the private key corresponding to a second provided public key

9704, optionally returning by a second party to the first party a signature
on the blinded first public key receieved by the second party

980 { A first party providing proof that a private key corresponding to a first
provided signed blinded public key is at least substantially readily
computable from the private key corresponding to a second provided
blinded public key and at least substantially readily computable from a

third provided public key
I

990 \. optionally returning by a second party to the first party a signature
on the blinded first public key receieved by the second part

\
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11104 at least one person at least having secret information
11154 the secret information at least substantially known to
at least a first device

11204 the secret information at least substantially unknown to
at least a second device

1130\ the first device providing public key information to the second device |

1140\ "the second device providing query information to the at least one person

1150 the at least one person providing answer information to the second device

so that the at least second device enabled to learn,
1160+ at least with a significantly acceptable probability, that the secret
" information allows substantially ready computation
of the private key information related to the public key information

Fig. 11A Y
'd Fig. 11B

1170{""optionally, including plural queries and plural responsive answers |

1180+ optionally, inciuding at ieast one subsidiary device with access to a least
an aspect of the secret information that is secret from the first device

the at least one subsidiary device providing information to the at least one
11904 first device cooperating in proving that the that the secret

i information allows substantially ready computation

of the private key information related to the public key information

v
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Fig. 14 |
at least one entity establishing at least one public key for a user, so
1410 4 that the user can substantially readily reconstruct the corresponding
private key from a passphrase substantially withessed, as known to
the user, by the at ieast one entity

I
at least one entity providing a signature on at least one established
1420 \, public key, so that the respective user is able to transform that
signature into a second signature on a distinct public key of that same

user established with a second of the at least one entities

plural signatures on plural established public keys corresponding to
1430 | plural users input to a multiparty computation providing evidence that
can be publicly verified of conditions satisfied by the signatures
|
a second of the at least one entities being able to verify evidence
1440 provided by a user that a second private key can be reconstructed
from the passphrase known to the user that formed the first public key
I
14504, the components of the second private key being a particular known
function of the components of the first private key
{
at least a second of the at ieast one entities providing for the user
suppling cryptographically hidden instances of protocol values that are
selectively opened and where the second of the at least one entity is
1460 | provided verifiable evidence resulting from the opening
that a public key is thereby properly formed

at least one entity providing for a user supplying cryptographically
hidden instances of protocol values for which interrelationships are
demonstrated to the entity so that verifiable evidence is provided that
14704, at least one of the private keys corresponding to the two public keys
can substantially readily be computed by those able to so compute the
private keys corresponding to the other one of the public keys
I
at least one entity providing for a user supplying cryptographically
hidden instances of protocol values for which interrelationships are
14804 _ demonstrated so that the entity is provided verifiable evidence that a
known unique public key can be substantially readily be computed
from the private key of the other public key
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Fig. 15A ;

1510 4, a customer providing at least an untraceable payload message
message with a withdrawal request to the issuer;

1520 \ an issuer forwarding the untraceable payload message
to the untraceable sending system;
l
1530 £ a payload exiting the untraceable sending system being recorded; and
!
1540 - so that information linking withdrawals to recorded payloads
" at least to some extent hidden.
+ »
1 Fig. 15B

1550  the issuer providing a signature on a blinded item supplied by the
payer; and the payer supplying the signed unblinded item in payment.

Fig. 15C M

I
1560 . checking the payment including the signature on the image;

checking the payment including computing the image from the pre-im-
age; and atomically checking and removing the image from the record.

, Fig. 15D

1570\, the image being quantum-resistant to decryption to the pre-image.

Fig. 15E M

]
1580+ the payload including authentication information used by the payer to
~ change ownership of information associated with the payload.

Y Fig. 15F

including a blinded form of a secondary image in the blinded form of the

1585y primary image signed blind by the issuer;
]
15904, convincing the issuer that the two pre-images are related;
[
1595 and so that the issuer can return a signature on the secondary image
~

when the primary image is not used in payment.

¥
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Fig. 17 ;

17104

at least one person having secret information, the secret information at

least substantiaily unknown to at least one additional entity

1720

at least one contributing party providing contributing information,
responsive to the secret information in hidden form,
to at least one device of the person

1730

the at least one device of the person providing
commitment information to the at least one additional entity

I

1740 -

the commitment information including at least
the secret information in hidden form and
the contributing information in hide form

17504

the at least one person providing answers to queries to
the at least one additional entity

1760 +

N

the at least one additional entity witnessing the at least one person
demonstrating at least some access to at least the secret information

in answering the queries

17704

so that the at least one additional entity enabled to at least
substantially verify that, at least with a significantly acceptable
probability, the commitment information is
at least consistent with the public key information

]

17804,

so that the at least one additional entity enabled to at least
substantially verify that, at least with a significantly acceptable
probability, the answers received to the queries are
at least consistent with the commitment information

17904,

so that the at least one additional entity enabled to at least
substantially verify that, at least with a significantly acceptable
probability, the contributed information is
at least consistent with the secret information

3
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FIG. 18
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FIG. 1%
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FIG. 21
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