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WHAT IS CLAIMED I8S:

1. A method comprising:
receiving, by a security evaluation computer, access data from a user device of
a user during an access request;
analyzing, by the security evaluation computer, the access data using
authentication rules that each specify one of a plurality of authentication protocols for
authenticating the user or the user device, wherein at least one of the authentication rules
specifies a security level flag for when no authentication is to be performed;
triggering, by the security evaluation computer, a first authentication rule
corresponding to a first authentication protocol of the plurality of authentication protocols;
implementing, by the security evaluation computer, the first authentication
protocol;
sending, by the security evaluation computer, an authorization request
message to an authorization server in a manner consistent with the first authentication
protocol;
receiving, by the security evaluation computer, an authorization response
message; and
analyzing, by the security evaluation computer using authorization rules, the
access data and the authorization response message to determine whether to complete the
access request,
wherein implementing the first authentication protocol further comprises:
determining that the authentication rules of the first authentication
protocol specify a security level flag for when authentication is to be performed;
generating an authentication request message comprising a request to
authenticate the user or the user device according to the first authentication protocol
as indicated by the security level flag for when authentication is to be performed;
sending the authentication request message to an authentication server,
wherein the authentication server authenticates the user or the user device according
to the first authentication protocol and generates an authentication response message
including authentication data indicating whether or not the user or the user device is
authenticated;

receiving the authentication response message; and
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including the security level flag for when authentication is to be

performed and the authentication data into the authorization request message.

2. The method of claim 1, wherein the authorization server determines to
authorize the access request in part based on the authentication data and the security level
flag, generates the authorization response message including an indication of whether or not
the access request is authorized, and transmits the authorization response message to the

security evaluation computer.

3. The method of claim 1 further comprising:
prior to receiving the access data, receiving, by the security evaluation
computer, one or more configurations regarding the authentication rules from a resource

provider computer.

4. The method of claim 1, wherein analyzing, using the authorization rules, the
access data and the authorization response message to determine whether to complete the
access request further comprises:

determining, by the security evaluation computer, whether or not one of the
authorization rules applies to the access data and/or the authorization response message; and

determining, by the security evaluation computer, whether or not the access
data and/or the authorization response message satisfies a criteria specified by the

authorization rules.

5. The method of claim 1, wherein the method further comprises:

prior to receiving the access data, receiving, by the security evaluation
computer from a resource provider computer, one or more configurations regarding the
authentication rules and the authorization rules regarding processing of the authorization
response message after authorization by the authorization server to the security evaluation

computer.

6. The method of claim 1, wherein the access request is a data access request,

a secure webpage access request, or a secure location access request.

7. The method of claim 1, wherein the access data is received from a resource

provider computer and wherein after analyzing, using the authorization rules, the access data
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and the authorization response message to determine whether to complete the access request
the method further comprises:
Sending, by the security evaluation server, the authorization response message

to the resource provider computer.

8. The method of claim 1, wherein the method further comprises:
retrieving, by the security evaluation computer from a memory, the
authentication rules that are associated with a resource provider identifier received along with

the access data.

9. The method of claim 1, wherein the access data is received in the
authorization request message and wherein the method further comprises:
prior to sending the authorization request message, the security evaluation

computer modifies the authorization request message to include the security level flag.

10. A computer system comprising means for carrying out the method of any

of claims 1 - 9.
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