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Department Id Department name Deletion flag
dept1 General affairs department false
dept2 Business department false
dept3 Research department false
dept4 Development department false

Section Id Section name Deletion flag
sect] OO technical section false
sect? X X technical section false

Development

sectd support technical section false

Post Id Post name Deletion flag

post1 Department manager false

post2 Section chief false

postd Person in charge false

SaaSld SaaS name Administrator Id
Saf ~ saas001 SaaSt user01
Sa2~{  saas002 SaaS? user02
Sa3 ~ saas003 SaaS3 user(8

FIG.6
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Department Id Department name Deletion flag

dept1 General affairs department false DA
dept2 Business department false
dept3 Research department false

dept4 Development department false

Development
deptd support department false
Section Id Section name Deletion flag S
) . A
sectl | OO technical section false
sect? X X technical section false
Development support
sectd technical section true
sect4 Development false
support section

FIG. 9
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User Id User name R1
R~ user01 username] /
RI2g~  user02 username2
R13~  user08 username8

FIG.10

User Id User name R2
R21 ~ user02 username?2 /
R22~ user03 username3

FIG. 11

User Id User name R3
R31~  user08 username8 /
R32~  user09 username9
R33~  usert0 username10

FI1G. 12
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i

i

i SaaS1 use privilege policy

1 +Available only when all of the

I following are satisfied:

E -~ “Department 1d” is “dept3”

! - “Post Id” is “post1” or “post2”
i
]

Bt T ——
4

_______________________________________

_______________________________________

| {
| {
f SaaS1 use privilege policy i
I *Available only when all of the |
i following are satisfied: '
E - “Department 1d” is “dept3” i
! - “Section Id” is “sect1” !
| |
| |

_______________________________________

|
SaaS1 use privilege policy i

*Available only when all of the |
following are satisfied: -

- “Department Id” is “dept3” ;

- “Section Id” is “sect3” |

i

i

_______________________________________

-~ P1

P2

—~P3

N

Deletion-target SaaS
User Id
SaaS1 SaaS2 SaaS3
user03 - @) —
user08 O — X

FI1G. 14
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( Start )

/
Detect change content —S1

Are
post-change values
composed of only values
included in pre—change
user-related
inforq;ation

No

S3 S4
Z Y /
Not detect policy as Detect policy as
modification—target policy modification—-target policy
« |
2
Create modified policy — S5
Y
Write policies and modified policy |- S6

&

FIG.15
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Userld | User name SaaS1 use SaaS2 use SaaS3 use
privilege privilege privilege
user01 username Permission - -
user02 username? Permission Permission -
user03 usernamed - Refusal -
user08 username8 Refusal - Permission
user09 username9 — - Permission
userl0 | usernamel0 - - Permission
FIG. 17
Collect user attribute information for policy evaluation —87

Y

Evaluate user attribute information for policy evaluation —88

Y

Generate evaluation result information

—S9

Y

Write deletion—target user information

510

FI1G. 18
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Request approval/rejection in connection with 811
deletion of ID registration information
Y
Execute process according to response message —S12
Y
Update policy —S13
Y
End

FI1G. 19

1
SaaS1 use privilege policy i
* Available only when either of the following is satisfied. |
When all of the following are satisfied: E

- “Department Id” is “dept3” !

- “Post Id” is “post1” or “post2” |

When all of the following are satisfied: E

- “Department 1d” is “dept5” !

- “Post Id” is “post1” i



