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(57) Abstract: A cyber simulation facility comprising: an operational physical model facility of a real infrastructure facility that
mimics at least in part operations of the real infrastructure facility and comprises equipment that corresponds to and mimics opera-
tions of equipment in the real infrastructure facility; attack toolware for use by people in mounting cyber attacks on the model facil -
ity; operations and management toolware for use by people in operating and defending the model facility against cyber attacks
mounted using the attack toolware; and a controller having a memory and operable to acquire and store in the memory a forensic re -
cord of cyber attacks mounted on the model facility and defense strategies undertaken to defend the model facility against the cyber
attacks.



