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I NVENTION Field of the Invention This invention
generally relates to wirel ess conmuni cati on systens
including a wreless communi cation devi ce havi ng
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at the factory, it may leave the factory with a random seed that is not entirely random
with respect to other devices manufactured and provisioned at approximately the same
time. Furthermore, for various reasons it is sometimes necessary (or at least desirable) to
“wipe” all stored data (including the stored random seed data) from the device memory.
This may happen, for example, when updating software, recovéring from abnormal
conditions — or merely for enhanced security purposes subsequent to some period of
uncontrolled access to the device. For example, it is conceivable that if an unauthorized
entity gains access to the device, then information might be ascertainable that relates to
the content of a stored random seed and thus possibly make future cryptographic
communication sessions vulnerable to unauthorized decryption. In other words, the

device may pass out of possession of the authorized user (either intentionally or



comuni cation sessions vul nerable to unauthori zed

decryption. In other words, the device may pass out

of possession of the authorized user (either

intentionally or 1 unintentionally) and thus becone an

untrusted device - unless suitable randommess can be

restored to the random seed data stored in the device.
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base unit (e.g., a personal op conputer). In the
exenpl ary enbodrnent a user' s nDbrle wirel ess device
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advantageous to permit new randomness to be securely added to a wireless
communication device within a wireless communication system.

The exemplary embodiment of this invention permits added randomness to be
securely transferred to a wireless communication device durihg secure data
synchronization sessions with a user’s base unit (e.g., a personal desktop computer).

In the exemplary embodiment, a user’s mobile wireless device and base unit may
be connected as usuai by a trusted and secure wired connection (e.g., a serial /O port
connection between these units). If a secure over the air (OTA) data synchronization
session is available, then such new random data may also be transferred via the secure
OTA link (either from the user’s base unit or from other available sources, if any). _

In the exemplary embodiment, a random pool database is created and Ihaintained

in a device memory. The device is also provided with a secure data input/output port
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be connected as usual by a trusted and secure wred
connection (e.g., a serial 1/0 port connection
bet ween these units). If a secure over the air (OTA)
data synchroni zation session is available, then such
new random data may al so be transferred via the secure
OTA link (either fromthe user's base unit or from
ot her avail abl e sources, if any). In the exenplary
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The exemplary embodiment is realized, at least in part, by executable computer program

code which may be embodied in physical program memory media.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and advantages of this invention will be better understood
and appreciated in conjunction with the following detailed description of exemplary
embodiments taken together with the accompanying drawings, of which:

FIG. 1 1s an overall system wide schematic view of an exemplary wireless
communication system incorporating a mobile wireless communication device with
securely added randomness in accordance with one exemplary embodiment of this

invention;



The exenpl ary enbodi nent is realized, at least in

part, by executabl e conputer program code which may
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DESCRI PTI ON OF THE DRAW NGS These and ot her objects

and advantages of this invention will be better

understood and appreciated in conjunction with the

foll owi ng detail ed description of exenplary

enmbodi nents taken together with the acconmpanyi ng

dr ﬂ\ﬁn@@ angbbrehv agdel sch¢r@uticldiagramnof medvalrd inshositd mithindan
emat.i W rel ess communi cation

I
exer%]f/ ymol?lﬁcxgllr S?Sa‘iomurgcq%t? ar 9\;1 rel ess communi cation

dewGes Wi ﬁﬁbb&@&%d@cﬁerﬁ&@eﬂﬁnétﬁﬁﬁpﬂﬁﬁgﬁﬁa L ARGAVERNGS B ware
with one exenplaré enbodi nent of this invention; 3

utilipgdco aphipye sequig i mnddmaetsdnahd exenipagy ambedimieat ofidlice 1;

oS S0, SO RO AT By sotvar

(i.e. SEbgmast 1bg1c§ tHaCfnlap Bahtﬂﬂfzeﬂgﬁ@}m et Bsehaitdieleaikefiplarar e
ut|I|zed t o achi eve securely added randomess in the

embggigiest at §lCe 6 ds HproViSk aptfigional randopesyfor apgmission to the
mobBY RIA Lo ARRLRYGH Gliqchgrmtic T1ow d agram of
conmput er software i.e., programlogic) that may be
ut IFlGZed anrextinplansshbreviltad echetiatic flowtdiszrexefipb@pyter software
0 as to provide additional

enbodi nent f Fl I
(e RGAROES) Fat )?éﬁ w1 the mObilkem gt OB Ation levice of
FIGCPfHBé@éﬁ%QEdLQ&%/%?éébﬁgd a@tﬂ:‘a rEﬂcfémnrésé &d%@or@’ﬁqgﬁlrﬁzﬁﬁtmned

abbreviated sCthenmatic di agr am of conput
randguf pqmérl@tabz(sp teetheropy @gluame B@@B@t)ent h@fptog&gphinﬂumtldnls péthe
mobi.l e wi,rel ess commruni cati on device of FIG |

_‘hv?%nn'ﬁgﬁFmgggﬁWQ%iTﬁﬁsented added randommess and

store it in a maintained random pool database to

t hereby e ry ' tions of
the devi O8CT RS CERerap iGN ERR SBETRREN BB L e
DESCRI PTI ON OF TBE | NVENTI ON .
FIG. 11s an overview of an exemplary communication system in which a wireless

communication device 100 may be used in accordance with this invention. One skilled in
the art will appreciate that there may be hundreds of different system topologies. There

| may also be many message senders and recipients. The simple exemplary system shown
in FIG. 1 is for illustrative purposes only, and shows perhaps the currently most prevalent
Intemet e-mail environment.

FIG. 1 shows an e-mail sender 10, the Internet 12, & message server system 14, a
wireless gateway 16, wireless infrastructure 18, a wireless network 20 and a mobile
communication device 100.

An e-mail sender 10 may, for example, be connected to an ISP (Internet Service
Provider) on which a user of the system has an account, located within a company,
possibly connected to a local area network (LAN), and connected to the Internet 12, or
connected to the Internet 12 through a large ASP (application service provider) such as

America Online™ (AQOL). Those skilled in the art will appreciate that the systems shown
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FIG 1 is an overview of an exenplary comruni cation
systemin which a wireless comrunication device 100
may be used in accordance with this invention. One
skilled in the art will appreciate that there nmay be
hundreds of different systemtopol ogies. There nmay
al so be many nessage senders and recipients. The
sinmpl e exenplary systemshown in FIG 1 is for
illustrative purposes only, and shows perhaps the
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stemor the |i

ithin an | SP or ASP s e, d ac{s as
descfhid helo SR B ST B ST oA GRSt RN Jos€ Email
sendifl SfdBLeididg; Nk} Ry ol 1Rk Iﬂ?ﬁamﬁﬁﬁ%ﬂéé@mﬁ%&%rﬁg&%s R mwe

not require a nessage server system 14,
Pred@ﬁmdc@t‘clha@e foroasifgudatallikoralendessi wo-tylisindaskdists, bimail and
docis eg n -mail will normally be associated with an
Tl on a nessage server. Perhaps the two nost
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network for locating a given user and tracks the users as they roam between countries or
networks. A message is then delivered to the mobile device 100 via wireless
transmission, typically at a radio frequency (RF), from a base station in the wireless
network 20 to the mobile device 100. The particular network 20 may be virtually any
wireless network over which messages may be exchanged with a mobile communication
device.

As shown in FIG. 1, a composed e-mail message 22 is sent by the e-mail sender

10, located somewhere on the Internet 12. This message 22 typically uses traditional
Simple Mail Transfer Protocol (SMTP), RFC 822 headers and Multipurposelnternet
Mail Extension (MIME) body parts to define the format of the mail message. These

techniques are all well known to those skilled in the art. The message 22 arrives at the

message server 14 and is normally stored in a message store. Most known messaging
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conjunction with Internet mail routers that route and

deliver mail. These internediate conponents are not

shown in FIG 1, as they do not directly play a role

in the invention described bel ow Message servers

‘such as server 14 typically extend beyond just e-mail

sendi ng and receiving; they also include dynam c
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(2) Yanceacentric wireless networks and (3) dual-mode networks that can support both
voice and data communications over the same physical base stations. Combined dual-
mode networks include, but are not limited to, (1) Code Division Multiple Access
(CDMA) networks, (2) the Group Special Mobile or the Global System for Mobile
Communications (GSM) and the General Packet Radio Service (GPRS) networks, and (3)
future third-generation (3G) networks like Enhanced Data-rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older
examples of data-centric network include the Mobitex™ Radio Network and the Data
TAC™ Radio Network. Examples of older voice-centric data networks include Personal
Communication Systems (PCS) networks like GSM, and TDMA systems.

As depibted in FIG. 2, mobile communication device 100 includes a suitable RF
antenna 102 for wireless communication to/from wireless network 20. Conventional RF,

demodulation/modulation and decoding/coding circuits 104 are provided. As those in the
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preferred enbodi nent, nessages addressed to a nmessage
server account associated with a host system such as
a home conputer or office conputer base unit 24 which
bel ongs to the user of a nobile device 100 are
redirected fromthe nessage server 14 to the nobile
.device 100 as they are received. As will be expl ai ned
bel ow, the user's base system (e.g., a desktop PC
i ncl udes added randonmess provisions (i.e., stored

art il logppeam dtg giiad) cifonits ban inedleapbsibly arbpdigiehtignal processors

OSPE G B R Frore Guslog 4o GG Gy FEbtigate: Fiwever, since

suc}ﬂﬁmls%u HovROsthdhry, lﬁs%@mﬂh@f &cPear ef ormat t ed
ver si on hereof, is sent to wirel ess gateway 16. The

Wi rﬁeen@)llermrrmmcwm)u devi¢810thwiLadestypicsBy iredudefa main control

P 3 st PRk o REP aulSiepieram PRk epy 8 (and

whifli BiseacRek &Y dfi mEinde@ N N®C AN S04/ Skd SorhMEniE5#¢ With a conventional
prot ocol used throughout the Internet. As used

keyméullﬂ dispéant drrfe-ewion SIGEYSnd audiortiensduser WS@n@l@dlﬂ@ A portion

of e S LT LR R DO, SR R

pro gmm&ixeﬁﬂab’leb(\ﬁ&hk Stogdddn gabuoﬁw af preien ﬁ@hw k&g tohahsiaar
upport both voice and data communi cati ons over the
Storg%ﬁ@gfﬂwkqg&aﬁor Frasiering i g nego Atiadetanderaness gp described below

, Cod
(oA IR RIS por s B Betiqos REfhabR 100 The
G Ardeppred il FIGbb) 4 @car wikel sghotirahiz8yst @mméaionMolE lcg
be G o T bR o168 hsr ROt S50 Bpireiees dovied 16 s
typ1Ezmyr HoGese F&tnbprﬁal(d%@s YRS WL Ko os’é@;@%cﬁq‘. nchromze

ta-rates for EvoI uti on hi ver sal
datalkrmﬁ iethTdive clown@mmiataspﬂs tSyeh eime g AdESNdaiSotwed coliidg task

. ex | es pof data-centr.i c,netwo i ncl ude the blte T

istsp AT R P Ja b RGPS STREEABAER BORE RIS nclided s

proE¥ATBEIE SudH asT Sy TbE Bn&@RtihE Syt hiEbIBEKSch %&iﬁt@gﬁaphw
Personal Conmunication Systens” (PCS) networks |iK
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As previously described, there is a communication link (e.g., depicted in dotted
lines at 30 in FIG. 1) typically found between the device user’s base unit 24 and a system
message server 14. Accordingly, there is an existing communication path that may be
utilized for passing synchronization data from the user’s base unit 24 via channel 30, the
server 14, Internet 12, wireless gateway 16 and wireless infrastructure 18 via the over the
air (OTA) synchronization connection 28.

The mobile wireless commmunication device 100 may have less than desired
randomness after being provisioned for the first time (e.g., in a manufacturing process
where many similar devices are being created and provisioned or after the device

memory has been “wiped” either unintentionally or for some intentional reason).
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denodul ati on/ nodul ati on and decodi ng/coding circuits
104 are provided. As those inthe 6 art wll
appreciate, such circuits can involve possibly many
digital signal processors (DSPs), m croprocessors,
filters, analog and digital circuits and the |iKke.
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art, it is not further described. The nobile
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serTih@lusde oo uhis 29 {suchas maesrkt@ PEsAaybe bf cbhvamibnahardware
wi rel ess device 100) is ﬁ pically provided for nornal
B

and Querating HEIeFbasH |Ibw11btyn;>§@ @%t@egieskt%myaﬁ?ﬁ pEtgrate logic

a
30462 SRR o RLE Wo RN 680 4 Ao RRRpn Bt s,
northadks., ccﬁtvent)onal?aiata whclpohiastidadornsyioa s devizal GNAs previously
s has included a programlogic, such as Cert

_me“%s‘?ﬂide M FRYRMEDGH A MOPHE TS 55 SRPBRMBRAlemS, such a
SRR SR SRS e

hroni za
certdigaieb.abhah, logic indgnoaddderdas Ogelyly [Ceht exSympiary embodiment,

mai ntai n. hroni zati on of cryptographjc ssa N
aacighglfirdigrt o SSRUl, v g soBLERAPBBES Cfigp daiesyichronization
to dEQBETUI KL LML AddRK 1d eert GERI164EIHLRAGY ﬁﬁﬁosé JNESI iAtthe

30 in FIG 1) typically found bétween the device

art widleappiecisiss ehampgrapviogisdo he sossribed betew §@g9@cs@bv@mdm added
ranci%%x‘gr}%ss né){}ﬁ%lée 1 %ra% blesatssaor&a e \%ﬂtﬂll ngy &emre b2k Io? He&?

manager 304 and/or may be provided as an entirely separate self-standing set of program
logic (e.g., computer software) if desired.

In the exemplary embodiment, whenever a user synchronizes device 100 with the
base unit 24, the Cert Sync logic is configured to also send new random data to device
100 for use in the “random pool” database 300. The device 100 can then use this updated
or additionally randomized data to help seed its own random number generator 302.

Cert Sync can generate such new additional random data in multiple ways. For
example, the user’s base unit 24 may already have its own software random number
generator 306. The user’s base unit 24 may also have its own hardware random number
generator 308 (or a conventional hardware random number generator might be connected

to that computer). The user’s base unit 24 may also have an Internet connection that
8



utilized for passing synchronization data fromthe
user's base unit 24 via channel 30, the server 14,
Internet 12, wireless gateway 16 and w rel ess
infrastructure 18 via the over the air (OTA)
synchroni zati on connection 28. The nobile wreless
comruni cati on device 100 nay have | ess than desired
randommess after being provisioned for the first tine
(e.g., in a manufacturing process where many simlar
provddasiacesss &r esdoaiengetsite ai(ébly émdnlpaaﬁng sindomdiaty framttiat wdbeite

ove Ry SR lGabsen, "ARSA. cLiner, L ent onel Ly,

sourt@CH thdbn9Bath REy devi ce 100 depends on randonness
' (e.g., to create cryftographlc keys, cryptographic
ce p”cs| o fugtherasfingroent pdevide Y in he edgppbx}e@nlbcrﬂiﬁm caB,“backup”

somg 9)?1 tﬁn%sralrl odnél%%g V%é\%%%%erfgg% Sypc So%wg m 6%%‘}6}3{{(?11 28. Tor
exardplea\baaﬁd&% llm@?peﬁeﬁﬁs &1 @TNehckiPs 14, EXPR Hohid éod@ngdgl add

rise a portion of the device dat a Menory in

somg agdfippeg rTdom davelBriby w00t it 06 1 axegaacquofm If the
dev118é tl(?d 1(5 sﬁ?sse'i]g n‘?ﬂr N Féds’ (5 gngg mell%gpy clg e@ aﬁyxs %nry ason ﬁnen upon

art

OTz—’p badmp aést@au@f s@c&mzﬁwbbgy ewfad raeddet exh Q@ssﬂbﬁﬁ@&i’ﬂ\ﬁﬂﬁd
datﬁ to a conventional device random nunber generat or

addigigpal aewflatahayingizen gddad terpied wilh e fetymeq K ibp dgwicg 100 and
thusqﬁgk%g@ RChndIRY m?:gb&gj geﬁ@ﬁ?ﬁ? @WI WQJHOMC@%@E&& a @gqé)re random

rating system design typica I'nc
ﬁmhﬁagwmopsnmn&ger progran1|ogic 304 (e.g., executable

¢ i obsible Eh et & calimroBam aia  Bataen Symc routine
exeYHIGAHAY FRLI0R JERPRAGE FRY 4t H4e Vdu‘ﬁﬁ% rrg)g? o*$he C%rt Fync logic

previously nentioned, in the enviro
(notujlystiateds t@oﬁﬁmwﬂbm m@de B¢ Semire Ramimnmess:ihmkt gyb-routine at 400

in R gp At to o Dt eh L2 7 chR e adhes o a VAR

rancﬂ»ﬁﬂ@llﬁ’&r kRefiaas (E@@G§ 4@ NE sudhs bhalaBrkeRhanoh software generated
enbodi ment addi ti onal functions of securely

randopowTahes ¢S WRAAS Fairhsermdes Huimitey tekaissmedasHO6 forthe i on
ava1?_ag\1,%ggéi; & ﬁaﬁ%ﬁ{@é&rﬁ %ﬁﬁlbgrdge%gliahor titqﬁatqg ra%m@()pe? tﬁe%%'hardware
random number (HWRN) is fetched at 408. A further test may be made at 410 for
accessibility to a secure website random number source. If such is available, then a web
random number (WEBRN) may be fetched at 412. Of course, as those in the art will
appreciate, any one or more of these possible sources may be accessed alone or in
combination as may be desired. For example, in a currently preferred embodiment, the
computer’s accessible software random number generator 3006 is normally utilized alone
without recourse to other possible sources. However, in that presently preferred
embodiment, a system administrator is also given the option of setting up the program
logic so as to query an accessible identified secure website source of random numbers.

In any event, from whatever source or sources the new random number data is

obtained, the base unit logic is configured at 414 so as to send at least one such random
9



art wll appreciate, the programlogic to be described
bel ow for securely sending added randommess to device
100 may be associated with any desired portion of
deskt op manager 304 and/or may be provided as an
entirely separate self-standing set of program |ogic
(e.g., conputer software) if desired. In the exenplary
enbodi ment, whenever a user synchroni zes device 100

~ with the base unit 24, the Cert Sync logic is

nundenR Ny perbdps eongirson gserantyimstion an cpe:mmwlatcm S WBM, BV AN)O

se in random pool " dat aba . The device
WEBBAO IS e Retion deV R S saate GO BB R AR GHAT] .. e same
secur@ bstamuzR ek sHadhanhd the iPrypREGY hied f@x"ﬁhéﬂ'ﬂl@é’ﬂ?ﬂ@lﬁ&ﬁﬁﬁﬁuon
generator 302. Cert SynC can generate such new :

purppges) belsrathe sbrowring of LGt imgktieditel Lhapd comml is passatitask to
theﬁﬁf%@QF%wxgﬁﬁigmﬂn't 24 may al ready have its own
n

m nufder generator 306. The user's base

uniGf cddrseRite aloble Ranekst EEmMWAIchAMONRILR 108 AR IHRAlde
W%ﬁnerator 308 (or a conventional hardware random
Sl

froeerageheicdibeither hrdvisee @orfiveredruciugs)shas o accept the
inco‘ﬁﬁﬁg Hi G Hndoﬁ_lhc?atcr'c%ﬁf St ﬁghéjﬁh&orﬁ éo&%ta%a? qA%e su.ﬁa'ge uent
I nternet connection tﬁ rovi access O a Se (I;1

use.Wathe p&séhtﬂ@réfyrrd@wﬁnqﬁmymgabroahﬁkmm sdati addin ot pfh%tam logic is
Slte over li nks http:ssl/tls, etc.).

ecu
incl mf&ﬂn? r%r’ﬁw H%w ‘%dl%%%a FYIchiaFation dppigeShus
§ i of [ ,
a Se@ﬁre Ilﬁaﬁg@%&g){ Lﬁ}%lrtgﬁg nf)ho azH[‘eﬁ&@ dgglgé ﬂ(gtgggﬂ%"engeg%d rr%t%gfo as
depllctCQ kIG5, gy tasandp e essle ai ﬂ)Qatossete:lfmew@deom number data RN has
nchr ni zat i onnectlon 28. For _exa when
beer g T@ngpae@%gmc Esiesr Al 5 cRepSsh Aewd %Pl&grr%%mems is
stor@ﬁ%OWAsﬁﬂéiuo@s%eMeﬁ' SR kRO %%@@?ﬁdﬁﬁl &alﬂﬁgor some
random pool " dat abase 300 in the backup fil %
comiinati e o1 DRMUAtGN rsepiemel pe sinrqsbd ' whole @r.in pattgn therrandom pool

G SE05 o e IR e OtBRE PR aREBHE i then exiveda

506 (PPES.IDI y even MAth addi ti onal new data havi ng been
added .thereto) will be returned to the device 100 and

t hd® therpresbaifard cxampbiny Huibaenigéere dariee 160and basgunit 24
conftRf 81(9@99%91% ﬁat@'?lgnﬁm)? ﬁ%&%{{‘ during the synchronization process, a

component of the desktop generates new random data. As previously mentioned, this can

be done in multiple ways:

a. By using a software random number generator on the base unit 24 it is
running on.
b. By querying a hardware random number generator connected to the base

unit 24 it is running on. ,

c. By querying a URL, pfeferably over TLS/SSL for security, that has access
to some source of random data.

d. Any other desired way.

The base unit 24 then transmits this new random data to the device 100 through

the normal data synchronization process. The device 100 accepts such incoming random
10



fashion after restoration. One possible configuration

of added programlogic for the Cert Sync routine

executed in base unit 24 is depicted at FIG 4. Here,

during a part of the Cert Sync logic (not

illustrated), transfer will be nmade to the Secure

Randommess | nput sub-routine at 400 in FIG 4. In

this sub-routine, base unit 24 may check for

accessibility to a software random nunber generat or
data(ARN@IdLAD R itd dws podl df Saradoai diaazbl ’Ehls bbairof suclnsdiftd waksed to help

(gsggrated andom nunber (SWRN) is fetched at 404. A
seed i IpYresTaRdomn BUIREEECReraly gnd Ehus PrRyidey, %ith FpAre Fandopness or
“an war e random nunber generator. If that is

avai l abl e, then a hardware random nunber (HWRN) is
f etWhigtthainw08on Kesthect Hexcribesin avayednien vathewzdt ighi@schdy

con§FER v tpe herprndicRb ] Meiaed exan EVmod A it st be
undé}:'sll@@@ Fhat WeBRN)BRYs I*Rﬁ té 8¢ GRRL] &f thé &&clod GRMERen@But, on

those in the art wil appreci ate, any one or nore of
the ¢dnirew, WQ@HWEEOwM¢Itfcéhvaﬂmyorhﬂemdweswcﬁndleqmalom drrangements
at 1.0 be des d For exanple, in a
Iﬂd@%%$gﬂiéhmscé?err ﬂgﬁﬁgﬁi the conputer's
acceSS|bIe sof t war e randon1nunber generator 306 is
normal ly utilized alone w thout recourse to other
possi bl e sources. However, in that presently preferred
enbodi nent, a systen1adn1n|strator is al so given the
option of settlng up the program logic so as to query -
an accessible identified secure website source of
random nunbers. In any event, from whatever source or
sources the new random nunber data is obtained, the
base unit logic is configured at 414 so as to send at
| east one such random 9 nunber RN (perhaps conpri sing
a conbi nation or pernutation of SWRN, HWAN, WEBRN) to
the wireless device over a secure conmunication
channel (e.g., the sanme secure communi cati on channe
that is typically used for other data synchroni zation
pur poses) before the sub-routine of FIG 4 is exited
at 416 and control is passed back to the main Cert
Sync program | ogi c.

11



O course, the nobile wreless communication device

100 nust also include suitable programlogic (in

ei ther hardware or software structure) so as to accept

the incom ng new random data and store it in the

random pool database 300 for subsequent wuse. In the

presently preferred exenplary enbodi nent, such

addi tional programlogic is included in the

corresponding Cert Sync portion of the data
CLSHpAShr oni zation | ogic.- Thus a Secure Randomess .

I nput routine at the wireless device 100 side is

entered at.500 as depicted in .. A test may. he . '
mde ot Abes BT CHER A D B oRN s onctions
been received during a Cert Sync session. If so, then
requiiyerandomdatadnp i @nd A seronn ey inpyt pert orlédicremodng medom data
previ ously nentioned, one or nore received random data
fronf em extomel sovaetiPfatiiddedce panguitaaddtaired bgr eof ) may be
stored in whole or in part in the random poo

dataab@ien g8 ds@ (380)HAvIinRGERRSCddth StoRiiftB&EInBr providing random
randommess. The sub-routine is then exited at™ 506 in

: fer. I
nurfbbRat as ﬁé%d&bfrémggl\% %2\&?%5& gﬁ‘g&g Qg&ﬁ%ﬂgt ﬁ{éjz connect

I mpl enent at1 on, ase uni
and s hr oni ze a _norm . However, duyring the
Sy eRPBT BAREER (7t 2oBBARR Lo RE Ehasr i Ml Pggom
enerates new random data. As previously nentioned
poo} qptabasahasedhan A nRh dAR ISeqUETLE roegived Vir saplingal prgt & 18).
sof tware random nunber generator on the base unit 24
it is running on. b. By querying a hardware random
nuber dengekgsorongonriedicadievise ahm dasel whaicin 2dd hew random
running on. c. By querying a URL, preferably over
datalenBtbptorfiprises aewiny datalveticthasirelg egssces the randmn dair ce
- of randomdata. d. Any other desired way. The base

previdlisty el e Ehid FAASM Jod! Bdthiss®iew random data to the
device 100 through ‘the normal data synchronization

process. The device 100 accepts such incom ng random
3, A wireless communication device as in claim 1 wherein said new random

data is a combination or permutation of said received new input data.

4. A wireless communication device as in claim 1 wherein said device
~ further comprises:
a random data generator configured to accept random number seed input from

said random pool database.

5. A wireless communication device as in claim 1 wherein said secure data
input port comprises a wired connector suited for wired connection to a user’s own

trusted computer.

12



10 data and adds it to its own pool of random dat a.
This pool of randomdata is used to help seed the
devi ces random nunber generator and thus provide it
wi th nore randommess or "entropy". Wile the
i nvention has been described in connection wth what
is presently considered to be the nost practical and
preferred exenplary enbodi nents, it is to be
understood that the invention is not to be limted to
t hé. di sél wesddssemhodimentibs dovite aoin clditnel whereimasaid secsre data
intended to cover all variations, nedications and
inpu@ E@m Yahpides af EARYREB LR lesh n@hﬂ%ﬂﬁﬂ:ﬁi(ﬁs théngrope of
e appended clainms. 11 CLAIMS 1. A wireless
comuni cation device (100) including cryptographic
fupct i oa,swuae&wo%mgslé@ Rdom gt & ih BRith 1308b:8n S8 4L ure data
data input port recel vi ng random dat rom
Hlug 15 xternal source (24), said device being
PUtRAF CPRY T ed by: a random pool data (300) having
random data stored therein for providing random
nUABEFCAPRPBECHY SHERHIH VT8 PERSTEOR | § 15FE S8 tisAdc@mputer;
operations; and a control processor (106) configured
andto store new randomdata in said random pool database
based on new i nput data securely received via said
I npuengopted (ldbBks input Arwhiskfims chaighi cat i on devi ce
as in claiml wherein said new random data entirely
conpri ses new i nput data which entirely repl aces the

ragdom dafahod E&\ﬂp@#ﬁhg aSHRN@d chnficdi 5288 @00) having a
dat abase. 3. A wireless conmmuni cati on device as in

i Sl B0 PO AR PR o0
el ess COfTTTUGngat on device as.in

| and glg?l.ﬁill&get{;y%tg grap Wé%“ OE%WP rglggandom datla farilprl?t,lsai\é{hmetﬁoé] being

characterized by:
* maintaining a random pool database (300) having random data stored therein for
providing a random number data as needed from time to time for device operations; and
storing new random data in said random pool database based on new input data

securely received via said input port (118).

0. A method as in claim 8 wherein said new random data entirely replaces

the random data previously stored in said random pool database.

10. A method as in claim 8 wherein said new randomn data is a combination or
permutation of said received new data.

0 11. A method as in claim 8 wherein said method further comprises:

13



a random data generator configured to accept random
nunber seed input from said random pool database. 5. A
Wi rel ess comunication device as in claim1l wherein
said secure data input port conprises a wred
connector suited for wired connection to a user's own
trusted conputer. 12 6. A wireless conmunication
device as in claim1 wherein said secure data i nput
port conprises an encrypted w rel ess input
conmaptiagidnans minerneded déta iAtod raeli@s slata@enaraioe &bmoyasd
device as in claim1l wherein said secure data i nput

rmm@gf@xggm@5&§es: a wred connector suited for wred
connhection to a user's own trusted conputer; and an
encrypted w rel ess input conmuni cati ons channel. 8. A
metjhod f r.att ng el ' ' [
(100)  neiimsRE Sl P UHkene 6y COTTE IR ERRL Aot o
receivj random data from an external squrce (24)

compie P aTiRs S ORIABRt 1o T tecs POASTFRAAPEPHG r andorn
data input, said nmethod being characterized by:
mai_nt ai ni ng _a random pool dat abase (300). havi ng random
datd st o BHICHeS & oD whepedr sl FRFUES dehie RhgsERpTISes
data as needed fromtime to tine for device

estaplirdiingt ¢noripicdawigelesstinput sgmmawigaindoshadegla i n sai d
random pool database based on new i nput data securely
received via said input port (118). 9. A nethod as in
cl ddm 8 Anvrethedrs sadiainn&whesdid cail ekatuse dand inped port eph@tes:
the random data previously stored in said random poo
dateglaBiSghinglOwirdd bRIROELES d et BB stohes@pitesahd new
random data is a conbination or pernutation of said

r e%@ﬂaﬁfﬁﬁiﬁ&é’ﬂc%&f wireless input communications channel.

15. A stored computer program medium having stored therein a computer
program for use in a wireless communication device including cryptographic functions
requiring random data input, a random pool database (300) having random data sfored
therein, and, a secure data input port (118), said program, when executed being
characterized by causing:

storage of new random data in said random pool database (300) based on new

data securely received via said input port.

16. A stored computer program medium as in claim 15 wherein said program,
when executed, causes said new random data to entirely replace the random data

previously stored in said random pool database.

14



0 11. A nethod as in claim8 wherein said nethod
further conprises: 13 accepting random nunber seed
data into a random data generator from said random
pool database. 12. A nethod as in claim8 wherein said
secure data input port provision conprises
establishing a wred connection to a user's own
trusted conputer. 13. A nethod as in claim8 wherein
said secure data input port conprises establishing
endiypt édstwied ebmpstei pyogtanc oredinm ssahictiva 1Shahaeln saldnevA
nmet hod as in claim8 wherein said secure data input
rand@@r dat£ RHYohSRition ©8 batut &g sddWdeaRdGeRNREL i on to a
user's own trusted conputer; and establishing
encrypted w rel ess input conmunications channel. 15. A

st qged %%Htsﬁéicrﬁ "(2743 rf&%s@%lﬂ@%ﬂ@l\éés%nﬁﬁﬁﬁ@ﬂwﬁ%@ﬁh gl(ﬁ])

conput er progran1 or use |n a Wreless comuni cat

el SRR Dl ErL AT B YRR {SBOA o

d 2g dat stored. therein, and, a secure data input
atape ‘iai ' fog gEReTHingGM AP EMd SRECUEER D gparacterized by:

characterlzed by causing: storage of new random data
i nasequde inpHdoHPpobla pat dB8sW2).300) based on new data
securely received via said input port. 16. A stored

corpuhtes] ppeegraail4yedhiigrastd rocikiainew mdshedah b Séd thndom
program when executed, causes said new random data

pooltdtdasd B3ebYin el isdeds Q@nﬁlﬁﬁ%ﬂbﬁj @&V@ce Q0eYHausikkealor ed
in said random pool database. . A stored conputer

inpuPh diumas in claim 15, mhereln said new
Pura%% éyfa is a conbination or pernutation of said
recei ved new data. 18. A base systen1(24) for use with

a rel S conmuni cat i.an
% ABass System as m claim PBeWherem said s)ccure input/output data port

includes a trusted wired connection.

20. A base system as in claim 18 wherein said secure input/output data port

includes a cryptographically secured wireless communication link.

21. A base system as in claim 18 wherein said control processor is configured
to generate said new random data from a software random number generator (306)

accessible to said control processor.

22, A'base system as in claim 18 wherein said control processor is configured
to generate said new random data form a hardware random number generator (308)

accessible to said control processor.

- 15



i ncludi ng cryptographic functions requiring random
data input and a random pool database (300) used for
generating such input, said base system bei ng
characterized by: a secure input/output data port
(118, 102), and a control processor (24) configured to
provi de new random data to said random pool database
(300) in said wireless comuni cation device (100) via
sai d secure input/output data port. 19. A base system
as 2Bn clégbaye iBtanhes gi dlaisal Hwbeeirseid coput! mutgudr g adrdigured
port includes a trusted wired connection. 20. A base
- to feShSte®Ntaforh Aal fRd i 3&u ¢ heiintaifad ShRe:HId HREMAPMIRYK site
data port includes a cryptographically secured
GION rel ess conmunication link. 21. A base systemas in
.claim 18 wherein said control processor is configured
to generate said neM/randon1data froma software
rangom nupber enerat ( accessible to sai.d :
control i eudap s 3L %lavgéefsw@fﬁogﬁmfwomm gepfigured
wher ei n sald control processor is configure
to it sAld ne rdRE At awH it sere sadom g%é%eri‘taﬁ o
nunber generator (308) accessible to said contro
accepfiblede sod con®l pgrcegiobase systemas in claim 18 wherein
said control processor is configured to fetch new
random data from a securely mai ntai ned and accessi bl e
ext28r nalA best wipitdn 88 inecl{iRD]) wh&din sAidoaseobyetasomas comfigured
claim21 wherein said control processor is configured
to fehdh BRNRNAGA de@ifebrA ﬁ\éédlﬁél?%ﬂ@had hXdPiBcsshAE BBl network site
random nunber generator (308) accessible to said
(3(ﬁontrol processor. 25. A base systemas in claim?2l
wherei n said control processor is configured to fetch
new random data froma securely maintai ned and

acogss| l%! Bas€ )s(yt/s &) %ls n c%alm {é(wﬁerem said control processor 18 configured

to obtain said new random data from at lest one of the following sources, if accessible:

a) a software random number generator (306);

b) a hardware random number generator (38); or

c) a remote secure website (310).

27. A base system as in claim 26 wherein said control processor is configured

to obtain said new random data using as many of said sources as are then accessible.

28. A base system as in claim 27 wherein said new random data is a

combination or permutation of plural random data obtained from plural of said sources.

29. A method for operating a base system (24) used with a wireless

‘communication device (100) including cryptographic functions requiring random data
16



(310). 26. A base systemas in claim18 wherein said
control processor is configured to obtain said new
random data fromat | est one of the foll owi ng sources,
if accessible: a) a software random nunber gener at or
(306); b) a hardware random nunber generator (38); or
C) a renpte secure website (310). 27. A base system as
in claim26 wherein said control processor is
configured to obtain said new random data using as

inputrand/a dsmipdobdatntmes (309) ascd fohgmentiog ssibbihput, 28d mathod
base systemas in claim27 wherein said new random

beindaharatisrigeddgnbi nat i on or pernutation of plural random
data obtained fromplural of said sources. 29. A

”?bﬂﬁﬂmﬁgés&ﬂﬁgﬁnhM&n@gQ%%ﬁrgﬁﬁﬁgmegﬁkdused with a

w rel ess” comunfcati ce 100) “i ncl udi ng .
PR AR 5 SR BRI S8 2Rt

. _such input, said thod  being characterized by:

IHPHHPB’%PPH@%P%T @ééu%@i%‘tﬁ?ﬁ%mﬁﬁa@d%?%m g8epase118, 102) ;
and sendi ng new random data to said wrel ess
conmuni cation device via said secure input/output
dafl: portmetheg as ipoRyint H whersin said sseure dneonipobilata port
dat abase. 30. A nethod as in claim29 wherein said

inclgles atmsied putei@otymetiodat a port includes a trusted wired
connection. 31. A nethod as in claim?29 wherein said
secure input/output data port includes a

cr ppt ogAapbthe@ ks ¥ SEEUIEHhentdaRBRcEe MMt &ta bbhk.
32. A nethod as in claim?29 wherein said new random

. - : ' . nunber
e PRSI BBOL MALRCSRIRT BUTET

said new random data i s generated using

32, A method as in claim 29 wherein said new random data is generated using

a software random number generator (306).

33. A method as in claim 29 wherein said new random data is generated using

a hardware random number generator (308).

34. A method as in claim 29 wherein said new random data is generated using

a securely maintained and accessible external network site (310).

35. A method as in claim 32 wherein said new random data is generated using

a hardware random number generator (308).

36. A method as in claim 32 wherein said new random data is generated using

a securely maintained and accessible external network site (310).

17



a hardware random nunber generator (308). 34. A nethod
as in claim?29 wherein said new randomdata is
generated using a securely naintai ned and accessi bl e
external network site (310). 35. A nethod as in claim
32 wherein said new random data is generated using a

har dwar e random nunber generator (308). 36. A nethod

as in claim32 wherein said new randomdata is
generated using a securely maintained and accessi bl e
ext38r nalA methadrnak irs¢ltien 2B #0greinlsdid3new Andemidac iasbiained from
cl aim 29 wherein said new random data i s obtained from

 at et dne@stheTBRoWgsbcEQk] RuiABIsOUr ces, i f accessi bl e:
a) a software random nunber generator (306); b) a

ha%’War%SBﬁugRﬂh@%ﬁ?g&Pg%g%ﬁgégﬁ(i 8); or c) a

renbte secure we method as in claim
37 erei.n said new random data i ener at ed using as
) or SRS gt AET ecririn Ge8ERET Bl e” 50 A
method as in claim38 wherein said new randomdata is
gelfer at @dCBPICEBRBE Hichleodd 1®er nuti ng pl ural random dat a
obtai ned from plural of said course. 40. A stored
conput er program nmedi um having stored therein a
comput eA prethgd amif drinude wheretn daibmevs yeatiem dapdiy gemaaed using
wth a wireless communi cation device (100) i ncluding
as neany pf egd aphite 4 urcthe®Ascesstglel i ng random dat a i nput
and a random pool database (300) used for generating
such input via a secure input/output data port, said

staoed P R@iHRAMas WERie3E GHERMHh saRPARIrmNaMAR!LE 284 aRY by
causi ng: a new randomdata to be sent to said random

conhhe SAARERE, (AL nr Ll WA 558, AT B8
102). 41. A stored conputer programnmediumas in claim

40 4W"1er %&i glo?e%i c%m%%ygr program medium having stored therein a computer
program for use in a base system (24) used with a wireless communication device (100)
including cryptographic functions requiring random data input and a random pool
database (300) used for generating such input via a secure input/oufput data port, said
stored program, when executed, being cha;actcrized by causing:

a new random data to be sent to said random pool database (300) in said wireless

communication device via said secure input/output data port (118, 102).

41. A stored computer program medium as in claim 40 wherein said new

random data is generated using a software random number generator (306).

42 A stored computer program medium wherein said new random data is -

generated using a hardware random number generator (308).
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random data is generated using a software random
nunber generator (306). 42. A stored conputer program
medi um wherein said new randomdata is generated
usi ng a hardware random nunber generator (308). 18 43.
A stored conputer program nedi um wherein said new
randomdata is fetched froma securely naintai ned and
accessi ble external network site (310). 44. A stored
conput er program nmediumas in claim4l wherein said
new3. r afdgiaredavapusr gegeratrediuns ivherem daat nhwaraadomnid tanis
number generator (308). 45. A stored conputer program
fetcheidfirormaascurely Ghanindd anderceisible aktemaBstwhbANERMBERt a 1S
generated using a securely maintained and accessible
external network into (310). 46. A stored conputer

Pr aar amATREicd BoaPuiel pfefini e WIS iBic 11§1341q?fﬁk[$ nsHAGRM

data is obtained fromat |east one o t he oW ng

R LT R e e

(308); or c) a renpte secure meb3|te (310) 47. A
st gred conput.er ram medi ym as .in_clajm46 mhereln
S0 new NG RLESPREEh et st g noRigig
sources as are t hen accessi bl e. 48. A stored conput er
randorheiiah srBeRisrhusg siaseeyalymalmaihd red acossille puiRmar aeiton
data is a conbination or- perrutation of plural random
intod3t®. obt ai ned fromplural of said sources. 49. A
wi rel ess communi cati on system being characterized by:
(a) a mobile wreless conbination device (100)

| ndbudi rgstored RLEGURP Piogranh tHRGfuNOMSInICRAMI 40 WkréiaRGARew
data i nput, said device including: 19

random data is obtained from at least one of the following sources, if accessible:

a) a software random number generator (306);

b) a hardware random number generator (308); or

c) a remote secure website (310).

47. A stored computer program medium as in claim 46 wherein said new

random data is obtained using as many of said sources as are then accessible.

48. A stored computer program medium as in claim 47 wherein said new
random data is a combination or permutation of plural random data obtained from plural

of said sources.

49. A wireless communication system being characterized by:
(a) a mobile wireless combination device (100) including cryptographic

functions requiring random data input, said device including;
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(i) a random pool database (300) having random data
stored therein: (ii) a secure data input port (118,
102); and (iii) a control processor (106) configured
to store new randomdata in said random pool database
(300) based on new data securely received via said

i nput port (118, 102); and (b) a base sub-system (24)
for use with said wreless conmuni cati on device

(100), said base sub-systemincluding: (i) (ii) a
secur e iinput Aogidont petd datapaset(3¢@Girying mahdoondatoktored therein:
processor configured to provide new randomdata to
said ramﬂonhmaﬂkedﬁhaﬁﬂﬁgoﬁ3pﬁﬁ10@;§ﬁid Wi rel ess
communi cation device (100) via said secure

i nput / oyfiput ;dakRIRRbEess29106) BRENR {0k orP REN3LAdMh Bata in
sa nmet hod

W rel ess conmuni cat'i on system el ng

characterized_hy. {a ravi_din bile wirel ess

communi cati o galgé%l}cé?ég ?(%B %ﬁaﬁ%sg R%l(g)l) ﬁgsecic"w}ﬁ“’ofgﬂf%ﬁﬁ%%dy

functions requiring.randomdata i nput, a_random poo

dat abase (30 Ce”ﬁggFﬁﬁl3@HHH%¥H@@§?%p$ﬁ@Q therein, and

a secure data input port (118, 102); (b) storing new

r afllom @&ese Juh-syaed 4htborspwdh sddvatsdse c¢BOOnchasedevice

on new data securely received via said input port; (c)
(16 r au eHsaguasBaseisidtigyst em (24) having a secure

i nput /out':put data port for use with said wreless

connuni@@tiogsgﬁﬂéQQMU@@;u&&gaﬁﬁpg%ggmaeMIrandon1data

to said random pool "database i'n said wreless
(ii) control processor configured to provide new random data to said

random pool database (300) in said wireless communication device

(100} via said secure input/output data port.

50. A method for operating a wireless communication system, said method
being characterized by:

(a) providing a mobile wireless communication device (100) including
cryptographic functions requiring random data input, a random pool database (300)
having random data stored therein, and a secure data input port (118, 102);

(b) storing new random data in said random pool database (300) based on new
data securely received via said input port;

(c) providing a base sub-system (24) having a secure input/output data port
for use with said wireless communication device; and

@ sending new random data to said random pool database in said wireless

communication device via said secure input/output data port.
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communi cation device via said secure input/output data
port. 20 51. At |east one stored comruni cati on nmedi um
havi ng stored thereon conputer prograns for use in a
wi rel ess comruni cati on system being characterized by
including: (a) a nobile wreless conmuni cati on device
(100) including cryptographic functions requiring
random data i nput, a random pool database (300) having
random data stored therein, and as secure data i nput
popt. (188 easioRie;staed cqmmumcmasenghbméwngmqrachphetmm ng
a secure input/output data port for use with said
compliteepregmnadoNugeii6 atwitdlesd evmeRinicaaos BaPbieE cir&gErai¥d by
when executed in said device and base causing: (i) new
;ndg@ﬁgonwdata to be sent to said wireless conmrunication
device - (100) via said secure input/output data port;

angfi)( %éﬂglg)\gg rv\?%g‘%?] g’%éleélla cgtlgne%eérweg(gﬁ mcl fpglc;y%r‘gggraphlc
functlogserea/l%%n\g/ Irz%d%?r{ atall Pn%lliltt. aee?nrdtom pzojbl database (300) having random data
stored therein, and as secure data input port (118, 102); and
(b) a base sub-system (24) having a secure input/output data port for use with
said wircless communication device;
said computer programs when executed in said device and base causing:
6} new random data to be sent to said wircless connnuﬁication device

(100} via said secure input/output data port; and

(ii) new random data to be stored in said random pool database (300) based on

new data securely received via said input port.
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