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INCORPORATING SHARED RANDOMNESS INTO DISTRIBUTED 

CRYPTOGRAPHY 

The invention relates to the field of electronics and data processing, and 

s particularly to methods and apparatus for distributed cryptography incorporating shared 

randomness. 

BACKGROUND 

Distributed cryptography deals with cryptographic services which are distributed 

amongst parties so that a plurality of the parties have to take action to perform an act. For 

10 example, a cryptographic fimction may be re-represented as distributed pieces. When 

given an input, the parties holding the pieces have to come up with a quorum of 

themselves, and each member of the qu0rum activates its piece over the input, resulting in 

a partial result for each member of the quorum. The partial results are combined into a 

final result that correctly represents a cryptographic :function such as decryption, 

15 signature, or any other function. More particularly, the function may be based; for 

example, on discrete logarithm over a prime field or other domain or functions based on 

hardness of factoring. 

A shared cryptographic function provides a service which has built-in distributed 

trust. In distributed trust services using shared cryptographic functions, the service 

20 operation is typically presented as a single coherent element which is managed centrally 

to achieve a uniquely identified sensitive function. The service has decentralized control 

for security against insiders and for geographic and/or organizational trust distribution. 

Shared cryptographic functions support cryptographic services such as certification 

authority and key escrow. Requirements of state-of-the-art technology impose stronger 

25 security and operational constraints than those present in existing systems. These 

constraints have forced integration of various technological components, thus introducing 

more complicated workflow relationships. These worktlow relationships tend to be more 

complicated than input-output relationships and may require more than just careful 

access-control mechanisms. 

30 In high-end secure systems which are not isolated, one cannot rely solely on 

software modules, operating systems, and physical security. Secure hardware tokens are 

often included in high-end secure systems to enhance security protection. Alternatively, 

cryptographic modules, e.g., co-processors, may be added as well as other cryptographic 

facilities, e.g., hardware or software. Hardware tokens are hosted under the software of 
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the general purpose computing units. 'fhµ,s. lutfcl.~ uni~ !'.lo not communicate with 

each other direcdy. The hardware tok~s ·~ ~e ~·~ost protected" system components, 

and thus the most trusted elements ofhig~.µ4··s~~~e systems. ro assure "end-to-end" 

security at the highest level, the hard~ t~Jc.e~ s49uld provid.~ •security themselves. 

s Such explicit security seems to require~ e~µ~i! "~d-~ef among the components, 

i.e., the hardware tokens. Such explicit ~'bm~-im8k~." howe\rei~ overburdens the 

workflow by adding interactions, red~~s pei:fq~ce, and ad'ds. to the required 
. •. :_: ',) ·.· .. _,. :. · .. ··· 

functionality by requiring mutual multi".'.p~ aµ$entication of the limited computing 
' ' ' • ' • • I • ~ : ' : .• ' '. ·. • • 

environment at the hardware tokens. 

10 The following rerel'en~es provi4e adciitional backgro~~,·ofthe invention and are 

incorporated herein by reference. 
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SUMMARY--
·~··· 

The present invention develops ~rypto~phic mechaniSms for high consequence 

secUrlty systems employing shared ran4omness hetween the operating parties. Using 

10 shared randomness and incorporating randomness into a distributed cryptographic 

operation allows end-to-end seCurity by non.:.commUnicating hardware components within 

the high-end secure system. Shared randomness-may be acoomplished by sharing a 

cryptographic key stored in secure hardware tokens hosted by potentially less secure 

software and/or general purpose computiitg unitS, that perform a distributed cryptography 

15 (e.g., distributed RSA signing service). Tlie shared randomness is integrated into the. 

computation of the partial results in a distributed cryptography_ system. The integration of 

the shared randomness into the partial results achieves a band.;shake amongst the tokens. 

Namely, when the operation is successfUI, a result is computed_ with assurance that the 

right parties have participated in the co~p~~tion. _'J:'his_assures binding of the operating -

20 parties, and overall the added shared ranCiomness is added security to the system. Work 

load is balanced between the token and-its host. 

In a·preferred embodiment of the invention amethod of distributed use of 
. .· . . . : .... 

cryptographic keys between a plurality of ~buted electroliic devices is developed in 

which the distributed eleCt:ronic devices are capable of communication with a central 

25 server to develop a cryptographic output using~ random values. The method 

comprises the steps of: (a) computing ~-values ~ver a bown and agreed context; 

(b) generating random values using the shared values; ( c) generating a partial result for 

each device using the random values; and (d) computing an output based on the partial 

result. 

30 

35 

BRIEF DESCRIPTION OF TIIE DRAWING 

The present invention will be described below with reference to the attached 

drawing in which: . 

FIG. 1 is a block diagram illustrating horizontal separation of distributed 

cryptographic service architecture. 
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BRIEF DESCRIPTION OF Tiffi PREFERRED EMBODIMENJS 

To achi~~ among hardware components,'.~· eXplicit ••end~to-end" 
hardware-to-hardware iriteraction, not relying on non-hardware components, may be 

used. Handshakes and mutual reliance may help in distributed systems to provide mutual 

s verifications that increase system iritegrity, availability, and security [A, BOS].' When the 

hardware components are not directly. connected, such handshakes cannot be performed 

directly. An implicit iridirect verification of hardware units which complies .with the. 

vertical and horizontal separations of the architecture that is not resource consuming is 

needed. 

10 An "'implicit iridirect hand-shake" via servers and the software units that connect 

them is possible using a new primitive. Operation using the new primitive will ·assure 

high-level "end-to-end" trust while maintaining the vertical layers. New secure 

algorithms and protocols achieve mutual multi-party trust at the management level. End­

to-end security using the new primitive does not require the secure hardware token and 

15 can provide end-to-end security at the divisional units. 

In general a high-end security system may be built with iricreased computational 

requirements. Hardware and software units may be added with relatively marginal added 

cost. The use of hardware is not so obvious when there are efficiency concerns because . 

secure hardware is typically slow. le., hardware tokens are often times an "old 

20 generation" computing device by the time they are certified. In addition, not all hardware 

devices have accelerator chips to perform sufficiently large computation (2048 bit RSA 

accelerator chips are not prevalent today). Security may be reduced by lowering the 

security parameter, e.g., usirig a small composite RSA. A reduced security parameter is 

unacceptable because adversaries generally have the state-of-the-art equipment. 

25 Therefore, there is a need in which to balance security protection with performance. A 

trade-off between hardware performing some of the computing and the software unit of 

the computational device (e.g., a PC) performing the rest is needed. In general, for high.­

end security, additional computation should be tolerated (since the budget allows for 

additional computational devices to be added). This additional computation should not be 

30 performed at the costly secure hardware token layer. The methodology disclosed hereiri 

balances computational efficiency concerns. 

Shared randomness is achieved between two or more entities by sharing a 

common key and applying a pseudorandom function or a pseudorandom number . 

generator to generate a value that is common among the entities. Methods for sharing 
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keys, pseudorandom :functions; and pse'fd9~4oip11umber generators are procedures and 

notions which are known to tlJ.ose skille(,i in t\l~ 811· )3y way of.~ple, shared 

randomness 1I1ethodology is applied to ropt9g;a~hic calculatitj~ using the RSA 

algorithm.. The RSA key generator P1'9QUC~ two l~e randolll: primes pi and /)2, and 

s computes composite n= Pi ·P2 and the ~ulertoi~~ function+.(~)={p1 - l){pi-1). To 

determine the secret key, the generator chqoses a r~dom number d such that gcd{d, 4>{n)) 

= 1. The public key is n and e such that ed == 1 (mod 4>(n)). The one-way (hard) direction 

of RSA (used in decryption or signature ·of a·message m) is Sm s md(mQ<l n), whereas the 

public (easy) direction (used in encryptions ancl verification of signature) is (Smt(mod n) 

1 o which returns m. 

The RSA :function is a building ~lock for many secure systems where the 

adversary is allowed to initially access the system and get results based on various 

restrictions on the input, i.e., chosen plaintext encryption,:tandom plaintext to be signed, 

etc. 

15 Two types of separations of system elements are distinguished: Horizontal and 

·. Vertical. 

Horizontal modules divide the architecture into divisional units with separate 

''tnlst domains." The domains are derived from the organizational structure, which can 

be defined by business structure,.contracts, geography, security policy, etc. 

20 This structure defines the upper level layet that enforces organizational policy (trust 

· relationships) and preferably fits-within existiDg managementworkflow. 

Vertical components divide the architecture into layers oftechnology boundaries: 

network interfaces, network firewalls and access control gates, operating systems, 

application software, and hardware tokens (as an example of trusted device). Other 

25 components such as bwnans (authorization of operators), physical security, and auxiliary 

and administration systems such as logging, tracing,· secure ~chronization, and recovery 

may be added. A further discussion in the 'context of the o software key management 

system can be found at [RFL W]. 

Combining the horizontal and vertical components into a working architecture 

30 involves two basic design aspects -- separations and bindings. Separations divide 

horizontally into divisional (organizationRl) modules and vertically into components in a 

divisional module. Bindings assure smooth collaboration among authoriz.ed elements 
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only, ·both horizoDtally and y_~rtically. The binding method disclosed minimizes security 

exposure and maintains tfi~~~llitegrity of the cryptographic s~~~; 
FIG. 1 is an example of the horizontal module's worldlow. A cryptographic 

service requester 104 is one or more entities which issues requests to the centralized 

s management (defined by, for example, the organizational structure) asking for 

cryptographic service. The request is first sent to the server 108. This request, for 

instance, can be for issuing the organization's signature on a specified message or 

decryption of wiretapped cipertext. To protect against various attacks (e.g., man-in-the­

middle), the cryptographic service requests are authenticated, usually with the requester's 

10 signature or otherwise. This is analogous to an upwards request in a mandatory integrity 

policy model. The server 108 forwards, over an authenticated channel 112, the request to 

the divisional units 110 and may also first negotiate which divisional units will participate 

in performing the cryptographic service (assuring availability and/or managing load. 

balancing at the divisional unit level). After verifyiiig the validity of the cryptographic 

IS service request and based on their specified security policy, the divisional units 110 

perform a computation based on the information in the cryptographic service request and 

private information. The divisional units 110 then forward the output over an 

authenticated channel 112 to the server I 08. When all the necessary divisional ·units 

respond, the server 108 is able to complete the requested cryptographic service. Then, the 

20 server I 08 will grant the result to the requester 104, either in plain form or, if security is 

required, e.g., a decryption service, encrypted under the requester's key. 

The divisional units 110 have a built-in redundancy when the number of divisional 

units required to perform the service is smaller than the total number of divisional units. 

Servers and cryptographic service requesters may be added to the system if high 

25 availability is required. Various maintenance procedures may be executed internally in 

the system, e.g., a secure time synchronization. 

The horizontal units in the present example jointly perform RSA signing. Such 

distn'buted signing has been shown possible algorithmically (at some level of distribution 

or another) [B88, F89, DF91, DDFY, FGY, GJKR, FGMY, FGMY2]. An organization 

30 (centralized management), whieh is externally one entity, possesses an RSA signing 

public key, PK. The cryptographic objective of a distributed RSA function sharing 

system is to distribute the RSA signing capability so that any i or more units 

corresponding to divisional units can sign a message that is verifiable by P~ yet an 

adversary, with at most t-1 divisional units, cannot sign. This is the same protection as 
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in secret slwing [Bl, Sh], but in this e~ple, ~~ signing-ope1;ation may be repeated as 

long as.the key is valid. Analogous to the n()n"."di$ital ~ethod$,the security policy and the 

internal organization signature approval structure shQuld often ]:)~.transparent to external 

entities. Transparency serves three purposes: (1) ~mal parties prefer not be 

s encumbered by and, generally cannQt CQfQree, ~ ~igning party's policy and practices; (2) 

transparency ensures that external entities ~tain.~mpatibility independent of the 

internal structure and changes in interna,l.~; ~d (3) since external entities do not 

know who or how many individuals "appr9ved~" i~e., participa~d in, the signing of the 

message, internal organization secrecy is maintail.ied, which is very important for certain 

10 organizations. The Basic IBM security modules ancl ·the JtSA Certificate Issuing System 

(CIS) assume multiple agents conttol physical keys. in order ~o operate the cryptographic 

unit. The physical keys hold electronic keys .and other inforiru¢Qn and must be inserted 

into the device. In contrast, thepreSeJ'.lt system eipploys distri~tion of trust among 

remote components that are hi<iden inside different vertical coinpQnents and do not 

IS interact explicitly. 

Secure hardW8;le tokens provide some ad;ditiona) ~on. In fact, current 

. practices (for instance in banking and military applications) di~te the use of secure 

hardware mechanisms to ~ce .security protection'. If harclware tokens do not have. 

their own protected YO·between user and hardware token, and ·most do not, they cannot 

20 protect against operating system and application layer attacks :in,_which "illegal" 

(unauthorized) inputs are submitted to the device .. They, however,• can protect the long­

term private keys. lbrough the use of auditing, mo~toring, vinis detection, intrusion 

detection, proactive secmity [OY, HJJK.Y], etc., an attacker on software system that is 

well maintained may have only a short-term affect, which is acceptable in some 

25 scenarios. 

Folding or incorporating the shared randomness based on shared keys into the 

computation modifies the original computation by furtlier randolllizing it. By 

incorporating shared randomness into the computation, bindings are created. The 

presence of components in the computatjon is assured without further checking. Shared 

30 random keys are typically used for encryption or authentication, b_ut here they are used as. 

computation-modifiers. Since they are shared, the modification at some location can be 

accounted for at another location or via computations done at tha~ other location. 
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-Hardware-Based Secure·Distributed R$A Incorporating Shared Randomness· 
/~.'<: ·:.-.: ··.)··. 

A first embodimeht of the present invention incorporates shared randomness into 

a hardware-based secure· distributed RSA system. Secme distributed RSA is optimized 

by using shared random key computation and achieves security in operation as long as no 

s quorum of the divisional units is compromised. The elements signed by the software are 

allowed to grow relative to the size of the public key block (/ is the number of units, 

L =/I, t-out-of I are needed to produce a signature). In the example below there is no 

distinction between hardware and software. The protocols described are useful when· 

hardware tokens are not incorporated into the architecture. 

10 Let PRF A(·) denote a pseudorandom function indexed by the key k. 

15 

Pseudorandom functions are used here by way of examp~e, but other shared key functions 

maybe used. 

Setup: The following one time setup is performed for shared values k. 

• Generate an RSA function having a public key (e,n) and a private key d. 

• Due to the extended Euclidean algorithm, the dealer can compute P, 

• I} 
s' such that 1 = eP+-

2 
s' where H = gcd(e,L). The dealer chooses a random 

H . 

polynomial.A(x) =Ao+ Aix+· · ·+A,.1x'·1, such thatA(O) =Ao= L2 
• k' andA1 

e R{O,L, · · · ,2L3rf+8t} for 1 s j s t- 1 (the polynomial is over a subset of the 

integer numbers: Z). 

20 • Entity i With public interpolation point x1 = i receives secret shadows; = 

A(x,) eZ and the Server receives public pointP. 

• Each pair of entities (i,J) jointly generate a shared secret key for 

generating shared randomness o tJ = o 1,; for the pseudorandom generator. 

This can be performed via Diffie-Hellman key exchange [DH] (with added 

25 authentication) or some other shared randomness generation technique. 

The above key generation and share distribution is based on co-pending patent 

application no. 08/842,080, filed April 28, 1997, titled Optimal Resilience, Proactive, 

Public-Key Cryptographic System and Method ("Optimal ResiJience"), which is hereby 

incorporated by reference in its entirety. Using [BF97] and co-pending patent application 

30 no. 09/315,979, filed May 21, 1999, titled Robust Efficient Distributed RSA-Key 

Generation, which is hereby incorporated by reference in its entirety, one can employ a 
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distributed dealer procedure among the har4~ d~ces to produce. a distribu~ed trust of 

this sharing; hence not relying on any s!Jigle ~tilY. • . 
. .... . . . . ·:. ~ . 

Operational Phase: Let A where I Al = ~be th~ divisional .Uflits designated to participant 

in the signing (they are available tQ the sy~m's management at this point). The 

s management Server notifies the members of A what A is. Signing is used as an 

example of incorporating shared randollllless computation, but shared randomness 
. . 

may be used with other cryptQgraphic functj,ons (e.g., .decryption). 
: . . . . . 

• Entity j computes s' mJ,11. ==s1·z1.11. + {Lve 11.\{j}sign(f-v)"PRF0 J,v (m)} where 

.· -1 . 
Z_;.11 = fl - \{J} (Xj - Xv) (0 - Xv). 

10 • Entity j transmits Smj.A=nl"'J,l\ mod n and transmits the result to the 

Combining Server. 

• The Combining Server computes signature of'!'• Sm am1' · IlueA Sm,v.11. mod n. 

• The Combining Server may ''validate implicit hand~sbak:e" and checks that: 

? : .. 
(Smf =m(mod n). 

JS The above protocol prodUtes a secilre and correct signature of a message m 
. . . : . 

· · correspo:iiding to public by (e,n). The sh8ring of the pseudorandom functions among the 

hardware units and their invocation in the computation generates a "t-Wise hand shake" 

among the hardWare componentS This creates a self-awarene8s property where the 

absence of a unit is detected as long as ·a sfugle original tinit is pre~t. The distribution 

20 of the computed exponent into hardware ·exponent a,nd software exponent has achieved 

the balancing between hardware and software as discussed below. Moreover, the sharing 

of the pseudorandom functions allow the protocol to be non-interactive, where the 

previous practical scheme of this nature required initial interaction to exchange true 

random bits. 

25 ·A balancing between efficiency and adversarial setting (attacks) is provided by 

incorporating shared randomness. Software compromise and ha?dware compromise are 

distinguished using shared randomness .. 

Another embodiment of the present invention provides .a scenario against an 

adversary which attacks a single device, the device is prot~cted ~ainst timing attacks 

30 (due to exponentiation time channel being a pseudorandom ~ction dependent but 

exponent independent), as well as attacks by an adversary performing I/O queries into a 

single device. 
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A modification of~e; operational phase allows for distinguishing between 
-~·:;;_};_ 

hardware and software at ~·divisional unit. 

Operational Phase: Let 1'I. where I Al = t be the divisional units designated to participant 

in the signing. ·The divisional units are available to the system's management at 

s this point). The management Server notifies· the members of h what h is. Signing 

is used as an example of incorporating shared randomness computatio~ but 

shared randomness may be used with other cryptographic functions (e.g., 

decryption). 

10 

• ·Entity j computes s' mj,A =SJ· ZJ,A + { ~ v e A\O}sign{i-v) · PRFcrj,v (m) } 

where Zj,1\ = TI nA \{/} (Xj - .xvr1co -Xv). 

• Entity j hardware provides to its software S' mJ.A • m 
6
m,J.A _,, r mod n where r 

may be (pseudo) random bit string oflength poly(log(n)) or zero (0). Use of 

zero may be preferred depending on hardware constraints. 

• Entity j now transmits Sm,J.A= m 6m,J,A _,,, m" mod n based on the input it 

15 received from the hardware and transmi~ the result to the Combining Server. 

• The Combining Server computes signature of m, S,,,=wl · II .. A Sm.v.A mod n. 

• The Server may "validate implicit hand-shake" and checks that: (s,,,;• 
? 
am(modn). 

If an adversary has access to t or more of the computing devices, the adversary 

20 can sign any message, since it can authorize the signature request to the hardware tokens~ 

It is assumed that hardware tokens only have 1/0 interfaces through software controlled 

devices. A signature interface between the Server/requester and the hardware tokens may 

be included to avoid unauthorized requests by the local or divisional unit. This protocol 

assumes both hardware and software have to be compromised at many locations, which is 

25 an improvement over a single module RSA, in which the adversary has only to 

compromise a single computing llllit. 

Another embodiment of the present invention addresses the situation where the 

adversary is assumed to break into "almost all" of the system, the adversary has access to 

the memory of v < t hardware devices and all t software unia This adversary gets hold 

30 of all software units. It is thus necessary to ensure that the software retained within a 

hardware token suffices for hiding the exponent d. 
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This is an extremely strong advers~ and strong. assumptions are necessary to 

provide for both efficiency as well as $epurlty. It is a plausible assumption that some bits 

of dare known to be hard (hard to guess, as hfU'd. as finding "itself) even when the rest of 

the dis known. It is assmned that a fraction of the low order b~ts of dare hard. Other 

s assumptions can be dealt with analog9usly. 

Assumption: For 0 < e S 1, revealiq log n ~ (log nt most significant bits does not 

reveal d. (Note: when eis small the upperhalfofdis easy to compute) 

Strategy 1,r. (m) that is applied chooses a random number r 

in the range [-he+B ,+he+B ] where ~ > e, wltleh may force an increase in the size of 

Io domain from which the exponents are· drawn. Such increase is· always possible with RSA. 

h - log n is the security parameter. 

The protocol can .be as efficien~ as the number of plausible bits which must be 

hidden; Sm.i.A -r can be chosen to miniJnize the multiplications the hatdware token must 

perform. For example, a low hanuning weight (sniall number of l's in the string) or a 

15 short string (say, ~ the size of the Share)~ 

Pseudorandomness is unifonnlf pro4uced.by the"devices; for example, using the 

same one way fimction-based on DES with publicly specified keys where its performance 

is message independent Thus, timing attacks do nOt apply. Due to the 

pseudorandomness, an adversary which loOks at the timing of the hardware device and 

20 tries to use the time channel to deduce the permanent share will fail. The reason for such 

failure is the blending of the pseudoJ'81ldomness3 which varie~ between messages and the 

random extraction of each exponents to be done in hardware. This creates a "random key 

schedule" at each execution and thus foils timing attacks. 

Robust Computations with Reduced Communication, Using Shared Randomness 

25 Another embodiment of the present inventi~n provide~ robust computations with 

reduced communication using shared randomness. Jf a server misbehaves, there may be 

no practicable way to detennine wlto ~cted incorrectly. Trying all subsets of shareholders 

until a correct signature is computed is too expensive (e.g., when :finding a subset of size t 

= 1/2+1 of honest parties out of lit would be exponentil!l in l). In these cases Robust 

30 Threshold RSA, in which the combining effort is efficient even when up to t parties are 

adversarial, may be required. Robust Threshold RSA was first introduced in [FGY, 

GJK.R]. Namely, Robust Threshold RSAmay provide safe assembly which is quickly 

computable and able to verify the infonnation while providing isolation to the shares. 
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In order to verify that an acting server i e A sent a valid partial result, the 

following operation is pe:fJined with server i. The shared ~~es added to computations 

presented here will save about half of the communication in the procedme compared with 

that of co-pending application no. 08/842,080 ("Optimal Resilience"). 

s • (Recall System setup) For each i the system publishes g•' ·L
2 

mod n. 

• (User i Setup) Jointly generate shared-value keys O" iJ = a 1.;,. a' 'J ... O' '1.1. (for 

1 s j s I) with j and publish commitments· g a;,i g?, g rl;,i g? where g, g1 

are of maximal order and discreie log of g1 base g is unknown. 

• For a failed attempt in signing a message m by A: 

10 • Entity i publishes R1J = gLzs',,,.,,A (g1) PRFO'LJ <•> mod n, and 

U; a l1eA (g1) PllFo1,;<•)ft'(l,J> where 1t' (j, v) = -sign(j- v) for j ~ v and 1, 

otherwise. 

2 

• Entity i orjpublishes ~J = g PRFcr;J<•>L (g1)PRFo'J (m) = R;J(in each pair, only i 

orj need to publish and the other needs to verify). 

15 • A dispute declaration: if there is a dispute between i andj, then they open up 

20 

their commitments to a iJ and O' ;J and one is removed (with an outlook, this 

removal is until a refresh for proactivization, as discussed below). 

• Each server j verifies the transition :from a poly-share to a sum-share; namely 

that for all i e A\ {i}: 

== IlveA\{i}(x,-xY). 

• If the verification does not pass then a dispute resolution is perfonned and 

server i is removed and a new A is chosen to perform the signature. 

• Shareholder j publishes Q; E ITveA (gl) PIU' cr,.J (m) mod n. 

25 • A proof of knowledge of the discrete log Q; base g1 is performed as described 

in [FGMY2]. (In practice a Fiat-Shamir transferable proof can be sufficient 

based on "ideal bash"). 
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• ·Use robustness algorithm of [FOY] or [GJKR) (for safe primes), using witness 

gS'•.l.AL
2 

a (neA ~.I )IQ; mod n. 

• If a sharehol~ is unable to perfonn the above, or if i~ has stopped in the 

middle of the entire protocol, it is eliminated and a new A is used. 

5 This operation is performed to locate cheaters if signing with~ sum shares went wrong 

(and with an outlook, as part of the pro~ve update later). 

This operation is successful in eliminating misbehaving parties. Furthermore, it 

enables in the fault-free case (e.g., all parties are honest and actjve in a round), a ''non­

interactive" robustness checking of the "sum shares ~eneration" (when the Fiat-Shamir 

10 method is employed). 

Because of the added efficiency burden, it is recommellded that the system be run 

without robustness testing~ Only when a proper signature fails for a particular message 

should the robustness enhancements be incorporated to eliminatie·cheaters. 

Proactive Distributed RSA with Shared Randomness 

15 Another embOdiment of the present invention involves a proactive distributed 

RSA methodology using shared randomiless. A proactive impl~entation of the 

communication model is discussed in [HJJKY]. The time is divided into time periods 

which are determined by the common global clock (e.g., a day, a week, etc.). Each time 

period consists of a short update phase, during which the servers engage in an interactive 

20 update protocol, at the end of which they hold new shares (in fact, a new sharing) of the . 

secret d. After the update, there is a function computation phaSe, in which the servers 

perform the intended secret-key operation using their current sharing of don numerous 

inputs. 

The adversary is computationally bounded, and it can corrupt servers at any 

25 moment during a time period by viewing the memories of corrupted servers and/or 

modifying their behavior. One model does not differentiate mali~ious faults from 

"normal" server failures (e.g., crashes). But, when an adversary intruding On. a 

shareholder is found it is "removed" (e.g., through a reboot procedure) before the 

shareholder is made operational. The reboot operation is perfoniied immediately when 

30 attacks or deviations from the protocol are detected, and it is overcome during update. 

Within the proactive model, a period for processors to fail by stopping and then 

rejoining (fail-stop and rejoin) may be allowed. Thus, an unavailable processor is not 

necessarily considered "faulty" in the malicious sense. 
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There are a numb~ of ways shared randomness which is added into algebraic 
~~Ji ~~· 

computations can help in p&Jactive RSA systems. Full proactive update tokens are. 

possible. In addition to sh8re resharing, the pseudorandom functions should be replaced 

by new ones during updates. In fact, when the.pseudorandom :functions are first updated, 

s a new shared randomness mechanism should be obtained, but the function itself should 

remain unchanged. Then interactions are reduced in the update. Change of 

representation "poly-to-sum" and "sum-to-poly" for the system, as described in co­

pending application 08/842,080, may be performed. (Noting last two steps are not 

needed). The poly-to-sum protocol followed by a sum-to-poly based on renewed shared 

10 randomness, is a secure protocol with reduced interaction compared to the original poly­

to-sum sum-to-poly update. The total number of servers may be changed from l to l', and 

the threshold may be changed from t to t' during an update. 

Some dynamic updates that are less costly may be employed. One such change is 

updating the pseudorandom :functions only. This can be done interactively between the 

IS parties, e.g., using Diffie-Hellman with either authenticated key exchange between the 

parties. 

Since the parties share randomness, they can also perfonn what is called a 

contingent key exchange based on the Dillie-Hellman key exchange by incorporating 

shared randomness. As an example, let P be a prime, g a generator oflarge prime order 

20 ofa subgroup ofZp. and kbe a shared random key. Di:ffie-Hellmankey exchange is A 

send g1 mod P and B send I mod P and the key· is t'" mod P, which can be computed by 

both A and B. A contingent I)iffie-Hellman key exchange incorporates the share 

a+PRF ("A•, tag) 
randomness into the transmissions. That is A and g " and B sends 

a+PRF f B",tag) 
g " where tag is an agreed upon nonce. Similarly, it is easy to see that g"' 

2s can be computed by both A and B, e.g., B can compute 

a+PRF t A" ,tag) PRF ("A" ,tag) 
( g k I g k )". As soon as the key is used, e.g., for encryption, it can 

be determined if both agreed on the same key. 

Proactivization can be used to dynamically add and remove parties (via an 

update). By limiting the operation to adding and removing from the recently updated 

30 group of parties, proactivizati.on can also be accomplished by deciding to employ/not­

employ the shared randomness shared with the recently updated parties. This is an access 
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control function that computes on keys (analogous to "control vectors" acting on DES 
. . 

keys [M]). It assures that limitations on the cooperation can b~ easily achieved· with . . ',:· 

shared randomness (using shared random values ~ credentials). 

Shared random values can be used for key control, e;g., monitoring which parties 

s collaborate. This key control can be used to j>revent an entity from signing before a 
proactivization step is performed. For example; if an adversary has corrupted a server, it 
is possible to prevent that server from collaborating in a si~e before proactivization. 

Whereas full proactive refreshment of crypt<>graphic tools is needed to assure that 

past corruptions (memories learned in the past) are forgotten (namely erased and become 

10 irrelevant), "simpler'' mechanisms can be used to assure that future corruptions cannot 

learn the past. This is done· by forward refreshment of the keys for shared values. This 

will ease the simulation arguments as the ''pseudorandom past'' becomes random. This 

can be achieved by updating the pseudorandomness based on ·f'current round information" 

and in a non-interactive fashion. A tag (e.g.-, date or a counter which can be agreed upon) 

15 and previous randomness is used to generate a new pseudorartdomness for shared values 
to add to computations as folloWed by an update •. · This can sometimes be extended to a 

full proactive update . 

Using the above technique with [FGMY], faUit~free non-interactive (e~g., all 

parties are honest and active in a rouiid) full proactivization is achieved. This is the first 

20 time that such non-interactive maintenance is possible. It can be derived from [FGMY] 

by sharing pairwise .affixments wherein each committee in a fiimily one aftixment adds 

and the other affixment subtracts using new locally refreshed pseudorandomness. The 

locally refreshed pseudorandomness is derived from the old key applied to a global tag 

which can be the global public state of this round. The new affixment keys generate new 

25 shares, followed by a non-interactive verification. The following is an example based on , . . . 

[F89], in which the secret key d =Si+ • •• + s, similar to [FGMY]. The new shares now 

become s; =s1 + Li=J ... i-i,;+i,1sign(i- j)PRFa.,, (tag). ·Before changing the s',, a signature 

for some tag can be tested with the ne\v shares. For [FGMY] there are many such sets si, 

••• , Su (held by a family of servers) such that they sum Up to d, and more than one server 

30 can possess s;. 

For robustness of the update, a commitment to a IJ is published as before. 

Moreover. the distributor (a single dealer or a distributed one) had published g$'. 
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. . PRF: ;.(tag) 
Publication of commitm~t~o PRF111j (tag) is provided by i us~ say C1,; e g 

11

'J • 

Entities t andj may now diSpute if they disagree and value is opened if necessary (one 

will be wrong and removed). Each t also publisheS ga: for the next round using his share, 

and the following verification is made by each v within a family, with dispute phase if 

( 
PRF. ( ) )sip(i-j) 

s necessary: gsi =gs' IJJeA\{I} g .. ,_,,. • Ifnodispute, s; isnowused. As in 

[FGMY2] that I can be converted to I' and t can be converted to t'. 

The efficiency gained by applying shared randomness into computations in 

updates of proactive systems, say, are definitely applicable to the scheme in [R] as well as 

to the scheme of ''parallel sum-sharing" of [FGMY], which is very useful in relatively 

10 small scale systems. Other (non-RSA) distributed public-keys can employ this new 

pdmitive. 

The description herein is exemplary and the notions described can be performed in 

multiple ways. For instance,· the shared randomness does not need to be incorporated into 

the exponent, e.g., PRF(tag)g" and PR.F(tag)tf can be used in the contingent Diffie-

lS Hellman, as well as during the operational phase of RSA distributed signiD.g (using 

20 

instead partial signature S,.J,A 5 fil.A\{/} PRFD'J.I (m) sipU-:I) )n••.J.A mod n. Algebraic 

operations other than addition can be used with shared randomness techniques. For 

instance, if a distributed function is V, = g.ri···s, mod P by computing 

V, = (Vi .. 1) "1 where Vo = g, one could use shared randomness as 
· s Il (PRF. c~ )Wp<t-J> Vi= (Ji'i .. i) I J•l .. J-1,l+l,..J ~ 111J ag } • 

The embodiments described herein are intended to be illustrative and not limiting. 

It will be appreciated that many variations are possible within the scope and spirit of the 

invention. 
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1. A method of using distri.l,)uted cryptographic keY8 between. a plurality of . 

disttjbuted electronic devices, said disqibµted electronic devi~~~ eapable of 
• r. • '. ' .· .. ,: •. •• :·.: 

5 communication with a central server, ~d metlmd comprising f4~ steps of: 
. • . : . . : . : . :' i ~ . 

(a) computing shared values over~ known and agreed ~ontext; 
. . . . ~ 

(b) generating random values ~ing said shared values;·,·.·. 

( c) generating a partial result f()r each device using said random values; and . . .. . . .. ' . . 

(d) computing an output based on said p~al result. : 

10 

2. The method.ofusing distril)uted cryptographiC.lcC97S as recited by claim 1, 

wherein said shared values are random keys. 

3. The method of using distributed cryptographic keys as recited by claim 1, 

15 wherein said shared values are derived fn>m .a cryptographic protocol. .. 

4. The method of using distributed crypto~phic keys as recited by claim 1, 

wherein said shared values are derived cryptographically. 

20 s. The method of using distributed cryptographic keys as recited by claim 1, 

further comprising the step of implementing a re-representation• of a :function. 

6. The method of using distributed cryptographic ~ys as recited by claim 1, 

wherein said partial results may include incorrect values. 

25 

. 7. The niethod of using distributed cryptographic keys as recited by claim 1, 

wherein said steps (a)-(d) are performed iteratively. 

8. The method of using distributed cryptographic keys as recited by claim 7, 

30 further comprising changing said shared values after said step of generating an output 

based on said partial result. 
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9. The method of using distributed cryptographic keys as recited by claim 3, 

wherein said cryptograpfil& protocol is a cryptographic functlori involving 

exponentiation. 

s 10. The method of using distributed cryptographic keys as recited by claim 3, 

wherein said cryptographic protocol is an RSA function. 

11. The method of using distributed cryptographic keys as recited by claim l, 

wherein said shared values are stored in a hardware device in at least one of said 

10 distributed electronic devices. 

I lllllll llllll lllll lllll II IHI · 
* C L M S * 
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