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AIRBORNE DATA LIBRARY

FIELD OF THE PRESENTLY DISCLOSED SUBIJECT MATTER

The presently disclosed subject matter relates to the field of situation

awareness data dissemination.
BACKGROUND

Network centric warfare is a military doctrine which strives to integrate
advanced information and communication technologies for the purpose of enabling

rapid information-sharing between geographically dispersed forces in battlefields.

Communication relay stations are used in the field of communication for
various purposes, such as: increasing communication range, overcoming physical
obstacles obscuring communication line of sight, increasing flexibility, and security of

communications systems, etc.

Unmanned airborne vehicles {UAVs, also known as unmanned airborne
systems {UAS) or drones) facilitated as relay stations can circle a certain mission area
while serving as a communication relay point for forwarding communication
transmission between various forces in mission areas. Using UAVs as a network
centric warfare component enables in general to increase the robustness as well as

the range, quality, flexibility and quantity of information sharing.
GENERAL DESCRIPTION

According to one aspect of the presently disclosed subject matter there is
provided an airborne data library onboard an airborne platform, configured for
automatic management of situation awareness data (SAD), the airborne data library

comprising:

an onboard data management system; the onboard data management
system comprises a data management unit and an onboard data-repository; the data
management unit being operatively connectible to at least one computer processor

and configured to:
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establish a communication link with at least one situation awareness data
(SAD) source; obtain situation awareness data from the at least one SAD source;
process the SAD and determine, based on data management logic being accessible

to the data management unit, at least one of the following:

5 a) whether to store the obtained SAD locally in the onboard data-repository
and/or whether to transmit the obtained SAD to a remote data-repository
unit;

b} whether or not to automatically provide the obtained SAD to one or more

participating entities; and automatically provide the obtained SAD to one

10 or more participating entities depending on the determination.

In addition to the above features, the airborne data library according to this
aspect of the presently disclosed subject matter can optionally comprise one or

more of features (i} to {vi) below, in any desired combination or permutation.

i wherein the airborne platform is an Unmanned Aerial Vehicle
15  configured to fly above a mission area and provide SAD to participating entities

operating in the mission area.

ii. wherein the data management logic includes one or more of the
following parameters: location of the participating entities with respect to a mission

area; type and function of the participating entities; rank of the participating entities.

20 iil. wherein the onboard data management system is configured to
continuously search different SAD sources for new and/or updated SAD; and
determine whether to store in the onboard data-repository the new and/or updated

SAD based on the data management logic.

iv. wherein the obtained SAD pertains to a mission area and/or to

25  participating entities operating within or with respect to the mission area.

v. the airborne data library further comprises an information server

configured to provide SAD responsive to received requests.
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i, wherein the data management unit is configured, responsive to a
request issued by a participating entity, to provide needed SAD pertaining to a

certain area of interest to:

determine a current location of one or more SAD acquiring entities; select at

5 least one SAD acquiring entity from among the one or more SAD acquiring entities, if
a location of the at least one SAD is within an acceptable distance from the location

of interest; and send a request to the selected acquiring entity to provide the

needed SAD.

According to another aspect of the presently disclosed subject matter there is
10 provided a method of managing situation awareness data {SAD) in an onboard data
library; the method comprising using an onboard data management system installed

onboard the airborne vehicle for:

establishing a communication link with at least one situation awareness data

(SAD) source;
15 obtaining situation awareness data from the atleast one SAD source;

processing the SAD and determining, based on data management logic being

accessible to the data management unit, at least one of the following:

a} whether to store the obtained SAD locally in the onboard data-repository
and/or whether to transmit the obtained SAD to a remote data-repository

20 unit;

b} whether or not to automatically provide the obtained SAD to one or more
participating entities; and automatically provide the obtained SAD to one

or more participating entities depending on the determination.

25 According to another aspect of the presently disclosed subject matter there is
provided a non-transitory program storage device readable by machine, tangibly

embodying a program of instructions executable by the machine operated in an
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airborne data library to perform a method of managing situation awareness data

(SAD); the method comprising:

establishing a communication link with at least one situation awareness data

{SAD) source;
5 obtaining situation awareness data from the at least one SAD source;

processing the SAD and determining, based on data management logic being

accessible to the data management unit, at least one of the following:

a} whether to store the obtained SAD locally in the onboard data-repository
and/or whether to transmit the obtained SAD to a remote data-repository
10 unit;
b} whether or not to automatically provide the obtained SAD to one or more
participating entities; and automatically provide the obtained SAD to one

or more participating entities depending on the determination.

According to another aspect of the presently disclosed subject matter there is
15  provided a UAV configured to operate as an airborne data library, the airborne data
library is configured for automatically managing situation awareness data (SAD), the

airborne data library comprising:

an onboard data management system; the onboard data management
system comprises a data management unit and an onboard data-repository; the data
20  management unit being operatively connectible to at least one computer processor

and configured to:

establish a communication link with at least one situation awareness data
{SAD) source; obtain situation awareness data from the at least one SAD source;
process the SAD and determine, based on data management logic being accessible

25  to the data management unit, at least one of the following:

a} whether to store the obtained SAD locally in the onboard data-repository
and/or whether to transmit the obtained SAD to a remote data-repository

unit;
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b} whether or not to automatically provide the obtained SAD to one or more
participating entities; and automatically provide the obtained SAD to one

or more participating entities depending on the determination.

The method, the non-transitory program storage device and UAV disclosed in
5 accordance with the presently disclosed subject matter can optionally comprise one
or more of features (i} to {vi) listed above, mutatis mutandis, in any desired

combination or permutation.
BRIEF DESCRIPTION OF THE DRAWINGS

In order to understand the presently disclosed subject matter and to see how
10 it may be carried out in practice, the subject matter will now be described, by way of

non-limiting examples only, with reference to the accompanying drawings, in which:

Fig. 1 is a schematic illustration demonstrating a communication network
according to the network centric warfare paradigm;
Fig. 2 is a functional block diagram of an onboard data management system
15 200 installed onboard UAV 150 according to an example of the presently disclosed

subject matter;

Fig. 3 is a flowchart exemplifying operations performed according to some

examples of the presently disclosed subject matter;

Fig. 4 is another flowchart exemplifying operations performed according to

20  some examples of the presently disclosed subject matter.

DETAILED DESCRIPTION

Unless specifically stated otherwise, as apparent from the following

discussions, it is appreciated that throughout the specification discussions utilizing

25  terms such as "establishing”, "determining", "transmitting”, "providing” or the like,
include action and/or processes of a computer that manipulate and/or transform

data into other data, said data represented as physical quantities, e.g. such as

electronic quantities, and/or said data representing the physical objects.
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The terms "computer”, “computerized device”, “machine”, "computer
processor” or variation thereof should be expansively construed to cover any kind of
hardware electronic device with data processing capabilities, including, by way of
non-limiting example, a personal computer, a server, a computing system, a

5 communication device, a processor (e.g. digital signal processor (DSP), a
microcontroller, a field programmable gate array (FPGA), an application specific
integrated circuit {ASIC), etc.), any other electronic computing device, and or any

combination thereof.

Onboard data management system 200 described herein can be configured

10 as a hardware computerized device or as part thereof or be operatively connected to
a hardware computerized device configured for executing related operations as
described herein. The computerized device may be a computerized device specially
constructed for the desired purposes as well as a general purpose computer specially
configured for the desired purpose by a computer program stored in a computer

15  readable storage medium.

As used herein, the phrase "for example," "such as", "for instance” and

variants thereof describe non-limiting embodiments of the presently disclosed
subject matter. Reference in the specification to "one case", "some cases", "other
cases” or variants thereof means that a particular feature, structure or characteristic
20 described in connection with the embodiment(s) is included in at least one
embodiment of the presently disclosed subject matter. Thus the appearance of the

phrase "one case", "some cases", "other cases" or variants thereof does not

necessarily refer to the same embodiment(s).

It is appreciated that certain features of the presently disclosed subject

25  matter, which are, for clarity, described in the context of separate embodiments,
may also be provided in combination in a single embodiment. Conversely, various
features of the presently disclosed subject matter, which are, for brevity, described

in the context of a single embodiment, may also be provided separately or in any

suitable sub-combination.
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In embodiments of the presently disclosed subject matter, fewer, more
and/or different stages than those shown in Figs. 3 and 4 may be executed. In
embodiments of the presently disclosed subject matter one or more stages
ilustrated in Figs. 3 and 4 may be executed in a different order {for example
operations described below with reference to block 303 in Fig. 3 can be performed
before or substantially together with the operation described with reference to block
301) and/or one or more groups of stages may be executed simultaneously.
Functional elements in Fig. 2 can be made up of a combination of software and
hardware and/or firmware that performs the functions as defined and explained
herein. Some functional elements in Fig. 2 can comprise at least one respective
computer processor and/or computer memory or can be a part of a computer
processor or of a computer memory, or be otherwise operatively connected to a
computer processor the computer processor and the memory being configured for

executing instructions for performing respective functions.

Throughout this description, the term "Unmanned Aerial Vehicle" (UAV) is
used as an example of an aerial platform used for implementing an airborne data
library which is disclosed herein. It is noted that the term "UAV" is used by way of
example for reasons of clarity and simplicity and should not be construed to limit the
scope of this description to UAVs only. It should be clear to a skilled person, that
other types of airborne platforms {e.g. manned airborne platforms) are likewise

contemplated within the scope of the presently disclosed subject matter.

Bearing the above in mind, attention is now drawn to Fig. 1 showing a
schematic illustration exemplifying a communication network according to the
paradigm of network centric warfare. Network centric warfare which was originally
developed for military proposes can also be advantageous in other non-combat

operational mission scenarios such as fire-fighting and search and rescue missions.

In operational mission scenarios, task forces participating in a mission {herein
"participating entities") make use of situation awareness data (SAD} which is
necessary for completing the mission. It is noted that the term "participating

entities” is used herein to include any type of task force, manned {comprising any
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number of persons, e.g. 1 or 2 or 3 or more) or unmanned, including both entities
located within a given mission area and entities located outside the mission area and
engaged in operations related to the mission area or to entities located therein {e.g.
commanding forces located outside the mission area).

5 Situation awareness data includes for example intelligence, surveillance and
reconnaissance (ISR) information. ISR information includes for example data
indicative of the geographical characteristics of the terrain of the mission area
(including various types of printed as well as digital maps of the mission area),
information with respect to enemy forces located within the mission area and/or in

10 the surrounding vicinity outside the mission area, various munitions available to the
enemy forces within and/or outside the mission area, friendly forces within and/or
outside the mission area, supply lines within and/or outside the mission area,
location and characteristics of potential threats located within and/or outside the
mission area (e.g. land mines and pit caves) which should be avoided. Situation

15  awareness data can comprise additional information such as weather forecasts (e.g.
in fire fighting missions, wind direction is very important}) and battle damage
assessment information after an attack.

SAD can be obtained by participating entities as part of a preliminary stage
before the onset of the mission. In addition, new SAD as well as updates to

20 previously obtained SAD can be provided to participating entities after their
deployment in the mission area. As illustrated in Fig. 1 participating entities (105)
can communicate with various data sources for obtaining needed SAD.

Data sources which are illustrated in Fig. 1 include SAD libraries 120
configured for storing available SAD as well as various SAD acquiring entities which

25  collect SAD in real-time during the execution of the mission. SAD acquiring entities
include for example forces specifically assigned to SAD collection missions {e.g. UAV
155) as well as other data acquiring entities {(e.g. satellite 157). SAD acquiring entities
can further include participating entities which collect SAD during the mission
execution. For example, aircrafts and/or ground forces {105) which are equipped

30 with data acquisition devices (e.g. camera installed onboard an aircraft or carried by

an infantry soldier) and used for gathering SAD as the forces operate in the mission
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area. For example, various portable situation awareness devices exist today which
are used by ground forces. These devices enable forces to obtain situation
awareness data from remote data repositories and to share real-time information
between different task forces participating in the mission.

5 SAD libraries 120 can include data storage devices configured for storing
archived data which has been gathered and stored in the libraries previous to the
onset of the mission as well as real-time data which is obtained and uploaded by
various SAD acquiring entities in real-time during execution of the mission. The
uploaded data is stored in SAD libraries and made available to participating entities.

10 Optionally, SAD libraries 120 can be connected over a communication
network {e.g. oven an Ethernet LAN network 113} to a cloud network used for
storing additional information. SAD libraries 120 can be further connected over a
communication network to a SAD data search engine control system 130. Control
system 130 can include one or more computerized devices configured to operate as

15  query servers. Specifically, control system 130 can be configured to receive data
queries from various participating entities {e.g. forces operating in the mission area
as well as commanding forces overseeing the mission progress), search for the
requested data and provide the data to the requesting entity.

Participating entities 105 engaged in a mission {e.g. combat, fire

20 extinguishing, search and rescue operations, etc.) can be connected to data network
110 for obtaining real-time situation awareness data. In some cases participating
entities can directly communicate with control center 130 and SAD libraries 120 not
through network 110. However, due to lack of line of sight communication network
this communication option may not always be available.

25 Accordingly, SAD can be obtained by directly accessing control system 130.
Alternatively or additionally, control system 130 can be accessed through an
intermediate network node such as a communication relay station. Fig. 1 shows
airborne data library (ADL) UAV 150 operating as an airborne relay station for
providing on demand SAD to requesting entities {e.g. forces in a battlefield).

30 According to the illustrated example, ADL UAV 150 is connected over network 111 to

various participating entities. ADL UAV 150 can provide to the participating entities
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105 SAD and obtain SAD from the participating entities 105, over network 111. ADL UAV
150 is configured to receive queries received from a requesting entity and forward the
queries to search control center 130, receive from control center 130 the requested
information and transmit the information to the requesting entity.

ADL UAV 150 is controlled by UAV mission operation center 160 which can
comprise core UAV control system (CUCS) configured for controlling the UAV. According
to the requirements of STANAG 4586, which is the NATO specification of a core UAV
control system, the control station comprises a client module {CM) connected to an
application servers unit (APU) and a vehicle specific module (VSM). UAV mission
operation center 160 is operatively connected to a line of sight ground data terminal
(LOS GDT 161) and respective antenna. UAV mission operation center 160 can be
further operatively connected to a beyond line of sight ground data terminal (BLOS GDT
163) and respective antenna for enabling satellite communication with UAV 150.

The client module is configured to enable an operator to monitor and control the
operation of a respective UAV assigned to UAV mission operation center 160 and can be
implemented on various types of computerized devices including by way of non-limiting
example, PC or laptop computers or any other computerized device which comprises
computer memory (e.g. volatile and non-volatile) and one or more computer processors
configured with the required processing capabilities. Information received from UAV 150
at UAV mission operation center 160 can be displayed on the client module and the
operator can use the client module for sending information (e.g. various commands) to
UAV 150.

According to the presently disclosed subject matter ADL UAV 150 is also
configured to operate as an autonomously managed airborne data library capable of
obtaining, storing and providing SAD to participating entities.

In addition to the operation of ADL UAV 150 for servicing requests which are
issued by the participating entities, according to the presently disclosed subject matter
ADL UAV 150 is configured as an automatic and autonomic SAD dissemination
information station configured to automatically and autonomously provide SAD to

participating entities based on a predefined sharing policy
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(implemented by data management logic) thereby increasing information availability
to participating entities as well as real-time information sharing capabilities between
participating entities.

Fig. 2 is a functional block diagram of an onboard data management system

5 200 installed onboard ADL UAV 150. System 200 is configured in general to obtain
SAD from various sources and autonomously determine which obtained information
should be stored in the data-repository located onboard UAV 150. System 200 is
further configured to determine, upon receiving new and/or updated SAD, which of
the participating entities require or may otherwise benefit from the newly available

10 SAD and automatically provide the SAD accordingly.

As illustrated by way of example in Fig. 2, onboard data management system
200 can comprise a SAD information server 204, SAD management unit 206, and
onboard data-repository 210. Optionally, UAV 105 can comprise one or more data
acquisition devices 212 {e.g. camera, radar, etc.) however, this is not necessary and

15  according to some examples UAV 105 can obtain all SAD from external sources and
operate as an airborne data library without autonomous SAD acquisition capabilities.

SAD information server 204 is a computerized device operatively connected
to a communication unit (configured for facilitating communication between UAV
150 and other entities) and configured to provide SAD to, as well as to receive, SAD

20 from the various entities participating in a mission. SAD information server 204 can
be configured to provide SAD to one or more participating entities responsive to a
request issued by the participating entities. SAD information server 204 can also be
configured to provide SAD to one or more participating entities based on predefined
data management logic without a request being initially issued by the participating

25  entity.

In general, data which is stored in data-repository 210 onboard UAV 105 can
be accessed more quickly than data which is stored in ground SAD libraries and can
thus allow shortening the retrieval time of queries made by various participating
entities.

30 As the storage space of data-repository 210 is limited, it is advantageous to

store in data-repository 210 high priority SAD and to store in other SAD libraries,
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which are more remotely located and thus less accessible, SAD which is considered

not as important. High priority SAD can include for example SAD which is considered

important for completing an ongoing mission. To this end, onboard data

management system 200 comprises data management unit 206 which is configured

5  to determine whether a given data should be kept in data-repository 210 or whether

it should be transmitted to a different data-repository and not stored in data-

repository 210. Data management unit 206 can be configured to make use of data
management logic which defines rules for making this determination.

In addition, in the event that new information is obtained by onboard data

10 management system 200, SAD management unit 206 can be configured, to

determine to which of the participating entities the obtained information should be

provided. To this end data management logic includes rules for automatically

providing information to one or more participating entities. Data management logic

can thus be used by SAD management unit 206 for making the determination to

15 which of the participating entities the data should be transmitted. In the event that it

is determined that at least one participating entity should be provided with new

SAD, SAD management unit 206 generates instructions for transmitting information

to the entity. The SAD can be transmitted to participating entities by SAD

information server 202.

20 Fig. 3 is a flowchart illustrating an example of operations performed, in

accordance with the presently disclosed subject matter. Operations described with

reference to Fig. 3 (and Fig. 4 below) can be executed for example by system 200

described above.

At block 301 an ADL UAV (150) is deployed. As described above, the ADL UAV

25 is equipped with an onboard data management system 200 configured for
autonomous management of SAD. The ADL UAV is deployed to enable on-demand as

well as automatic provision of SAD to participating entities taking part in a certain
mission area and/or operating within a certain mission area. To this end, the ADL

UAV is navigated to the relevant mission area where it can communicate and provide

30  service to the participating entities.
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At block 303 the ADL UAV is connected to a communication network 111
which facilitates communication between the ADL UAV and the participating entities.
ADL UAV can be further connected to ground SAD libraries and via LOS and BLOS
GDTs.

5 At block 305 ADL UAV obtains SAD. The SAD can be obtained responsive to a
request issued by any one of the participating entities {i.e. pull) or as data upload
initiated by any one of the SAD data sources (i.e. push).

In the former case {pull), responsive to a request issued by a participating
entity, onboard data management system 200 is configured to determine whether

10 the requested information is available in onboard data-repository and if so, to
provide the requested information. Otherwise, onboard data management system
200 is configured to send a search query to different data sources connected to the
communication network 111, or otherwise connected to the ADL UAV (e.g.
communication with SAD libraries can be established via GDTs and LAN 113), asking

15 for the requested information. According to one example, the query can be sent to
search control center 130 which is configured to generate and transmit
corresponding search queries to various libraries for searching for the requested
information.

Alternatively or additionally, onboard data management system 200 can be

20 configured to process the request and determine which of the participating entities
is capable of providing the requested information, and send a request to these
entities accordingly. For example, assuming a participating entity has sent a request
for an aerial photograph of a certain area of interest within the mission area,
onboard data management system 200 can identify an ISR UAV (UAV deployed in ISR

25  collection mission} which is equipped with a camera and issue a request to the ISR
UAV for a photograph of the area of interest in the mission area. Responsive to the
request, the ISR UAV can fly above the area of interest, take the requested
photographs and transmit them to the ADL UAV, which in turn can provide them to
the requesting entity.

30 Furthermore, onboard data management system 200 can be configured to

determine whether any of the participating entities are located at an acceptable
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distance from the area of interest {e.g. a distance from which needed SAD can be

obtained in reasonable time). If a participating entity is found in the vicinity of the

area of interest and it is equipped with an appropriate data acquisition device,

system 200 can issue a request to provide the requested SAD. To this end, onboard

5 data management system 200 can be configured to maintain knowledge (or be

otherwise capable of obtaining such knowledge in real-time) with respect to the

current location of the participating entities and the image acquisition devices
available to each participating entity.

In addition, onboard data management system 200 can be configured to

10 automatically request SAD from various SAD sources according to predefined SAD
updating rules. For example, onboard data management system 200 can maintain a
continuous connection to various SAD sources and continuously check whether new
or updated SAD is available. Updated SAD can be stored in data-repository 210
according to data management logic.

15 In the latter case {push), participating entities equipped with data acquisition
devices can upload to the ADL UAV acquired data. Various participating entities can
be configured with various sharing policies, defining the conditions for sharing
acquired information. For example, some participating entities can be configured to
automatically upload to ADL UAV all acquired SAD. According to another example,

20  some participating entities can be configured to automatically upload to the ADL
UAV only part of the acquired SAD. According to this example, uploading of acquired
SAD can be dependent on various parameters such as the type of acquired data
{photograph, radar output, weather forecast, etc.), a location where the SAD was
acquired, whether or not currently acquired SAD is different than previously

25 acquired SAD, etc. Different participating entities in a given mission can be
configured with different sharing policies.

At block 307 responsive to obtaining new SAD, an automatic filtering process

is executed. During filtering, the obtained SAD is processed and a decision is made as

to whether or not to store the obtained SAD locally in onboard data-repository 210

30 orotherwise transmit the new SAD to a remote data-repository. This decision can be

made based on data management logic (e.g. with the help of onboard data
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management system 200). Following the filtering process, data is either stored
locally, onboard ADL UAV, or transmitted to a remote data-storage based on the

filtering output (block 308).
Data management logic can be based on various parameters. The following
5 are some non-limiting examples which demonstrate the principle of data
management logic. Data management logic can be based on whether or not recently
obtained SAD, include new information to SAD already stored in data-repository 210.
If recently obtained SAD is identical to {or not significantly different than) previously
SAD stored in data-repository 210 only one copy of the information is maintained in

10 data-repository 210.

Data management logic can be based on information pertaining to the
specific participating entities located within a certain predefined mission area. More
specifically, onboard data management system 200 can be configured to store locally
data which is of particular relevance to the specific forces deployed in a currently

15 ongoing mission. For instance, if SAD obtained by ADL UAV includes information with
respect to pit caves recently identified in the mission area ground, the new SAD is
stored in data-repository 210 if there are ground forces operating within the mission
area. Otherwise (e.g. if there are only airborne forces operating within the mission
area) the obtained SAD is transmitted to be stored in a remote data repository {e.g.

20 SAD libraries 120). In another example, data pertaining to enemy forces and/or
friendly forces are stored in data-repository 210 if they are located within the
mission area or at a certain predefined distance from the mission area. Otherwise,
the data is transmitted and stored in another remote data-repository.

In a further example, data management logic can include rules related to the

25  type of SAD which is being obtained. For example, if a query pertaining to a specific
type of SAS has been previously made within a predefined period of time by any one
of the participating entities, this can be considered as an indication that this specific
type of data is likely to be of interest to the participating entities. Accordingly, any
new SAD pertaining to the same specific type of data is stored in data repository 210.

30 Once a decision is made (e.g. by onboard data management system 200) as

to whether the obtained SAD should be stored in data-repository 204 or not, the
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obtained SAD is stored in the onboard data-repository or in a different, remote data-
repository according to the decision (block 309).
Fig. 4 is a flowchart illustrating an example of operations performed, in
accordance with the presently disclosed subject matter. Blocks 401 to 405 pertain to
5  similar operations described above with reference to block 301 to 305 and therefore
will not be described in detail.
At block 407, responsive to obtaining new SAD (block 405) the obtained SAD
is processed {e.g. with the help of onboard data management system 200) and a
decision is made as to whether or not to automatically transmit the obtained SAD to
10 one or more of the entities participating in an ongoing mission. As explained above,
data management logic defines the rules of SAD sharing policy which are used by
onboard data management system 200 for determining to which (if any) of the
participating entities obtained SAD should be automatically transmitted.
The following are some non-limiting examples which demonstrate the
15 principle of data management logic. According to one example, data management
logic can define certain types of data which are automatically shared with all
participating entities. For example SAD pertaining to the location of friendly forces
may always be shared with all participating entities to avoid friendly fire.
According to another example, data sharing can be location based, where
20 onboard data management system 200 can be configured to process the SAD
pertaining to the location of friendly forces and transmit this information only to
participating entities which are located within a certain distance from that location.
To this end, onboard data management system 200 is provided with access to
information pertaining to all participating entities. As mentioned above, onboard
25  data management system 200 can be configured to maintain knowledge (or be
otherwise capable of obtaining such knowledge in real-time) with respect to the
current location of the participating entities. A change in the current location of a
participating entity may reflect on the decision made by onboard data management
system 200 whether or not to share the SAD.
30 According to another example, some information sharing defined by data

management logic can be dependent on the relevance of the obtained SAD to the
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specific function of the different participating entities. For instance, SAD which is
related to casualties may be automatically transmitted only to specific participating
entities such as those responsible for treating the wounded and/or transporting
them out of the mission area.

5 According to yet another example, information sharing defined by data
management logic can be dependent on the rank of the participating entity where
certain SAD may be limited only to participating entities above a certain rank. For
example, onboard data management system 200 can use information indicative of
the rank of a participating entity {which can be determined for example based on the

10 rank of the person managing or commanding the entity) and determine, based on
the data management logic, whether obtained SAD should be transmitted to the
participating entity, given its rank. For instance, in military operations, some SAD
may be automatically transmitted only to a participating entity which is being led by
an officer above a certain rank.

15 It is noted that although Fig. 3 and Fig. 4 are illustrated as two separate
processes, this is only for the sake of clarity and should not be construed as limiting
in any way. The operations illustrated in both Fig. 3 and Fig. 4 can be performed as
part of a single integrated process.

It is to be understood that the system according to the presently disclosed

20 subject matter may be a suitably programmed computer. Likewise, the presently
disclosed subject matter contemplates a computer program being readable by a
computer for executing the method of the presently disclosed subject matter. The
presently disclosed subject matter further contemplates a machine-readable
memory {including transitory and non-transitory computer memory} tangibly

25  embodying a program of instructions executable by the machine for executing the

method of the presently disclosed subject matter.

It is also to be understood that the presently disclosed subject matter is not
limited in its application to the details set forth in the description contained herein
or illustrated in the drawings. The presently disclosed subject matter is capable of

30  other embodiments and of being practiced and carried out in various ways. Hence, it
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is to be understood that the phraseology and terminology employed herein are for
the purpose of description and should not be regarded as limiting. As such, those
skilled in the art will appreciate that the conception upon which this disclosure is
based may readily be utilized as a basis for designing other structures, methods, and
systems for carrying out the several purposes of the present presently disclosed

subject matter.
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Claims:

automatic management of situation awarenass data {SAD), the airborne data library
comprising:

-

an onboard data management system onboard the airborne platform; the
onboard data management system comprises a data mansgement unit and an
onboard data-repository; the data management unit being operatively connectible

to at least one COMPUIRr processor ang { cond Nu ad to:

establish a communication network for directly communicating with at least
one situation awareness data {SAD} source and one or more participating entities
obtain situation awareness data from the at least one SAD source; process the SAD
and determine, based on data management logic being accessible 1o the dals
management unii, a least the

a) whether to store the obtained SAD locally in the onboard data-repository

Ay
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i

and/or whether to transmit the obtained SAD to a remote data-
repository unit;

b} whether or not 1o automatically provide the obtained SAD to at least one

Q

participating entity; and
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automatically provide the obtaine

entity depending on the determination; and

provide the gbtained SAD fo at least one participating entity responsive to a

regquest received from the at least one participating entity.

2. wherein the airborne
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platform is an Unmanned Aerial Vehicle configured to fly above a mission ares and

provide SAD to participatin

3. The airborne data library according to daim 1 wherein the data

management logic includes one or more of the following parameters: location of the



participating entities with respect to a mission area; tyvps and function of the

articinating entities; rank of the participating entities.
) ) <

4, The airborne data library according to any one of the preceding claims
wherein the onboard data management system is configured to continuously search

i

different SAD sources for new and/or updated SAD; and determine whether to store

in the onboard data-repository the new and/or undated SAD based on the data

management {ogic.

5. The airborne data library according to any one of the preceding claims
wherein the obtained SAD pertaing to a mission area and/or to participating entities

operating within or with respect to the mission area.

&. The airborne data library according to any one of the preceding daims
further comprising an information server configured to provide SAD responsive to

received reguests.

7. The airborne data library according to any one of the preceding

claims, wherein the data management unit is configured, responsive to a reguest

=]

issued by a participating entity to provide needed 5AD to:

select a SAD acquiring entity suitable for providing the needed SAD; and
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send a request to the selected SAD acquiring entity to provic

. In an airborne dats library onboard an airborne platform, a method of

managing situation awareness data {SAD}; the method comprising using an onboarg

data management system instalied onboard the airborna ve

-

cle for :

establishing a communication network for directly communicating with at

o~

feast one situation awareness data {SAD} source and one or more participating
entities;
obtaining situation awareness data from the at least one 5AD source;
processing the SAD and determining, based on data management logic being

accessible to the data management unit at least the following:
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a} whether to store the obtained SAD locally in the onboard data-repository
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and/or whether 1t

repository unit;

b} whether or not 1o automatically provide the obiained SAD to at lsast one

participating entity;

and automatically providing the obtained SAD to the at least one

[

participating entity depending on the determination; an

P oA

providing the obtained SAD to at least one participating entity responsive to a
request received from the at least one participating entity.

9. The method according to claim 8 wherein the airborne platform is an
Unmanned Aerial Vehicle (UAV) the method further comprising: maneuvering the
LAV above a mission area and providing SAD to participating entities operating in
the mission area.

10 The method according to any one of daims 8 to 8 whersin the data

management logic includes one or more of the following parameters: location of the

participating entities with respect to a mission area; type and function of the
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il The method according to any one of claims 8 to 10 further
comprising: continususly searching different SAD sources for new and/or updated

SAD; and

determining whether to store in the onboard data-repository the new and/or
updated SAD based on the data management logic.
12 The method according to any one of caims & to 11 wherein the

obtained SAD pertains to a mission area and/or to participating entities operating

within or with respect to the mission area.
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i3 The method according to any one of daims & to 12 further
comprising: using an information server onboard for providing SAD responsive to

received requests.

14, The method according to any one of claims 8 to 13 further
comprising: responsive to a reguest issued by a participating entity to provide

needed SAD:

selecting a SAD acquiring entity suitable for providing the needed 5AD; and

sending a request to the selectad SAD acquiring entity to provide the needed SAD.

15, A non-transitory program storage device readable by machine,
tangibly embodying a program of instructions executable by the machine operated
in an airborne data library to perform a method of managing situation awareness

data {SAD); the method comprising:

establishing a communication network for directly communicating with at
least one situation awareness data (SAD) source and one or more participating

entities;

“12

obtaining situation awareness data from the at least one SAD source;

processing the SAD and determining, based on data management logic being

accessible to the data managemeant unit, st lsast the following:

a) whether to store the obtained 5AD locally in the onboard data-repository
and/or whether to transmit the obtained SAD 1o a remote data-
repository unit;

b} whether or not to automatically provide the obtained SAD to at least one

participating entity; and

SAD to the at lzast one participating

Sedr

automatically providing the obtaine
entities depending on the determination; and
providing the obtained SAD to at least ane particinating entity responsive to

reguest received from the at least one participating entity.
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16. The airhorne data library according to daim 7, wherein the needed
SAD is requested with respect to an arsa of interest, the data management unit is
further configured for selecting a SAD acquiring entitiss suitable for providing the

needed SAD to:
determine a current location of one or more 3AD acquiring entities; and

select at least one SAD acguiring entity from among the one or more 5AD
acquiring entities, if a location of the at least one SAD is within 3 suitable distance

from the area of interest.

i7. A UAV configured to operate as an airborne data library, the airborne

data library being configured for automatically managing situation awareness data

{SAD), the airborne data library comprising:

an onboard data managemeant sysiem onboard the UAV; the onboard data
management system comprises a data management unit and an onboard data-

repository; the data management unit being operatively connectible 1o at least one
computer processor and configured to

establish a communication network for directly communicating with at least
one situation awareness data {SAD} source and one or more participating entities;
obtain situation awareness data from the at least one SAD source; process the SAD
and determine, based on data management logic being accessible 1o the dals

management unit the following:
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whaether to store the obtained SAD locally in the onboard data-repository
and/or whether to transmit the obtained SAD to a remote data-

repository unit;

b} whether or not to automatically | SAD to at least one
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participating entity; and

automatically provide the ob
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depending on the determination; and

7



A
s &

provide the obtained SAD to at least one participating entity responsive to a
request received from the at least one participating entity.

18. The airborne data library according to claims 7 and 16, wherein the
data management unit is further configured for selecting o SAD acquiring entity

suitable for providing the needed SAD to:

=y
3

determine a data acguisition device available to each of one or more SAD

acquiring entities;

select at least one SAD acguiring entity from among the one or more SAD
acquiring entities, if an available data acquisition device is appropriate for oblaining
the needed SAD; and send a reguest to the selected acquiring entity to provide the

needed SAD.

is. The method data library according to claim 14, wherein the needed
SAD is requested with respect to an area of interest, the selecting of a SAD acquiring

entity suitable for providing the needed 5AD further comprises:

determining a current location of one or more SAD acquiring entities; ar

selecting at least one SAD acquiring entity from among the one or more SAD

acquiring entities, if a location of the at least one 3AD is within an acceptable

distance from the area of interest,

20, The method data library according to claims 14 and 19, wherein the

selecting of a SAD acquiring entity suitable for providing the needed SAD further

comprises:
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determining a data acquisition device available to eacl

acquiring entities;

selecting at lsast one SAD acquiring entity from among the one or mors SAD
acquiring entities, if an available data acguisition device is appropriate for obtaining
the needed SAD; and send a raquest to the selected acquiring entity to provide the

needed SAD.



