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System for Processing Email During an Unpl anned
woub@ge3zfhi s non- provi si onal application cl ai mBCT/US2003/027736
priority based wupon prior U S. Provisional Patent
TiAépI i catilerh®eringl SNetem Sf@0/P408eBE5N | Freall IS@trdmyean
U.n6 Q& 6” the nanmes of M chael |I. Rosenfelt and Satin
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Uh@ﬁdnné@sbﬁﬁﬁ§eQEssageS recei ved during the unplanned
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of Related Art 20 Everyday nore and nore. conpanies are
T@RGEHYI Rgelidals @RRIhvERSSRYINg is a mssion critica
application worthy of 1nclrusion in a business
contfhﬁup@fyspn‘an1n12’¢1@t;/icems1reylate§omr@§,wh&p @pdie thigids and
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expensive-an ex systens. ~Trad
parM1uuﬂaﬂlnas fréven tprésﬁﬂtlcaimwéﬂuﬂchonppnqvfdeﬁnl Fer the
stem such as a Mcrosoft nge dat abase,
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uswpednRY LhecCRAPARY . acRRGayse a%lﬁ.gﬁléoﬂ@l §x1dYedil, and
such system such as Mcrosoft's Exchange

restomete diansegeseptaceavedn dsringedites Unnd@nhgdusatags into
tlféo ree%'sr“orr@g%afb&naelf CRIJGR! QN Rl nBLEKS AL RS MLS of
the email flle.

Description of Related Art

Everyday more and more companies are concluding that
emalil messaging 1s a mission critical application worthy of
inclusion in a Dbusiness continuity plan. Previously,
companies that made thig decision had no alternative but to
implement expensive and complex systems. Traditionally, the
solution has been to zreplicate the company’s entire email
system, such as a Microsoft Exchange database, in a remote‘
datacenter on hardware similar to that owned by the company.
Because of the complexity of such system, such as Microsoft’s
Exchange architecture, replication strategies have focused on

real-time database replication of disks at the byte level or,



WD 2004/ 023259 PCT/ US2003/ 027736 alternatively, on
transferring offline database backups on a

W@ envee2hy - server basis. Even in cases where aPCDIRENG027736
i npl enents conplete replication of its databases, it

alemAtiygdymen frornsiersirg offbingapgatibrendbdckups on a
g]ﬁ;g'_ j . for exanpl e, database corruption,

St efprlyglstg)réggggfgg%lr%'ses, deni al of service attacks,
secivery breacheesanghetderaf actmassny Soite lemehie hE’fBﬁblete
often cited problens with replication are: 1. Hg

TR (‘?(’Jcstl%isn\?&rt@gﬂs?sn replitdtqtorincanmpe £op there to

bétéﬁﬁﬁrﬁﬁg-eﬁQiPr@%EtiﬂuiﬁwlQﬁ@nko@n:ﬁ&iegkéMﬁl%, gatabase
replication system the conpany nust purchase thir

CETUBELOBp| | CALI opresfLYRr 9 acuiusesnet Wenkal of service

| dt server capaci retain
adm n|'st&rflgactuqu\e?%%Saprﬁgf:}éggn%nghé)ﬁhrg%niftaggoﬁach ofSOMfy of the
médtesEteystensd Rrofapld eathonewliddypraagebset of the
Servers. _As. a_result of the costs inherent in

pr oV ‘di ngiaﬂ—rg@fiﬁi'cgpédcaﬁFabﬁ‘éé?v%%chnaﬁﬂb‘?at.ion can be

exanpl e sthggepslg. Of Harduaee. SOf LM EncRANAY dbProctive

and support %O personnel, it 1s combp or only a tew

of the nysplicaiidmadysiamyerthet @opangpusat gdri:Base third

Dat abase upt i.on. . Because replication technol ogy

by its v@r%%/r:%alto qup%ﬁL?aretolrosn t heSO&:tlwggef r onPGRBLERr vepetwork

ont o anobhedwidtieorrupkchide omderori ghdidcitsr,ver 28cain

wll be mrrored in its corrupt formon the backup
server. FHEFRIFETUreenfPYPHE: effficci BRen neeeisitiosr each of

preventi pgekbesyidd i ng of corrupt files. 4.

| ncapaci tation e to Virus. Simlarly, if a virus

occérs i Bepli¢aiqyn oheOwly ginglubsetver, tite lddvelre. As a

. ti.on
30 transggg&fg tgfthghgecgggtgeryg eréﬁgve{ncoégé‘i ing a

replicated database, such as, for example, the cost
of hardware, software, bandwidth and support
personnel, it is common for only a few of the most
critical servers to be replicated.

3. Database Corruption. Because replication technology

by its very nature mirrors the files from one server
onto another, a corrupt file on the original server
will be mirrored in its corrupt form on the backup
server. There is currently no efficient means for
preventing the mirroring of corrupt files.

4. Incapacitation Due to Virus. Similarly, if a virus

occurs in a file on the original server, it will be
transported to the second server. Server corruption

due to viruses can cause emall outages for days.



10

15

20

25

30

due to viruses can cause enmil| outages for days. - 2
WO 2004/ 023259 PCT/ US2003/ 027736 5. Transacti onal

w0 p@ensi2se ency. Because replication sol utions pgPUSENS/G27736

perform byte-level replication of the disks, they do
not PBrovi 'ﬁ!éalilfm@jirdlla\l f dnconr stexcyange Be@nsact replication

boundari e I _exa 5 single transactiqn on _. .
W or osof  SERETEaRR Fey eally” BT 8 RPESTRFAY afep1ication

wites toof hEhéilﬁi(sks!f g doeploitC drb@Ras ol hveg i thaSfor the
only replicated eight of those ten at the tinme of an

out age, tHETPATES bRZRUPACHE BEURERGIRS ot e Folsgkemple, a
in a corrgp ié|E%aﬁg%cwgbﬁhoﬂnﬁiéfﬂéo gggﬂgh??yma% consist

Vendor - Support ed Replication Solution. rren
system t hat rt'aaﬂ | sagesnisist emsiteke tde thecrdisg t If the

Exchange dat e i.s readil vai | ab ) )
econom caf© %fl cz: “f5 %° | @ %yogingﬁPﬁ&SFF%ﬂ effBt of
conpl exi t yhode nodd N @k Qﬁthbﬁnbn efitegti Vehen the backup
replication solution causes stemto be nore

prone to Yat} uke ahBcorRySsy trlélggréatefr‘ corrupt file

resour cesyh DoiraldY &l Egrm&llr{t of these reasons the
exi sting technology fails to 20 provide an adequate

nmet héd f oo DV@msﬂ@pewaed Rleplimptdion lSKDﬁxLlalimEd Currently
outage. There i erefore, for

met hod and s%? eﬁl}ft-‘g’l"’l FS%E%%?WQS eslﬁ‘ﬁtlem&uﬁllknp ﬂe Microsott

unpl annedexeheage. eﬂﬂ%@é O sTHE- dYERTI Q\}aaiaEhLé at an
present invention relates generally to a nethod and

syst em f oPCHIEES| BFi6fmi | during an unpl anned out age
and 7SUbSé5W %@pﬁ ¥ ééé&B&'“ffﬁ%”%%@Fh8§?£y of making
concept s m%'rm%&t‘he—m—l—o

particul aahyeffheienrtesenifective replication solution causes

the system to be more prone to failure and thereby
require greater resources to maintain.

For all of these reasons the existing technology fails to
provide an adequate method for processing email during an
unplanned outage. There is a need, therefore, for an improved
method and system for processing email during an unplanned
outage.

SUMMARY OF THE INVENTION

The present invention relates generally to a method and
system for processing email during an unplanned outage and
substantially departs from the conventional concepts and
designs of the prior art. More particularly, the present
invention comprises the steps of managing wusers’ email;
redirecting inbound email messages from a primary server to a

secondary server when said primary server is unavailable;

- 3 -



10

15

20

25

30

i nvention conprises the steps of managi ng users'

emai |l ; 30 redirecting i nbound email nessages from a
w@eoonmezsserver to a secondary server when saPdr/us2003/027736
primary server is unavailable; - 3 WD 2004/023259
RCLEYSRO03( A7 736ermothdlyi hesaiediuset sot hatf tirbound email
redirection of inbound email . nessa esdhas been L th
NERSPERENt MY FEET dF PR TITE CEEer s WP 1 IAPEeddiq oUERES Wit

RitRisk 28ddiLBS8SemaOD AGLESHWAIN SeRbnWhk estPeer while the
primary server is unavailable; notifying users when
RIRE2EYpr FHETSE sdbfveina @ idgRilf: availloaBifgingndgisers when the
' orat.i tk b .receiyed. whi .
e Sariar s hanval |y ikt o e soritsfEps che
ereridgi mpassges’ emmidived ashifle crhat e mricenpl etserver was
emai_l, . hj st or BRI EF DESCRI PTI ON_ OF THE DRAW NGS 10

UFRY =4 8RF 5o RHER nbBR TOR S T6E MESEPT BeUsFTR eveil so as
dekeeaneea &6mp N AGHARPARYSTE-r awi ngs, whi ch show

i nportant sanple enbodinents of the invention and

whi ch are i ncARFEFabBACRIPTIET OSp&HET PRAWINGE her eof by
ref ?&ﬁ?cﬁisk‘}‘ﬂ%@a niri\géncéio%x 318 fbleO\Heg'cgg;ﬂgtg} @t}; reference
s a

typi cal priror art replication process;
teh aghamastwrpagytihe prefdnged n@tivdd ehow hemppresant sample

invention fo rocessi ng enmi uring an .unpl anned ,
ditiaakeRhn Ok B S e gRnar s G e 4 MBFRBESTeR in the
JRplifeabtNgn ROy 2ddELSS@S Qheteigcondary server.
DETAI LED DESCRI PTI OF THE EXEMPLARY EMBODI MENTS COF

THE FERVENFI G\ The rflieet odsaghaipvearl veé t éaohrags prfior art
Iteg)gi_gggﬁggt r@pplication will be described with
Y

rticular Teference to the 25 presently preferred

exenplary2erisoci neEpigyamHeeweng the Shoetfelrd¥el method of the
pli%%%%ts:t oioxijv<atr1|'t]:a:'Lt011t hgosre S?gé’éjsi,s“fnrg Se artflv | %Sr(i)plclzjy a% ft?r\{\élanned
outage; and

FIG. 3 1is a diagram showing a method for replicating
email. addresses on a secondary server.
DETAILED DESCRIPTION' OF THE EXEMPLARY EMBODIMENTS OF THE
INVENTION

The numerous innovative teachings of the present
application will be described with particular reference to the
presently preferred exemplary embodiments. However, it should
be understood that these embodiments provide only a few
examples of the many available embodiments and advantageous
uses of the innovative teachings described herein. In
general, statements made in the specification of the present
application do not necessarily delimit any of the wvarious

claimed inventions. Moreover, some statements may apply to

gome inventive features, but not to others.
—- 4 -
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exanpl es of the nmany avail abl e enbodi nents and
advant ageous uses of the innovative teachings

waele®en2aed herein. In general, statenents nmadeCT/DS1008027736
specification of the present 30 application do not
nece$dari |y dodim t famy oligdmemwaptous wipdica®d replication
| nventl ons. I%L/gr eo Qe st at ement

|
KSwSP Of“é tu?‘%%l bJt5¥5E o 39F1er gagp ﬁecwed and

Somne i nvent i

pA4s023260 P67/ HISARAY @F¥86 1632 G dh IS Rrfib8Y% basis, the
di agram of a tygl cal replication process. |nbound

OFeTMakdsBadis” b MrdmPE¥ei SRV EENdL0Pr deestenl ptEde on a
s@b‘oﬁ@l‘é)f%lsge\f%rlq?eB On ﬂlé’qéeﬁi\c/&é:%tglgal %‘rotcggﬁ SR SOsuT at

information on the primary s re
tdhes Imamonbaval serheer £103. 1&hel repl that doskplecess cam some
Qcecur the televel the file leyel or the dis

t
5580, e ORIl TR PoptT cBPPEIOSyRt ffirs that only

ARl gur adsEYCHo thatcrORM¥ngbh | BSvObedirs ka0 a¥hi £8p1icated.
changes have been nmade are replicated. In the event
Iox the émaae eobfan rutadgenafy ther peitamheywesndahy g@condary

PS4 51@% é@éﬁe ﬂf&}/@)&g bté%%ﬁggeibg Hgi&ﬁ%ﬂ ey rver 102

server secondary server 1N
am@nctehtet setom@armeseswylmb ﬂakelon:heacp:rinmrxcoﬁeéyer it is
02 co ect el offl ne before acti vatl ng t

nse&?gﬁaﬁ y “Ser 1t'0}.*>‘a Rbtoverseies s O%o?o‘b%]s%q%ye ?ffline

Yefolret f&%t&ﬁfﬁtﬁﬁ?)’tﬁé b8Goh b Cadher LeMirebrer, it is
transferring on a few users fromthe primry server

npG2 PP§Sibhe %‘éc‘b?ﬁfart)hesérfﬁé?a%@f Allsp reipdégateonfsysteem by
Itfg%}tk%hgsonogdér @Qﬁf Sgéfrggﬁ%c%ﬁm%l%g] prré L sesr%re\éerloz to

e"sec erver e as 1 ong
ta:@ %docmd&@ymsamtres 103 . conpkef ebachtiensdéLrthé bb@plexities

of an qutage. 20 FIG ,2 shows a diagram outlining
P BT SH nEE B Por Dt HRocbotr R erdl] (R iy apeondary

derfrea@nnesh OULa0ead NegRECRLA , 1oddibaund @Mepl §ES§aHEEes to
201 are redirected froma primary server 220 to a

coBPoRdar§ Seanafen3¢ whentteg dhrinmeryager ver

FIG. 2 shows a diagram outlining the preferred method for
processing email during an unplanned outage. In general,
inbound email messages 201 are redirected from a primary
server 220 to a secondary server 230 when said primary server
220 is unavailable. Users are notified that email messages
201 have been redirected and those users are provided access
to their email messages 201 via the secondary server 230.
Users are again mnotified when the primary server 220 is
available. Thereafter, the email messages 201 that were
received while the primary server 220 was unavailable are
synchronized with the preexisting email messages 201 on the

primary server 220 to create a continuous email history.
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220 is unavail able. Users are notified that email
nmessages 25 201 have been redirected and those users

w@ae®@4pey9 ded access to their emai|l nessages ROWUS1083/027736

the secondary server 230. Users are again notified
when Itheapr i gramplaayy eemizzivient avfi Itdlsl einWérerieaf,t einbound

. MR S 201 re received while e
%ﬁ}ilelrrlaﬁﬁéésser era%g% s %gn}ggval abl éeé’F’%rs@a%W{%}%r%ﬁined In a
whigordre pheexbshémy, emdidundessagesnédadd® wWA§ be sent from

rimary server 220 to create a continuous_enai |

RIS - USOEe20BAF 628550 PERPUSOD37 027736 1ikean In a
eenRl1aren-AredRENt 18both® YLDt hofsaddtbound 8NRidg to an

messages 201 are sent to a server gateway 210. In a

Feridoranrd igekilpon@éAt reph@bumdornbhe pessmgessemehe20. A
ent fro custoners, ndors, partners liers and

e ge or R1]' BUELT (g RRERER: SRELANSE un SR iR P Server

706 Sy e @ ittkirednt ehaNpr ity ARl CaR00Br240 the server
residing on the primary server 220. A regqi str%/ of all
e

T2 YadktEssedty ST (6T -t Hpriafiap sek véptepmining the
@bl QiddheksRD RS PrdJTRIY cRehUEr p2ala of%gteq:e 228 ¥Ei1izes

gateway 210. In sone cases, the netho term ni ng
funectionaditly dddessseswitiain rielge demail t fgppidatdion 240. In

220 Ll f ' [ity i,nh t withj
SEE" 80 UL P S3ph ey STRLLARTT S AT DlE e

deiterredsidy dheceauplinddr essefer thed fi@siBe 87 th8ependent

rimary server 220 may be an i ndependent program
Eg‘?f@-‘?it“l R§ A At SR nPUIRPMOYS IKext , emmi | addresses t hat

are neayndagia 10 J4e-&MRI Rddr 85565 hERENTON df email
primary server 220 are created on the secondary
EInemsep3estidd nge conddrey meimeay 280 vean 229 dmcateshted on

r.enot, el romthe ser gateway. 210 .and nmay_ be
%%enn%%?%%%a]?yors%§%er}:pl %:?J't hrtgglﬁh T RE L r?gtytyefn zr?tgs_tcan be
Ree:d 20eRot@Bpagecn | thde serpkoyeshiiereby1d heugminky be
addresses on the secondary server 230 will be updated
?ﬂ?%fﬁi%q'oépE EXapRle o through the internet. In most cases,

a message will be employed whereby the email addresses on the
secondary server 230 will be updated on a periodic basis to
replicate the email addresses on the primary server 220. This
creation of redundant email addresses on the secondary server
230 is continued on an ongoing basis.

A method 1is next employed to detect whether email
addresses that reside on the primary server 220 are detectable
to inbound email messages 201. In some cases, this detection
can be as simple as monitoring the email flow for error
messages indicating a delivery failure. In other cases, an
automated method may be employed which continually monitors a
flow of inbound messages 201 to determine whether they are

received on the primary server 220 as intended.
- 6 -
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replicate the email addresses on the primary server
220. This «creation of redundant email addresses on
wao b@4peeendary server 230 is continued on an PEIyUR2993/027736
basis. 25 A nethod is next enployed to detect whether
emai At gddhesdws ahatthleesirr@éloradtdhreSpeisnahgtseesédezza the
ar e detectable |nbound ena S es, 201, spnme_ .
Pcasdsy tATs Het @gt%l of*Scaihe éetersrl%ﬁ%ﬁg Eormﬁmf%l}rf gemall

mtebeagaal |20fl.| OWhEOHi®olial dMRSSaAGRSsafdECa0INGirRe redirected
dellvery failure. In other cases, an 30 automated
Erelh 5B MRy BRI NI 200 EF SRt FROBPISTHOIRTYSS 280.  The

thb 8w 01 o NBAUND B $3308 8y 20430 dBlek Eﬁev@gé&%ﬁaf Qerver

are received on the primary server 220 as I ntende -

280 \Warp0bd/ @@325Qatﬁ©ﬁlab$26031102:b73®etwm1$@chthlamretas email
emai | _addresses that resid n the rlrmr rver
et | of (T ST 5o RBoqRN BhE POL Rell R tREea By
inbeuhabewadlemeiskagessages 20i: aie aedor gokedblér @® direct

the primary server 220 to the secondary server_ 230.

orfE 3 t PRSI oL f toM t HPPFIOneRR ideriRTSagsF t 80} hérom the

p%%%?aé&w?ﬁﬂﬁo t?éoclfea% ndaRe aULPORIS LAl Y fes where
determ ne that the email addresSes on the primary

ostélyve.r p@Z@lam eOfmoth@eem@llde?tdemegdebyresn@mmdorenm& primary
I.S, al.sq_possible to dire

|
TR0 e b Sttt T St Bt b5 o eeradeg 201

SRk MBEYy SelaVede A dn0 hike BecCandrl YeSeEy8hsPSP iall inbound
cases where only ﬁgorti on of the enumi| addresses
enmé‘éﬂ-dl‘fﬁﬁsé}ﬁeﬁ hérﬁfﬂl fy PISEBAVEr Szteﬁr é20ndé&t édisabyecondary

s‘egvlegb%ﬁde%ﬁ' lt:hgﬁélﬁa&?f}{ 201508l 'éf | Yhe Beflel] Sifikesses
may be made to transfer a i Abou nessages
or drhet Ixerzpuarlyars;ezsz@we?rzozmd wmdxﬂ:m@bﬁldarty) limtgsemderemail

230 _even bﬂg I} %\ ortion_of the email .addresses
SREEHES pPhar y 8ol VBFC2 50567 6 fitieTBETEH e ' T bourPPears
HRRR |pr_1ﬂﬁ$:§va%%&v891-22bn efosR: Cas@te fOra@Xai¥Es]l failure.
i Alsan e ernare in thbse  cases where)the Pransition
from the primary server 220 to the secondary server 230 1is
performed manually, to implement a password protection scheme
whereby ability to effectuate the transition requires the
entering of a password.

At the time, or immediately after, inbound email messages
201 have Dbeen redirected to the secondary server 230, a
notification 1s sent to users alerting them that email
messages are avalilable on the secondary server 230. The
notification method may consist, for example, of the automated
delivery of notification messages 250 to an alternate email
address for each of the users. Each of the users 231, 232 and
233 will have access to the secondary server 230 over the

internet or a wide area network. The aforementioned
...'7...
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It may al so be desirable in those cases where the

transition 20 fromthe primary server 220 to the
wG@emanery server 230 is perfornmed manual |y, POI/US2003/027736

i npl enment a password protection scheme whereby
nabifitatian efegchgate 2H® teamsibel osenbquieoes fde example,

entering,_o assword. At .the tinme, or.i di at el
EPrEIar P rE e | Pehactinge oz H ¥r4sE BeRn Babers and
thedifesied to the secondary server 230, a

notification is sent to users alerting themthat enmil
messBgeicr Bhay aerapfe thitt Haoaaeh it lsefeesagesp. 201 are

albEcc O9tid 1 Gl | dH’éf{@/d %@ £0R8H St oo h O AN i
tEeCautomat elgé %ée}flvé?r 5 ngti??cat?%n n%ssagesseefgglfent .
ufideamayl tter ndeeceninée 3IMheaddewssl f ardderclsesf thesiding the

users. Each of the users 231, 2 and. .233 wi ||

h )
PRIBES F5IVRE AAbondaTS SERIBr SPHGCRPBIeI He® LRPEPRG; Smail

m@ésa?é\% deoarea neAMOr ket Thec@f afagmephkOnadhe - £6rm\WRE, for
2004/ 023259 PCT/ US2003/ 027736 notification nessages

eZgUptan BRrhicaldy Pingéranphe, emekl | afdressasepinsiding on

r I a S (o S a i .
B8 PR3] el Rt 0 S G RAMeL Ry AilechOF L) foponse 1o
rbecdivedt ed to the secondary server 230, continual
assessnent. i s undervva%rto det erm ne when

nual
Addr SRCBSCNT oBTHIHLY (R VS | FAD v FIAHD DBUAL LRl e g dpound

cfigt eCtidbkagts ROROUNGtenld LEBSSaPLsScZ . tdhithe secondary
achtgamay take the formof, for exanple,
| F§n

SEEVRBAR L pPAgFAGLTeRt *chdtacladdt 8 PHEAT MProrT 220.
al0 &g R Iar Y, SeLVel, nzé%c Zﬂbﬁﬁ%‘i%hu a9 tmey@rﬁ%g»yi gerver

response is recelved. e primary serv
2agaiis awghlabloperanhbonal aedaithatesshges 2Ghdihdbnahd email

been directed to the secopndary _server _230 can be
aPQSFF%H%TbI PR St SUPRE B Mr y S POF152620 497 A (4igEs can

abbiB, bESanS RN heald fi edot bt 4P idBRayeS &8k ered to
each user’s alternate email address.

Once inbound email messages 201 are successfully
redirected to the primary server 220, inbound email messages
201 that had been received on the secondary server 230 during
the outage can be synchronized into the email application 240
thereby creating a comprehensive email history within the
email application 240.

It i1s important to understand that in this preferred
embodiment there is no need to take the primary server 220
completely offline in order to test the efficacy of the
secondary server 230. In addition, there is no significant
cost inherent in testing the efficacy or functionality of the
secondary server 230. In addition, the ability to transfer

only a portion of the email addresses residing on the primary
- 8 -
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220 is again operational and that their traditiona
email application 240 is functioning. The

wWoau2rst i on to users can again be in the forPem/v$2083/027736
notification nessage delivered to each user's
sgirverndel &GmaitheadgcesgarpOsencer i 2buprbeinEd a tremendous
nes es 201 are _successfull rediyected to the .
R TS aTTer SF3UPIFnbdind bhal b MASbagds SRR pgf email

ddddebeen reeselved on tdiee Speimdar yssevaer 2280 e i dFected,
t he outage can be synchroni zed into the enmail

E4FPI iCBdYT She24goamer epidr eseAges dfprietensede for those
fh | 2 8aSI Ik V&a&%@ tr@airgé%@amed t@lréplsteeehg% 24Q-dt 230.
e dt erred

IS inportant to understan at inthis pre

Ianbaddtieent elemples reftreedat o duddeget heapr iomauyrsdy vert is
220.. conpletely offline i.n.order to.test the effica

oRp ot RE TR Rt F Ok o D8, 1B, chfut ; FERS SRS ROFDHGH o
thiegnptimant 3Qreest pnberent ai n1iestédg Yhasef Ebcagyst the
or functionality of the secondary server 230. In
vighition, AthethBi IRTYALY t PEREEEr 220n| YiEhYHY t iths oreed to

[ ddee S i di ' -
SHEAPIEL IR PRSP0 OF e LTy hvaso vo

thec pmdmayy seewesr 2370 pr ditiide Suactienehiloy spetyeinef id .gradual
For exampl if only a |limted nunber of ennil

AP EEEER. Packaichy WIF t REEIS o B Ao 900 5, 220 Aleo,
ratifieetethg idur@ANlehat hentsdhound MRich-oRe 880881y server

i ntended for those 5 email addresses can be redirected
228 thee G oneern st verTvE3D. 239 ncamobrecfégaphbed in less

abher Ul Age l@én#},ﬁ% rred, it L§_-pOSSI t , :
tr egi ré“%tn r?Jhe |(r:Sboun eng Itecgnegfsl,%ggg gglﬂgggtg?ogegﬁéred ln
tpedihignskrnagliz2@ion aystemd.ed basis to test the

viabplity _of, the lmary server 220 wi thout the need, ,
to 1Bk#rgﬁsf}ﬁ &l F‘{Jtﬁg e¥s 63 Sﬁtpﬁg sf\té)Eonﬁ%ﬁ‘ cating

cHBhYehdd30s48s bHea PELABLYASLIYved20. THithe initial step,
functionality permts a gradual transition back to

ofRé 1 apAREeRILDritadr wesdidge on2 20 PrANgpy server are monitored

using a means independent from the email application used to
process emall messages to create a registry of existing email
addresses 301. Periodically, a gquery 302 is sent to the
primary server to determine changes to the registry. More
specifically, the query will seek to determine whether email
addresses exist in the registry 303, if there are email
addresses that do not exist in the registry 304, or whether
the email addresses are currently being wupdated in the
registry 305. If the email address exists in the registry
303, then no further action is taken and the system repeats
the query on a 302 on a periodic basis. If the email
addressed does not exist in registry 304, then the email

address is added to the registry 306 and the address 1is
- 9 -



redirecting i nbound email nessages 201 fromthe
primary server 220 to the secondary server 230 can be
wetdogorsd ed in | ess 15 than two m nutes conpaP@€dUs®03/027736
the 30-60 mnutes required in traditional replication
@ﬁsteﬁrs OnF| &G s8cprdaryli agrvey sBO®i- ng dheredfired,oradditional
at,i.-ng __emai|l addresses a secandary_server. |
QLL| %I %’logl tep, " erhi 17 addr’ é)slgisesskfaﬁg’ajtS releE'an%er'a 1P the
el MBratasseer i ar &dipgi twsdated) Usi thed ABS-ry 305, that
i ndependent fromthe enmai| application used to
8 liele s&SefaFPd b3 shige sr ey str¥atl7 adpdgEher dded queries are
x%l $hi Pl & @re a&@da@\%é?ﬁﬁ@%h&%uaéégaéwtua query
302 is sent to the prinmary server to determ ne
changes to the registry. More specifically, the query
will seek to determ ne whether email 25 addresses
exist inthe registry 303, if there are emi
addresses that do not exist in the registry 304, or
whet her the email addresses are currently being
updated in the registry 305. If the email address
exists in the registry 303, then no further action is
taken and the systemrepeats 30 the query on a 302 on
a periodic basis. If the email addressed does not
exist in registry 304, then the enmail address is
added to the registry 306 and the address is - 9 WO
2004/ 023259 PCT/ US2003/ 027736 updated on a secondary
server 308. Thereafter, additional queries 302 are
run on a periodic basis. Finally, if the emai
address is being updated in the registry 305, that
status is noted in the registry 307 and the added
queries are 5 run in the future to determ ne the
updated status. - 10 WD 2004/023259 PCT/ US2003/ 027736
1 VE CLAIM 2 1. A nmethod for providing backup
el ectroni ¢ nmessagi ng services

- 10 -
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qurigg, PRPLAERGagHERgSFe.

3 during unpl anned outages, conprising the steps of: 4
redirecting emai|l nessages froma primary server to a

WG 2@ae02n8ary server when said primary server iBCT/US2003/027736

unavail able; 6 notifying intended recipients of said

wE cemaml nmessages 7 that the redirection of said enai

nmessages has been 8 inplenented; 9 providing said
i At @rtbadr Ecirpiperavsi dinch kectiaus qlcﬁ@arcmiqcmwging services
a secondar¥ server h ?Id prlnary 11
PPROE Y] b Ss§FFPPNPERded

rec'p'§38§ré@gﬁn§mé%dyﬂ'Hﬂééa§5§5¥¥8ﬁr al $ra88Y server to a
avai |l abl e; i ncorporating said enmail nessages
rseeonddryhsbevsaldheﬁSspndnprymaeyvserwas iBavablallleble;

into sald intended 16 recipient's primary email file
so as PBLif¥arg dntndsiiotsciRyeRRdi 1o0thi §aéfly empid messages

mepopd £RE p%gﬁagbﬁngﬁCKBE egggaroghglﬂesagggg es, has been
services anned outages, conprisin he
sﬁapseméntadretrleV|ng an organlzatlon s emi l

directory prior to 4 an unpl anned outage; 5 managing

sai d eRHPVidingcEsig a@t@@@leﬁulrteiqmmer&qolvmtfformcesrs to said

rest o |n emails to said el i.zation' s_pr

AP SO g n S aat PRy EEn Do s BRid primary
nggkbgkelglghgnggabig notlfylng sai d organi zation's

enpl oyees of the 11 occurrence of said unpl anned

out agenoamdyizgpoqwi@t ingendedl| trearqmamaré:sbawheup said primary
nmessa stem il WD 2004/ 023259

PEFF §O §/ @??§6aYa§ aR1fet h889f or provi di ng backup

el eC”QHIcBr $589h rd”&rﬁéll ZmQHEEQQSU'}@c%Q%‘é while said

out ages, rrsin e st eps of :
primary server wa unavailable into said intended

recipient’s primary email file so as to create a continuous
email history.

A method for providing backup electronic messaging services

during unplanned outages, comprising the steps of:

retrieving an organization’s email directory prior to
an unplanned outage;

managing said email directory across multiple
platforms;

restoring emails to said organization’s production
email system;

managing said restoration across multiple platforms;

notifying said organization’s employees  of the
occurrence of said unplanned outage; and

populating an alternative back-up messaging system.

- 11 -
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3 managi ng an organi zation's email directory across 4
multiple platforns prior to an unpl anned outage; 5

W@ pwr/oed2e9 occurrence of said unpl anned out age, PCBUS2003/027736

restoring emails to said organization's production

eNBinkt hédS ¥oke PrRAIR Yy &ﬁ&dgﬁ%l@&dﬂ&ﬂ@%ﬁéa@ﬁi@séervices
multiple 8 platforns; 9 notifying said organization's

durisgphopéesnefl bheageé, ocoupriéaérgothsastiepapbéinned

out age; and, 11 po%gl%%%%%ian al terna
1+4.

ti back-
messagPABag)88ent RBEAGH For SHadeed ey across
MG B9 28 ﬂmamegﬁg nggﬁageto%ﬁoaﬁ%nahﬂgdt ng beps of :

d

3 managl ng users activity through a ware 4
appl i capoan rigsé di RGcorrenpel Mo Setadel ; Gnplanned outage,
determ ning the enmail addresses that reside on said, .
pERRBPYLING spdkls Eorr 8atfnPRERHE SRR & yPsepiistion email

enn| dd redundan i d i.]..ad S .
CObLeAC GRS e cuTo o Log-2cPBLY SURLL AMERSEES murcioie
i p1sardrapri | addresses that reside on said 11

primary server are detectable to inbound email 12
messageotifgingdi residng axganiriolnd enaidnpheysseges of  the
addressed to ddrgsses thgt reside on

aid. .14 ermmi |
SFHURFERAR, O%ePdaf TBPLFBRFRaPH APFRarioser vor Lo

sai d ega?hlae% Sa@Salihatnatbveesher-ap ﬁabgaggﬁ?ng?éfem.
server at such fine as said 17 email addressés tha
rasmedehod $airdppoiceasyngeewer laderifg aot udplleohell eutage
to sai d i nbound enail ssages, thereby 19 providing
cGATPRASEEIaLbESSLERF Q41 d users' to said - 12 WO

2{3%582?1%5%88%/' Ué%%@?’ Q%ZZ%tXZQhEBQgHHQ §B2thare

messages-and a means for generating
application residing on a primary server;

determining the email addresses that reside on said primary
server;

creating on a secondary server email addresses redundant to
said email addresses that reside on said primary
server;

determining if said email addresses that reside on said
primary server are detectable to inbound email
messages;

redirecting said inbound email messages addressed to said
email addresses that reside on said primary server
from said primary server to saild email addresses that
reside on said secondary server at such time as said
email addresses that reside on said primary server are
not detectable to said inbound email messages, thereby

providing continuous access for said users’ to said

- 12 -
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21 out bound emai|l nessages from said users' existing
22 emai| address; 23 notifying said users' that said

wepmitl2zessages are 24 avail abl e on sai d secoPdED$2003/027736

server; 25 assessing the tinme at which said enai
addreS$ﬁbohhate%ﬁlﬂe&éﬂgagéssahﬂ Br mBBHY $6FVEENar&ting
again detectable to 27 said inbound email nessages;

28 redPrsbpiing gmadlumb@aﬂaeénﬁrpmnessdggsegshtex@stlng
said enail. 2% addresses that reside on said secondary
server “Ffdh 2969Y85Fd secondary server to said emil
agddeesgengt Bat g3 seegrdengh sakd Eﬁbﬁ@rMe§§5§§% at-ter
said time"at which 32 said enail addresses That
reS|deaualﬁabdeponnaaydsSesenderyaseragabn detectable

to i nboynd email ,nessage 34 n tlf i,ng said users
tﬁﬁ?eésﬂag|EB@uﬁ&msnaF|Wﬁé§§a§@é aﬁ@a1135d§§§§ﬁes Zhat

aval | ap 918 Eﬂ'g g?&%a§9f¥8Eve?”Qréﬁagxgﬁhégﬁéétagle to
said in oun erai [ received on s
secondaaydsenMQUnﬁrema$aldebsageas said email 38
addresses that reside on said primary server are not
SgeééFé§FéBBeSﬁédsapéopﬁéoﬁﬁélgnﬁ?ﬁsﬁ6§§agé§tuﬁPlBaﬂﬁeemall
40 ti mai ddresses reside_qn

or oy 5o £og R kel 45388 b BaiboBREBp kT fmer £rom

emai | pRSSagesonddryY kBriBe exi shinJeNBS3a888rkBs8al €hat
software 43 application, thereby conpleting the enui

nessaggesddehpst epydnprhnaryasdryett adkerapplifdcatmenat which

1 S. The.met hod.of a m 4 erein a d
serversségefmg&&g?g Féﬁﬁ?e ghFrahﬁé Fhogeéagaafylmary

server gaidehS 53l BLEAAORREEEEILEQ E@'Qnﬁgﬁﬂad%ﬁﬁll messages;
server through the™ 4 Internet. - 13 WD 2004/023259

PEOLIUER00S/ 82371d36sets6. thhe setiHodnbbuGbaenmd]l whesepes are .

sai d nethod of determ ning
again available on Saild primary server; and

synchronizing said inbound email messages received on said
secondary server from said time as said email
addresses that reside on said primary server are not
detectable to said inbound email messages until the
time said email addresses that reside on said primary
server are again detectable to inbound email messages
with the existing messages in said software
application, thereby completing the email message
history within said software application.

The method of Claim 4, wherein said primary server is

located remotely from said secondary server and is

interconnected to said secondary server through the

Internet.

- 13 -
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10.

11.

2 the emnil addresses that reside on said primary
server 3 utilizes functionality inherent within said

w@odonmza2ed 4 application. 1 7. The nethod of Cr@EI/DS2003/027736

wherein said step of creating a 2 secondary server of

sahd @fEBhbdaddr esgesm LedWndaaint 9283l detBo@MBE! determining
addresses that reside on said primary server is 4

r@b@a@@dlbeadddesaesytb@tases@dﬁaontaamdapcumaentserver

i St d t dd
ARSI T AR (et S et B et s

sgpgistepigh detecting if 2 said emil addresses that
reside on said primary server are 3 detectable to

| Theundtbodi bfnesaages, i shpeeior seldmabepl bf céebying a
assessi_ng whet her an errqr nessage _has been received 5

|ﬁ6F@B@FH§ aﬁrVﬁabpﬁu€91@oe@§P#v@¢d§aﬁaeﬁnﬁ@@ﬁa 8Rhi Fo said
H§§ SdréngSTPﬁagekgggdgfoglQéga4 ﬁagegbgroﬁs
sal

oun resses on sa server

afépéatéﬂabéﬁabﬁycgll?dsbeébedotﬁaSﬁtélﬁeéoﬁdﬂfént registry
server at any tinme_said email 4 addresses on said
p@fnﬁ?9u§éﬁv§remﬂéluﬁdérééﬁﬁﬁl@ntéasdi§ecgnﬁﬁbﬁuﬁ§rver-

sage 10. ,The, net hod of .Cl re'n .

L oPeERREoBE, ladRoan: o5 1RGrRtacelsp 85 HefEEtIng it
08a§alQmﬁ&&”&&&ré@éé@ftﬁéﬁ §eé§dér8ﬁt361&0 $aindr server are
secondary server after some, but |ess ﬁan al ?
séédebhbbmndten&hboueésageélamesaagesegsapbeformedlmanually
The met hod, of wherein said step of_notif

4,
Y&%%%%Wﬁﬁ%@%%ﬂ%%ﬁwe@%%@ﬁcﬁwd
Eﬂaheakgng 3 §ghgi§§e ”égr&eiﬁbéﬁfséﬁatEﬁboh?&'Hﬂéil

t ed 4 o

e aut ona el ver a preexisting notification
emaekagessage to an 5 alternate email address for
said users. 14 WD 2004/023259 PCT/ US2003/ 027736 1 _
13heTRetheched 6fadmatm whenRérerhlsafdsader inbgupdsgmail

tgdag gses on said primary server are automatically
redirected to said secondary server at any time said email
addresses on said primary server are undetectable to said
inbound email messages.
The method of Claim 4, wherein all of said inbound email
addresses of said users on said primary server are
redirected to said secondary server after some, but less
than all, of said inbound email messages are undetectable.
The method of Claim 4, wherein said step of notifying said
users that said inbound email messages are available on
said secondary server further includes the automated |
delivery of a preexisting notification email message to an

alternate email address for said users.

-~ 14 -
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12.

13.

14.

15.

16.

17.

2 inbound emai|l nessages on said secondary server is
over the 3 Internet. 1 13. The nethod of C aim4,

wob@re2ssai d users' access to said 2 i nboundrenEs1003/027736

nmessages on said secondary server is over a 3 wde

arBa metwebkoflcidimThe wRbhRednobaChaiiBeds  WABEEER to said
said step of assessing the 2 tine at which said eni

adéb@ggésemﬁaﬂ mescdge8nocsardid perandgryeservesr és over the
ag % ectable to said i nbound email 4 nessages
s ﬁgp ncl udes periodically pinging said email 5

a@ﬁéeﬁ§%§oén@feﬁ§hﬂﬁthngwﬂﬁ§éﬁﬁrsélﬁe§989§e h%cess to said
received 6 fromsaid email addresses. 1 15. The

nmetibodndf e@hailmmégssegesepbn said sEepndﬁryosetyemglsab&er a
2 ysers that said_inbound email nessages are again
aViPPaBirea 3e5WOgki-d primary server consists of the

a%h%”ﬁ%%ﬂoﬁebkv%ﬁgl 49fwﬁeEE§ﬁXb§EH”?t€§th'8 %%%glng the

mal | nmessage to an Maifernate 5 emai dress

SaudeuaerWhlbhléalahemﬁﬁﬂhaddﬁésﬁbélﬁhét whgtigenohheaid
ability to redirect said 2 inbound email messages
fPéﬁW@éydsswwﬁﬁr9r§ea9éﬁntée§ap§a91§e§@naaﬁ9 deppapnd email

word protected. 1,17, A rocessin
R R R AR Ra = LS b ST hn PREGT aia emais
MBaRs bR sTARATERE1USeR Ay AABLheaChi YebyohBEOYEN raceived

software 4 application residing on a prinary server;
5freansafidr enetidr addirergsele emmi | addresses t hat

L IR SR AT T
‘bl i gt ey o
neansaﬁdrpdahemy1Bgrwérsabdsesnslo&ddhesaaﬁomhabd delivery
rgglgep%gexisting notification email message to an alternate
email address for said users.
The method of Claim 4, wherein the ability to redirect said
inbound email messages from said primary server to said
secondary server is password protected.
A system for processing email during an unplanned outage
comprising:
means for managing users’ email activity through a software
application residing on a primary server;
means for determining the email addresses that reside on
said primary server;
means for creating on a secondary server email addresses

redundant to said email addresses that reside on said

primary server;
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11 said primary server are detectable to i nbound enail
12 nmessages; 13 neans for redirecting said i nbound

wepmitl2zessages addressed 14 to said ermai |l adPeBEES®E3/027736

that reside on said primary 15 server from said

PhéABE YESLT 48k bPingl HresRi b éﬁaﬁﬂda@§§@§sé§atha@8réglde on
on said secondary server at such 17 tinme as sa

enmui | aﬂddegsemarﬂaser@srd@rgndsaﬁdtaﬁlgrtmn;@beendeemall
are not detectable to said inbound 19 emmil nessages,
thereb?eﬁ?%g?ﬁfng conti nuous access 20 for said

uﬁ@éﬁs erSféglfggg §£§ﬂ| Hféﬁﬂ@eémé?ﬁ ﬂesg&%ggggadressed

for generatlng out enai T nessages from sai

users' texsaiﬁngm&ﬁhlédaﬁdsees,tﬁstnEQQSdéomnn@aiaypﬂgmary
said users' that said_email nessages 24 are_avail able

on sai ¥eKERBNEEPY %@%@ePr1Q§rﬁe%%§V$%rt%s%%%§i%@a%he

Lime alqahlghesal foPTRLL; AA00ES8EPs S0-LIRLT CLAG Nt such

said prinmary Server are again 2 det 0 Sa

lnbounﬂlﬁaaab §E§§a§ﬁ§ll2§dﬂﬁé@§e§0thé@dré§£&én@n3§éﬂd
i nbound enai | nessages sent to 29 said enmai

addresgésm@hﬁt8¢égeneaﬁﬁ @@tddg©@©hdbl§ tgossedvenbound
from said. econdar% ver 1o sai addr ess
pr

that rEBrin BRCSaraspr F HaFsPEer oar: &Fhe, o35t E4Pa%: pacess

at whi £§rsahdgensilsaddhesses 1Hﬁ$uﬁ§séﬂ§19nme§§a§ébdand a
primary server are again detectable to i nbound

emai | messagésy Qénaeahsngoouhb®um@|agash|Meﬂseges from said

that said inbound email 36 ngésages are again
avai | aBF&r8n %%?ﬂtb?gnﬁmﬁl%e? ¥€5587 and 38 neans for

SHOSH SPLEL10c S o DRUarEumLl ge0ESSSndfichfes

2004/ 028258vECTAMER06R/ §27d 36econdary server;

means for assessing the time at which said email addresses
that reside on said primary server are again
detectable to said inbound email messages;

means for redirecting said inbound email messages sent to
said email addresses that reside on said secondary
server from said secondary server to said email
addresses that reside on said primary server after
said time at which said email addresses that reside on
said primary server are again detectable to inbound
email messages;

means for notifying said users’ that said inbound email
messages are again available on said primary server;
and

means for synchronizing said inbound email messages

received on said secondary server from said time as

- 16 -
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18.

19.

20.

21.

22.

40 said emnil| addresses that reside on said primary 41
server are not detectable to said i nbound emi l 42

wore@gagRso until the tinme said enmail addresses PCHUS2083/027736

reside on said primary server are again detectable to

44 inbgynd enBLl HBEPAESEsWhAtt PEsEIESEhNYa MBSpRURE Y
in 45 said software application, thereby conpleting

t he 46sen¥er aessnget Geteotgbhet honsgafldisbbtimdr emady
application., 1 18, ,The systemof . Claim 17, erein

sai d pW?ﬁﬁ??eEePGEFIiEhéngBEaﬁéagiﬁﬂﬁ%il9d%?8ﬁF§§iHhat
secondgégiggrgﬁrsggg ﬁriﬂ&f&cggggéiegréoaﬁéiggde%ﬁgtable to

secondary server through the 4 Internet.

syst eminbothdi emd7] mbssegassaithnehasekbst dayenasphggs in
2 the emnil addresses that reside on said primary

ser ver Saldt FPEEWATeARPLbRAFLPY . | ARBFeRY GPRRIAtiAggthe

softwapg, # AEOLLGR! helroly 2l ile syghemel,dlaim 17,
wherein e operafron o s4i 4 reans for-creating a
secondapylseaveenof said emmil addresses 3 redundant

to said emai| addresses that reside on said 4 primary

s€heepyptemepbatédipelVodwbareynseasd poimaryt aenvar 5s
current regisérg o% redundant enmai,l _addr esses og said
61REAb AT YR EP YT ST I A i EeEGRARHY oF SHY BT A,
Whgte-Bohhecergr abi 8a:af ssabHdaBanserdet ot nd6hga! AL

if said ennil addresses that reside on said 3 prinmary
sénbernate detectable to i nbound email nessages is 4

PELLoLTEd e L by, goocRe g i et e oL O et erpining
CEbbuEha 8 ool BUBLPLETELLL MRS58 3 B2 IES ceryer
2uadilt essesunttsandliser snharsatdwprhimr yasér veftanee-
1;pplication.

The system of Claim 17, wherein the operation of said means
for creating a secondary server of said email addresses
redundant to said email addresses that reside on said
primary server is repeated periodically so as to maintain a
current registry of redundant email addresses on said
secondary server.

The system of Claim 17, wherein the operation of said means
for detecting if said email addresses that reside on said
primary server are detectable to inbound email messages is
performed manually by assessing whether an error message
has been received indicating an inability to deliver said
inbound email message.

The system of Claim 17, wherein all of said inbound email

addresses of said users on said primary server are
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23.

24.

25,

26.

27.

28.

WO 2004/ 023259 PCT/ US2003/ 027736 3 automatically
redirected to said secondary server at any 4 tine

w@aiod/ozazed | addresses on said primary server aP€r/BS2003/027736

undetectabl e to said i nbound emai|l nessages. 1 23. The

saat@maaicghaynkéalr@eeéaleOabalafsé@bﬁdagpogegveﬁaak any
2 addresses on said primary server are redirected

sbnme38§édoﬁMany sddvessabten sahd, phimatrgssertian atb
nbound e re undetectable. 1

2&?§%hscs9éisn¥8f86f HFRTCnneres | SaPaedBans for
NehLf ¥{,88em2o §abg?a@$%§ L RALr&2hdat POQENG, 88RY hround email

nmessages are avai 3 on sald secondary server
faddhesséacbndealﬂhpramanpaseﬂvérdakeVEéﬁloécaed to said
preexisting notification email_ nessage to an

aPEEPRAREY cRBFVeRIBEESE FBMesaPUtusers. thaQSaliheOf said

SXﬁLEHh8fe&%@i”ﬁé@saﬁ@&rgké §RhdL USELSy access to said

ound enai | ness on sard Secondary server is

OYRe theted boteLaeh. 11 2fhetBensy¥si @Mnebnsl abm Adtifying
wherein said users' access to said 2 inbound enai

neésidgusesf Shatl saédndrbyuséreerilsmegepgas 3rai gwailable
area n m,17

R R N

eqei kvagdgr gsas Eéék1é€§h§9n881§§bgt1§npéhH§Eymé§é¥§é to an
are again detec?able to said i nbound enmail 4 nmessages

fattaenatactuddd pddredisclbryspidgisgrsaid email 5
addresses and | vati ng ether a response is )
Be S eRtaR Ponroath b PhSHATBsgate G595’ TRECEFS: b Said
Ohnfbahfll dfai WhALELEoSAI  TEDS éeéoﬂagkyygegve% 38! 8ver the
users that said emal [ nessages afe agal

atatéahkée.on said primary server further |ncludes

means for 4 the_ automated delivery of a preexisting

nobef FEEEPBNCENRL pPimsldesyhgEein aaldl uephal caefapp to said

aggﬁgﬁﬁdfg&a§flﬂegégéés on gald secondary server is over a

wide area network.

The system of Claim 17, wherein said means for assessing
the time at which said email addresses that reside on said
primary server are again detectable to said inbound email
messages further includes periodically pinging said email
addresses and evaluating whether a response is received
from said email addresses.

The system of Claim 17, wherein said means for notifying
said users that said inbound email messages are again
available on said primary server further includes means for
the automated delivery of a preexisting notification email

message to an alternate email address for said users.
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29.

30.

31.

32.

33.

WO 2004/ 023259 PCT/ US2003/ 027736 1 29. The system of
Claim17, wherein said neans for redirecting 2 said

wo niwenetsemai | nmessages fromsaid prinmary servRCT/US2083/027736

said secondary server is password protected. 1 30. A

ek 8 08ly £ ©&m PE PCEBSI ML B Mevhe Hel{h NG B HERhANNEE Pl @BECting
2 conprising the steps of : 3 using a software neans

f oridmirlpued useasl weafiged Fedhreaid ngrindoyndeevar| to
nessiges fr8n1a grinary.server to. 5 aBsecondary

SBPYEr SARANIREY dSBF Y Trhr 5 sSRFVEYCTS Brohavaftabl e; 7
NRthE¥hod §@tdpyééé§siﬂéte§§iﬁ éﬁﬁﬂnﬁfaﬁegﬁ%fﬁﬁhég outage
i nbound 8 endil nessages has been inpl enented; 9

pecovpdi sgng atde useesswbf h: access to sai d enai

addresses on 10 said secondary server while said

PV Y y2 sBPTeYare neanfafar | BpteIinS WeeTsyi agaiters

g&i?@égiﬂ ifﬁﬁguﬁgrgﬁgiisméggégas1§r8Ma$L§g£§%F?29erver to

14 1 ncorporating sard enai |l nesSsages rece

sai d d5s@cofi@syy Seeyveer Wabet @y B | gblwatt Sesakd is
software 16 neans for nanaging users' email so as to
creat euravaylabhptete emnil history. 1 31. The met hod

of Claim30 erein sald primary server_is. 2 |ocated

renb B st Qe EeLac B 5o 08 S L 5t 8i rck P68’ Eflbouna
i nt er connert gdssHg881 HaseroBdal Mp Beh&@Ecd hr ough the 4
Internet. 1 32. T%e nmet hod of Clai m 30, erein said
eprdVidtageszitd oner? watld pecensyteesatd email addresses on

eri odi call replicated on sajid. 3 secondary server Sso ,
that (FRLier SECPRRBEY( FORYSE; PP nary BELBReE, Sepver is

sai d sggondaiypperver is seamess. 1 33. The nethod of
Claim 30, further including the step of 2 manually
detei iyimagusbes avhehabaldt yprbhaspi sdepréenaty again

available; and
incorporating said email messages received while said
primary server was unavailable into said software
means for managing users’ email so as to create a
complete email history.
The method of Claim 30, wherein said primary server is
located remotely from said secondary server and
interconnected to said secondary server through the
Internet.
The method of Claim 30, wherein said email addresses on
gald primary server are periodically replicated on said
gsecondary server so that the transition from said primary
server to said secondary server is seamless.
The method of Claim 30, further including the step of

manually determining the availability of said primary

- 19 -
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34.

35.

36.

37.

38.

39.

40.

- 19 WD 2004/ 023259 PCT/ US2003/ 027736 3 server by
assessi ng whet her an error nessage has been 4 received

WO paitoz26Mg an inability to deliver said i nbourdI/US2003/027736

emai | nmessage. 1 34. The nethod of C aim 30, wherein

t Bersé£PbPf 268655 8RY1 NHeRhER! &n | BBBYAINEEBLYE! aﬁgé epess
of said users on sard primary 3 server to Sa

seeontiaey Sedieatinsgaanobpabehity perdetiredr éaad anound
tine.ﬁaid %? mary server i s unavailable. 1 35. The
nElHod BFSEFEFm 30, wherein the step of redirecting 2

sehd m@ma&dogﬂenglad%esvsﬁérginsahg yse Sofnréamectmg

primary 3 server to said secondary serv
peafdr imldoahdleemadireaddrbatet ess thad abérsobnsaadd primary

i nbound emai | nessages are 5 undetectable. 1 36. The
nBERBE of© CPaith %@cow%méi FEXRER 5% ePpubPmabicpflngprerformed

Sétd? geyfrﬁéssgh 22 egﬁégévg ggd%%s?g&pgbigbound

ssages

i Tiad ud@ﬁhweoﬂuwa@megiﬂ «dnéwﬁﬁyt@é 8t gpesxri skiNgecting
notification email nessage to an 5 alternate enai

aB@t @ sinbennd apHaitepddresgys Qﬁesﬂ%@hbéebﬁ Chabaidoprimary
grven aig u egs ﬁcesssto sa 1 2 igbgung eggil 0

nessages on°Sal d°SERNARY y %EY%Er P SPBVEP TR er some,

| phernets dnss. aime B?tEQQdoin£$@h&1é&alﬂhﬁé§bﬁg§§'Qre

users' access to said 2 inbound email nessages” on

s@m@eSecb@Uhey server is over a 3 wide area network.
e of Aaim30, further includin
sT%% %Fhogeﬁgtg}ﬁ%ﬂlﬁ& tW%eﬁﬁéPl%%?@l?§er°§ 3@t1fy1n9 said

Pué@Péytﬁ&EV§51§ym§aH§fb?dkééikéceiﬂgngﬂevé#& gﬂ&ii messages

dresses on said primary 4 server uati
vwhet hiseeern iespensated fetEhyfdlndlé@esThhenaﬁhoﬂaaéd
G aim 30, wherein said step of notifying said 2 users
t et 16ary Pﬁb@uﬁﬁe@?‘rﬁFF1%3%%6%51%%1‘3@a?‘ﬁaé%'a'inﬁﬁﬁﬁﬁe to an

alternate email address for said users.

The method of Claim 30, wherein said users’ access to said
inbound email messages on said secondary server is over the
Internet.

The method of Claim 30, wherein said users’ access to said
inbound email messages on saild secondary server is over a
wide area network.

The method of Claim 30, further including the steps of
determining the availability of said primary server by
periodically pinging said email addresses on said primary
server and evaluating whether a response is received.

The method of Claim 30, wherein said step of notifying said
users that said inbound email messages are again available

on said primary server further includes the automated
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43,

44 .

3 on said primary server further includes the
automated - 20 WO 2004/ 023259 PCT/ US2003/ 027736 4

wa@ledouwzy9o of a preexisting notification emai |l PEFESPE3/027736

to an 5 alternate emnil address for said users. 1 41.

Thelipehrpdosf aChoaeBk38r ingenetnriBatrsbapenhil message to an
redirecting 2 said inbound email nessages from sa

pﬁlﬁﬁrya§@r@@ﬁlﬂoadgrgasdfgécsﬁddrySQQSver |s passwor d

Bt BF ERgaotarag™ Soeohprrelhoths shipvarerREARE L ing

fgalaamagbaadU§a5§1 agagg eé E?éﬂSsBQE gﬁgmgggtgegver to
i nbound enmi | nessages fron1a primary server to a

sesbddaeygondavgr sefteprsasdppsswary peotected.i s
unavail abl e; 7 nmeans for notlfylng users that said
néaﬁ¥85?mrSaFrEEPF638199|ﬁﬁaaﬁd BRaPY ABsY¥Apéanpgd outage
bggﬂp nted; 9 means for providing said users

acces ‘to said email 10 addresses on said
seocobdary meaver foki hanagidgpubeREy ehdis@rver is
unavai |l abl e; 12 means for notifying users when said
pmﬁﬂﬁﬁyf§§rV@ﬁlﬁ§cﬁgﬁgnlnhguédaﬁmébﬂeme§ﬂaﬁ§§n§rbmra primary
|ncorp8rat|ng saiL id nessages._re

sai d prrmary Eerve?emﬁgdﬁﬁgvge X%FewﬁﬁFosgéﬁgp§6P?ﬁHrgerver

16 neans fiahvARMaBieg users' emmil so as to create a
17 conplete email history. 1 43. The systemof C aim
4@§amﬁefernngaﬁ@y@ngnasyrsethet gsid2meenat effl redvrekying
from saij s on arg server is, 3 inter onnectgd to

e

I L A S SO R e
Theaf¥sEem o gk ih42a 1 WhELELE &QﬁheﬁgbgsédQEeéé a BRail

said 2 prinmary server are periodical replicated on
said addresses on said secondary server while said primary

server is unavailable;
means for notifying users when said primary server is again
available;
means for incorporating said email messages received while
saild primary server was unavailable into said software
means for managing users’ emall so as to create a
complete email history.
The system of Claim 42, wherein said primary server is
located remotely from said secondary server and is
interconnected to said secondary server through the
Internet.
The system of Claim 42, wherein the email addresses on said
primary server are periodically replicated on said
secondary server so that the transition from said primary

server to said secondary server is seamless.
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45.

46.

47 .

48.

49.

50.

51.

3 secondary server so that the transition fromsaid
primary 4 server to said secondary server is

wGaemnzrsy - 21 WO 2004/ 023259 PCT/ US2003/ 027FGBUS03/027736

45. The system of Caim42, further including a manua

neaessystem eet enalini ag,t Baranail abehubyngf asAbdual means
primary server by 3 assessing whether an error

nES¥agdetramipiag tb@eﬁVédlabn atyapﬁngaad pmamarvt?etuer by

d
S LR A8 RE RS S Brupy DePRRReoRast BEeheaPraivPAy

2igakidaknbgupd %Hﬁbﬁl§€§r€§S§§19§e§abglasghﬁoﬂﬂds@hgll
primary 3 server further includes neans for

aweemapecal |y redirecting 4 said inbound emai

addresses to said secondary server at 5 any tinme said
FgﬁaFYSE§PvQF c a&Waé&le%P§elﬁ galdTReagystem gedirecting

CEQ&H‘é%bowgargggrﬁaEGdgg Qésfg%ugggﬁrﬁggkggain§%§?§rlmary

i nbound enal | esses of sai Sers on sa

3seeveer furthairdinetaddar yesaEvEebropatamasiahliey $elBrecting
but 4 less than all, of said i nbound email nessages
aﬁéldsluhaépéc?aané a@d4888¢ﬁet§y§aéﬁ1@ﬁcgndawy4gerver at

e ai for n 2_sai ers that
g %gg%s o%ge§6|P8€ i Rg |ﬁ%ou%dugﬁgﬁﬁg giﬁESsages
haaebgyatempb@nembea hurt hrerensl ydes fABans ke rédakectlng
aut omat ed delivery of a preexisting notification email

5saidsagbovodammaliierddresenai bfaddidssstur sai daid primary
users m of Claim42, wherein sa

nﬁgﬁgeFoFopF8§EdFﬁé°n§a5¥eﬁgrvﬁfc88§rFBe§ant?ﬁb88W8' but

emakk EREAESS, oefsaa§d31ﬁseeﬂéaéma§§rM@g 5§ cBVELet he
I nt er net. The systen1o Gami4 eln said

neadetéotabﬁeV|d|ng 2 users' access to sai d i nbound
emai | nessages on said 3 secondary server is _over a

WHE SYEheMePhofkaln 42, whersyst 8mief nepBFnfey, notifying
fEEEHeﬁségglEﬂhggsgganﬁegﬂg of redirecting inbound email

messages has been implemented further includes means for
the automated delivery of a preexisting notification email
message to an alternate email address for said users.

The system of Claim 42, wherein said means for providing
users’ access to said inbound email messages on said
secondary server is over the Internet.

The system of Claim 42, wherein said means for providing
users’ access to said inbound email messages on said
secondary server is over a wide area network.

The system of Claim 42, further including means for
determining availability of said primary server by
periodically pinging said email addresses on said primary

server and evaluating whether a response is received.
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52.

53.

54.

6]
wn

2 determining availability of said primary server by 3
periodically pinging said enail addresses on said

w@eoonmei2so 4 server and eval uating whet her a r eBEDOS®03/627736

received. - 22 WD 2004/023259 PCT/ US2003/027736 1
5ZheTlkgssyal o ofl aGnaium, 4%hewleheish igahdaiRarsSf Bbtifying
notifying 2 said users that said i nbound enui

megd dgesease thgai saddadabpable econidaimgsprogrsr preepgenn
furthir hncludes.gpans for 4 autommtic del,ivery of a

pPEERI S g CRo R e REFBRT &SI VBT, Eggésrténﬁ udes means for
abheema&gce@%uhv@@§r%%saf9&e§%ﬁgt§ﬁ§r§o 1f§%a51€ﬁ email
system of Claim42; wherein sald means for redirecting
2uegisdgenhound eftelrnatssaged 1lf addreasd fpii BRLY SEEYEr.

to 3 said secondary server is password protected. 1. ]
sAheasystREd OfoCLPdR Aeat PRETERR Faaddreasss fer gedirecting
S d S L.Si.n e_step :
roaRotrbouids Sk, GRRRLRENE b 81 80 Brdliasy server to

pebadEr gecéndaiyeseanerussnpadsweads proadepeadent from
the emmil 5 application generally used to process
efralfEthess 49&s repligagiagt emaidegddregset oai @ esapndary

gg&gg§e%bW%F§%q%bn%§%s§i§%é o%Fa periodic basis to

a
detéernm ne addr esses reside on

SRbaiRb-ARGY tHel ¥ehidl addraB¥eBOkRhti RekhBR, of@bdprimary
query capabl e of determning 10 if a specific enai
addr essegyiest endnusang pringanyg ihdspewdentsdicdm the email

speci fic_enunil .address does not exist on 12 sai,
or | mar FPBAIGBE 108, SEBRELTEcPFRE ERPFORAEFeSEAY megsages

in thecprecesseoh Q%P@Qt% d%@_gaiaaggaeﬁi BYeSEEUE ;
14 based on the resulfts of said query, updating said

regnsiting alfuefrysaindaeperrtodddr basés; td6deepkindaki Rpich of
sai d enmni | addresses on a secondary server upon 17 a
changeSPA%s &Mdile§Rerrys6f $8Pddentn Saddr B§dB3ry1ssgver at

The methgd ,afi n0 3hM 3, MAG1E' BudBldBELIBEY 03CHYEE rhining
if a specific email address exists on said primary
server, said specific email address does not exist on
sald primary server, or said specific email address is
in the process of being added to said primary server;

based on the results of said query, updating said registry
of said email addresses;

replicating said email addresses on a secondary server upon
a change in said registry of said email addresses.

The method of Claim 54, wherein said primary server is

located remotely from said secondary server and is

interconnected to said secondary server through the

Internet.
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56.

57.

58.

2 located renotely fromsaid secondary server and is 3
i nterconnected to said secondary server through the 4

WO pdogozese - 23 WO 2004/ 023259 PCT/ US2003/ 027FGBUS03/027736

56. A systemfor replicating email addresses on a

sacepdae f3rseeyencaenny snAdl ddAraBseEObnMNELeHNAE ry
the addresses that reside on a primary 4 server and

usenyey menpsispdependent fromthe enall 5 application
gener al

d
R RaRshy Dok aRe RS aisestes SRR xest g bR S primary

Send'nQe%v@%eéﬁdoﬁs§n§eé'ﬂgbﬁsbéﬁﬁngHdQﬁE? PoREthl email
whi ch of said email dresses reside on said primry

9 serveppaticabyopoprheiraliiymesedaid guergsbeengil messages
capable 10 of determning if a specific email address
eX|stst8ncrf§t§aﬁdr69FﬁﬁFy oér fard smpdlspeererEcEmmi

aﬁg ﬁésfggeﬁen§§ng ﬁﬁb%g an ga r@gpggrﬁagﬁgvﬁr’F%Eermine

sal specific ress i rocess o

bei ng atded b@ said eiélmfaﬂa&ESS@éV@éslaé sRaBailiobrimary
updating said registry of said email addresses 16

based 6RTVRE PEsaRvYspefinsais §aumey; saidnaussyf being capable

I d_add
pon cRinBRcEoERTEr £5 S pPRsR 28 e roGnirEsadste on

1 57. Eaﬁdsb§ﬁﬁakyns€k§éﬁ‘5§a1&h§b@b@f§@|Qmaﬁﬁnaﬁﬁress does
server is 2 |located renntely fromsaid secondary

ser ver nghdegisht enceandcprdmhvysartveecontasgidespecific

t hrough th | nt er net A met hod for . .
synch?8ﬁ?2ﬁnﬁéﬂ§§§§gé§ FECEg§e8r88F?ﬁg°5nbe2nanBﬁgﬁﬁeﬁo said

out agey, ggggggsgggvgge steps of: 3 identifying al
emai | hessagés received on a secondary 4 server

dueang &prunpbanhed eatidgeegistry of said email addresses
based on the results of said query;
means for replicating said addresses on a secondary server
upon change to said registry of said email addresses.
The system in Claim 56, wherein said primary server is
located remotely from said secondary server and
interconnected to said secondary server through the
Internet.
A method for synchronizing messages received during an
unplanned outage comprising the steps of:
identifying all email messages received on a secondary
server during an unplanned outage;
determining which of said email messages have not been
previously received at the user’s primary email

address;
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12

5 determ ning which of said email nessages have not

been 6 previously received at the user's prinmary
we@emitlo2325addr ess; - 24 WD 2004/ 023259 PCT/US2003/027736

PCT/ US2003/ 027736 8 forwardi ng copies of said enail

NeE8ages dingmMcepii@sd oFe gendnlhasar ks ge%aif@ddﬁ &2 i

primary email address 10 such that said enai

messagfecoORtpY issrvegortat édlidnuserl s paitagyeemail address

pr'nar%uc%?tha%ple%?%h%gl mes%%ges can be incorporated into

said user’s primary email application.
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