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MODEL TRAINING METHOD, DATA PROCESSING METHOD,
AND APPARATUS

[0001] This application claims priority to Chinese Patent Application No. 202011401668.9,
filed with the China National Intellectual Property Administration on December 4, 2020 and
entitted "MODEL TRAINING METHOD, DATA PROCESSING METHOD, AND

APPARATUS", which is incorporated herein by reference in its entirety.
{660613[0002]

TECHNICAL FIELD

f6602}[0003] __ This application relates to the field of artificial intelligence technologies, and

specifically, to a model training method, a data processing method, and an apparatus.

BACKGROUND

f660631[0004] _ Artificial intelligence (artificial intelligence, Al) is a theory, a method, a
technology, and an application system that are used to simulate, extend, and expand human
intelligence by using a digital computer or a machine controlled by a digital computer, to perceive
an environment, obtain knowledge, and obtain an optimal result based on the knowledge. In other
words, artificial intelligence is a branch of computer science and attempts to understand essence
of intelligence and produce a new intelligent machine that can react in a similar manner to human
intelligence. Artificial intelligence is to research design principles and implementation methods of
various intelligent machines, so that the machines have perception, inference, and decision-making
functions. Research in the field of artificial intelligence includes robotics, natural language
processing, computer vision, decision-making and inference, human-machine interaction,
recommendation and search, Al basic theories, and the like.

f606041[0005]  With development of artificial intelligence, federated learning gradually
becomes a development trend. Federated learning is a machine learning system that can effectively

help a plurality of client side devices jointly train models when a data privacy protection
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requirement is met. During federated learning, how to improve performance of a model obtained

through training by a client side device becomes an urgent technical problem to be resolved.

SUMMARY

{80065}[0006]  Embodiments of this application provide a model training method, a data
processing method, and an apparatus, to improve performance of a model obtained through
training by a client side device in federated learning.

f60606}[0007] __ To achieve the foregoing objective, embodiments of this application provide the
following technical solutions.

f60674[0008] A first aspect of this application provides a model training method. The method
is applicable to a machine learning system. The machine learning system may include a server and
at least two client side devices. The machine learning system may be a federated learning system.
A first client side device is any one of the at least two client side devices, and the method may
include: receiving a first shared model sent by the server. Receiving the first shared model sent by
the server may be understood as receiving all or a part of parameters of the first shared model sent
by the server. A first prediction result is output for a data set through the first shared model. In this
application, the data set is sometimes referred to as a training data set, and the data set and the
training data set have a same meaning, and are used to represent a data set locally stored in a client
side device. Afirst loss value is obtained based on the first prediction result. For example, the data
set may be input into the first shared model, to output the first prediction result of the data set. An
example in which a second shared model is used to execute a classification task is used for
description. The first client side device may obtain a sample data set, where the sample data set
includes a plurality of samples, and each of the plurality of samples includes a first label. The data
set may be classified through the second shared model to obtain a second label of each sample in
the test sample data set, and the first prediction result may be understood as the second label. The
first loss value is used to indicate a difference between the first label and the second label. A second
prediction result is output for the data set through a first private model of the first client side device.
A second loss value is obtained based on the second prediction result. Second combination
processing is performed on the first loss value and the second loss value to obtain a third loss value,

where the third loss value is used to update the private model. It can be learned from the first aspect
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that in the solution provided in this application, two models are trained on the client side device,
one model participates in a federated learning and aggregation process, and the other model does
not directly participate in the federated learning and aggregation process. Loss values of the two
models are separately obtained based on the two trained models, the loss values of the two models
are fused, and the private model is updated based on a fused loss value. Data distribution of each
client side device in the machine learning system is usually non-independent and identically (non-
independent and identically, Non-11D), and there is a large difference between data distribution.
Different data distribution may be understood as different proportions of a same label in data sets
of different clients. Therefore, if only the second loss value is used to update the first private model,
prediction performance of the trained first private model for global data is not satisfactory. The
global data may be understood as a set of local data of the first client side device and data of the
at least two client side devices. In the solution provided in this application, because the server fuses
shared models sent by a plurality of client side devices, and sends the fused shared model to each
client side model, a loss value (the first loss value) determined based on a prediction result output
by the shared model has higher reliability. The loss value with the higher reliability and a loss
value (the second loss value) of the private model are used for combination processing, and the
private model is updated based on a loss value (the third loss value) obtained through combination
processing, to guide a training process of the private model, so that the private model has good
prediction results for both local data and global data. In other words, in the solution provided in
this application, information transmission between two models is implemented, so that
performance of the private model obtained through training by the client side device is better.
{6008}[0009] _ Optionally, with reference to the first aspect, in a first possible implementation,
the third loss value is further used to update the first shared model to obtain the second shared
model, and the method further includes: sending the second shared model to the server, where the
second shared model is used by the server to update the first shared model. It can be learned from
the first possible implementation of the first aspect that, the loss values of the two models are
separately obtained based on the two trained models, the loss values of the two models are fused,
and the shared model is updated based on the fused loss value, to implement information
transmission between the two models, so that performance of the shared model obtained through
training by the client side device is better.

f66091[0010] _ Optionally, with reference to the first aspect or the first possible implementation
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of the first aspect, in a second possible implementation, the first loss value may include one or
more of a cross-entropy loss value and a mutual distillation loss value, and the second loss value
may include one or more of a cross-entropy loss value and a mutual distillation loss value. It can
be learned from the second possible implementation of the first aspect that several typical first loss
values and second loss values are provided, to increase diversity of the solution. It should be noted
that, in this application, the obtained first loss value includes but is not limited to the cross-entropy
loss value and the mutual distillation loss value, and the second loss value includes but is not
limited to the cross-entropy loss value and the mutual distillation loss value.

f6616}[0011] _ Optionally, with reference to the first aspect or the first and the second possible
implementations of the first aspect, in a third possible implementation, the training data set
includes a first training data set requiring privacy protection and a second training data set not
requiring privacy protection; the outputting a first prediction result for a training data set through
the first shared model includes: outputting the first prediction result for the second training data
set through the first shared model; and the outputting a second prediction result for the training
data set through a first private model of the first client side device includes: outputting the second
prediction result for the first training data set and the second training data set through the first
private model of the first client side device. It can be learned from the third possible
implementation of the first aspect that, in some possible application scenarios, the client side
device may have a very high requirement for data privacy protection. In this case, training data of
the client side device may be classified based on a requirement for privacy protection. Data having
a high privacy protection requirement participates only in a training process of the private model,
and remaining data may participate in both a training process of the shared model and the training
process of the private model.

{6041}[0012] Optionally, with reference to the first aspect or the first to the third possible
implementations of the first aspect, in a fourth possible implementation, the performing second
combination processing on the first loss value and the second loss value to obtain a third loss value
may include: performing weighting processing on the first loss value and the second loss value to
obtain the third loss value. It can be learned from a fifth possible implementation of the first aspect
that a specific manner of performing combination processing on the first loss value and the second
loss value is provided, to increase diversity of the solution.

fo0121[0013] _ Optionally, with reference to the fifth possible implementation of the first aspect,
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in the fifth possible implementation, the performing weighting processing on the first loss value
and the second loss value to obtain the third loss value may include: performing averaging
processing on the first loss value and the second loss value to obtain the third loss value. It can be
learned from a sixth possible implementation of the first aspect that a specific manner of
performing combination processing on the first loss value and the second loss value is provided,
to increase diversity of the solution.

f66431[0014] _ Optionally, with reference to the first aspect or the first to the fifth possible
implementations of the first aspect, in the sixth possible implementation, the first shared model
and the first private model share a feature extraction model. In a possible implementation, before

receiving the first shared model, the first terminal device, that is first client side device, stores a

second private model, and the method further includes: updating a feature extraction model of the
second private model based on the feature extraction model of the first shared model, to obtain the
first private model, where the first private model is further used to replace the second private model.
In another possible implementation, the first private model directly uses the feature extraction
model of the first shared model. It can be learned from the sixth possible implementation of the
first aspect that the shared model and the private model that are trained by the client side device
may use a same feature extraction model, the shared model and the private model that are trained
by the client side device may use a same task model or different task models, and the shared model
and the private model use the same feature extraction model, which facilitates a subsequent
aggregation processing process.

f66141[0015] _ Optionally, with reference to the first aspect or the first to the sixth possible
implementations of the first aspect, in a seventh possible implementation, a third shared model is
sent to the server, where that the first client side device sends the third shared model to the server
may be understood as that the first client side device sends all weight parameters of the third shared
model to the server. Alternatively, that the first client side device sends the third shared model to
the server may be understood as that the first client side device sends a part of weight parameters
of the third shared model to the server. For example, if the third shared model is obtained by the
first client side device by training an initial shared model to some extent, the part of weight
parameters are a weight parameter that is different in the third shared model and the initial shared
model. Therefore, the server performs first aggregation processing on the third shared models sent
by the at least two client sides, to obtain the third shared model. The server may perform
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aggregation processing on a plurality of received third shared models according to a plurality of
aggregation algorithms, to obtain the third shared model. For example, the plurality of third shared
models may be averaged to obtain the third shared model, or weighting processing may be
performed on the plurality of third shared models to obtain the first shared model, or another preset
algorithm may be used to process the plurality of first shared models to obtain the first shared
model.

f6615}[0016] A second aspect of this application provides a data processing method. The
method is applicable to a machine learning system. The machine learning system may include a
server and at least two client side devices. A first client side device is any one of the at least two
client side devices. The method may include: obtaining to-be-processed data; and processing the
to-be-processed data based on a target model stored in the client side device, to obtain a prediction
result, where the target model is obtained by updating a first private model based on a third loss
value, the third loss value is obtained by performing combination processing on a first loss value
and a second loss value, the first loss value is obtained based on a first prediction result, the first
prediction result is a prediction result that is output by a first shared model for a training data set,
the first shared model is obtained from the server, the second loss value is obtained based on a
second prediction result, and the second prediction result is a prediction result that is output by the
first private model for the training data set. It can be learned from the second aspect that, in the
solution provided in this application, the target model is a model obtained through training based
on a local training data set and knowledge learned based on a shared model. Compared with a
model obtained through training by a client side device in a conventional technology, the target
model in this application has better performance.

foe16}[0017] _ Optionally, with reference to the second aspect, in a first possible implementation,
the third loss value is further used to update the first shared model to obtain a second shared model,
and the second shared model is sent to the server, so that the server updates the first shared model.
It can be learned from the first possible implementation of the second aspect that, loss values of
two models are separately obtained based on the two trained models, the loss values of the two
models are fused, and a shared model is updated based on a fused loss value, to implement
information transmission between the two models, so that performance of the shared model
obtained through training by the client side device is better.

fo617[0018] _ Optionally, with reference to the second aspect or the first possible
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implementation of the second aspect, in a second possible implementation, the first loss value
includes one or more of a cross-entropy loss value and a mutual distillation loss value, and the
second loss value includes one or more of a cross-entropy loss value and a mutual distillation loss
value. It can be learned from the second possible implementation of the second aspect that several
typical first loss values and second loss values are provided, to increase diversity of the solution.
{6018}[0019] _ Optionally, with reference to the second aspect or the first and the second
possible implementations of the second aspect, in a third possible implementation, the training
data set includes a first training data set and a second training data set, the first training data set is
preset to require privacy protection, the second training data set is preset to not require privacy
protection, the first prediction result is a prediction result that is output by the first shared model
for the second training data set, and the second prediction result is a prediction result that is output
by the first private model for the first training data set and the second training data set. It can be
learned from the third possible implementation of the second aspect that, in some possible
application scenarios, the client side device may have a very high requirement for data privacy
protection. In this case, training data of the client side device may be classified based on a
requirement for privacy protection. Data having a high privacy protection requirement participates
only in a training process of the private model, and remaining data may participate in both a
training process of the shared model and the training process of the private model.

f66191[0020] _ Optionally, with reference to the second aspect or the first to the third possible
implementations of the second aspect, in a fourth possible implementation, the third loss value is
obtained by performing weighting processing on the first loss value and the second loss value. It
can be learned from the fourth possible implementation of the second aspect that a specific manner
of performing combination processing on the first loss value and the second loss value is provided,
to increase diversity of the solution.

f60620}[0021] _ Optionally, with reference to the fifth possible implementation of the second
aspect, in a fifth possible implementation, the third loss value is specifically obtained by
performing averaging processing on the first loss value and the second loss value. It can be learned
from the fifth possible implementation of the second aspect that a specific manner of performing
combination processing on the first loss value and the second loss value is provided, to increase
diversity of the solution.

f66211[0022] _ Optionally, with reference to the second aspect or the first to the fifth possible
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implementations of the second aspect, in a sixth possible implementation, before receiving the first
shared model, the first terminal device stores a second private model, the first private model is
obtained by updating a feature extraction model of the second private model based on a feature
extraction model of the first shared model, and the first private model is further used to replace the
second private model.

{60221[0023] _ Optionally, with reference to the second aspect, in a seventh possible
implementation, when the to-be-processed data is data requiring privacy protection, the to-be-
processed data is processed through the target model stored in the client side device, to obtain a
prediction result. When the to-be-processed data is data not requiring privacy protection, the to-
be-processed data may be processed through the target model stored in the client side device, or
the to-be-processed data may be processed through the second shared model. The second shared
model is a model obtained by updating the first shared model based on the third loss value.
f606231[0024] A third aspect of this application provides a client side device. The client side
device is applicable to a machine learning system, the machine learning system may include a
server and at least two client side devices, and a first client side device is any one of the at least
two client side devices, and may include a transceiver module and a training module. The
transceiver module is further configured to receive a first shared model sent by the server. The
training module is configured to: output a first prediction result for a training data set through the
first shared model; obtain a first loss value based on the first prediction result; output a second
prediction result for the training data set through a first private model of the first client side device;
obtain a second loss value based on the second prediction result; and perform second combination
processing on the first loss value and the second loss value to obtain a third loss value, where the
third loss value is used to update the first private model.

{60241[0025] _ Optionally, with reference to the third aspect, in a first possible implementation,
the third loss value is further used to update the first shared model to obtain a second shared model,
and the transceiver module is further configured to send the second shared model to the server,
where the second shared model is used by the server to update the first shared model.
{6025}[0026] _ Optionally, with reference to the third aspect or the first possible implementation
of the third aspect, in a second possible implementation, the first loss value includes one or more
of a cross-entropy loss value and a mutual distillation loss value, and the second loss value includes
one or more of a cross-entropy loss value and a mutual distillation loss value.
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f00261[0027] _ Optionally, with reference to the third aspect or the first and the second possible
implementations of the third aspect, in a third possible implementation, the training data set
includes a first training data set and a second training data set, requiring privacy protection is preset
in the first training data set, not requiring privacy protection is preset in the second training data
set.

{8027[0028] _ The training module is specifically configured to output the first prediction result
for the second training data set through the first shared model.

{6028}[0029] _ The training module is specifically configured to output the second prediction
result for the first training data set and the second training data set through the first private model
of the first client side device.

{66291[0030] __ Optionally, with reference to the third aspect or the first to the third possible
implementations of the third aspect, in a fourth possible implementation, the training module is
specifically configured to perform weighting processing on the first loss value and the second loss
value to obtain the third loss value.

f60636}[0031] _ Optionally, with reference to the fifth possible implementation of the third aspect,
in a fifth possible implementation, the training module is specifically configured to perform
averaging processing on the first loss value and the second loss value to obtain the third loss value.
{6034[0032] _ Optionally, with reference to the third aspect or the first to the fifth possible
implementations of the third aspect, in a sixth possible implementation, before receiving the first
shared model, the first terminal device stores a second private model, and the training module is
further configured to update a feature extraction model of the second private model based on a
feature extraction model of the first shared model, to obtain the first private model, where the first
private model is further used to replace the second private model.

{6032}[0033] __ Optionally, with reference to the third aspect or the first to the sixth possible
implementations of the third aspect, in a seventh possible implementation, the first client side is
further configured to send the second shared model to the server, so that the server performs first
aggregation processing on the second shared models sent by the at least two client sides, to obtain
the first shared model.

f606331[0034] _ For beneficial effects of the third aspect and the implementations of the third
aspect, refer to the beneficial effects of the first aspect and the implementations of the first aspect
for understanding. Details are not described herein again.
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f606341[0035] A fourth aspect of this application provides a client side device. The client side
device is applicable to a machine learning system. The machine learning system may include a
server and at least two client side devices. A first client side device is any one of the at least two
client side devices, and may include an obtaining module, configured to obtain to-be-processed
data; and an inference module, configured to process the to-be-processed data based on a target
model stored in the client side device, to obtain a prediction result, where the target model is
obtained by updating a first private model based on a third loss value, the third loss value is
obtained by performing combination processing on a first loss value and a second loss value, the
first loss value is obtained based on a first prediction result, the first prediction result is a prediction
result that is output by a first shared model for a training data set, the first shared model is obtained
from the server, the second loss value is obtained based on a second prediction result, and the
second prediction result is a prediction result that is output by the first private model for the training
data set.

{6035}[0036] _ Optionally, with reference to the fourth aspect, in a first possible implementation,
the third loss value is further used to update the first shared model to obtain a second shared model,
and the second shared model is sent to the server, so that the server updates the first shared model.
f606361[0037] _ Optionally, with reference to the fourth aspect or the first possible
implementation of the fourth aspect, in a second possible implementation, the first loss value
includes one or more of a cross-entropy loss value and a mutual distillation loss value, and the
second loss value includes one or more of a cross-entropy loss value and a mutual distillation loss
value.

{603A[0038] _ Optionally, with reference to the fourth aspect or the first and the second possible
implementations of the fourth aspect, in a third possible implementation, the training data set
includes a first training data set requiring privacy protection and a second training data set not
requiring privacy protection, the first prediction result is a prediction result that is output by the
first shared model for the second training data set, and the second prediction result is a prediction
result that is output by the first private model for the first training data set and the second training
data set.

f60638}[0039] _ Optionally, with reference to the fourth aspect or the first to the third possible
implementations of the fourth aspect, in a fourth possible implementation, the third loss value is
obtained by performing weighting processing on the first loss value and the second loss value.
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f606391[0040] __ Optionally, with reference to the fifth possible implementation of the fourth
aspect, in a fifth possible implementation, the third loss value is specifically obtained by
performing averaging processing on the first loss value and the second loss value.

{60401[0041] _ Optionally, with reference to the fourth aspect or the first to the fifth possible
implementations of the fourth aspect, in a sixth possible implementation, before receiving the first
shared model, the first terminal device stores a second private model, the first private model is
obtained by updating a feature extraction model of the second private model based on a feature
extraction model of the first shared model, and the first private model is further used to replace the
second private model.

{66411[0042]  For beneficial effects of the fourth aspect and the implementations of the fourth
aspect, refer to the beneficial effects of the second aspect and the implementations of the second
aspect for understanding. Details are not described herein again.

f0421[0043] A fifth aspect of this application provides a machine learning system. The
machine learning system may include a server and at least two client side devices, a first client
side device is any one of the at least two client side devices. The server is configured to send a first
shared model to the first client side device. The first client side device is configured to: output a
first prediction result for a training data set through the first shared model; obtain a first loss value
based on the first prediction result; output a second prediction result for the training data set
through a first private model of the first client side device; obtain a second loss value based on the
second prediction result; and perform second combination processing on the first loss value and
the second loss value to obtain a third loss value, where the third loss value is used to update the
private model.

f00431[0044] _ Optionally, with reference to the fifth aspect, in a first possible implementation,
the third loss value is further used to update the first shared model to obtain a second shared model.
The first client side device is further configured to send the second shared model to the server. The
server is further configured to update the first shared model based on the second shared model.
{606441[0045] _ Optionally, with reference to the fifth aspect or the first possible implementation
of the fifth aspect, in a second possible implementation, the first loss value may include one or
more of a cross-entropy loss value and a mutual distillation loss value, and the second loss value
may include one or more of a cross-entropy loss value and a mutual distillation loss value.
f60451[0046] _ Optionally, with reference to the fifth aspect or the first and the second possible
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implementations of the fifth aspect, in a third possible implementation, the training data set
includes a first training data set requiring privacy protection and a second training data set not
requiring privacy protection. The first terminal device is specifically configured to output the first
prediction result for the second training data set through the first shared model. The first terminal
device is specifically configured to output the second prediction result for the first training data
set and the second training data set through the first private model of the first client side device.
fo0461[0047] _ Optionally, with reference to the fifth aspect or the first to the third possible
implementations of the fifth aspect, in a fourth possible implementation, the first terminal device
is specifically configured to perform weighting processing on the first loss value and the second
loss value to obtain the third loss value.

f60474[0048] _ Optionally, with reference to the fifth possible implementation of the fifth aspect,
in a fifth possible implementation, the first terminal device is specifically configured to perform
averaging processing on the first loss value and the second loss value to obtain the third loss value.
{6048}[0049] _ Optionally, with reference to the fifth aspect or the first to the fifth possible
implementations of the fifth aspect, in a sixth possible implementation, before receiving the first
shared model, the first terminal device stores a second private model, and the first terminal device
is further configured to update a feature extraction model of the second private model based on a
feature extraction model of the first shared model, to obtain the first private model, where the first
private model is further used to replace the second private model.

{60491[0050] __ Optionally, with reference to the fifth aspect or the first to the sixth possible
implementations of the fifth aspect, in a seventh possible implementation, the first client side
device is further configured to send the first shared model to the server. The server is configured
to perform first aggregation processing on the first shared models sent by the at least two client
sides, to obtain the first shared model.

f60656}[0051] A sixth aspect of this application provides a client side device that may include
a memory, configured to store computer-readable instructions.

f6651}[0052] _ The client side device may further include a processor coupled to the memory,
configured to execute the computer-readable instructions in the memory, to perform the method
described in any one of the first aspect or the possible implementations of the first aspect.
{8052}[0053] A seventh aspect of this application provides a client side device that may include
a memory, configured to store computer-readable instructions.
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f0606531[0054] _ The client side device may further include a processor coupled to the memory,
configured to execute the computer-readable instructions in the memory, to perform the method
described in any one of the second aspect or the possible implementations of the second aspect.
f60541[0055]  An eighth aspect of this application provides a computer-readable storage
medium. The computer-readable storage medium stores instructions, and when the instructions are
run on a computer apparatus, the computer apparatus is enabled to perform the method described
in any one of the first aspect or the possible implementations of the first aspect.

f8055}[0056] A ninth aspect of this application provides a computer-readable storage medium.
The computer-readable storage medium stores instructions, and when the instructions are run on a
computer apparatus, the computer apparatus is enabled to perform the method described in any
one of the second aspect or the possible implementations of the second aspect.

{8056][0057] A tenth aspect of this application provides a computer program product. When
the computer program product runs on a computer, the computer is enabled to perform the method
described in any one of the first aspect or the possible implementations of the first aspect.
f60574[0058] An eleventh aspect of this application provides a computer program product.
When the computer program product runs on a computer, the computer is enabled to perform the
method described in any one of the second aspect or the possible implementations of the second
aspect.

f0058}[0059] A twelfth aspect of this application provides a chip. The chip is coupled to a
memory, and is configured to execute a program stored in the memory, to perform the method
described in any one of the first aspect or the possible implementations of the first aspect.
{80591[0060] A thirteenth aspect of this application provides a chip. The chip is coupled to a
memory, and is configured to execute a program stored in the memory, to perform the method
described in any one of the second aspect or the possible implementations of the second aspect.
f6666}[0061] _In the solution provided in this application, the two models are trained on the
client side device, one model participates in the federated learning and aggregation process, and
the other model does not directly participate in the federated learning and aggregation process.
The loss values of the two models are separately obtained based on the two trained models, the
loss values of the two models are fused, and the two models are updated based on the fused loss
value, to implement information transmission between the two models, so that performance of the
private model obtained through training by the client side device is better. In addition, based on
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the solution provided in this application, a problem that the private model may be overfitted when
there is a small amount of data in a training sample of a training data set of the client side device

can also be resolved.

BRIEF DESCRIPTION OF DRAWINGS

f6661}[0062]  FIG. 1 is a schematic diagram of an artificial intelligence main framework
according to an embodiment of the present invention;

f6062}[0063] _ FIG. 2 is a schematic diagram of an application environment according to an
embodiment of the present invention;

f60663}[0064] _ FIG. 3 is a schematic diagram of a structure of a convolutional neural network
according to an embodiment of the present invention;

f606641[0065] _ FIG. 4 is a schematic diagram of a structure of a convolutional neural network
according to an embodiment of the present invention;

f06065}[0066] _ FIG. 5 is a schematic diagram of an architecture of a federated learning system;
f0606661[0067]  FIG. 6 is a schematic flowchart of a model training method applicable to a
federated learning system;

f6064[0068] _ FIG. 7 is a schematic diagram of an architecture of a federated learning system
according to an embodiment of this application;

f0606681[0069] _ FIG. 8 is a schematic flowchart of a model training method according to an
embodiment of this application;

{60691[0070] __ FIG. 8-a is a schematic diagram of an architecture of another federated learning
system according to an embodiment of this application;

f6676}[0071]  FIG. 9 is a schematic flowchart of a model training method according to an
embodiment of this application;

f8074[0072] _ FIG. 10 is a schematic flowchart of a data processing method according to this
application;

f6072}[0073] _ FIG. 11 is a schematic diagram of a hardware structure of a client side device
according to an embodiment of this application;

{6073}[0074] _ FIG. 12 is a schematic diagram of a possible application scenario of a solution

according to an embodiment of this application;
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f86741[0075] _ FIG. 13 is a schematic diagram of a structure of a client side device according to
an embodiment of this application;

f6675}[0076] _ FIG. 14 is a schematic diagram of a structure of another client side device
according to an embodiment of this application; and

fee76}[0077] _ FIG. 15 is a schematic diagram of a structure of a chip according to an

embodiment of this application.

DESCRIPTION OF EMBODIMENTS

f807A4[0078] _ The following describes embodiments of this application with reference to the
accompanying drawings. It is clear that the described embodiments are merely some rather than
all of embodiments of this application. A person of ordinary skill in the art may learn that with
technology development and emergence of a new scenario, the technical solutions provided in
embodiments of this application are also applicable to a similar technical problem.

f6678}[0079] __ This application provides a model training method, and the method is applicable
to a federated learning system. To resolve a problem of low performance of a model obtained
through training by a client side device in a current federated learning system, in the solutions
provided in this application, a shared model and a private model are trained on the client side
device. The shared model participates in federated learning, and the private model does not directly
participate in federated learning. A first loss value is obtained through a trained shared model, a
second loss value is obtained through a trained private model, and a third loss value is obtained by
performing combination processing on the first loss value and the second loss value. In the solution
provided in this application, the private model is updated based on the third loss value, to improve
performance of the private model obtained through training by the client side device. The
following separately provides detailed descriptions.

{60791[0080] ___To better understand a field and a scenario to which the solutions provided in this
application are applicable, before the technical solutions provided in this application are described
in detail, an artificial intelligence main framework, a system architecture to which the solutions
provided in this application are applicable, and related knowledge of a neural network are first
described.

f60686}[0081] _ FIG. 1 is a schematic diagram of an artificial intelligence main framework. The

15



10

15

20

25

30

main framework describes an overall working procedure of an artificial intelligence system, and
is applicable to a requirement of a general artificial intelligence field.

f60681}[0082]  The following describes in detail the foregoing artificial intelligence main
framework from two dimensions: “intelligent information chain™ (horizontal axis) and
"information technology (information technology, IT) value chain™ (vertical axis).

{6082}[0083] _ The "intelligent information chain™ reflects a series of processes from obtaining
data to processing the data. For example, the process may be a general process of intelligent
information perception, intelligent information representation and formation, intelligent inference,
intelligent decision-making, and intelligent execution and output. In this process, the data
undergoes a refinement process of "data-information-knowledge-intelligence".

f060683}[0084]  The "IT value chain" reflects the value brought by artificial intelligence to the
information technology industry from an industrial ecology process of an underlying infrastructure,
information (providing and processing technology implementation), and a system of artificial
intelligence.

f606841[0085] (1) Infrastructure:

f6685}[0086] _ The infrastructure provides computing capability support for the artificial
intelligence system, implements communication with the external world, and implements support
by using a basic platform.

f60686}[0087] __ The infrastructure can communicate with the outside by using a sensor, and a
computing capability of the infrastructure can be provided by a smart chip.

f60874[0088]  The smart chip herein may be a hardware acceleration chip such as a central
processing unit (central processing unit, CPU), a neural-network processing unit (neural-network
processing unit, NPU), a graphics processing unit (graphics processing unit, GPU), an application-
specific integrated circuit (application-specific integrated circuit, ASIC), or a field programmable
gate array (field programmable gate array, FPGA).

{6088}[0089]  The basic platform of the infrastructure may include related platforms, for
example, a distributed computing framework and a network, for assurance and support, including
cloud storage and computing, an interconnection network, and the like.

f606891[0090] __ For example, the infrastructure can communicate with the outside by using the
sensor, to obtain data, and the data is provided to a smart chip in a distributed computing system
provided by the basic platform for computing.
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f60696}[0091] _ (2) Data:
{6094}[0092]  Data at an upper layer of the infrastructure indicates a data source in the field of

artificial intelligence. The data relates to a graph, an image, voice, and text, further relates to
Internet of things data of a conventional device, and includes service data of an existing system
and perception data such as force, displacement, a liquid level, a temperature, and humidity.
{60921[0093] _ (3) Data processing:

f606931[0094] _ The foregoing data processing usually includes a processing manner such as data
training, machine learning, deep learning, searching, inference, or decision-making.
f60941[0095]  Machine learning and deep learning may mean performing symbolic and
formalized intelligent information modeling, extraction, preprocessing, training, and the like on
data.

{6095}[0096] Inference is a process in which a human intelligent inference manner is simulated
in a computer or an intelligent system, and machine thinking and problem resolving are performed
based on formal information according to an inference control policy. A typical function is
searching and matching.

{60961[0097] _ Decision-making is a process in which a decision is made after intelligent
information is inferred, and usually provides functions such as classification, ranking, and
prediction.

f66971[0098] _ (4) General capabilities:

{6098}[0099]  After data processing mentioned above is performed on data, some general
capabilities may further be formed based on a data processing result, for example, an algorithm or
a general system, such as translation, text analysis, computer vision processing, voice recognition,
and image recognition.

{60991[00100] _ (5) Smart product and industry application:

f6610603[00101] The smart product and the industry application are a product and an application
of the artificial intelligence system in various fields, and are package of an overall solution of
artificial intelligence, so that decision-making for intelligent information is productized and an
application is implemented. Application fields mainly include smart manufacturing, smart
transportation, smart home, smart health care, smart security protection, autonomous driving, a
safe city, a smart terminal, and the like.

{66164}[00102] Embodiments of this application may be used in many fields of artificial
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intelligence, for example, fields such as smart manufacturing, smart transportation, smart home,
smart health care, smart security protection, autonomous driving, and a safe city.

{66162}]00103] Specifically, embodiments of this application may be specifically used in the
field in which a (deep) neural network needs to be used for voice enhancement and voice
recognition.

{66163}[00104] With reference to FIG. 2, an embodiment of the present invention provides a
system architecture. A data collection device 260 is configured to collect training data and store
the training data in a database 230. The training data may include but is not limited to image data,
audio data, and text data. The image data is used as an example. The training data may include
training images of different domains or different data sets and labeling results (also referred to as
labels) corresponding to the training images. A labeling result of a training image may be a
classification result of each to-be-detected object in the training image that is (manually) pre-
labeled. A training device 220 generates a target model/rule 201 based on the training data
maintained in the database 230.

{6610643[00105] The target model/rule 201 can be used to implement a data processing method in
embodiments of this application. To be specific, to-be-processed data (or data after related
preprocessing) is input into the target model/rule 201, a detection result of the to-be-processed data
or a prediction result of the to-be-processed data may be obtained. The target model/rule 201 in
this embodiment of this application may be specifically a neural network.

{60105}[00106] A calculation module 211 is further included. The calculation module includes
the target model/rule 201. The target model/rule 201 obtained through training by the training
device 220 may be used in different systems or devices, for example, used in an execution device
210 shown in FIG. 2. The execution device 210 may be a terminal, such as a mobile phone terminal,
a tablet computer, a notebook computer, augmented reality (augmented reality, AR)/virtual reality
(virtual reality, VR), a vehicle-mounted terminal, a device (such as a surveillance camera device,
a smoke alarm device, or a fire extinguishing device) used for security protection, and a smart
speaker, an internet of things (the internet of things) device; or may be a server, a cloud, or the like.
In FIG. 2, the execution device 210 is provided with an input/output (input/output, 1/0O) interface
212, configured to exchange data with an external device. A user may input data to the 1/0 interface
212 through a client device 240. The input data in this embodiment of this application may include
to-be-processed image data, to-be-processed text data, to-be-processed voice data, and the like that
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are input by the client device. The client device 240 herein may be specifically a terminal device.
{661661[00107] In a case shown in FIG. 2, the user may manually input data and the manual
operation may be performed in an interface provided by the 1/O interface 212. In another case, the
client device 240 may automatically send input data to the I/O interface 212. If the client device
240 needs to obtain authorization from the user to automatically send the input data, the user may
set corresponding permission in the client device 240. The user may view, on the client device 240,
a result output by the execution device 210. The result may be specifically presented in a specific
manner, for example, display, sound, or an action. The client device 240 may also serve as a data
collector to collect, as new sample data, the input data that is input into the 1/O interface 212 and
the output result that is output from the 1/O interface 212 that are shown in the figure, and store
the new sample data into the database 230. Certainly, alternatively, the client device 240 may not
perform collection, but the 1/0 interface 212 directly uses, as new sample data, the input data that
is input into the 1/O interface 112 and the output result that is output from the I/O interface 112
that are shown in the figure, and stores the new sample data into the database 230.
{661674[00108] The following describes how the training device 220 obtains the target
model/rule 201 based on the training data. The target model/rule 201 can execute different tasks.
For example, the target model/rule 201 may be used to execute a classification task, a regression
task, and the like. The task may be understood as an algorithm for automatically analyzing data to
obtain a law and predicting unknown data according to the law.

{60108}[00109] Work at each layer in a deep neural network may be described by using a

. -
a(Wzx + b)

mathematical expression y=oW-x+b* — . From a perspective of a physical layer,
the work at each layer in the deep neural network may be understood as completing transformation
from input space to output space (that is, from row space to column space of a matrix) by
performing five operations on the input space (a set of input vectors). The five operations include:

1. dimension increase/dimension reduction; 2. zooming in/out; 3. rotation; 4. panning; and 5.

"bending". The operations 1, 2, and 3 are performed by using "* W-x, the operation 4 is

performed by using +b+b, and the operation 5 is performed by using a(). The word "space™ is used

herein for expression because a classified object is not a single thing, but a type of things. Space

is a collection of all individuals of such type of things. WY isa weight vector, and each value in

the vector indicates a weight value of a neuron in the neural network at the layer. The vector W
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determines the space transformation from the input space to the output space described above, that

is, aweight W of each layer controls a method for space transformation. An objective of training

the deep neural network is to finally obtain a weight matrix (a weight matrix formed by vectors

W ata plurality of layers) at all layers of a trained neural network. Therefore, a training process

of the neural network is essentially a manner of learning control of space transformation, and more
specifically, learning a weight matrix.

f661093[00110] Because it is expected that an output of the deep neural network is as close as
possible to a value that is actually expected to be predicted, a current predicted value of the network
may be compared with a target value that is actually expected, and then a weight vector at each
layer of the neural network is updated based on a difference between the current predicted value
and the target value (where certainly, there is usually an initialization process before the first update,
that is, a parameter is preconfigured for each layer of the deep neural network). For example, if
the predicted value of the network is large, the weight vector is adjusted to lower the predicted
value until the neural network can predict the target value that is actually expected. Therefore,
"how to obtain, through comparison, a difference between the predicted value and the target value"
needs to be predefined. This is a loss function (loss function) or an objective function (objective
function). The loss function and the objective function are important equations that measure the
difference between the predicted value and the target value. The loss function is used as an example.
A larger output value (loss) of the loss function indicates a larger difference. Therefore, training of
the deep neural network is a process of minimizing the loss as much as possible.

f661161[00111] The target model/rule obtained by the training device 220 may be used in
different systems or devices. In FIG. 2, the 1/O interface 212 is configured for the execution device
210, to exchange data with an external device. A "user" may input data to the 1/O interface 212
through the client device 240.

f66411}[00112] The execution device 210 may invoke data, code, and the like in a data storage
system 250, and may further store data, instructions, and the like in the data storage system 250.
f664121[00113] A convolutional neural network (convolutional neuron network, CNN) is a deep
neural network with a convolutional structure, and is a deep learning (deep learning) architecture.
In the deep learning architecture, multi-layer learning is performed at different abstract levels

according to a machine learning algorithm. As the deep learning architecture, the CNN is a feed-
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forward (feed-forward) artificial neural network. Each neuron in the feed-forward artificial neural
network makes a response to an overlapping region in an image input into the CNN.
f664131[00114] As shown in FIG. 3, a convolutional neural network (CNN) 100 may include an
input layer 110, a convolutional layer/pooling layer 120, and a neural network layer 130. The
pooling layer is optional.

{661141[00115] Convolutional layer/pooling layer 120:

f66415}[00116] _Convolutional layer:
f661161[00117] As shown in FIG. 3, for example, the convolutional layer/pooling layer 120 may

include layers 121 to 126. In an implementation, the layer 121 is a convolutional layer, the layer
122 is a pooling layer, the layer 123 is a convolutional layer, the layer 124 is a pooling layer, the
layer 125 is a convolutional layer, and the layer 126 is a pooling layer. In another implementation,
the layer 121 and the layer 122 are convolutional layers, the layer 123 is a pooling layer, the layer
124 and the layer 125 are convolutional layers, and the layer 126 is a pooling layer. That is, an
output of a convolutional layer may be used as an input of a subsequent pooling layer, or may be
used as an input of another convolutional layer to continue a convolution operation.

{60117A[00118] The convolutional layer 121 is used as an example. The convolutional layer 121
may include a plurality of convolution operators. A convolution operator is also referred to as a
kernel. In image processing, the convolution operator functions as a filter that extracts specific
information from an input image matrix. The convolution operator may be essentially a weight
matrix, and the weight matrix is usually predefined. In a process of performing a convolution
operation on an image, the weight matrix is usually used to process pixels at a granularity level of
one pixel (or two pixels, which depends on a value of a stride) in a horizontal direction on the input
image, to extract a specific feature from the image. A size of the weight matrix should be related
to a size of the picture. It should be noted that a depth dimension (depth dimension) of the weight
matrix is the same as a depth dimension of the input image. In a process of performing a
convolution operation, the weight matrix extends to an entire depth of the input image. Therefore,
a convolution output of a single depth dimension is generated by performing convolution with a
single weight matrix. However, in most cases, a plurality of weight matrices with a same dimension
rather than the single weight matrix are used. Outputs of the weight matrices are stacked to form
a depth dimension of a convolutional image. Different weight matrices may be used to extract
different features of the image. For example, one weight matrix is used to extract edge information
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of the image, another weight matrix is used to extract a specific color of the image, still another
weight matrix is used to blur an unnecessary noise in the image, and so on. Because the plurality
of weight matrices have the same dimension, feature maps extracted by using the plurality of
weight matrices with the same dimension also have a same dimension. Then, the plurality of
extracted feature maps with the same dimension are combined to form an output of the convolution
operation.

f664181[00119] Weight values in the weight matrices need to be obtained through massive
training in an actual application. Each weight matrix formed based on the weight values obtained
through training may be used to extract information from the input image, to enable the
convolutional neural network 100 to perform correct prediction.

f664191[00120] When the convolutional neural network 100 includes a plurality of convolutional
layers, a larger quantity of general features are usually extracted at an initial convolutional layer
(for example, the convolutional layer 121). The general features may be also referred to as low-
level features. As a depth of the convolutional neural network 100 increases, a feature extracted at
a more subsequent convolutional layer (for example, the convolutional layer 126) is more complex,
for example, a high-level semantic feature. A feature with higher semantics is more applicable to
a to-be-resolved problem.

{661204[00121] Pooling layer:

f66421}[00122] Because a quantity of training parameters usually needs to be reduced, the
pooling layer usually needs to be periodically introduced after a convolutional layer. To be specific,
for the layers 121 to 126 in the 120 shown in FIG. 3, one convolutional layer may be followed by
one pooling layer, or a plurality of convolutional layers may be followed by one or more pooling
layers. Image data is used as an example. In an image processing process, a unique purpose of a
pooling layer is to reduce a space size of an image. The pooling layer may include an average
pooling operator and/or a maximum pooling operator, to perform sampling on an input image to
obtain an image with a small size. The average pooling operator may calculate a pixel value in the
image in a specific range, to generate an average value. The maximum pooling operator may be
used to select a pixel with a maximum value in a specific range as a maximum pooling result. In
addition, similar to a case in which a size of a weight matrix in the convolutional layer should be
related to a size of the image, an operator in the pooling layer should be also related to the size of
the image. A size of a processed image output from the pooling layer may be less than a size of an
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image input into the pooling layer. Each pixel in the image output from the pooling layer indicates
an average value or a maximum value of a corresponding sub-region of the image input into the
pooling layer.

{66122}[00123] Neural network layer 130:

f0061231[00124] After processing is performed at the convolutional layer/pooling layer 120, the
convolutional neural network 100 still cannot output required output information. As described
above, at the convolutional layer/pooling layer 120, only a feature is extracted, and parameters
resulting from an input image are reduced. However, to generate final output information (required
class information or other related information), the convolutional neural network 100 needs to use
the neural network layer 130 to generate an output of one required class or outputs of a group of
required classes. Therefore, the neural network layer 130 may include a plurality of hidden layers
(131, 132, ..., and 13n shown in FIG. 3) and an output layer 140. Parameters included in the
plurality of hidden layers may be obtained through pre-training based on related training data of a
specific task type. For example, the task type may include image recognition, image classification,
and super-resolution image reconstruction.

{601241[00125] The plurality of hidden layers in the neural network layer 130 are followed by
the output layer 140, namely, the last layer of the entire convolutional neural network 100. The
output layer 140 has a loss function similar to a classification cross-entropy, and the loss function
is specifically used to calculate a prediction error. Once forward propagation (for example,
propagation from the layer 110 to the layer 140 in FIG. 3 is forward propagation) of the entire
convolutional neural network 100 is completed, back propagation (for example, propagation from
the layer 140 to the layer 110 in FIG. 3 is back propagation) is started to update weight values and
deviations of the layers mentioned above, to reduce a loss of the convolutional neural network 100
and an error between a result output by the convolutional neural network 100 by using the output
layer and an ideal result.

{60125}[00126] It should be noted that the convolutional neural network 100 shown in FIG. 3 is
merely used as an example of a convolutional neural network. In a specific application, the
convolutional neural network may alternatively exist in a form of another network model, for
example, a network model in which a plurality of convolutional layers/pooling layers are parallel
as shown in FIG. 4, and extracted features are all input into the neural network layer 130 for
processing.
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f664261[00127] The solution provided in this application is applicable to a machine learning
system. The machine learning system includes a server and at least one client side device. In this
application, an example in which the machine learning system is a federated learning system is
used for description. To better understand the solution provided in this application, the following
describes related knowledge of federated learning.

f601274[00128] FIG. 5 is a schematic diagram of an architecture of a federated learning system.
Federated learning is a machine learning technology used for user privacy protection. A federated
learning system usually structurally includes a central server and a plurality of clients as
participants. A working procedure mainly includes a model delivery process and a model
aggregation process. In the model delivery process, a client downloads a model from the central
server, trains, based on locally stored training data, the model downloaded from the central server,
and uploads the model to the central server after the model is trained to a specific extent. Training
to a specific extent may be understood as a fixed quantity of training rounds. In the model
aggregation process, the central server collects models uploaded by clients and aggregates the
models. The model delivery process and the model aggregation process are repeated until model
convergence. It should be noted that the central server is sometimes referred to as a server in this
application, and the central server and the server have a same meaning. In some possible
implementations, the server may be a cloud server or a cloud side device. This is not limited in
this embodiment of this application. In this application, a client is sometimes referred to as a client
side device, and the client and the client side device have a same meaning. For example, the client
side device may be a terminal, for example, a mobile phone terminal, a tablet computer, a notebook
computer, an augmented reality (augmented reality, AR)/a virtual reality (virtual reality, VR)
device, a vehicle-mounted terminal, a device (for example, a surveillance camera device, a smoke
alarm device, or a fire extinguishing device) used for security protection, or a smart speaker. In
addition, it should be noted that the model in this application includes a neural network model, and
a specific type of the model is not limited in this application. For example, the model in this
application may be a convolutional neural network model, a cyclic neural network model, or a
deep residual network model.

f66428}[00129] Based on the federated learning system shown in FIG. 5, FIG. 6 is a schematic
flowchart of a model training method applicable to the federated learning system. In the federated
learning system, procedures performed by a plurality of clients are similar. In the procedure shown
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in FIG. 6, one of the plurality of clients is used as an example to describe the model training method
in the federated learning system. Before model training, an initialization phase is included. In the
initialization phase, step 601 is included: A server sends an initial model to each of the plurality of
clients. After receiving the initial model, step 602 is included: Each client trains the received initial
model based on local training data. After the initial model is trained to a specific extent, step 603
is performed: Send an initial model trained to a specific extent to the server. Training the initial
model to a specific extent may be understood as training the initial model for N rounds, where N
IS a preset positive integer. In this application, training a model to a specific extent may be
understood as training the model for a preset quantity of rounds. This is not repeated in this
application. In addition, a round of model training may be understood as a process in which the
model outputs a prediction result once after a round of training data traversal, and updates a weight
parameter of the model once based on the prediction result and a first label. After receiving the
initial model that is sent by each client and that is trained to a specific extent, the server performs
step 604: Perform aggregation processing on the received initial models trained to a specific extent,
to obtain a shared model 1. There may be a plurality of manners of performing aggregation
processing on a plurality of models. For example, the server may perform averaging processing
on the plurality of received models, and use a result obtained by averaging the plurality of models
as a shared model. For another example, the server performs weighting processing on the plurality
of received models, and uses a result obtained by performing weighting processing on the plurality
of models as a shared model. The following formula 1-1 provides a manner in which the server

aggregates the plurality of received models to obtain the shared model.

r

- N..
M=% iy

KE=1 N .y

(1-1)
{60129}[00130] _In the foregoing formula 1-1, M indicates a shared model, K indicates a total of

K clients, © & indicates a data volume of training samples on a K™ client, N indicates a total data

AL . .
volume of training samples on all clients, and = # indicates a model that is sent by the K" client

and that is trained to a specific extent. The foregoing formula 1-1 indicates that the server performs

aggregation processing on received models ~ ¥ sent by K clients to obtain a shared model M,

and a larger data volume of training samples on one client indicates that when weighted
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aggregation processing is performed, a higher weight is assigned to a model obtained through
training by the client.

f6064303[00131] After obtaining the shared model 1, the server performs step 605: Send the shared
model 1 to each client. After receiving the shared model 1, the client performs step 606: Update,
through the shared model 1, the locally stored initial model trained to a specific extent, and train
the shared model 1, to obtain a shared model 1 trained to a specific extent. Step 607 is performed:
The client sends the shared model 1 trained to a specific extent to the server, so that the server
performs step 608: Perform aggregation processing on the shared models 1 that are sent by the
clients and that are trained to a specific extent, to obtain a new shared model, which is referred to
as a shared model 2 herein. The shared model 2 is used to update the shared model 1. That the
client sends the shared model 1 trained to a specific extent to the server may be understood as that
the client sends the entire shared model 1 trained to a specific extent, or may be understood as that
the client sends all weight parameters of the shared model 1 trained to a specific extent, or may be
understood as that the client sends a part of weight parameters of the shared model 1 trained to a
specific extent, where the part of weight parameters herein are a weight parameter that is updated
in comparison with the initial model trained to a specific extent and that is of the shared model 1
trained to a specific extent. The following uses a simple example to describe that the client sends
the shared model 1 trained to a specific extent to the server. In one manner, the entire shared model
1 trained to a specific extent is sent to the server. If it is assumed that the entire shared model 1
trained to a specific extent includes a weight parameter A, a weight parameter B, and a weight
parameter C in total, that the client sends all weight parameters of the shared model 1 trained to a
specific extent may be understood as that the client sends only the weight parameter A, the weight
parameter B, and the weight parameter C to the server. For another example, because the initial
model trained to a specific extent also includes the weight parameter A, the weight parameter B,
and the weight parameter C, if it is assumed that compared with the initial model trained to a
specific extent, it is determined that the weight parameter A of the shared model 1 trained to a
specific extent changes (where a value of the weight parameter is updated), and the weight
parameter B and the weight parameter C do not change, that the client sends a part of weight
parameters of the shared model 1 trained to a first extent may be understood as that the client sends
only the weight parameter A to the server.

f664313[00132] The following formula 1-2 provides a manner in which the server performs
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aggregation processing on the received shared models 1 trained to a specific extent, to obtain the

shared model 2.

N,
n

Cow, M =M+Z Ak
M=M+Y —Ak K=1N
K=1 N (1_2)

f66432}[00133] M’ indicates the shared model 2, and A% indicates a weight parameter that is
updated in comparison with the initial model trained to a specific extent and that is of the shared

T

model 1 trained to a specific extent. M, K, N, and N are understood with reference to the
formula 1-1, and are not described herein again.

f66433}[00134] The server may perform step 609: Send the shared model 2 to each client, so that
the client trains the received model, and sends a model trained to a specific extent to the server.
This is a cyclic execution process. To be specific, the server performs aggregation processing on
the received models sent by the clients and sends, to each client, a model obtained through
aggregation processing, and the client trains the received model sent by the server and sends the
model trained to a first extent to the server. In a possible implementation, the client may consider
that a currently received model is a converged model, that is, consider that the currently received
model is a final model. In this case, the client no longer trains the currently received model, and
no longer receives a shared model sent by the server. The client may execute an inference task
through the currently received model. For example, the client may preset a received N'" model as
a final model. After receiving N models, the client considers that model training ends, and no
longer receives a shared model sent by the server. In a possible implementation, the client may
consider that a current model obtained through training is a converged model, that is, consider that
the current model obtained through training is a final model. In this case, the client no longer sends,
to the server, a current model trained to a specific extent, and no longer receives a shared model
subsequently sent by the server. The client may execute an inference task through the current model
trained to a specific extent. For example, the client may preset, as a final model, a model obtained
by training a received N model to a specific extent. After the client receives the N model and
trains the model to a specific extent, it may be considered that training ends. The foregoing two
implementations are implementations of determining to stop training from a perspective of the
client. In some possible implementations, the server may alternatively determine to stop training.

For example, the server considers that a model delivered for an N™ time is a final model. After
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delivering the model for the N time, the server may send a notification instruction to each client,
where the notification instruction is used to notify each client that training is completed.
{664341[00135] _In the model training manner of the federated learning system shown in FIG. 6,
there is a problem that a single shared model cannot adapt to data distribution of all clients. This
is because data distribution on a client participating in federated learning training is usually non-
independent and identically (non-independent and identically, Non-1ID), and there is a large
difference between data distribution. It is difficult to fit all data distribution through a single model.
Different data distribution may be understood as different proportions of a same label in training
data sets of different clients.

f66135}[00136] Based on the foregoing considerations, this application provides a model training
method, to resolve a problem that a single model cannot adapt to data that is non-independent and
identically on all clients, and a problem of overfitting generated by a private model is avoided
according to the model training method provided in this application. The solution provided in this
application is applicable to a federated learning system. According to the solution provided in this
application, performance of a model obtained through training by a client side device is better. The
following describes the solution in detail provided in this application.

f06436}[00137] FIG. 7 is a schematic diagram of an architecture of a federated learning system
according to an embodiment of this application. As shown in FIG. 7, the federated learning system
provided in this application includes a server and at least two client side devices. The server may
be a physical device, or a physical resource of the server is abstracted into a logical resource, so
that one server becomes a plurality of independent virtual servers, or several servers are used as
one server. In a possible implementation, the server is a virtual machine (virtual machine, VM) on
a cloud. Interaction procedures between various client side devices and the server are the same.
When a model training method provided in this application is described below, an interaction
procedure between a client side device and the server and a training process of the client side
device are described by using a first client side device as an example. The first client side device
may be understood as any one of the at least two client side devices.

f6613A[00138] Still refer to FIG. 7. For the first client side device, the first client side device
stores two models, one model directly participates in a federated learning process, and the other
model does not directly participate in the federated learning process. In the following, a model that
directly participates in a federated learning process is referred to as a shared model, and a model
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that does not directly participate in a federated learning and aggregation process is referred to as a
private model. In the solution provided in this application, the private model is updated based on
locally stored training data and knowledge learned by the shared model in the federated learning
process. The following describes the training process in detail.

f606438}[00139] FIG. 8 is a schematic flowchart of a model training method according to an
embodiment of this application. The model training method provided in this application may
include the following steps.

{60139}[00140] 900: A server sends an initial shared model to a first client side device.
f661403[00141] When FIG. 7 describes the architecture of the federated learning system, it is
described that a client side device stores two models: a shared model and a private model. The first
client side device sends the shared model to the server, and does not send the private model to the
server, where the shared model participates in a federated learning and aggregation process.
Participating in the federated learning and aggregation process may be understood with reference
to steps 902 to 904, 909, and 910, and is described in detail below. The private model is a model
locally stored in the first client side device.

f66141}[00142] In an initial state, the initial state may be understood as that before the training
process starts, the client side device stores an initial private model and an initial shared model. For
understanding of the model in this specification, refer to the foregoing definition of the model. The
model in this application includes a neural network model, and a specific type of the model is not
limited in this application. For example, the model in this application may be a convolutional
neural network model, a cyclic neural network model, or a deep residual network model. The
definition and understanding of the model are not described again in the following.
f661421[00143] The initial shared model is a model obtained by the first client side device from
the server. To be specific, in the initial state, the server sends the initial shared model to the first
client side device, and initial shared models received by various client side devices are the same.
The first client side device receives and stores the initial shared model sent by the server, to train
the initial shared model.

{60143}[00144] The initial private model is a model locally stored in the first client side device.
The initial private model and the initial shared model may be different types of models, for
example, may be heterogeneous neural networks. The initial private model and the initial shared
model may be used for different tasks. For example, the initial shared model uses a multilayer

29



10

15

20

25

30

perceptron (multilayer perceptron, MLP) to classify an image, and the initial private model uses a
deconvolutional neural network to reconstruct an image. The initial private model and the initial
shared model may also be used to execute a same task.

{601441[00145] 901: The first client side device sends a first shared model to the server.
f606145}[00146] The first shared model may be understood as a model obtained after the first
client side device trains the initial shared model. For example, the first shared model is a model
obtained after the first client side device trains the initial shared model to a specific extent based
on locally stored training data.

f661461[00147] In addition, it should be noted that, that the first client side device sends a first
shared model to the server may be understood as that the first client side device sends all weight
parameters of the first shared model to the server. Alternatively, that the first client side device
sends the first shared model to the server may be understood as that the first client side device
sends a part of weight parameters of the first shared model to the server. For example, if the first
shared model is obtained by the first client side device by training an initial shared model to some
extent, the part of weight parameters are a weight parameter that is different in the first shared
model and the initial shared model.

{66147[00148] In an a preferred-implementation, with reference to FIG. 8-a for understanding,
the shared model and the private model may use a shared feature extraction model. The feature
extraction model used by the shared model and the private model facilitates a subsequent
aggregation processing procedure. In the embodiment corresponding to FIG. 8, that is, the initial
shared model sent by the server includes an initial feature extraction model and an initial task
model. After receiving the initial shared model sent by the server, the first client side device
updates a feature extraction model in the initial private model to the initial feature extraction model
received from the server. Alternatively, the initial private model directly uses the initial feature
extraction model received from the server. The task model may be understood as a model used to
execute a different task, for example, a model used to execute a classification task or a model used
to execute a regression task. The task may be understood as an algorithm for automatically
analyzing data to obtain a law and predicting unknown data according to the law.

f606148}[00149] 902: The server performs aggregation processing based on first shared models
sent by at least two client side devices, to obtain a second shared model.

f661491[00150] The server may perform aggregation processing on a plurality of received first
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shared models according to a plurality of aggregation algorithms, to obtain the second shared
model. For example, the plurality of first shared models may be averaged to obtain the second
shared model, or weighting processing may be performed on the plurality of first shared models
to obtain the second shared model, or another preset algorithm may be used to process the plurality
of first shared models to obtain the second shared model.

{601506}[00151] In a possible implementation, the first shared model includes a feature extraction
model and a task model. For example, the first shared model includes a feature extraction model
1 and a task model 1. Still refer to FIG. 8-a. The server performs aggregation processing on feature
extraction models 1 sent by various client side devices, to obtain a feature extraction model 2, and
the server performs aggregation processing on task models 1 sent by the client side devices, to
obtain a task model 2. The second shared model includes the feature extraction model 2 and the
task model 2. The following formula 2-1 provides a manner in which the server performs
aggregation processing on the feature extraction models sent by the client side devices, and the
following formula 2-2 provides a manner in which the server performs aggregation processing on

the task models sent by the client side devices.

F=_-%" AT
Iy L‘H—l i'nHi. = (2_1)
c.=% N

5 wox=1""& =& (2-2)

{60151}[00152] F indicates an aggregated feature extraction model, Cs indicates an aggregated

task model, “' = indicates a data volume of training samples on a K™ client, N indicates a total

.. . r__ . . . . .
data volume of training samples on all clients, ~ & indicates a feature extraction model in a first

shared model sent by the K" client, for example, a feature extraction model 1, and sk indicates

a task model in the first shared model sent by the K" client, for example, a task model 1.
{60152}[00153] 903: The first client side device receives the second shared model sent by the
server.

{60153}[00154] After performing aggregation processing based on the first shared models sent
by the at least two client side devices, to obtain the second shared model, the server sends the
second shared model to each client side device.

f661541[00155] In a possible implementation, if the shared model and the private model use a

same feature extraction model, after receiving the second shared model sent by the server, the first
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client side device updates the feature extraction model of the locally stored private model through
a feature extraction model of the second shared model.

f606455}[00156] 904: Output a first prediction result for a training data set through the second
shared model.

f66156}[00157] The training data set may be input into the second shared model, to output the
first prediction result for the training data set.

f66157[00158] _An example in which the second shared model is used to execute a classification
task is used for description. The first client side device may obtain a sample data set, where the
sample data set includes a plurality of samples, and each of the plurality of samples includes a first
label. The training data set may be classified through the second shared model to obtain a second
label of each sample in the test data set, and the first prediction result may be understood as the
second label.

f06458}[00159] 905: The first client side device obtains a first loss value based on the first
prediction result.

f661591[00160] The first loss value is used to indicate a difference between the first label and the
second label.

f661603[00161] 906: The first client side device outputs a second prediction result for the training
data set through a first private model.

f66161}[00162] The training data set may be input into the first private model, to output the first
prediction result for the training data set.

f66162}[00163] An example in which the first private model is used to execute a classification
task is used for description. The first client side device may obtain the sample data set, where the
sample data set includes the plurality of samples, and each of the plurality of samples includes the
first label. The training data set may be classified through the first private model, to obtain a third
label of each sample in the test data set, and the second prediction result may be understood as the
third label.

{66163}[00164] In a possible implementation, if the shared model and the private model use the
same feature extraction model, after receiving the second shared model sent by the server, the first
client side device updates the feature extraction model of the locally stored private model through
the feature extraction model of the second shared model. The first model in step 906 is a private
model whose feature extraction model is updated, that is, the feature extraction model of the first
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private model described in step 906 is the same as that of the second shared model described in
step 904.

f6061641[00165] 907: The first client side device obtains a second loss value based on the second
prediction result.

f66165}[00166] The second loss value is used to indicate a difference between the first label and
the third label.

{66166}[00167] It should be noted that step 904 and step 906 are performed in any sequence, for
example, the first prediction result and the second prediction result may be obtained at the same
time.

{601674[00168] 908: The first client side device performs second combination processing on the
first loss value and the second loss value to obtain a third loss value, where the third loss value is
used to update the private model.

f06168}[00169] The first loss value and the second loss value may be different types of loss
values. For example, the first loss value includes one or more of a cross-entropy loss value, a
mutual distillation loss value, and a regularization norm loss value, and the second loss value
includes one or more of a cross-entropy loss value, a mutual distillation loss value, and a
regularization norm loss value. For example, the following provides several manners of
performing combination processing on the first loss value and the second loss value to obtain the
third loss value.

{60169}[00170] In a possible implementation, the first loss value is a cross-entropy loss value,
and the second loss value is a cross-entropy loss value. A calculation formula of the first loss value
is that shown in the formula 2-3, a calculation formula of the second loss value is that shown in

the formula 2-4, and a calculation formula of the third loss value is that shown in the formula 2-5.
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[00170}[00171] L11 indicates the first loss value, i indicates an i sample, ¥4 indicates a first
label of the i sample, *=< indicates a probability that the it sample is classified into a class C

by the shared model, and Y7ie indicates a probability that the i sample is classified into the class
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C by the private model. In a possible implementation, when the i"" sample has maximum Yeic jn
the class C, the i sample is classified into the class C by the private model; or when the i*"
sample has maximum Y=ic jn the class C, the i sample is classified into the class C by the shared

model. © 9= indicates a probability that the i sample is classified into the class C by the shared

Y
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model, indicates an exponential function sum of all types of probability

values in a prediction result for the shared model. L21 indicates the second loss value, \Fo.t.c

L

indicates a probability that the i sample is classified into the class C by the private model, and
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#5277 indicates an exponential function sum of all types of probability values in a
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prediction result for the private model. L1 indicates the third loss value, ** and *2 are preset
coefficients, where ** and *2 are both real numbers ranging from 0 to 1 (including 0 and 1),

and asum of ** and *2 is 1.

f66174}[00172] In a possible implementation, the first loss function is a mutual knowledge
distillation loss, and the second loss function is a mutual knowledge distillation loss. A calculation
formula of the first loss value is that shown in the formula 2-5, a calculation formula of the second
loss value is that shown in the formula 2-6, and a calculation formula of the third loss value is that

shown in the formula 2-7.
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f861723[00173] L12 indicates the first loss value, L22 indicates the second loss value, and L2

indicates the third loss funetionvalue. “* and **2 are preset coefficients, T is a preset

temperature coefficient, and T is a real number not less than 1. In a possible implementation, for

ease of calculation, T may be a positive integer. For example, T may be a positive integer not less
than 1 and not greater than 50. = indicates a vector of different types of prediction probabilities

of the training data set on the first client side device, and 97 indicates a vector of different types

of prediction probabilities of the training data set on the first client side device. KL() is a function
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used to measure a difference of vector distribution, and may be understood with reference to the
formula 2-8.

KlL{p,q) =Z.p.log==
[ [ —

[06173}[00174] F<c indicates a ¢ dimension of a vector p, and “< indicates a ¢! dimension of

a vector q.
{601741[00175] softmax() is a normalized exponential function, and may be understood with

reference to the formula 2-9.

BXP (Fp T

Zerexpia /T3 for any dimension c in g (2-9)

{60175}[00176] g is a vector, g may include a plurality of dimensions, the formula 2-9 indicates

softmax(g. T

that is solved for one dimension “< in the plurality of dimensions, << is a ct"

dimension of the vector g, and 9<" js all dimensions of the vector g.
f6061761[00177] In a possible implementation, the first loss value is a cross-entropy loss value,
and the second loss value is a mutual knowledge distillation loss. In this case, the third loss value

may be further understood with reference to the formula 2-10.

L3 = g4Lyqy +851l0s
i~1i1

f80177}[00178] L3 indicates another manner of calculating the third loss value.

f606178}[00179] In a possible implementation, the first loss value includes a cross-entropy loss
value and a mutual knowledge distillation loss, and the second loss value is a mutual knowledge
distillation loss. In this case, the third loss value may be further understood with reference to the

formula 2-11.

F + ﬁﬂi"'_!_f _i' ﬁELEE (2_11)

001801 L4 indicates another manner of calculating the third loss value. 51, 55, and
f061791[00180] g

a5 g

are all real numbers, and a sum of 51, and 3 is 1.

f661803[00181] In a possible implementation, the first loss value includes a cross-entropy loss
value and a mutual knowledge distillation loss, and the second loss value includes a cross-entropy
loss value and a mutual knowledge distillation loss. In this case, the third loss value may be further

understood with reference to the formula 2-11.
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f664813[00182] L5 indicates another manner of calculating the third loss value.

{60182}[00183] Ina possible implementation, the third loss value may be further understood with
reference to the formula 2-12.

5. 3
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{66183}[00184] L6 indicates another manner of calculating the third loss value, wi indicates a

n

weight value, different weights are set for different samples, “s+ indicates an i weight parameter

of a private model trained to a specific extent on the client side, and % indicates an it weight

parameter of a shared model trained to a specific extent on the client side device.

{601841[00185] It should be noted that, weighting processing may be performed on the first loss
value and the second loss value to obtain the third loss value, or the first loss value and the second
loss value may be averaged to obtain the third loss value. The foregoing listed several solutions of
performing combination processing on the first loss value and the second loss value to obtain the
third loss value are not exhaustive. In addition to the foregoing listed several solutions of
determining the third loss value based on the first loss value and the second loss value, this
application may further include another solution of determining the third loss value based on the
first loss value and the second loss value. For example, the third loss value may alternatively be a
sum of L5 and L6. In addition, the first loss value includes but is not limited to the cross-entropy
loss value, the mutual distillation loss value, and the regularization norm loss value, and the second
loss value includes but is not limited to the cross-entropy loss value, the mutual distillation loss
value, and the regularization norm loss value.

{60185}[00186] The private model may be updated based on the third loss value in a plurality of
manners. For example, the private model may be updated based on the third loss value according
to a gradient optimization method. Specifically, a weight parameter of the feature extraction model
of the private model and a weight parameter of the task model of the private model may be updated.
{60186}[00187] After the private model is updated based on the third loss value, the updated
private model may continuously be further trained. For example, the updated private model is
continuously trained for a fixed quantity of rounds, to obtain the updated private model.
{66487[00188] In a possible implementation, step 909 may be further performed: Send a third

shared model to the server.
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{66488}[00189] _In addition to updating the private model, the third loss value may be further used
to update the second shared model, to obtain the third shared model. Specifically, the third loss
value is used to update the feature extraction model and the task model of the second shared model.
For example, if the updated feature extraction model of the second shared model is the feature
extraction model 2, and the updated task model of the second shared model is the task model 2,
the third shared model includes the feature extraction model 2 and the task model 2.
f661893[00190] After the second shared model is updated based on the third loss value, the
updated second shared model may continuously be further trained, and the third shared model is
obtained through a fixed quantity of rounds of training. A fixed quantity of rounds may be preset.
{60196}[00191] Corresponding to step 909, step 910 may be further included: The server updates
the second shared model based on the third shared model.

{60191}[00192] After receiving third shared models sent by the client side devices, the server
performs aggregation processing on the third shared models sent by the client side devices, to
obtain a fourth shared model, and updates the second shared model through the fourth shared
model.

{601921[00193] Step 901 to step 910 may be a cyclic execution process. To be specific, the server
performs aggregation processing on the received shared models sent by the client side devices, and
sends a shared model obtained through aggregation processing to the client side devices. The client
side device trains the received shared model, and updates a locally stored private model through
the shared model. The client side device further sends the shared model trained to a specific extent
to the server. This process is repeatedly performed until a condition for stopping training is met.
In a possible implementation, the client side device may determine to stop training. For example,
the client side device may preset, as a final model, a model obtained by training a received N*
model to a specific extent. After the client side device receives the N'" model and trains the model
to a specific extent, it may be considered that training ends. After the training is-receivedends, the
client side device no longer sends a model trained to a specific extent to the server, and the client
side device no longer receives the model from the server side. The client side device may execute
an inference task through a finally obtained model, for example, execute a classification task or a
regression task. For another example, the client side device may preset the received N* model as
a final model. After receiving N models, the client side device considers that model training ends.
In a possible implementation, the server may determine to stop training. For example, the server

37



10

15

20

25

30

considers that a model delivered for an N'" time is a final model. After delivering the model for the
N™ time, the server may send a notification instruction to each client, where the notification
instruction is used to notify each client that training is completed.

{66193}[00194] It can be learned from the embodiment corresponding to FIG. 8 that, the two
models are trained on the client side device, one model participates in the federated learning and
aggregation process, and the other model does not directly participate in the federated learning and
aggregation process. The loss values of the two models are separately obtained based on the two
trained models, the loss values of the two models are combined, and the two models are updated
based on the combined loss value, to implement information transmission between the two models,
so that performance of the private model obtained through training by the client side device is
better. In addition, based on the solution provided in this application, a problem that the private
model may be overfitted when there is a small amount of data in a training sample of a training
data set of the client side device can also be resolved.

{601941[00195] In some possible application scenarios, the client side device may have a very
high requirement for data privacy protection. In this case, training data of the client side device
may be classified based on a requirement for privacy protection. Data having a high privacy
protection requirement participates only in a training process of the private model, and remaining
data may participate in both a training process of the shared model and the training process of the
private model. The following provides detailed descriptions.

{60195}[00196] Based on the embodiment corresponding to FIG. 8, further descriptions are
provided. In a possible implementation, the training data set includes a first training data set and a
second training data set, the first training data set is preset to require privacy protection, the second
training data set is preset to not require privacy protection, the first training data set and the second
training data set are used to train the private model stored in the client side device, to obtain a
trained private model, and the second training data set is further used to train the second shared
model, to obtain a trained second shared model. FIG. 9 is a schematic flowchart of another model
training method according to an embodiment of this application. As shown in FIG. 9, the another
model training method provided in this application may include the following steps.
f661961[00197] 1001: A first client side device obtains a training data set.

{601971[00198] The first client side device may obtain a sample data set, where the sample data
set includes a plurality of samples, and each of the plurality of samples includes a first label. Each
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sample in the sample data set is pre-labeled with a privacy level. Samples that require privacy
protection may be classified into one group, and samples that do not require privacy protection
may be classified into another group. For example, the samples that require privacy protection are
a first group of sample data set, and the samples that do not require privacy protection are a second
group of sample data set.

{60198}[00199] 1002: The first client side device trains an initial shared model based on data not
requiring privacy protection in the sample data set, and trains an initial private model based on
data requiring privacy protection and the data not requiring privacy protection in the sample data
set.

{60199}[00200] Because the initial shared model needs to participate in a federated learning and
aggregation process, in consideration of privacy protection, the initial shared model is trained
based on only the data not requiring privacy protection in the sample data set, and the initial shared
model is not trained based on the data requiring privacy protection. In other words, the initial
shared model is trained based on only the second group of sample data set. For understanding of
the initial shared model, refer to the descriptions of the initial shared model in step 901 in the
embodiment corresponding to FIG. 8. Details are not described herein again.

{662003[00201] Because the private model does not directly participate in the federated learning
and aggregation process, and is stored and trained only on a client side device, both the first group
of sample data set and the second group of sample data set may train the initial private model.
{60201}[00202] After the second group of sample data set is input into the initial shared model,
a feature extraction model of the initial shared model may extract a feature of a sample, transmit
the feature of the sample to a task model of the initial shared model, to output a prediction result,
and determine a first loss value based on a difference between the prediction result and the first
label.

{662021]00203] _After the first group of sample data set and the second group of sample data set
are input into the initial private model, a feature extraction model of the initial private model may
extract a feature of a sample, transmit the feature of the sample to a task model of the initial private
model, to output a prediction result, and determine a second loss value based on a difference
between the prediction result and the first label.

{662031[00204] A third loss value may be obtained by performing combination processing on the
first loss value and the second loss value. The initial private model and the initial shared model
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may be updated based on the third loss value by using a gradient optimization method. Specifically,
a weight parameter of the feature extraction model of the initial private model and a weight
parameter of the task model of the initial private model may be updated, to obtain a trained private
model, and a weight parameter of the feature extraction model of the initial shared model and a
weight parameter of the task model of the initial shared model may be further updated.
{802041[00205] 1003: The first client side device sends a first shared model to a server.
{66205}[00206] 1004: The server performs aggregation processing based on first shared models
sent by at least two client side devices, to obtain a second shared model.

{662061[00207] 1005: The first client side device receives the second shared model sent by the
server.

{66204[00208] For understanding of step 1003 to step 1005, refer to step 901 to step 903 in the
embodiment corresponding to FIG. 8. Details are not described herein again.

{66208}[00209] 1006: Output a first prediction result for a second group of training data set
through the second shared model.

f662093[00210] 1007: The first client side device obtains the first loss value based on the first
prediction result.

f662103[00211] 1008: The first client side device outputs a second prediction result for a first
group of training data set and the second group of training data set through a first private model.
f662113[00212] 1009: The first client side device obtains the second loss value based on the
second prediction result.

f66212}[00213] 1010: The first client side device performs second combination processing on the
first loss value and the second loss value to obtain a third loss value, where the third loss value is
used to update the private model.

{662131[00214] In a possible implementation, step 1011 may be further performed: Send a third
shared model to the server.

{602141[00215] For step 1011, step 1012 may be further included: The server updates the second
shared model based on the third shared model.

{60215}[00216] For understanding of step 1006, refer to step 904 in the embodiment
corresponding to FIG. 8. For understanding of step 1007 to step 1012, refer to step 905 to step 910
in the embodiment corresponding to FIG. 8. Details are not described herein again.
{662161[00217] It can be learned from the embodiment corresponding to FIG. 9 that, in some
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scenarios in which the client side device may have a very high requirement for data privacy
protection, training data of the client side device may be classified based on a requirement for
privacy protection. Data having a high privacy protection requirement participates only in a
training process of the private model, and remaining data may participate in both a training process
of the shared model and the training process of the private model.

{66217[00218] The foregoing describes the model training method provided in this application.
The private model obtained through training in this application may be used to execute an inference
task, for example, may be used to execute a classification task or a regression task. This is not
limited in embodiments of this application. The following describes a data processing method in
detail provided in this application.

f66218}[00219] FIG. 10 is a schematic flowchart of a data processing method according to this
application.

f662191[00220] The data processing method provided in this application may include the
following steps.

{6062203[00221] 1101: Obtain to-be-processed data.

{60221}[00222] The to-be-processed data in this application may be image data, text data, voice
data, video data, or the like.

{602221[00223] 1102: Process the to-be-processed data based on a target model stored in a client
side device, to obtain a prediction result.

{60223}[00224] A feature of the to-be-processed data is extracted through a feature extraction
model of the target model, and the extracted feature is input into a task model of the target model,
to output a prediction result through the task model.

{662241[00225] The target model may be a model obtained through training according to the
model training method described in FIG. 8 or FIG. 9.

f6062251[00226] In a possible implementation, the target model is obtained by updating a first
private model based on a third loss value, the third loss value is obtained by performing second
combination processing on a first loss value and a second loss value, the first loss value is obtained
based on a first prediction result, the first prediction result is a prediction result output by a second
shared model for a training data set, the second shared model is obtained from a server, the second
model is obtained after the server performs first aggregation processing on first shared models sent
by at least two client sides, the second loss value is obtained based on a second prediction result,
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and the second prediction result is a prediction result output by the first private model for the
training data set. It can be learned from the second aspect that, in the solution provided in this
application, the target model is a model obtained through training by using a local training data set
and knowledge learned by using a shared model. Compared with a model obtained through training
by a client side device in a conventional technology, the target model in this application has better
performance.

{6062261[00227] In a possible implementation, the second shared model includes a first feature
extraction model, a private model includes a second feature extraction model and a first task model,
the first feature extraction model is used by a first client side device to update the second feature
extraction model to the first feature extraction model after receiving the second shared model sent
by the server, the third loss value is used to update the first feature extraction model and the first
task model, and the target model includes an updated first feature extraction model and an updated
first task model.

{602271[00228] In a possible implementation, the third loss value is further used to update the
second shared model to obtain a third shared model, and the third shared model is sent to the server,
so that the server updates the second shared model.

{662281[00229] In a possible implementation, the first loss value includes one or more of a cross-
entropy loss value and a mutual distillation loss value, and the second loss value includes one or
more of a cross-entropy loss value and a mutual distillation loss value.

{602291[00230] _In a possible implementation, the training data set includes a first training data
set and a second training data set, the first training data set is preset to require privacy protection,
the second training data set is preset to not require privacy protection, the first prediction result is
a prediction result output by the second shared model for the second training data set, and the
second prediction result is a prediction result output by the first private model for the first training
data set and the second training data set.

{60236}[00231] In a possible implementation, the third loss value is obtained by performing
weighting processing on the first loss value and the second loss value.

{80231}[00232] In a possible implementation, the third loss value is specifically obtained by
performing averaging processing on the first loss value and the second loss value.
{60232}[00233] The foregoing describes the model training method and the data processing
method provided in this application. According to the solutions provided in embodiments of this
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application, a private model is updated based on locally stored training data and knowledge learned
by a shared model in a federated learning process, so that performance of a model obtained through
training is better. It may be understood that, to implement the foregoing functions, the client side
device includes corresponding hardware structures and/or software modules for performing the
functions. A person of ordinary skill in the art should easily be aware that, in combination with the
examples described in embodiments disclosed in this specification, modules, algorithms and steps
can be implemented by hardware or a combination of hardware and computer software. Whether
a function is performed by hardware or hardware driven by computer software depends on
particular applications and design constraints of the technical solutions. A person skilled in the art
may use different methods to implement the described functions for each particular application,
but it should not be considered that the implementation goes beyond the scope of this application.
{60233}[00234] From a perspective of a hardware structure, the client side device in FIG. 8 to
FIG. 10 may be implemented by one physical device, or may be implemented by a plurality of
physical devices, or may be a logical functional module in one physical device. This is not
specifically limited in embodiments of this application. The following describes, based on the
foregoing model training method and data processing method, a client side device provided in this
application. The client side device is configured to perform the steps of the methods corresponding
to FIG. 8 to FIG. 10, or the client side device is configured to perform the steps of the method
corresponding to FIG. 10.

{602341[00235] For example, the client side device may be implemented by the computer device
in FIG. 11. FIG. 11 is a schematic diagram of a hardware structure of a client side device according
to an embodiment of this application. The client side device includes a communication interface
1201 and a processor 1202, and may further include a memory 1203.

{60235}[00236] The communication interface 1201 may use any apparatus such as a transceiver,
and is configured to communicate with another device or a communication network. In this
solution, the client side device may communicate with a server through the communication
interface 1201, for example, uploading a model or downloading a model. In a possible
implementation, the communication interface 1201 may communicate with the server by using a
technology such as the Ethernet, a radio access network (radio access network, RAN), or a wireless
local area network (wireless local area network, WLAN). In a possible implementation, with
reference to FIG. 12, when the client side device is jointly implemented by a plurality of physical
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devices, the communication interface may be considered as a transmission device. For example,
the communication interface may be considered as a computer communication device such as a
gateway, a switch, or a wireless router.

{60236}[00237] The processor 1202 includes but is not limited to one or more of a central
processing unit (central processing unit, CPU), a network processor (network processor, NP), an
application-specific integrated circuit (application-specific integrated circuit, ASIC), or a
programmable logic device (programmable logic device, PLD). The PLD may be a complex
programmable logic device (complex programmable logic device, CPLD), a field-programmable
gate array (field-programmable gate array, FPGA), generic array logic (generic array logic, GAL),
or any combination thereof. The processor 1202 is responsible for a communication line 1204 and
general processing; and may further provide various functions, including timing, peripheral
interfacing, voltage regulation, power management, and another control function.
f606237[00238] With reference to FIG. 12, when the client side device is jointly implemented by
a plurality of physical devices, the processor may be considered as an operation device, and the
processor may be considered as an operation component including the processor 1202. The
memory 1203 may be configured to store data used by the processor 1202 when the processor
1202 performs an operation.

{66238}[00239] The memory 1203 may be a read-only memory (read-only memory, ROM) or
another type of static storage device that can store static information and instructions, a random
access memory (random access memory, RAM) or another type of dynamic storage device that
can store information and instructions, or may be an electrically erasable programmable read-only
memory (electrically erasable programmable read-only memory, EEPROM), a compact disc read-
only memory (compact disc read-only memory, CD-ROM) or another compact disc storage, an
optical disc storage (including a compact disc, a laser disc, an optical disc, a digital versatile disc,
a Blu-ray disc, or the like), a magnetic disk storage medium or another magnetic storage device,
or any other medium that can be configured to carry or store expected program code in a form of
instructions or a data structure and that can be accessed by a computer. However, this is not limited
thereto. The memory may exist independently, and is connected to the processor 1202 through the
communication line 1204. Alternatively, the memory 1203 may be integrated with the processor
1202. If the memory 1203 and the processor 1202 are mutually independent components, the
memory 1203 is connected to the processor 1202. For example, the memory 1203 and the
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processor 1202 may communicate with each other through the communication line. The
communication interface 1201 and the processor 1202 may communicate with each other through
the communication line, and the communication interface 1201 may alternatively be connected to
the processor 1202 directly.

{662393[00240] The communication line 1204 may include any quantity of interconnected buses
and bridges, and the communication line 1204 links together various circuits including one or more
processors 1202 represented by the processor 1202 and a memory represented by the memory
1203. The communication line 1204 may further link various other circuits such as a peripheral
device, a voltage stabilizer, and a power management circuit. These are well known in the art, and
therefore are not further described in this specification.

{6062403[00241] In a specific implementation, the client side device may include a memory,
configured to store computer-readable instructions. The communication interface and the
processor coupled to the memory may be further included. The communication interface is
configured to perform step 900, step 901, step 903, and step 909 in the embodiment corresponding
to FIG. 8. The processor is configured to execute the computer-readable instructions in the memory,
to perform step 904 to step 908 in the embodiment corresponding to FIG. 8.

{606241}[00242] In a specific implementation, the client side device may include a memory,
configured to store computer-readable instructions. The communication interface and the
processor coupled to the memory may be further included. The communication interface is
configured to perform step 1011, step 1003, step 1005, and step 1011 in the embodiment
corresponding to FIG. 9. The processor is configured to execute the computer-readable instructions
in the memory, to perform step 1002 and step 1006 to step 1010 in the embodiment corresponding
to FIG. 9.

{662421[00243] In a possible implementation, the client side device may include a memory,
configured to store computer-readable instructions. The communication interface and the
processor coupled to the memory may be further included. The communication interface is
configured to perform step 1101 in FIG. 10, and the processor is configured to perform step 1102
in the embodiment corresponding to FIG. 10.

{6062431[00244] In this embodiment of this application, the communication interface may be
considered as a transceiver module 1401 of the client side device, the processor having a
processing function may be considered as a training module 1402 of the client side device, and the
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memory may be considered as a storage module (not shown in the figure) of the client side device.
FIG. 13 is a schematic diagram of a structure of a client side device according to an embodiment
of this application.

{662444[00245] In this embodiment of this application, the communication interface may
alternatively be considered as a transceiver module 1501 of the client side device, the processor
having a processing function may be considered as an inference module 1502 of the client side
device, and the memory may be considered as a storage module (not shown in the figure) of the
client side device. FIG. 14 is a schematic diagram of a structure of another client side device
according to an embodiment of this application.

{60245}[00246] FIG. 12 is a schematic diagram of a possible application scenario of a solution
according to an embodiment of this application. Data of an enterprise is of great potential value.
However, for privacy purposes, data cannot be simply exchanged between enterprises. In addition,
data distribution of different enterprises usually varies greatly. To resolve these problems,
enterprises join the federated learning system to build a model together. Each enterprise may be
considered as having a client side device, and the client side device may be understood as one
device or a combination of a plurality of devices. For example, with reference to FIG. 12, the client
side device may include an operation device and a transmission device. For a process performed
by the operation device, refer to the processor mentioned above for understanding. For a process
performed by the transmission device, refer to the communication interface mentioned above for
understanding. Details are not described herein again. For an interaction process between each
client side device and the server, refer to the embodiments corresponding to FIG. 8 and FIG. 9 for
understanding. Details are not described herein again.

{6062461[00247] It should be understood that the foregoing is merely an example provided in
embodiments of this application. In addition, the client side device may have more or fewer
components than shown components, may combine two or more components, or may have
different component configurations.

{6062474[00248] All or some of the foregoing embodiments may be implemented through
software, hardware, firmware, or any combination thereof. When software is used to implement
embodiments, all or some of embodiments may be implemented in a form of a computer program
product.

{606248}[00249] The client side device provided in embodiments of this application may be a chip.
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The chip includes a processing unit and a communication unit. The processing unit may be, for
example, a processor, and the communication unit may be, for example, an input/output interface,
a pin, or a circuit. The processing unit may execute computer-executable instructions stored in a
storage unit, to enable the chip to perform the model training method described in the embodiment
shown in FIG. 8 or FIG. 9. In another possible implementation, the chip is enabled to perform the
data processing method described in the embodiment shown in FIG. 10. Optionally, the storage
unit is a storage unit in the chip, for example, a register or a buffer. Alternatively, the storage unit
may be a storage unit in a wireless access device but outside the chip, for example, a read-only
memory (read-only memory, ROM), another type of static storage device that can store static
information and instructions, or a random access memory (random access memory, RAM).
{86062491[00250] _Specifically, the processing unit or the processor may be a central processing unit
(central processing unit, CPU), a network processor (neural-network processing unit, NPU), a
graphics processing unit (graphics processing unit, GPU), a digital signal processor (digital signal
processor, DSP), an application-specific integrated circuit (application-specific integrated circuit,
ASIC), a field programmable gate array (field programmable gate array, FPGA), another
programmable logic device, a discrete gate, a transistor logic device, a discrete hardware
component, or the like. The general-purpose processor may be a microprocessor or any regular
processor or the like.

f06062503[00251] Specifically, FIG. 15 is a schematic diagram of a structure of a chip according to
an embodiment of this application. The chip may be represented as a neural-network processing
unit NPU 160. The NPU 160 is mounted to a host CPU (Host CPU) as a co-processor, and the host
CPU allocates a task. A core part of the NPU is an operation circuit 1603, and a controller 1604
controls the operation circuit 1603 to extract matrix data in a memory and perform a multiplication
operation.

f66251}[00252] In some implementations, the operation circuit 1603 includes a plurality of
processing engines (processing engines, PES) inside. In some implementations, the operation
circuit 1603 is a two-dimensional systolic array. The operation circuit 1603 may alternatively be a
one-dimensional systolic array or another electronic circuit capable of performing mathematical
operations such as multiplication and addition. In some implementations, the operation circuit
1603 is a general-purpose matrix processor.

f606252}[00253] For example, it is assumed that there is an input matrix A, a weight matrix B, and
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an output matrix C. The operation circuit fetches data corresponding to the matrix B from a weight
memory 1602, and buffers the data on each PE in the operation circuit. The operation circuit
fetches data of the matrix A from an input memory 1601 to perform a matrix operation on the
matrix B, to obtain a partial result or a final result of the matrix, which is stored in an accumulator
(accumulator) 1608.

{60253}[00254] A unified memory 1606 is configured to store input data and output data. The
weight data is directly transferred to the weight memory 1602 by using a direct memory access
controller (direct memory access controller, DMAC) 1605. The input data is also transferred to the
unified memory 1606 by using the DMAC.

{802541[00255] A bus interface unit (bus interface unit, BIU) 1610 is configured to interact with
the DMAC and an instruction fetch buffer (Instruction Fetch Buffer, IFB) 1609 through an AXI
bus.

f606255}[00256] The bus interface unit (bus interface unit, BIU) 1610 is used by the instruction
fetch buffer 1609 to obtain instructions from an external memory, and is further used by the direct
memory access controller 1605 to obtain original data of the input matrix A or the weight matrix
B from the external memory.

f6062561[00257] The DMAC is mainly configured to transfer input data in the external memory
DDR to the unified memory 1606, transfer weight data to the weight memory 1602, or transfer
input data to the input memory 1601.

{6625A[00258] A vector calculation unit 1607 includes a plurality of operation processing units.
If required, further processing is performed on an output of the operation circuit, for example,
vector multiplication, vector addition, an exponential operation, a logarithmic operation, or size
comparison. The vector calculation unit 1607 is mainly configured to perform network calculation
at a non-convolutional/fully connected layer in a neural network, for example, batch normalization
(batch normalization), pixel-level summation, and upsampling on a feature plane.
{60258}[00259] _In some implementations, the vector calculation unit 1607 can store a processed
output vector in the unified memory 1606. For example, the vector calculation unit 1607 may
apply a linear function or a non-linear function to the output of the operation circuit 1603, for
example, perform linear interpolation on a feature plane extracted at a convolutional layer. For
another example, the linear function or the non-linear function is applied to a vector of an
accumulated value to generate an activation value. In some implementations, the vector calculation
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unit 1607 generates a normalized value, a pixel-level summation value, or both. In some
implementations, the processed output vector can be used as an activation input to the operation
circuit 1603, for example, to be used in a subsequent layer in the neural network.

{60259}[00260] The instruction fetch buffer (instruction fetch buffer) 1609 connected to the
controller 1604 is configured to store instructions used by the controller 1604.

{662601[00261] The unified memory 1606, the input memory 1601, the weight memory 1602,
and the instruction fetch buffer 1609 are all on-chip memories. The external memory is private for
a hardware architecture of the NPU.

f606261}[00262] An operation at each layer in a recurrent neural network may be performed by
the operation circuit 1603 or the vector calculation unit 1607.

{606262}[00263] The processor mentioned anywhere above may be a general-purpose central
processing unit, a microprocessor, an ASIC, or one or more integrated circuits configured to
control program execution of the method in FIG. 8 or FIG. 9, or in another possible implementation,
an integrated circuit configured to control program execution of the method in FIG. 10.
{66263}[00264] In addition, it should be noted that the described apparatus embodiment is merely
an example. The units described as separate parts may or may not be physically separate, and parts
displayed as units may or may not be physical units, may be located in one position, or may be
distributed on a plurality of network units. Some or all the modules may be selected based on
actual needs to achieve the objectives of the solutions of embodiments. In addition, in the
accompanying drawings of the apparatus embodiments provided in this application, connection
relationships between modules indicate that the modules have communication connections with
each other, which may be specifically implemented as one or more communication buses or signal
cables.

{662641[00265] Based on the descriptions of the foregoing implementations, a person skilled in
the art may clearly understand that this application may be implemented by software in addition
to necessary universal hardware, or by dedicated hardware, including a dedicated integrated circuit,
a dedicated CPU, a dedicated memory, a dedicated component, and the like. Generally, any
functions that can be performed by a computer program can be easily implemented through
corresponding hardware. Moreover, a specific hardware structure used to achieve a same function
may be in various forms, for example, in a form of an analog circuit, a digital circuit, or a dedicated
circuit. However, as for this application, software program implementation is a better
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implementation in most cases. Based on such an understanding, the technical solutions of this
application essentially or the part contributing to the conventional technology may be implemented
in a form of a software product. The computer software product is stored in a readable storage
medium, such as a floppy disk, a USB flash drive, a removable hard disk, a read-only memory
(read-only memory, ROM), a random access memory (random access memory, RAM), a magnetic
disk, or an optical disc of a computer, and includes several instructions for instructing a computer
device (which may be a personal computer, a server, a network device, or the like) to perform the
methods described in embodiments of this application.

f606265}[00266] All or some of the foregoing embodiments may be implemented through
software, hardware, firmware, or any combination thereof. When software is used to implement
embodiments, all or some of embodiments may be implemented in a form of a computer program
product.

{6062661[00267] An embodiment of this application further provides a computer-readable storage
medium. The computer-readable storage medium stores a program used to train a model. When
the program runs on a computer, the computer is enabled to perform the steps in the method
described in the embodiment shown in FIG. 8 or FIG. 9.

{662674[00268] An embodiment of this application further provides a computer-readable storage
medium. The computer-readable storage medium stores a program used for data processing. When
the program runs on a computer, the computer is enabled to perform the steps in the method
described in the embodiment shown in FIG. 10.

{66268}[00269] An embodiment of this application further provides a digital processing chip. A
circuit and one or more interfaces that are configured to implement the processor or a function of
the processor are integrated into the digital processing chip. When a memory is integrated into the
digital processing chip, the digital processing chip may complete the method steps in any one or
more of the foregoing embodiments. When a memory is not integrated into the digital processing
chip, the digital processing chip may be connected to an external memory through a
communication interface. The digital processing chip implements, based on program code stored
in the external memory, actions performed by the client side device in the foregoing embodiments.
{662693[00270] _An embodiment of this application further provides a computer program product.
The computer program product includes one or more computer instructions. When the computer
program instructions are loaded and executed on the computer, the procedure or functions

50



10

15

20

25

30

according to embodiments of this application are all or partially generated. The computer may be
a general-purpose computer, a dedicated computer, a computer network, or another programmable
apparatus. The computer instructions may be stored in a computer-readable storage medium or
may be transmitted from a computer-readable storage medium to another computer-readable
storage medium. For example, the computer instructions may be transmitted from a website,
computer, server, or data center to another website, computer, server, or data center in a wired (for
example, a coaxial cable, an optical fiber, or a digital subscriber line (DSL)) or wireless (for
example, infrared, radio, or microwave) manner. The computer-readable storage medium may be
any usable medium accessible to a computer, or a data storage device, such as a server or a data
center, integrating one or more usable media. The usable medium may be a magnetic medium (for
example, a floppy disk, a hard disk, or a magnetic tape), an optical medium (for example, a DVD),
a semiconductor medium (for example, a solid state disk Solid State Disk (SSD)), or the like.
f662703[00271] A person of ordinary skill in the art may understand that all or a part of the steps
of the methods in embodiments may be implemented by a program instructing relevant hardware.
The program may be stored in a computer-readable storage medium. The storage medium may
include: a ROM, a RAM, a magnetic disk, or an optical disc.

f806274}[00272] The model training method, the data processing method, and the related device
provided in embodiments of this application are described in detail above. The principle and the
implementation of this application are described in this specification by using specific examples.
The descriptions about the embodiments are merely provided to help understand the method and
the core idea of this application. In addition, a person of ordinary skill in the art makes variations
to the specific implementations and the application scope based on the idea of this application.
Therefore, the content of this specification shall not be construed as a limitation on this application.
{66272}[00273] _In the specification, claims, and the accompanying drawings of this application,
the terms "first”, "second", and the like are intended to distinguish between similar objects but do
not necessarily indicate a specific order or sequence. It should be understood that the data termed
in such a way is interchangeable in proper circumstances, so that embodiments described herein
can be implemented in other orders than the order illustrated or described herein. The term "and/or"
in this application describes only an association relationship between associated objects and
indicates that three relationships may exist. For example, A and/or B may represent the following
three cases: Only A exists, both A and B exist, and only B exists. In addition, the character "/" in
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this specification generally indicates an "or" relationship between the associated objects. Moreover,
the terms "including”, "having", and any other variants thereof are intended to cover non-exclusive
inclusion, for example, a process, method, system, product, or device that includes a series of steps
or modules is not necessarily limited to those steps or modules that are clearly listed, but may
include other steps or modules that are not clearly listed or that are inherent to such a process,
method, product, or device. Names or numbers of steps in this application do not mean that the
steps in the method procedure need to be performed in a time/logical sequence indicated by the
names or numbers. An execution sequence of the steps in the procedure that have been named or
numbered can be changed based on a technical objective to be achieved, provided that same or
similar technical effects can be achieved. Division into the modules in this application is logical
division. In actual application, there may be another division manner. For example, a plurality of
modules may be combined or integrated into another system, or some features may be ignored or
not performed. In addition, the displayed or discussed mutual coupling or direct coupling or
communication connection may be performed through some ports, and the indirect coupling or
communication connection between modules may be in an electrical form or another similar form.
This is not limited in this application. In addition, modules or sub-modules described as separate
components may be or may not be physically separated, or may be or may not be physical modules,
or may be allocated to a plurality of circuit modules. Objectives of the solutions of this application

may be achieved by selecting some or all of the modules based on actual requirements.
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CLAIMS

1. A model training method, wherein the method is applicable to a machine learning system,
the machine learning system comprises a server and at least two client side devices, a first client
side device is any one of the at least two client side devices, and the method comprises:

receiving a first shared model sent by the server;

outputting a first prediction result for a data set through the first shared model;

obtaining a first loss value based on the first prediction result;

outputting a second prediction result for the data set through a first private model of the first
client side device;

obtaining a second loss value based on the second prediction result; and

performing combination processing on the first loss value and the second loss value to obtain
a third loss value, wherein the third loss value is used to update the first private model.

2. The method according to claim 1, wherein the first shared model and the first private model
share a feature extraction model.

3. The method according to claim 2, wherein before the first shared model is received, the

first client side devicefirst-terminal-device stores a second private model; and the method further

comprises:

updating a feature extraction model of the second private model based on the feature
extraction model of the first shared model, to obtain the first private model.

4. The method according to any one of claims 1 to 3, wherein the third loss value is further
used to update the first shared model to obtain a second shared model; and the method further
comprises:

sending the second shared model to the server, wherein the second shared model is used by
the server to update the first shared model.

5. The method according to any one of claims 1 to 4, wherein the first loss value comprises
at least one of a cross-entropy loss value and a mutual distillation loss value, and the second loss
value comprises at least one of a cross-entropy loss value and a mutual distillation loss value.

6. The method according to any one of claims 1 to 5, wherein the data set comprises a first

data set requiring privacy protection and a second data set not requiring privacy protection;
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the outputting a first prediction result for a data set through the first shared model comprises:

outputting the first prediction result for the second data set through the first shared model,
and

the outputting a second prediction result for the data set through a first private model of the
first client side device comprises:

outputting the second prediction result for the first data set and the second data set through
the first private model.

7. The method according to any one of claims 1 to 6, wherein the performing combination
processing on the first loss value and the second loss value to obtain a third loss value comprises:

performing weighting processing on the first loss value and the second loss value to obtain
the third loss value.

8. The method according to claim 7, wherein the performing weighting processing on the first
loss value and the second loss value to obtain the third loss value comprises:

performing averaging processing on the first loss value and the second loss value to obtain
the third loss value.

9. A data processing method, wherein the method is applicable to a machine learning system,
the machine learning system comprises a server and at least two client side devices, a first client
side device is any one of the at least two client side devices, and the method comprises:

obtaining to-be-processed data; and

processing the to-be-processed data based on a target model stored in the first client side
device, to obtain a prediction result, wherein the target model is obtained by updating a first private
model based on a third loss value, the third loss value is obtained by performing combination
processing on a first loss value and a second loss value, the first loss value is obtained based on a
first prediction result, the first prediction result is a prediction result that is output by a first shared
model for a data set, the first shared model is obtained from the server, the second loss value is
obtained based on a second prediction result, and the second prediction result is a prediction result
that is output by the first private model for the data set.

10. The method according to claim 9, wherein the first shared model and the first private
model share a feature extraction model.

11. The method according to claim 10, wherein before receiving the first shared model, the

first client side devicefirst-terminal-device stores a second private model, and the first private
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model is obtained by updating a feature extraction model of the second private model based on the
feature extraction model of the first shared model.

12. The method according to any one of claims 9 to 11, wherein the third loss value is further
used to update the first shared model to obtain a second shared model, and the second shared model
is sent to the server to enable the server to update the first shared model.

13. The method according to any one of claims 9 to 12, wherein the first loss value comprises
at least one of a cross-entropy loss value and a mutual distillation loss value, and the second loss
value comprises at least one of a cross-entropy loss value and a mutual distillation loss value.

14. The method according to any one of claims 9 to 13, wherein the data set comprises a first
data set requiring privacy protection and a second data set not requiring privacy protection, the
first prediction result is a prediction result that is output by the first shared model for the second
data set, and the second prediction result is a prediction result that is output by the first private
model for the first data set and the second data set.

15. The method according to any one of claims 9 to 14, wherein the third loss value is obtained
by performing weighting processing on the first loss value and the second loss value.

16. The method according to claim 15, wherein the third loss value is specifically obtained
by performing averaging processing on the first loss value and the second loss value.

17. A client side device, wherein the client side device is applicable to a machine learning
system, the machine learning system comprises at least two client side devices, and a first client
side device is any one of the at least two client side devices, and comprises a transceiver module
and a training module, wherein

the transceiver module is configured to receive a first shared model sent by a server; and

the training module is configured to:

output a first prediction result for a data set through the first shared model;

obtain a first loss value based on the first prediction result;

output a second prediction result for the data set through a first private model of the first client
side device;

obtain a second loss value based on the second prediction result; and

perform combination processing on the first loss value and the second loss value to obtain a
third loss value, wherein the third loss value is used to update the first private model.

18. The client side device according to claim 17, wherein the first shared model and the first
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private model share a feature extraction model.
19. The client side device according to claim 18, wherein before receiving the first shared

model, the first client side devicefirstterminal-device stores a second private model, and the

training module is further configured to:

update a feature extraction model of the second private model based on the feature extraction
model of the first shared model, to obtain the first private model.

20. The client side device according to any one of claims 17 to 19, wherein the third loss
value is further used to update the first shared model to obtain a second shared model, and the
transceiver module is further configured to:

send the second shared model to the server, wherein the second shared model is used by the
server to update the first shared model.

21. The client side device according to any one of claims 17 to 20, wherein the first loss value
comprises at least one of a cross-entropy loss value and a mutual distillation loss value, and the
second loss value comprises at least one of a cross-entropy loss value and a mutual distillation loss
value.

22. The client side device according to any one of claims 17 to 21, wherein the data set
comprises a first data set requiring privacy protection and a second data set not requiring privacy
protection;

the training module is specifically configured to output the first prediction result for the
second data set through the first shared model; and

the training module is specifically configured to output the second prediction result for the
first data set and the second data set through the first private model of the first client side device.

23. The client side device according to any one of claims 17 to 22, wherein the training
module is specifically configured to:

perform weighting processing on the first loss value and the second loss value to obtain the
third loss value.

24. The client side device according to claim 23, wherein the training module is specifically
configured to:

perform averaging processing on the first loss value and the second loss value to obtain the
third loss value.

25. A client side device, wherein the client side device is applicable to a machine learning
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system, the machine learning system comprises at least two client side devices, and a first client
side device is any one of the at least two client side devices, and comprises:

an obtaining module, configured to obtain to-be-processed data; and

an inference module, configured to process the to-be-processed data based on a target model
stored in the client side device, to obtain a prediction result, wherein the target model is obtained
by updating a first private model based on a third loss value, the third loss value is obtained by
performing combination processing on a first loss value and a second loss value, the first loss value
i obtained based on a first prediction result, the first prediction result is a prediction result that is
output by a first shared model for a data set, the first shared model is obtained from the server, the
second loss value is obtained based on a second prediction result, and the second prediction result
is a prediction result that is output by the first private model for the data set.

26. A machine learning system, wherein the machine learning system comprises a server and
at least two client side devices, and the first client side device is any one of the at least two client
side devices;

the server is configured to send a first shared model to the first client side device; and

the first client side device is configured to:

output a first prediction result for a data set through the first shared model;

obtain a first loss value based on the first prediction result;

output a second prediction result for the data set through a first private model of the first client
side device;

obtain a second loss value based on the second prediction result; and

perform combination processing on the first loss value and the second loss value to obtain a
third loss value, wherein the third loss value is used to update the first private model.

27. A client side device, comprising:

a memory, configured to store computer-readable instructions; and

further comprising a processor coupled to the memory, configured to execute the computer-
readable instructions in the memory to perform the method according to any one of claims 1 to 8.

28. A client side device, comprising:

a memory, configured to store computer-readable instructions; and

further comprising a processor coupled to the memory, configured to execute the computer-
readable instructions in the memory to perform the method according to any one of claims 9 to 16.
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29. A computer-readable storage medium, wherein the computer-readable storage medium
stores instructions, and when the instructions are run on a computer apparatus, the computer
apparatus is enabled to perform the method according to any one of claims 1 to 8.

30. A computer-readable storage medium, wherein the computer-readable storage medium
stores instructions, and when the instructions are run on a computer apparatus, the computer
apparatus is enabled to perform the method according to any one of claims 9 to 16.

31. A computer program product, wherein when the computer program product runs on a
computer, the computer is enabled to perform the method according to any one of claims 1 to 8.

32. A computer program product, wherein when the computer program product runs on a
computer, the computer is enabled to perform the method according to any one of claims 9 to 16.

33. A chip, wherein the chip is coupled to a memory, and is configured to execute a program
stored in the memory, to perform the method according to any one of claims 1 to 8.

34. A chip, wherein the chip is coupled to a memory, and is configured to execute a program

stored in the memory, to perform the method according to any one of claims 9 to 16.
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