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2 of keys or the like, a securer algorithmetc. is to
be inplenmented. In such a case, it may happen that
different algorithns are inplenmented by devices, and
there has been a problem in that authentication and
key sharing cannot be perforned between such devices
i mpl enent i ng diEdghisleTitansihiipor fot RAT/TPas04/@f8gred to
above. Also, since different 5 cryptographic
algorithnms are provided by each manufacturer or the
like fora market etc., there has been a problemin

that authentication and har.i cannot be
performed between deviéEE&Pﬁ§%gw§ﬁfing such di fferent
al gorithnms. Moreover, there has been a problemin that
when the security (safety) is not being naintained
any nore, a securer algorithmis to be inplenented as
ment i one AUABBRAETICAIEIN DEM Clfia g UTISEINTIG ATINGCBEWI@Rer e
- the existent systens and devi ces becone unusabl e by
i mpl ementing a nAWNRADIHENTICHISNGWdETIIGRal |y, there
has been a problemin that even if a nore
sophi sticated algorithm is to be devised in the
future, the algorithmcannot be applied to the device
i.ch_h been wused. 15 It is an object of the
Ibg&@?%ﬁFﬂfnvention to resol ve probl ens such as
inmpossibility to performthe authentication due to
di 1Pt ipfention reldtbetd 2t gohéntioreed device sr anatihenticating device.
obj ect of the present invention to allow a system and
Al@rd¢ivelyetht presenteinfentdpatatds @o e emthahgmtial nt gy fok W& forming an
has been nade unusabl e due to breaking of the :
authbigRaiibhBetweén thBGuthbhfatit®dEHIL 8 the 4 hén%ic?ﬁc?h&% :
obj ect of the present invention to reduce e rirsk of
decrease in security due to breaking of the algorithm
or the like, by allowing a systemand a device to
Baremai rkabl e. Additionally, it is another object of
T%ﬂ??ﬁﬁ nt invention to reduce the chances of
inval id decryption being perfornmed by eavesdroppi ng
etWhen yugr emoynpeastam sehaces édsutifitagion (authentication) is performed to

identify whether the user is a valid user qualified to enjoy the service, and key sharing is
performed for cryptographic communication. One type of cryptographic algorithm is
used in cryptographic communication, and authentication and key sharing cannot be
performed between devices implementing different algorithms.

Further, there is a reference describing a communication system wherein a plurality of
protocols for cryptographic technology application can be employed (JP10-304333).

Additionally, there are references describing technologies utilizing a plurality of
algorithms (JP2000-151578, JP5-227152). |

As stated above, conventionally, one kind of cryptographic algorithm has been used
in cryptographic communication, therefore, when the algorithm is found to be vulnerable

or is broken, or when security (safety) with data encryption cannot be held dué to leakage
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25 3 Disclosure of the Invention There is provided

according to one aspect of the present invention an

aut henticated device includisng: a nmenory unit to

store at least one algorithmidentifier and at | east

one encryption 5 key identifier; a transmtting unit
ofkeystardhes hiet, a sévarataldoenlsh etn talbg anplthentbdie Maishiles capdt may

the at | east one encryption key identifier stored by

happed tHRBFf e Aldorititnddte %ﬁl@ﬁ@ﬁt%@ﬁ%h&%e@eﬂ\ﬁh(ﬁém as been a problem
receiving unit to receive fromthe authenticating

. j : SChi algorith identifier and. a, .
in 80 e B R0 87 i Sl B et beSrest S devis
. aﬁnn .thggt | east one 10 algorithmidentifier and
impifpenting uident 3poriEes: ppfsigreddeyabpientAlsa, since diffesmt t t ed
by the transmtting unit; and an authentication
cryptagremd algorithing ategrpedédbyreah nantihemntdr oatliclikefoos Batket etc.,
with the authenticating device, based on the
theps BEWebibe PFrodle@Ohi thithutidantdibh ahd hmf%]@inﬁépﬁé hrmed
encryption key identifier received by the recelVving
i ot I tores at |east one
bmﬂ?g%??%%ﬁ?ﬁ@%ﬂ?ﬁgggpaénE a%yﬁgéé one encryption key
identifier in such a ner that one algorithm_. _
| daficbyireihelstha® B EHEPIEL o obel Wy ety ety s not being
pai.red as one profile; the transmtting unit
maniaRes Ay gnore, @ seeweralgdrathm is &t benignpitendnted, astnimmtiaed dase, which
one algorithm identifier and the at |east one
magresny ptd cmse kiyrei the atistbhtesysieing bedlddiycel becom fudabiélby i n
such a 20 manner that one algorithmidentifier and

ImpldienBing b B 2o rikiRY eicdent i fier are paired as one
profile; the receiving unit receives, fromthe

i i ' i bed al i t. o
L o BB i Rt st

. ddentifier ired as a prescribed profile, anpn
1s to be devised in thg ?uture, the algorﬁi;m cannot be agph'ed to the device %vhich has been

used.

It is an object of the present invention to resolve problems such as impossibility to

- perform the authentication due to difference of installed algorithms'.

It is another object of the present invention to allow a system and a device to remain
operable even when an algorithm has been made unusable due to breaking of the algorithm

or the like,

Further, it is another object of the present invention to reduce the risk of decrease in
security due to breaking of the algorithm or the like, by allowing a system and a device to

remain workable.

Additionally, it is another object of the present invention to reduce the chances of

invalid decryption being performed by eavesdropping etc., and to improve the security.
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the at | east one algorithmidentifier and the at | east
one encryption key identifier 25 transmtted by the
transmtting unit; and 4 the @authentication processing
unit perforns the authentication process with the
aut henticating device, based on the prescribed
Ditlgaure ofitheilareentivfii er and the prescribed encryption key
identifier paired as the prescribed profile received
by ThB@ i§ ee1dél Rtcdiing to oCehbd 3P ale! esehpﬁvéﬁ%ﬂﬁ EM aﬁtﬂéﬁtlcated
further stores a version identifier to 1dentif
m%ﬁ%%k .Iindicating a set in such a manner that one
‘med from at |east one algorithm
corre onding to the at |east one algorithmidentifier
st BIEgLoTY it ?Or AR Sﬁtaﬁtrfgle@taoeﬂtna ideneker apd ahlspgt vse enpsyption
version identifier stored by the memory unit to the
k@ﬁ@kﬁ@ﬁ@tcatlng devi ce; the receiving unit further
recei ves, fromthe authenticating device, the

pr e&@ﬁsinlilﬂﬁlg ultge tiahdin QN dat BE afRLTRS RRAGHSD And thedit least one
prescribed al gorithmanong the at 1east one 10

ensaggﬁczxt téigggé .ﬂsreh't; tﬁ@&eﬁlgg) tS%n%}ﬂ%htth‘?ca}’lﬁé ﬁééxg&f com

e ve SI on 1 ransm

e transnttt n nit n he a t henti cati on
pr %E%S’Mdmﬁﬁt’t ﬁ’thWéTi 3‘&@}% iating, e‘atleﬁ Wéflﬁﬁ‘if%@ plgprithm

process with the authenti cat |@ge devi ce, based on the
Ideﬁtlﬁer@m Bedesaripst euckptipa &y identiffer,rseloeted dpnbymongethe at least one
receiving unit and on a prescribed encryption key

"L

algodithm identeffer pad thedht WattorelkaciyprackdytidehtifitbtralsgMidd hinthe

identifier. Furthernore, there is provided another

trapSHiRGk @t /¥ present invention an authenticating
device including: a nenory unit to store at |east one

aldﬁl 'tlielﬂmdtﬂgg’% JGIS&E l?l’ﬂptoajﬁlféble@%%l 811&%1&1@0%5%% EJEOC(F)SE i et¥1e

are Ivin

. al. ithmidentifier a t ast one encryption
R ot B e G B P g G prescrved
selecting unit to select a prescribed algorithm

enqrggionikey eentibier racepredhyrtheredeiwng uyist i on

Further, the memory unit stores at least one algorithm identifier and at least one
encryption key identifier in such a manner that one algorithm identifier and one encryption
key identifier are paired as one profile;

the transmitting unit transmits, to the authenticating device, the at least one algorithm
identifier and the at least one encryption key identifier stored by the memory unit in such a
manner that one algorithm identifier and one encryption key identifier are paired as one
profile;

the receiving unit receives, from the authenticating device, the prescribed algorithm
identifier and the prescribed encryption key identifier paired as a prescribed profile, among
the at least one algorithm itientiﬁer and the at least one encryption key identifier

transmitted by the transmitting unit; and
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key identifier to be stored by the nmenory unit from

anong the at |east one algorithm identifier and the

at | east one encryption key igentifier received by the

receiving unit, when 25 the at |east one algorithm
~identifier and the at | east one encryption key

i démtauttieaticasibo pestelynghurit i fFBADHE authchti®Xibs brorRREH the

at | east one algorithmidentifier and the at |east one

 aufRE6ABh ] ABvikE Baded DRithd hREcrleg &l \Sﬁﬁmp%ﬁeé r %&ﬂex)ﬁggrgaed

unit; a transmtting unit to transm € presc

' identifier and the prescribed ncy ypti.on ,
enéﬁg‘qéﬂd‘é%{?fi‘?‘}q‘??f Beitet op Db RpgsCPhes rgpilecernvgd paithe fgeitipg unic.
auégggti cated device; and 5 an authentication _
pr enally, thememogy peit fusthar spwes atviesinni idertifiontopdentiss version
~with the authenticated device, based on the
indicading pistted sedhgpombitentad end ek issformaatirbmat Rag HaE hipetthm
encryption key identifier transmtted by the

rcoﬁés’pﬁﬁdﬂiﬁ td 14 ol Rlakt-onE WIgbRiflm idehRShd fB%cI}f ftm5ns1§1§t9ﬁ§§m@ﬁﬂher

| east one profile identifier to 1denti'fy at |east one

| [ L epy: jthmidentifi,er anopg,the at
ol 8 v R ARG W BT e B 1o VPR Ee i

key identifier. apong the at | east one encryption key

| R FSCF VI U SR gV AfE0Th Shec R oA o Yiek Sl rsscabed

| east _one profile identifier fromthe authenticated
alggthpcidentifien eoespendingity aipriescribed elgbsithm amesctht belast one

profile identifier to be stored by the nmenory unit
algbrithm farming thd et aididaedHy B GerPibR ideh8fid gt fveRion identifier
received by the receiving unit, when the at |east one

traiiftdd BohdBMrhdshffing LRESHq0Y the menory unit exists
anong the at | east one 15 profile identifier received

b Lving unit: the transmttin nit transmts,
¢ eIt Moding Lok BEeT PET s hC bR ionmaoeess wih the
electing unit to the authenticated device; and the

a“tg‘?ﬂlﬁaé%i Yicp-oinsest ot s presgribad alsqyahnddentifienreceived by the

authentication process with the authenticated device,
recgigng ynip and piea pressiiradizacryptigokdt identiféepaiicdiveith tho grdsbigbed

prescribed 20 encryption key identifier paired by a
algqritmdddninigick. profil e identified by the prescribed

profile identifier transmtted by the transmtting

UPlithermore, there is provided another aspect of the present invention an

ol

authenticating device including:

a memory unit to store at least one algorithm identifier and at least one encryption
key identifier;

a receiving unit to receive at least one algorithm identifier and at least one encryption
key identifier from an authenticated device;

a selecting unit to select a prescribed algorithm identifier and-a prescribed encryption
key identifier to be stored by the memory unit from among the at least one algorithm
identifier and the at least one encryption key identifier received by the receiving unif, when

the at least one algorithm identifier and the at least one encryption key identifier stored by




Additionally, the nmenory unit further stores a version

identifier to identify a version of a set in such a

manner that one set is forned fromat | east one

al gorithm corresponding to the at |east one algorithm

identifier stored; 25 the receiving unit receives a
theymemory wsidexist amibng tHede teabtf dreraldorithim ideat il tahe el € fagith

device; the selecting unit further selects the

enbi B kAlertifPebdiD bykBpkideivaly Gf T esponding to one

algorithmin the set i'ndicated by the version

id i fi. .th rescri bed .version identifier )
- of Bebhififhe Wisa FrallaC i g P b i flm ieiflicap i prescribed
unit further transmts the prescribed algorithm
engIyRiRN Kyddentifipiorelcstediby the seicckiag auit tnge anthenticated device; and
aut henti cat ed device; and the authentication
5 pr acaskdntigationi prodessingexit fpepe fonmEn tabthemtidatiempiocadsiveirh the
process with the authenticated device, based on the

aufhe@satddurRdica| asdd vk beRRkhd BforkiA RRMifidedd M oﬁﬁ ribed

transmtting unit and on a prescribed encrypti ey
i iifd i i cribed. 10 al gorithm
em:‘rg@% I{éygéenagﬁt%ﬁ%ﬁfﬂﬁ% ?éjwﬁ%gé%%?{%m PB%i ded accor di ng
ﬁgﬁﬁﬁﬁthﬁé aspect .of the invention an authenticating
LithoPEY A mitStqres altleqst apgsprofile; idetifiercty ideptily at feast one
transmt, froman authenticated device storing a
profiley wdieraby co¢ algatithor idetiifier dwnng fhieett Lastroie algotitmaidentyfiepfand
encryption key identifiers, to an authenticating 15

10 ondencrypeion kirg idehtified hinoyg ee Allaer driclumchpam kdyl igémifRNgelpaRed;
plurality of encryption key identifiers stored; a

f ithSteckRBB it RELeRLER: b4t gﬁ% Efé)\ﬁgﬁ ﬁigﬁ]ﬂé% ?Bﬁgbé YutBinticated device;

algorithmiidentifiers an urali encryption
50 AL DL FRL P T B LD B8 B erory
unif’ él?hea?‘x%c{ng ﬁ%%geag%%ﬁo : géfltn? @e@%tﬁg ?pc%gg]%rljntit? \rarr]hen the
| af ltlaa(gte glgel I:T;rloglre;identiﬁer stored by the memory unit exists among the at least one
15  profile identifier received by the receiving uﬁjt;
the transmitting unit transmits the prescribed profile identifier selected by the
selecting unit to the authenticated device; and
the authentication processing unit performs the authentication process with the
authenticated device, based on the prescribed algorithm identifier and the prescribed
20 encryption key identifier paired by a prescribed profile identified by the prescribed profile
identifier transmitted by the transmitting unit.
Additionally, the memory unit further stores a version identifier to identify a version
of a set in such a manner that one set is formed from at least one algorithm corresponding

to the at least one algorithm identifier stored;

.25 the receiving unit receives a prescribed version identifier from the authenticated
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a selecting step to select, at the authenticating
device, a prescribed algorithm identifier and a
prescri bed encryption key idegtifier to be stored by
the authenticating device fromanong the plurality of
algorithmidentifiers and the plurality of encryption
daveg; identifiers received by the receiving step, when
the at |least one algorithmidentifier and the 25 at

| edstscRBln HRhAQRIKR Y nd ?t%mribfa% g{gﬂléi{hg‘[ %ﬁﬁ?iéf IE({]-geSB(];)nding to

aut henti cati ng devi ce exi st anobn
| gorithmidentifiers and the plurali of encryptiqn
orfegidrifinl{l Pt ahe pyrianigeniipd by e pEssgribrg rsign
.,a second transmtting step to transmt the prescribed
ld%t’éﬁ‘iemﬁ?dihﬁh?ﬁcﬁémgm;the prescribed encryption
key identifier selected by the selecting step, from

t htheduenbreittingoadit fogherGratemits thetp@escliBedadlidith iidaatifier selected by
devi ce; a second receiving step to receive the ‘

thdseetihg BadAdhe afithbRPaledeRbicEi 4 and the prescribed
encryption key identifier transmtted by the second

e A R
R R RO T A

aut henti cat ed devi ce, based on the prescribed
tragsngainigtuminhand de ptpréscabedaendryphion e gslentifive gaiesiow ilptheqmescribed
key identifier received by the second receiving step.
algAdthint idem#ficky, there is provided according to another
aspect of the present invention an authenticating
et e nhdie! t‘ligr'e"igf)ro%ﬁeﬁ abddrihe t8 ngﬁﬁ@rtagﬁ&?o%g Hlvtm?tion an
evice storing a

transmt, from ah aut henticated

o]y alagorithmidentifier and at | east one
,autjggrﬁﬁgt %ﬁthﬂ%%‘:hﬁ!&% ifier, to an authenticating

ncryp
dey@;e the at least one algorithmidentifier and the

at® WELENSHHENS HER {hirusEnil pm demthanfiegted deyicedtoringrd plyrality of
receiving step to receive the at |east one algorithm
algpritbny identdiersand atphwrabiy off easyptimekeyadumtifigrs) tornk@thenticating
identifier transmitted fromthe authenticated device
devivg, tHeghfralits bf blpanmhif tentfrs and the plurality of encryption key identifiers

-stored;

a first receiving step to receive the plurality of algorithm identifiers and the plurality
of encryption key identifiers transmitted from the authenticated device by the first

transmitting step, at the authenticating device storing at least one algorithm identifier and

-at least one encryption key identifier;

a selecting step to select, at the authenticating device, a prescribed algorithm
identifier and a prescribed encryption key identifier to be stored by the authenticating
device from among the plurality of algorithm identifiers and the plurality of encryption key
identifiers received by the receiving step, when the at least one algorithm identifier and the

at least one encryption key identifier stored by the authenticating device exist among the
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20 step, at the authenticating device storing a
plurality of algorithmidentifiers and a plurality of
encryption key identifiers; arselecting step to
select, at the authenticating device, a prescribed
algorithm identifier and a prescribed encryption key

pldbiytdffalgerithnoideet ifiroarelthb phirdiiey afdnosption Ry dentifideMicesved by

fromanong the at | east one algorithmidentifier and

thé fist dceivi@Stepone encryption key 25 identifier received
by the receiving step, when at |east one of the

or “PEEA R g i Py bf P prkae P it Finan e e

%%.ggf aut henticating device exist anong the at |east
PreiEbed ShGrPHpmkeideRtier sslecipdiby the selecting step, G the authenticating

encryption key identifier received by the first
devige td Wi aythentizptedalesiecond transmitting step to transnmit
the prescribed algorithmidentifier and the 5

pr eseohdfdei@ing rste?ttb QEek@)hé ?xﬁﬁﬁﬂb@ﬂ Q{gpﬁﬁhﬁﬁt‘:ﬁﬂie@ ¥nd ﬁlt% he

sel ecting step, fromthe authenticating device to

RN AL BRI SRRy o e

receive
rescr.i bed.encrypti on key identifier transmtted by
au@ﬁ%-m é%ﬁeaacet ?tafﬁgﬁ’i"‘?‘?‘?t’r‘f@%gtd@ﬁ‘?qfa%m t he authenticating
device, at the authenticated device; and an
alAHEFicnEeation RTqnesRitasSety parfpmtap apeftinativaprocess between the
aut henti cation process between the 10 authenticating

auttienticeengadrdice laad dhet duthnticat e deviey baed ob @saste@pibbd@gorithm
prescri bed algorithm identifier and the prescribed

ideRiifidr YR tHRHrildibd AR pkibE key RIGRINS gecg%(/e{i Egt BL00MH receji_\éing

receiving step. Brief Destcription o aw ngs
ig. 1 is a diagramdescribing a structure of an
aut henti cati on system according to a first

e T AN I S—
enbodi nent. Fig. 3 is a diagramdescribing an exanple
authntigatingapethaest inglodimgni cat i on i nf or mati on

a first transmitting step to transmit, from an authenticated device storing at least one
algorithm identifier and at least one encryption key identifier, to an authenticating device,
the at least one algorithm identifier and the at least one encryption key identifier storéd;

a first receiving step to receive the at least o.ne algorithm identifier and the at least one
encryption key identifier transmitted from the authenticated device by the first transmitting
step, at the authenticating device storing a plurality of algorithm identifiers and a plurality
of encryption key identifiers;

a selecting step fo select, at the authenticating device, a prescribed algorithm
identifier and a prescribed encryption key identifier to be stored by the authenticating

device from among the at least one algorithm identifier and the at least one encryption key

identifier received by the receiving step, when at least one of the plurality of algorithm
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20 1. Fig. 4 is a diagramdescribing an exanple of a

frame of communication information 2. Fig. 5is a

di agram descri bi ng an exanpl e8 of a frane of

conmuni cation information 3. 25 Fig. 6 is a diagram
_describing an exanple of a frame of conmunication
demifligrsrang iablsag one ofthy. plurality of extirggfcarkestédantifidk migred by the

algorithmidentifiers, encryption key identifiers,

avdllegticating B vias ekibtonk Ahbdt 1&RY Snd NSt rithin8den®ifie M8 the at least one
conmuni cati on device 200 side. Fig. 8 is a diagram

d b Pl ' i i £ . encryption key
erPERED) PO B OB b BB o oM BRLE ot e
comuni cation device 100 sjde. Fig is.a diagram
ded &iopf n%&é?ﬂﬁéfﬁ&?%&%?% @q? elger @Vglﬁé‘iﬁﬂd the
according to a second enbodinent. Fig. 10 is a
prescabreherypties ey iskentifien neleaiedmnthi seledting stapt Froth the authenticating
according to the second enbodinment. 10 Fig. 11 is a
defrice wetha atithdeisa@tddaienigeanseasideBéiviagkicpdo MREROGhe prescribed
according to athird enbodinent. Fig. 12 is a

aldoieie RRAfifiI 958 El%%r@ﬂ:riﬁéﬁeﬁ%gyg)?iﬁg E%?fd&?gﬁﬁ%g%ttgd by the second

according to a fourth
wehart descri bi an_.authenticating meth .
e RO B5RChe 2B RRaSNEE, rofe aUeBREd desioy and
har d& e configuration diagram Preferred Enbodi ments
f o TAAICHIPNATPCESHRE $1AR EnparfRm apraydentieation process between the

authenticating device and the authenticated device, based on the prescribed algorithm
identifier and the prescribed encryption key identifier received by the second receiving

step.

- Brief Description of the Drawings

Fig. 1 is a diagram describing a structure of an authentication system according to a
first embodiment.

Fig. 2 is a flowchart describing an authenticating method according to the first
embodiment.

Fig. 3 is a diagram describing an example of a frame of communication information

Fig. 4 is a diagram describing an example of a frame of communication information

Fig. 5 is a diagram describing an example of a frame of communication information

Fig. 6 is a diagram describing an example of a frame of communication information
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20 Fig. | is a diagramdescribing a structure of an
aut hentication systemaccording to the first
enbodiment. In Fig. 1, the aubhentication system

i ncl udes a communi cati on device 100 as an

aut henti cati ng device and a comuni cati on device 200
4as an authenticated device. The conmmunication device
100 i ncludes an antenna 101, a contuni cati on

Pr (i@ Shis AGlidghirh dés@ﬁbmgaggﬁaﬁﬂideﬂﬂiﬁers}%% IO intHG

130, a selecting unit 1 and an 25 aut hentication

' Stel’ . co ni cati.on processi.ng, unit
IR R S Sl $99 s 8 T (i AR GRS e
transmgtting unit 112. The authentication processing
un ﬁ:{fg rf?glé a dﬂa%%éﬁgﬂbalﬁg algeriths idewiisrp cranting keniidentifigs, and
a random nunber generating unit 150, an individua
algesythms instadied ay thervomniinitatian tevigoItirsiddkey gener at i ng
unit 180, an authenticating data 1 generating unit
19Figa9ds aﬂiagi_cahh@d%&ﬂilﬁx? h B Rled fén SHREKIABo §sfemlRording to a
The 5 conmuni cati on device 200 includes an antenna
seedhl erfbde@PEAdNI cation processing unit 210, a nmenory
unit 220, a control unit 230 and an authentication
precessi.ng uni.t 296..The conmmuni cati on processin
ol 300 T ARt s rmgg At e Sl eebgograme o the second
transmtting unit 212. The authentication processing
enﬁﬁaﬁm§©6 i ncl udes an encryption processing unit 240,
a random number generating unit 250, a tenporary key
gehigr &t isrgflawnhtrt 2A8@yibimg ahQuiiehtiebing artiodgicatinglo a third
checki ng unit 290 and an authenticating data 2
enyed@ieat.i ng unit 295. The first enbodi nent describes a
case wherein wireless comuni cation is perforned
b t | catli devi ce..100 and the ..
cormEy s s AT Bl R s G el e e pegna oot
em%q#ﬁﬁ wever, it is not restricted to wireless
8 Ai-cation, and wire comunication can be
perforned instead. For example, it is possible to
cofigi hlse forvechars dessribinaian atibenticitivg vethbd@cemdiag to a fifth
roadsi de device at a store side, and the comuni cation
embedimest. 200 as an on-board device at a vehicle side in
ETC (El ectronic Toll Collection) or drive-through

etfig. A §a hdrdwar@cddfigWabioh Uigeser | bing the
aut henti cating nethod according to the first

Preferred Embodiments for Carrying Out the Invention
Embodiment 1.

Fig. 1 is a diagram describing a structure of an authentication system according to the
first embodiment. In Fig. 1, the authenticjation system includes a communication device
100 as an authenticating device and a communication device 200 as an authenticated
device. The communication device 100 inchudes an antenna 101, a communication

processing unit 110, a memory unit 120, a control unit 130, a selecting unit 160 and an

authentication processing unit 196. The communication processing unit 110 includes a
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enbodi nent. 20 The nenory unit 120 stores at | east one
algorithmidentifier, at |east one encryption key
identifier and al gorithms coripespondi ng to each
algorithmidentifier of at |east one algorithm
identifier. Further, the nmenory unit 120 stores at
repiEsg unihdl lpargifa Ilrmsnntdang uhit 12.t Olhel sdeliRhiidayion brd ceasdg 1@Hive1 96
profile whereby one algorithmidentifier of at |east

inoldesalngatiybiieh pro6&@Sinl bR 146Nka0dsn REG B%g&hagt@@ 150, an

identifier of at-l|east one encryptlon

c 20, .
indf SuaikeRbi i o 9T iRty M neerae BE Thi off e smicating
e nt|f|er al gorithms correspondi ng
o f Edferetae o TOR AP B hethrticeCnst o 2 Placbingomg 105, The
algorithmidentifier, individual keys unique to
CO&WélOlade\@@anq:l@dﬁs legysteom: 2(S pentinmgichiion @@cEssing unit 210,
encryption key identifier of at |east one encryption

a tkeyiofyd@nt220 | £Eant@dD nif2 IR MAEH dﬁﬂﬁeﬂﬂ@a’cﬁngymﬁm g il 39T The
the nmenory unit 220 stores at | east one algorithm

cohfl@lcafibe ﬁro@ékgmgtunL 935 tmchﬁiré a Fdl Vﬁ%ﬂnﬁ ?%%{ﬁl 8?%@%{81‘(%}%&1111‘[

in such a nanne one a gon
nc |dent|f|er pai.red as one profile,
218 U B n it esring Ehie 306 R BHErm GCrpiian prorgssing unit 240,
profiles. It is only necessary that at |east one of
a TelonE Bk BERAALEY WA SOes tengOTay e R genetbing onit 8f s
plurality of pairs of one algorithmidentifier and one
autbamtioating data k ehiedkétentritf 19rand ah Authitlca(ift &Ra 2QbherdGngunit 295.
part of authentication processing steps, the random

Thefirsh embodIRiBRH dbsdérits HRhde WHRPeill $ARIAL SinAutiBtBaR HyRha!
1. In S202 (Step 202), as a tranéﬁ%ttlnalstepﬁgﬁﬁé ed
betiWeBEE bk mis the. om n er
© gener atceg]hj%cuﬂ%& (riéz:\‘;r}}% 1tOrozrj:aurrb T -] lér%tatqoﬂ CURY ?681)‘516 té%
5 information 1 to t he_ conmmuni cat i on
an*%%‘%@ %‘E?fni‘ﬁ .*il TS DoiEsirigted dp PaelsseeprmppEentigng and wire
t he communi cati on deV| ce 200 is detected by the
COTERRiEAtIon £eR baperdvined inomdwi Fhr exangt, #6¢ porgibleniotconBgure the
shown in the figures, the transmtting unit 112
conmrmemeationslevibe 1 dmdoraadside device at a store side, and the communication

device 200 as an on-board device at a vehicle side in ETC (Electronic Toli Collection) or
drive-through etc.

Fig. 2 is a flowchart describing the authenticating method according to the first
embodiment.

The memory unit 120 stores at least one algorithm identifier, at least one encryption
key identifier and algorithms corresponding to each algorithm identifier of at least one
algorithm identiﬁer. Further, the memory unit 120 stores at least one profile identifier to
identify at least one profile whereby one algorithm identifier of at least one algorithm
identifier and one encryption key identifier of at least one encryption key identifier are

paired with each other.
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nunber Ito the comuni cation device 200. The

comruni cati on device 100 requests key information (a

key identifier and an al goritiamidentifier) held by

t he communi cation 20 device 200 by transmtting the

random nunber | as the comrunication information 1 to

t hd'he onemony vait 2Yhstdmgiat ka@@@e algorithinhidentiffier,ds Jeattheme encryption

comuni cation information 1 is request information to
kdyti€entiGomuinb fkiisQBrneHondRg 20 Cachl Al opidR idedfifid JTRE RhMioAS

step, the receiving unit 211 receives the random

I: : : ' Lon i-nformation .
TR igchyR: jptNANGP I M) Pl 87 R Bnikevs cormesponding to
conmuni cati on degic 2@0 determ nes that the ke ) )
eafﬁ%cmﬁforl Y {depid ?{éff af g8 ONF FRGTYREIN kep edentifien, ant 2 devige unique
identifier) held by the comruni cation device 200 is

nuirbgy e Jtusidery jhet themoryomin 220 stitrésont lehetvirealg@hinydentifier and at least
recei ving the random nunber 1 at the receiving unit

on2 EdcryptionS2f4dentiSietinRach a flanid? ehad dhd §BS i idetifier and one
processi ng steps, the random nunber ~generating unit

BRSO CHURIUISENG B of Ry e fgone

11 .nsn%{ting unit 212 transmts as comruni cation
]d?##§rq%aeﬁon 2, at least one algorithmidentifier, at

| east one encryption key identifier and the device
unitédenly 9%@%%@? atdeasyoneef thepamypunigdtion2izgices Hidandi290
random nunber 2 generated by the random nunber

cogfame p plurdity ofipairs2Bont elgbhithm tlentifisn bsdibhomcegition &eR ARntifier
as the authenticating device. Now, one algorithm '

| diarB20f i(81ep 2O 1 pach PAFEoLARKABEARR plf@déséh%ﬁéérsf R rafdBn number
paired as a set represented as a profile. The :

i cats ' ' t ai dat f th
eef AT AWl h TR O 2 NS ot a of L nber

m nunb evice uhigue nunber,

of, t of i,}.es which is.the sgnme nunper as the sets
orngig? 1568 PhEh a7 8 hRitieTera i (RO Yt fléntrfwéyms the
identifier, profile identifiers of the same nunber as
randgy numbgh b gensrated by phearndoss numbet geataigyont 1 ¥has communication
identifiers and the encryption key identifiers 15
infpaiatienl 1 4s thehenpmefidaties deden20(. iFetetynpaathenfa vehiele equipped
profile identifiers. Further, each of the profile

with dinédnirh@fidatioh laevieé 90U istdericted eRtihd LhfudffiohMRvice 100 with a

encryption key identifiers paifed as the
detecting unit not shown in the figures, the transmitting unit 112 transmits the random
number 1 to the communication device 200. The communication device 106 requests key
mnformation (a key identifier and an algorithm identifier) held by the communication
device 200 by transmitting the random number 1 as the communication information 1 to
the communication device 200. In other words, the communication information 1 is request
information to the communication device 200.

In 5203, as a receiving step, the rec_eiviqg unit 211 receives the random number 1 as

the communication information 1 transmitted by the transmitting unit 112. The

communication device 200 determines that the key information (the key identifier and the
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profiles identified by each of the profile identifiers
are such data that the identifiers are nutually
correspondent. In sum the tngnsmtting unit 212
transmts to the conmmunication device 100 as the
aut henticating device, at |east one algorithm
algatéhmiidangifier) Geldriy the cdmmsticaioa devics 900 Isaaquesigd by the
identifier stored by the nmenory unit 220 in such a
coRaiiRfatioh B&¥icOTI0 B} @O¢ilihE Mel eIk fbrBheranNf 1R Rceiving unit 211,
encryption key identifier are palred as one pro??%e.
In . r i Vi.ng.st.e a first receiving step
nE S an 2R R oA Ay BHER plBessiiegigpe e rindoh bt
conmruni catj on device 200 as the authenticated device,
sepffaling QeROeBEes & ARdRIRAYTREE 22 cont ai ni ng the random
nunber 2, the device uni que nunber, the nunber of 25
t hin pHiSf b etranmiittingisept(h drss aeesonuingstepisht henssettiag uak 212
| east one profile identifier of the same 13 nunber as

trahbrityasdaimaficatibs in¥6:Matibe 2, 238t Sle AIEAXhmMABGLREI Y 1?5&9 Ghe

identifier and at | east one encryption key identifier
_ . : . . Ny ‘i
emlﬁggtg(?ﬁo e@é pr 8’# @ngtﬂlé? %‘ﬁ%ﬁ ¥| gre %5?%%@8#%%”&%}1@&?@%%@ 0,
R e e N S A

menory unit 120 exi st anong at | east one al gorithm
comgepicationdevgs 08ws Heasitheptieating devipt. i dhoweyneiadomitlinh identifier

received by the receiving unit 111, the selecting
andionet entBPtioe key tdentifiop nespiiied adla adtgepresdnrad danjrbfilt er Tand

a prescribed encryption key ‘identifier to be stored

coriuhBioTERiatidt 3 cdtfnd RN AR R @I hEARE ZOﬂlgdevicT(grilique

algorithmidentifier and at |east one encryption
' LEi ' the peceiving,unit. 111. In .
rush e e G50 VRBIR Y HESGind b THsans fiief Pheaeorithm
i st.or ed g¥ t he nEnQ{¥k§nL 120 exi sts anmong at | east
idefifier apd 8pq eneTYRYIOR&eY ideptitiesrpljls dapjifiens o f thecamginygbemastthe
111, the selecting unit 160 selects a prescribed
nurphes of the rrefdlas, iand ghe algortibmddentifiets byd theennemtiony keynidentif2es
fromanong at | east one profile identifier received

paiteyl at He prefiles idengfiadrtyteadd df thByroild Behtifgs.t Nardke 86t dRme
profile identifier, the prescribed algorithm

oAU 1 e 1A DR O B e s
profile€ ﬁféﬁﬂi@e%%ypefa% 'oi“ ﬁleipgtl’efﬂé i ellt? erdare sﬁgtll gzgt.ta %93'1: tﬂet idglat%ﬁgl“es are
mutually correspondent.  In sum, the transmitting unit 212 transmits to the
communication device 100 as the authenticating device, at least one algorithm identifier
Iand at least one encryption key identifier stored by the memory unit 220 in such a manner
that one algorithm identifier and one encryption key identifier are paired as one profile.
In 8206, as a receiving step (a first receiving step), the receiving unit 111 receives,
from the communication device 200 as the authenticated device, the communication

mformation 2 containing the random number 2, the device unique number, the number of

the profiles which is the same number as the sets, at least one profile identifier of the same
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ideflﬁﬁeret)o( %gﬁ

possi bl e, for exanple, to sinply select the algorithm

identifier and the encryption key identifier commonly

owned by both the communi catiien devi ces 100 and 200,

or to select the algorithmidentifier and the

encryption key identifier commonly owned by both the
nugbriramihe anmber afdhd profles,Ghd an ita@Qhe afgoeithnhlentifier ded &t lesht one

the algorithmidentifier and the 20 encryption key
entigpridn kéyeidemiies SorsBstding/tohash fBPfhe AORAdferd S 196 one

to code-breaking etc. |In the first enbodi nent, agaln,

£i Lithmidentifier and the encryption key
pﬂﬁ?eﬁ?&??ér corresponding to the prescribed profile

id | fJer are selected by selecting the prescribed
or B4 R PG e s Ak deagisons quispitimdeptiter and a least one

aut henti cation processing steps, the individual key

- engjupiéqrekayrigentifigr siatetl by 7i memeryatnits] 28rexishatnvnglatdéaskene algorithm

_ hel d by the communication device 200 as an 14

ideatifi¢ryapitlia0 Reakteyre eAEr QMRS MGt Eior eBRvIANRSRE FREFing unit 111, the
encryption key identifier selected by the selecCting

seletink vhQ60RaS&H i ! o ikt i
comETuni cation | ﬁ? &S%F%?éﬁﬁﬁ%% b@ﬁeﬁgaﬂg g{q heea %gfyptlon key

of the ayuthentication

e.,1n.S209 as a t . )
pr 0ces sl %)r%q b Temory whih mﬁg}m@wﬂg éh é?%fﬂnﬁ gleonjthyy dentifier
80, by using an algorithmcorresponding to the
anqytdeast PReECAYRiBRikey entifien ieedived bk eceatdndynit hd. In other words,
selecting unit 160, encrypts the random nunbers 1 and
when gif ledst phepiofith idérdifiat stboey byehemaines Wt Tdoexisicinvirngualleast one
key generating unit 170 as the encryption key

pro€itr id@g{Hen eichifed By tHaQ@cdef iPfd | BRGEMREIAMIKRY selects a
identifier, by means of the encryption ~“processing

ik kil t Qrary ke one exanpl
Pt an Ejfejtﬂié? i;é%t i oﬁ?cgféé;étg%g %fy Sfr’? aﬁ?’ﬁ%mltcgzto?%?{n pPGte 3@35 one
5210, as a rt of the authenticatjon processin
proli iy ARefed Bt Seseivity WA U 11 By aplrine hgpusapribed pepti
., generates authenticating data 1 by encrypting the
idenfist, dhepreprtbed alzorithan ideniifivo anchtheipaescabed dnaryphien key identifier
tenporary key generated by the tenporary key
pairgé nea atdfigidentified b8 preycritedpso i ideMefice BES REiedN It may be
processing unit 140. _ _
possible, for example, to simply select the algorithm identifier and the encryption key

identifier commonly owned by both the communication devices 100 and 200, or to select
the algorithm identifier and the encryption key identificr commonly owned by both the

communication devices 100 and 200 after having deleted the algorithm identifier and the

- encryption key identifier whose security has become insufficient due to code-breaking etc.

In the first embodiment, again, the algorithm identifier and the encryption key identifier
corresponding to the prescribed profile identifier are selected by selecting the prescribed
profile identifier.

In 5208 as a part of the authentication processing steps, the individual key generating

unit 170 generates an individual key held by the communication device 200 as an
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15 In 5211, as a transmtting step (a second
transmtting step), the transmtting unit 112
transmts, as comunication iaformation 3, the
prescribed algorithmidentifier and the prescribed
encryption key identifier selected by the selecting

engiyption sy, corresponding de femiestgbederesptivh &ely idemtifier eelected by the

identifier selected by the selecting unit, and the

selastinganmiti 166 badgd iR dbvicd enigh@h@ahd Yn Qo ARLARIM S FRII g ion 2
data 1 generating unit 190, to the comrunication

by BSML G BastAAns: ﬁ)r%%u;@%laut henti cated device. In S212,

0
the“recei ving uni receives, as the comuni cation
[ tion 3, .the rescri bed algorithmidentifier, )
t %%géﬁﬁjsléﬁf@ﬁ@ﬂlygﬂlﬁﬁﬁmk@wem jtensethe danparerydkey gepgrating
.armng)dat_ | east one algorithmidentifier and at | east
unip 480, dysipg ah elgokithyn patesspptfidieg to thh prespibef ialgorithe idehfificer
corresponding to the prescribed algorithmidentifier
seleute] byke pelesimigivprd 6@,5enef3?tsyﬂﬂé ko Mnibe ANt ddd B¥ith ard
the authenticating data 1, transmtted by the
individAB Ay deh B ted by thd AR i oCRL] '
100 asy: e aut hg;ti cati nSfmeége}%uﬁmﬁwgrﬂ\%?%g?ﬁ%{ﬁg&ey
i Min nit 211 receives the prescribed al gorithm
corf GRS, e pissiiied P Sedy eory by Pyt cncryption
identifjer paired as the prescribed profile from anmong
progessng st 1 gheand|ggnsraten mtepispyikiey es onhekampld afastenonyption key
encryption key identifier, transmtted by the

for puthesireation prgeessi t 212 5 from the communi cati on devi ce
100 as the authenticating device. In S213 as a part of

t he Sa10, he B iphf A LR huBiAEeR R PPo 5GBS stefls he SRHHRLAAR data 1
processing unit 240 confirns the profile identifier

genEI%@iﬁ% Fllﬁg é%(y %édgfatésea%ﬁ{eﬁbgaging glia{a lzé'ylenc?yg%iaé n}eﬁaewhole or part of the

pres ncryption enti 1’ er
rescrib orithmidentifier coryespondin to the
fa“%’r% PP‘Pée“i d‘@ﬁfe ﬂ?ﬁ‘i tgpporyy gy ggﬁﬁf&t,ediw ti}f fﬁﬁlpprw %?Shéeneratmg unit
aut hentication processing steps, the tenporary key
180g by, meansi od ghe ensnptioBorocssingsiniigl4@n al gori t hm
corresponding to the prescribed algorithmidentifier
r gcBlMeds birandnetting Gep\(h Beond ittanstdiltiraneepg omé tran@aitthi unit 112
the encryption processing unit 240, encrypts the

trankiiie] QB Cowmagt stich RRGMAOM 3,Mhd PRsdrbdll ieHHaIm 1eMifY Ah@the
by the nenory unit

prescribed encryption key identifier selected by the selecting unit 160, the corresponding
prescribed profile identifier selected by the selecting unit, and the authenticating data 1
generated by the authenticating data 1 generating unit 190, to the communication device
200 as the authenticated device.

In $212, the receiving unit 211 receives, as the communication information 3, the
prescribed algorithm identifier, the prescribed encryption key identifier selected from

among at least one algorithm identifier and at least one encryption key identifier, the

profile identifier corresponding to the prescribed algorithm identifier and the prescribed

encryption key identifier, and the authenticating data 1, transmitted by the transmitting unit
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220 by nmeans of the encryption processing unit 240,

and generates the tenporary key as 15 one exanpl e of

an encryption key for authentiscati on process. In this

way; the comunication devices 100 and 200 are able

to share the sane tenporary keys. The individual key
2} Bewdhé eomhenieivordgvioel 60 22(0e asthgeiveriat @sidey & other words, the
generating method equivalent to that in the

receicing inelid 2l | kR¥iveeins 8,?éskﬁlgadtﬂig'otritl%ﬁ Ren@fld ahd ttgeteﬁra&?ibéd“

the nmenory wunit 220 in advance by using so neans

; t he.t a keys 20 are .
oo R R ek B Pty i BB g o ey algorithn
d%ﬂ 280 ﬁncrggéion i.S gerforned with the tenporary
dgragpier ingl 3t RashonecHREYPERR B Wewitiier, [traspaniad by sy tyansmisring unit 212
maybe performed, since it is only necessary that the
frefo thregominaumticatign device E0(asdhe hethamichsmt devitked  devi ce
performthe sanme process. In S215, as a part of the
aulih8DI3 Bat peNoMhe SRESIHRStG $BSessihP SicBY theR ek abi i
data 1 25 checking unit éQOﬁgecS?y%t gﬁst’]he enmg?ggmessmg
W0 e Bh Gt Bk L .16 commni cati on
oM b Rerkifel KLV b e KSR, Pt
orfary ke ener.at ed t he tenporary key ,
pr%sgﬁg a??ﬁ*a“&# %%’éf?é%ﬁn‘% ﬁé Hﬁ@ﬁﬂ%edgﬁgqrﬁ@né@%@ﬁﬁqomspondmg
processing unit 240. In S216, as a part of the

to theyelleiideatifirn processi ng steps, the authenticating
data 1 5 checking unit 290 checks whether data of the

delbrSitteas mparhefithe aathemipatan protedsivgtshtps, WO tegnpodry R8Y kenerating
of the random nunber 2 transmitted fromthe

it QBONHYi e a0 AR pggah{sy | ki
un100. If t g dé?g of%?%gggg%?%gfgﬁ$aut eg%@%gﬁﬁﬁgg%gﬁg

i | t,of -th d b 2, Qt i.
reckibd Y IR AP A Btk gl b Rt e o ot 240,
endGlF B8 "t R § Aol 2 e Al i nbiei oA by bR D

to say, one direction of the authentication process

22(,by ears of e ensomiion peesessing wiehA40earkOgenaratkstthetemporary key as
comuni cation device 200 is proved to be successful.

ond exaBPk7of aasnerypasit keyffor hehaichedi pieadsk. ONIhRGRSS HeY
steps, the authenticating data 2

communication devices 100 and 200 are able to share the same temporary keys. The

 individual key stored in the memory unit 220 is generated by a generating method

cquivalent to that in the individual key generating unit 170, and is stored in the memory
unit 220 in advance by using some means such as an IC card. When the temporary keys
are generated by the temporary key generating units 180 and 280, encryption is performed
with the temporary keys in the present embodiment. Instead, decryption may be
performed, since it is only necessary that the authenticating device and the authenticated
device perform the same process.

In S215, as a part of the authentication processing steps, the authenticating data 1

checking unit 290 decrypts the encrypted authenticating data 1 received as the
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generating unit 295 generates authenticating data 2 by
encrypting the whole or part of the random nunber 1
with the tenporary key generated by the tenporary key
generating unit 15 280, by nmeans of the encryption
processing unit 240. In 5218, as a transmtting step
caghimanigaiion wibrmdtenauiyhthe réceairigamitid10 Gatsihe GngioeRts kef Bérerated
‘transmitting unit 212 transnmits the authenticatling
bt e RIS 28Rk Bt RAEIE infehd : ing uni
’g?neﬁg‘? [ ﬁlgqﬂzitgt@ﬁ’%% gtadgﬁc%mﬁg &n&?%énggg? gmt}%g R rglcef Sén g unit
e comuni cation device 100. 20 In S219, as a

receiving step of a part of the authentication
the receiving unit 111 receives the

ButhSALh 632 PAG ol i - o

authent @3¢ PAY of theaushenticating Peqsssring ensi e antheaionting data 1
4 fromthe communication device 200. In S220, as a

cheelfing wiit 2Hecheoksehtthaataianf the dwegsédgithéntipatingtdaa 1 is the whole
aut henticating data 2 checking unit 195 decrypts the

orguattrof pliceidnédth RembéCRErhmiehidkdf Bord thESBhMEH: YN BGce 200 to the
receiving 25 unit 111 as the communi cation

| coifﬁ‘ﬁtﬁ’ﬁdﬁﬁ&ﬁ Qé\ricdekl o t BB ﬁ?tta%'f?l,%" &E%@a@?ﬁ%ﬁ%@iﬁg %ggylt 1% % whole

7 tenporary key generating unit
[ In S221, as a f

encry.ption, processi .unit 140. art o

or lpﬁ-lg Oiﬁ}eﬁgﬁqqpl‘l& gdllpﬁfﬁf 2;%6% g@éﬁnﬁaatstp% %gjmpﬁlgation for Hle authentication
authenticating data 2 checking unit 195 checks

Progest b eerferaned meparhyevithebe gpmannwatidredtvicaiOngptdethea Raidslent
the whole or part of the random nunber 1 transmtted

atthckem tFret camsuy) iooatlireniod @ teenilR@tiéfiohpeodess between the
comuni cation device 200. When the decrypted

comtfuhRRfidiCadvided 00aha tig dotnrinfifica gltdgxtnﬁé 200313%0@:8 td PEsuccessful,

random nunber 1, it is shown t e Cco ni cation

| 95,21 BRG] 8 B BRSSP RBpL S RALBAERSH s

fr%udq%@ﬁb attacker, That is to_ say, the other

Eenfr3mg SfECRAtes Atthemicaling dabh2 by shesptingathosbaletdiart of the
conmuni cati on device 100 and the communi cati on device

randeyy ugnbgy by the temwposary ke géngtated By the tehpdreny lak guesrating unit
t he aut hentication process between the conmunication

28 by inwand 60the andyptivn (roceing Gt pan device 200 is

fini shed, and thereafter, the communication device

In 8218, as a transmitting step of a part of the authentication processing steps, the
transmitting unit 212 transmits the authenticating data 2 generated by the authenticating
data 2 generating unit 295 as communication information 4 to the communication device
100.

In S219, as a receiving step of a part of the authentication processing steps, the
receiving unit 111 receives the authenticating data 2 as the communication information 4
from the communication device 200.

In 8220, as a part of the authentication processing steps, the authenticating data 2

checking unit 195 decrypts the encrypted authenticating data 2 received by the receiving

umit 111 as the communication information 4, with the temporary key generated by the
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100 and the conmuni cati on device 200 communi cate with
each other data encrypted with the tenporary keys,
thereby security of the dataifs ensured. Fig. 3 is a
di agram descri bing an exanple of a frame of the
communi cation 15 information 1. In Fig. 3, the

temporatinkeyagenenatingor H, bp meincofithabmsymioh pastessignehitdiaioa
of the random nunber 1. Fig. 4 is a diagram

descs22, Aga pirt 6K ARRLBeRMicafioh pAITEssHlg S, thO TMB LAl Lahta 2

information 2. 20 In Fig. 4, the co ni cation

Lok ' ' der ata_ .of .the random

chi kR, | 3Rl R g T bl ool el the whole
No.),..the nunber of the profiles (No. of profiles),

OT PRR o thsrtandom puHbertl AnsmiecHrom tharcemuuaicption devpyeok(jo) te the
nto identify each of the profiles, and the algorithm

comgarmcafiprdevigead0gor Whemthdddcrgmet shbentinating piaiachiskikywhole or
identifiers (key IDs) corresponding to each of the

- paprofihd @nddde Atinbdrel §-is $HdWH Bat the cdiBueiRlfdn f5r BFaHZEStion

25 in such a manner that the correspondent relation

proERYE pEAGRor ififd nftaRichfidedctic itha frandulen
Pl gorgpt hm |eg£néééﬁy§§%%%§0#ﬂ§me%§ ;Jpet%l1 gnﬁg’e@ﬁ&&e fraudulent
f the profile

I dentifiers corresponding.to ch ]
atghER: 1 PheEido R PR ditiot P uibenssatiproftaggen rtween the
describing an exanple of a frame of the conmunication
COMPpUBICARRY @yicg 106 apg thejcgmngmiqatien devieadi0dapioyad to be successful.
information 3 contains a header, Profile k as the
prassated aboyer tkeiahthehti@nivh biwesd etivetarnhé Edmmbication device 100
prescribed profile selected, the algorithm identifier
and ik @6finiuR@atidd AL 2008 BRHMPIAORAKENor! ﬂi? Ef)fnfduﬁfcat@&e&evice
I D) corresponding to the prescribed profile
' QAN t he. enticati data, 1. 1n Fig. 5 :
100t e lz?\tcg | sn%?tgoallin(lﬁggg%l noSUER {éﬁﬁ e pthet H?tﬁggcrypfed with
orrespandi ng rel ati on anong the prescribed profile
theﬁ%}‘éﬂ‘iﬂﬁgfﬁ@?» ’f%ﬂ'?}hsgcgﬂtaé’?ithﬂrﬂ%t# dénred-er and the
encryption key identifier corresponding to the
prds & iF Baépgram describing an example of a frame of the communication

information 1.

In Fig. 3, the communication information 1 contains a header and data of the random

number 1.

Fig. 4 is a diagram describing an example of a frame of the communication
mmformation 2.

In Fig. 4, the communication information 2 contains a header, data of the random
number 2, the device unique number (device unique No.), the number of the profiles (No.
of profiles), the profile identifiers such as Profile 1,...Profile n to identify each of the
profiles, and the algorithm identifiers (algorithm IDs) and the encryption key identifiers
(key IDs) corresponding to each of the profile identifiers; In Fig. 4, the data is organized

in such a manner that the correspondent relation among each of the profile identifiers, and
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profile identifier is recognizable. Fig. 6 is a

di agram descri bing an-exanple of a frane of the

communi cation information 4.18n Fig. 6, the

conmuni cation information 4 contains a header and the
aut henticating 15 data 2. Fig. 7 is a diagram
theedgorittvh nigntifiees addibe ichdryptichelyiiddneifiers cofiespendiny Rt éh of the
key identifiers, the algorithms and the individua

pﬁﬁmﬁd@ﬁﬁk@hgﬁgogﬁﬂ%hg comuni cation device 200 side
In Fig. 7, at t connunication devi ce 200 side, the

ne it thm jdentifier D)
oy W UeSRPIRLRGE on Bty 864 HH5] oLE GopmyinEen,
m?n aI(?o$| t hm 20 x corresponding to the al gorithm
ot and an individual key x corresponding to

t he e_ncrypti on key identifier; an algorithmidentifier

andn Hig. &rtbe ypninonickteyn inflemhiidn 2 combinga hepdef, Prefily ¥ as dr

al gorithmy corresponding to the algorithmidentifier,
préfigibedprlonid idriifie tokig¥ntify tffé‘}frés%ﬁ hg sE]@ctE@ ethe algorithm

encryption key identifier; ". and an al gorithm

idbdigRt {aﬁglo?ﬁhlﬁ‘ [15) %Pi thé @ﬁ%lﬁ?[&dn O K@ik 8’5(1% f[?)ec%ﬁ%fgpo%dmg to the

prof| € 2z ori Z CcO respon

2 ent ier, and an |nd|V|dua
B PREL s %‘gn? G DAL G BRcTnE 89 1§ oLhier e day organized
s, 19 the are installed (inplenented) on the
in geRhA MAST thehtha soirewonding relaignn @ndng the picagiterhprofile identifier,
describing the algorithmidentifiers, the encryption

th&@lgorittienidertifier and the endriystionl g9 tiddntifier donstinded t6fhd fescribed
comuni cation device 100 side. In Fig. 8, at the

pr@ﬂgmémlﬁ@tlg@@og@élbgée 100 side, the nenory unit 120
stores: an 5 algorithmidentifier (I.D) and an

e”ﬁlgy@is' gt bl ppl0rd B e et rer
n al 8or| thmidentifier and an encryption key ,

fier of a profile bb, and an algorithm 2
correspondl ng to the algorithm identifier; ... and an

al kgdFig-t6h el cgammira¢agion anfarmaatioe Maoppiirisarhekesr and it aufthanticating
of a profile cc, and an algorlthn1n corresponding to
datzlPe algorithn1ident|f|er That is, they are installed

Fig. 7 is a diagram describing the algorithm identifiers, the encryption key identifiers,
the algorithms and the individual keys installed on the communication device 200 side.

In Flg 7, at the communication device 200 side, the membry unit 220 stores: an
algorithm identifier (ID) and an encryption key identifier (ID) of a profile xx, an algorithm
x corresponding to the algorithm identifier, and an individual key x corresponding to the
encryption key identifier; an algorithm identifier and an encryption key identifier of a
profile yy, an algorithm y corresponding to the algorithm identiﬁer, and an individual key v
corresponding to the encryption key identifier; ... and an algorithm identifier and an
encryption key identifier of a profile zz, an algorithm z corresponding to the algorithm

identifier, and an individual key z corresponding to the encryption key identifier. That is,
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10 (i nplenented) on the communication device 100. As
stated above, the authentication processing unit 296
perfornms the authentication 19rocess with the
communi cati on device 100 as the authenticating device,
based on the prescribed algorithmidentifier and the

they erdnstdlied (iampdergentddd on ey cangenticatibe devies200ved by t he
receiving unit 211. Mre specifically, the
auFhe Bt £ diabRf MsOARSS HRGIgoikm 2REGHHEN %@érﬁ;ﬁggﬁiténﬁ( identifiers

tenporary key as the encryption key for aut I cation
I . 1S rithm cor.responding to the
R A TR B S DR, e
recejvi nit 211 and the encryption key
co ‘}E‘ﬁpg&’a FJ#FQCWW@UBP devrs H@oﬁl‘iﬁn Ereypemery wagyl 20 stores: an

identifier received by the receiving unit, and
algosithrp idestifierd TR Latdemt ancypiiomkeyr idewifier () lof & Ipeofile aa, and an
comuni cation device 100 as the authenticating device
aldoyithis il nRgricfongdRpes HealodrRHR MAtillek 8Y algsrithBEid&REkY Rid AN
20 key for authentication process. In other words, the
en@ybRS ity Gt PBr HF Badt Vit il -
B e BY SR RR Bkl o DEDEIB RIS e aporcom
. pr-acess, by usi the..algorithm corresponding to the
Ide%E@érc Fi %‘S&%ﬁ%’&ﬁﬁ? l‘m‘{j?w“?%"éﬁ‘ga £ SRCTIRPT o Mg‘ﬁ&ﬁsﬁmfiadﬁof@@ycs
gorresponding to the prescribed encryption key
and grpplgomthayn sereesportingip the elgpetai Mentifienni That 51 they mresinstalled
_prescribed algorithmidentifier and the prescribed
(imptesmeppad) on theegonimtenidatibh devibel@y 25 paired as the
prescribed profile, and perfornms the authentication
Pracasted wbdve, tRednAdsibe Ridce&idgN iRl feffo Er}{s la0GhehiGtion
generated tenporary key as the encryption key for

pro%ls’stshﬁm t!h‘é ab Enﬂﬁnﬂﬁg&ieéeﬁ/ice%otag %eoaglgl%ég%%%g ﬁlﬁ%%% é)ased on the

aut hentication processing unit 1

' uthentication .process with the conmunication device
prey a8 Blep i, (P mrir P68 Rt cprereybectoncidien ke depighes received by the

prescribed algorithmidentifier and the prescribed
receimpypti2dh kMpre seaificallyethetanthestidative grdeyssinghenit 296 generates
transmtting unit 112. More specifically, the
the gervpreatyikegiab dre encopties kagiod BitherkRbtiorI0es8 e Sisi B €he algorithm
tenporary key as the encryption key for authentication

g b b et T
the encryption key corresponding to the prescribed encryption key identifier received by
the receiving unit, and performs the authentication process with the communication device
100 as the authenticating device by using the generated temporary key as the encryption
key for authentication process. In other words, the authentication processing unit 296
generates the temporary key as the encryption key for authentication process, by using the
algorithm corresponding to the prescribed algorithm identifier and the encryption key
corresponding to the prescribed encryption key identifier received by the receiving unit

211, the prescribed algorithm identifier and the prescribed encryption key identifier being

paired as the prescribed profile, and performs the authentication process with the
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transmtting unit 112, and with the encryption key
corresponding to the prescribed 10 encryption key
identifier transmtted by theotransmtting unit 112,
and perforns the authentication process with the
conmuni cation device 200 as the authenticated device
aughenticadingglevihe byesiey theesndratep ceraporatyekey as theleacryption key for
encryption key for authentication process. In other

audEneisationpoca, hent i cation processing unit 196
generates the tenporary key as the encryption key for

o BSBELAR R8P, BRI e st
identLLier and the encryption key corresponding to the
PIRGSR With Pt OPIRHSASON GRVIkE90 dicihe PribeRticaicd dsviee Desedioy the

the transmitting unit 112, the prescribed al gorithm

presgabed glgenthandentifier gndgbe picbeibed mocryptidrdreykidontifier transmitted by

identifier being paired as the prescribed profile
thé tteshiifting dnidY 12.heMprespesitibal, ME ahikkidatenbiotishg vARd96
perforns the authentication process with the
ALthiRe el (€A &qu@egi LiBg kL Y
B e b S s U0 kb o SRR RN 9 ting he
The..co uni.t 130 control.s each uni

: ) I | f
IR e STy T g g Bibed sleor Fhe deatier ipmsmied by |

turn controls each unit of the conmunication device
trapgipyitingmit Idg ngndywitihihe enorgpiarokaeyscodesponginade shegaesenbede

process perfornmed in each unit of the comunication
engigpticnekey Gdentifibretraveniited byrnhé tr2@hiitimgtunitrl 13,200 @srfckaisathe

generated in the 25 process perforned in each unit of

authBeticaAFATHIdCER Wi the 8 h&8nidHbn delicB0 af BR authenticated device by
comuni cation device 100 is configured as a roadside
tion device

HEW ' the ¢co nica

g gl SR Ry el s Wb O AT PR RS 1o
drives:through etc., for exanple, the above-nentioned

othgt gﬁédsaﬁ’s aPﬂ’@%‘fﬂflaP BEOSESSHS W) | oGvasnergies dhe tepperary key as the
roadsi de device at the store requests to the on-board

encygfiondey &y quiticgtiention process, by ukiny thecdgrithineprrespdnding to the
algorithmidentifier) held by the on-board device.

preJiribad alghettonidontificd atke tHe@acitypeans kit Sortdsporiditg to the prescribed
i nformation concerning the key held by itself to the

enchAida ke iddeNfiG fransmitted by the transmitting unit 112, the prescribed algorithm

identifier and the prescribed encrypﬁon key identifier being paired as the prescribed profile
identified by the prescribed profife identifier, and performs the authentication process with
the authenticated device by using the generated temporary key as the encryption key for
authentication process.

The control unit 130 controls each unit of the communication device 100. The
control unit 230 in turmn controlé each unit of the communication device 200. The
memory unit 120 stores data generated in the process performed in each unit of the

communication device 100. The memory unit 220 in turn stores data generated in the

. process performed in each unit of the communication device 200.
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Next, the roadside device selects fromanong the key
information received the key information coincides

with the algorithmidentifieriand the key identifier

held by itself, and 10 notifies the on-board device

of the algorithmidentifier and the key identifier

seWendbk corhimneiedtioardevided 00 dactgifigereday aeeadaidd detiee at a store side,
on-board device performthe authentication and the

anli@le Edahiieatiby dBEENSCATNh- KEYS ST R IREREI R Eirfe
algorithmidentifier and the key identifier commonly

LR R R g b P e AT R B ot o

15Fcr¥§%o raghic_connunication, and enabl es the system
t oF FEnide FOSISER dBYiee A\ sippraisaussts talthen-beat devipmkey nformation
unusabl e due to breaking or the |ike by using another
(a keyyentifferrandhardal garithmadentdiet)Held bysthe ofi-bdadrdeaise. i n
security due to breaking of the algorithmand the
|'i Kien, thd Bab@dvict, trdnl@its hil Ble SRR IARBhcIRKS the l@eglheId by

possi bl e to reduce the nunber of tinmes an identic

its@lF R0k isqusgd by fully utilizing a plurality of
ISthe aldgg%ﬁ ns, therefore, it is 20 enabled to reduce

t hances, of .br.eakin he al gorithm by unauthorized
a?ﬁ P roadsige dgvicy opEodg élmkemfgmﬁmﬂé‘fsqen@d the key

. hewly devised algorithmcan be installed on the

infonakign ceineideswithe the adgorithin adeatifierandithe key idotifiebhedd byitself, and
facilitate application of the newly devised

notafiegohe erhoariVievicead f the alpbritneidehtifidh and theKeR ideatifi@Relected.
devi ces 100 and 200 contains a plurality of the sets

of TiRR& fiaf, 49 fohdiiae BeRkiahil & GPELLH Qe\}?@eyc%érf%ﬁﬁtt. % iél@%lentication

opti ons 25 are available,hthergfore su Ian e
. ' . _ . 0 2
and R P B P o S0 R SV SacalBEN i oy e ana

ne.of .the devices 100 and 200 contains a plurality
theg?yf(%gt’éeétcgnmmg’r@“éqdd&t' B atfEnt i fi er and one

encryption key identifier. However, according to the
prissdied ﬂbﬂ)féﬁa(lt &rst emhedimenhlandics atphwoality afalperithersfusecfod
when at | east one set of one algorithmidentifier and
crypiographcregpiniuaitaki@)y ahdl emdbldsithe syfene@GBmaR\peRibR even when an
coincides with each other. Therefore, a plurality of

algdﬁtﬁmﬁ@frﬁdé‘@ﬁﬂalﬂ@ﬁu@% 150AGRE HEGe 1Re BY usiﬁniﬁﬁ)tthé? %%g?ifél?rh,ggld to

devi ces 100 and 200, and only one set y be c

redhd? tHEGE gied/eicPeSSe in security due to breaking of the algorithm and the like.

Additionally, the first embodiment makes it possible to reduce the number of times an
identical algorithm is used by fully utilizing a plurality of the algorithms, therefore, it is
enabled to reduce the chances of breaking the algorithm by unauthorized attacker, and to-
mprove the security. Further, a newly devised algorithm can be installed on the
communication devices, therefore, it is possible to facilitate application of the newly
devised algorithm. When at least one of the communication devices 100 and 200
contains a plurality of the sets of one algorithm identifier and one key identifier, options.

are available, therefore such an effect mentioned above can be achieved. Meanwhile, m
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Further, since each device may contain only one set,
the authenticating nmethod according to the present
i nvention can be applied to the conventional art
wherein only one encryption algorithmis used. 10
Enbodi ment 2. Fig. 9 is a diagramdescribing a

the firstiehbordimett, iais auly heotshrathitein l@yisine of dacdyvites g mdtine
second enbodinment. In Fig. 9, the authentication

coPfafs ﬁg)g.irﬁlﬁy Bhide sé@6flofle Blﬁgriﬁmmﬂé?Lﬂcp&e%}ﬁl}@ﬁ?lfﬁ)%gééﬂiﬁet

i ncludes an authenticating data 1 generating

R el D PR RS B e v

same as in Fig. 1. Fig. 10 is a flowhart describing
leagfone seHpne @lgorighm Ff’@tl%% aad 08¢ encnyption keyidestifienod cach device
enbodinent. Fig. 10 is the same as Fig. 2 except that
co@pides withlesR behapf Fherefoe, anpduraiitg bf rlepeacedd n@bewohfained in at
S1015 and S1016. In S 1015 as a part of the

leagtirR@MiHeGRYicO$ 1 U ARERR A SILLHSe sck Hﬁg%?tﬁgﬁtﬁﬁﬂa&ﬁltéaeﬂdevice.

data 1 generating unit 291 generate

Fo R A Y OB PP SR i

enerated by the tenparary key generating wunit 280 by
to {hE BrescRimeR %??dﬂrfgﬁp{ﬁ%gﬁf 19rthe eqwiepigonahart Whgrsin grdy ppe encryption

51016 as a part of the authentication processing
aE@F@ﬁ@?“ﬁﬁe aut henticating data 1 23 checking unit 290
checks whether the encrypted authenticating data 1
received as the communication information 3 by the
receiving unit 211, and the authenticating data 1
EmBedgeated by the authenticating data 1 generating unit
291 coincide with each other. If they coincide with

T Ly TR e R
sa%ﬁg%&ﬂ%@%ﬂQ&Fation device 100, not with a fraudul ent

In Fig. 9, the authentication processing unit 296 in the communication device 200
mcludes an authenticating data 1 generating unit 291 further to the configuration described
in Fig. 1. Each of the other parts of the cpnﬁguration is the same as in Fig. 1.

Fig. 10 is a flowchart describing an authenticating method according to the second
embodiment.

Fig. 10 is the same as Fig. 2 except that $215 and $216 of Fig. 2 are each replaced
with S1015 and S1016.

In 1015 as a part of the authentication processing steps, the authenticating data 1
generating unit 291 generates the authenticating data 1 by encrypting the whole or part of
the random number 2 with the temporary key generated by the temporary key generating
unit 280 by means of the encryption processing unit 240.

In 51016 as a part of the authentication processing steps, the authenticating data 1
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attacker. That is to say, one direction of the

aut henti cation process between the conmrunication

devi ces 100 and 200 is provedsto be successful. By the
configuration as stated above, the effect simlar to
that in the first enbodi nent can be achieved. 10

chevkiegime20 SeclEaetvetipartiic okryiphel aohiigitihgtdhon @caaiddisng:

to t he t_hird enbodi nent is sirﬁlar to that of_ _Fi g. 1.
cofrin@imichfioh Sif@rnfatioNs b ile R6SEHE RLAG11 R84 Aﬁ%ﬁh@?%g Qo 1

nmet hod according to the thir 15 enpodi nent .

sy L i g 5B B S0 RSP S 1

hthe.co figuration is such that the communication
R G cach gHHi it 1§ shoyen ththersogaminesatiomfos endientisation

to the comruni cation device 100 as the authenticating

- progiesiais pefemmedipeopdr lyevitotheaamamhicetiorodwiced 00 0tbt kaith anfedudulent

transnjtted t he ZQ connunication infornation 1to the
attGek@PU MG s t0Rayl @M BRectBR of B RMehtibdA8n ?P&J%?s%eﬁp&n the
a

aut hentication flow can be perforned a aster pace.

: i j ffect
coRuhPRIGPANTA AR B ERS b B0 Ranb ™ can be
4. 24 Each part of the

achi eved. .25 Enbodi nment th ,
o T8 P BB I ST Rpos (b el A AT 58 et ambodiment
simlar to Fig. 1. Fig. 12 is a flowhart describing

cant bgcachigvernt i cati ng net hod according to the fourth
enbodinent. Fig. 12 is simlar to Fig. 2 except that
5205, 5206, 5207, S211 and S212 of Fig. 2 are 5
replaced with S1205. S1206, S1207, S1211 and S1212.

Embodiment 3.

Each part of the configuration according to the third embodiment is similar to that of
Fig. 1.

Fig. 11 is a flowchart describing the authenticating method according to the third
embodiment.

Fig. 11 is similar to Fig. 2 except that S202 and $203 of Fig. 2 do not exist in Fig. 11.

In the third embodiment, the configuration is such that the communication device 200
transmits the communication information 2 to the communication device 100 as the
authenticating side, even when the communication device 100 has not transmitted the
communication information 1 to the communication device 200. By omitting such steps,
authentication flow can be performed at a faster pace.

By the configuration as stated above, the effect similar to that in the first embodiment

can be achieved.

Embodiment 4.
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In the fourth enbodi ment, the menory unit 220 further
" stores a version identifier (ID) to identify a
version indicating a set in asnmanner that one set is
formed fromat |east one algorithmcorresponding to
at least one algorithmidentifier stored. The nenory
uniEachl 20t ofithe vonfigufatioh hecording te shedfo @l hbutlimela i difnilarto Fig. 1.
(ID) to identify a 10 version of a set in such a
mappen 2 ﬁs@ﬂov@d]ﬁrt%&crib&r%ftﬁé Qﬁﬂeﬂtfc% et!lﬁ@i{coﬁﬁ:?% fo the fourth
algorithm corresponding to at lea one al gorithm
eng:)%ﬁ éni_i er stored. For exanple, a vgrsi on identified
y a vVersion 1 as a version identifier supports only
. as_an_algorithm A version identified by aversion
2 EigphoiSstniE & Kigd2 prasplthat S264, $3P6t 9298, SA heed $267 of Fig. 2 are
identified by a version 3 supports DES, M STY, _
replaged IWwitheS 1204, R296, IBR0AsSHtlJamdtdias2. In S 1205 as a
transmtting step (a first transmtting step), the
tr BB FdurihiEnbébinken? ke mbhBRPMRiE $2(PRrth B & %r?ilgg rideniéi?er (ID)

information 2-1, at | east one algorithmidenti

. ryptio ey ldentifier and.the devi
to Ay i BRGNP Y et %GR ol 0 f Rt one
1oh2 dom nunbey. 2 generated by the random nunber
A'BHEHER SRTTIHORRE toz dpastang algearithya identila siayedier si on
identifier stored by the nenory unit 220, to the
c obfuméreeyiunit 146 ten, fotherstarbea varsiph elentifiat(IDgo identify a
device. In S 1206 as a receiving step (a first
verspa eif wisetgn St mariREthaC6fd 36k BfortRed frdrh bt 686 Sn¥ 8Borithm
fromthe comunicati on device 200 as the authentl cated

cord@pbiBng tE 1&@{%}}&%@{&%@@%&@@%5@&] on 2-1 contai ning

t he random nunber evi ce uni que nunber, nunber
of profi.le i IS the sane nunber as the
e Wprle B G ReS b veroith T AR O e Bl eshonty
ey identifier, at |east _one profile identifier of the
DES a0 AREUIM. asA vision {aGRcd by b yereiopdomppares DS and MISTY as
one algorithmidentifier and at |east one encryption
algquathmis d eAtvietsicaridentified bg pondiond suppers PESt MIREYpC ahélliesnd ALS
of at least one profile identifier, and a prescribed
as algorithiagn i dentifier.
In S1205 as a transmitting step (a first transmitting step), the transmitting unit 212
transmits as communication information 2-1, at least one algorithm identifier, at least one

encryption key identifier and the device unique number stored by the memory unit 220, the

random number 2 generated by the random number generating unit 250, and further, the

~ version identifier stored by the memory unit 220, to the communication device 100 as the

authenticating device.
In S1206 as a receiving step (a first receiving step), the receiving unit 111 receives,

from the communication device 200 as the authenticated device, the communication

__information 2-1 containing the random number 2, the device unique number, number of the

profiles which is the same number as the sets of one algorithm identifier and one .
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51n S 1207 as a selecting step, when at |east one

algorithm stored by the nenory unit 120 exists in the

set indicated by a version idgntified by the

prescribed version identifier received by the

receiving unit 111, the selecting unit 160 selects a
enorypsion kireidestifgnrat ldasn onegedfile idcetifies of FlRSBB updet 4 tBnumber

algorithmto be stored by the nmenory unit 120 fromthe

of3Bé proffitd] £8Co YAl LY GEFHAL dnd &P lebdt é»?lg egéfwétlftﬁ'xokey identifier

prescrlbed version identifier receive

o AR oA G P ot AR R tk 61  presgrbed

i ndi cat e by the ol d version have security problens,
vergipn idgiy it is possible to termnate the rest of
t he aut hentl cation process w thout selecting any
al goB1207res a sCactiryestay, ndien haleast onb elgosdthn] &t bk memory unit
al gorithmusable for the authentication process

120%kkBtsSn thelscl mdRALE LY |a®e¥s%rﬂ@5rft%ﬂbfi b L]:fr f}b&f vdri6n 1%ent1ﬁer
aut henti cation process by using a sabl e algorit

K2 KDSHESTATT ELEA Lt Mo Ykl Goariom

. aI orithmis.instal|ed on the comuni cation device

‘d%‘ger doreapesdineda o al@&ﬂ%ﬁ% b fiered g e merseiygrdt 120 from the set
transmtting step), the transmtting unit 112

indigagqeishi the veraion ddamtitied bathicgmescribedrveesiniderBifiey rackived by the
prescribed algorithmidentifier selected by the

receefirepcinitnig 11nMWheh 6 igintufieatRiutdeeioé 2OR&pPerts 8418 ad old version
generated by the authenticating data 28 1 generating

andI Bl the hPRdrithirs &H‘i@at@@ﬁmﬂlﬂa‘ &%@%@%B‘#ﬁ% &@m%tgg)lr&ﬁeﬁp Sor example it

aut henti cat ed devi ce n ving 'step
e 038 S P 0y B e RS PSR o

caLresp to the rescrlbed al gorithm sel ect ed
Slgp AL ORI D FERSH. Bhen o ISt pRpetiomaaily feibe mhentpation

unlt 220, which forns the set indicated by the
progesseists, itdeprssibledd posfotrh éhewrestif e authentiédtioanroangby tsng a
25 authenticating data 1 transmtted by the
usablea@nithihi NBy ukihg thEb2rdisORchiiRr, q@iﬁ'@dgﬁﬂﬁ@fd Oed Grod@HeGRrsion
100 as the authenticating device he aut henticati on

ideitifRe S&{HePa H§Hb§e ﬁ@ﬁltfﬁlﬁqi Fidfall&] oPBR b ALRRihH dev1ce 2900.

encryption for aut henti cation process

:Jr IESS@?IFIE &1' ttr)aens%llt oé Isttellg Tgl Se%rOIrlc? fc'rgnosrrllgttmg step) tﬁe transmitting unit 112

transmits, as communication information 3-1, the prescribed algorithm identifier selected

by the selecting unit 160 and the authenticating data 1 generated by the authenticating data

1 generating unit 190, to the communication device 200 as the authenticated device.

In S1212 as a receiving step, the receiving unit 211 receives, as the communication
information 3-1, the prescribed algorithm identifier corresponding to the prescribed
algorithm selected from among at least one algorithm stored by the memory unit 220,
which forms the set indicated by the version identified by the version identifier, and the

authenticating data 1 transmitted by the transmitting unit 212 from the communication
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algorithmidentifier received by the receiving unit
211, and the prescribed encryption key 5 correspondi ng
to the prescribed encryptiongkey identifier paired
with the prescribed algorithmidentifier, and
perfornms the authentication process wth the
dexite 60kt drtauli@gnderingdeviby using the generat ed
encryption key for authentication process. The
aut e BihGAlha i | L1 §
ChanERehiRlcaith PoRERRE A 248 Herss M Bt Y cREPFIRES for
Si the algorithm corresponding to the prescribed .
a“ﬁ?%ﬁ%“?ﬂ R O%gg Pyyusing the sFeSfrﬁlsr?g%rﬁre GOWgSPERdng to the prescribed
transmtting unit 112, and the encryption key
algasitha idsghiligrigeaived byehepressiving it 2¢ homylphé prsdedyd encryption key
identifier paired with the prescribed algorithm
cor@gronilinges theprdscribed EiyiBioh lkey ridhiRn phied WaR tHRReREBed
with the authenticated device by using the generated ,
al @B RichBffer} 8 2k lefidlat; bR devi
o the eff er ct aé:cg rngly LH&%? E)He?ﬁéeah?ﬁ Pg{cg%?ﬁ%%?hh% H?lggﬂllc:ahﬁg device
ossible tao 5 elimnate an.old version having
by 38 AROEHAE olon Fre B BFy e 908" s Ut ed
~abgve. In the fourth enbodi nent, the selecting unit
1 6Ohs@Ithtisatiqneprpeessing ik 4oGsigdarly ganeratesithe eqcayption key for
- however, it is also possible that the sel ecting unit
authgitication hexcesdiyvasing thhdgofthmsoricheadmgas vt proserised algorithm
identifier corresponding to the selected prescribed
ideatifi@rtidnbimitted dghé frh@nitting ulit ¢ 12, Ang ARConchPEEE kéPcdHtsponding to
need to replace 5211 and S212 in Fig. 2™ wth S1211 " 20
theAMBscrbdPdierifion iy idkft; ' 5 Each, part.. of-
Aol iy i BARE IRR e lreGABRA AR ighfher, ana
imlar to that in Fig.. 1 25 Fig. 13 is a flowhart
per rfﬁ%?lﬁge UGAUOR PTRETH i%'d%‘ttb%@“heé’l“%%ta‘} e ves by tng e gaperated
fifth 27 enbodinment. Fig. 13 is simlar to Fig. 2
encEyRiipkey et autippticatiopgsoesstl 5207 in Fig. 2 are repl aced
with 51305, S1306, 51307, 51308, 51309, 51310, 51311
arld a8diB0r ta thefeflget ab8ording to the first embodiment, it is also possible to

eliminate an old version having security problems by the configuration as stated above.
In the fourth embodimeht, the selecting unit 160 selects the prescribed algorithm
identifier, however, it is also possible that the selecting unit 160 further selects the
prescribed encryption key identifier corresponding to the selected ﬁrescribed algorithm
identifier. In such a case, there is no need to replace S211 and S212 in Fig. 2 with $1211

and S1212 in Fig. 12.

Embodiment 5.
Each part of the configuration according to the fifth embodiment is similar to that in
Fig. 1.

Fig. 13 is a flowchart describing the authenticating method according to the fifth
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In the fifth enbodinent, as in the fourth enbodi nent,
the menory unit 220 further 5 stores a version
identifier (ID) to identify ajversion indicating a set
in such a manner that one set is fornmed by at | east
one al gorithm corresponding to at | east one al gorithm
enmbtaeherdti er stored. Simlarly, the nmenory unit 120
further stores a version identifier (ID) to identify a
Versi 98 10§ : ,
fof B ? MimrE T, 2 U (e SRR 206 208 sP0Pfh 2 B peplaced
at I i td.fier re S_13 as
KR A S T e
transmts as conmmunication information 2-2, the
del e filth ephedimenh @p insthe feurtipgmbadémensntbe yemory wpp2R0 further
the random nunber 2 generated by the random nunber
stagenevasion gdemtifitr (AP0 idedify alvEk@A indidainy @ 568t iBBuch a manner that
identifier stored by the nenory unit 220, to the
oné SETTY RirGRH b ' i ' i i
device. In gaaggﬁbgga%9§g§g¥%§§g&§?§%£?gﬁ%gg@%aﬂgnunn

idenBES Ybag step), the receiving unit 111 receives the
comuni cation information 2-2 containing the random

nug@ﬁé 2, the device unigue nunber and the prescr.ibed
ver SHgHY: e memp it k20 sosrni Mersian idsatifien /I btoddentify a
as the authenticated device. 20 In S 1307 as a
versigned i saginstepa mabren thah eng se scivitbediby atrlsisoond dgmtthiyi er
received by the receiving unit 111 coincides with the
coivespehding idlertdst b&y algd@ah@dddyifithQoraNoOry unit 120, the
selecting unit 160 selects the version identifier.
; = Cai : 2 .' o
{ e 08 2 SRERER Pl S doni D SRR BflodBimurication
. version 4dentifier.stored b e menory unit. 120 but
intflaft 32, 3R0AysTnicEh R Eberderct I thanmbsranipin D th gidom
exists in the 25 set indicated by the prescribed .
nu é"i‘s’i grmeragfeh ity the gndompmmber generatige unit £59.cmd Juitlss; the gersion
~version 28 identifier of a version indicating a set
idepiiiféer stomechby the amsmory enia P2y rto tinosihmwschtioy deviee Rehay the
unit 120 exists. For exanple, when the version
authelgiohtifd &vicst ored by the menory unit 120

In 51306 as a receiving step (a first receiving step), the receiving unit 111 receives the
communication information 2-2 containing the random number 2, the device unique
number and the prescribed Veréion identifier from the communication device 200 as the
authenticated device.

In S1307 as a selecting step, when the prescribed version identifier received by the
receiving unit 111 commcides with the version identifier stored by the memory unit 120, the
selecting unit 160 selects the version identiﬁer. When the prescribed version identifier
received by the receiving unit 111 does not coincide with the version identifier stored by
the memory unit 120 but at least one algorithm stored by the memory unit 120 exists in the

set indicated by the prescribed version identifier, the selecting unit 160 selects a version
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is a version identifier of a |ater version than the
prescribed version identifier received by the
receiving unit 111, the presegi bed version identifier
received by the receiving unit 111, 5 which is of an
old version, is selected so that the versions are

idegifenof 4 verkioh indicating € seTiliRkdiRbt 1046t B8YA16QFhHrad By MAnemory
By selecting the old version comon to the

wrOPOERIsEA L FBP BRIE Sehert O @egéi‘o@fagnt{'ilfe? gtogs%;lﬁr Jﬁ% H{gzp@a/unit 120

aut henti cati on process can be conti nue

. | Ng,C b xecuted. In S1308 as.a transm.tting,
s 35’ %%%Ong%eg?lﬁ?faﬁsﬁ?tﬁ Yegouhap ﬂ%@fﬂfﬁf R4 fsrpion fatigesirgs ayed by
10 identifier (1D) selected by the selecting unit 160
theseceiumguipit d At tbnpiessrbedaeision idengifierorcediesd hysheraceivigivi 111,
device 200. In S 1309 as a receiving step, the
whidrieiof amgldueision? kslseleeted sy et threveyssisiadhcdri@sd td b&h tias
the conmuni cation information 2-3 fromthe

cofRmIEAIGRIVRIRs 160 hkf20620 By s%leq:tgtﬂé)th@%l@vérgi&? ggﬂaﬁlbh B9 the

step, the transmtting unit 21 ransmts,
i: ' ' t -4 t .. t
cof AEFIRASAIRAR, 100wl IR 55 i o RS 2Sucam e

al gori t identjfiers and the encryption key
-Coﬁltajg]ﬁ@ ﬁ$@?§‘%é@¥’é‘& cais by exsepieds j dentified by each of
the profile identifiers, and the nunber of the
priafS 1388 aswh irasniig ingtsteps thewransmiviéng st HHdrmetis tk versn
algorithmidentifier and one encryption key
identifat(ID) @fected bytihesel@ iR Bhi€ 860 & cdi@Miiditior ¥oRsatioRe-3 to the
aut henticating device. 20 In 51311 as a receiVing
colftnBRicatidpiel£6QLNI N unit 111 receives, as the
conmuni cation 1 nformation 2-4, at |east one profile
i thfder, the algorjthmidentifiers and the .
er BRI B rekaymB R, Ieretet i i B e asion identfer o

identified by each of the profile identifiers, and the

 thegoppayication wbrppten Posfemitkerammyticationdevish¥br as t he

sets of one algorithmidentifier and one encryption
kdy 13 Heamd frarsmittihg steps the teosmittinigoatit 210 tehawinit€ a2 00mAmnication
the authenticated 25 device. The random nunber 2 and

infurmeticleI4c 8 Jeat GueprdEEIeEnt T st6 RARY (R FiemBry it 28, the algorithm
comruni cation information 2-2, however theéy can be

- ideBREPHNAFRE éﬂér}dﬂﬁn%@mﬂfﬁég i)z?nt}:d as profiles identified by each of the

profile identifiers, and the number of the profiles which is the same number as the sets of
one algorithm identifier and one encryption key identifier, to the communication device
200 as the authenticating device.

In S1311 as a receiving step, the receiving unit 111 receives, as the communication
information 2-4, at least one profile identifier, the algorithm identifiers and the encryption
key identifiers paired as profiles identified by each of the profile identifiers, and the
number of the profiles which is the same number as the sets of one algorithm identifier and
one encryption key identifier, from the communication device 200 as the authenticated

device. The random number 2 and the device unique number are contained in the
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information 2-4 instead. In S 1312 as a sel ecting

step, when at |east one profile identifier stored by

the nmenory wunit 120 exists agong at | east one profile

identifier received by the receiving unit 111, the 5

selecting unit 160 selects a prescribed profile
congfewti¢atior infomdvien 2t Qrhedebgt théyecambewoytalnod in the 20mfruaidation

anong at | east one profile identifier received by the

infoR@Rtiod 19 isdag. 111. By selecting the prescribed
profile identifier, a prescribed algorithmidentifier

an e ncrypt i tifi ai red as
: %}% RS REfg PRI DRENe pHSEL ey HEH) 3 memory
tifier are selected, 10 As stated above, the
uﬂﬁ‘i (PiStEERANGA, feaptons prefilp stentits roagivsd by ithe teeeiving gnivf 11, the
sel ecting aversion is perforned separately conpared
seleotingraniff lrselecwmppeicnibat proBie ifldmeifieiciortei sgarediby die rAqmory unit
stated above, the effect simlar to that in the fourth

120Ree By atdaddt Bfe praGR i8MRHer Febil iy the Pec%ﬂﬂigtdrﬁ’tnl Itl O By

the effect accordi ng to the first erbodi nent,

r avi
Seﬁélﬁ% thﬁ@ﬁ@eﬁﬁr&?g E %r%gc?h 8(# élgpgthgar geﬁ}gi AJ 5 pregcrlbed
accordin t he ‘ahove- ne tlon enbodi nmen
en%{éi?%ﬁﬁﬁﬁ?ﬂ ifi PRl g8 2ip & e maedbyrthe E‘fes‘if#b&ﬁé?ﬁ‘?fil% ideptifier
step to transmt, froman authenticated device storing
mﬁﬁq&cﬁﬁallty of algorithmidentifiers and a plurality
of encryption key identifiers, to an authenticating
deAs stetedtabevep ther @it érpbodfimert GO4n dribvdinakain twHekeaxk ﬁle%fsg'dfﬁaectmg
plurality of encryption key identifiers 20 store

a vetsiohtis ?@r‘ﬂﬁ*xﬁéﬂ@gpa?&tgﬂr by rﬁ)d 9% Yife ﬁ){?ﬁPIL QllnH&fﬂﬁFh . Iy the

algorithmidentifiers a the plurality o yption

B oI Sl T R B0 e
autH Flcatln eV|ce stqring at least one algorithm
achictiefl | Frighergi dadgen feterelieriacending o fisrfpiegmbodiment, it 1s also

identifier; 25 a selecting step to select, at the

possiblehteralimizate algodidwisdeying speiscproblenisal gori t hm 30

As stated above, there is provided according to the above-mentioned embodiment an

authenticating method including:

a first transmitting step to transmit, from an authenticated device storing a plurality of
algorithm identifiers and a plurality of encryption key identifiers, to an authenticating
device, the plurality of algorithm identifiers and the phirality of encryption key identifiers
stored,;

a first receiving step to receive the plurality of algorithm identifiers and the plurality
of encryption key identiﬁérs transmitted from the authenticated device by the first
transmitting step, at the authenticating device storing at least one algorithm identifier and
at least one encryption key identifier;

a selecting step to select, at the authenticating device, a prescribed algorithm
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identifier and a prescribed encryption key identifier
to be stored by the authenticating device from anong
the plurality of algorithmiggntifiers and the
plurality of encryption key identifiers received by
the receiving step, when the at | east one al gorithm
idéntiifiert aridi aepresunified becrymionkeasilenofie 1€ Be stoRid BNh Buthenticating
identifier stored by the authenticating device exist

de®0P ROt Honz R Hﬁﬁ’ﬂﬂt)? of é?éorﬁhﬁ?(%ﬁéﬁih&?fs et %iﬁlﬁr@ﬁt‘? gg&g:ﬁd‘lﬁn key

plurality of encryption key identitiers rece

o 1 first receiving step; second transmtting.step

iar§Rers BieShel 35 e 5P Lk PP GBE P e PHEREPFPEIIGHGEr and the
the prescribed encryption key identifier selected by

at fefe opg cBAYPHR keyddentifierosiored by she svelrantieating dgvicelexist @mong the
the authenticated device; 10 a second receiving step

phwality e€ elgwmethirhidengifiesscmid hidlplatagior d fidhtrypenkdyf il@ntifiendeddied by
prescribed encryption key identifier transmtted by

thd f6t 26&FIRL sfepansm tting step, fromthe authenticating
device, at the authenticated device; and an

a ' L.QR. Dr. ' .step to. forman, ..

i TBhd g s B i s R g O i the
devige and the a thenti?ated devi ce, based on the o
proseriRed eperaption era%qﬂfé?w getrdrtyithe sglecking stenefipyp dhecauthsagicating

encryption key identifier received by the second
deviesclei th¢ meghengicated davicer nati vely, there is provided

according to the above-nenti oned enbodi nent an

aut seemid eadiving srplib edteive e jtbRibe@alkbfithin HERTRMhdd thod

step to transmt, froman authenticated device storing

pre8dribe@ @ry Mt ke @Ger ﬂrgﬂgfﬁttegqﬂ;ﬁhé B(ffcrﬁn@ Ak @it g%ﬁe&a, B the

encryption key“identifier, enticatin

eyice the at.least one,glqgorithmidentifier and the
autg?n\{llcgtgiﬁdec‘fﬁ:g’ aztﬁ[%? 9‘8151‘?%&&%33‘3%% fier stored; a first

receiving step to receive the at | east one al gorithm

i d8rapibenifatign @raosesing: stencladeriore an endeytisaiiomplosgss between the
identifier transmtted fromthe authenticated device

authgnticatingfdenict and theswiltehiicaged davep, batd bh eheqredeeihed dpdrithm
device storing a plurality of algorithmidentifiers
idesstitidr andpihd padsciided ehoryplioR REF MBHRP rdec@ied 89 Me bdidSeceiving
step.
Alternatively, there is provided according to the above-mentioned embodiment an

authenticating method including:

a first transmitting step to transmit, from an authenticated device storing at least one

algorithm identifier and at least one encryption key identifier, to an authenticating device,

the at least one algorithm identifier and the at least one encryption key identifier stored;

a first receiving step to receive the at least one algorithm identifier and the at least one
encryption key identifier transmitted from the authenticated device by the first transmitting
step, at the authenticating device storing a phirality of algorithm identifiers and a plurality

of encryption key identifiers;
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31 a selecting step to select, at the authenticating
device, a prescribed algorithm identifier and a
prescribed encryption key identifier to be stored by
the authenticating device fromanong the at | east one
algorithmidentifier and the at |east one encryption
keya scledemg stép @ sclee i the duthenfidy@ing deeiey b Peessiiled, algbitiEiin
at | east one of the plurality of algorithmb5

ideAlend iahd §bfes@iifdd %hcrbrﬁﬁ"o%t kNGerfdifiet ﬁeoe%'tcﬁéecﬁ)}if Ih% a@fhenticating

encryption key identifiers stored by t

. icat i vi.ce exist ampng.the gt |east one :
AGHTIRI B R o R 25 Al of o SR g 86 Bl ot TR qn raion key
. key identifier received by the first receiving ste&;.a
idgRitish ecepash Byifherpasdying spp. tvdhensat isstione oh theplusgliy o elgorithm

algorithmidentifier and the prescribed encryption
idkgyfierhandtat fdastrons elf detpderality dffeacispticecicynidensities stofédby the

the authenticating 10 device to the authenticated
au@l@ﬁti@zﬁjng&ie%@ enst FRHE NS Nest SR A1oritRGSHAEIAE tBe t least one

prescribed algorithmiidentifier and the prescri e?:l

. j ' (fi m.tted by the second

er Rt kbP el LEE0N o Bl G FRLY i g devi co. a

t he autpenticated devi ce; and an aut henticatjion

pr B SELOA fengpitine stenya tragsnnt She prasabed aleetharidentifieard the

bet ween the 15 authenticating device and the
presgtibechencemtion kefeidientifier belsateld by thetselegimessoap, reth the authenticating

algorithm identifier and the prescribed encryption

dekiey to tenhitHeheratgdedzeicked by the second receiving step
It is possible to allow parts or the whol e of what are

expk@ion8 tec@ingWin 18 redeivel tp? B?eg&gﬁgmafg;éﬂl‘,}ﬂﬁ Heh @A ah@'the

each enbodi nent to be con ure progr amns

pr%@ﬁ%&?ﬁéﬁl%}'yﬁﬂeg ?gyﬁ @%éé%}‘ tr%%ﬁggi%%%g%mpﬁ%t@% %}E}p, from the

HTNL,.SGgL, or XML may_be used. Fig. 14 is a hardware
authsniqating devics atihg grikartiopkrsfieicsgidns oper abl e on
conputers constitute parts or the whole of what are
deycauthandicitiont fhreceatiny ste xppenfaty ansitfenticatian process between the
enbodi nent as "units", the conmunication
authenticating device and the authenticated device, based on the prescribed algorithm
identifier and the prescribed encryption key identifier received by the second receiving
step.

It is possible to allow parts or the whole of what are explained as “units” in the above
explanations for each embodiment to be configured with programs operable on computers.
Those programs can be written in C language, for example.  Alternatively, HHTML, SGML
or XML may be used.

Fig. 14 is a hardware configuration diagram.

When programs operable on computers constitute parts or the whole of what are .

described in the above explanations for each embodiment as “units”, the communication

devices 100 and 200 are equipped with CPU 37 (Central Processing Unit 37) to execute
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25 devices 100 and 200 are equi pped with CPU 37
(Central Processing Unit 37) to execute 32 prograns,
as described in Fig. 14. Thes@PU 37 incorporates, or
connects to via a bus 38, RAM 40 (Random Access Menory
40) as one exanple of a nenory device or a nenory

prapiatns, @nidsaibed iMEig] tAt i THe CRY B7 4tofRRABY, @r 8bnnects to via a bus 38,
communi cating with the outside. Further, it is also

' [ t o)
R Ao A 0T G ik o RESERR L A g pemory
9) and a magnetic djsk drive 46 as described in Fig. .
@AM‘ Wé’?fnw%éﬁoar?@ﬂc Sriapptle Pecqsupyicaspg v thp pvgides “Turther, it
. What are described as "units" in the above
is aliyPassdeld torranfigire eGP 3 del bareennected o theougmary devices such as
prograns 49 in Fig. 14 stores prograns executed by
ROWMEAI9 (@ead Oalvicinety 35 and Biniagnetiondiéh@ X8 AnRtdrdos if Mg, 14.
each enbodi nent. The group of progranms 49 is stored
| NWiHRR ' BB ks
Pf%ﬁyc%ﬁ%ﬂ}l%sm%%%@ﬁ?&h&@arp g%flﬁé@as Rnits® in the

execut ed CP 47 etc. e menor evi ces

: I f , h h
abSOOPhRES 6 Pl sFBR BRIl nepemme 3 WA 14pgre

descri bed a% “units" in the explanations for each
ProgiBeexeemed byyhet aisgscaibed ay ‘amits mnmiapsxplanations for each
Al ternatively, such another configuration is also
embodigiehil. e Tihe grony efifrogramk 40 isstered éstheinmebry Hbviess. The group of
"units" in the explanations for each enbodi nent by
pr&pihydd B exERECER €POR7CORLITEA. | Ofhe RémGQ deVRESstore resuits of
hardware and firmnare. Further, such another
eacqlgﬁgé@gyr ation is also-possible to store the prograns
t I mpl ement each enbodi nent by using recording
apparatuses w th the other recordin nmedi a, such as . a
F £ XoR &GO i nassipiegp aRplomerey parpsizabed as
. Disk), a MND(Mni 20 Disk) or a DVD (Digital Versatile
s oy the pyplangtinnsfos gadk emsboRinmyng Sy firmesard sterediis ROMi39e
45), a conpact disk drive 86 (CDD 86) and the |like are
Altpmativedie dudhranbtiies cadighiragiondd alenpasiblesh dwplesnt-~iiat aleddescribed
I ndustrial Applicability '

as “units” in the explanations for each embodiment by software, hardware or combination

of software, hardware and firmware,

Further, such another configuration is also possible to store the programs to
implement each embodiment by using recording apparatuses with the other recording
media, such as a FD (Flexible Disk), an optical disk, a CD (Compact Disk), a MD (Mini
Disk) or a DVD (Digital Versatile Disk). In such a case, a FDD 45 (Flexible Disk Drive
45), a compact disk drive 86 (CDD 86) and the like are provided in this configuration as

shown in Fig. 14.

Industrial Applicability

The communication device 100 and the communication device 200 as stated above
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25 The communi cation device 100 and the comuni cati on
devi ce 200 as stated above 33 can be used not only as
a roadsi de device at a storeggi de and an on-board
device at a vehicle in ETC, drive-through etc., but
al so as an aut henticating device and as an

caalbe et it anbchsdervhdside deeiceaeh storddideartionmBnibaad d®mte at a
devi ces such as nobile tel ephones, wre comrunication

vellRW 6 8¢ @hvéltl‘ﬁ‘b{cxjﬁl &e. %léﬁ%'aﬁ%ug'@fﬁ&ﬁn Adid dra§ LSS

5 connunlcatlon evice via base statl n- an
.possi bl e

r i nvention makes it
a“% Foaue GerRie Beiihen BAER COTPTERGAEon AR esisych avasble telephones,
betmeen devi ces inplenenting different algorithns, and
Wi CHpmBRicationdeviees, aha wire cammupisation desies andepeireltss e
even when one algorithmis made unusabl e due to
cobmaallicatign dévicet Vi a bhgdrsiatibmand thehikel | ke. 10 Furt her,
the present invention nmakes it possible to reduce the

ri The plesdh alveASsh hfkes HSEibIE Yo ﬂ&?%ﬁlpmp&ﬁﬁéﬂn@&loﬁfana !R%ﬁ sharing

algorithmor the |ike. Further resent 1 nvent

ce.c s of n thorl
vl AT Bk s GG SEBPRER PRy {eRrnd o
d ngrove the s gﬁurlt 15 34 CLAIMS 1. An aut henti cat ed
eYey e RBrRReradIGgen A7heR ABF gleomihp i erade gpusahle due ssbregking of
| gorithmidentifier and at |east one encryption 5
thqaﬁyﬂﬁb@ﬁtﬂhﬂhhﬁ a transmitting unit to transnit the at
| east one algorithmidentifier and the at |east one

eneurghet, iteanprieesnt ireitidnl haldes Ktpdkable BY rddiee RIRK Yof Hetiréasé &

an aut henticating device; a receiving unit to receive
sedufi8iadens b rgflﬂgeagl eo iea prescribed al gorithm

identifier and a pre cr| encryptlon key identifier,

S [om amon e at | east
eli'u?ﬁl'é ghe presen IllVCl%lon makes it possible to reduce chances of unauthorized

decryption by eavesdropping or the like, and to improve the security.
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10 algorithmidentifier and the at |east one
encryption key identifier transmtted by the
transmitting unit; and an autdMentication processing
unit to performan authentication process with the
aut henti cati ng devi ce, basEgJon the prescribed
algorithmidentifier and t ABP@%cribed encryption
key identifier received by the receiving unit. 15 2.
The aut henticated device of claim1l, wherein the
menory unit stores at |east one algorithmidentifier

Land\mauthanrisited devicesiv@iprRincon key identifier in such a
manner that one algorithmidentifier and one

engh ' ; j L4 1. ar ' rofile; ..
20 o it ot e Tabt P B Y BT A R o hSimtion
ke?gri m lé}j_ cating device, the at |east one algorithm
rde ffer and the at | east one encryption key
identifier stored by the nenory wunit in such a manner _
t hafrapfattmegwitite tiansneibheiat least cned]gomighne Rlentjfixriand tHeey least one
identifier are paired as one profile; wherein the
engrypdvkeygdenifier sterdibyehe mbmory idittoautangRhiiGahs B&vice;
device, the prescribed 25 algorithmidentifier and
t herdERieinR Q8 rQBAE Yidhi AR a'ﬁﬁl\én%%%g H%\H@Ff a PRLABE B ofthm

prescribed 35 profile, anong t east’ one
. al: ' ' i fi . t I t ti
acBLBE sl AP0 b BRuft Ret fon e B8 10 £t RG AT Bast one
an ereln t aut henti cati on processing unit
ol R i and e e G B BRI ESSdaur R, reitted by the

aut henti cati ng device, based on the prescribed
trapgrgymgtuai andent i fi er and the prescribed 5 encryption
key identifier paired as the prescribed profile
r emeiutedtitnfioh peode et VHiTG peRform a8 aufﬁeﬁic@ti&hgﬂakés% ¥ififthe
device of claim2, wherein the nenory unit further
autBéiceEn 2 NREShREd bAl %Bﬁéécﬁﬁe& Qﬁbﬁﬁﬁlﬁﬂ%ﬁiﬁ@r il tpé ?féscribed
h a S S

r
i ndicating a set 1 n such a manner one se

enchtilRkef S RMiAL LERRY b6 ALIOLLLAM |

2. The authenticated device of claim 1,

wherein the memory unit stores at least one algorithm identifier and at least one
encryption key identifier in such a manner that one algorithm identifier and one encryption
key identifier are paired as one profile;

wherein the transmitting unit transmits, to the authenticating device, the at least one
algorithm identifier and the at least one encryption key identifier sfored by the memory
unit in such a ﬁlanner that one algorithm identifier and one encryption key identifier are
paired as one profile;

wherein the receiving unit receives, from fhe authenticating device, the prescribed

algorithm identifier and the prescribed encryption key identifier paired as a prescribed
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10 corresponding to the at | east one al gorithm
identifier stored; wherein the transmtting unit
transmts the version identiBber stored by the nmenory
unit to the authenticating device; wherein the
receiving unit receives, fromthe authenticating
pratls; aneongithe atdeass en¢ aleerithay identifienand the at kedst ene encryption key
corresponding to a prescribed al gorithmanong the at
idé¢nedist tramsmitidd 19l the tratdntittingromitngidt he set indi cated by
the version identified by the version identifier

t h . ne nt . _
F Y the Qutﬁélﬁﬁhﬁ&ﬁglggﬁ@g‘%ﬁ E%?ﬂﬂ%'etfﬁ aﬁﬁ&t%@&n%rﬂcess with

t he aut henti cati on or ns
tjcatjon process with .the authenticatin .
*h%‘%%%@?hﬁﬁsdeea“’&n PHEOHELLTFH 4 %%Bﬁw‘fﬁwﬁﬁe%@iﬂm Rjescribed
received by the receiving unit and on a prescribed )
engYBYILkGYdReiEigr paisd @f thearressaibedprofiletracerived bytherectiving unit.
20 algorithmidentifier. 4. An authenticating device
conprising: a menory unit to store at |east one
algorithmidentifier and at | east one encryption key

3.1 deh¢ hith@fticaté® davié@ERI¥g unit to receive at |east
one algorithmidentifier and at | east one encryption

3 e TI h . o) _
ke b SRR 2 ST SR G i
ri bed encryption Kkey identifier

_jdentifi d
m‘fﬂ%g’g%é‘ §‘ltt§15 @%ﬂw%%lﬁréf Gsbéh%ﬁlfysea i#i fpriagddrema Ablsest one algerithm

| east _one algorithm identifier and the at |east one

- cogefppyding wrihg alleasi ene algpgthn Wemntifiee dtobyd; t he recei vi ng

unit, when 5 the at |east one algorithmidentifier and
t heheatin tieastnsoitenent isnoR theyerbioe Mehfified stosé b the Bemory
the nmenory unit exist anong the at | east one al gorithm

m{mghﬁﬂhgﬁticaﬁggg%eat | east one encryption key
~identifier received by the receiving unit; a

" R O S b Ry L R LR
selected by the selecting unit to the

i dent.ifier
alg%j'ﬁﬁlelﬂ‘ff}tl%ﬁ{ eyregRAding fogprescribed algorithm among the at least one

algorithm forming the set indicated by the version identified by the version identifier

transmitted from the transmitting unit; and

wherein the authentication processing unit performs the authentication process with
the authenticating device, based on the prescribed algorithm identifier received by the
receiving unit and on a prescribed encryption key identifier paired with the prescribed

algorithm identifier.

4. An authenticating device comprising:
a memory unit to store at least one algorithm identifier and at least one encryption
key identifter;

a receiving unit to receive at least one algorithm identifier and at least one encryption
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10 an aut hentication processing unit to perform an
aut henti cation process with the authenticated device,
based on the prescribed al gordsthmidentifier and the
prescribed encryption key identifier transmtted by
. the transmtting unit. 5. The authenticating device of
o gy iar ﬁ‘l@awaﬁmﬂ?atqdeieﬁi@mry unit stores at |east
one profile identifier to identify at |east one
pr efsekeetingninétrie bylectrrepradegibed dlponithaeibédtfiefinddPagribbEeiyption
| east one algorithmidentifier and one encryption key

kdyd@mtitiEd B beMRBIbT R Jﬁémvé]rg%ﬁft ﬁ%?ﬁ%lﬁr RG] Rkt 8 ?lgorithm

identifier are paire rein tcelving uni

- er, receives at |egst one profile.identjfier from
idp i G BRI P errs TR K5 RfGorarfevl Vbt wbivig o, when
unit selects a prescribed profile identifier to be
the pidleast ong algerdthnyidensifir amt the pi lsast ane aectitiondiey lideatifierstuaed by
profile identifier received by the receiving unit,
thevimemotyhmitadxidt eamhyg ciwent poas drlear]dodielih idene fiersingd tiedathyast hie
menory unit exists anong the at |east one profile
entSBdi kdydcriBRetotideddy thBPedeRGfY Mii9 UNi t; wherein the
transmtting unit transmts the preéescribed profile
id 1L by.the 2 lectin it to. the .
i e Be 5 GE R oo At ar Bt Piéscrbed
aut henti catign processing unit perforns the. _
enGTSp Y Koy adantgT iesteady the selectipg anian e suthentieatpdgloyicgeand
based on the prescribed algorithmidentifier and the
pr @saithapigatioarnsesessing nnik yperfhemtainfanthentiaitive grdegssawith the
prescribed profile identified by the prescribed
authentidated deiidertiabdd @t the hedasibddt b Bym td@itifieramdthd prefGibed
unit. 5 6. The authenticating device of claimb5,
endRicR Héyti(!é?xtiﬁ@l%mﬂ?dtbgf tHE frctﬁ%'imﬁfng hiig & Version
identifier to identity version of a set in such a
manner that one set is forned fromat |east one
al gorithm corresponding to the at |east one algorithm

i dentifjer stored,
5. ’ﬂ?e autflenticatgng deeV1ce of claim 4,

|# 2]

wherein the memory unit stores at least one profile identifier to identify at least one
profile, whereby one algorithm identifier among the at least one algorithm identifier and
one encryption key identifier among the at least one encryption key identifier are paired;

wherein the receiving unit further receives at least one profile identifier from the
authenticated device;

wherein the selecting unit selects a prescribed profile identifier to be stored by the
memory unit from among the at least one profile identifier received by the receiving unit,
when the at least one proﬁle identifier stored by the memory unit exists among the at least
one profile identifier received by the receiving unit;

wherein the transmitting unit transmits the prescribed profile identifier sclected by the

selecting unit to the authenticated device; and
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10 wherein the receiving unit further receives a
prescribed version identifier fromthe authenticated

devi ce; wherein the selectingmunit selects the

prescribed algorithmidentifier corresponding to one
algorithmin the set indicated by the version

i devhergin g duhentieation puEessiginieresioons thedathentidation process with
received by the receiving unit; 15 wherein the

theraathelidatddtivid) tastd GNERTpCHIG MARRRIRANE A0 &lhetﬁ}gﬁ.cnbed
|dent|f|er sel ect ed by phe selecting unit to the

Byﬁgs& g uni e?%%‘%&cﬁ%? e ﬁ ‘ﬁ‘é‘ﬁh[‘]ﬁ%ﬁi@gﬁ ? ‘lrlgf%%:'g 8d profile

d tgg t he ggig%ﬁplcated deV|ce based on the
AEHCE ARy {RAPHEYS er transmitted by the

transmtting unit and on a prescribed encryption key
identifier paired with the prescribed 20 algorithm
identifier. 7. An authenticating nethod conprising: a

6.f i ri¥e auttentdnting dedcséRibind, t ransm t, from an
aut henti cated device storing a plurality of algorithm

| deeidid @ ey BniP ft @'f bthdes %fveﬁsﬂﬁééggiﬁgptdﬁﬁg tﬁjéa version of a

“identifiers, to an aut enticati evi ce
ural i

: ur al i or|th |de |f|ers and
sebp il {y’%lw ﬁﬁ*ﬂ © Bl dhPRFL AEm 1%5?@&5@% b &tspolding to the
receiving step to recelve the plurality of algorithm

at ﬂeégrﬂqefaﬂgé),r%hlgﬂﬂfnﬂﬁ@ sgiredbal ity of encryption key

identifiers transmtted fromthe authenticated device
by whereinf the sdceivingamgrfutthdr mepedtes p praxtrivddeventidhidadtifeafrbmghe
device storing at |east one algorithmidentifier and

authefificat@ipddvicene encryption key identifier; a selecting
-step to select, at the authenticating device, a

SRR LR RO O 3§ D contio
. [ I it ,
ong HeBF o i o indbembeC i eRE ghgred bl s erEierpier e
identifiers received by the receiving step, when
ldepﬂéergpcqlﬁéigwtb%@cm@gmthm identifier and the

wherein the transmitting unit transmits the prescribed algorithm identifier selected by
the selecting unit to the authenticated device; an&

wherein the authentication processing unit performs the authentication process with
the authenticated device, based on the prescribed algorithm identifier transmitted by the
transmitting unit and on a prescribed encryption key identifier paired with the prescribed

algorithm identifier.

7. An authenticating method comprising;
a first transmitting step to transmit, from an authenticated device storing a plurality of
algorithm identifiers and a plurality of encryption key identifiers, to an authenticating

device, the plurality of algorithm identifiers and the plurality of encryption key identifiers
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10 at | east one encryption key identifier stored by

the authenticating device exist anong the plurality

of algorithmidentifiers and 3he plurality of

encryption key identifiers received by the first
receiving step; a second transmtting step to transm t
StPFf’é{aprescrlbed algorithmidentifier and the

prescri bed encryption key identifier selected by the

s elaefirki regeigihg ptep ta avit d theptirBItdf aRbtiTHEh iddMifitevdrdiehé Plurality
t he aut henti cat ed deV|ce second receiving step to

a
of &ReBJp¥iBn kBLidRRARE trARMitR 908 Mdtﬂeﬁﬂ%&té& §lvid (}B{Iﬁrst
I den y

prescri bed encryption key l'er transmtt

oFiAEE 20, 1" ST eSS Pt 05 B HRSAbR RL R ng

aut henti cati on proceSS|ng step to perform an
atJeash e $eRmiien key idertifieThet ween the 20 aut henti cati ng

devi ce and the authenticated device, based on the

pr esclettimstel @oeletfm the dethbhdidaeng deded, b @raestadraldoeithm

encryption key identifier received by the second

- dERERE YA preSériRd efory by NERIREALI RSt IFE BPfhe authenticating

conprising: 25 a flrst transmtting step to transn1t

devacg(r)ﬁr | 1?18'15 &)iu? f 91 t?m:‘ ‘ég@{ﬂe sgaéla th).)ﬁhy (#e elggliyptlon key
tlfler to an authentlcatln device, _the at | east

ldﬂﬁgig’éﬂ rgerydi theessetving steparhen 118 af feateosé plogthm identifier and the
encryption key identifier stored; a first receiving

at dqagfoonesneepaon ket identifier stersitbydhe alahgmcamrtg‘davnte miist areong the
and the at | east one encryption key identifier

pltrabityifiaigoeichni Idemtifidfear@ithb pird 1336 LehcB@iibs RePiehtiferd tdcsived by
transmtting 5 step, at the authenticating device

th@ﬁg{&ﬁgvﬁrgh%rallty of algorithmidentifiers and a
plurality encryption key identifiers; a selecting

. st ect. at_the authenticat dev
o EE%CP?‘%%% FileRlonp SrBuhi F AT uR bgeﬁ?fﬂaﬁ&‘f and the
enc tion key identifier to be stored b
Pf%ﬁﬁfl ICEREPR Koy Weniliee selecied 'ahﬁ]‘?@ebﬁélgaﬁ@eﬂa é"am the guthenticating
algorithmidentifier and the at | east one encryption
dexkieg to the authenticated device;

a second receiving step to receive the prescribed algorithm identifier and the

prescribed encryption key identifier transmitted by the second transmitting step, from the

authenticating device, at the authenticated device; and

an authentication processing step to perform an authentication process between the
authenticating device and the authenticated device, based on the prescribed algorithm
identifier and the prescribed encryption key identifier received by the second receiving

step.

8. An authenticating method comprising:

a first transmitting step to transmit, from an authenticated device storing at least one
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10 identifier received by the receiving step, when at

| east one of the plurality of algorithm identifiers

and at | east one of the plura9ty of encryption key
identifiers stored by the authenticating device exist
among the at | east one algorithmidentifier and the at
allgela@en Wertificend 4f feasbondayryption ke identifies ¢e iav euthbytichtigg device,
first receiving step; a second transmtting step to

tHerad leasti dne talperifhne ieniife dnd kgt ldaboric @ﬁmzpﬁérﬁkeﬁa@htﬁbﬁstored
15 prescribed encryption key identifier selected by

the Bl BedilingsiSh g)or oV O Ml Ra@lnl g[gphﬁﬁﬁ id%guﬁeq'eﬁﬂh ?}teeoatt east one

t he aut henticate eV| ce; a secon ecel

cri bed. al go |dent|f|er a "
oSl ke WRuRiF S o By e iericerien sy ﬂ@&{rwransnnttmg
t he second transnmitting step, fromthe -authenticating
stefa\f Ehe aughentioaeing deviemstpiieg @ plucity efenlgcaitm Adengificrs and a plurahty
aut henti cation processing step to perform an
ofamttyptivn kaytidanifiprspcess bet ween the aut henticating
devi ce and the authenticated device, based on the

pr @Sssleub@i;t@l @ @éllezéthm thb g@ﬂﬁteﬁtfchﬁﬁ el Qﬁreeéﬁo%e (n]é%%ﬂnn
ed by

encryption key identifier recei e secon

nt.i Lo
idb R A Eore 88 eraliontiy SEnBSep 5 B e Bpgicating
ddew ce stori P‘? B]Gpl uraljty of aI orlthm identifiers
eXih8 fnpgmeng the gt lgast gpe ﬁlﬁsﬂih@?ﬂdﬁlﬁ%@r gechihe mf leps ong gnegpption key
aut henti cating device, the plurality of algorithm
idengiéing fep¢ieadsbyathel rackiyingl sterawihiy alease noe yithi phurkliy of algorithm
identifiers stored; receiving the plurality of

ideltifersiahti o leshe ohé 6 ﬁlespmmlﬁy bhencRypiioalkiel Weafifi@s Gloyddt tyolle
key 5 identifiers transmtted fromthe authenticated

auﬁ‘ﬁﬂﬂl&tﬁng Abvitd&id Hﬁl@ﬁ? ?Igefﬁgén glgorgearééﬁﬁ?:ﬁ RS A4 t{lé %ﬁgast one

one al gori t hm i denti one encryp

sel ectin t t he aut henticating
ené’%tidndl?ey ldent gr T ‘é%ﬁgf té’g;ﬁlr ﬁ?ﬁe}vgg#qpf,l er and a
rescrlcﬁed encr ption key identifier to be stored by
t heSesaR Eﬁltsrfe%lpg ﬁbj‘pd@\f/ﬁae@mf thsraresstibry algarhm iderdifie gnddhe

~algorithmidentifiers and the plurality of encryption
praseybadcoenypiiorekey ideddiew sakcted by the selecting step, from the authenticating

device to the authenticated device;

a second receiving step to receive the prescribed algorithm identifier and the
prescribéd encryption key identifier transmitted by the second transmitting step, from the
authenticating device, at the authenticated device; and

an authentication processing step to perform an authentication procesé between the
authenticating device and the guthenticated device, based on the prescribed algorithm

identifier and the prescribed encryption key identifier received by the second receiving

. step.

9. An authenticating method comprising:
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10 when the at least one algorithmidentifier and the

at | east one encryption key identifier stored by the

aut henti cating device exist &bong the plurality of

algorithmidentifiers and the plurality of encryption

key identifiers received; transmtting the prescribed .

al ﬁaﬁlﬁ%ﬁga PRerRentgted dexicp stosing ppdaalgy of ylgeiibm ienyifiers

identifier selected, fromthe authenticating device to
angl aepluralithi ef encrmtion keswdentifiers, 3o meceihentigting devicee derphivelity of

algorithmidentifier and the prescribed encrypti on key
algodtelinh ideh@fiert baNGRIphirelty bF eMBr-fRn e} RRAtfGALLRY; devi ce,

at the authenticated device;  and Pperform ng an

S0 A SR P A IE METS p
OB R L BRSSPSR Ak o

aut henti cating nmethod conprising: transmtting, from

leagronguigesithm idensfierchediat agitape iengyption kegsdentifier; al gor i t hm

identifier and at |east one encryption key
i desfectifig, @t thetanttenticating dotite agirék@riﬁﬁﬂ\/dlgtﬁ'ithﬁlh@er@lﬁeﬂ At
one algorithm identifier and the at [east one
@ hasi - L _ iy _ ¢
P ey, R, Lot 020 B BRI Wb Do amon
e ' Kk 41 identifier transm.tted fromthe. )
ehe R kel iy R o RRA eicBimriog Kok e received,
stqring a plurality of algorithmidentifiers and a _
whep ﬂFaﬂt ?eta? WE agosiypideniifiand theetdsast enesenception kexnigentifier
the authenticating device, a prescribed algorithm
storedldntthé iwhendicatting dgyicesrist irechgeihe piupilito of klgyrithadeideritifiesrand
to be stored by the authenticating device from anong

theplirblity af eh@@ftlondRRs idhnbifedk bdvvegent i fier and the at

| east one encryption key identifier received, when at

| eAREmPRE: @b p}éggri@fd%trl%giﬂgr?‘ 1&%11?%1%91{01@4@8%0?%%{1 %%dﬁ%y key

and at | east one o urali
ldentifiers stored by.the guthentjcating. device exist
ideliERbeqEh FoP sdunsiadatte Jors Rt AuhPRieRer e ne
at | east one encryption key identifier received;
recetving the prescribed algorithm identifier and the prescribed encryption key
identifier transmitted from the authenticating device, at the authenticated device; and
performing an authentication process between the authenticating device and the

authenticated device, based on the prescribed algorithm identifier and the prescribed

encryption key identifier received.

10.  An authenticating method comprising:

transmitting, from an authenticated device storing at least one algorithm identifier and
at least one enéryption key identifier, to an authenticating device, the at least one algorithm
identifier and the at least one encryption key identifier stored;

receiving the at least one algorithm identifier and the at least one encryption key
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transmtting the prescribed algorithmidentifier and

the prescribed encryption key 10 identifier selected,
fromthe authenticating devicd to the authenticated
device;, receiving the prescribed algorithmidentifier
.and the prescribed encryption key identifier
ideptifies rapsreitied fiom thp euthentisatet idevice, g theemiheaticaging tlece storing a
aut henti cated device; and performng an

plarsityestialgaitimidetiters $6d Bpluienof SRnpibh&BY ideaifichg

device and the authenticated device, based on the
pr %él@éthfé,egt @k g%gﬁtﬁmh#%d@é%def 4 Elres&g)%d %%%rlﬁﬂl? Rt dna 4°
encryption key i dentifier received. '
prescribed encryption key identifier to be stored by the authenticating device from among -
the at least one algorithm identifier and the at least one encryption key identifier received,
when at Jeast one of the plurality of algorithm identifiers and at least one of the plurality of
encryption key identifiers stored by the authenticating device exist among the at least one
algorithm identifier and the at least one encryption key identifier received;
transmitting the prescribed algorithm identifier and the prescribed encryption key
i
identifier selected, from the authenticating device to the authenticated device;
receiving the prescribed algorithm identifier and the prescribed encryption key
identifier transmitted from the authenticating device, at the authenticated device; and

performing an authentication process between the authenticating device and the

authenticated device, based on the prescribed algorithm identifier and the prescribed

encryption key identifier received.




