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SYSTEMS AND METHODS FOR ELECTRONI C | NFORMATI ON
DI STRI BUTI ON Rel at ed Application This application

W@b@soss0ps i ority to provisional U S patent PCT/US2004/037031

application, serial no. 60/517,800, filed Novenber 6,
2003, titled, "Secure Electronic Information Transfer

Y THMS ANDIETIHOD SFAR L IBE SRONKA INFORMATFIOMPISTRIBUTION
appl i cati on, seri al no. /PQ&J i’gﬂlc tﬁdd ed Novenber 6,
2003, titled, "Secure Electroni 5% mati on Transfer

Encr y’Dlﬁi's applidatibodlaimé poritptie peivisiaial U®. patzht éqﬁill@ﬁhc&f €erial no.
%qrgcor%) %ted herein by reference. Field of th

YEn$G AledhNavampRes fy #U13; Fidedy{ Secuge Rlocppig h@%rmatlon Transfer and
SGoRGE rS?lE‘ﬂeﬁl o é}L MRLViSBnd1 TR Sﬁﬁ%ntﬁ icatiBh %gﬁ?l no. 6 /517,801, filed

parti cdl ar, IS I nvention ates to trans
Noemibeo i 200% titded Seamne Blastrosie dotormator "éxanﬁﬁeEEncryptron Method,” the
t hr trlbutlon und Di stribution

?f’ftlr%Vggps@(rjd Vhich &g aﬁeﬁih? ]?3glreg?r8‘?ceel ectronic

HerWem BwehtidieS, prograns, video files, audio files,
and ot her nedia fromindividual to individual,

i ndi vIkis énventiolmrﬁhtaﬁwgene@did te oleplaenic indomestioarisansier andstorage. In

e R bR B e g R B Gy o recipin

thrqigh edlistlibdin pdieer to Peer, Virtual Private Networks

(VPNs), parcel courier and ot her i nformation del i very

mechani sis. One of the nostBadiwewndret hods for

i ndi v %H‘I’Hrﬁmﬁ%f%ﬁa@ﬁ i€ Enfglln?aqt{xﬁrfm e %)HB%? %E’ﬂr&lﬂﬁ Hécuments, files,
iTe thr's may wor

t hr oug attachnents
pref@atrisyeildyo Wlds| atdfdis fikspdnd othhee eiadimfremdodividant to indiaidgel, individual to
and ot her, common tﬁ)es of el ectfonl c . data wll

ORREBE-| QOPRAPY HS FRTEPAY OGehR aLlioEs PL UGB evary dh %his distribution
a1 ARH A ©AR J78-thiif Rl aRERE, FﬂJ*PraﬁﬁEaPﬂo%oc%l({lﬂg’?,dP&r to Peer,

every connecting point in the network between
‘élmdb}nmid Ntetwaorks: €€PNe)y panel coheeredndoghdr snfons@murdelivery mechanisms.

File ot ocol TP) .re ri or et and .
accou ’P tﬁ? ﬁ‘fm‘inl‘?né‘i (51?9‘1‘1) gg‘g}@tﬂé% %‘n ‘i 1¢ information is
thiush RLASE §t$achﬁﬂ:ms O RIRAME SR PloMd MeutiRe QUL for KRB electronic

| ocation for information to be shared h'this case, all

qostimentat laege andmilest common; typesrod gleconie detasyiblnst b@ccessfully transmit
?ﬁ&ﬁ%ﬁ %—n\%? ? oﬁ*lig‘l iy tllxe 1nf%§%g§8n g%sbeatrang erregrt%g dat%qé’l clgfgpeo%ec% at every

e~-user

donagctidpglppirgiiv @ ﬁdﬁ&eorﬁiaieﬁ)@eeﬁ&h@@nﬂ&aindttﬂerdcé\[ﬁ/@rf atth@®dfore is insecure.
being transferred is secure. |nformation_ being
t r anstils Franstas Piotoaob €F TH) geqritss priaksshBP 88¢ agegunt management in order to

fa‘?gpi“b §llﬁﬁﬂlfg ¥hi¥' gr(ﬁ?sst Hﬁni &Hﬁ ésﬁgo&lﬁg@ B{lﬁﬁch"Ely $cadn for

sources t'o serv ectr tion"to others
mfmmiatign toobeashaesis Tn this ddse, alhinformatibostoteal ibehis area is accessible by

transferred i s _hot bI| d, but rather searched
Waﬁf‘d""g? finds Lo SOBISH @a‘F Eﬁl%,afea fﬁﬂ,ﬁ’lreﬁ ?‘F’F@f{ a]ﬁé“il Wét auser name and

ﬁa@gv%rﬁaﬁﬁt%t'oihngﬁe@ﬁb Rsd JAESHE! the ShfobdtioAHREl: transferred is secure.

I nf ormatl on wthin the connectl ng conputers I s at
ri sk.In8irmeation heing fansfired vsing Bedrdodeedteplynology is accomplished by using

the connecting computers system resources to serve electrorlic information to others wanting
to access it. The information to be transferred is not published, but rather searched and found
by those looking for it. During the time the information is not being transferred, all other
information within the connecting computers is at risk. Since the information is located by
name, the actual information received could be completely unexpected or even worse,

damaging to the receiving party’s system.
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name, the actual information received could be
conpl etely unexpected or even worse, damaging to the

WO e@sioviong party' s system 1nanme, the actual PCT/US2004/037031

i nfornmation received could be conpletely unexpected or
even worse, damaging to the receiving party's system
nAnne, theel ackral infornatsnvierdiesd(comiid)e conmwlelelyabEkpsictad duyven worse,
%%% 3 ta%ﬁmerélﬁtrataors Sto,[eEleow de a private _
R QBB Ie LY &5 Dender and receiver. This
met hOWrﬁﬂEBﬁvﬁél Nt érks POPIE) dr©EstSHRBEITSy SfstedhsdRinghisators to provide
network to access it as if they were inside the

PREVRSP fEansppsien Ratibetvepn sensor %ﬂéi 1geRiviete Tihisimsthed opens an entry point

fo?fs&%%}e 1@@5%%5&&0 a\@@esﬁﬁ%@@tﬁ?}h%grerlﬁgl&@{ﬂé netwdork While
Yere i's ho rmat1on out

UPNE hiay poatitie sdcnrealtdailsfdr ofi infaMiaidsion detwdee tlee mmtd‘olhclmdtnetwork
infrastructure to inst mai n

LoC hOt:hgr%|1Ep% ey & F}tar? Hﬁ%tpq?gpp 8Htsffq§r?f élplg Ba SIIIQ adc? tion, VPNs require a
§1§1ﬁﬂé§1ﬁ kdcBficyl i@adsthicadh id &e@h RSERD, BQYE égp%&t service

such as United States Postal Service, FedEx, or
ot herElevteomé gifOrrmiom\pen ylso bepanifesed iﬁhlastradﬁtdmaﬂpamql cherier service

sﬁ‘éﬁ ﬁ%ﬁ%ﬁﬁ‘i §t%ﬁ5§fge eLvic @Pﬁvfeéi %gér? &&%%%{i%/}grd%hvery companies.

THhig feaeld R, Bagose RBEreUBMAdoE HHRVEIECtthiE @SIRIB} Bechanisms.
G her information delivery mechani snms may provide a

Hpwever;itisraens cosily olghoﬁretrmacéloglb@ma pnd wsnaly slowiee to complete.

secur account abi | i t

cas o0t rEBRREbh dal Y i Bha fEFEHRL BRI el ged e sgnore more

l6ieal iRted [ HeE @ ityPEunadatibilit®ror aBédudbllfy PIOMI &dsed) tiddRd methods are

execute. Validation is also a concern as there is no

sHbERmsecRs, disaitRd I UG AF regyIe maqupliaieeveptioe Espreyisiogrand execute.

Yﬁlﬁﬁhbﬂ % alsPg %ﬂ&%ﬂfa&qh {EROAd 1,8 &a‘hﬂﬁ Fe'a{m}ﬁ §va11ab 1n these processes for
ransacti on. hough he en resu SI ng

tnekingdk ggmgointi ecpdrting theahiiregransamioar sonme, a n d

undesj the, n o.distribute ele tr .

i nf or%féhl%ﬁ the end reﬁ@hﬁf N eﬁerfﬁiffﬂ?%ﬁ o i Tysifayiag) gumbersome, and

HRlkdivab B asn Rl 16 ARRHMECALLRRAIC BUHREY éﬂb&%dﬁwﬁnﬁmm and

this invention provide systens and nethods that may be

whedlddailymi¢ans dfiadmmanitabiorsi nesses for secure

& ectronic information distribution. The ternlnology

BB onic information transfer” and "storage" are

used map&lifehfd of tIE mﬁtl&%&i}ﬁts Shdteth bt Mbdlols BGE Ry #RY 86 used by
ner al electronic informati on transfer

usage.
m@w&uglsw@d%ﬁ@ngféﬁﬁf% geaunelcleeitamic/infeymetion disgalugienc The terminology
d C s & Mels d ot . .
eiggggg%tllgtg)g}p%t?cf% AR fetrr Ia%cg Jttcgg aré) gge%rféreug{h %%[aﬁmgég r<]:onslstent with
theid acuFpeg uisigh. \Z[h@uﬂélsl Gglectinngd 1ﬁiﬁﬁﬁﬁﬁoﬂﬂ ngm@f’aéﬁers to the sending and
"storage" refers to the holding and stagi ng of
IEAERE @ﬁ Plectrorie MHamaionofogHEgRB: files, peral andmtheimedia, generally
ARd 15 EOS S[?aec VieRveen!dld %ﬂloﬁg &ﬁfgﬁldﬁzﬂg ald @&%&%ses. In general,
Inventi on es systens, nmefhods and conputer
‘fsagl Irefers to the holding and staging of electronic information on magnetic, optical, or

other media storage devices.

In an aspect the present invention provides systems, methods and computer readable
media that facilitate, from a user’s perspective, and from the perspective of overall system
architecture, the exchange of electronic information, including the electronic information set
forth above. In one embodiment the present invention utilizes a system architecture similar

to a hub and spoke model utilized by physical package couriers such as United Parcel Service
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media that facilitate, froma user's perspective, and
fromthe perspective of overall system architecture,

wo b@spssob@ange of el ectronic information, incluPCTyS100€037031

el ectronic informati on set forth above h one
enmbodi nent the_present invention utilizes a system

e Baderad @?‘Blfeés sTha gy comprigehy packaer dipsibation grsyerythheihzbd
wc eor é‘eﬁg@g@%@? gg%}ﬁﬂ% %Q? 1%’?&1%@ Ir‘Ll{sﬁg IS’IBNI&?JI chent sender

dédtasi buti on server. The hub cormunl cat es
el ectroni cal.l for via the internet, with

i VI R e oS Rl P gion agacige LGB F e eogyes | package
[

Lo Y ATLL e RG340 A1 Ve LG FSving

fmdtipes: ftoring tlmrpeclmgenm’céymg atrh@pieot thetihagadkape hasdmwn stored

staring the notlf a.recipient that.t

Fradiinge thtesh B OF elient B ot ES PuGElieb ihiig Bpaackage to the
feRfpidit eMhe feRipidd %@%ﬁﬁﬂ@e a dnEr&dipieheandthd quﬁ&t b#@st request, and the
package to the recipient. The reC| pi ent nmay rise a

packege dleténbpn@mer‘émdn@h@rtherqmméy a aechind g@m%fdb@ the pardrage has been
%c,tg\%gh %r‘lgg? sgdoi? (ﬁllé% f?%ré i) s\égcgndrr%é Lfé)g Ehe S}?ﬂ% f:%é%e?,/ af:ild transmit the

geeeﬁdp@kagéﬁaha@bcbemmleﬂtromthe second reci pient for
t he package, and transmt the second package to th
second! enecniogipent; the glestrenip Fansristion bhpaiage samitored and the

S
DA A Bt BPAAKE AR KaS. HBA 1S AR TSaRRd bifeceiving) a
tzevaread a(ctemdienge ds dotenened. fjraasnsiesivieis iatetrupted) wiink package only
devi elsdte If transm ssion is_ipterrupted, ..
B\ﬁfflhl BpEE f‘g’]ﬁ{ gp%’i“’tsfné?sll%ﬁ TG ESYEE Vo ({‘}L‘V?r\‘/ e remaining
LIERBRELS &ie‘iﬁcl&%)é 4sSopHake BEedo trbir 8RN P e drifife 13:%1@g@1 ng

el enents of the package as opposed to retransm sSion

of thkl mebtamk@dpmtka@e padliago detrémbom pﬁémprovlldes mokﬂgvg capabilities.

’E_(Ibrfetxrg@% ng)n ne %1e ¢ gm'édoﬁﬁg%ﬁla }gé ge (21}% 1ecorcﬁs a transactlon charge
@ St Ak | A cRRKIMEID theGendds. a tr ansact i on char ge to an

account associated with the sender. The package nay
conpr TBepaskagonayeprapase quet feege atv:rebutwér%meéamph iBrrge embodiment,

%%9& g@ gélglpél%g al ﬁ?{?ﬁﬁ’%aﬁi’eggﬁds ferg ag%' fi%%r bq{t]loﬁ ALNE: deletes the
Pakkgge onpapiratia ¢fahé dmratdn viiee. dD]iidapacQﬁlge\llﬁhdee askbéiated with various

package may be_associated with various other
Frrqt%ﬁaﬂl@aggve%eu I n anot her enbodi nent of this

| nvengj o iz go&’in%‘ﬁf‘gﬂ‘ms%\?é?ﬁ%nt@héled‘ Pém%@ﬁé%% seffl a package, a

client sen evi ce, such as a personal conpute
dednt sdnder gevorsesuchras catmfsnnpiraon@a&o,roeﬂulapplﬁmwemther processor-

el T ulg® R ioS B R e Gesha A HIEY @i f4speiaied with a package and a

ﬁf%%@&itﬁfe? shswbibidd vifll 4 file Qs%%iﬁﬂeﬂ}fésﬁlé Rethfrhd ﬁac%gé" ah@€ncrypts the file.
package, and encrypts the file. The sender clien
‘tes/$enderadlicot dayiasi alsosreeeivesc lpplemnt 1d@etmﬁ¢rfa|smcwa@swﬁh atrecdplent

s the rec ent

Sioorten e ET 5 A riekiad SEh fRingb et dnt o associatd fil
RLEAFAnSMaEkdltb hackage hub, and causes a package notification to be sent to the

recipient. In one embodiment, encrypting the file comprises encrypting the file using a 3DES
encryption, encrypting the file a second time using a pass code, and encrypting the file a third

time using secure sockets layer (SSL).



10

15

20

25

30

to be transmtted to a package hub, and causes a
package notification to be sent to the recipient. In

wor@somosei nrent, encrypting the file conpri sesPCT/US2004/037031

encrypting the file using a 3DES encryption,

encrypting the file a second tinme using a pass code,

and ehcongmbedinens, th? pedsT elint detipqsceipigpaskags availability value and
e

%S?(?& %ég!eesll\égfg V§1§§é% ac! agg.pgggg&)agfag@g)? ‘i/alggﬁet ﬁﬂgg how long the

patiagsis eom&ﬂaiaasort the hubbeferanit idddldted pastkagese rﬂihxte non—avaﬂable

avai | api | l ffﬁydet erm nes how_| ong the package is

avai | %1 Efeﬁe?yowémetan.agﬂ@eve@ea vglue &e Fearwrébe files in the
r

R Sﬂgﬁ;’“ Eﬁl%ﬁ%hr?r% il Sl SRR ol ST M prtication value

with ﬂteepqgh@gcag]e on¢ succhremlmthnmtnlhn authbmte:aum waite senttied-party

a550|ate ut hentl cat i val ue. W
e s G oS B b e e EURTHEIER g ppites States
]%@hggehgu@ third- party aut henti cati on val ue, such as
an El ectronic Postmark(tmas provided by the Unites
St at el qh@@ﬂ‘édodsew,u the clignt senvlsr dertierddutieamticatehaussh | Em example, in one
SRS HeERe BT o i Pt S SRR SRR e Jovmber stored in
theembrtearditicdRNThE cBént senddr dedlodWIBRE it @i@ithardidehifier to
smart, card circuit. The client sender device utilizes

Reendinate theuser Fordngtaoeethe chentsenden detiae Bay Rampaier smart card
1&91{t1ﬂ0%ﬁ51§gﬁlﬁberttg ﬁlaﬁetﬁ}d ﬁ%ﬂtﬁ%&aﬁgﬁ \ﬁhﬁl%ef@yre& ﬂﬂ?g&ﬁ store, e.g., a hard

smart card identification nu smar t
drdentn the satded b pensotded computer dini amother amhodatrxan‘e theeseder client device

hard drive on th nder's rsonal conputer h_an
ORI Fetipart b Guieronalier Bevnenbes éﬁd&y%l%ﬁ‘égf The smart
GAd RichHBE driokif@ @ RHILS ailhiDle dn MRELt SR ﬁ{élz%gtﬁé?& Rfencrypt the

sender. The snmart card identifier or other
datade avail abl e on the smart card may be used to

encrypt the d one e odlnent f .this inventi
o I g feny oF bl SRSk (ebierd it Brisf ¥ eS Rotice that o
[RRRXRIS aVﬁlaB}éadt b@@&l&g@'hu@ tR@pEReLe Mamltnﬁ%t eaﬁl@g €ile, requests the
cont ai ni n | east one fil e, requests the package

Haekaget fiem keeerhwb, angdvgceisesdhe eeclqaﬁefrp@cthegeclqag@hr\lb
the pﬁ%ﬁ%?lg) egygh nﬂi eer%l g %%% él% dll' ]%% bg gt\& atrg %ﬁve or other

the f ore Frive of 0

siervugedevidd el He&éctlpieﬁﬂ(thdﬁt dente Mey hiee réteieal tﬁ@c dh@@lfshlﬁﬁfr@m the
first checksumfromthe package hub and _cal cul ate a

RapkgedIh 294 crislagna ghegkyunppr thejat ieagtpng ddeioeensiigrthati{be file or files
Widd Rodlled (i oR St A Y A bRIR SRRl that no
as accu not odi nent ,

corruption rre er e a
conpuheneothencabddmenida umn()amt: Hhead shle hreadivex Gsaph es, fangkample random
access nenor uter di s% ; ri ses code for

or ac

BT JRALPRS G T GBI ARD) TGS Py LIBPT A5G of the
Bl Rk Rd abBed SiY& 1n-'3é§§1906@’6§@”p| e embodi ments are

mentioned not to limt or define the invention, but to

pr ovi Heese ﬁmmle smbédigrentscirementorst ot imitentefare the invention, but to
p1rov1dclaJ gxaenﬁ. es oid emnt%d‘inqgr{t(se 8% the%\?e%kg to aid understanding thereof. Example
embodiments are discussed in the Detailed Description, and further description of the
invention is provided there. Advantages offered by the various embodiments of the present

invention may be further understood by examining this specification.



10

15

20

25

30

enbodi nents are di scussed in the Detail ed Description,
and further description of the invention is provided

wo b@so4808elvant ages of fered by the various enboPCTERL084/037031

of the present invention nay be further understood by

exam ning this specification.Brief Description of the

Fi gures These and ot her' features, aspects, and

advant ages of this i I.ON.: . : er st ood

when the foll ow ng D§¥§?p§g&f£[£0§lr§igt§+§{nglﬁggr ead with

r ef er Eixse ahd othlee feattcexypspeyts nanddidamtags of tieingention are better

Fi gure i S | ock diagramof a system according to

S nsouhsihe Tofoving DD kRraRoh e v g epente 1 the

A OMpRRfilio BiaSds dhbffh:a process for creating and
transmtting a package according to one enbodi nent of

t hi s Figuwent iserblodk gagremdfiassystefnl apomrdangt toionk embpditiengofthis

et QOd_for receiving and storing a package for

WM Pbution in one enmbodi nent of this invention;

Fi gureigfird Bisa fidvedieRaNistiatihs 8 bf Reds¥@r sreBBAIAM ttAbmitting a package
recei ving a package in one enbodi nent of this

doagiding lorpnepinedenant pEthis iggewdwnshot of the first page

of a C iLon . interface in .one e di_nment

of ¢ HRBHAHE iR duihant PRRIEC0LIRRDE SR RRE Package for
disteibtidorpagmetiniodénfaok ddgeinve@ain; on user interface

shown_in Figure 5; Figure 7 is a screenshot of the
t hi r Figliget ﬂ%hﬁﬁéﬁ%&éﬁ%g ageihod fosegecivingey gagkege in one
Wanbh JFBYERSLRoANd 6; and Figure 8 is a screenshot
of a user interface’for managi ng i ncom ng and out goi ng
pack afjgsrei his arsercenthodoftha firafpapdoBa patkesd dredtionfisgiherSce in one
[ .scrg&nﬁ.hot of a user interface for managi ng
?@tﬂ@?fﬁ?m T8 5Py packages i n one enbodi ment of this
| nventibaR: 6 RRGcfeefhboeof He %&h@?ﬁg@bﬁﬁé BRtKabd LSkt dddPinterface
the flow of electronic information in one enbod nment
sbpwnhe Fpguegént i nvention. Detail ed Description

Enbodi.nents. of this i|nventi.on provi,de systens .and .
met hgfggu 07?15 & SSEeF?Sz‘HIf 8%/ tggilﬂyfﬁeﬁz&eio fh(ﬁl??ﬁ ar%ﬁ:reatlon user interface shown
i IFsdurbdSI bhd®B; aidor exanpl e, in one illustrative ‘

enbodi ment, a sender creates a package, specifying the
at t r ilgues iggserscathetiold weer iferfasa dhagenagitpanegrhivg apg outgoing

P%Elfééﬁg{ilﬁg&g%&é‘g%&gi@gﬁl@qﬁﬁ@%R’enﬁ&g the recipient(s) to

iTected. "The package is received
at a Figakdge adcsbishotidf Dikses aitst€ice fwhhaihedigakespt dféncoming packages

ire%%lef grgn ogirr]r(?entcg trlll?srrilﬂg/gntiaon;n e?r}di fication to the

Figure 10 is a block diagram illustrating the flow of electronic information in one
embodiment of the present invention.

Detailed Description

Embodiments of this invention provide systems and methods for electronic document
information distribution. For example, in one illustrative embodiment, a sender creates a
package, specifying the attributes associated with the package, the files to be included in the
package, and the recipient(s) to which the package is directed. The package is received at a
package distribution server, which stores the package and transmits a notification to the
recipient(s) of the availability of the package.

Subsequently, the recipient(s) issues a request to the package distribution server for

the package. The package distribution server receives the request and transfers the file to the
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recipient(s) of the availability of the package.
Subsequently, the recipient(s) issues a request to the

wpawkagesai stri bution server for the package. A¢EUS2004/037031

package distribution server receives the request and

transfers the file to therecipient(s). The package
PR Bt TP PRTISIRRYLION seEver Y thack Hag sk ogpas charges to be

Q&ﬂi’eﬁea%aﬁ@t B8 s@fs! #8DRABAh Reer hﬁl%%lél% teBlied 8L ﬁ?(#l‘fl&lﬁg}l transfer.

other functions related to the information transter.

This snd nthep{llvetratived apshadaténts arewlestibee btlowarkfowdese,rthdadention is not
el.o wever,. the invention i,s not limted to this

BRuEb o R S e Sy o s o Endie: desetrediBacifer oi b

System Architecture Refergispg Hewidulhe drawi ngs in

which |ike nunerals indicate |ike elenments throughout

t he sReolerang vyt ths drawiggy ia whickslile mimerklsdidiepta tko tlements

' e enbodi t.of thi.s invention.
A S e B Tl 3 0 e o on
@hbalitnetlesfithie ideatibn THhEERne 800 Howid ih [Figurp AckAPEises a sender client
distribution server 104 over a network 106. In one

iR compiGREOISH IR ek ageaiiribyiamrsesies 19 aver a network 106. In

g n ' r U .
2 AR o€ Rl R TP o PP B ASHAEY Pyt bocimens
atherchetwWhikemhh bihen sendet; WeAN) LAN odellule nddyk sagdedeed.

can communi cate over the net k 106 with other
syst eh¥® Efaﬁ’&ew%és* C&lsﬁfpde&?eﬁ@?t HREDAR R CRMIETcagsover the network
IR biheF 530S dnd RVRRS 5@%@6&[‘) $ihd ﬂlé%&%ﬂ{oﬁ)t% @%s‘é%%wﬁQﬁ Figure 1, a

is also coupled to or in communication w
peskager distlibation$esv ey d Ok ayesaemiptaddaor oncamnuecativwiginthemetwork 106.

e e T Pt
(ﬂ&ribﬂ@oméﬁﬁiégt@orﬂjblflé_%fah{% Bbiliveg ¥ Rfred QfhREinek B ﬁa@l%%% distribution
e p

information hub.” ackage distribution server
wIvesWe4 seplgetrenie mnfemesioa hahd Thppekdgpdisiidytien aver 104 allows senders

i St.rihuti iR reciLnpi. ient Vi.ces.
t? 6;%_2%%‘ Q‘l:#]hﬁéo%slaedt r}%ﬁé}ff&%ﬁs ?Jérﬁcpgtﬁg@qioglet% %é(ﬁf)l%%llg gﬁ%eal 1ent %ﬁent Cd%wces 110a-c.
di st rThedender denvésvicealld, pakagy dstibalidrestiveleaidaespliat eient devices
shown_each conpri ses a conputer-readable nedium such

Hazg #@W&&%lae@eggseﬁ@ﬁewlq%wablﬁ e e B HFAngpIRCcCess
RSOSSN n CHRMBMESERE SPRCHLEE TUTPULALR G opuer
grecdelss pragramynstorionsworad i the opnooes Soch pratesé@k Gayaromprise a
state nachi ne uch processors, conprise, or nmay be i )
rel(gmmﬂ?eég}r ' %RW(E,I,PI S qjlinac 11$Q§r élﬁ CgSSOl'S COl’l’lpI‘lS , Or may b€ in

RREHiE4tion AR R & ATESH SamPl Gt QrERlabRShEME WIRBS stores instructions

that, when exécuted by thée processor, cause the .

thatowbes executedbarthe pracesser, stuseles proceskoras petforse operations, such as
escl.ibed -herei n. Enbodi nents of conputer-readabl e

tgr%s@f’!(gescfrﬁoc?flgﬁgm‘but are not limted to, electronic,

opt i CBhbodBEARIIfComPhitcPidadhbIs hidkiAdaclOfe, bufie Hob BfBd to, electronic,

devi ces capabl e of providing a processor, such as the

IptiseleBuwaRetivs oxeihiieftorage P1 EgnsmaRsiAnctevireP capapletpf providing a processor,
SEMPLE SR Sl 2 805 05 IR S e cions
Gthepgyanthl&kaf sGibaiRMedia include, but are not limited to, a floppy disk, CD-ROM,
DVD, magnetic disk, memory chip, ROM, RAM, an ASIC, a configured processor, optical
media, magnetic tape or other magnetic media, or any other suitable medium from which a
computer processor can read instructions. Also, various other forms of computer-readable

media may transmit or carry instructions to a computer, including a router, private or public
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DVD, magnetic disk, nenory chip, ROM RAM an ASIC, a
configured processor, optical nedia, nagnetic tape or

wo@rsn4gosgnet i ¢ nmedi a, or any other suitabl e nedi/us2004/037031

fromwhich a conputer processor can read instructions.
Al so, various other fornms of conputer-readable nedia
weyorky enathert trapsmgssianydevivstor deninel boiilo’Vla'SCb@qipm@lpss The instructions

%l?ékefrﬁ#é‘ Bie Bt oy BiliRmBieeP BB A& 5008 for

lees c+ihexr Vﬁshﬁluﬁésh@ DgvaBYth6QFREl SR ReEScrigtom any
sw abl é corr[C)gw1 - programmn Ianguage i ncl udi ng, for
er

ex arrpTl@ seqyl ientylevies K2apadiagq @istribaien seyarHA, adaiepipient client
V eg ?Z@ SC ! Ia 0 CIE)%I %%ngl%{lm% IS(:)(% 6%%&’9 %Y irﬁ@rngdoc?e’m S such as a mouse, a
cl:ck ar St H Server 1 reci pi ent i e

@BVR(C)Eﬁ piilatR aCkéWy)al&lL 8 6159121!37'[)4511 SBlgeranpit b eutpof d@fxdee r Eahmples of sender
or |nternal devi ces such as . a nous

Wispheayicr, 102 Adgprmipnt dienbieviges il hfae aﬁpe&wm Wre,égelsonal digital

le lets, lapt
BRSSO b EPhoE iR ety e AL bty o
ebingputek, latshes bpplisces; ehd uﬂharprpbmsmsbaserbdndumsptﬁmgwxal the client
tabl ets

ieg(a A St 55 glq%? mrﬁ@%@% grg/ptgpg gﬁ%xétgble Qﬁ(bceﬁ)dtoﬁ!? Eed p?atform that is connected

ﬁrﬁ%@\ﬁ@&rlﬂgaﬁﬁ e NS ) vﬁﬁ{‘@ffeéﬂr mdrB 8plcaBtl pRYAnEE SClient devices
2, 10a-c may be any type of swtaﬁ) R@ocessor based
1

b@?aﬂmﬂr omtaly @peiage mmemeeaimtg@y%tememb ek Mio®seit® Wh?é‘pws@ or Linux.

B GlP RO LD 2054 bR 2R SR sty o roveer
SppELAMn d}ﬁugﬂax@@cma@ MISRE S Corpdtndevsintene rExpmsz NTJEt@cape

client device 102 shown i ncl udes, for exani) ™
pemswhigation FernostionesNetsedans dlaxastosTie end Appls Campyar, Inc.’s Safari

Progr &iyl; %&h%%g%tg%gg&%&?% BLL athé ﬂ&ggé Hltsﬁfbﬂﬁgn server 104 shown

Expl orer nmuni cati o poration's

Netstsape phiressgatouplédio, a cmshbuippbaiablenpetheny, Tie paskage distribution
Safari(tm). Simlar to the client %e\slqi?ges 102,

seReer g ksaaéoa%w%m voiHh & datg ghore; ) W%e@é%\'»"ﬂ%oé’sseavef 104,
BERGEDSF QR ke USRI iR SaTER G HOmpuc
pmobdfssersd Ekamptee ofa p@ﬂcag@dskcﬂ:gleom sgven Iddtare sersesvpainirame computers,

%%pg%g E%nglglel‘%gsaz Hq%qselg\%? %e%odérgut v SYrﬁlf,lzggggeg (ﬂ% §ys%ems and devices.

EXAIR G sk aRd BROKAGE prlicedsbi QilHeiy € & \WambePE c’ﬁ@uter Processors,
servers, mainfranme conputers, networked conputers,

probes pEmessoesem detel Eerposationof Sruta Clargealifomiagng Mﬁéorola

CA 5 S5 S R 0l B 205 OS5 e .

HePasiEEe distitdivn!seivet 10PamDdaad 461 108 nRbeinfdgedtal into a single server.
Cali fornia and Mtorol a CorPor ation of Schaunburg

|11 i nBisBouldbe Retegrbaitbininveation mag p@ﬁpﬂm@ﬁ@ Aﬂ@gmgﬁhfferent
k
By I SRR R PG A A scorng
ﬂﬁwllnkféhtbﬁ pmikegle disaibutibin Serk/dér\llé)ntma;/rbolﬁqmse arsmgilesp!hysmal or logical
stens havi n I%fer ent. archjtecture than t

F@V@gh R Syﬁerp own %Flg@ [ugerely ancxamp taéﬁ;\éwlole system, and is
%A% ﬁé@%ﬁ(bﬁl& ﬁ’l‘e%nétﬂ&%‘%ﬂ HiertRAC HAAR AN B Figidson

server conprise a single physical or |ogical
server. The system 100 shd@ackige (Fhegztzw;e 1is nerely an

X f I n
© anp%?gu?e 21sa HowgtParteﬂlfc’lthc’zattl%rgT]a p?ocess isor creating and transmitting a package

according to one embodiment of this invention. To create a package, a sender accesses the

sender client device (102) and selects a package creation application program. For example,
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used to help explain the nethods and interfaces
illustrated in Figures 2-9. Package Creation Figure 2

WO g00a/08806swchart illustrating a process for crebtT/ngoasn037031

transmtting a package according to one enbodi ment of
this |nv§nt|on To create a acke&z_ nder accesses
nmesabadmet thaisey epense frewssr apnbration a Enigrs g SRlggfs 2 uniform

by i
SH00L1 REOPRUAEPA OB I0ER Do BIOTRLE LR untr o
@ht B ssever. skl resptomseatouthe fcmuﬁstr ths Gl TPesel e mansmr(ﬂJRhypertext markup

: hg%l&g folﬁl%/f[a:p%g% P %E%lisgérg \518&}/ h%?)s S%gg%gg%gtegﬁéludes a pointer

0Q4e8 hpplichfort Tof BaS@GY efcatib %ﬂﬂl&ﬁloﬁ ﬁm?a[ckﬁ?gt (rTBHEYR herein as the
| an uage (HTM.) page to the sender ciient device

(se apﬂih?@tlpif W_ Ipseyae pmbpdidestsathp preltage distritartidaeerver 104 may act as
@ .JL |n9r11 for package creation, distribution, and
racking (referred to herein as the "sender
app! i Tid deqdér)applicutiva iiaCibOPorBicst sri tfidep PokaBHfing allows the sender
distribution server 104 may act as the HTTP server.
appéicaliond @ eBEn GoERameR’s Rhyn FRberdipsnbridhis drtens AR.fip jopgrate in the
| 1
Ig‘g%%lgl?] gf;} {“ 1% o grl}]cl g 1% ﬂflﬁ{e | S d ﬁ% %ﬁ?ﬁnhga&?m% e@(?r&mmg each
sepeeat & thapithéropt ﬂ&@ncleagfefdm‘tmwmmIsFﬁreﬂ(rIM):mrthe B@iderh QI02) or
honme networks. Port sniffing en S exam nj eac o
ISEgiReh el dpHee 5&9&-0? wﬁﬁt?rﬁrénf‘p\érﬁ@@eﬂw@tara §.ohhe application can
tﬁ@r{ M@lﬁze(tﬂrQ @eﬂ ﬁbﬁsh@ 8%1%‘1@@ ﬁlét}%?er Ind R Hon! 1 ent
devi ce eterm ne ports are
avai | Hhﬂ @ndﬂﬂ&pphng@lon@m\ndw acpar inkeefacelin whizh thdweseo paanenter attributes
@ﬁéts %p erf0f? # ransfgé d ot er funci s £
© Basiiaes Slpghfiientor G avP btk selFSto s Eitpents for
Mkt htidiD6r tHS Bickaad) 28 heFform | bﬂa’eﬂkﬂtﬁﬁw@frelﬁt'@@ t@ﬁﬁkﬁ?@cmatmn and
select files for inclusion in the package, selec

digtgbutiere oA Sereen shoft @f Olaﬁ gichinperfaasris gfovthia figukages, andrigscribed
t
‘t%% S:Ts IET@)%flm"i‘e%tt e s%ﬁdeﬁ %g@gct%goxﬁ rﬁé”}%@ﬁgﬁs’rgancl?fg #\@a@g other types

anﬁ sSHENT ihtdrfttdd Uﬁa@sbéutﬁlzaﬂ By de smbbligtnbel O invditon.
enbodi nent of the sender plication js nerely
i || usirths pipecssghewyn #t Rigpre 23 dlessseafer applgation gecelves package attributes

J0Bt &k @Qﬁﬁpl?ﬁy %? eftbislal 'e‘(;aﬁga i af ! gusrﬁggt Tﬁ% Héeli] "yPay enter

i nvention pr oc own I'n
midiiban] apjbutesafonexangdeiiv ese pabédigenatiterisbimey ogfiéhally select a
For r entegs a_ package | abe

| e, e d a )
Hré%cgga goqperfréfpﬂ%ﬁwrfﬁ? ribepackagh ( oHaIbeRg TP BmeR's thepiser specifics
B ﬁfag & ofithe smagm Qdigheeiah oth o ﬁnre%ﬁée gﬁ?{geéﬁx@m ‘t%‘%lalrMble on the

sel ect a passcode for encryptrng t
nmﬂ&@agbﬂnbmnqnﬂ@hhe(Hembod|nent the user specifies the

i fespan t he ckage, i.e., the length.o

okl Seidsr angi e R irateiyes pe O me RGP it A04D chtecipients may
tRaedeved abQail AR sERRE B @ﬁ@'sbﬁr@"o't&? i®hBRer FGEEVBRENOB one

or nore recipients 204. The recipients may be received

ezbogdiment, the ypagrasssetact pynailignipt sowbich thegpackegewilfheegvailable. The
rgcfuhﬁlg iS4 h&h(?&tonlg of Hore recipients grouped together.

The sender application also receives one or more file identifiers 206. For example,
the user may click a “Browse” button, triggering ‘di‘s‘play of a representation of the user’s hard
disk or other available media. The user then selects one or more of the files on the specified
media for inclusion in the package. The package sender application may save a fully defined

path and file name so that the file can be included in the package when the package is sent.
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enbodi nent, the user may select a mailing list to
whi ch the package will be available. The nailing |ist

WO p@b0e88s6 one or nore recipients grouped togetPEr/US2h€037031

sender application also receives one or nore fiIe
|dent|f|ers 206. Faor exa%p the user may click

" Br onkigthe gﬁpp@menf qrhog&g)elm g@ng Qs‘ﬁhgythgﬂlsq has ﬁmshed spec1fy1ng the
AERARSE e 2l G0l Elc) gl Hchsbl Ol - ShPacksgcr putton o
dolmeérot.i Inarspomnsd, liee jsppkaddf seadingupplécation endrgpts fediles Hehﬁcluded in the

K d I ti save
s T VR A T PR RTBCE Hhdel Y £ poudgagion with one
aﬁl%tﬂeackylds&méak ﬁ@@n@&ﬁﬁ@ﬁﬁeﬂ‘@@%ﬁl@ @a&a@&@gﬁmh%tmd (3DES)

8l n the enbo ment shown in gure 2, when the user
HAgerithimis shidedstp @nmtyyt ihg fil¢se Iatancvthmﬁtndmdlmem thie didgssare encrypted

d.files for acka theu r clic " Send .
Bl g Posh b KL Pt VP FocumdRe fice Th A agembodiment,
the BeHdre caRmuhieaieh ¢t senet WhtStotth®intdnded rdeRiff(s) BEIHEPaEkage via a
in the package 208. Various nethods of encryption may

Yepatgtreepnznerieation ohanned (g endieipbans)ise fha tee tapiptentp). capshiccessfully

§%2&E§§Hﬁfgﬁéggp%gggfi F@ﬁg%r5ﬁ¥§d%$%aen0§5M§%%%ﬂmmypwdumng

4 inifeskdy wnhhtach padkagt Femiquetynehchyiphels Iakeme @ﬁfbysam@ailts the secret
utilizing a secret word asakel)l/for ) )

Eord gy b%@eﬁm@ 3¢ PRgssvEase; Methedsof prriarningsaaypi uilizing a key
2&9 gfeﬁg&g% 6 gLy Bk ;1‘?1'?%11% &Q%Etno‘f"f?é ges‘éﬂbécﬂ% detall herem
Intended recipient(s) of the package via a separ

comuni cati on channel Re&kage Dishébiploarbe)veso t hat t he

reci pi.ent (s) can successfully decrypt the. files in th

back ey s oo REt G TeBB A PO DbECHY AR giring a package for
BREOYRGEH R eﬁﬁaoﬁnﬁ%ﬁt QURiKBYefRnl NRthSRMbRAEHRBEWh Sthe package
uni quely encrypted h sone enbodi nents, the secret word

distyibbion ssirear (Lo receines shqueaskagen mnaBalingvistribots aod files, from a sender
yption utilizing a key are well known

‘ﬁlen{ﬁvé%?n(gpw in the art and will not be described

i n dedadd thbphckiape dRaHEER sEivait (104 ds QEceDed s pdﬁ!klgﬁ', ackage

is aflowmhart 1llustrating a nmethod for receiving

@@tﬁbuw srpad k¥ satesitheipakags indlushing e diles, entbe d?"ﬁ‘é?ﬂfﬁ (108) 304. In
ogfl her e Elﬂgrﬁy tthé)gackg%é cﬁ}gt)n%ﬁﬁ&gééf@&tq (2@9%\3;/ &63%21}19:%&%.9&%%1’15 to ensure

I On ‘ser recel ves
thacthe enting patiagt ik esccasudully teesived. rBuniastaendi@rone leidotiiment, the
102) 302. th k di stri but
Ii(da?f]\éilégc it P%Q{bﬁey\@’a ?n(}flg p glglg%%c aet%eéurlﬁz)@%&@lgotl’ t%g ﬁ?e?srt\o/ ensure that

\91%2& tv&ds QHﬁt’ 4 S SRherCHOA deshY ? ?OZg I@@g&%%étgﬁes \tl{eh? Widifived on the

files, 1n the data store I'n ot
pﬂﬁmgﬂdmﬂmBUmthmkmaﬁkbge dlstrlbutlon server (104) may

erf | cul o) 0. ensure t the entire packa
e SUbek e Fageriaeb ist sorisr (S toshes Tpapagt the pikage
cﬁ&ﬁﬁgﬂl&?i&veﬂ(m RRE&ALS a?ﬁbﬁfiéa{tféﬂt‘cb afe 1ﬁféf1&§f re&lll)%i(s) of the package
perforns a check sumon each of the files to ensure

306atln wha tmhedinsoh the naificatien isen therfonhioém emei.i The (ek0af the email
ecelved on_t

18{3(@6?% %ﬁﬁcgwnigoﬁﬁygerm%‘ﬂ?& s) 10 access the pack agepda s%rlglguon server (104) and

access the package. The notification may take other forms. For example, in one
embodiment, the notification is in the form of a short message system (SMS) message
directed to the recipient(s) client device (110a-c), a cellular phone. In another embodiment,
the notification is in the form of a page. Various other communications mediums may be

utilized by an embodiment of this invention for previding notification.
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When the package distribution server (104) receives
t he package, the package distribution server (104)

w@emsnaoes a notification to the intended reci PCEOB1083/037031

of the package 306. In one enbodi nent, the

notification is in the formof an email. The text of

t he eﬁlﬂ:quuqﬁt toengidying Srerintendeshrscipimt(chel the ayaiabiity af the package,
ég 8% ﬁgt[rb %ﬁéé’%gﬁggh)ﬁ%gé&&ti %ﬂg%s? #\éﬁ{ tthg é‘gé’%c}eﬁrllgcipient(s) for the

paRkie 3030 ITHRMadisEmay be Pithe &rboeH AEMTTP Trétﬁlest For example in one
notification is in the formof a short message syst

qranElimegs heganad nosdcein tg ﬂ't*%@‘“ﬂ’éf@f‘(ﬁ) Beludey 2 tthe body of the

e I
SRS e Sp PR RD PGl AR i spticaion:is
d}f&hbcﬂ)wﬁd ndvigatescio nimasiied ddritidied biyelht URE ithe UﬂéL wiaiyl 1n<zledie information

e TGRS0 A oG (T R OPREr PR GO the recipient(s) may
BEE! ﬁ’i'r@dlﬁo(ﬁ$v1ﬁé altAEnt AR ﬁ‘i@éﬁﬂe&l}én Of the package, the
package distribution server (104) receives a request
f r om Inhrespomse reckbel raguest forethe padkagarthe p@kpgﬂ:daat@éutz@sserver (104)

The re t he form of est
ARG pBreiodRbisansrane Ml ot R PhPRFRn oegeauest and
feb8pt SGhe S\h é§ beduRChiddethe@okdbl dfa Jatiagpély Sath tdeémbodiment is
nmessage. en the recipient clicks the URL, a browser
@ﬁcmméﬁh‘émtﬂ %ﬁu@ﬂﬂ?dmt ion is opened and navi gat es

it g f :)P@H? I %1% pagg Llafst qJTUBX S%&gr @38@, ha;ggi‘?ﬁugghleﬁé c%l%gé l[bde?reci];)ien‘c, the

nec ssar

PR kaOd stgibation bdrg DOAS apuges {tiibites odithd peekagecd 13 dor €sdmple, in one
may be required to provide a thentlc tion |nform}nsuc o

¢ qdé@ﬁ%ﬁngévalft@u}ahéecrmaﬁ 83 by dPEophR RYGASC PR

t | . . .
s aggnt? EIE a'cf?zlkﬂe (?Ségré?tiﬁfﬁé%%re\/g#g@h% ?ﬁ%a?%s%é ﬁa%cﬁge attributes, indicating
thatthd irevipitnt Hab dowakpadst tha peckage eingbaoingttherqoadks gem subsequently

ccurs.,.under the control of a Java applet. Such an
fgms‘ﬁa%%&f €isem§@aekd8Bed in relation to Figure 4 bel ow.

Once g Qﬁl%géﬁfengélﬁ)tvfd BUL 588 358k Hakkagd ka}nﬁ?ﬂi%n server (104) next
distributed a package to a recipieént, the package

@hiusgsra ¢thargeoo oseunia rser(drﬁa)acqqudhfoe ﬁl%dlstrlbbmreesf th¢ padkege 314. For
%%?r[p?% I éﬁe Frgg?%ex a{fﬁ}?ﬁs&n% 1§/er eg{% pfg% iach gacka@e that is

dulc&uillyallieaetd aRiipiert NEhe padkage didirtiutibh sériven 164y &k not cause
(104) updates the package attributes, indicating that

aryecheegs tpitesnienderds arsomt satibihe paekaga sxdadizeredndn sane Plﬁbodlments the
éolg?s 1{39 Icélﬁ & Q&%rﬁe{s%mfgxﬂg%ge%%%s QIB‘P&:@%SJ 139 gltgﬂgrhl%@gﬁereportmg For

mat@h@eg @f zdl Sfttheé buiplogsesie ra\oempéuiﬁ)d])stﬂwfd ﬁlea ubeshaages ar fhe individual
to occur in sender S account for the distribution of

epRloperskageba shovmdh aslngls ceusoidatgs Eﬁlerrbodl ment, the

sende t i ..
o R e s R B i
@l mtﬂttlplmdepanmn’tswathuﬁ i @mgleohngmnzamonc dusexampie, changembaodiment, a

th se d S accou ntil packa i s delivere .

K Bof serrd. o s bensienieRBRRE fup SrfeBliinS e administraor
fo? fhe Ificﬁﬁﬁaddl%%% Serfdr @nfef di@HubR of e4chirgiisatiogVi@tluding the
reporting
administrator for each. The administrator for each organization is then able to specify the
users who are able to function as senders for that organization. In such an embodiment,

senders for one organization are only able to access the instance of their organization’s

10
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instance, if all of the enployees in a conpany
distribute files, the charges for the individual

weapboysees nay be shown in a single, consoli daperiubions/ 037031

A package distribution server (104) may be configured

to serve multiple organlzatlons or multip

Rrokage HERPYLgH §€|Wff¥ (304 sy aggeg aprruaiol e orgamzae%ﬂwéor their
yfoe enbodi ment, a package distribution server (104)

I's configured to serve two organi zati ons. The

adninistrator for the padkagengmﬂﬂmkhgtion server

enters, at es _.of .each .organi zat i ncluding the
adm nFetl 52 fﬁcbwchege BSTRHEE A AHATIISOF HEi et Packgge I one

Qﬁl?(ﬁﬂﬁl £RALdQRisiitvdnien BIhLE eltngo&ﬁfeﬁ’t §Rbwid) fhe%&g nﬁ"@lﬂm@&&uce (110a)
e to function as senders for that organlz t1on.
soghesamtditbooi obnpacksgmaleriablé on tltmmcm@mlstnhummeavee (1 04) 402. As

Iet acc s .the instance  of
ety b GRS RA G BR SEERGdth SHISis BrS-(104)
and chgg &@%m’iﬁ Gl th®ndthRea069 & ZakéORe Pé&hp{eﬁtQheﬁtf&krfce (110a) to
activity ecei ving a. Package Figure 4 is fl owchart

submika requesido therpackass d#s@tnbute@emvfph@ Oé) ﬁmélkfa@@km HMe The request

1{1%%89 s n)g;ag?oéle E:E{I]l: ’¥151 ¥ ulésct glr?cti% c§ ! ec s\%j 8€E Shich ar}gva applet is stored.

Tigd ﬂe&ip@éiﬁ Oy Rfrequitdal 3@enid Y akdrafhe atdof fieswadkag uthentication

di stribution seryer (104) 402. As di scussed _ apove, the

PHEPPTes ¢ Bt PrsneRAiment edsqaame/Rasiordbus Provised asprgart of the URL in
N . ¢

8 phBl-EE noliEton B oROE b GnbAG 1A ER IR preused to

dutieenpiaatie digeusabir.st r i but i on server ( 104) for the package

A o i o SR RLE 1 €A e

@fsg)%ve-m?métﬁﬁééoﬂe?é%edﬁ@){s DReyBEHIdRE). I PheSWR Lar@ includes

username and/ or password for "aut henti catl on pur poses. _

infororatoe idsotlfimeme partivelauseipirante Thasahegareaipeend amhcdedn utilizes the

as. a,part th ckage no |f|cat .on

SR BroriEer T Guan S RAB RAFufSE (s 8GR A autborize the
@HHeatiheE 8f Belpaekags Sin othef enddolRERs, Altermafite RN ABREntication may
a smart card is enbedded in a Universal Serial Bus

eusey sueh ascr fawhear WEB telemesmarg creditgarda oklipaistiidentification in the

%Hlﬁv o b tthﬁﬁ/hiﬁ'gﬁﬁti 19191‘itffcaﬁ8ﬁ (lSIrdr%ﬁnél nf, qf mt i on

ar ‘reciprent.” The package

reci pinethé empplintsat s}mwmhlmgﬂea thi eeoapiteﬁtej‘hifehtc@&vhdér(l 10a) receives a
information in the smart card to authenticate t
Paskgs 1BAESPRREE WUheERaress 40he ToteRivisad chent 6‘1‘3"1@%1 10a) decrypts the files

1B5£ﬁ§€29;t%la% X Ié’tﬁ?éﬁl%gﬂﬁg Eggésrz%ﬁ&'rﬁﬁﬁﬂ@ttﬁﬂe‘é e 'hﬂﬁlu of times

aut on may as a snmart’ car
dontespondimpihe encrygiion pacess perfolnainet the dilésddmbné ermbodioment, the

|nthefo of a thunb ident|fic
iPEPIEPIOdRS 119 Froie BBk BB AP HEREO™ HOVHO BBRdei cpgrgption key
n€shRtieh s s%ﬂeﬁ R 28 CGrd SR SBQ:H’RI'GY@ §na?)l€p@&¥ﬁﬂf%n'o@ the files. Once
response to the request 406. The recipient client
the Vilesehaye boer) datexntsdy tlee retipichi ¢leemt device (110a) causes them to be stored, e.g.,
on a hard drive 410.

In one embodiment of the present invention, which is also described in relation to the
package distribution server (104) above, the notification is sent to the recipient in the form of
an email with a URL. The URL identifies a destination on a web server running on the

package distribution server (104). The recipient opens the email and clicks on the URL to

submit a request to the package distribution server (104).
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in the package 408. The files may be decrypted
multiple times, the nunber of tinmes corresponding the

wep@spgoson process perforned on the files. | nPOIES2004/037031

enbodi nent, the recipient provides the secret word for
decryption. In another enbodi ment, encryption key
i nf orfiwtrecpicnts stquesi daenes a Jawmeapplet tor ok dfwizloadsB tel tliewecipient client

0. € C ti of the files. Once the files have .
disk CEeF Bl Rangle Bhpisting eeienit e le Py §Rp A 38, i
a?@li&%&:, k&2 Wekdb Q‘hétrétﬁﬁant spflies tHIB ifohastibnd and/the 44¥d applet conveys
n one enbodi nent of the present invention, which i

h
the dorarasionite the naskaes dstribrionservse (94 kHdee @ifwﬁelaltisswid, the
I

aivﬁﬁ:ﬂﬂé faziit(cﬁtagél d’ﬂl@ésﬁe'big)ﬁnit onthanatde wedeleethegackagafomndpvaroading and

t he package distributjon server (104). The recjpi ent

dspemsng hdn enaFYchaPadimentsonsh thekavrppleisloastpleads the package, the Java
. g . ] _

G0 1 PBRESAE LS DY IS8 K)om0

adowyplion gadoteed dvingepiqai efithedileentd tHepadagé.HOa) . The

\F])g\sl ;,g? gésglg‘p]%lea l'g)?fg,taa;%%’qﬁgear Cllepel g)tfhé]?er&éf &e%ﬁt invention is that

FBRARIBREMANRRIh 8o d RbSitdrBd HdME UeverABfla EhBpIERVEE incomplete

applet conveys the information to the package

reckageithat hodeterorinet. If t@agmissien efepidrhes watteonpted, for example due to

l\é%%d@h%%qh%qﬁ?%ll(q%ﬁ gucgl;‘@%troig@géaigﬁa f‘%ﬁ e\éfs;og l(a:%%?l%]a&%tragegﬁ:‘gn%{ﬁtted,

teifini RRhe MARCKREEse AR bE ASlRE@ MthittintBSi o8I ehetr®maining contents of
sel ect the package for downl oadi ng and decr y&tqi ng h

thepackaes Asogiymimeethedsaaait bf‘eutﬂbwgt(a@wl@ﬁe% |f%ﬁglér§- In one

t he age I Y "

SR REH Rl R YRR ! NS, R 89 TR i
@ag'T yPdach filparthe paskdgel UThis gnanpdsathat iHfhetphekdge hes toshredresumed, the

h k . d [ ..
St@ﬁ%é Eﬁac%gqgrgletgﬁt%ﬁ éf%?}g}rglg gﬁ% iﬁ ¥ \é}eglp](%?fq?g tG)%J a{qu %{faso@%éaé the original files
%g@n%? @ﬂesﬁl'e‘?ﬂrﬂé@ﬁret%ﬁ% tgégﬂégt Wk RNGnE R SRLIVISS ¥ p%ﬁca%, the package

ete or 1 nconp ackage nay be determned. Tf °
haybes sans &1 oloclof (canfimukldges foshé siveof thpseddockspr Ifdseasmpission is lost or

{56 P 1 sipird Breprt e SR ageeapes HERRuAL bR s ocoured.
TR, SR thefardshessRACK e I B ) ehBvih &5 P matif fe server first

transm ssi on of the renaining contents of the package.
eterainestifthefpaskasebgingresinted isithelspmeds the anedietare ard thep gesumes the
feat ure

Ry TR Ry Rl 88, O g Bolyfer | R0 T

pri ntHigefe ERGcfdehshot Bf the EirfipagagPa paithge @bsivhaget idedrface in one
i f the package has to be resuned, the server is

eebadimant;af his dnentier u Faruser nserfach shovgn plipwksige vggrdo specify various
I ; i ai fi (. ' .
%ecf%ﬁ)%es%f tt}téepa%ﬁg% gﬁ%&g{%ﬁ% 1.9{0{7%;2@%%#8% ﬁ%l}%ﬁ)ﬁ%ﬁ of fnali¥ 91ng and a

€ names -are ecel Vi
paskage, the package may be sent in bl ocks
(configurable as tqQ th

size qof the bl qcks) . |Lf .
{ 1 ansHIENES Gl 4 Craepdiot gF tefiecopd 2Agt %f_?t%P Qaéf%f)%@aﬂon user interface
BGHBh ¥ &Y 5. T8 uS& MRl CIDwWhBo R 1Y uskf toiftbilde hildifional package

occurr ed.
attributes, including the package availability (3 days in the example) and a security phrase.

Figure 7 is a screenshot of the third page of the package creation user interface shown
in Figures 5 and 6. The user interface shown in Figure 7 allows the user to add files to or

remove files from the package, send the package, and clear the package. The interface also
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Therefore, when the transm ssion (sending or
receiving) is resuned, the server first determnes if

W0 b@spasokage bei ng resuned is the same as the PEOBEUS2004/037031

before and then resunes the transm ssion at the

near est conplete block to the stored pointer. Figure 5

provides sipias tsthetuserduring ffle trgmsqua@r@vmiﬂngibqj]a@%a@ge and file-level status

cr.eati.on user interface in one enbodi nent of this

nﬁ?%ﬁ# ®n. The user interface shown allows the user to

speciFigunedd isQusreahdtot bli aer @fterifite foa@ke@g indehlngi g outgoing

package | abel, the recipient(s) or mailing list, and a

PAskagegén org @nb@h@emsoféh@ela‘@@ﬁ%oh the ephedigeabievpaits user is able to
r h

Blw pBRRE SIRLEIBRAL AP A} PARGEEABOR] TPl ot N6 Siew o

hdtrdr}t arm“mllrrep’asiklag of padkagdsitredousinentio mtgelvdfda ‘Paccisages also presented

| abi |t d th | i t
Bif asest ategh & e PG aemondial Rod stouflifropbgaioper
the PREKARILIs G LRlh QRotbTBusbiThRHAAC R %%Mng]a‘ﬂpé:dkﬁg@ Bor

and 6. “The user interface shown in Figure | ows t he
ersleedimentarfdhif inwestion brthe embodinfent @@wﬂm dmusbrdlap @m(g@,ly selected a

send t he ack and .cl.ear,.t ack erfa .
SRk e BT ol el udirs o i BR TG s g bl €. R %Res contained
ﬁlrtﬁ@ﬁicﬂ%ﬁge)PWdtﬁiHﬂﬂasQﬁttﬁb RREIRABnRAM, fiches kifwele Sftedtile contained
information. Figure 8 is a scr eenshot of a user

inthepickege. f bre intantige Al Prayies Aigtusiafosusii wghpawsk dyearious formats,
1nﬁ1u8r£% S?%ES%&I‘QE’I%C&?L% 1{% ;f’ réem/aggtoi' faﬂ(%kﬁalé glé& g)\?ag %ﬁg%%é ﬁ?gfiﬂoaded as
wolvad thedinidlefthe cdﬁ&pl@ﬁgﬁﬁe kmabehxr, th'Ehmnst&e rat€ and sestotaV datwtransferred.

a history and current status of pgﬁkages previ ously

sent or received. The user i <*4V8& presented with a

cost Plfrguxeealms gfblcg(ﬁkedl %Iﬁqgﬁﬁraﬁﬁ ¥he%vw8f $le@Ronidiformation in one
subscri”ption cost e user |gure I'sS a screen
ﬁhbdd1ménia)flﬂsepresaﬂt m‘vfeatlm f Dlre enetmelimentghawp aic kaydescmbed in relation to

ne e odlnent of this invention. Ln the enbodjnent .
ElaoTenTD CPTGR St 4L SHRupRSTOPYIaE bEp a0 fRCk HgEtly and reliably
§e%H rele%&@mc i) s'c%&ﬁrély' ﬂ’&ﬁ ik 3EGineli SPp Y Btol R EnBREAL R ion(s) electronically
contents (i.e., Il es contai ned in the package),
thredightat storbge /e@swnbutlmecqm@l(ﬁgb) cBris embedimsnishons exheutes a two-part
Tsrl ze tof each file contained in the package. The

BTt %ce al so provi des status information to the user
I N Vak e Smbeditihs showis; kiedinftenes | diise 12l 3s b Mdiwaak chghnel. The

t he percentage of the file and total package
Indsapgtane mest gallegsion of éntereonnedied pewerksdhat @ﬁbmaélﬂﬁéuﬁteﬁbe TCP/IP

}%lj;ogoﬁéi @{qogéﬂﬁgéit@glﬁ({ £ha g) <{]_:%{ &Vltc?lg&l n{elalga] %ﬁ%‘flfg geg%ges. The inter-
edrmbsed astivogkst 1h&1vfdualllly ﬁ’fay&ioﬁﬂﬁtro(f Wtieerhat fnetwioak is geterhs) Tolken Ring

enbodi nent of the pr esent fl nventi on. The enbodi nent
BAUBRFK SYsteHs@r @&ee rﬂﬁm< confggralionsn to Figure 10

C O n‘p r . . . ) 1
o D EEs By bodboRald WEHE IRATRBRID 8ol bolifitnil lion links. Each
sﬁheﬂeeiompbnmm htay aoa:dsg'the:atet\mrk phamtel ince defetnefiways, such as a direct

estipation(s l ectro
p ys}ca connectgon)to he netwoﬁc (ﬁlannéi the physical connection refers to twisted wire

pairs, coaxial cable or optical fibers as its physical media, which interconnects the component
to a network channel. In addition, a component may access the network channel through a
local area network (LAN). A LAN may support one or more components including a storage

/ distribution center (Hub).
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through a storage / distribution center (Hub). This
enbodi nrent shown executes a two-part transaction. In
wo b@semoseli nent shown, the Internet is bei ng UBETUS®0O&H037031
networ k channel. The Internet is a vast collection of
i nter-connected networks that primarily use the TCP/IP
pr ot @dmknat1&e]@romﬂwmatcen1@nnbmnma@k@ﬂss 8 nEtweitle dharmaél tarqugh an

transmt, nessa The.interconnect ed net
Iﬁﬂﬁ’a}%?%ﬁ? Py Th it on G AR e PRl b Qs toggending
??Hen%' B&iNRE Eoﬁéfﬁtcﬁfrfﬁe Qb & Jﬂ@cfusﬁwm@élktlon to various embodiments
I gurations. e software conponents utilize the

otﬁﬁtls\mvknucm é"i;o@kﬂkllllﬁd io drnarh vl hanpseriate Hiaka vetagth omeans can be used

t hese co one SS th cham el in a

foRocassi fcﬁﬁ%’ﬁma@e ok eglg ﬁ@%slkcal connect i on

tot 'Whé}?ﬁl\f&hﬁh@ﬁ a10&)e trahbRrphyShE Blis erAg chd @ndingfoenponent

to twisted wire pairs, coaxial cable _or optical fibers
nggotiates qyﬁ;agth@ahca’ﬁ@dmif wigh tha Hubtag pashd é"é’cdén& Hut. Upon approval from

{ t
SO BSbRERL s e o st
Al @efhm adrﬁlaodgﬁismkfefrh{gl‘ﬂle elctralic n‘ﬂymmmppo'm the ISSImncryption

nmor e co onents including a stor i st.ributi
adgomitlap grsu th@Aqugé’i‘Srfg?W/@g )‘(,he 13?03%99%@&”8‘6’&66 H%%tets of electronic

dABY Wﬁ&?tch% I—ﬂﬂ&%&é’i@és%h@ RROGEbE ﬁlﬁfrﬁfdgan aRe firkt BA0 6T the transaction is

service provi The various configurations may apply
lbggediak iaempteltmarslemnbtrfg:wmm’pm frenabled éa signal tle tcepipimgaemponent that

r the _Hub .as dis ion to var

G st AT B P AR AL IEBR. TR 1 of iperrupted during
thE ﬁaﬂ&ﬁlés@{’@ﬂ’ BfdrhBot fAthe Mubaihic 8ENIRE coTRFIBNCAN HEb can reinstate the
used for accessing a variety of different network

infomfaatorr tarisGdronwerpainifas hiehi toeir peneelipev ey IgRSNed prdrepeat the

this st em t he pmponent negot i ates
Sﬁﬂ%‘ngmoﬁﬁﬁ %‘tc"é Tt?O%qg%ér%%tr ‘%e Hub as a valid
sendi Ty MW EontdipoOn ufnqpé eupthaf eretiet bethHhd senﬂh% &mmﬁnﬂgs and
conponent encrypts the information gsn ng the 3

TiepRIY P CPBRORANGGHT COmMUR BB Yt etig sloragey WF@“‘?%’H center (Hub).
R

ﬂe&ﬁﬂhgﬁbmpﬁndrm ipieatye® rea:emaaﬂnk adfernadtion) # comominieatimtveith the Hub to
When the Hub receives the %) bi t of nfmil g
¥sfablish %Flﬁc’fb‘f“}’tar?@ aPF}%S’ﬁ%‘%aé’tof“o neg a‘fl%‘&%?ate&s % L&gais sending
AR 0P Y the 861, %Hc&%)ﬁoﬂ SloSaR]. eFmtP 1R 185081t of Rformation is received

recel ving conponent "t hat here is information waiting
‘rﬁ}ouhe ir¢ceiting bumpdriont, Kfe scoomprrcefithoiransectiansis legged as complete and a

rru d du t.he .t n i.nfo
RermT B el o eRu SRR g By Bk led
dMEmbRER/IIRE 1ot ed duraetideanaer BF irdbrmytioa o tlhﬁbdiewmg
connection was renoved and repeat the sending proces

sumeproneninthefildnandogediging s smppeat cwu}q@lge ths dnfgrpatiop transfer from the
SRS b RORHR 0 P D T 0 SOBRSEL v
MthtBnisAtndg eestoréd. St ri buti on center (Hub).

During this entire transaction process, the system maintains the integrity of the
information to ensure it is complete, secure and delivered properly to the intended
recipient(s). Upon verification that the information is successfully received, the electronic

information is removed from its secure central storage location (Hub).
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Li kewi se, the Hub ensures that the originating and
destination points are valid. Wen the receiving

w@ommsossend i s ready to receive the informati onPCT/US2004/037031

comuni cates with the Hub to establish connectivity

and aut hentication. Once authenticated, the Hub begins
sendi lngdiiosteraequaing Meinfaymatim with SRR $6HYPAog 3hfl SRfn data transfer

a %gnr}hfrlg,ethgr%satre R)lu} I(]@fadhﬁlfogﬁl' 58\%150&’ Je&ﬂti?@&iﬁa@% fﬁ%hfsl%‘ﬁlbodiment of the
recerving conponent’, the second part t he
inve@nwaction is | ogged as conplete and a notification

bit is enabled to signal the Hub that .the.infornation

was riBEdi igpgvery fig iteaplen fFansacti@s thegpformaiden {5 stagd in a unique
i . 1Qf 4 ' ot oV icBYis 2 uni _

S 0 0 L RO, £ 1 R i 1

2ealpdnaterit khatacostriag ithon ist aubmsdtienlly goreratekapbisseciated with the

which .their connectjon was renoved and repeat the :
{PIREERh o8 BERIETToHh o ISEorHFDHCESHE 8 GOTROPGL f gyown wnique D. The
1RV IAG chitpen & hdsEploh ARIRA! #tOMni EOTR SR pdcRBeSMUSiR Brder to

mai ntains the integrity of the information to ensure

authdngicate mpthethe Hubewnd recetnedhelmiforymtiet. properly to the

i ntended recipient(s). Upon verjfication that_ the

ot or ererrart FERsbEbopelt FFritlei AR ¢ PHd Cbed Tispeora. he
deRHRERY r&RiviSe écﬁﬂ?&ﬁﬁtsfaﬁ@ﬂhﬂchéd WaE i€ efeddbd 8deecdt PisdFOrd and must
| ocation (Hub). 14In addition to securin

th
inplude e PaW ohihereISDIRYOB KEY (NPt HferEasion e beipg g dfrough the
%Jsgzﬁ{fr{)ljﬂrﬁl’u thlgﬁzﬁc%rﬁ@ﬂgnt( 4) additional |evels of

ecurrty avail e 1 n thi's enbodinent of the
i nvenThied) thdsending coarporstercyn klisb archreleiaqrast plamsS mior to sending

transaction, .the infornation i s stor in upi que . .
EERfe o urhReser ¢ ﬁggtﬁ PEVE af@asgsrr%ﬂ? fjl&}as Tayeliqiopgurity is used, the
}(I)‘:%g;i)hrag—g‘ﬁ PPEHADR tirﬁ]@i/ec_lﬁ/ir% AR faHENt 1Pa Oth&“co%rﬁﬁﬁ@éﬁ@%dhﬁnnels (e.g.,

acter 'string that is automatically generated an _
psmoor amed) inidrflertth émproive ityaeduoity. bEiargctiviagsbepprent must include the

Al so, eve receiyvi.n 0 nent has it.s ni D, .. .
R e R R T
b8P HrHREK ARG e datLidatcdi® j@Ut henticate with the

Hub and receive the informati on. Second, each Hub

conpohadfourth, therditt ean alia inclade p igigae Pedidelke s soy igeeiving
The_ sendi and.recei ving, - 0 »al | :
st B BPEL S MR B AR T AR elfhd Sphysica

Befmbrpdevideah&iihé yaebiviry dedybonentihotdse Nf thigibosl dkeanitf isared, the
bei ng sent through the system from an unauthori zed ,
ESPHmEEAMPOTTRt can oplyaeesvriiha dnfeamiondim thefly when the physical

| ncl . i ' information to
i S T S s S A

| evel Thd Hakcoipbiyent scts aethe stpervipasmdplenaslecpasitpryoof allstansactions.

to the recei ving conponent via.other conmunicatign
K RaPABS SoF LS BUOIEBHBO 18 A BRG Ao g e on the

bdrBcRSCHE ol Yhe sVB@nt; GGALMbAEs BRTBANREN indMeeivinBCobfhenédieto
orrect pass phrase provided by the sending conponent
fwhenttivatied psert; aodlitloused the transaghion log which contains the history of all
information about the sending and receiving components for each individual transaction
including IP Addresses, date, time, transfer size, package key, status bits, and other pertinent
information related to the application.
The Hub is serialized with a unique “seed” password and the other components are

matched to work together as a unit. This allows an unlimited number of similar and

15



order to properly decrypt the data and receive it. And
fourth, the Hub can al so include a unique profile key

wo 005088086 r ecei vi ng conponent. This profil e kepCi/$52004/037031
stored in both the Hub's repository as well as a
physi cal menory device that the receiving conponent
dissinpglar infplemeatiangsif empodisrantsi quhlis nviggeen witheut interference with one

e|V|ng conmponent can only receive the infornmation

?}@ M the Hub when the physical memory device is in the

pr esenefopdgoiteddsetion dTihe afpaiibhts of tes ilvbnttme rbeéﬁ presented
acts as the supervisor and central repository of a

only frdhe pwingse qﬂﬂl@%ﬂ%ﬁtlan A8d deseripQn atd is Ropiatonded torke q&baustlve or to
ﬁéﬁteﬂ?é f %ght{d?leto f?}glgﬁ%é ﬁ)tn%s %%Efos&g ZNﬁ?léx%qs %deElthHS and adaptations
artlcu ar use o e systenm 1t ribute
Bler&:df ngl b appraeane iko/ thoge si@]imhne]m at tvithewitdepating dtoadthe spirit and scope
%%ﬁ and it houses the transaction | og which
BANYRAORe history of all information about the
sendi ng and receiving conponents for each individua
transaction including | P Addresses, date, tine,
transfer size, package key, status bits, and other
pertinent information related to the application. The
Hub is serialized wth a unique "seed" password and
the ot her conponents are matched to work together as a
unit. This allows an unlimted nunber of simlar and
15di ssimlar inplenentations of enbodi ments of this
invention without interference with one another. The
foregoi ng description of the enbodinents of this
i nvention has been presented only for the purpose of
illustration and description and is not intended to be
exhaustive or to limt the invention to the precise
fornms di scl osed. Nunmerous nodifications and
adaptations thereof will be apparent to those skilled
in the art without departing fromthe spirit and scope
of this invention. 16That which is clained: . A nethod
conprising: receiving a package conprising at | east
one file froma sender; storing the package;
notifying a recipient that the package has been
stored; receiving a request fromthe recipient for the
package; and transmtting the package to the
recipient. 2. The nethod of claim1l, wherein the
reci pient conprises a first recipient and the request
conprises a first request, and further conprising:
notifying a second recipient that the package has been
stored;

16



recei ving a second request fromthe second recipient
for the package; and transmtting the second package

W eooslog8osecond reci pient. . The method of cl ai PET/US2004/037031
further conprising recording a transaction charge to
an account associated with the sender. 4. The nethod

Tofat whhns clainkeel ei n the at | east one file conprises a
pluralit f files 5. The nmethod of claim11, wherein

L he ﬁ%gf CoRPriP8es an duration val ue and further
CoMpri&iigg § ph&daicd aoﬁlpﬁsﬂagatkla&@ ofd fiteRor@XRkfidj on of
the durati on val ue. 6. A nethod conprising: receiving

a packuang the padkbgd; e assoc:| ated with a package;

hafil
ascoctubinge e B Rl RR R B0t cr y ot ng e

Fil eredepifl ¥ irftihodt A I 1%81 1dnﬂﬁiﬁ&he‘pe®kag’b$5mtl ated with
a recipien associ at i ngl e recipient identifier with
the praskaigtng therpstlagetnihoiaeiRigge and t he associ at ed

jilefo IR&PS(; | ca?ﬂn%) { &Pnd&: él%é’%‘&fﬁ?&?cﬂﬂpmse@@dﬁr&ar@&bﬁﬁt &hd the

package no nto sent 'to the reciplent

rdfest@infeibeoh ﬁcsitaecme& ammmrthelmoaqmsmgtl ng the file
conprises: encrypt

3DES
encr yI9LifHAg a seqopd r lfeﬁtgtﬁ?tﬁ ©Pp3 iég‘{}]gar ﬁ’ﬁelgﬁﬁﬁigé code;

and [ I t
oS, RIS phar e e,

r eceitrinsgitting deksagedanaakagedd tict syeccmﬂ nqelpl@ah d

32;?;2;'}&2; ggé hgﬂgﬁh‘i ﬁlgtaa\écf%ln@%gl ! té/or¥ %ansactlo t&Ea;rge to an

£ O5RE h§obRtcASHACihdkAdrt he package with an
aut hentication value. 10. The nmethod of claim29,

daher eThe mhBodaf Heim [ cubsrein thepteast ongfilesempsises a plurality of files

glstr (rirgfar ttﬁf?u% %_1%% %‘ghéﬁgﬂ%‘g{)&g éﬁ‘e chnrﬁrés'e:é %ﬁ?ﬁl}%ﬁbﬁ value and further
MRIsing delstinpeepacknge @& therepiratiou of thd @ntaitibh erlueand

authenticating a user associated with the package
hased sethodk @asisitgA stored on the smart card. 12. The

met h org,ce%mg g%g%a%ﬁ &Y@gﬁtﬁagﬁo%{ﬁéae\gﬁﬁ & @Eékrége,t he user

conpri ses
receiving a file identifier associated with a file;

associating the file with the package;
encrypting the file;
receiving a recipient identifier associated with a recipient;
associating the recipient identifier with the package;
causing the package and the associated file to be transmitted to a package hub; and
causing a package notification to be sent to the recipient.
7. The method of claim 6, wherein encrypting the file comprises:
encrypting the file using a 3DES encryption; .
encrypting the file using a pass code; and
encrypting the file using secure sockets layer (SSL).
8. The method of claim 6, further comprising:
receiving a package availability value; and

associating the package availability value with the package.
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code on a smart card with a second code entered by the
user. 13. The nethod of claim®6, wherein encrypting

W@ oIvse®es encrypting with a code on a snart ceeTUSZ44/037031

A net hod conprising: receiving notice that a package

Is avail abl e at a package hub, the package containin

@t | eBlyrmethed pf fleim pe t ¢amprisheg gseaskaige the paakegewith an
ﬁﬁ@k?gé.hub}K;eceiving t he package fromthe package

Pt 1°nfﬁé et hod of claim 14, further conprising

fecr ypid methbl ef alhinh ©a&hereifthé bhtBentikbBtion eudrediptkedt third-party
claim 14, further conprising causing the at |east one
futhanticgioneyabiededa. ElgctrommBosimetk§d)- of clai m 14, further

flonp”reé Iﬁg@?ﬁgﬁglia}{h B9aAmEL Esthpffifcksum from t he

packag cal'tul ati ng a chrecksum on the at
| eastreo¢ieinkial snartl@rd Aentifipytet - r eadabl e medi um on
whi ch is encoded program code, .the program cod .
conpr %@h@&?atﬁ%o@?%ﬁﬁisﬁ%teﬁﬁlat@é BRekRSg %lseg] S8 R%fgenaﬁon stored on the
&R&@Eﬁfrﬁi ng at least one file froma sender; program
code for storing the package; program code for .
ot i f Vhawethod ef cline6f whiain dutieenediozghe hses chmprises comparing a first
stored; program.code for recejvi request fromthe
$adeiop; eftar ‘%F‘?Wﬁtg‘ aﬁﬁﬁ%ﬁg‘@degﬂtﬁre&rq’g'gt_ﬁ%meg'ode f or
i3 ansthd i@ d bt 81aRAGK AUEretPerchBtih g Com ﬁﬁs;en@@ﬁtiﬂ@ﬁ/ith acode on a
conput er - r eadabl e nedi um of claim, erein the
srewt pdtént conprises a first recipient and the request

npri,ses. a, first .request, and further conprising:
E 'ogrérﬁl%%%ccfr%ﬁnsﬁ?ﬁ'i fying a second recipient that the
packageecibitg rogientist opackagpiseghidable sidepdchigetabeiheipagkage containing
second request fromthe second recipient for the
gdedshews filshd 18program code for transnitting the
secon : Ient . 20. The
Comu%gﬁ%ﬁé%%a%k%ﬁ%ﬁﬁf@ C?F{a rr}?ltb’furt her conpri sing
pr ogr eotieingeahé packnge fonh thgpackhgamgact i on charge to an
account associ ated wi t he sender. .. The
S ubs PRG0S0 B Thad: T cCRRISHE dfcsrRIe e BiigHs ensle
P6.00" 2R £RAB 10?1287 A1y RirheSc PRSI S usiAL thelf §east one file to be stored.
conput er -readabl e nedi um of cl'ai m21, further

tonpr Thé mgthod o chim dédéirther capanrisétg: ng a check sum of

encr yPetCGei(\j/'in%aaC {308 cksum from the package hub; and

calculating a checksum on the at least one file.
18. A computer-readable medium on which is encoded program code, the program code
comprising:
program code for receiving a package comprising at least one file from a sender;
program code for storing the package;
program code for notifying a recipient that the package has been stored;
program code for receiving a request from the recipient for the package; and
program code for transmitting the package to the recipient.
19.  The computer-readable medium of claim 18, wherein the recipient comprises a first
recipient and the request comprises a first request, and further comprising:
program code for notifying a second recipient that the package has been stored,
program code for receiving a second request from the second recipient for the

package; and '
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23. The conputer-readabl e medi um of claim?21, further
conprising programcode for generating at |east one

wanioguesokey for an encrypted package. 24. The PCT/US2004/037031

conput er -readabl e nedi um of claim, further conprising
program code for perform ng_ port shifting to negotiate
t r anspiegrayt ccpﬁb@cﬁaagélss.mlﬁmgt heecorthpaskege fodhelstsoad mediienh
cla IRt k . i se .ation
2 G e R B e R AT BT R B8 o BBl B pRibra oo or

teberdpackagsaction dar@xpiah atéoant Akodifted duthahd esmdwal ue.
26. The conput er-readabl e nmedium of claim, further

¢bnpr T8¢ sRMpHEicadsiemedivgr ofpdaiay 1, Aitthyr eoraPEgRE Peggam code for
C@ﬁﬁ r package and program code for resum ng

%Iga S{Iﬁggggga of a partially sent or received package.

27. Altoopupueerreedabddmedimmeds fiotaim? wirdter cemprgiogecbgram code for

rogram code, the _program code conprising: program
g‘B “In&a‘i%ég%?WﬁBQ r%‘é‘rﬁ %t ribute associated with
85 PaCKRICmPABMBIORRIMA off 4RI M, Bet1Rr EbhBrising program code for

identifier associated with a file; programcode for
gepstatingtal legsttome uhique kay for anteecyatedagekager ogr am code

r encrypti the .fil e, programcode . for receiving a
i P A Bl FUGR L AP b BRhY pfYkedhn code for
PorRGinddiB SRtishiftRic 18 R8QRIa0d friilfel BEpdcRaLdl ent identifier
wi th the package; program code for causi nt%(et he package

&hd t e cosmpiiprateadpble medipm efelaimals mhereénithe paekagacrangeses 2
@%???f@%%?%ﬁhg@gﬂ%ﬁ Oglgprﬂs%&&?ﬁéhp%g? gﬁzcﬁe?e?%géhe nackage at the expiration

cfihpdiuetien esldabl e nedi um of claim 27, wherein program
f(gde for encryptin ri ses: program code

gqlet hg,r fil ’f _co&

r ehRs SPERHEteAditls mediymy ofslamaBEButice pyipPYIgRAg program code for
HAGEATY S E ALY SIS LU £ USR8 3B i
sfecpargalyockeosrebalyedt pdc88te) . 29. The conput er -readabl e

diumof claim28 further conprising: 19program code
br - giifOPREs 2P R e AP T O sieBgr At grosgg Code, the program code
j4i9): - readabl e nedi um of claim 27, further
conprising: programcode for receiving a package
avai | pioBtam godedbrreceizmg apaskaseritivibuie sbwmciadgbwih apaclgee;

h k i labili Lue,.with th .. 31.
The GBRBOTLTSFaaasr s iRed Ty Bt droe'ed S ie:
conpridgiith EFdedbAMss6askend BE file with the package;

program code for encrypting the file;

program code for receiving a recipient identifier associated with a recipient;

program code for associating the recipient identifier with the package;

program code for causing the package and the associated file to be transmitted to a
package hub; and

program code for causing a package notification to be sent to the recipient.
28.  The computer-readable medium of claim 27, wherein program code for encrypting
ether file comprises:

program code for encrypting the file using a 3DES encryption;

program code for encrypting the file using a pass code; and

program code for encrypting the file using secure sockets layer (SSL).

29.  The computer-readable medium of claim 28, further comprising:
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associ ating the package with an authentication val ue.
32. The conput er-readabl e nedi um of claim 27, further

W@ oiosnesang: program code for receiving a snmarPCT/ESZI04/037031

identifier; and program code for authenticating a user
associated wth the package based on information
st or eRrosrm ppdedpngencede o unigge enHRBHSYt er - r eadabl e

g U'ﬁ]tlé)éo éxﬁéﬁ%e%@abl%%&iﬁhﬁoﬂﬁ&rﬁ%&ﬁ%? c&ﬂg ising:
aut hent1 cati ng € USEer conprises program c de For
conpaprogtnacdderfst receitngipask syrmvhilaality vluehaml second
code entered py the user. 34. The conputer-readabl e
medi uRRog¥anE sedefprgssoGiparesihn PRTkags AvALRBERY Ype with the package.

Cr y " o]
o o b Aoy e P RE EO B B8 pth i oo for
owoaikiinghthe packageodetlh qorangreancatiodealuehe program code

nprising: progr code. for,.recejvi.ng notice .that a

kb Fanmig Al Bedymef e T thef e REtREge
cont ajhi3bReh addd BRRLRNR d dnhBi cAddl RELANC aRe for
requesting theevtfp)ackage fromthe package hub; program

code prograneewievonauthérdicpagayser pssopmptcevignidk agekagabased on

36. The co t er - r eadabl medi um of claim35, further
%IEWHS’Pﬁt %#0 tﬁ“&ﬁ%“@%&é‘m?or decrypting the at | east

e fThecomputerlRadsdepidliRnr ¢Rddaid 26 wieeHin progfant bédenfor authenticating
35, further conprisi n(g{fpr ogram code for causing the at
the 35¢r comPriFey Rrognbeodstior eunpasng afHa gapnesmaFsarhwith a second

?%@ieﬂ%‘r@c{b {hgiug&s_, further conprising: program code
or

recelving a first checksumfromthe package hub;

and pThgcanpuaceadarie prtiom eftdlaim 32, ehhecks progeam téie fat encrypting
éoergl;?rgseg BS)g];eimL %odeszor encrypting with a code on a smart card.
35. A computer-readable medium on which is encoded program code, the program code
comprising:

program code for receiving notice that a package is available at a package hub, the
package containing at least one file;

program code for requesting the package from the package hub;

program code for receiving the package from the package hub.
36.  The computer-readable medium of claim 35, further comprising program code for
decrypting the at least one file.
37.  The computer-readable medium of claim 35, further comprising program code for
causing the at least one file to be stored.
38.  The computer-readable medium of claim 35, further comprising:

program code for receiving a first checksum from the package hub; and

program code for calculating a checksum on the at least one file.
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