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WHAT IS CLAIMED IS: 

 

1. A computer-implemented method for isolating a first communication connection 

from a second communication connection via configuring two separate truststores, 

comprising:  5 

identifying, by a first consensus node, a first certificate authority (CA) group of 

one or more CAs; 

generating, by the first consensus node, a first certificate signing request (CSR) 

corresponding to the first CA group; 

sending, by the first consensus node,  the first CSR to  the first CA group; 10 

receiving, by the first consensus node, a first set of public key certificates from 

the first CA group, wherein the first set of public key certificates comprises (i) a first 

public key certificate issued to  the first consensus node  in response to the first CSR, and 

(ii) a second public key certificate issued to a second consensus node; 

configuring, on the first consensus node, a first truststore based on the first set of 15 

public key certificates; 

identifying, by the first consensus node, a second CA group of one or more CAs, 

wherein the first CA and the second CA group are mutually exclusive; 

generating, by the first consensus node, a second CSR corresponding to the 

second CA group;  20 

sending, by the first consensus node, the second CSR to the second CA group; 

receiving, by the first consensus node, a second set of public key certificates from 

the second CA group, wherein the second set of public key certificates comprises (i) a 

third public key certificate issued to  the first consensus node in response to the second 

CSR, and (ii) a fourth public key certificate issued to a client node;  25 

configuring, on the first consensus node, a second truststore based on the second 

set of public key certificates comprising the third public key certificate and the fourth 

public key certificate; 

establishing the first communication connection between the first consensus node 

and the second consensus node using the first public key certificate and the second public 30 

key certificate of the first set of public key certificates stored within the first truststore, 
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wherein communications through the first communication connection are encrypted using 

the first public key certificate and the second public key certificate; and 

establishing the second communication connection between the first consensus 

node and the client node using the third public key certificate and the fourth public key 

certificate of the second set of public key certificates stored within the second truststore, 5 

wherein communications through the second communication connection are encrypted 

using the third public key certificate and the fourth public key certificate. 

 

2. The computer-implemented method of claim 1, further comprising: 

 receiving, by the first consensus node,  root certificates from the first CA group 10 

and the second CA group; and 

 verifying, by the first consensus node, the root certificates based on corresponding 

public keys of the first CA group and the second CA group.   

 

3. The computer-implemented method of claim 1, wherein the first CSR includes a 15 

public key and an organization name to be included in the first public key certificate. 

 

4. The computer-implemented method of claim 2, wherein the first CSR is digitally 

signed by the first consensus node using a private key.  

 20 

5. The computer-implemented method of claim 1, wherein at least one of a portion 

of the second public key certificate is self-signed by the second consensus node, or a 

portion of the fourth public key certificate is self-signed by the client node.  

 

6. The computer-implemented method of claim 1, further comprising: 25 

 generating, by the first consensus node,  a self-signed certificate of the first public 

key using a corresponding private key of the first consensus node; and 

configuring, on the first consensus node, the private key of the first consensus 

node and the self-signed certificate. 

 30 
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7. The computer-implemented method of claim 1, wherein the first public key 

certificate,  the second public key certificate, the third public key certificate, and the 

fourth public key certificate are transport layer security (TLS) certificates. 

  

8. A non-transitory computer-readable storage medium storing instructions 5 

executable by one or more computing devices to perform operations for isolating a first 

communication connection from a second communication connection via configuring 

two separate truststores, the operations comprising:  

identifying, by a first consensus node, a first certificate authority (CA) group of 

one or more CAs;  10 

generating, by the first consensus node, a first certificate signing request (CSR) 

corresponding to the first CA group;  

sending, by the first consensus node, the first CSR to the first CA group; 

receiving, by the first consensus node, a first set of public key certificates from 

the first CA group, wherein the first set of public key certificates comprises (i) a first 15 

public key certificate issued to the first consensus node in response to the first CSR, and 

(ii) a second public key certificate issued to a second consensus node; 

configuring, on the first consensus node, a first truststore based on the first set of 

public key certificates; 

identifying, by the first consensus node, a second CA group of one or more CAs, 20 

wherein the first CA and the second CA group are mutually exclusive; 

generating, by the first consensus node, a second CSR corresponding to the 

second CA group;  

sending, by the first consensus node, the second CSR to the second CA group; 

receiving, by the first consensus node, a second set of public key certificates from 25 

the second CA group, wherein the second set of public key certificates comprises (i) a 

third public key certificate issued to the first consensus node in response to the second 

CSR, and (ii) a fourth public key certificate issued to a client node;  

configuring, on the first consensus node, a second truststore based on the second 

set of public key certificates comprising the third public key certificate and the fourth 30 

public key certificate;  
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establishing the first communication connection between the first consensus node 

and the second consensus node using the first public key certificate and the second public 

key certificate of the first set of public key certificates stored within the first truststore, 

wherein communications through the first communication connection are encrypted using 

the first public key certificate and the second public key certificate; and 5 

establishing the second communication connection between the first consensus 

node and the client node using the third public key certificate and the fourth public key 

certificate of the second set of public key certificates stored within the second truststore, 

wherein communications through the second communication connection are encrypted 

using the third public key certificate and the fourth public key certificate. 10 

 

9.  The non-transitory, computer-readable medium of claim 8, the operations further 

comprising: 

receiving, by the first consensus node, root certificates from the first CA group 

and the second CA group; and 15 

verifying, by the first consensus node, the root certificates based on corresponding 

public keys of the first CA group and the second CA group. 

 

10.  The non-transitory, computer-readable medium of claim 8, wherein the first CSR 

includes a public key and an organization name to be included in the first public key 20 

certificate. 

 

11.  The non-transitory, computer-readable medium of claim 9, wherein the first CSR 

is digitally signed by the first consensus node using a private key.  

 25 

12.  The non-transitory, computer-readable medium of claim 8, wherein at least one of 

a portion of the second public key certificate is self-signed by the second consensus node, 

or a portion of the fourth public key certificate is self-signed by the client node.  

 

13.  The non-transitory, computer-readable medium of claim 8, the operations further 30 

comprising: 
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generating, by the first consensus node, a self-signed certificate of the first public 

key using a corresponding private key of the first consensus node; and 

configuring, on the first consensus node, the private key of the first consensus 

node and the self-signed certificate. 

 5 

14.  The non-transitory, computer-readable medium of claim 8, wherein the first 

public key certificate, the second public key certificate, the third public key certificate, 

and the fourth public key certificate are transport layer security (TLS) certificates. 

 

15. A system, comprising: 10 

 one or more computers; and 

 one or more computer-readable memories  coupled to the one or more computers 

and having instructions stored thereon which are executable by the one or more 

computers to perform operations for isolating a first communication connection from a 

second communication connection via configuring two separate truststores, the 15 

operations comprising: 

identifying, by a first consensus node, a first certificate authority (CA) group of 

one or more CAs;  

generating, by the first consensus node, a first certificate signing request (CSR) 

corresponding to the first CA group;  20 

sending, by the first consensus node, the first CSR to the first CA group; 

receiving, by the first consensus node, a first set of public key certificates from 

the first CA group, wherein the first set of public key certificates comprises (i) a first 

public key certificate issued to the first consensus node in response to the first CSR, and 

(ii) a second public key certificate issued to a second consensus node; 25 

configuring, on the first consensus node, a first truststore based on the first set of 

public key certificates; 

identifying, by the first consensus node, a second CA group of one or more CAs, 

wherein the first CA and the second CA group are mutually exclusive; 

generating, by the first consensus node, a second CSR corresponding to the 30 

second CA group;  
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sending, by the first consensus node, the second CSR to the second CA group; 

receiving, by the first consensus node, a second set of public key certificates from 

the second CA group, wherein the second set of public key certificates comprises (i) a 

third public key certificate issued to the first consensus node in response to the second 

CSR, and (ii) a fourth public key certificate issued to a client node;  5 

configuring, on the first consensus node, a second truststore based on the second 

set of public key certificates comprising the third public key certificate and the fourth 

public key certificate;  

establishing the first communication connection between the first consensus node 

and the second consensus node using the first public key certificate and the second public 10 

key certificate of the first set of public key certificates stored within the first truststore, 

wherein communications through the first communication connection are encrypted using 

the first public key certificate and the second public key certificate; and 

establishing the second communication connection between the first consensus 

node and the client node using the third public key certificate and the fourth public key 15 

certificate of the second set of public key certificates stored within the second truststore, 

wherein communications through the second communication connection are encrypted 

using the third public key certificate and the fourth public key certificate. 

 

16.  The system of claim 15, the operations further comprising: 20 

receiving, by the first consensus node, root certificates from the first CA group 

and the second CA group; and 

verifying, by the first consensus node, the root certificates based on corresponding 

public keys of the first CA group and the second CA group. 

 25 

17.  The system of claim 15, wherein the first CSR includes a public key and an 

organization name to be included in the first public key certificate. 

 

18.  The system of claim 16, wherein the first CSR is digitally signed by the first 

consensus node using a private key.  30 
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19.  The system of claim 15, wherein at least one of a portion of the second public key 

certificate is self-signed by the second consensus node, or a portion of the fourth public 

key certificate is self-signed by the client node.  

 

20.  The method of claim 1, wherein:  5 

the client node is configured to be restricted from accessing the first public key 

certificate and the second public key certificate included in the first truststore; and  

the second consensus node is configured to be restricted from accessing the third 

public key certificate and the fourth public key certificate included in the second 

truststore. 10 
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