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CLAIMS 

What is claimed is: 

1.  A computer-implemented method for performing an attestation verification, the 

method comprising:  

receiving, by a relay system controller and from a relay system smart contract on a 

blockchain network, an attestation request that requests an attestation evidence from a relay 

system node, the attestation evidence indicating a validity of the relay system node;  

sending, by the relay system controller and to the relay system node, the attestation 

request that requests the attestation evidence from the relay system node;  

receiving, at the relay system controller and from the relay system node, an attestation 

evidence of the relay system node, the attestation evidence of the relay system node 

comprising a measurement value of the relay system node, a public key of the relay system 

node, and a digital signature of the relay system node, wherein the digital signature of the 

relay system node is generated using an attestation private key of the relay system node;  

sending, by the relay system controller and to an attestation verification server, the 

attestation evidence of the relay system node;  

receiving, by the relay system controller and from the attestation verification server, 

an attestation verification report, the attestation verification report comprising the attestation 

evidence of the relay system node, an attestation verification result, and a digital signature of 

the attestation verification server; and  

sending, by the relay system controller and to the relay system smart contract, the 

attestation verification report;  

determining, by the relay system smart contract, whether the attestation verification 

report is valid;  

in response to determining that the attestation verification report is valid, determining, 

by the relay system smart contract, that the public key of the relay system is valid;  

storing, by the relay system smart contract, the public key of the relay system node in 

the relay system smart contract; and  
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wherein determining, by the relay system smart contract, whether the attestation 

verification report is valid comprises at least one of the following:  

determining, by the relay system smart contract, whether the digital signature of the 

attestation verification server is valid; or  

determining, whether the measurement value of the relay system node that is in the 

attestation verification report matches a measurement value of the relay system node that the 

relay system smart contract obtains from the relay system node. 

 

2. The method of claim 1, wherein the measurement value of the relay system node 

comprises a hash value of a process code that is implemented on the relay system node. 

 

3. The method of claim 1, wherein the digital signature of the relay system node comprises 

the measurement value and the public key of the relay system node that are signed using the 

attestation private key of the relay system node. 

 

4. The method of claim 1, wherein the digital signature of the relay system node in the 

attestation evidence of the relay system node is verified by the attestation verification server 

using an attestation public key of the attestation verification server prior to the attestation 

verification server sending the attestation verification report to the relay system controller. 

 

5. The method of claim 1, wherein the relay system smart contract executes on a blockchain 

network node of the blockchain network, and wherein the relay system controller and the 

relay system node are located external to the blockchain network. 

 

6. The method of claim 1, wherein, prior to sending the attestation request, the method further 

comprises:  

obtaining, by the relay system smart contract and from the relay system node, a 

measurement value of the relay system node; and  
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storing, by the relay system smart contract, the measurement value of the relay system 

node to the relay system smart contract. 

 

7. A non-transitory, computer-readable storage medium storing one or more instructions 

executable by a computer system to perform operations for performing an attestation 

verification, the operations comprising:  

receiving, by a relay system controller and from a relay system smart contract on a 

blockchain network, an attestation request that requests an attestation evidence from a relay 

system node, the attestation evidence indicating a validity of the relay system node;  

sending, by the relay system controller and to the relay system node, the attestation 

request that requests the attestation evidence from the relay system node;  

receiving, at the relay system controller and from the relay system node, an attestation 

evidence of the relay system node, the attestation evidence of the relay system node 

comprising a measurement value of the relay system node, a public key of the relay system 

node, and a digital signature of the relay system node, wherein the digital signature of the 

relay system node is generated using an attestation private key of the relay system node;  

sending, by the relay system controller and to an attestation verification server, the 

attestation evidence of the relay system node;  

receiving, by the relay system controller and from the attestation verification server, 

an attestation verification report, the attestation verification report comprising the attestation 

evidence of the relay system node, an attestation verification result, and a digital signature of 

the attestation verification server; and  

sending, by the relay system controller and to the relay system smart contract, the 

attestation verification report;  

determining, by the relay system smart contract, whether the attestation verification 

report is valid;  

in response to determining that the attestation verification report is valid, determining, 

by the relay system smart contract, that the public key of the relay system is valid;  



35 

 

storing, by the relay system smart contract, the public key of the relay system node in 

the relay system smart contract; and  

wherein determining, by the relay system smart contract, whether the attestation 

verification report is valid comprises at least one of the following:  

determining, by the relay system smart contract, whether the digital signature of the 

attestation verification server is valid; or  

determining, whether the measurement value of the relay system node that is in the 

attestation verification report matches a measurement value of the relay system node that the 

relay system smart contract obtains from the relay system node. 

 

8. The non-transitory, computer-readable storage medium of claim 7, wherein the 

measurement value of the relay system node comprises a hash value of a process code that is 

implemented on the relay system node. 

 

9. The non-transitory, computer-readable storage medium of claim 7, wherein the digital 

signature of the relay system node comprises the measurement value and the public key of 

the relay system node that are signed using the attestation private key of the relay system 

node. 

 

10. The non-transitory, computer-readable storage medium of claim 7, wherein the digital 

signature of the relay system node in the attestation evidence of the relay system node is 

verified by the attestation verification server using an attestation public key of the attestation 

verification server prior to the attestation verification server sending the attestation 

verification report to the relay system controller. 

 

11. The non-transitory, computer-readable storage medium of claim 7, wherein the relay 

system smart contract executes on a blockchain network node of the blockchain network, and 

wherein the relay system controller and the relay system node are located external to the 

blockchain network. 
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12. The non-transitory, computer-readable storage medium of claim 7, wherein, prior to 

sending the attestation request, the operations further comprise:  

obtaining, by the relay system smart contract and from the relay system node, a 

measurement value of the relay system node; and  

storing, by the relay system smart contract, the measurement value of the relay system 

node to the relay system smart contract. 

 

13. A computer-implemented system, comprising:  

one or more computers; and  

one or more computer memory devices interoperably coupled with the one or more 

computers and having tangible, non-transitory, machine-readable media storing one or more 

instructions that, when executed by the one or more computers, perform one or more 

operations for performing an attestation verification, the operations comprising:  

receiving, by a relay system controller and from a relay system smart contract on a 

blockchain network, an attestation request that requests an attestation evidence from a relay 

system node, the attestation evidence indicating a validity of the relay system node;  

sending, by the relay system controller and to the relay system node, the attestation 

request that requests the attestation evidence from the relay system node;  

receiving, at the relay system controller and from the relay system node, an attestation 

evidence of the relay system node, the attestation evidence of the relay system node 

comprising a measurement value of the relay system node, a public key of the relay system 

node, and a digital signature of the relay system node, wherein the digital signature of the 

relay system node is generated using an attestation private key of the relay system node;  

sending, by the relay system controller and to an attestation verification server, the 

attestation evidence of the relay system node;  

receiving, by the relay system controller and from the attestation verification server, 

an attestation verification report, the attestation verification report comprising the attestation 
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evidence of the relay system node, an attestation verification result, and a digital signature of 

the attestation verification server; and  

sending, by the relay system controller and to the relay system smart contract, the 

attestation verification report;  

determining, by the relay system smart contract, whether the attestation verification 

report is valid;  

in response to determining that the attestation verification report is valid, determining, 

by the relay system smart contract, that the public key of the relay system is valid;  

storing, by the relay system smart contract, the public key of the relay system node in 

the relay system smart contract; and  

wherein determining, by the relay system smart contract, whether the attestation 

verification report is valid comprises at least one of the following:  

determining, by the relay system smart contract, whether the digital signature of the 

attestation verification server is valid; or  

determining, whether the measurement value of the relay system node that is in the 

attestation verification report matches a measurement value of the relay system node that the 

relay system smart contract obtains from the relay system node. 

 

14. The system of claim 13, wherein the measurement value of the relay system node 

comprises a hash value of a process code that is implemented on the relay system node. 

 

15. The system of claim 13, wherein the digital signature of the relay system node comprises 

the measurement value and the public key of the relay system node that are signed using the 

attestation private key of the relay system node. 

 

16. The system of claim 13, wherein the digital signature of the relay system node in the 

attestation evidence of the relay system node is verified by the attestation verification server 

using an attestation public key of the attestation verification server prior to the attestation 

verification server sending the attestation verification report to the relay system controller. 
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17. The system of claim 13, wherein the relay system smart contract executes on a blockchain 

network node of the blockchain network, and wherein the relay system controller and the 

relay system node are located external to the blockchain network. 

 

18. The system of claim 13, wherein, prior to sending the attestation request, the operations 

further comprise:  

obtaining, by the relay system smart contract and from the relay system node, a 

measurement value of the relay system node; and  

storing, by the relay system smart contract, the measurement value of the relay system 

node to the relay system smart contract. 


