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CROSS REFERENCE TO RELATED CASES [0: 11 This application is related to, and
cl ai ms t hwolwenef3se of the earlier filing date under 35 UPBT@S02/4889( e) of ,
U S. Provisional Patent Application No. 60/276,923, filed March 20, 2001,
entitled "I P Communi cations,” U S. Provisional Patent Application No.

60/ 276,953, filed March 20, 2001, entitled "IP Communications," U S

Provi sional Patent Application No. 60/276,955, filed March 20, 2001,
entitled "I P Communi cations,” and U.S. Provisional Patent Application No.
60/ 276,954, filed March 20, 2001, entitled "IP Comunications"; the
entireti es of WhCOMMENICKDIQNS SYSTEM VeI TH PRATEH) MONTEORINGINI CAL FI ELD
[ 021 The present invention relates to controlling fraudul ent use of
comuni cations services and, nore particularly, to the detection of

f raudul ent L\ i S net wor k. BACKGROUND [031 The
proli feratcilgﬁbgﬁﬁcﬁ‘a@?#?mgm‘%gﬁ&oagéﬁsm)st notably the Internet, is
causi ng gorjevathid dpplicdtion icleRipddanyardndhink BRrbehefit 58 tHefeaflRalfiihy B&e under
conmmuni cat_j on.. Busjnesses at .have been accustonmed to havin ephony

h I
traffic amd data X HA9id te%é’r%‘tl%mal Laisporrripatiop, yp- @/%?%?%nﬁigegﬁ@ré% and
net wor ks ajpe 70y ERweAg-tPo R Aamkoriea # ads” Wg‘%&ﬂ@%téﬁgawmﬁﬁom ein

t el ephone voice traffic and other forms of real-tinme media are converted
into di gi te27685 fHediMerahr20e 200y enfitled (kR Comamaicaiganas ik S aPromigionklt Ratast her
forns of Q. t t NS re feasibl tQ,Su ors _it, voice
over data‘%ﬁ’tgggtﬁ)(w) ' %7&%&“{&%@@ &g%oag%@’gﬁtlt% grrlrig (’g r%%ﬁ%féas’cgﬁétal and
oper at i ng &.8sPwyisicasioPutae AmlitatoneNe.y60dtith, I5U efieliMartly 20, 2001, BaitlegX@pl e, at
commercial ,installati, custo em.se equi i

ons, r..pr ment . investments are
Subst ant | STTRHHGAIOEY: 1 RHEHeT! HE R IRHERE T et BREPRHED as PBX and
automatic call distribution functions, may reside in a service provider's
network. Various types of gateways allow for sessions to be established
even armngTFéﬁHM@éLl‘?le 02/ 075339 PCT/ US02/ 08321 systems such as |P

phones, ¢ g%e NtyihQ %%se%?ﬁlk&gi&ﬁn%&?és t%ngon@%g Zf?]a&lﬁﬁlleht A E(k}minﬂlgkmlhg ed

deskt op C uters. 0 new gener atl on user term na evl ces are
now r epl activiges msl, moagipartionady, to the detection of fraudulent activities in a data transport
network.
BACKGROUND

[03]  The proliferation of data transport networks, most notably the Internet, is causing
a revolution in telephony and other forms of real-time com munication. Businesses that
have been accustomed to having telephony traffic and data traffic separately supported
over different systems and networks are now moving towards so-called “converged
networks” wherein telephone voice traffic and other forms of real-time media are
converted into digital form and carried by a packet data network along with other forms
of data. Now that the technologies are feasible to support it, voice over data transport
offers many advantages in terms of reduced capital and op erating costs, resource
efficiency and flexibility.

[04] For example, at commercial installations, customer premise equipment
investments are substantially reduced as most of the enhanced functions, such as PBX
and automatic call distribution functions, may reside in a service provider’s network.

Various types of gateways allow for sessions to be established even among diverse



t el ephones and even the nore recent PBX phone sets. These new sets, such as
those offered by G sco Systens, Inc. and Pingtel Corporation, may connect
di rectly wo oao7389mon packet data network, via an EthernetCearsazessgon f or
exanple, and feature |large visual displays to enhance the richness of the
user interface. [06] Even before such devices were devel oped, conputers
equi pped with audio adapters and connected to the Internet were able to
conduct sone rudinmentary formof Internet tel ephony, although the quality

was unpr edigéablsectang 1PfgheResy @biveRoial ahlieg RIFRERAEHE PBXY dsSwhlPQB wigapt i ng
i nternet protocol (IP) networks and other packet transport networks to

provi de r@ﬂ“&ﬁk@éeélﬁppaww@ry connections, easy call set -up and enhanced
feat ur es 1ifs)SuURPhyy lbhdrail Ao chsk ARG WeviRs W) dov? PoplSind REARRN Bd

s
transport. ]Sorre ot fler types of nmedia sessions ena y “suc ni ques
may i ncl uddephodesnandhegh themaire rgcemURBE , phoud séts.pdihbse wonfes, endi agthosessagi ng

and col | abg.ratijve.applications. [0 ourse, as a business or

resi dent i e??feheglnb?ﬁg}% (%t %%sﬁ?nss S[B%C?I{dbé’}ngi‘%éti% OTEGH, ays GPeRfofiEsty\i8r 2 packet
conmmuni catcb@pntacke dhAGRHCARVED bh Fidmdt bARRAGRY forteR@hfleMdd featikatiktigal | y be
an expectation that the quality of the connections and the variety of

services Vigup] digpdaygto P@&gie the righaises ofdhs weer méerfage-mer t el ephone net wor k.
There is 34610 ae@RARE AR HevicBalydid GePYpddY RETpRerd” _%g%iﬁgéas wY’th![ bodig |ess

susceptible’to fraudul ent use of conmuni cations servi or at least no
wor se t handapiers ang centecied $oithe InfadS]t osveblerto cendico yome rualimentdce tfomia b

transport ony .k nt roduces,.new vul neralil i ti beyond t e
experi encé{‘}%\r}j\fﬁ ﬁell%ﬁgn ’raé P %h oﬁlglquglilt?cvﬁ?st ur}psrf\i\(ﬁ?@ﬁgc?nfi e%%ﬁhvg epocﬁe[l@/ier k. The
concer n OveiphatCniw isyupoh ad:peing ftitaadtippstscdl (IP) hetwioubl and ottt packettranspose! |
known and has received consli? derﬁlbl el attention in Ii%?t of countl| ess

i dentity DFls to prvidentsliable delguality (R OB fiAgY © -nge‘PQiaeé enhpncet s,
security hg@aedes saiply FNGatkdd MdphodPas Rl &Pbler §OREI HEALdiR ransport,

communi cations. These threats take on further significance as, in the case
of packet Spaeaghesixpes phmediagpssions srabledy el tashrignasdnanigcivés fdems highear i ng.

09] Inr : i r .S I :
count er e don ety bRty SO Rhing Tnat Al BaTole A SRR ) schemes.
secur e | n{&ineOfpoutsecol 2 bEsivEs 021BiteRE) cPUiUIBSAAIN8]Pcribel Bpihes) ysing

e b BB SRR LR BB 2 R R 95LAEh Wl SLEE L0
that wer enspallyed adnyexpadiaionehab@idqualifCafrthd YoriBitidas ahe el vaied] oftservidee
preventi Ogvil?tbe %‘E i[egs% lélg gi)(?d ettseilnet eht%%erdtgfegho%%tn\ggoﬁi T%r% is also an expectation
that the new types of networks will be less susceptible to fraudulent use of
communications service - or at least no worse than their predecessors.
[08] However, employing a packet data transport for telephony introduces new
vulnerabilities beyond those experienced with the traditional circuit -switched telephone
network. The concern over security of communications in the public Internet is well
known and has received considerable attention in light of countless identity thefts,
hacking attacks, viruses, denial-of-service attacks, security breaches and other threats to
reliable, confidential communications. These threats take on further significance as, in
the case of packet telephony, the traffic streams are metered and revenue -bearing.
[09] In response to these threats, a growing array of security countermeasures

(firewalls, NAT, secure connections, encryption schemes, secure Internet protocol



area of particular vulnerability for sonme packet tel ephony systens stens
fromthe fact that signaling, bearer traffic, and network nanagenent
comuni cawpP®Ro7:BY share the sane transport network. ThePcalusowesser ol
systens conmmuni cate anong thense lves and to the network el enments (such as
gat eways) using the same network that carries packets of custoner data. To
put things sinply, one may send data to any point in a packet network as

|l ong as the address of the point is known. The fact that the call control

servers arePse§QWneAbiliy Peghes) Revd bamsBElopsE iy eken@RBAR st a@hpaﬁoﬂiﬁ%l ity
that a fraud perpetrator mght attenpt to communicate directly with a

net wor k séW?@@ﬁPé@@ﬁ@PWQ%ﬁinpede the operation of the server or to send
oK SOOI P RE 80 Aib rokMles 1R D WEhvAd B ol b0 1 o0

conmuni cat'i ons servi ces. network securtty neasures, such as
t he use ofsetdPgemay bobehatichd ttoviepreention obiteckndpelepliohy datasndtasiel Pne

effective against,. these kinds of attacks. 1.111 Wijl e dat a_network

cecur |ty Aoty oSGy Bt T REE wlpliy SR noaPtah Rpes o
attacks agritNgdnaBnd, e@RNARNTICAA NBKWR' KandohBER @h8n@hiVAoheh) sBhref thaud
schenes that are not detected or prevented by such neasures. £a2] Vari ous

fraud scheéas rappox newierby Thihsatheonkral fystemp pernmaRients agoag Hismse tiss sndtal
conmuni ca&h@ﬂaw@gﬁre\férﬁaﬁs gﬁ@ﬁ Qﬁga{gg\t«%{sig%g/&etaaﬁe 888 e 8458l ”%a%ﬁétk lbpg card

nunbers, open se accounts, se nmani pul at e equi pnment or peopl e
to get sercustomsr degita Hbuput thiags sigiplyh/anymey sdnkdelafads sinpp@nt maugicka hetwesk have

been wel | characterized i he PST and yarious techniques . have been
devel oped ¥ E?Hgdaesttg% ?%‘ﬁassa%cfh% PEVE R TG s u’l\cltf? %%tu@%tst%e C%%fntwfsﬁvfﬁrﬁé? ely,
there is aoaslsdbrough SEORGRPrt ftwatkupend the pessibility fieat b M8 bepefrdt mighhe use
of sufficient data network security neasures should prevent a 11 nanner of

p
abuse andUPRELA ORI HreHRE RAE A eph SFRY e Al shifeRRde thaoreralion of t he
rol e of frgudeBNbt & ishith fRR RPnrHirdtakiBed rddhem sﬁugs ?@@Mgﬂﬁe%@w Wbt h,

network security. Network security provides nechanisns (e.g., firewalls,
aut hent i c@roviding ¢ communigatians servedepasibmpneisly, aetiyoik sesurieyrigeaseres,ivach onl y

aut hori z e%s Y& {ls%p%?itljgecaﬁﬁﬁgﬁ btegvegﬁ tllxéflt{ixgatg eeﬁlxéfgr?tg, argggrgglgfseﬁfe%{ié}é X%ainst

mechani snms have ection agal ns rna use hor1zed users and
soci al 3 ViRsORMAY&IBAcKICT/ US02/ 08321 engi neering situations. As a

conpl enent ay, bilit fraud.monitorin rovi des view. into the
segei ces dggé mgﬁ’h‘i?t%g%/%FI‘?(S@tCB“&Dn‘?E?S@IefH‘g? offeP ?’e‘ﬁ?eheg}ééﬁt:f’f“% §sHE hani sis
have beeRreggnRyREIoSatadlts ARSEE telbfldby dalanictwsrkNthefeagiel d Yate®s of fraud

identification of wvulnerabilities in the netwrk, protects a commerci al
cust omer l§9hemeﬁ thet ate gt detected or prevented by such measures.

[12] Various fraud schemes are known by which fraud perpetrators are able to steal
communications services. Perpetrators have been able to steal calling card numbers,
open false accounts, or otherwise manipulate equipment or people to get services without
paying. Many of the possible fraud schemes have been well characterized in the PSTN
and various techniques have been developed for detecting and preventing such abuses.

[13]  Unfortunately, there is a common misconception among those in the industry that
the use of sufficient data network security measures should prevent a Il manner of abuse
and fraud, even in a packet telephony environment. In truth, the role of fraud monitoring
can be distinct from, but complementary with, network security. Network security
provides mechanisms (e.g., firewalls, authentication services, u ser IDs/passwords, etc.) to
ensure that only authorized users gain access to network services. These security

mechanisms have protection against internal abuse by authorized users and social



unaut hori zed use, and protects the service provider agai nst revenue | o0ss.
[14] In summary, network security focuses on fraud prevention, while fraud
noni t or i MyofeRouses on fraud detection. These network conc@CRaISnets2be
addressed before custoners invest in the adoption of new services and
technol ogi es. Custoners are attracted to a converged sol ution because of
the potential for new services and enhance functions, but are apprehensive
about new security risks and avenues of fraud. SUMVARY [151 The present

i nvent i on cABGt&idNBuneRRd 404 ccﬁnﬁleﬁa@tam@bamﬂynﬁamﬁahﬁohh%;pl~&mes%wmb ement

ot her security neasures in a voice-oveér-packet communi cations system [161
To the ext#pthe seatices usedbouethe pelvephiorppsure thabpenedp Srearasitameckaisms have o a

tradi ti ongle el okl RN, QL T NeraRNe L A SRS ARBLNAAS Rresent

i nvention ageousl y adapts an existing ction systemfor use
wi th a packkerabdltephonythe netwakk . protetis meaommetvat] exsiahérndyt anindmeiig
practices dev qupgd for the tr]i:laditi.onal . tel ephone ne{work may be

i mredi ate|“§}a‘ﬁﬁ?f of 455, And WEterts fnssepyicppiorider 38InsREYe 1959 7] Addi ti onal Iy,

where packef] teh eRheRyryi nfefvﬂﬂlécge%uﬂ?/\{f@&@@&t@ Paud UprbAG@idn NeWMileS punges of
i nformation beyond what was observed in traditional telephony, the c|1or esent
i nvent i on DmipTiae doquses pidragd|deestipnn Biesy @giwotlgliceraesssmusidbe Rédresse

| ! enent LicalloRlorkYiny e LPHE AR R ALY selv el addteARBIARE, RERBALS A0S

present 1 nvention SO provi or a sing rau nofAlrtoring p

serve bot hittootedenta @nadrgahahpmoketaswiof threpbtértiabfon @ay sspvidesmd enhamce

parti cul ar, ;(.he rtesent i,nventi,on, provi de\s fgr the col lﬁﬁt iér)n, correlation
and col | e@P}C\}8nS’§ FEE Rnrrhynsiye FRONHRCVE RRGR MV ShTa%F i ved from bot h
circuit-switched and packet- switched domains. This is a novel capability
for reviewmmng all aspects of calls, even those that involve gateways and
are carried over both forns of transport. 4 WO 02/075339 PCT/ US02/ 08321
[19] In agemviipee W th an aspect of the present invention, network servers
performng call processing, or nore appropriately "session processing”, in
t he packetid el dphamysent yevenion: megtse ther aesdafiri orfragdt mphitaringocapsbiliesf Itect i ng

each call i r t .was . handl e the server. \Wiat is
recor ded ﬁ%}pll%ﬁ%ﬁt eerﬁe%ﬁlegas rsé%\géfgl,ce"(% [Pac ?é%om F%trllosn,s ¥&ur e
i nvocat i ofis] t Moetlef extent, thet a. paddkes aclepliongandtivortk dpdrates dnatboukdy aoea

orver ded, b QU A0, Ohehall one unb 0k, SySLemany eventuolLy, pracessed by

accor dancadwntdgedushr £Ia6% a8 @xisting fraud detection system for use with a packet telephony
network. This means that existing tools and practices developed for the traditional
telephone network may be immediately applied in the realm of packet telephony.
[17]  Additionally, where packet telephony introduces new aspects or surfaces new
sources of information beyond what was observed in traditional telephony, the present
invention provides for the collection of new indicators and the implementation of new
detection methods.
{18] In another aspect, the present invention also provides for a single fraud
monitoring platform to serve both conventional and packet-switched telephony systems.
In particular, the present invention provides for the collection, correlation and collective
processing of usage activity information derived from both circuit-switched and packet-
switched domains. This is a novel capability for reviewing all aspects of calls, even those

that involve gateways and are carried over both forms of transpott.



enbodi ment, such records are provided in an XM. (eXtensible Mark-up
Language) format. [20] In another aspect of the present invention, network
gat eways,watnohssadapt signaling and bearer channel s anon@Cgiusouogs2sw t ched
and packet-sw tched networks, also generate call detail records (CDRs) of
the nore traditional type and forward those to a collection process. These
CDRs convey information about PSTN-types of events. Eventually, these CDRs
are correlated with the records fromthe network servers and the fraud
noni t or i NQ18yy S tg BedoddanBERitR Bh Gsebt cﬁ‘@ﬁe ﬁ@seﬁt’ﬁ{/éﬁtﬂon &\F/bﬁ‘l{%eﬁérs , _even
when a call involves both typés of networks. [21] To facili ate use of
such CDRs cald yepcogsing, ofr Bora aPrieRtitelY §'sgseior arogessing’s kKn dhe packet telépbopy esent

t eachi ngs e nov.

addi ti onal™ Jt oc(rp%é% ?%sa%%%ﬁ%ge?ﬁd@ﬁ%ﬂég g%c:hf ?fcseegll%n %%]Qespﬁl&WWas

packet - svmhhmcﬂed:l andhe Gervedi tmtleheebrém/lm@nﬁmwe heRjorVdddesdele can esent
invention s shown_and descrjbed.in H{ue cont gﬁt of packet- switc

tel ephony,dlﬁpf’“ﬂﬁ’tfsl’ fegmre Jyapaions.tag of davasgls b %ﬁerﬂqﬂé‘?"wnéﬁt& ] Sear?o ot her
forms of fQnNPAH GRfubRNn SHedioRS sip@ROsyeRRT BRE 8GN prodlRl 14 Fraud

stream ng, where a per petrat or seeks to steal netwoiK resources. BRI EF
DESCRI PTI @rengtpring-engnrapriNags fosiarphepgtienss of fraidh vieracradarics withiapsefeaedd by
way of ex t
acsompany AP %ng%*‘ﬁsggﬂée%“ds%ﬁwd%d Lo AT, (et MBKAE T Ridelf
simlar elfemetts and in which: 5 WO 02/ 075339 PCT/ US02/ 08321 [24] FIG 1

is a diagr a data co ications system capable of supportin

t el ephony | ‘gd;]r vﬁl&ea‘?o aﬁ%egg%?st?’ﬁd’r?ﬁgﬁtné’%FBt?o ﬁ‘ $‘?§e‘f?§’5’g§%§%‘ ‘gﬁpfi es in
accor dancelgnumﬁgharﬁrbe@fwémhﬁaya@&@o@cﬁﬁ@w@ﬁedtaha REIRESRficHed MEFbikaNalsd 25]
FIG 2 is a diagram of functional elenents involved in establish |ng a

session &ReFYe ;93}1 tdeted rgeqrdy (i IARp)tod thgmerestiaslitional Eps s demtarbihosene dr esent
i nventi On’col[lgc@ll)n Fﬂrg%eség '"Phé"s‘c Qﬁﬁﬁg %Hﬁ\Pg ﬁﬁ%a‘ﬂgﬂa&oﬁﬂ @g?ﬂttafgsotgf BPRid or i ng

usage activity of communi cat 1 ons syst em | n accordance th an exenplary
enbodi menEvettutlhe ﬂpﬁ@@éﬁhs ar¢ enrestettédowmith [I@W]scd?dscfrom th@nawbtkmwharatnddbescrl bi ng

a process ﬁ]c 04 o Cessé [ % Bl gbleF geﬁ%ge@rﬁ\)/g‘r(%lllr?\él Oq,f e@%?caéﬁ 2ot ne!nce(?t  ons

system i n"accordanc an exenpl a
call involves both types of networks.

[21]  To facilitate use of such CDRs, such as for correlation to packet network events,
the present teachings provide that CDRs may be augmented in a novel fashion with
additional information having particular significance in a mixed packet-switched and
circuit-switched environment.

[22]  While the present invention is shown and described in the context of packet-
switched telephony, it will be apparent that it may be similarly applicable to other forms
of communication, such as.video conferencing or other data strea ming, where a

perpetrator seeks to steal network resources.

BRIEF DESCRIPTION OF THE DRAWINGS
[23] The present invention is illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference

numerals refer to similar elements and in which:



present invention; [281 FIG 5 is a diagramof a conputer systemw th which
an enbodi nent of the present invention nay be inplenented; [29] FIG 6 is
a di agranwofo2a7sat a structure for conveying recorded usag®Cofusaz/08321

comuni cations systemin accordance with an exenplary enbodi nent of the
present invention; and [30] FIG 7 is a diagramof a fraud anal yzi ng
apparatus in accordance with an exenplary enbodi nent of the present

i nvention. DETAILED DESCRI PTI ON OF EXEMPLARY EMBODI MENT [31] In the

fol | ow ng [dgsCrirgt 108, a WRlslank REWNdSk rceﬁﬁrw&faati@r@dsggl%m EERbIERYF Qppsiaayn 1N

bl ock diagram form or otherwi se summarized in order to avoid unﬁece sarily
obscuri ng telephonpsewénss andyempiing mRars fohmopiieying Bsage Actdiidsan actadaucauner ous
speci fic det.ai r .Or 0. .0 .t rovide a thorough

under stané‘?l&l}géﬁo%eﬁ]ﬁgar%fgég%% eI|tﬂjr11°vfén Hrgs%_ﬁ{wg%tﬁ)gm d be understood however
that the fdesise®iGi pvient diagramayfl encpomdt telepeslts mvelvedin ebtyblzhingey sessibeyond
these specific details. 'Jx32] For exanple,  alt hg{ﬁgh t he present invention is
di scussed FHPIERAUEpCAENgC rEeRagsIdimant PRI BFESPHATEEBIL (SI P) and an

Internet Hogt 0qos. §1iPa Mases SEhiBiidhal eRfRE foP hilindafiNg %L‘dg%lacﬁ‘!\;/l\g beg art

w || recognize that the present invention may be generally 6 02/ 075339
PCT/ US02/ G@8Rumicaipis exvstsine in gcesrdroee sqili anapreemplay cmtwidogeon of dhamesint at i on
pr ot ocol scjl(lg,e];ﬁml;i. 323) or communications networks (ATM frame relay, etc.)
[331 Frau ul'n@rabilities in business comunicati ons systens |argely

i nvol ve tHa7] f ¢llGodisrgflovedhiagelelyibéy myess fon praesstpplecyrdest, ussghorarinpt i on

fraud, rempte access.fraud, msconfiqured.dialin | ans, . and soci al

engi neer i '™ @chgﬁsﬁe%dﬁiaﬁ%g nee n Fé‘%ﬁﬁ@’a' ‘Fl?ﬂé‘gjgmﬁrg rtge when a
third pargyesgﬁiiﬂ@nu&@gut horized access to a Private Branch eXchange (PBX)
switch and _"steals dial-tone" to nmake outgoing calls, or an_  enpl oyee
abuses | odg8ldi $1G@neds @afipgray of a semertet sufqny vlxwhichandembedimenirdshe or non
- busi nes eTalsy : 1 calls are charged back to the owner of
t he CPE ﬁ)ééggglﬁtdl esgo%%lla?%gug#%%?%tg%i on of the call (on -network or

of f - net worlRY]l. TFBA161in 4 lliagrams eofod dgtabstoiciupt ifon cémapidg weadwl bsdgasifness nay
"set up shap, Wb LAl e 6 Sdenbal 5. thono il ention of Payl Do The
delay in tReEErvi e provi def recogni zi nél ERPLEPRITER 3 SSPEHE

per pet r at anvehiiom ahd accunul at e substanti al charges.

[30] FIG. 7 is a diagram of a fraud analyzing apparatus in accordance with an

exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENT

[31] In the following description, well-known structures and devices may be shown in
block diagram form or otherwise summarized in order to avoid unnecessarily obscuring
the present invention. For the purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of the present invention. It should be
understood however that the present invention may be practiced in a variety of ways
beyond these specific details.

[32] For example, although the present invention is discussed in the context of the
Session Initiation Protocol (SIP) and an Internet Protocol (IP)-based network, one of

ordinary skill in the art will recognize that the present invention may be generally



[35] In the case of renote access fraud, an unauthorized user may steal, or
determ ne by "hacking", authentication information that permts access to
t he net wowR,020tB9 as SI P phone user | Ds and or passwor dsPCr3Gd2/6832aud
relating to a "leaky PBX" may stemfroma customer inproperly configuring
the PBX such that a certain feature of the PBX nmay be enabl ed and

conprom sed by a forner enployee. Additionally, incorrectly setting dialing
plan configurations may result in unintended privileges to certain users;

for exanplgplicablddepamhtimedqiivaian ol MeRgbit &miaidiemah Babtds (AU BO3H ok t's
dialing plan should only Eernlt themto call donestically. [371 Soci al
engi neer i ryMeyasasiopsnetwerke(AEM, Bamgrelgheini ng i nformati on of services

through a ;@9{8%@%@@@&& & %ﬁ%j’heg% %ﬁ&xﬁ&aﬁo&@&g&ﬁﬁrﬁ} iy g@&@%ﬁ%e di ng

n
to be a legitimte ca I n nee assi stance. "For exa a caller
from an oubBodimg! dtuee hsemployesaod ext-etnplogeasosvpsamiptiop fmad, semamde@snfriwices t he

oper ator that e yser..is_an enpl oye who needs. to ma an f - net wor k
ool Tt i o L SR e SRR rPye SBttbd 1o
PBX hacki ngPE)-méleed@avddags wid # dfidaparGnghimzeaiauitdrizdd38dcekd VL PHLME

measur es have been pr o&?sed or inplenmented to reduce the susceptibility of

such net wdPREchhpXehepes HIBX) ewiteh anshpgeals dihione” e ARake curigning ealls, o1 Ay

| evel " wvul o | g d G foraA 12 |.e.resource
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An exanpl eveinesseprses (lhkwnoutgoing dalln arsethargeld taok tp ity ewnert dfcthe GRE cal | ed
"deni al - of - ice attacks is,de ibed in the. foll ow ng copending patent
applicati g ﬁéﬁ(\ﬁ/\%éscqr%ﬂée?oéltghnea Iﬁé%?/fstlhﬁg?s)l? {3051 r‘%%‘é’aﬁ%"ﬁ or%é?eg‘ry%r%Ye in their
entiretieq3qu. Sn tiRatRabf Apptrifihi feaudNo smaD/bOsidess Bday(‘Bét &y sy’ Rakkelke No.

RI CO 1044), . filed.on Decenber 17,. 22&%\ entiitled "Virtual,L Private Network
(VPN) - Avar®edentaly pdih nopnisniian. of paipheRt PPl MeRfevphpiozder FjomtiaEan; U.

S. Patent thRRIHARLIARs MR perpbPABRBmB4BadocinbRiBYstinEkelardll: R C01059), filed
on Decenber 17, 20(%1, entitled "System Method and Apparatus That Enpl oy

Virtual Pripdlat dnfes wee REremoteeasess fraud, apsnaughonized usst negrsidab o Aeterieike " by
Docker No. R B BR0s P E o ot R gy SRR SRLERIY
Met hod andhéppeseatdsandlvapasseoldat e Virtual Private 'I'\Iet work (VPN) and Best
oLt T AR Bl B el PR BT DR B 2
configuring the PBX such that a certain feature of the PBX may be enabled and
compromised by a former employee. Additionally, incorrectly setting dialing plan
configurations may result in unintended privileges to certain users; for example, a
department can place international calls, although its dialing plan should only permit
them to call domestically.
[37] Social engineering refers to the practice of obtaining information of services
through a person who answers a call (such as a PBX operator) by pretending to be a
legitimate caller in need of assistance. For example, a caller from an outside line is
forwarded to a company operator and convinces the operator that the user is an employee
who needs to make an off-network call. It is observed that business customers are
generally subjected to PBX hacking, internal abuse, and social engineering.
[38] Preventive measures have been proposed or implemented to reduce the
susceptiBility of such networks on several fronts. Some of these measures address “low-

level” vulnerabilities, such as the exposure of an IP-addressable resource to an



control elenments coupled through the transport network is addressed by the
follow ng co- pending application: U S Patent Application No. / ,

(At t or neywDmeke33No. RI C98051P1), filed on March 15, 200PCTArsv2/0432d

"Met hod of and Systemfor Providing Intelligent Network Control Services
In I P Tel ephony” by Gallant et al., the content of which is incorporated
by reference inits entirety. [40] On yet another front, an exanpl e of

hi gher | evel service processing to curtail fraud or even inadvertant
abuse, i n dvBRviRani gXﬁﬂlﬁkfof Asmaaerds. f Aatiingse BBYeqREre BkBRth a data network to
"feature-associated call screening." It is possible for call forwarding and
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herein in entiretie S. PaJ t or ney
Docket No. ftlﬁf%?ﬁ%%lber fll7 ‘,g%moﬁmmffich aﬁpig'@% %&P&\D"é@a&{j?ﬁ}%m?‘eat ure
Bl ocki ng 'Piemﬁe@ﬂﬁﬁpﬂﬂeﬁtammsE tmdsr*’ Maj}lsamtw SaPdtekk %ppP@Aﬂ%ﬂtNo

Appl i cation No. (Attorney Doc . RICO02007PR), filed on March

15,
2002, ent il0/@4 fﬂééﬂtemeﬁd%@?béﬁ@n @Cp}p%nﬁlﬂﬁmappwbsydﬂe#@m beptiled | ant et
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are not enticated through the network. In other environments, such as
a def ense %S’Ilf‘tjr‘ré {edP ; emﬁttD?Pé“aOISéeWéMFaﬁ]ﬁ%rl{YaMP Dyt estrict the reach of

i nbound cadys. o?pg Blffe@é?iﬂ%Vohp%h@ﬁi%rerﬁ&ﬁ%ﬁédbﬁﬂnéré{ﬁﬁtp%trédﬁcé& by haﬁﬁ%%ﬁ!ﬂ
Appl i cation No. (Attorney Docket No. 02), fil on” March 15, 2002,
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[40] On yet another front, an example of higher level service processing to curtail

fraud or even inadvertant abuse, in the context of advanced features may be termed

“feature-associated call screening.” It is possible for call forwarding and certain other

features to complete calls that would otherwise be blocked, such as costly international

calls. At least one approach for preventing this circumvention of desired screening is

described in the following co-pending patent applications which are hereby incorporated

by reference herein in their entireties: U.S. Patent ApplicationNo. /|, (Attorney

Docket No. RIC01064), filed on March 15, 2002, entitled “Selective Feature Blocking in

a Communications Network™ by Gallant; and U.S. Patent Application No. / ,

(Attorney Docket No. RIC02007PR), filed on March 15, 2002, entitled “Featuring

Blocking in Communication Systems” by Gallant et al. ‘

[41]  Of course, it is desirable that security measures may not be so extreme as to

impede legitimate use of the communications system. Special approaches may be



networ k. System 100 provides the ability to establish ¢ omunicati ons anong
various termnal equi pnent coupled thereto, such as tel ephone 125, PBX
phone 118wand/o&3B phone 109. In practice, there nmay be tROTA®OZIGI30T
mllions of such term nal devices served by one or nore systens 100. [431
As used herein, the term"SIP phone" refers to any client (e.g., a personal
conputer, a web-appliance, etc.) that is configured to provide SIP phone
functions. The SIP phones 109 may take the form of standal one devices -
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3 network,,.suc W t ch net wor 37, via th PBXs 117. [.45

Sccor danclAi t Hihal SHWsCOAPERL hhb o cabtnlrdFome o r Eiord ra o
further e@ppitingetelbphehyC SIidEY, GAldcEdi8an g Ui IR excRPIEY Yenhtiddhend o€ @hd1et Wor ks
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time, netWOr¥E YAPERAPRRSEDs Wl og or PCM encoded voice signals in a
t el ephone[d3gar & BE@RMBRYN,  Be AePRCKEE PROE” @feds to any client (e.g., a personal

computer, a web-appliance, etc.) that is configured to provide SIP phone functions. The
SIP phones 109 may take the form of standalone devices — e.g., a SIP phone may be
designed and configured to function and appear like a Plain Old Telephone Service
(POTS) telephone station. A SIP client 111, however, is a software client and may that
run, for example, on a conventional personal computer (PC) or laptop computer. From a
signaling perspective, these devices 109, 111 may operate quite similarly, with the main
differences relating to the user interface. Unless otherwise stated, it is recoénized that the
functionalities of both the SIP phones 109 and the SIP client 111 are comparable and that
the network operates similarly with either type of device.

[44] System 100 is able to support large enterprise customers who maintain multiple
locations having telephony and data transport requirements. For example, in FIG. 1, a
first customer site 150 and a second customer site 152 are depicted, each comprising

telephones 118 and PBXs 117. These may be customer sites of the type that were



streans suitable for transport over data network 101. [47] Enterprise

gat eways 103 adapt between PBX signals and data signals for transport over
a data newamek7sech as LAN 140 or the service provider's mEMASOXEBOL. As a
signaling interface to PBX 117, enterprise gateway 103 may use |ntegrated
Digital Services Network (I1SDN), G rcuit Associated Signaling (CAS), or
other PBX interfaces (e.g., European Tel ecommuni cations Standards
Institute (ETSI) PRI, R2). As shown, enterprise gateway 103 provides
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phones 109 or  PC clients 111, assumng ‘system 100 gives such privileges.
Any conbi sferemsuigable i frendpoeventetangpeorflOphone to another may readily be

envi si oneg,.,, m . \Whj [ I r.sal 107 and
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Services Network (ISDN), Circuit Associated Signaling (CAS), or other PBX interfaces

(e.g., European Telecommunications Standards Institute (ETSI) PRI, R2). As shown,

enterprise gateway 103 provides connectivity from a PBX 117, which contains trunks or

lines often for a single business customer or location (e.g., PBX phones 118). Signaling

for calls from PBX 117 into the IP network comprises information which uniquely
identifies the customer, trunk group, or carrier. This allows private numbers to be

interpreted in their correct context.

[48] = By virtue of the service provider’s data network 101, any of the users at ¢ ustomer
site 150 may readily communicate with those at site 152. It is also conceivable that data
network 101 may be coupled to the public Internet 127, opening the possibility that

communications might be established with PC clients 112, or the like, tha t are not within
either customer site 150 or 152.

[49] Network gateway 107, introduced earlier, is shown to adapt data network 101 to a

telephone network 137 which may comprise a network of Class 3 telephone switches, for
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approach one of the newer types of |P phone appliances and register his
presence to receive calls at the given phone. Any inbound calls will then
go to thewpwswn7secent|ly registered address. [52] Coupl edP@irtusor/bi3st
nmobility is the added aspect that a user may be known to others by

mul tiple alternative nanes or "aliases.” Miltiple Aliases for a given user
may resolve to a single user profile system 100 as described in U S
Patent Application No. / (Attorney Docket No. RICO 1062), filed on March
16, 2002, fahpl! eBX WsPrandl teREBShes 1118°anfap HaLdLSIBY k@ BetRpsit 7Y iPihe Gadrk ant

the content of which is i ncorqﬁ)orated by reference inits entirety. Aliases
may be of t@dﬂ@nalen@m@w of 3 VBN dadédatediaseespline.i Eurdlipgmpye; peitverk 13 is showrie
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network 101 in correctly routlng traffic and executln? features. In
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113 (al so known o§$ivs & %h\’%\%le & Vﬁﬁ é&@ﬁlat &%l lﬁﬁgﬂﬁﬁ{é@%&v oné k) 115

A typical functiofng o eI ements |'s escrl cunent
WO 02/ 0753ﬁ@thmju$€ﬂzﬁ1®8&2¢nwm®d2my dfoglkith anvoder ther travksak ef wetsrods a

rep05|tory ?5??11%1!3%% Efor tion to enable address validation, feature
st at us, P’V&ya VS Ber feature confi guration. Additi onal | y, LS
115 may st(o:qe Bod TP ghdHek B0 adndoSTPi ElfedtsNBLl Prieferdtp lsuppbrensmbe iaf B

typical interactigon anong proxy 113 anpd | ocation server 115 in prOV|d|ng
servi ce i sekyll & @iren By (’S’Snﬁ‘sﬁﬂ?&t?doﬁ”% # paptjcglar pommegcatigng-feeniml  User A

210 desi r egidoRoReS tdbid ﬁﬁbn%oﬁggéf"eﬁ: il (RO EaMiddd1 b88E. B £RfBionVaR userBnA?20 May

be reachabl e at any one of sevéral’ addresses. These addres$es or contacts
may cor r esppieech enecohibermewsn dypes off dB Inboes pp@ancq;r@da@glsw héd presenghiémes,

pagers, etg.....lfs ki 8k ggeeinﬁ%g'hg.f Z‘gé/nigﬁ%ﬂnﬁvc%ﬁs Q&1 QIE% H)Q h%s oF et TOVES

about and registers as vari ous evl ces 5’22 The
current i mégisterad hditesabout User B's contact infor matl on | s typically

mai nt ai ne | pcat i on, server. 240, sone. formof a, "presenc
registry" %% Fgﬁpal?‘?]gﬂ t% S“T%‘th Fdbe ﬁ‘i‘i‘iaéfp@c‘[c%?ﬁaa‘@?r mpj Be E‘A’ gll?(‘:%sses a
term nal, b‘j&lﬁdlﬁ}ﬂ@ alsdrddtiveMazhdLor ‘@Alikes.” Multiple Aliases for a given user may resolve

to a single user profile system 100 as described in U.S. Patent Application No. /

R (Attorney Docket No. RIC01062), filed on March 16, 2002, entitled “User Aliases

in a Communication System” by Gallant, the content of which is incorporated by
reference in its entirety. Aliases may be of a variety of types including public and private
telephone numbers, URLs, and SIP addresses.

[53] From a fraud prevention standpoint, it may be considered advantageous that a
unified user profile is maintained by the service provider or an authorized customer
administrator, even though the user may be known by many such aliases.

[34] To implement this mobility and to support new call control paradigms, control
elements are provided in system 100 to coordinate the actions of network 101 in correctly
routing traffic and executing features. In particular, system 100 comprises the important
elements of a proxy server 113 (also known as a network server (NS)) and a location

server (LS) 115. A typical functioning of these elements is described in IETF document

11



specifies User B as the destination to be reached. This expression of the
specific desired destination may take the formof dialing of digits or of
sel ecti ngwa oa®es3nane or URL- style address froma |ist. POTASABISS2EES,
User A may al so be able to express what type of session is desired (video,
hi gh quality, nessaging,etc.) or specify a desired quality level for the
session. Once the request is specified at station 212, a SIP "I NVITE"
nmessage describing the request is conposed and sent to proxy server 230.
[58. 1 I n RAGE254BS dsocatiditietief 813 soebs Sk atrbpdRitetd Zori dndivBerdnbihh@ineBlenitaé Wor K
than the transport network directly controlled by NS 113 and LS 115, the
cal | may @Atwrs tviakidrlion. deatyrgr iy, 250, rephimeopebsgibeg afeatisg @afigyation.
performn i i :as?(q i 1{‘}%% ii]ﬁﬂﬂﬂﬁrﬁ' described earlier. [59]
Pr oxy ser\%\edr%%%sﬁ ’%@klglqﬁay o?ggs?é sc% requig{slt to oré'ati on server 240 to
retrieve [e dm ervrwleoiv Gpics! ateradtion hnidsg prd@yil§land beatieasdres. 118sn

descri bed %%,r.(b.i el for%ﬁ}é sefver .230 .consul ttﬁgll(ggﬁti on server 240 for a
vari ety of’ p 1B%§er§,ce§ W 4R afrf?\(}dlﬁf?‘}’éumﬁlf’%f”? =ctaontrol | ed feature behavi or
and obt ai 5619 TheIt.a&, Esér ADDVestroc®ids@Blishtofiniid Aidns WEA URES DY0.t Osddser B.
[ 60] Location server 240 anal yzes the request and responds to proxy server
230 i n on® 29 mag\hsrispchable of Bine o 9L sevickt atldigsres e These addissienpr ¢PRIAG ow t he
session i i P S i1t to

ont act LEa By oy o T e ceashr s en S PP LEE: B has
a feat ur dhadisi efzaddegsseh atay cegncher chatiging aBUsanBomoveslabentlapd Uspisterd\as heddgd
Locati.on r.. 24 ] h User Ads allao to contact User B
and nmay ggées%&falt ﬁ%‘g%gﬁ%(rfrgfaté%é dgrg 2252 gé?hgtcurv{ﬁrftc © %lronél\geﬂ]gtyU%E%r Se%lod’ﬁaﬁbl e. If
this is theomasgion is typivally maineimeddn 164 efrvti N80, ar § Bms¥oHn Mbh tprekeacéhoi ces”
message containing .a list of the contacts to be tried. [62] Upon receiving
such a re§?%ﬁ@'e,°°ﬁ?18‘;<§‘e’§5’rver 230 then commences trying the contacts to

see if Useg7B qaninfises 8sitidd] U¥erbR ZRAGNRGeRl RANnAl chifig GRHoRSPONGLNY
C

termnals 222. This_"Find-M" functionality is usually carried out in
sequence SkesHigsH{per Rjas he destinpbion t¢ be machade dihi expregsipeiihe specific desirtdwi ng a
speci fic QLABLHAS rR) S ] - Sl e dPURPITE
confi guratléons,l(ﬁ?t ?s g?%%%a%?%alﬁéz&%E&é%&%&egﬁgﬁglg&n%%ma tenpt all
cont act s siylepaddadsh élom st atrt wmpt cases, Ustrab hiaghlso batbleto vkirbssaviaetype oAl 222

i nvol ves sending.a.SIP."INVITE' to the ternnal and.waiting fqr reply
i ndi cat i vgesmgfl 1%3%3(1;5@9’18?0"\?{%#; (ﬁllaé. ’ﬁésgglgg’gkgrﬁrﬁg?m@fzd?sggg8}1133@'j\lﬁVFﬁ a SIP
"200 K" festhagession. tOre the request is specified at station 212, a SIP “INVITE” message

describing the request is composed and sent to proxy server 230.

[58] In some cases, where calling station 212 is in a different network than the
transport network directly controlled by NS 113 and LS 115, the call may enter through a
gateway 250. The role of gateway 250 in performing both signaling and media
adaptation was described earlier.

[39]  Proxy server 230 typically forwards a request to location server 240 to retrieve
one or more contacts at which User B might be reached. As described earlier, proxy
server 230 consults location server 240 for a variety of purposes, such as invoking
profile-controlled feature behavior and obtaining the latest known location information
pertaining to User B.

j60]  Location server 240 analyzes the request and responds to proxy server 230 in one

of several possible ways. Location server 240 may disallow the session if User A is not
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i ke, stations 212 and 222 have shared addresses and possi bly negoti ated
session paraneters and are ready to comruni cate, possibly through an RTP
data str ea&mo2l7s3pmnner in which transport network resour c®ETArS@2/e830r di nat ed
to establish this "connection"” of sorts through the packet network, while
assuring tinely packet delivery, is described in copending applications
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o AR, B R i, AT e ™
Servi ces @eiinals TR, aTh{ei‘\Enrdl-(B'/Ie’bﬁmGid)ﬂaaf}t isaisudly. carﬁétboﬁﬁiﬂtsajm%n&f stifihgh 1's

i ncor por at reference .in its entir [ 641 An exarrpl e of, .a sopewhat
nmore i nvoI“Grg‘(fpl%/é‘é"tshfeée‘?téf?%fﬁt@’éedh?f’aﬂe’éﬂ ?H]\(/?P’Wéﬁ #eprRgiisrorde s gupyisignedytor i 5

descri bedyss: B H&féd‘h&g Q@? 'Easbhﬁrbohkiélragﬁiseﬂtls CRRLIvERL 1R pNRy derver
(At torney Docket lCDI) 63), filed on March 18, 2002, tp fyed "Cal |

For war di ng3 Q)ﬁla&?lﬁé’é‘ﬁt ﬂ@;comwmmamkkel Méﬂ@l@mférwtabﬁShvmntﬁht Wsthlartcmlp@ir at ed
by referep é‘w%\ b
rgf ers to glr? Iolﬂlr?é%%ﬂ&%t+ in oﬁﬁi&exgﬁhgoﬁjﬁe E‘% %?él)ni C%Elblggw di ng

a busy si ghsiccess ot felupal Dace a fefibihal 222trhgpoaduwsiea SIP (POOTGK’ hmngawmh@e
processin net wor k rver handl r | ex. featur.es and.may even
access mﬁ%{? prigt stse%f%ragg i ?Zgrsrﬁ%/vﬁ ?tﬁl ed‘z&%&gée%fa HFFPi ﬂ"ggoﬁategl $5HP sessi on
request . ﬁﬁtaﬁm&m) bed afe feallpii® co@mhR¥tef PAIsiblE throlheMERITRL dadd s@dant. his type

is provided in Pat ent Appllcatlon No. / , (Attorney Docket No.
RI C01017) maf’%l?feép oW r ERDSPETt DRIOLK dEtoptaed dare Reeqidiagted  tou&tgblishy this

Communi cat¢@Rsction” of sorts through the packet network, while assuring timely packet delivery,
is described in copending applications U.S. Patent Application No. / (Attorney
Docket No. RIC01040), filed on March 12, 2002, entitled “Edge-Based Per -Flow QoS
Admission Control in a Data Network” by McDysan et al.; U.S: Patent Application No.
/I, (Attorney Docket No. RIC01057), filed on March 12, 2002, entitled “Pool-
Based Resource Management in a Data Network” by McDysan et al.; and U.S. Patent
Application No. _ / (Attorney Docket No. RIC01058), filed on March 12, 2002,

entitled “Policy-Based Synchronization of Per- Class Resources Between Routes in a Data
Network™ by McDysan et al.; the content of each which is incdrporated by reference in its
entirety.

[63] The “Find-Me” feature is just one possible feature that may be supported and is of
only moderate complexity compared to other possibilities. Further understanding of
typical call flows in performing services may be obtained from the IETF document RFC
2543. Other examples are provided in U.S. Patent Application No. _/ (Attorney
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Network Data" by Gallant et al., the content of which is incorporated by
reference in its entirety. [661 To further conplicate matters, many

f eat ures WooR/0Z33%i nd- Me and cal | -forward- on-screeni ng ®ay/use2/0832bked at
the sane tinme and may interact to sonme extent. This nakes extensive,
detail ed recordation of usage activities all the nore inportant to
preventing unwanted network activity. Detailed recording can also help in
t roubl eshooti ng anonal ous feature behavior. [671 Wth the explanation thus

far of howdgptensY RIGOEHOBRLYVGIK SEMMELE B 2007 Valkvied “syg?erﬂ%xdwwchﬁg affic
in system 100, it Is evident that usage activity may be manifest in both

such devi @emmhe@,@nﬁeefnpﬁsﬂwga Pota NetworkihygGalladt ¢tohi the comient & twhaahk is
activity. e is nonitored and reported for these
el enent s vl\ﬁafpor%&lgg;efécfegscrl %pﬁﬁl&r 81 Returning to FIG 1 it is shown that
system 10 [&4]f uinhexanipie biial eenarhaOpeiainvolvad feabitppelites By Shl Morwatdnty od21 to

provi de proviSsignin bi |.Iin and net rk. managenment capabiljties. OSS
121 conmmuifEEt®s i%kfl egt’fg corpening %pp ig3fign stgﬁeteﬂépplmﬁelbmorm_how

services are p@&tﬁcﬁﬁésﬁd)dcﬁets}q%t RCa), Thicd 8 RAskh ™Y @2 eh@idsedd as
service %row sionin For exanple, data stored in LS 115 such as user

profile akaryadng ey seening” by Gutlaok He7eneat pEwhigsipinogpeated bayrefsenab t er ed

by conmu i r (0] e rta

hrougn wh of, Gfeey” iy kel roShRibe b B cREL E pBRARBRONRY o

settings, inbenhdpsdls mﬂgnéymlybmﬁﬂngsbmsysxgnertbam&&apt ed to OSS 121.

169] Anoth ig{fﬁ{?t ant rgl e .of .OSS 121 is that of network nagenment ,

meani ng i t Of PPORIE O BRTYBITE Tr57 P hRrOBFEn & IR SSHVats fRasolanlie: oY k

el enent s. cbiipRx Feat@RY end be%vaxgac@@tsmﬁple%p}&‘ﬂemab&@sesﬁw&ﬂ%

col | ector for billing records or_so-called call detail records

cal | det aPmgleewssion regqugsts d¥mexgpplpsalye mase complox featye dmpleatepiation ﬁ thmat has

transpire n: .t i o pr pvi di ng may
& eNis ﬁ@vﬂa@&‘w U 'Fattelfi'teA RlilaFifn ¥o. P P fgﬁﬁ‘[}‘ﬁegfe% Kt torl hg, A

be useful for bil for engl neer
billing Ruli(d@tqlah fé]adl OprM@@QslSCBG&Z teatldectéRtwsnvd)lebrabﬂoe Usagenibytiasser vi ce

b ib dj I h d i der.
Such o r et P R el iR R STLARR SRR el SRR B0

recei ve usagretyr ecords from OSS 121. [70] Traditional CDRs have been of a
rigidly e More recently,

si ze nd standard f
cont ext oféﬁiew 839‘@% %at‘? H‘aﬁﬁfﬁ’p‘ﬂf"%%a‘élﬁ?f Wk A Find- Mﬂ\?‘@ﬁlut’albforward“

on-screening may be invoked at the same time and may interact to some extent. This

makes extensive, detailed recordation of usage activities all the more important to
preventing unwanted network activity.  Detailed recording can also help in
troubleshooting anomalous feature behavior.

[67] With the explanation thus far of how gateways and network servers are involved
in handling traffic in system 100, it is evident that usage activity may be manifest in both
such devices. These are points for measuring and monitoring network activity. The
manner in which usage is mohitored‘ and reported for these elements will now be
described.

[68] Returning to FIG. 1 it is shown that system 100 further includes an Operational
Support Systems (OSS) 121 to provide provisioning, billing, and network management
capabilities. OSS 121 communicates with various elements, such as LS 115, to control
how services are performed in system 100. This aspe ct may be referred to as service

provisioning. For example, data stored in LS 115, such as user profile and routing data,
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new service intelligence architectures, it has been recogni zed that
transaction records nmay enploy a nore flexible XM.-based structure. [7.1]
ConsequerwbDy2/0t338se records, known as TDRs(transacti on de®airlusozesseds), are
preferably collected by OSS 121 in an XM.-type format from NS 113 and LS
115 to record many aspects of service processing events. Know ng what
events have been handl ed by servers 113 and 115 allows functions |ike
billing function 131 to then reconstruct the actions that were taken by

syst em 10Qndybetaeed byLofhindi€@ioh£HNE BSS 1201 7 SSH hfiealidepRsRhforfl | | 1 ng,
and perhaps traffic engineering, the same or simlar XM-based transaction

detai | redbicugh piroksyeriay adniéstisiors pgiablertp whenge| coptigiatinmosettigs. warged t o
rating anq?gﬁb%%£§“%§£%%¥§@3ﬁ§%8$%m£§§C%Qng-be handl ed i n nuch the sane

manner as anples of XML -based TDRs are
provi ded i[69] t Heoflel [nopomant aolepeh@BRd2pas elmt dppivedt mamgembitcmearieg her eby

incorporated.by reference.. in their.entireties: U S . Patent plication No.
10/ 023, 2o PPTE A © %‘ﬁkﬁ‘% - P %pﬁ%)‘s, of PP OBt ¢ 19505901,

entitled "bieidpostti-onk, Besordimg HYesdree hda 8sllectol fHEbiMRgkecddds M dodsdlle@nd U. S.
Pat ent Application No. / gAttorne Docket. ' No. RIC01019), filed on March

15, 2002, cahidetalerpcords (CBRsed Arealsdetall gsomdeist aifprm RE dspgssactivily cagardnt et
|. 15 WD : i i it ds,
a P AR ) @gﬁ{ag@iﬂﬁé QB3R hetwbfidth th@g(lﬁ_?{yi dnfgmé@ﬂ%mﬁei%bﬂﬁw S

at | east one neans f Itating proper etwork usage is
further desayrbdesgtfilfor bidemgifogtraffisl angiatérong, bhdforFatenmorippingc a4 bdling No.

10/ 036, 667. (Att or ney. Doc . Rl C010 filed,on Decenber 2 2001,
et e Tehbh SHRHobES (Rl s SRR RRhutc o8 b0 SERERCEhrRben S0 | an
et al., thecoedinglgrdalcdfate Wiirgds dveed CihE par it giolider! eSihentging And balignt i rety.

[74] In accondance_m%th an t of the present jinvention, network

vel aspe
gat enay 109ctignddl i5sBonyeQup dftarQﬁSole(ftt%?ﬁ@aewagﬁr?ce@érfmQs%é%ol | ected by

GSS 121. Bepauggaddfiodal EDRMAETRER of @ ddiflytRla6RIRA SR WONd0diadRAhANY. this
record resenbles a traditional CDR in cairying such fields as dialed
nunber, cad¥9redessoiiban theseqintexh obpry tevshpmems in spwputingomd weith the edent of

R A R R I
data are adgby amoretfleaibleEdidbbsedsiratgenot contenplated in the prior art.
These Sy onl dal g IRNE DOCOTE, S| UG AN AL nall L Bl pontox
preferably collected by OSS 121 in an XML-type format from NS 113 and LS 115 to
record many aspects of service processing events. Knowing what events have been
handled by servers 113 and 115 allows functions like billing function 131 to then
reconstruct the actions that were taken by system 100 in handling service requests.
[72]  For the purposes of billing, and perhaps traffic engineering, the same or similar
XMIL-based transaction detail records (TDRs) may also be similarly collected and
forwarded to rating and billing function 111. These would be handled in much the same
manner as for CDRs described above. Examples of XML -based TDRs are provided in
the following co-pending patent applications which are hereby incorporated by reference
in their entireties: U.S. Patent Application No. 10/023,297 (Attorney Docket No.
CDRO01004), filed on December 17, 2001, entitled “Method for Recording Events in an
IP Network™” by Vijay; and U.S. Patent Application No. /|, (Attorney Docket
No. RIC01019), filed on March 15, 2002, entitled “XMIL Based Transaction De tail
Records” by Gallant et al.
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[ 75] Exanpl es of these additional data are evident in FIG 6, which is a
diagram of a data structure for conveying recorded usage of a

comuni caWPD®RO7BYSt em i n accordance wi th an exenpl ary enipcdiusenesseof t he
present invention. [76] In FIG 6 a record 600 is shown to conprise
nunerous fields, the significance of which may be summarized as foll ows:
[77] Call Start Tinme 602 - The tine that the service request is initiated
and the tine that the service session started. These two val ues nay
differ. [78% Cahkosjhepioniwith $108 recorddCatliéatBordeiadant fe fa@lilifL pRB&ENiPRgi S

di sconnected. [79] User ldentity 606 - The identity éyser nane/id) of the
user who i¥ineivrkgsageds farghesidgseribpd iy gopending @ppljcgin &-SgP#iart Awplickias nat i on

608 - Inf qw%io@a,s@gg%ﬁw@)o};&tme R%bﬂ)il@)aﬁéag%&ﬂgc&ﬁbe he z@@n§h‘§g£& on or

sessi on, which may e public or private nunber, perhaps Inc Ing a
count ry cdiMsthdd fonBillieg & ¢ Helesesmunicatoms dNetvadrk byAsalppetops imtoentehiel
originating.l.P. .address.and/or the.lngress Gateway | P address may al so be
i ncl uded. THH lsfécﬁmoﬁ%??ﬁ’élﬁfﬂf%ﬁﬁﬁﬁftf 8‘%“%?0 - Information pertaining to the
t er mi nat i ng4jendn @écorddnee GRAANERIVEDPESt 05 BB Tré&Bat WHEDn MYwb& dakk@apublic or
private nunber, perhaps includin a country co ere the session

ng de, wh
reaches or?ls9tRTaYifessd {0y aiEansaction rasorhia brycplgeieg by 4SS 131 WBe@psaishag
PCT/ US02/ j o i .Egress
AT L S S it R T S
| f avai | alslewying hachriigddnas | dialdd alvetbenucrbled tyefbor,eswitnhdendydiuny Msniser:
transl ati [ feature processing. This,may be.diff.erent, than the
nunber t ocﬁ] I eg/ X '?t I%%n g‘i‘faln{aﬁfﬁsr% e ﬁ% & reﬁlp%fgtp%g ?{eseengﬁré‘éeln %f”i‘ Sa/mig IFP’ Yﬁ@e 8£se of
private diiglbeg coppladito sydBmll (0akdverty pew tddivery Ghedisiidllitioaili darm haseidden types

of termnatin evi ces involved. = Ex l.es are phong-to-phone, phone-to-PC,
PG t o- PC, %% Ofﬁél:ﬂt R E Cﬂl@g@fﬁtﬂ BrinhiEoT oriy Thebm Al donah aia have HS0mE he
sessi on t eiEildbed S méMARIHINALhOBorAXS WRpB6kicab HidembmBtionOF RS WEEphoRit  Of
service, etc.) 1851mBi | 'ed Nunber 618 {) P;Crat f}ﬁ%? acccl)ct)mt Ifdg be cphgir%ged for

usage. In llsﬁlé geeneEsct of “fraud nonitoring this field affects how events
o< CouMt S50 15 BPSE 04100l BOTE G iy, ] L1 DL PGB0
i nvoked. data structure for conveying recorded usage of a communication s system in accordance
with an exemplary embodiment of the present invention.
[76] In FIG. 6 a record 600 is shown to comprise numerous fields, the significance of
which may be summarized as follows:
[77] Call Start Time 602 - The time that the service request is initiated and the time
that the service session started. These two values may differ.
[78] Call Stop Time 604 — The time that the service session is disconnected.
[79] User Identity 606 - The identity (user name/id) of the user who initiated the
session, if available,
[86]  Originating Information 668 — Information pertaining to the originating end of the
connection or session, which may be the public or private number, perhaps including a
country code, from where the session originates. As appropriate, the originating IP
address and/or the Ingress Gateway IP address may also be included.
[81] Terminating Information 610 - Information pertaining to the terminating end of

the connection or session, which may be the public or private number, perhaps including

a country code, where the session reaches or attempts to reach a terminating party. As
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[87] Corp ID 622 - ldentification of a custoner (corporation), perhaps
encoded as a private dialing plan ID code. [88] Oigin Switch / Trunk 624
- ldentifwev2nhs3q el ephone network switch receiving the ealriusbr/esset he
Network Gateway. [89] Ingress Gateway |IP Address 626 - The I P address of a
gateway by which the call enters the domain of network 101. [90] Egress
Gateway | P Address 628 - The | P address of a gateway by which the call

| eaves the donmain of network 101. [9: 1] Bytes Received 630 - Related to the
nunber of gfc@ﬁat‘érﬁ88ﬁ§1h§tﬁ£k BUddREs bitPor tBEB Sl GAtEWE IPNRIJRAL Ity hRo B0t her .
[92] Bytes Sent 632 - Bytes transnmitted in opposite direction of Byt es
Recei ved @quded[ 93] Session ID 634 - Unique session identifier designating
a sessi on,g@ve | t t hes i 0 S i.at ed

W ih a ool Poor e ASAERoRIEIT ! HELAURRE, HElo R AT URR AL 0AR"6 56 -
| dent i f i esundengamginombertransktibn teys featucoprnesting nThis ney desiffennt t]jaﬁﬂ}le Renot e

Access Nunber, | i.cab a re te ac unmber _use access
he met woring? it hish sy ARReR B i GE oAdids Rlinber “o3s
relates tglgsl | ing a DAL gat eway (not shown) or other neans to access VPN

functions froma phone, such as public tel ephone that is not directly
served by 183t érllIbepe 6A4DALC1§S§th§\%9n haspd 198 tanss o tomivating deviges invelved. vPN

customners E S LEMEA 10T, g%q)@ j)@rtgfj%r ofdoti vates accurate recording

of netwo rk ansactlons in detall, such as by noting the Renpte Access
Nunber \Ahd&é!-]ap&aﬂprﬂlmostlon Al 6a ppridiactmnead Téﬁ‘ll@f&/lcdl hgwsﬂar echsioAl tegainetedy

resour ces Sscrl bed rther i Ap cation No. / ,
(At Lor ney CEERERFar bEb50The =0 aisdir SREYEMA HE) 2002, ent ! ti ed
" Shar ed Dg#]catBilledNa@b& d18neP4rB b accale t@le Emgddrtgr Wager inhBabmtert'of by

Gl lant, t econtent f i's. incor orated reference in its entirety.
[97] The Qtogpg %rseé{gf &?fés hovp YR SrﬂS? C%@t@dﬂ&f‘r%&ﬁ% of 5omg ok the many

possi bl e a@éogl@[ﬁﬁgﬁtegh@kﬂmegﬂﬁe useful to record. O her exanples of val ues
to record are the |IP address of the proxy receiving the SIP "INVITE"

message cdfélespsndsentyre §2@—dedipates serbeesugnd or deptirss inveledi s wort h noti ng t hat
fields 628 \)63(21 18 62@34Ide9 ﬁcat%gi%éf fcu§€o£1%fkdﬁg(%§at?)%? eq%%g@'eﬁcod@& poguced or

at | east en signlfilcance vent o
private dialing plan ID code.

[88]  Origin Switch / Trunk 624 — Identifies the telephone network switch receiving the
call from the Network Gateway.
[89] Ingress Gateway IP Address 626 — The IP address of a gateway by which the call

enters the domain of network 101.

[90] Egress Gateway IP Address 628 - The IP address of a gateway by which the call
leaves the domain of network 101.

[91] Bytes Received 630 - Related to the number of bytes transferred during the
session from one party to another.

[92] Bytes Sent 632 — Bytes transmitted in opposite direction of Bytes Received 628.
[93] Session ID 634 - Unique session identifier designating a session, even
encompassing multiple parties or connections associated with a collective session such as
a conference bridge.

[94] Conn_ID 636 — Identifies a particular “call leg” or connection in a session.

[95] Remote Access Number 638 — If applicable, a remote access number used to

access the network.
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system [981 Returning again to FIG 1, the OSS 121 is shown to interface
with a fraud nonitor or fraud anal yzer 133, which supports packet-sw tched
(e.qg., | Pvolwasew}9 and switch-based nonitoring functions. PCRAIS02/6832t he
integrated fraud nonitoring system 133, in accordance wth novel aspects
of the present invention, may anal yze circuit-switched traffic as well as
packet-swi tched traffic, thereby providing inproved nonitoring of network
usage. Fraud nonitoring via the integrated fraud nonitoring system 133 may

hel p prevent] | BesRfke ALESANGHBEODES relflee td OalRhks h WYRT, ghfe®ial YBotAMYFAS of OF
whi ch the custonmer may be |iable, and the service provider, due to

un-billab Pﬁlef Flﬁf-ﬂsl te a‘él?ﬁﬁs\é%N(f'ﬂmFIP%ﬁPmta)Ph@%ﬁmhgﬁs agy lepBoneyat iinal ng to

cust oner 9hnTh \g;ﬁf
nunber of un ti onal fQIOt i %sﬂt&%u&tysﬁ m%h%%léﬁ%%@g%ﬁul@ﬁl? raud
nmoni t ori ngumm@remm Ss&&rremr”élsls prvatlcet Rtrﬂablamedvatsacwraiesreqmrdmg dédetivo 1k
custoners_ of f er | evel of fr nonitoring as

avai | abl etr?%sraaé(fntséﬁ |df’ta§’vﬁut%% ?’W?@e ﬁeni*ﬂtg %‘?gﬁsgﬁflﬁl?% PRSRi PBIORTIAlR Y

det ects f nauspproadh ne paRiding blﬁa‘ie(f DAT! PatBRhyvadskurEésSis EBdrbed itieh ih noldide
enpl oyee abuse |Ilegal or unintended renote access, incorrect dialing

pl an conf PEERAPRISaION N Y omised (ptormgyddeckeiddg. RICPTG1BY filedenMraseh 15,

subscri pt « 075339
PCT) USD2! o2 s et P PRalcRled PAERAR: IOAL L QR RaY ol DB g o e

100 r ei nf by elantibe g@éembfWh@hmmomemdwefms@ms doyiretiet ect | ng pat terns
i ndi cati v f S r 1100] .To .understand th

respect i v oI 2@@%#%8‘;% (%é‘li cfmf rsg%gglnm P Gpstueg o Jipy g&‘ﬁ magy, R !)ehal
aspects aelemen tht 2ould e disefil eOrcORIC t Oher Wa&ﬂpldﬂc(ﬁva&es toresbRIPRE theofp
collection  of transaction . recoyd 121 is shown to conprise numerous
functi onandEWngﬁﬁ’ﬁoxy IPEeiiRg | %%B%Qﬁ\ﬁ}f@%t%ﬁ%%ﬁﬂmdﬁgltonﬁys%‘cﬁmri se
many ot hegesabs MRfALS, mlv@&t}ﬁﬁcﬁl thatﬁ‘éfd&'G%' [V @@oem 636 3YRPQfrherlde Ot her
OSS rol es described earlier. 1] A tenporary collectidn point for

transact i %me%bmgdwd Qept &qaetogww sipgficaca dydhe advest of packgielepbotyhose of
skill in %}jggengrt w || appreciate, such records nmay be stored in any

suitabl e f'ormat that does not cause the | oss of essential information. In a
reduct i on[%8d Bctanﬁﬂg:@ainstucPHiGrledmr@l&S 42 leis showrew interfacef withra fracdmpatiorbl € wi t h
a comrercia Br od

om.Xacct hno nven ence
t hese recdr as y?%rf 1@? hl Fﬁu??é)ﬁé iPAcke §W1i355§ge‘g'ahp &?ezl) B’é‘gé‘ﬁlta’p
Transact i mnnmmgrfdﬁctroﬁ@ eT v 6k, &leGn@giabdftfid tnfon@SSng $RknITEdS, REacRe @B at ed in

store 320w9d§1 n)éx[f)(gs aspects of the present invention, ma 1 ircuit-swi

, may analyze circuit-switched traffic as well
as packet-switched traffic, thereby providing improved monitoring of network usage.
Fraud monitoring via the integrated fraud monitoring system 133 may help prevent losses
by a customer, due to customer premise abuses for which the customer may be liable, and
the service provider, due to un-billable traffic abuses or liability-sharing agreements
pertaining to customer premise abuse.
[99] The fraud monitoring system 133 provides a number of functional capabilities to
system 100. For example, the frand monitoring system 133 ensures that IP -based
services provided to customers offer at least a comparable level of fraud monitoring as
available for circuit-switched services. The system 133 monitors and detects fraud
vulnerabilities for IP network customers, which include employee abuse, illegal or

unintended remote access, incorrect dialing plan configurations, compromised IP

addresses/user IDs/passwords, subscription fraud, and social engineering. The coupling
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11021 In FIG 3., OSS 121 conprises CDR receiving nmeans 304 operates to
receive CDRs from network gateway(s) along input 302. |Input 302 may
representwe eOuEBd ng to data network 101 as was depi ct ed PCA/USPEA8321 [ 103]
A CDR incident along input 302 is received by CDR receiver 304 and passed
to a CDR- XDR converter 310. Converter 310 creates an XDR and then

popul ates fields based on values parsed fromthe CDR Many val ues, such as
a dial ed tel ephone nunber, my be sinply copied fromthe CDR into the XDR

[ 104] Nextof fidng n{6XRoiRY sh@erRA336H the rén SRR Iry4es 0lovi eaf&t&BRtusd bg, Wwhi ch
exam nes such information as the | P addresses and tel ephone nunbers in the

CDR, or &Ml seourly memsyige by defegngtpatene indisattvapdtpresslile sdearitn treachtBR cane
from andy ey Hes Cﬁg?% Cor iyt O ot e ri,se oner to
whi ch the lr ecor per{sgalnﬁls. si)%uﬁg r&g%@%&%én%dpaaﬁltd I%I%fogtlea'?” (S:%rglfatél ating
records ardchqpiendlaspactprdnéw disgusssttinfeoaudctiomonitit FIG. g In fub@bit of belleXidbn may

next be pracessed by an X nenting nmeans 314, whereby the CORP ID is
RGded to ChEmmeton Yedis s 20 P oy il o g s iniea) SO L BBPPRI | ng £ o
the CDR mayshalRiChelthdadbed tak OSBi 121 Ry dompHe nfafyTBinet Sememy afhic . K3t may
then be stored by OSS 121 in data store 320 for later retrieval. 19 WO

02/ 075339 epiriisgmrmg paupportihe pthar @R relet ¢esxabrg cadier.ved from CDRs recei ved
from net 10at . i i g T so be
recei ved T%Ag%’%‘é@%%&l r eclte{fr%rgﬁl &%%ggécgﬁggﬁegf%%l @%é@% 4(‘)r e 320.
Once st or erd B2 Ao ti®iss dskill KORe hormilltapptehiate suchaerotds manbasteredea eny

avai l abl e t. i Lling.function 131 .and fraud nitor 133. -1107] l.n a
practical *f ee#?éﬂ‘f‘g?ﬁatoﬂ",es &gcafﬁiﬂﬁgﬁssl ?ﬁegfe&? A APt iIBr?s"eéﬁclhﬂnéo

vari ety ofraeeibaosukh ab@i@Nis, stered ipes ekt RBBPLitle Hathi £te¥maierciINPratindiy

environments or _platforms. | nplenentations of OSS 121 to facilitate
provi si oniaﬁ?jlag}fbﬁ% ARG Teahrodaedes. WoF RoraRiRpseK thetearentlsars sefesipd tg herein

" back- of f hgexpRunghd %%ase!diuﬁgn vl d TRRRACHBH rekdrils rélefred %ﬁ% rﬂl@?sdtoi@'sfg he
foll owi ng co-pending applications: U'S. Patent Applicatio o

( At t or ney 1Bbutegtbe mecunngietiosmre 32 4se¥DBs March 15, 2002, entitled "Operatio
nal  Supp 1S or~ekelgc I { Vi " ohohmet al.; U S.
Pat ent AE{qulJ cé??g@ EIO.OSF i,ﬁ( % or ﬁée:?%g?e]t Hﬁol%g%]él—%%o%a, eSf‘iolree '8h March
15, 2002, CDRw fréth exdtw/'dsly gatewsy(grdodgeinpatBd2f dnpuCotdnmay eatrésent 4 caupliag to

Integratiqgn Pl atf to a . Lightweight Directory Assistance" by Trivedi; U.
S. Pat ent %ﬁﬁﬁP&‘&«gg:’l as\i2s d,epm%g 1%1(9%

[103] A CDR incident along input 302 is receiv ed by CDR receiver 304 and passed to a
CDR-XDR converter 310. Converter 310 creates an XDR and then populates fields

based on values parsed from the CDR. Many values, such as a dialed telephone number,
may be simply copied from the CDR into the XDR.

[104] Next, the XDR may be passed to a CORP_ID resolving element 312, which
examines such information as the IP addresses and telephone numbers in the CDR, or
perhaps the IP address of the network gateway that the CDR came from, and determines a
CORP_ID corresponding to the enterprise customer to which the record pertains. This is
an important part of later correlating records and performing billing and fraud
monitoring,.

[105] The XDR may next be processed by an XDR augmenting means 314, whereby the
CORP_ID is added to the XDR. If 1s contemplated that other values derived relating to
the CDR may also be added at this point. The complete converted XDR may then be
stored by OSS 121 in data store 320 for later retrieval.
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(Attorney Docket No. ASH01008), filed on March 15, 2002, entitled "Systens
and Methods for Communicating froman Integration Platformto a

Provi si orwog@28e13%er” by Trivedi; U S. Patent Applicati onPR®/US02/083¢1Att Or ney
Docket No. ASH01009), filed on March 15, 2002, entitled "Systens and

Met hods for Updating I P Conmunication Service Attributes Using a LDAP" by
Robohm U. S. Patent Application No. / , (Attorney Docket No. ASH01010),
filed on March 15, 2002, entitled "Systens and Methods for Interfacing
with a Bi Imi6pgpa<mg WG GUDR s &&ﬁ@@mbm teceibdd ROROMVEK @teways UKFIL Pat ent
Application No. , (Attaorne Docket . ASHO01011), filed on Ivarch 15,
2002, ent FrﬁlllS@a‘ﬂ@Iss}fé%l tegotg gl %feysal%be 1Re9iF ke pReGInAWCB OB FIR. FRyeivat a
Records f [

Aopl1 cati oo R uBRAadReicks T, DALE ROl g DorRHTEDR ot 8k SRy

2002, entmaremddSysalbhbtohﬂ@g\knﬁunidﬂendfﬂpummbmg)raﬂDAP" by Trivedi et

l.; I ey Docket No. ASHO1013 filed on
vy ch 15 1OEhoH anRRiRRth A icn, B Mol iR SRt R ag s Mirat g
Cont act Cesiety obla@t@rk dlymédad, ABS perblaps. anfdal & farietyd! |cbﬁ1§ﬁtﬁr%’bﬂ¥ﬁomﬁents 6ALt or ney

Docket No. ASH01014) filed on March 15, 2002, entitl Systens and
Met hods f Blatl et Iragjempntatinpsneh QS 1%Jntosfé?l%lraéeepmmsmmgt@é"cownunmsmn U S.

Pat ent  Applith Gk 9& Nemerdts G HRIMNBAERHEE Nt LD )d 75339
PCT/ US02 08321 TV E, Gaméts wid wtl] Dack LS iteridnz) "Systeprls()%gcr)lrd%g%%ds for

Conmuni caﬂ¢snlgb¢d( mﬁharfollwmggp arnding Rpplidatioms: (16 SaP kil Appdictint Noby / Tr i vedi ;

Uus. P filed
Varch 15 ~2o0s iR} PRE NG AstOAOA AR SR RERR 1Y poBE IR neitp i m an
| nt egr at i Sﬁpﬂahaisirstemn fo THelEh’oﬁ{mdrﬁcaHBﬂa&@ﬁiE&f' byYeRabehm by ally IS diPatekt S.

Pat ent catio (Attor Do ASHO101 filed on March 15,
2002, eﬁf ]I’]é‘ﬁ‘ I% K/E‘F%B%B?‘gﬁet%lec‘%%f)w&% )d@éﬁéﬁcbllﬁ:gzo@%f vi ces"

by Leskuskititel @'ystem"s hed ash&Rt foPICogRGiQkinMH ozh ah SlnﬂeQ&iﬁ&P Plabad B
reference in its entirety. 11081 Wth reference nowto FIG 7, the manner

in which Hgat}fdelalﬁrwlr@forxg‘@mﬁmcenwgnva@etb$ Ratenih Applieatigs Nos _row descri bed.
XDRs ar e Q&%%%ﬁg ?f(et &UAsﬁé’?oogfeﬁlﬁ{l {Gﬁ Jhekiit gqu?%éltfengf “SRtehd a%faam ne a

group of those th sa sron
servi ce i Nethads dort Garhmtmigatgi framg an Emegmu@rrﬁlaefpm tec alProvisieniey Semgr”b;yt h data

net wor k 1@1 and. telephone network 137 in Flw Wi mul tiple
records t nveodn Pf%e%geﬁlggwppffm@g ¥ [ HiEY ?Cﬁfaﬁeaﬁ‘&i@ya@e or
mor e net walel on@viaeh $5, 2002, entitled “Systems and Methods for Updating IP Communication

Service Attributes Using a LDAP” by Robohm; U.S. Patent Application No. / ,

(Attorney Docket No. ASH01010), filed on March 15, 2002, entitled “Systems and

Methods for Interfacing with a Billing and Account Management Unit” by Robohm et al.;
U.S. Patent Application No. / , (Attorney Docket No. ASH01011), filed on
March 15, 2002, entitled “Systems and Methods for Retrieving and Modifying Data
Records for Rating and Billing Purposes” by Leskuski; U.S. Patent Application No.
/., (Attorney Docket No. ASH01012), filed on March 15, 2002, entitled “Systems
and Methods for Updating a LDAP” by Trivedi et al.; U.S. Patent Application No. _/
. (Attorney Docket No. ASH01013), filed on March 15, 2002, entitled “Systems and
Methods for Collecting and Rating Contact Center Usage” by Holmes; U.S. Patent
Application No. / (Attorney Docket No. ASH01014), filed on March 15, 2002,
entitled “Systems and Methods for Updating TP Communication Service Attributes” by
Robohm; U.S. Patent Application No. / (Attorney Docket No. ASH01015),

_—
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113, 115. [.109J In a novel manner, Record Correlator 714 builds a
conposite nodel of service execution conprising records fromboth the

ci rcuit - swiotoelzs3domai n and t he packet- swi tched domai n. PCTA®Y2/A8326ai d at
this point that the records, even arriving fromdiverse sources, are
effectively conmbined into a single description of processing for each given
session that occurred in the system [:110] Record Nornmalizing and
Preprocessi ng nodul e 712 perforns sinple preprocessing, such as

cal cul at! Bod 8h NMAKA AL 9MDARAMLIOR SRS k! NIEBRLP dfiB0E AF ancal |-

Modul e 712 may al so exam ne addresses or nunbers to determne”if a given
cal | i nvdhiggatipo Pdptthiret tare Bilbng Unitd by aktiedal USaPhienigApplivesen Noe usef u

reras. i nithe GRS DORENERS ATt oo e PARRRE 1. 2007 ol RdGmBPBtcost ng.

It is posyishédst foat CéigupicQiRSHoN garD inté@e@d Plagfofh &b ad PRIKI&Mbnagement
normal i zi n /prpgrocessln Sn%ygbe occur in different order or be
- fi@

i nt er mi xedeEL19Y By 0 ARRUsAjien Nengi/ne 710 AEarpoe Doekaipdei t e

i nformati i i L.i ks i nd
| oke Tor ToARREAINND ot SRAR 1800008, diRa SO Y bE LBl RnE D]

conpr ehenSiepertingfsreicast byt dieakuskif et fal. nthierngstend pf edchex odidhets inbmrpshetdy,
engi ne 71 ARy ene a report 720 describing the results of the fraud
nnnitoringeor %%%V%g%@%§¥1121 Using fraud anal yisis engine 710, a

nor mal i zed108¢c With réferease rexeldIHIGT ¥, the fantkirie Mhichyudagon®ni $0med nfa@e t he
fol |l ow ng fragd haracteristics: "', %Pn Duration . Calls,

Ori gi nat i M7 PECHFhATOHE Bt AseriBe AR DRrgPoiden ¢t drPuref%Ri naRpased

Nurrber / Ad@io@mitorCald s8f0b0ei dimBasesodh of REA 28 firldARGke [ 31 RRteMB! AT tY On
Originating Nunber/ Address, Short ration Velocity on Billed Nunmber, Long

Dur ati on Saa¢ erspioy op Aerpick nstnpuikpicranspirrd. Afpycseaple, Trallaraversing[bbigdatA Long
Dur ati on ' e Si e ets or
excoeds t Feioae SVEER IerABRELRL G, 1295 rio ) AhPuRRT RS FIGER LelBBFNS L
when an obé-imdspendentle paodrated ol nktfdrlelgetpivanyand dgsinerori mogr adtverk ddnadds a
predeterniﬂ§g1§hreshold (e.g., 2 hours). [1.141 An Oiginating/ Term nating
Cowbinati& ’alarmis generated if a conpleted call originating from X and

ter m nat i P9 oY aeweeleasnRr, RR6id COrrélatbAY 1 P Builds @Borbpo¥ite MbdBEof §&RHBL I es,

area codes, Gateway | P addresses, or_any other predefined paraneter
execution comprising records from both thé circuit-switched domain and the packet-
switched domain. It may be said at this point that the records, even arriving from diverse
sources, are effectively combined into a single description of processing for each given
session that occurred in the system. |
[110] Record Normalizing and Preprocessing module 712 performs simple
preprocessing, such as calculating call duration based on start time and stop time of the
call. Module 712 may also examine addresses or numbers to determine if a given call
involved long distance or international calling. These are useful parameters for fraud
analyses that follow. Module 712 may also map some fields in the XDR to a normalized
format amenable to the fraud processing. It is possible that the processing of record
correlation and normalizing/preprocessing may be occur in different order or be
intermixed.
[111] Finally, fraud analysis engine 710 analyzes composite information regarding

usage activities reported by the input XDRs and looks for patterns of fraud. Either as
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specifying a location. For exanple, an alarmis generated when an off-net
international |P telephony session greater than, for exanple, 10 m nutes
ori gi nat e§ofieomM3Bh e US and term nates to Grenada. [11.5PCAAsbhhes32al arm
type, a Hot Originating or Term nating Nunber/Address alarm is generated
when a call originates froma specific calling party nunber or |IP address,
or termnates to a specific called party nunber or IP address. This is
used in alarmng on calls to or fromknown suspect nunbers -- either

private nusdpicBensPreblepsrt REAREAY 5 fildingd) or ¥k ERAAS thréshdills, Ghehe GaLI mMe! oci ty
Based on Location type of alarmis ]gener ated when a nunber of conpleted

cal | s ovePBensras arerety 28 desaribiag thesiepgs, of #ie faudapenilgripg engnalysiser def i ned
gat eway €58 od ;?}qﬁt i o} Li.ne untry. c i.st,
nmeets or gf}géeggmfghgqué %n? 0 gﬂgﬂ%)ﬂ@)’(gérrp Oél?lglgie iigjeﬁ I(rﬁlﬂri e%{n o%glglg*airi

ori gi nat i egbédioenty nsqyeld friovitétad dorpthe SellovGag dimay characterisics:y Lbng Bucationt r y
could sig a conprom,se iLn.that rrt of t custoner's network.. In a
ci rcui t-s%ﬁ%he@%ﬁ%ﬁ%ﬁafmg hi% %Tféloﬁ’f Eﬁ&ug)qggggﬂ%mﬁr as SRaHugy, "
fraud wheNanbbgAdalelss @518 Vélb@iynBak&tl dor FcatichP SCdrei Ousatioh CWelokityiken 22 WO

02/ 075339 PCT/ Us02/08321 [117] The Short Duration Vel ocity on i gi nating
Nunber / Adfrigiating NumbpdAddigesy shatDurgtion Velpsity, gniBalledgyumbgry kong [ayration

predef i ne@ewcﬁy.\oﬁ@Q@dmnggr,%ﬁfgé?re%g{gq)&%gﬂ.ng party nunber (or IP

address), with a duration equal To or [ess than a configurable time val ue,
meets or BEMébedsleng PureteroCalls aldrivsis glenerated yhen iasingbechnipletelb tadlcmeetg or enot e

access fr ex le,.s tryin 0_hack a use DY pas rd, or
Soneone  P5ad ©9 iR TR 3ATEE B ety R Pl bt BOTR o
Vel ocity tmerfiticghaP itcigpiuphessiohdilr g@aten inmm ipged@enaimat atreshi@ fe.phe nunmber
of calls gver a predefined tinme interval fromthe sane calling party

nunber (o oY address), with a duration equal to or greater than a

conf i gur aplig] t ARRONGhatthe/TBREn P CoRMEREES alrh B 88k if Bhlotaddiad BAif YPe is
al so used in detecting renote access fraud, for exanple, someone who has

gai ned ace@gisating BoghX anéd sapiwsing & Yuerseeds| Dpsaidisvibiration] - X 20d Yacah beespect
to the Sh rat.l.o | Qg Bj N | S 4t al arm
o i | arounutds; i ody Ao ie Rl OBl Btk hrhHiBal MO 2

al arm  wsrehifying adrcationi dlor tteaiple, e atounis geseratad edikh an offart itt@nssnmel Bi | | ed

Nunber  (f ﬁ{ te?e)éﬁg;%lf géssior? lglrea%e?lﬂlla%, E‘orroer)rgartnglee, ?8 rrrr?lm?tlésl gli’igﬁetltiesnﬂfor%i t?}lei Gg agllan 'D).

terminates to Grenada.

[115] Another alarm type, a Hot Originating or Terminating Number/Address alarm, is
generated when a call originates from a specific calling party number or IP address, or
terminates to a specific called party number or IP address. This is used in alarming on
calls to or from known suspect numbers -- either private numbers, public numbers, or IP
addresses.

[116] A Call Velocity Based on Location type of alarm is generated when a number of
completed calls over a configurable time period, originating from a user defined gateway
address, and terminating to a user defined country code list, meets or exceeds the
threshold. For example, a high number of calls originating from a specific Enterprise
Gateway to a party-line country could signal a compromise in that part of the customer's
network. In a circuit-switched environment, this type of fraud is known as "Clip-On"

fraud where the calls are originating from a specific switch/trunk.
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[.1201 Li kewi se, the Long Duration Velocity on Billed Nunber alarmis
simlar to the Long Duration Velocity on Originating Nunber/Address alarm
except t D oRs38oUNt is on calls fromthe sanme Bill ed Nicivarsoz/ossel
exanple, all calls fromthe same originating dialing plan ID). [12]] An
Aggregate Duration alarmi's generated when one or nore conpleted calls on a
billed nunber neets or exceeds a threshold for cunul ative duration x, over
an interval tinme, t. This alarmtype is used for soneone who had | earned
to "surf gndgr Thbehottmesial UelocityFé OSRBMAENuinbed/AddiSss Uila@0kesReatdaat t he
| ong duration threshold is 60 mnutes, this aggregate counting wll catch
someone whdeHdRe 8uRberef ¢alls gvemsy pradating tima [iptsrval fipejike sape sAERgPadEn be

establis hﬁgm?é’is f IPRISRUS! P E%ﬁgltaﬁg?l Qgﬁﬂ@@gpfe?% g}@? !aLc{oH?%urgﬁ%] @ﬁ%’ vaiilel |1 N9

nunber, etc. so, becalse t IS busi ness res s cah be

est abl i shewetsor dxaedds @sthresimdd - Buis alaes sypeds dsatioin-detesiting semote ekesag finod)r s.

[ 1221 The integrated fraud.nopitoring system 133 may al so conpri se neural
network aBd erBst 8??’%09%&%?3 P’c}?aé# al‘%‘freﬁ/ PHENCE- 8F JOPTLRRTHRNHB™R t o
moni t or f escidlrengidedréipl cal ling patterns; a co-pending application (Serial
No. 10/041 493r b Taéebnej ad et al., 23 W) 02/075339 PCT/ US02/ 08321
entitled HAFI aThe fioag AurgtimneY slogieeOntiantinenljumhet Address plarads spnesaiediar y 10,
2002,  degmbh RSl tﬁbﬁgﬁls V&L PBFKe@id RS %bﬁ!aleﬂoﬁltﬂ‘[p %éé%%@%ﬂl% 8\%%; ail and

is incorporated herein by reference inits entirety.

sunmmar i zenwhberdot eaddrese), pitb ealsséion ofuaDRrRdatertichnfa @unbigwabl tiore vBB8, FI G
4 gener al epi p. 0 r performng record.collection and

f raud m)h%ég %r(?[}neg&lgeﬁ1§ fc{ggégglﬁbggﬁjaia%na %%(Se?rlf’)(l’ 3%91 lgn‘%ée&flﬂ%ﬁ?mg? 29788 pr esent
i nvent i onfradd, 2t dxaniplds. sofmeops adeshasd Qiindie Gicoéss i throspk [ 40@dprofifsdauder aud

anal ysi s i desired. This may be manually triggered network personnel or
may be aut'GRBTI'CHl Iy tinmed to occur. Process 400 may al so run continuously
dependi ng] t Bat APLRIRthaShatDaRt ok VRIERS bh B OREHBL PRNCHASEPe of 1251
Then, in step 404, one or nore CDRs are obtained froma network gateway and

in step alown is gl tpthe Shast Pprmten Yelogity epdOvgimting] NwsherfAddgise plangs, a

CORP | D i gifletetbebesh fRdme : b kPRl t ' [ responds

to the actilons o}?‘e@?emant S%'Egllrlld&%%ﬁﬁi n bs%??[ jgescrl %%ngzrefﬂ%g‘?l?’ [1271

In step 4d2callsHeom gwshii o) dalegmlagr om gateway traffic are _

cort e;ﬁ;e@ger“h kel RS 6 QT SIS ViS85 Binda NEer dldre! 8 oiAar SO ' &
Long Duration Velocity on Originating Number/Address alarm, except that the count is

on calls from the same Billed Number (for example, all calls from the same originating
dialing plan ID).

[121] An Aggregate Duration alarm is generated when one or more completed calls on a
billed number meets or exceeds a threshold for cumulative duration x, over an interval
time, £ This alarm type is used for someone who had leamed to “surf under the
thresholds.” For example, if it is discovered that the long duration threshold is 60
minutes, this aggregate counting will catch someone who makes a series of 59 minute
calls. Unique thresholds can be established based on several system parameters (billing
method, billing number, etc.) Also, because this is business traffic, thresholds can be
established for business, non -business, and non-business weeken d hours.

[122] The integrated fraud monitoring system 133 may also comprise neural network
and clustering Artificial Intelligence algorithms available to monitor for fraudulent

calling patterns; a co-pending application (Serial No. 10/041,549) by Tayebnejad et al.,
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present. Consistent with the present teachings, fraud nonitor 133 may

anal yze a body of records that is entirely circuit-switched or entirely
packet -swotoelzw3or any m xture thereof. [1281 Those of ®Kirlusor/es3ehe art
wi |l recognize that process 400 is nerely illustrative and that, in
practice, the collection of both CORs and XDRs will |ikely take place on an
ongoi ng and concurrent basis and in no particul ar sequence. The order of
steps 404 and 412 depicted in FIG 4 does not inply strict sequencing. It
i s al so wegdifeanehh nAridhall 1dadlicREO AeSRIMT STEERS’ Qiflecp!bﬁcﬁﬁr?argofb, MRp2be

di vided differently anong the %SS 121 and fraud nonitor 133 w'thout

devi at i ngdéscobest e rqyrali netwierd andogseocidied Rlgopthasseint déteil end iipmcofpot2@ll | n
step 414, .th Q 2d. of records are then nornalized or pre

- pr ocesseg&elglsbg’ 8@%«%11%%%1@%@?&’%%%' e 712. [:1301 Step 416 invol ves appl ying
t he fraud[§8hi TomongsumgaidetthersolicotiteygrooddssrofadSTall and dfaadreioaiter B3¢
determ ni P&E\met her any fraud patter{;s are evident therein. [1,311 The
resul ts of \§-hit Beariafly sfepictisfeRrAesss 409 1ot perfognag e slecsion gdyfipudy) ar s
to net WohlonREHRaRRREordRcE V%taalékeﬂ%@mgte%oéﬁﬁen@sﬂm& ?Fé’s‘eﬂ% 1ReRifoh, 400

concl udes in step 420. 24 WO 02/075339 PCT/ US02/ 08321 [1321 An exenplary
XDR feed ti@4t hin E%t"e Prores 49R\bepias byvaiep 4% wher fiad eeplyskGPApdiredc diisect i on.
The syste , L i t . i.on,

enpl ove. i osmBEEAY MR En OB HRIBTE ) od MERIEIEP I NERLE",

t hi s f eedProeessstO0 gt altduen CEBinhddslyvlddendiad o e iepdtdmanttsionand e degiesdr d t o
the integrated fraud nonitoring system 133 within a predetermned tine
(e.g., in“RHHPELP omthe tine that the XDRis created. If the TCP
connecti of¥26p Thé, ilét69s@L o b Bétd ODIY 4r@bbtahed Wdn® Ahdtd3rl SatdviaySdnd id he
data is buffered and transmtted when the connection is re-established.

[ 1.33] FI &ep 406, thege CRsexe Gansksidunte X8t em 500 wit hi n whi ch an enbodi nent
accor di ngyysk § QL EA i ; r system
500 i ncl uggg)?aﬁﬂkﬁ%&ﬁ(g&g%’%(?lkﬁd;iﬁgé Hégom*runietglgta‘:dg‘lir%i %er%ﬁ%?gmmggerpcﬁgpmﬁu%i cating
i nf or mat i emtespords to heackysof cleBR® 3d3apd 8tH iIndOIhE2 Idescri@d ehrdier. pr ocessi ng

i nformati . The co ter syste 0 so. includes i_n. menor 5, such
as a rand@%ﬂa\cféle%tgp %‘?‘mﬁ? rf: ﬁ?ﬁg@éﬁﬁgfﬁeg}mﬁgna‘fﬁl (fga%&a%g%c ﬁrgv?o%g’?ag%doupl ed
to the buwitbQhodeofiorattwy senfe! ifbdryonItaiBdhot RSkhtibt tthanmytd the latexagut ed by
t he processor 58{3. .Main nepory 505 can also be used for storin &er}porary
var i abl esP§enbt HBRSIFTRISHREP BT FrReFR%: FBv! BGRIOIY Sdmaynpiyre pPody o

i nstructi pRSdt ahleis XAEH! BitbuRYswiliBedP bP CRERDS padldt -sTAtehddOofP Hhe miiss em 500

further includes a read only
thereof.

[128] Those of skill in the art will recognize that process 400 is merely illustrative and
that, in practice, the collection of both CDRs and XDRs will likely take place on an
ongoing and concurrent basis and in no particular sequence. The order of steps 404 and
412 depicted in FIG. 4 does not imply strict sequencing. It is also worth noting that the

processing steps of process 400 may be divided differently among the OSS 121 and fraud

monitor 133 without deviating from the spirit and scope of the present invention.

[129] Instep 414, the correlated groups of records are then normalized or pre -processed
as described for module 712.

[130] Step 416 involves applying the fraud monitoring algorithms to the observed call

parameters and determining whether any fraud patterns are evident therein.

[131] The results of this analysis, whether a list of observations or actual alarms to

network personnel, are output in step 418 and then process 400 concludes in step 420.
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menory (ROM) 507 or other static storage device coupled to the bus 501 for
storing static information and instructions for the processor 503. A

st orage dw0ice78B89, such as a magnetic disk or optical diPSK/USIZ08321
additionally coupled to the bus 501 for storing information and
instructions. [1341 The conputer system 500 may be coupled via the bus 501
to a display 511, such as a cathode ray tube (CRT), liquid crystal

di spl ay, active matrix display, or p lasnma display, for displaying

i nfor matl I [ oard

i ncluding“a L anue%gr %E}S%(yfgféﬁ%} gﬁgs?&%lslgg%a ed&x%ga?ﬁ&@%ﬁ%ec%éfd‘l?@
conmuni catésgctiont ofI‘Hatsysmn ali3d, emordhnytosedeenbatimentoot te mq:sontemscxmoﬁﬂ3

Anot her type of user in g vice Is 1curs contr : h as_a nouse,
a trackbaPPPlogs 2c dpdahealy ’i“@c 51§y fleSALL ¥egor %&ﬁ%ﬁ?ﬁ@&ﬂ% c?fll i

i nformati g AROSOMIRAM 368hRE bANstbRided Seddi® ELHS Yitegraled ﬁ@ﬁéﬂ nfdﬂitonng
controlling cursor novenent on the display 511. {r1351 Accor di ngmo.one
embodi nenﬁystﬁm i b withipenpredrierming tBRP(eser ipapinpighlciora i fpe &t BeeDRibyi ded
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can be 28at¥\B® QFfHIERFIrRERTHISODEDBB 2dnnectardis ireyesiabtmherl. rrermr y 505 from

Beccuti onl DRt RS2t REREHTLAEo B et P DD SO DR T RLEE] AR y 505

causes the PEQr&sHOhvalRdntcan PEihpleieitt® Mhecemputst gmendsmrnbmeds hetein. One
or nore procéssors in a nulti -ﬁqocesm ng arrangement may also be enployed

t o execut é0% ereothgreopppetication mes CPWW%t%W&@aQ% ang g PEICESPhat i ve
enbodi men [ & The B 19 400 al

conbi nat i 3(23 WI&% seg:‘thgglrlseg?lngog E(f:c%é?so sm?%m I mpl errentrﬂ?ﬁeerqg?modl meanst0 of the
present i inchues onin Fleoory é@ﬂ;)@uhhrmmtl@ndﬁm eeaespmenent (RAMY enptheindymaain ot
limted to an ecific.conbinat f ha r. of tyar e.
11361 The “CBRbURERCs s B Bone aie ) b ALY Tl ey s RRHBCLUEL " £
coupl ed t exectt¢d byQHe probess@BIBL Maditiinbmoryl J05eah alse bb bisedfbostoniieseaponan- way
data communication coupling.to a_network l.ink 519 con ec%f(ua%o 2 ocal

net wor k 53ariabissy O pEhRs | ’é‘tenf‘ﬁ‘gatec’é‘?fﬁ‘iﬁ‘ﬁ‘il% | e ° digital

subscri begyd {28 ‘t(ngla)pr&%gs‘ér 803.MPHE BdmARer dydfeROSGY REkhsEMYiuaeSa ﬂda@'dngl
network (I'SDN) card, "a cable nodem or a tel ephone nodem to provide a data

comuni catieser @ﬁﬁé@t §Qnon ether Fdicr depem é@‘ﬁ@e equpdedoo the (bepRBh 501] $ipidng  As
anot her f lso@r. wor k
Ca@gﬁ{)e or BHUAY ARG B B/ B68s S0TK R deORBl00 18 Rt

(LAN) er net ync ronous ansfer 'Model (ATM
net wor k) tmgmetey idi‘fkk or optical disk, is additionally coupled to the bus 501 for storing

information and instructions.

[134] The computer system 500 may be coupled via the bus 501 to a display 511, such
as a cathode ray tube (CRT), liquid crystal display, active matrix display, or p lasma
display, for displaying information to a computer user. An input device 513, such as a
keyboard including alphanumeric and other keys, is coupled to the bus 501 for
communicating information and command selections to the processor 503. Another type
of user input device is cursor control 515, such as a mouse, a trackball, or cursor direction
keys for communicating direction information and command selections to the processor
503 and for controlling cursor movement on the display 511.

[135] According to one embodiment of the invention, the SIP server functionalities are
provided by the computer system 500 in response to the processor 503 executing an

arrangement of instructions contained in main memory 505. Such instructions can be
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a data communi cation connection to a conpatible LAN. Wreless |Iinks can

al so be inplenented. In any such inplenentation, conmunication interface
517 sendswearnd/o733ecei ves el ectrical, el ectromagnetic, or opCirasb2/eisgnal s
that carry digital data streans representing various types of information.
Further, the communication interface 517 can include peripheral interface
devi ces, such as a Universal Serial Bus (USB) interface, a PCMCA
(Personal Conputer Menmory Card International Association) interface, etc.

Al though onli¥ng ngdif Hieﬁlo??%HJﬂbﬁaahbﬂiQr doRtpfdrs @Ea‘%iaﬁﬂ: foddfurs, @awas thé stb g

recogni zed that nultipl®e comunication’interfaces my b
comuni catlevigd $09. cEXfeﬁletmmf therarangekent aﬁmstjemooesont{um@wn rfrztm metowoﬁ% li nk
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"I nternet o}y tRayd 8k %s%@%p%ﬁ&t oPRENABthtMation e&fﬂ& %@ﬂ@ﬁl@vfngﬁfctmﬂ_shﬁ) | ocal
network 521 and neétwork 525 both use electrical, 6 WO 02/ 075339

PCT/ US02/ gdementehe empodingneef the pmsens m\feu’acbn sTng Iembotbnmma\péﬂm mréssnirat i on
and 10t Uek 0. TOSRhanBlny o0 UaRL LR Y o AR DS B S be o gnal s

on networ rou communication in ace
comuni cafB6Hi Thé edmplasesywkinlb00amsp unioﬁrdesysbmmi@ﬁbn integfaex BIMaloaplgd tor ns  of

Syt om SOBVCIN- S a8 HELEiELoRiHeRtscor VORI oD 3B abRiehde,
through tbs: Bﬁg\lb@fakﬁetwﬂﬁé WaE k19 'c&lhe@té@ﬂto ANGcAl AP OB | OFor Ha@bleagiee 517. In
t he Internet exanmpl e, a server Sﬂrﬁ\ot shown) nmight transmt requested co de

bel ongi ngcqnmuapmqr@atqr@ﬁe proges ﬁdhgltahm@m iling (BRL PG @F FASdemotn t he

resent i t war
Eom‘runl ca?ll n F‘ﬁ%er&?élsgghgg%&%&?pr oc)gcsag%?a %%ﬁh%éﬁe%cﬁlteg@hgﬂﬁ ansmtted
code whi | & previdg ar dxde corethuanatior cophation the onocrd@ondnng sy};(erﬁgeleplmnbd'meSOQ or
Syst em 500" MR BLC AT e R R GURECT A { Mrs st st arprek (LT | T30
The term cao@ytior Eeadt™ & afp@itlitonass Tiagdel o0 MATS) kN dR) B Ryoviddi um

that participates in providing instructions to the processor 504 for
execut i on? 9BRcEPIAMHRIGINR copasetorKe heePatBtenE AN nVindesiginkstcah sol Pri ted to

non -vol atjliemBRei.a, Invmyasdchenﬂmaﬁ&tauoanéoﬁn&aﬁ%m&ﬁm@é}fa@@cbla sehi@naypl atile
medi a i nclude, for exanple, optical or magnetic
receives electrical, ectromagnetw, or optical signals that carry digital data streams

representing various types of information. Further, the communication interface 517 can
include peripheral interface devices, such as a Universal Serial Bus (USB) interface, a
PCMCIA (Personal Computer Memory Card International Association) interface, etc.
Although only a single communication interface 517 is shown, it is recognized that
multiple communication interfaces may be employed to communicate with different
networks and devices.

[137] The network link 519 typically provides data communication through one or more
networks to other data devices. For example, the network link 519 may provide a
connection through local network 521 to a host computer 523, which has connectivity to
a network 525 (e.g. a wide area network (WAN) or the global packet data communication
network now commonly referred to as the “Internet”) or to data equipment operated by

service provider. The local network 521 and network 525 both use electrical,
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di sks, such as storage device 509. Volatile nmedia include dynam c nenory,
such as main nenory 505. Transm ssion nedia include coaxial cables, copper
wi re and Woet753epti cs, including the wires that conpri sePOR&SEDI8321

Transm ssion nmedia can al so take the formof acoustic, optical, or

el ectromagneti ¢ waves, such as those generated during radio frequency (RF)
and infrared (I R) data communi cati ons. Common forns of conputer - readable
medi a i nclude, for exanple, a floppy disk, a flexible disk, hard di sk, mag
netic  taRfondiip@hidct: SRRAPLLEITRANR, A RMand RN THNKiehber
optical medium “punch cards, paper tape, optical nmark sheets, % ot her
physi cal rtb@ughnthw tvaripeg metwiskofand Hbé esgnats on h@etwom dmhl 3V ambcﬂgnuglabl e

di FLASH h hi
or car i1 aganicub o7 Sy, oy R Ol BB SR or

can read. 50040d eAéafipl@y Sorngy dfRafer W@Vﬁ@lbéﬁhrgrtﬁaﬂﬁ&heaﬁmdth&lﬂmuctlbﬁsi nvol ved in
providing instructions to a grocessor for execution. For exanple, the

i nstruct i d&381f dihe campyiergysis S0t cansgidymessages apd reacave fpasBAding piosian nay
initially g BROASH 88 RidBRNekivortlifK s o, aAd tEMRLRicatTRMBEe 5170 lﬁ%ﬁé‘ a
scenario, thé rendte conputér |oads the’instructions into nain

02/ 075339 ImegneUSeanada 21 sermemmoy shaveh) seighs treksmit neduesied cods bdvegm@ an

t el ephone ecelves
the data ohb?%ngigﬁgﬁﬁ%ggt%ﬁﬁgﬁ%q%gﬁggghgﬁn?a?gggéd%g%ranvﬁi% convert
t he data tthe agtworkf 528, @okbad |ngmdrk 301 ahd amamiuhichtive intdrfaas 6d7.siTHa @kocb&'soﬂ

portabl e nputin devi such as .a r sonal al  assi st nce (PDA) and
a | apt op. SRR ™A, PRSP e oS B Hds MG Teée@eﬂﬁrﬁm/%&m@ ©8ds & ei ves
the infor ngfdg@niedd 500NSk lobifel In@ﬂsvoth@w@o@ge tthrelatdd dx8Ridn S ENAL AdeP! aces
the data on a bus. The bus conveys the data to main nenory, from which a

processor cmw%syé@namﬁ) pyeehipiagpplirationende it the dergn of arppari¢ryédve.uct i ons
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i nt er est i mpgrticipates nm provnlingmstinetibouiedhe procdseorfSGH IfmmgltioabISech a medimhi ch t he

073" sor | 4P ARBDPHES ety SRR SraoRlnkh % PSS Ao "Bl i
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PR Support_ for Call Transfer in a SIP
PP isks, such as storage device 509. Volatile media include dynamic memory, such as

main memory 505. Transmission media include coaxial cables, copper wire and fiber
optics, including the wires that comprise bus 501. Transmission media can also take the

form of acoustic, optical, or electromagnetic waves, such as those generated during radio
frequency (RF) and infrared (IR) data communications. Common forms of computer -
readable media include, for example, a floppy disk, a flexible disk, hard disk, mag netic
tape, any other magnetic medium, a CD-ROM, CDRW, DVD, any other optical medium,

punch cards, paper tape, optical mark sheets, any other physical medium with patterns of
holes or other optically recognizable indicia, 2 RAM, a PROM, and EPROM, a FLASH -
EPROM, any other memory chip or cartridge, a carrier wave, or any other medium from
which a computer can read.

[140] Various forms of computer-readable media may be involved in providing

instructions to a processor for execution. For example, the instructions for carrying out at

least part of the present invention may initially be borne on a magnetic disk of a remote

computer. In such a scenario, the remote computer loads the instructions into main

27



Conmuni cati ons Network 2 09/457, 428 C0S99035 Session Initiation Protocol
Ajay Deo 08-Dec-99 Serviet Application Programming Interface 3 09/723,482
Rl C00033 WoH0iisee ed Programrabl e Howard 28- Nov- 00 Acces$CDassnzessdiet wor k
Thomas, Lei Supported by Separate Service Yao, David Controllers MDysan
4 09/ 723,481 RI C00042 Distributed Programuabl e Howard 28- Nov- 00 Access

Devi ce Network Thonas, Lei Supported by Separate Service Yao, David
Controll ers McDysan 5 09/723,501 RI Q00043 Distributed Progranmabl e Howard
28- Nov- 00 nRaRes sndRMilE Bie NedniBfidns DR BSlephdiie 11&@@%@ BAdBY. PeRBI&h §f er Vi ce
Yao, David Controllers MDysan 6 09/ 783,480 RI Q00044 Distributed

Pr ogr ammaiical sivRIeY Setawveddeadbe data ey theetelghowrsy kneTrndaises aeinfragedpor t ed

by S A ' - . Rl C01001
S ( Soser ik B RoaR: PUte A1 ke MR 5B ol RIS S
Speci al FperdblegconBruting dSeics; enclBasiOpcdddalGBEitaRla Gkt H03 (RDA)ZdeCA/l;aFto%PfA@JaI ity

| ndi cat or . hnst -Qct-01 9 10/016, 109 RI.CO1004 . ) ice or
e 1 DI T SobaS by b R e st on
Henry Si aRfredtiols b&Be B 10 (b e33R d 5 Q83data o @ HhS/ GhE b§s7éon%y@103o

Met hod of Providing External Gegory 14-Dec-01 Echo Control in the IP
Pat er no CB%9at3i te maipmemory, from which a’processor retrieves and executes the instructions.

The instructions received by main memory may optionally be stored on storage device
either before or after execution by processor.
[141] Additionally, other interesting information can be found in the following table, in

which the cases listed below are incorporated by reference in their entirety:

ite
m#

Sy PR
1 RIC01055 Policy Control and Billing Gallant 12-Mar-02
PR Support for Call Transfer in a SIP
Communications Network
2 | 09/457,428 |COS99035|Session Initiation Protocol Ajay Deo 08-Dec-929
Serviet Application Programming
interface
3 | 09/723,482 | RIC00033 |Distributed Programmable Howard 28-Nov-00
Access Device Network Thomas, Lei
Supported by Separate Service | Yao, David
Controllers McDysan
4 | 09/723,481 | RIC00042 |Distributed Programmable Howard 28-Nov-00
Access Device Network Thomas, Lei
Supported by Separate Service | Yao, David
Controllers McDysan
5 | 09/723,501 | RIC00043 |Distributed Programmable Howard 28-Nov-00
Access Device Network Thomas, Lei
Supported by Separate Service Yao, David
Controllers McDysan
6 | 09/723,480 | RIC00044 |Distributed Programmable Howard 28-Nov-00
Access Device Network Thomas, Lei
Supported by Separate Service Yao, David
Controllers McDysan
7 | 09/983,691 | RICO1001 [SIP (Session Initiation Protocol) |Alan Johnston 25-Oct-01
User Agent and Special Forking
Proxy Server
8 | 09/983,689 | RIC01003 |Voice Over IP Quality Indicator |Alan Johnston 25-Oct-01
9 | 10/016,109 | RIC01004 |Small Office or Home Office Steven Lass, 17-Dec-01
(SOHO) IP Phone Service Alan Johnston,
Henry
Sinnreich
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11 10/016, 111 RI Q01035 SIP Call Charging Notification A an Johnston
17-Dec-01 12 10/016, 110 RI C01036 Network Based SIP Music on Al an Johnston
17- Dec- OIwotelozs338 09/ 280, 732 RI C98021 Mul ti nedi a | nt er f aPE€TIES0B083Rp0rt John
29-Mar-99 Sessions in | P Tel ephony Truetken 14 09/ 370,504 RI C98047 Dynami c
I nvocation of Data Steven 09-Aug-99 Signaling Via Tenporary Donovan,
Address Proxy John Gallant 15 09/332,777 RI C98049 Internet Transport of
PSTN to Matthew 14-Jun-99 PSTN Tel ephony Servi ces Cannon 16 09/ 364, 005

RI C98050 PAYiTeo751d874 TRICH 080 [MBhoklor oRaRg Easinal Ul 1 I9Gred 6, EP{TOTYZ-SEL.81 CES
Donovan, |Matfhew Cannon 17|84 6o helR CO8051 | Nepuyor Based SIP Services
Steven 24- Sep-99 Donovan, Jmemnfuaichiend 18 09/ 364, 536 RI C9B052 SI P/ I P
Ext ended |DAL| $v/etet 12RIC1039BIP Calhthaaying Nolidatidre w |AlGaRniorston[l9 0BDE4O®, 910
Rl C98054 |Rea| - Ti me Aut henti cpti on of Davi d Hayes |24- Sep-99| Digital Data 20
097538, 7087 R ¢GRI R oIR8 e INOEs8d 8P Mg ot & A UohRtoiE ~ PRDec07
Internet-Bas=d TeI ephone Acc%@ to Prepaid Card and PIN Systens 21
09/ 441, 438 Rl C99014 Nkt hod a System For Steven!17- Nov-99 Rel easing 3
Voi ce Res|pbhs 8YEh6i7aRICR "’fuﬁ'ﬁ}ﬁd'é BB]@O?UP@E% QII'IJ nnon, 2?—'@3?"?95/ 22

09/ 416, 101-R-699027 _Custoppr Sepslug B delepiiony,, o L, JHruefen Controllfor

(P Traffi 51453 /\%‘éﬁlj O4E %S\J/Sé)ﬁ‘/ Dynamic Invocation of Data ~ éF""Ste\*/é'n = "'UQ-A” g-99 =~

NI &

Signaling Via Temporary Donovan,
Address Proxy John Gallant
15 | 09/332,777 | RIC98049 |internet Transport of PSTN to Matthew 14-Jun-99
’ PSTN Telephony Services Cannon )
16 | 09/364,005 | RIC98050 {Address Definition for IP Steven 29-Jul-99
Telephony Services Donovan,
Matthew
‘ Cannon
17 | 09/405,409 | RIC98051 [Network-Based SIP Services Steven 24-Sep-99
Donovan,
John Gallant
18 | 09/364,536 | RIC98052 [SIP/IP Extended DAL Steven 29-Jul-99
‘ Donovan,
Matthew
. Cannon
19 | 09/406,910 | RIC98054 [Real-Time Authentication of David Hayes 24-Sep-99
Digital Data
20 | 09/538,708 | RIC99009 |Method and Apparatus for Yali Liu 30-Mar-00

Internet-Based Telephone
Access to Prepaid Card and PIN

Systems
21 | 09/441,438 | RIC99014 iMethod and System For Steven 17-Nov-99
Releasing a Voice Response Donovan,
Unit from a Protocol Session Cannon,
Hearty
22 | 09/416,101 | RIC99027 |Customer Resources Policy Steven 12-Oct-99
Control for IP Traffic Delivery Donovan,
Gallant,
Rawlins

23 | 09/420,656 | RIC99050 |Method and System for Using  [William Hardy 19-Oct-99
Caller Pays Service for Single ‘

Use and Short Term Access to
Internet Subscription Services

24 | 09/481,910 | RIC99051 |Method and Apparatus for Terry 12-Jan-00
Providing Reliable Caterisano,
Communications in an Intelligent] Donovan,
Network Gallant,
Barnhouse,
McMurry
25 | 09/436,795 | RIC99055 |Internet Protocol Telephony Steven 08-Nov-99
Voice/Video Message Deposit Donovan

and Retrieval
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Gallant, Rawins 23 09/420,656 RIC99050 Met hod and System for Using

Wl liamHardy 19-Qct-99 Caller Pays Service for Single Use and Short Term
Access t owolmgsset Subscription Services 24 09/481, 910 RPC¥I(5Zo0d%et hod and
Apparatus for Terry 12-Jan-00 Providing Reliable Caterisano,

Conmmuni cations in an Intelligent Donovan, Network Gallant, Barnhouse,
McMurry 25 09/436, 795 RI C99055 I nternet Protocol Tel ephony Steven

08- Nov- 99 Voi ce/ Vi deo Message Dep05|t Donovan and Retrieval 29 WO

02/ 075339 5T hs)esE27dAq SiaiRY 6 TVEGREES P bENgied g | P
St even 08- Noy-99 Tel 'bbhdap&tmbglgs,@gnd DomwpatenT of End RSVP
Si gnaling 27| 09/ 586, 2 JO50d MstVhs@nélipg Provijding | P S even 02-Jun{00
CP Tel ephoz/ | 09/636,2083 RIS990G6 [Method Do ravEing i- End RSVBteSegnal i n§2-28:-00
09/ 435, 540 R| C99057 Net KdH ofTelephdnly mtm@of’r Heieg hedt | Stkapeyrn08E Nov- 99
Pr ot ocol sl_Fat Sessi on _Set up. [PEHHEIT %@%ﬁ“‘ﬁﬁw\/\n A| t henticaton
Aut hor i zat?%ﬂg/ﬂﬁ’ﬁdmﬂc&%??@?n e”lSQ ng 09/ e o4l RI P&Y¥O5Y Med hods
for Provilding Prepaid St even Ssl %tb‘ﬁon) 99YCe Vi a an Donovan
| nternet |Protocol Netjwork Sy@, g,nga §Jn¥9§ RI C99059 § P-Based Feature
29 | 09/436,294 | RIC99058 |Methods for Providing Prepaid Steven 08-Nov-99
Telephony Service via an Donovan
Internet Protocol Network
System
30 | 09/436,793 | RIC99059 {SIP-Based Feature Control .Steven 08-Nov-99
Donovan,
Devanathan
31 | 09/436,796 | RIC99060 {Method and System for Dynamic Steven 08-Nov-99
Gateway Selection in an IP Donovan,
Telephony Network Gallant
32 | 09/564,876 | RIC99060 |Method and System for Dynamic Steven 04-May-00
P1 Gateway Selection in an IP Donovan,
Telephony Network Gallant
33 | 09/436,794 | RIC99070 |Interdomain IP Communications Steven 08-Nov-99
with QoS, Authorization and Donovan,
Usage Reporting Thomas,
Sinnreich,
Rawlins
34 | 60/163,913 | RIC99070 {Interdomain IP Communications Steven 05-Nov-99
PR with QoS, Authorization and Donovan,
Usage Reporting Thomas,
Sinnreich,
Rawlins

{142] While the present invention has been described in connection with a number of
embodiments and implementations by way of example, the present invention is not
limited to such embodiments. Those of ordinary skill in the art will recognize that many
implementations are possible within the spirit and scope of the invention as may be

construed from the following claims.
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Donovan, Devanathan 31 09/436, 796 RI C99060 Met hod and System for Dynam c
Steven 08-Nov-99 Gateway Selection in an |IP Donovan, Tel ephony Network
Gal | ant 3@002/05B49 876 RI C99060 Met hod and System for Dyna®Ct/USnzes3a1
04-May-00 P1 Gateway Selection in an |IP Donovan, Tel ephony Network Gall ant
33 09/ 436, 794 RIC99070 Interdomain |IP Communications Steven 08-Nov-99 wth
QS, Authorization and Donovan, Usage Reporting Thomas, Sinnreich,

Rawl ins 34 60/ 163,913 RI C99070 I nterdomain | P Conmuni cati ons Steven

05- Nov- 99 vARAW IKICIORBVIEAUEShOr | zat i on and Donovan, Usage Reporting Thomas,
Sinnreich, Rawins (142] Wiile the present invention has been described in
connection with a nunber of enbodinents and i npl enentations by way of
exanple, the p b i i i.m ; e j ts. Those
of ordi na?'y skiaﬁ.‘?eq%;grld ﬁoﬁ}eﬁ%g%t {)&\% Afcl?ivﬁsg%loagér??lg}é&r?%g@s%g ‘i"%%r?fegfn fntations are
possi bl e s#epdnfn the spirit and scope of the invention as may be construed
fromthe follow.ng. clajnms. 3Q WO 02/ 075339 PCT/US02/08321 WHAT | S CLAI MED
1501 " ot ot BB IRt SE N SRTVRRIE o S SPAR Lo S pien

conpri sing t heghtgihi@pst Rhst 08B kdohdl Rgodirelaf@Sto ARG inlaSlecdRCREHEpSE! ating to
activity in a first transport network; obtaining at |east one second
record reP@WPﬂ@ to activity in a second transport network; determ ning

that the fi rstdert&ﬁﬂﬁig%a{aﬂth%%ﬁ&r}gco&@ms@c&a%&?& BreBRFOKL RS Wieh B @

comuni cati ons sessi
communications session;

determining at least one aspect of the communications session based upon content

of both the first record and the second record.

2. The method of claim 1 wherein the first record is formatted differently than the
second record.
3. The method of claim 1 wherein at least one of the first record and the second

record pertains to the action of a gateway coupling the first transport and the second

transport network.

4. The method of claim 1 further comprising the step of combining the first record with

the second record to form a composite record of activity.

5. The method of claim 4 further comprising the step of converting the first record

into the format of the second record.

6. The method of claim 4 further comprising the step of translating both the first

record and second record into a common format.

7. The method of claim 4 further comprising the step of adding to the first record

additional information related to at least one aspect of the second transport network.
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determ ning at | east one aspect of the comrunications session based upon
content of both the first record and the second record. 2. The nethod of
claim1 vweroeiomss3she first record is formatted differentlyPCRAS0/68321 second
record. 3. The nmethod of claim1l wherein at | east one of the first record
and the second record pertains to the action of a gateway coupling the
first transport and the second transport network. 4. The nmethod of claiml
further conprising the step of combining the first record with the second
record tosgfor Mrae 6RMBASE tiRink ¢ GHefbi®theABitiMial nforatidh & ®ENRAwe cl aim 4
further conprising the step of converting the first record into the format
of the seégsﬁmﬁ%é®ﬁﬁhﬁ%SWWﬁ@fﬁﬁﬁﬁ%ﬁﬂé$n%mﬁﬂﬁﬁﬂﬂkurther conprising the step
of translating both the first record and second record into a conmnon
format. 7. The nethod of claim4 further conprising the step of adding to
the first record additional information related to at |east one aspect of
the second transport network. 31 WO 02/075339 PCT/US02/ 08321 8. The net hod
of claim7 wherein the additional information is a data network address in
an address space of the second transport network. 32
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