TITLE OF THE INVENTION PORTABLE ELECTRONIC DEVICE, SMARTCARD AND CONTROL
METHOD FOR PORTABLE ELECTRONIC DEVICE BACKGROUND OF THE INVENTION This
invention relates to a portable electronic device such as a smartoard that comprises a writable or
rewritable nonvolatile memory and a control device such as a CPU and performs a process according
to a command from the exterior, a smartcard and a control method for 10the portable electronic
device. Conventionally, a smartcard used as a partahle electronic device comprises a data
memory as a nonvolatile memory, a working memory as a volatile memory, a CPU used as a control
device that accesses 5(data reading and/or writing) the above memories, and a program memory that
stores programs or the like used for the operatian ofthe-EPUNIrEtherabove smartcard, a process of
inputting or outputting data is performed based on command data supplied from an external device.
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5 This invention relates to a portable electronic
device such as a smartcard that comprises a writable or
rewritable nonvolatile memory and a control device such
as a CPU and performs a process according to a command
from the exterior, a smartcard and a control method for

10 the portable electronic device.

Conventionally, a smartcard used as a portable
electronic device comprises a data memory as a
nonvolatile memory, a working memory as a volatile
memory, a CPU used as a control device that accesses

15 (data reading and/or writing) the above memories, and a
program memory that stores programs or the like used
for the operation of the CPU. 1In the above smartcard,
a process of inputting or outputting data is performed
based on command data supplied from an external device.

20 Recently, the smartcards described above are used in
various industrial fields.

Further, some of data items stored in the data
memory of the smartcard may contain data with a TLV
structure configured by an identifier that indicates a

25 type of the data, length information indicating the
length of the data and a data portion indicating the

data itself. In order to access the data with the TLV



structure, access can be made by using a command that specifies the identifier. For example, the
smartcard retrieves data to be read by using the identifier in response to a read command received
from an external device. If it is detected by the retrieval that data to be read is present, the smartcard
reads data of data length indicated by length information that follows the identifier of the data to be
read. Among the data items with the TLV structure, data 10with a nested structure in which a plurality
of child data items are stored in a data portion of parent glata.is provided. In the data with the nested
structure, for example, a tag field or the like structured by ISO/IEC7816-4 Annex. D is defined. When
access is made 15to data that is a part of the data with the nested structure, data to he accessed is
retrieved by sequentiatlycematyzing the:datacwith the nested istructuiefrom therheadiby heans of the
conventional smartcard. In the above access control operation, when 20the size of the data with the
nested structure is f&t§6 bf Wien-acces398 frquigritly mads 6 et it i< & parrGrihée Yata with the

nested structure, it taktes.an eéc%sas%\éel)égorp time g%pg_rform the p%cgs%lie)arglfgllaéljy, riencently, an

application form in Wwhich 25massive data sich as a digﬁ/al Lélsglnr}nl(%ure or a public - key certificate such
as e-Passport, for examplesis stered in-a smarearghis useddn manyrcasesa iecernal

5 device. TIf it is detected by the retrieval that data
to be read is present, the smartcard reads data of data
length indicated by length information that follows the
identifier of the data to be read.

Among the data items with the TLV structure, data
10 with a nested structure in which a plurality of child
data items are stored in a data portion of parent data
is provided. In the data with the nested structure,
for example, a tag field or the like structured by
ISO/IECT816-4 Annex. D is defined. When access is made
15 to data that is a part of the data with the nested
structure, data to be accessed i1s retrieved by
sequentially analyzing the data with the nested
structure from the head by means of the conventional
smartcard. In the above access control operation, when
20 the size of the data with the nested structure is large
or when access 1s frequently made to data that is a
part of the data with the nested structure, it takes an
excessively long time to perform tThe process.
Particularly, recently, an application form in which
25 massive data such as a digital signature or a public-
key certificate such as e-Passport, for example, 1is

stored in a smartcard is used in many cases. In the



above application form, it as required to enhance the speed of the operation for controlling access to
data that is a part of massive data. BRIEF SUMMARY OF THE INVENTION 5An embodiment of the
present invention is intended to provide a portable electronic device, a smartcard and a control method
for the portable electronic device, which enable efficient access to data. A portable electronic device
according to an 10aspect of the present invention, comprising a data memory that stores data, a write
unit that writes data to be written to the data memory acgording to a write command supplied from an
external device, a determining unit that determines whether important data is 15contained in the data
to be written specified by the write command , plied from the external device, a calculating unit that
calculates a head address ap theiimportant datarin the data memadrydased amdatadengthdrom a head
of the data to be written to a head of the 20important data and an address on the data memory at
which a process of #itfitg the ddta t6Beitternis 'startePWhen the detetffimiAg unt d&térines that
:nmdF:(c);[?r?g; data is c%rgtgjtnegsin athg éjg%a Eofb?n gvsrigggéar&% a appsition table that stores information

BRIEF SUMMARY OF THE INVENTION
5 An embodiment of the present invention i1s intended
to provide a portable electronic device, a smartcard
and a control method for the portable electronic
device, which enable efficient access to data.
A portable electronic device according to an
10 aspect of the present invention, comprising a data
memory that stores data, a write unit that writes data
to be written to the data memory according to a write
command supplied from an external device, a determining
unit that determines whether important data is
15 contained in the data to be written specified by the
write command supplied from the external device, a
calculating unit that calculates a head address of the
important data in the data memory based on data length
from a head of the data to be written to a head of the
20 important data and an address on the data memory at
which a process of writing the data to be written is
started when the determining unit determines that
important data i1s contained in the data to be written,
and a position table that stores information indicating
25 a head address of the important data calculated by the
calculating unit in correspondence to information

indicating the important data.



25a head address of the important data calculated by t calculating unit: in correspondence to
information indicating the important data. 10 2r.) A portable electronlc device according to an
aspect of the present invention,, comprising a data memory that stores data, a position table that
stores information indicating a position in which important data is stored in the data memory in
correspondence to information indicating the important data, a determining unit that determines
whether data to be read specified by a command that isssupplied from an external device and requires
data reading in a course of a process is important data, and a reading unit that reads the important
data according to a position in the data memory in which the important data stored in the position table
is provided when the detekmining ainiteletermines that thie datactochecreadis impertant data. A
portable electronic device according to an aspect of the present invention, comprising a data memory

that stores data, a poSitioh tablethat StbretAddress ftorhation inticating aasition’in which
important data is sfored in, the. datarpemory ip.carrespondence fg, infarmation,indicating the important

data, a rewrite unit that rewrites data to be rewritten according to a rewrite command supplied from an
external device, a defesmniting tnit thatdeiermiges whetheritbe data tonlie-rewritten-specified by the
rewrite command supplied from the external device is data in data containing important data, a
calculatingtunit thatlealeulates ahead dddréssofthednipofant data irCthe UHte MER6y affer a data

rewrite process corresponding to the rewrite command when the determjning unit determines that the
shonding to the e 2 :

data to be rewritten 18" PAtA9h e dafa coritainin tEeelm]pIg?t%ﬁF g(%:tafjaﬁ:& an %pdating unit that

updates information indicating ahead;address: of thedmportant datastereddn the pesitian table in
correspondence to information indicating the important data based on a head address of the important
data calculated by theacalsplatingied by a command that is supplied from an
external device and requires data reading in a course
10 of a process is important data, and a reading unit that
reads the important data according to a position in the
data memory in which the important data stored in the
position table is provided when the determining unit
determines that the data to be read is important data.
15 A portable electronic device according to an
aspect of the present invention, comprising a data
memory that stores data, a position table that stores
address information indicating a position in which
important data is stored in the data memory in
20 correspondence to information indicating the important
data, a rewrite unit that rewrites data to be rewritten
according to a rewrite command supplied from an
external device, a determining unit that determines
whether the data to be rewritten specified by the
25 rewrite command supplied from the external device is
data in data containing important data, a calculating

unit that calculates a head address of the important



10unit. BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING The accompanying
drawings, which are incorporated in and constltute a part of the specification, illustrate embodiments of
the invention, and together 15with the general description given above and the detailed description of
the embodiments given below, serve to explain the principles of the invention. FIG. 1 is a block
diagram schematically showin_ an example of the configuration of a smartcard (portable 20electronic
device) and smartcard processing apparatus according tp an.embodiment of this invention. FIG. 2
is a block diagram schematically showing an example of the hardware conflquration of the smartcard.
F:G. 3 is a diagram showing an example of the 25structure of flies stored in a data memory. FIG.
4 is a diagram showimgeaniexarmpledeft,chendatarcordigtration of atrecordvstivcturerESess

corresponding to the rewrite command when the
determining unit determines that the data to be
rewritten 1s data in the data containing the important
5 data, and an updating unit that updates information
indicating a head address of the important data stored
in the position table in correspondence to information
indicating the important data based on a head address
of the important data calculated by the calculating
10 unit.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING
The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
15 with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.
FIG. 1 is a block diagram schematically showing an
example of the configuration of a smartcard (portable
20 electronic device) and smartcard processing apparatus
according to an embodiment of this invention.
FIG. 2 is a block diagram schematically showing an
example of the hardware configuration of the smartcard.
FIG. 3 is a diagram showing an example of the
25 structure of files stored in a data memory.
FIG. 4 is a diagram showing an example of the data

configuration of a record-structure EF.



FIG. 5 is a flowchart for illustrating a flow of a process for a write command in the smartcard.
PIG. 6 is a flowchart for illustrating a flow of a process for a command that requires data reading in the

5course of a data process in the srrartcard. FIG. 7 is a flowchart for illustrating a flow of a normal
read command process. 8 is a flowchart for illustrating a flow of a process for a rewrite
command in the smartcard. 10.DETATAILED DESCRIPTION OF THE INVENTION One
embodiment of this invention will be explained with refergnce to the accompanying drawings. FIG.

1 is a block diagram schematically showing an example of the configuration of a smartcard (portable
electronic device) 2 according to an embodiment of this invention and a smartcard processing
apparatus 1 used as an exiérhal deviceahatlhas: adunctionroficonwatnicating withthesniartcard 2.
First, the configuration of the smartcard 20processing apparatus 1 is explained. As shown in FIG. 1,

the smartcard proc83sif§ appardius 1 CompriseSH ftfhindl device ' ‘card Féader/writer 12, keyboard
13, display 14, printer 15 gng the like, 25The igrminal device 11 conrplsthe exceration of ¢
process for a command that requires data reading in the
5 course of a data process in the smartcard.

FIG. 7 is a flowchart for illustrating a flow of a
normal read command process.

FIG. 8 is a flowchart for illustrating a flow of a
process for a rewrite command in the smartcard.

10 DETAILED DESCRIPTION OF THE INVENTION

One embodiment of this invention will be explained
with reference to the accompanying drawings.

FIG. 1 1s a block diagram schematically showing an
example of the configuration of a smartcard (portable

15 electronic device) 2 according to an embodiment of this
invention and a smartcard processing apparatus 1 used
as an external device that has a function of
communicating with the smartcard Z.

First, the configuration of the smartcard

20 processing apparatus 1 is explained.

As shown in FIG. 1, the smartcard processing
apparatus 1 comprises a terminal device 11, card
reader/writer 12, keyboard 13, display 14, printer 15
and the like.

25 The terminal device 11 controls the operation of
the whole portion of the smartcard processing apparatus

-

1. The terminal device 11 comprises a CPU, various



the whole Portion of the smartcard processing apparatus I. The terminal device 11 comprises a CPU,
various memories, various interfaces and the lake. For example, the terminal device 11 is configured
by a personal computer (PC). The terminal device 11 has a function of transmitting a. command to
the smartcard 2 by means of the card reader/writer 12, a function of performing various proesses
based on data received from the smartcard 2 and the like. For example, the terminal device 11
controls a process of writing data to the 10nonvolatile memary in the smartcard 2 by transmitting a
data writa command to the smartcard 2 via the card reader/writer 12. Further, the terminal device 11
controls a process of reading data from the smartcard 2 by transmitting a read command to the
smartcard 2. The:=cardireader/writer 12 israreinferface device-that torrmuni€ates with the
smartcard 2. The card reader/writer 12 is configured by an interface corresponding to a communication
system of the smartcait@i2L @or%&ﬁmﬁéﬂﬂ%‘%gnﬁ‘t’é&‘i@ 2lik al20&utactEmAftcatd, the card
reader/writer 12 coméngissgrs1 acontact LRoertrio gﬂat makes physical and electrical contact with the
contact portion of the smartcard 2. Eurther, if the smartcard 2 is a =tactless smart:card, the card

reader/writer 12 comprises @A arntenna and 25¢omeunication control pertion terwlirelessly
communicate with the smartcard 2. In the card reader/writer 12, the operations of power supply, clock
supmyJegét transmitting a command to the smartcard 2 by means of

the card reader/writer 12, a function of performing

various processes based on data received from the

smartcard 2 and the like. For example, the terminal

device 11 controls a process of writing data to the

10 nonvolatile memory in the smartcard 2 by transmitting a
data write command to the smartcard 2 via the card
reader/writer 12. Further, the terminal device 11
controls a process of reading data from the smartcard 2
by transmitting a read command to the smartcard Z.

15 The card reader/writer 12 is an interface device
that communicates with the smartcard 2. The card
reader/writer 12 1s configured by an interface
corresponding to a communication system of the
smartcard 2. For example, 1f the smartcard 2 is a

20 contact smartcard, the card reader/writer 12 comprises
a contact portion that makes physical and electrical
contact with the contact portion of the smartcard 2.
Further, if the smartcard 2 is a contactless smartcard,
the card reader/writer 12 comprises an antenna and

25 communication control portion to wirelessly communicate
with the smartcard 2. In the card reader/writer 12,

the operations of power supply, clock supply, reset



control, data reception/transmission and the like with respect to the smartcard 2 are performed. By
utilizing the above functions, the card reader/writer 12 activates (starts) the smartcard 2, transmits
various 5commands and receives a response with respect to the transmitted command based on the
control. operation by the terminal device 11. The keyboard 13 functions as an operating portion
operated by an operator of the smartcard processing 10apparatus 1 a.various operation instructions,
data and the like are input by the operator. The display &4 is-a display device that displays various
information items under the control of the terminal device 11. The printer 15 prints and outputs various
data items such 15as the processing result. Next, an example of the hardware configuration of the
smartcard 2 is explaingd:o 1, Whers recepdng poweét sapply from,dor examples alhdst devide of the
smartcard processing apparatus 1, 20the smartcard 2 is activated (set into an operable state). For

example, if the smAREAEZ is"Connettettothe Shrartcatd prétessing aparattié Fina tonbktt
communication system, that s, itiie-smancard s configured by @ coptact smagteard, the smartcard
2 25receives operation power supply and clock supply from the smartcard processing apparatus 1 via
a contact activates (starts) the smartcard 2, transmits various
5 commands and receives a response with respect to the
transmitted command based on the control operation by
the terminal device 11.
The keyboard 13 functions as an operating portion

operated by an operator of the smartcard processing

10 apparatus 1 and various operation instructions, data
and the like are input by the operator. The display 14
is a display device that displays various information
items under the control of the terminal device 11. The
printer 15 prints and outputs various data items such

15 as the processing result.

Next, an example of the hardware configuration of
the smartcard 2 is explained.

When receiving power supply from, for example, a
host device of the smartcard processing apparatus 1,

20 the smartcard 2 is activated (set into an operable
state). For example, if the smartcard 2 is connected
to the smartcard processing apparatus 1 in a contact
communication system, that is, 1f the smartcard 2 is
configured by a contact smartcard, the smartcard 2

25 receives operation power supply and clock supply from
the smartcard processing apparatus 1 via a contact

portion used as a communication interface and 1is



portion used as a communication interface and is activated. Further, if the smartcard 2 is connected to
the smartcard processing apparatus 1 in a contactless communication system, that is, if the smartcard
2 is configured by a contactless smartcard, the smartcard 2 receives radio waves from the smartcard
processing apparatus 1 via an antenna and modulation/demodulation circuit used as a coirnaunication
interface. Then, the smartcard generates operation cower supply and operation clock from a power
source portion (not so ) based on the radio waves and is activated. FIG. 2 is a block diagram
schematically showing an example of the hardware configuration of the smartcard 2 according to this
embodiment. The smartcard 2 contains a module M in a casing that configures a main body D. The
module M is integratty forateskwith one smartchip or a plurality of smartchips connected to an external
interface (communication interface) for communication and buried 20in the main body D of the
smartcard 2. Further, as SHOWmRTFIG 2, The mbade W bfithe dhaftars Esmprises A%ontrol device
21, data memory 22, working memary 23,.program memory 24, communication partion 25 and the like.
aSThe control dev?cﬁéazﬁ L(:%argﬁ c%ﬁo%%snsol% . 3?&%%%5%:3&& SThe ggﬁﬁglc(fe%?cse%perated Gsed on

a control program anghegptrel-data staredirm, that is, if the smartcard 2 is
5 configured by a contactless smartcard, the smartcard 2
receives radio waves from the smartcard processing
apparatus 1 via an antenna and modulation/demodulation
circult used as a communication interface. Then, the
smartcard generates operation power supply and
10 operation clock from a power source portion (not shown)
based on the radio waves and is activated.
FIG. 2 is a block diagram schematically showing an
example of the hardware configuration of the smartcard
2 according to this embodiment.

The smartcard 2 contains a module M in a casing

fomrd
(@3]

that configures a main body B. The module M is
integrally formed with one smartchip or a plurality of
smartchips connected to an external interface
(communication interface) for communication and buried

20 in the main body B of the smartcard 2. Further, as
shown 1in FIG. 2, the module M of the smartcard 2
comprises a control device 21, data memory 22, working
memory 23, program memory 24, communication portion 25
and the like.

25 The control device 21 controls the whole portion
of the smartcard 2. The control device 21 is operated

based on a control program and control data stored in



- 10 - the program memory 24 or data memory 22 to realize various functions. For example, the control
device 21 performs the basic operation control operation of the smartcard 2 by executing the program
of an operarng 5system. Further, the control device 21 performs various operation control operations
corresponding to an operation configuration of the smartcarg 2 by executing an application program
corresponding to a utilization purpose of the smartcard 2. 10The dara memory 22 is configured by a
data writable and rewritabfe nonvolatile memory such agyan electrically erasable programmable
read-only memory EEPROM) or flash ROM, for example. In the data memory 22, various data items or
a control program 15corresponding to a utilization application of the smartcard 2 is written. In the data
memory 22, various-fidlep eoryesponding to/thedstandaratef thesmaytcard 2aredefined and various
data items are written in the files. An example of the file stored in the data 20memory 22 will be
explained later. Fufthet, & foifitét $ableriised foF VafctisEdritrol bperatidnsis proVidedn the data

e 2 o SRS S g e G A e e
is provided in the data memery 22. . heswerking memory 23ris a-henvotatie memery-such
5 system. Further, the control device 21 performs
various operation control operations corresponding to
an operation configuration of the smartcard 2 by
executing an application program corresponding to a
utilization purpose of the smartcard 2.

10 The data memory 22 is configured by a data
writable and rewritable nonvolatile memory such as an
electrically erasable programmable read-only memory
(EEPROM) or flash ROM, for example. In the data memory
22, various data items or a control program

15 corresponding to a utilization application of the
smartcard 2 is written. In the data memory 22, various
files corresponding to the standard of the smartcard 2
are defined and various data items are written in the
files. An example of the file stored in the data

20 memory 22 will be explained later. Further, a pointer
table used for various control operations 1s provided
in the data memory 22. For example, an ilmportant data
pointer table (position table) 22a that indicates the
position (address) of important data such as data that

25 is frequently used or data with high importance 1is
provided in the data memory 22Z.

The working memory 23 is a nonvolatile memory such



as a PAM. The working memory 23 functions as a buffer that temporarily hoics data that is now
processed by the control device 21. The program memory 24 is a nonvolatile memory such as a
mask ROM in which a control program and control data are previously stored. The program memory
24 is incorporated in the smartcard 2 while the control program or control data is stored therein at the
manufacturing stage of the smartcard. That is, the 10control program or control data stored in the
program memory 24 is used to control the basic operation of the smartcard and is incorporated
according to the specification of the smartcard 2. Further, an important data setting table 24a that
indicates 15important data such as data that is frequently used or data with high importance among
data items stored in thexdatemeniory 224s providectinctlye programcmemuory 24. Thecdommunication
portion 25 is an interface to communicate with the card reader/writer 12 of the sma card processing
apparatus 1. When“the ‘sm&fieard=Fis'réalizeldas & ¢bhtact smatttartt the Esmmtuificativh portion 25
comprises a commu ica;[:igp1 tcgg&ro%ggfrtiog agg contact portion that make physical and electrical 25

contact with the card reader/writer 12 of the smartcard processing apparatus 1 to transmit and receive

signals. Further, when thersipafearg-2is realizeda®a is a nonvolatile memory such
5 as a mask ROM in which a control program and control
data are previously stored. The program memory 24 is
incorporated in the smartcard 2 while the control
program or control data is stored therein at the
manufacturing stage of the smartcard. That 1is, the
10 control program or control data stored in the program
memory 24 is used to control the basic operation of the
smartcard and is incorporated according to the
specification of the smartcard 2. Further, an
important data setting table 24a that indicates
15 important data such as data that is frequently used or
data with high importance among data items stored in
the data memcory 22 is provided in the program memory
24.
The communication portion 25 is an interface to
20 communicate with the card reader/writer 12 of the
smartcard processing apparatus 1. When the smartcard 2
18 realized as a contact smartcard, the communication
portion 25 comprises a communication control portion
and contact portion that make physical and electrical
25 contact with the card reader/writer 12 of the smartcard
processing apparatus 1 to transmit and receive signals.

Further, when the smartcard 2 is realized as a



12 - oohtactless smartcard, the communication portion 25 comprises a communication control portion
such as a moduiation/demodulaton circuit that wirelessly communicates with the card reader/writer 12
of the smartcard processing apparatus 1 and an antenna that transmits and receives radio waves.
Next, files stored in the data memory 22 are ed. FIG. 3 is a diagram showing an example of the
structure of files stored in the data memory 22. As shown in FIG. 3, in the data memory 22, a
plurality of file groups having a hierarchical structure thatocomprises a master File (PIE), dedicated file
(OF) and elementary file (FE') are defined. In the 15example shown in FIG. 3, a key EF 36, first OF
(DDT) 32 and second DF (DF2) 33 are provided in the next-stage hierarchy of the master file (ME') 31
of the uppermost hierarchy: Fer example; i the, keynEF 367key: data-functigning asra key for
establishing the access right with respect to the smartcard 2 or a key for authentication thereof is

stored. Further, in EREPOFS tatd it TEATZES Apphcations ot the Bidrtcard & ¥ 8toféd. For example,
DF1 and DE2 store daia Iemp hahteplize ah-2bapplgatian unetianing 252 dredit card or an
: ) et ) .

application functioning as a point card. In xample shown in FIG. 3, a first EF (EF1-1)
communicates with the card reader/writer 12 of the

5 smartcard processing apparatus 1 and an antenna that
transmits and receives radio waves.

Next, files stored in the data memory 22 are
explained.

FIG. 3 is a diagram showing an example of the

10 structure of files stored in the data memory 22.

As shown in FIG. 3, in the data memory 22, a
plurality of file groups having a hierarchical
structure that comprises a master File (MF), dedicated
file (DF) and elementary file (EF) are defined. In the

15 example shown in FIG. 3, a key EF 36, first DF (DFl) 32
and second DF (DF2) 33 are provided in the next-stage
hierarchy of the mastef file (MF) 31 of the uppermost
hierarchy. For example, in the key EF 36, key data
functioning as a key for establishing the access right

20 with respect to the smartcard 2 or a key for
authentication thereof is stored.

Further, in each DF, data that realizes
applications of the smartcard 2 is stored. For
example, DFl and DF2 store data items that realize an

25 application functioning as a credit card or an
application functioning as a point card.

In the example shown in FIG. 3, a first EF (EFl-1)



- 1"3 - 34 and second EF (EF1-2) 35 are provided as subordinates of t,e first CT (DF1) 32 in the
next-stage hierarchy of DF1. Each NE 34, 35 is a data file to store various data items. In each FE, data
items with 5plural types of data structures are stored. For example, as the data structures stored in
each FE, a transparent structure and record structure are provided. An FEtransparent structure
(transparent-structure FE) is a tile to store a series 100f non-structured data items. Data stored in the
transparent-structure EY is dealt with by offset specification in a command or the like. On the other
hand, an EE with a record structure (record-structure FE) is a file to store a plurality of data items
(records) structured in a preset form. In the record-structure EF, a record to be accessed is specified in
a command or thedikeand Nextpthe eonfiguFatich oftheaeeond:structigré FE is explained. 20FIG. 4 is
a diagram showing an example of the data

-t
i

20

25

subordinates of the first DF (DF1l) 32 in the next-stage
hierarchy of DFl. Each EEF 34, 35 is a data file to
store various data items. In each EF, data items with
plural types of data structures are stored. For
example, as the data structures stored in each EF, a
transparent structure and record structure are
provided. An EF with a transparent structure
(transparent-structure EF) 1is a file to store a series
of non-structured data items. Data stcored in the
transparent-structure EF is dealt with by offset
specification in a command or the like. On the other
hand, an EF with a record structure (record-structure
EF) 1s a file to store a plurality of data items
(records) structured in a preset form. In the record-
structure EF, a record to be accessed is specified in a
command or the like.

Next, the configuration of the record-structure EF
is explained.

FIG. 4 is a diagram showing an example of the data
configuration in the record-structure EF.

An EF shown in FIG. 4 1s one example of the
record-structure EF. The EF shown in FIG. 4 1s a file
in which data with the TLV structure having an
identifier (Tag) 41, length information (Length) 42 and
data portion (Value) 43 sequentially connected in this

order is stored. The EF shown in FIG. 4 is identified



configuration in the record-structure FF. An FE shown in FIG. 4 is one example of the
record-structure FF. The FE shown in FIG. 4 is a file in which data with the TLV structure having an
25identifier (Tag) 41, lengt information (Length) 42 and data portion (Value) 43 sequentially connected
in this - 14 - by means of the identifier 41 and the data potion 43 is defined by the length inform ion 42
following the Identifier 41. Further, in the ET shown in FIG. 4, plurallly of data items (child data items)
with the TLV 5structure are stored in the data portion 43 of the IF. In other words, If data comprising
the identifier 41, length information 42 and data portion 43 is set as parent data, data shown in FIG. 4
is data with a nested structure in which a plurality of child data items are 10stored in the parent data. In
the following explahatiorgdn theoparent datéeas thelwholellFcomprising @ata with tlenéstedsstructure,
the identifier 41 is referred to as a parent identifier, the length information 42 is referred to as parent
length information dRd & datapdriiGn 4318 réfelredt6™s a parent datsd portiohe =& piurai tv of child
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plurality of data items (child data items) with the TLV

5 structure are stored 1in the data portion 43 of the EF.
In other words, If data comprising the identifier 41,
length information 42 and data portion 43 is set as
parent data, data shown in FIG. 4 is data with a nested
structure in which a plurality of child data items are

10 stored in the parent data. In the following
explanation, in the parent data as the whole EF
comprising data with the nested structure, the
identifier 41 is referred to as a parent identifier,
the length information 42 is referred to as parent

15 length information and the data portion 43 is referred
to as a parent data portion.

A plurality of child data items stored in the

parent data portion 43 also have the TLV structure.
That 1s, each child data 45(45a, 45b, 45c, 45d) in the

20 parent data portion 43 has a structure in which an
identifier 46(46a, 46b, 46c, 46d), length 47 (47a, 47b,
47¢c, 47d) and data portion 48 (48a, 48b, 48c, 48d) are
sequentially connected. In the following explanation,
in each child data, the identifier 46(46a, 46b, 4o6c,

25 46d) is referred to as a child identifier, the length
information 47(47a, 47b, 47c, 47d) is referred to as

child length information and the data portion 48 (48a,



identifier 46(46a, 46b, 46¢, 46d), length 47(47a, 47b, 47c, 47d) and data portion 48(48a, 48b, 48c,
48d) are sequentially connected. In the following explanation, in each child data, the identifier 46(46a,
46b, 46¢, 2546d) is referred to as a child identifier, the length information 47(47a, 47b, 47c, 47d) is
referred to as child length information and the data portion 48(48a, 48b, 48c, 48d) is referred to as a
child data portion. Further, in the followiexplanation, it is supposed that the identifier 41 of the
parent data the length information 42 of the parent data; the 5.identifier 46 of the child data and the
length information 47 of the child data are each expressed by one byte. Next, the operation of
controlling access to the above file in the smartcard 2 is explained. 10The smartcard 2 performs an
access control opetéation With espéd to tive abdwe filedn response tora. tonwaand sapplied:from the
external device (smartcard processing apparatus) 1. For example, the smartcard 2 performs an access

(read, write, update, erasg AhbtRe 1iké)np§é}§ti5r? for A Spetitied 5y d cBmmdnd from the external
device | or data in the file. For example, In thg Iecardstruciyre BEF as ShowWil - gata, the

length information 42 of the parent data, the
5 identifier 46 of the child data and the length
information 47 of the child data are each expressed by
one byte.
Next, the operation of controlling access to the
above file in the smartcard 2 is explained.
10 The smartcard 2 performs an access control
operation with respect to the above file in response to
a command supplied from the external device (smartcard
processing apparatus) 1. For example, the smartcard 2
performs an access (read, write, update, erase and the
15 like) operation for a file specified by a command from
the external device 1 or data in the file.
For example, in the record-structure EF as shown
in FIG. 4, access to data can be made by using a
record-series command such as a READ RECORD command,
20 WRITE RECORD command, UPDATE RECORD command, APPEND
RECORD command or the like. Even in the case of the
record EF, access may be made by using a binary-series
command such as a READ BINARY command, WRITE BINARY
command or the like by making access with the record EF
25 artificially used as the transparent-structure EF.
The above command is configured in a preset

format. For example, in a command supplied to the



in FIG. 4, access to data can be made by using a record-series command such as a READ RECORD
command, 20WRITE RECORD command, UPDATE RECORD command, APPEND RECORD
command or the like. Even in the case of the record ER, access may be made by using a binary-series
command such as a READ BINARY command, WRITE BINARY command or the like by making
access with the record ER 25atrtifict iy used as the transparent-structure ER. The above command
is configured in a preset format. For example, in a command_supplied to the - 16 - smartcard 2,
information indicating thepe of the command and file to be accessed or data is stored in a preset
format. For example, in each command, parent data 70 be accessed (that is, El) can be specified by
means of a parent igentifier and zhild data-to-be accessedcanibeyspecified/by meanshaf a child
identifier. Next, a process for a write command that requests data writing in the smartcard 2 is
explained. 10FIG. 59§ aflWwchart foilastratinya A6RGISEproeess forta wiite*SSHhftant(fér example,
a WRITE RECORD commar%dgrin ttée smﬁrtcard 2. In this elxname@gha%%%%rgg?s%goge%@ing with the

write command, a ‘V{/)v%i?esre)f%cess 6t data with a nested structure as shown
data to be accessed (that is, EF) can be specified by
5 means of a parent identifier and child data to be
accessed can be specified by means of a child
identifier.

Next, a process for a write command that requests
data writing in the smartcard 2 is explained.

10 FIG. 5 is a flowchart for illustrating a flow of a
process for a write command (for example, a WRITE
RECORD command) in the smartcard 2. In this example,
as the process for coping with the write command, a
write process for data with a nested structure as shown

15 in FIG. 4 1is supposed. Further, it is supposed that
child data with high importance or with high frequency
of use (in the following explanation, such child data
is referred to as important data) as preset child data
may be contained in the nested-structure data (EF) used

20 as parent data to be written in some cases.

It is now assumed that the card reader/writer 12
of the smartcard processing apparatus 1 as the external
device supplies a write command that request data
writing to the smartcard 2. Then, the smartcard 2

25 supplies data as the write command received via the

communication portion 25 to the control device (CPU)

21. After this, the control device 21 recognizes that



15in FIG. 4 is supposed. Further, it is supposed that child data with high importance or with high
frequency of use (in the following explanation, such child data is referred to as important data) as
preset child data may be contained in the nested-structure data (FE) used 20as parent data to be
wrinren in some cases. It is now assumed that the card reader/writer 12 of the smartcard
processing apparatus 1 as the external device supplies a write command that request data writing to
the smartcard 2. Then, the smartcard 2 25 supplies-datazas the write command received via the
communication portion 25 to the control device (CPU) 21. After this, the control device 21 recognizes
that the command is a write command based on a command code in the data (received command)
supplied from the ¢coramumication postien 25 {Step&5ijand Thescommand supplied to thedsmartcard 2
comprises a command code indicating the type of the command, parameter and data portion. The

control device 21 dfthé &ndHcard 2 HraR/sesthe CoRmAaNd SO ofthR reEeied E¥dmmand to

determine the type %%EHS r{e%%i¥§% gogg}agpogngguc}igg £on )> The above process is 10realized by
causing the control device 21 to execlte the program stored in the program memory 24. The write

command contains a command eegde: indicatipg 1a witerinstruetiosand datadtosbe-wiritien {wete data).
For example, in a write command that requests writing of 15data with the nested structure as shown in
FIG. 4, 5 a command code indicating the type of the command,
parameter and data portion. The control device 21 of
the smartcard 2 analyses the command code of the
received command to determine the type of the received
command (instruction content). The above process is
10 realized by causing the control device 21 to execute
the program stored in the program memory 24. The write
command contains a command code indicating a write
instruction and data to be written (write data). For
example, in a write command that requests writing of
15 data with the nested structure as shown in FIG. 4,
write data containing an identifier (parent identifier)
of parent data is stored in the data portion.
When receiving the above write command, the
control device (CPU) 21 determines whether or not the
20 parent identifier (identifier of a file) of parent data
contained in write data specified by the data portion
of the command is a parent identifier of parent data
(file) containing important data (step $52). Whether
or not the parent identifier of the write data is the
25 identifier of the parent data containing the important
data is determined based on the important data setting

table 24a provided in the program memory 24. The



write data containing an identifier (parent ideriLif IT) of parent data is stored in the data portion. When
receiving the above write command, the control device (CPU) 21 determines whether or not the
20parent identif(identifier of a file) of parent data contained in write data specified by the data portion
of the command is a parent identifier of parent data (rile) containing important data (step 552).
Whether or not the parent identifier of the write data is the identifier of the parent data containing the
important data is determined based on the important data setting table 24a provided in the program
memory 24. The important data setting table 24a stores information indicating parent data (file)
containing important data. For example, in the important data setting table 24a, an identifier (parent
identifier of parentidata)-afa fileccontainiagtimportanbdata’ard & chilcklentifiercofaimporntant data in the
file are stored. Information stored in nbc important data setting table 24a is previously set information.
This is because infotfsfidhdsgoBiatet \with'afite (parefit 16¢ataFinWRIEh tHE hpértant data is stored
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24a, an identifier (parent identifier of parent data)

5 of a file containing important data and a child
identifier of important data in the file are stored.

Information stored in the important data setting

table 24a is previously set information. This 1is
because information assocliated with a file (parent

10 data) in which the important data i1s stored and
important data (child data) stored in the file is
previously determined for each application in the
operation configuration of the smartcard 2. Therefore,
the important data setting table 24a that stores

15 information associated with important data is
previously provided in the nonvolatile memory.
However, it is preferable to provide the important data
setting table 24a in a region in which security 1s
attained. In the smartcard 2, it 1s supposed that the

20 important data setting table 24a is stored in the
program memory 24. Further, it is also possible to
provide the important data setting table 24a in a
storage region of the data memory 22 in which security
is attained.

25 If it is determined in the above determination
step that the write data is not parent data (file)

contalining important data (NO in step S52), the control



15information associated with important data is previously provided in the nonvolatile memory.
However, it is preferable to provide the important data setting table 24a in a region in which securi:y is
attained. In the smartcard 2, it is supposed that the important data setting table 24a is stored in the
program_ memory 24. Further, it is also possible to provide the important data setting table 24a in a
storage region of the data memory 22 in which security is attained. 25if it is determined in the above
determination step that the write data is not parent: datg (file) containing important data (NO in step
552), the control -19 device 21 performs a normal write command process (step 553). If it is
determined in the above determination step that the write data is parent data (file) 5containing

important data (YES:inistep 552}, she contsol-devicen2l stores theclengthfromibe head position
(position of the parent identifier) of the parent data as the write data co the head position (position of
the child identifier) ©f the child data as the important data in the working memory 23 (step 504).

If it is determined in the above determination
step that the write data is parent data (file)

5 containing important data (YES in step $852), the
control device 21 stores the length from the head
position (position of the parent identifier) of the
parent data as the write data to the head position
(position of the child identifier) of the child data as

10 the important data in the working memory 23 (step S54).
If length information from the head of the parent
data to the head of the important data is stored in the
working memory 23, the control device 21 performs a
process of writing data in the data memory 22 according
15 to the write command (step S$55). At the time of
writing data according to the write command, the
control device 21 calculates a head address of the
important data in the written data (step S$56). The
head address of the important data is calculated by
20 adding the length from the head of the parent data
stored in the working memory 23 to the head of the
important data to a write start address of the parent
data in the data memory 22.
If the head address of the important data is
25 calculated, the control device 21 stores the thus
calculated head address of the important data as a

pointer corresponding to the important data in the data



If length information from the head of the parent data to the head of the important data is stored in the
working memory 23, the control device 21 performs a process of writing data in the data memory 22
according 15to the write command (step 555). At the time of writing data according to the write
command, the control device 21 calculates a head address of the important data in the written data
(step 356). Inc head address of the important data is calculated by 20adding the length from the head
of the parent data stored in the working memory 23.to the head of the important data to a write start
address of the parent data in the data memory 22. If the head address of the important data is
25calculated, the control device 21 stores the thus calculated head address of the important data as a
pointer correspondirgntorthedmpostant date/ 1n thef datap20 = eemory 22:6stemB57). e pointer of the
important data is information s et for each important data and stored in the pointer table 22a. For

example, in the poffitértable 226, 4i'address fidicating the Head Busition of tﬂé%péﬁ&nt data is
sored s porte g ) MpoTal sl n prespensen o Le Kol oo o el
important 10data. nointer table 22a, an address indicating the head
5 position of the important data is stored as a pointer
of each important data in correspondence to the
identifier of the important data (child identifier of
child data) and the identifier of the file (parent
identifier of parent data) containing the important
10 data.

If the above process 1is completed, the control
device 21 transmits response data indicating the
processing result of the write command to the smartcard
processing apparatus 1 as a transmission source of the

15 write command (step S58) .

The process of steps S$52 to S57 may be performed
by adequately changing the execution order.

As described above, when the smartcard 2 receives
a write command from the smartcard processing apparatus

20 1, the smartcard determines whether or not important
data is contained in data to be written specified by
the write command based on the important data setting
table 24a. Then, 1f it is determined by the above
determination step that the important data 1s contained

25 in the data to be Written, an address of the important
data to be written according to the write command in

the data memory 22 is calculated and the thus



If the above process is completed, the control device 21 transmits response data indicating the
processing result of. the write command to the smartcard processing apparatus 1 as a transmission
source of the 15write command. (step 358). The process of steps 352 to 357 may be performed by
adequately changing the execution order. As described above, when the smartcard 2 receives a
write command from the smartcard processing apparatus 201, the smartcard determines whether or
not important data is contained in data to be wri en_spegified-by the write command based on the
important data setting table 24aThen, if it is determined by the Above determination step that the
important data is contained 25in the data to be written, an address of the important data to be written
according to the write lcommaad ia therdata mémorny 22ng calcalatediand thesthasox 28 - in

the pointer table 22a.
According to the above write process, information
indicating the position of the important data contained
5 in the parent data stored as a file in the data memory
22 can be easily determined by means of the pointer
table 22a and, as a result, the smartcard 2 in which
access can be made to the important data at high speed
and with high efficiency can be provided.
10 Next, a process for a command that requests data
reading in the process in the smartcard 2 is explained.
FIG. 6 is a flowchart for illustrating a flow of a
process for an operation processing (for example, data
encoding, decoding) command (for example, GENERATE AC
15 command) 1in the smartcard 2. 1In this example, as a
process for coping with the command, a process for
reading data specified by data with the nested
structure as shown in FIG. 4 in the course of the
process 1s supposed. Further, it 1s supposed that
20 important data may be contained as child data in the
data with the nested structure (data file) as parent
data to be accessed 1n some cases.
First, it is supposed that the card reader/writer
12 of the smartcard processing apparatus 1 as the
25 external device supplies a command that requests an
operation process to the smartcard 2. Then, the

smartcard 2 receives data as the command via the



calculated address of the important data is stored in the pointer rable 22a. According to the above
write process, information indicating the position of the important data contained in the parent data
stored as a file in the data memory 22 can be easily determined by means of the :pointer table 22a
and, as a result, the smartcard 2 in which access can be made to the important data at high speed and
with high efficiency can be provided. 10Next, a process for a command that requests data reading in
the process in the smartcard 2 is explained. FIG. 6 ispa flowchart for illustrating a flow of a process
for an operation processing (for example, data encoding, decoding) command (for example,
GENERATE AC command) in the smartcard 2. In this example, as a process for coping with the
command, a process:fonreadingidataspecified bydatadvithithe Inested steuctareas showa in FIG. 4 in
the course of the process is supposed. Further, it is supposed that 20 important data may be

contained as child 8afhthe Hatd Gith the hestet-strdctinfer(datiifile) A8 parént'data to be accessed
in some cases. o;egfsitbiéisz uprpé)gggrilg%ltetgeﬁgq ret%deer{h\g%rg@ qfthe smartcard pracessing
ce

apparatus 1 as the 25external devi upplies a command that requests an operation process to the
smartcard 2. Thenthe.smarteard 2 regeives data as the eormancbviadhe =22 r comaunication

portion 25 and supplies the same to the
operations based on a command code in the data
(received command) supplied from the communication
portion 25 (step S61).

When receiving the above command, the control
device (CPU) 21 determines whether data to be accessed

10 (read) for the process in the command is important data
or not (step $S62). Whether the data to be read 1is
important data or not 1is determined according to
whether or not the identifier of important data stored
in the important data setting table 24a coincides with

15 an ldentifier to be read specified in the step of
processing the command.

If it is determined in the above determination
step that the data to be read is not important data (NO
in step $62), the control device 21 performs a normal

20 command process (step S63). The normal command process
is performed according to a flow of a process shown 1in
FIG. 7. The normal command process 1s explained later
in detail.

If it is determined in the above determination

25 step that the data to be read is important data (YES in
step 862), the control device 21 reads a pointer of the

important data as an address in which the important



control device (CPU) 21. After this, the control device 21 recognizes that the command is a command
used to read data in the smartcard and perform a process of operations based on a command code in
the data (received command) supplied from the communication portion 25 (step 561). When receiving
the above command, the control device (CPU) 21 determines whether data to be accessed 10(read)
for the process in the command is important data or not (step 562). Whether the data to he read is
important data or not is determined according to whethersor not the identifier of important data stored
in the important data setting table 24a coincides with 15an identifier to be read specified in the step of
processina the command. If it is determined in the above determination step that the data to be
read is not importatit datad (NG i stepB62) tise conrtrol device-2E performs a rorimat 20conmrhand
process (step 563). The normal command process is performed according to a flow of a process

shown in FIG. 7. ThETiofRaPcSifand process isiexpliined 1ateFh deeii it is determined in the
above determination,25step that the datg 1o be read isimportant data (YRS iNyevice 21

sets an address as the pointer of the important data in

5 a read pointer indicating a read position (step S$565).
For example, the pointer is stored in the working
memory 23. However, the read pointer may be stored in
a rewritable memory and, for example, 1t may be stored
in the data memory 22.

10 When setting the pointer of the important data in
the read pointer, the control device 21 reads an
identifier of important data as child data to be read
from an address on the data memory 22 indicated by the
read pointer {(step $566). Further, the control device

15 21 reads length information that follows the identifier
of the important data and reads data of the data
portion indicated by the length information (step S67).
When the data read operation 1s completed, the control
device 21 receives the read data and performs a normal

20 command process such as an operation process (step
S68) .

Next, the normal data read command process that
requires a data read process 1s explained with
reference to FIG. 7. The normal read process means a

25 read process of data other than important data.

That 1is, when data other than important data is

read, the control device 21 sets an address of head



step, the control device 21 reads a pointer of the important data as an address in which the important
data to be read is stored from the pointer table 22a of the data memory 22 (step 564). When reading
the pointer of the important data, the control device 21 sets an address as the pointer of the important
data in a read pointer indicating a read position (step 565). For example, the pointer is stored in the
wor'<in.g memory 23. However, the read pointer may be stored in a rewritable memory and, for
example, it may be stored in the data memory 22. TOWhen setting the pointer of the important data in
the read pointer, the control device 21 reads an identifier of important data as child data to be read
from an address on the data memory 22 indicated by the read pointer (step 566). Farther, the control
device 1521 reads-length informationaldatféllows thecidentifier afahieirmpdrant/data ahbi¥eads data of

the data portion indicated by the Ien%th_ information (step 567). When the data read operation is
completed, the coRtrIHeRICE S Feckiesthe read data and parBims abrmar 30éémmand process

such as an Opefat@(?vpfg%e%(sgeooeéﬁ%)ies Next, the normal data read command process that

requires a data read process Is explained with reference to FIG. 7. The normal read process means a
identifier of parent data based on a head address of

5 parent data (file) containing data to be read and sets
a head address (corresponding to a head address of the
first child data) in a data portion of parent data
indicated by the specified length information in a read
pointer.

10 When the read pointer is set, the control device
21 reads an identifier (child identifier) of child data
indicated by the read pointer (step S72). When the
child identifier is read, the control device 21
determines whether or not the read child identifier

15 coincides with a child identifier of child data toc be
read specified by the command (step S73). If it is
determined in the above determination step that the
child identifier indicated by the read pointer
coincides with the child identifier to be read (YES in

20 step S73), the control device 21 reads data (real data
of child data) indicated by length information that
follows the child identifier (step S74).

If it is determined in the above determination
step that the child identifier indicated by the read

25 pointer does not coincide with the child identifier to
be‘read (NO in step S73), the control device 21 sets a

value of the read pointer to an address obtained by



ccread process of data other than important data. That is, when data other than important data is
read, the control device 21 sets an address of head - 24 - child data (head of real data of parent data)
in the read pointer (step 571). For example, the control device 21 specifies length information and an
identifier of parent data based on a head address of parent data (file) containing data to be read and
sets a head address (corresponding to a need address of the :aret child data) in a data portion of
parent data indicated by the specified length information in a_read pointer. 10When the read pointer is
set, the control device 21 reads an identifier (child identifier) of child data indicated by the read pointer
(step 572). When the child identifier is read, the control device 21 determines whether or not the read
child identifier iscoincidesawitih @ chiild ideritifier of/child dataito beadead specified:y the conemand (step
373). If it is determined in the above determination step that the child identifier indicated by the read
pointer coincides withtheé cHillladertiier to'be read FPES T 208tep 373 StheBuntrol dedite 1 reads
data (real data of chjld data), indicated by length information that follows the child identifier (step S74).
it 15 determined 16 SEATE SetermiCion Shinat e S TGctes indicatoa by he fead
obtained by adding an amount corresponding to length

5 information that follows the child identifier to the
value. If the read pointer is updated, the control
device 21 determines whether or not child data is
present in an address indicated by the read pointer
(step S76).

10 If it is determined in the above determination
step that next child data 1s not present (NO in step
S76), the control device 21 processes the data read
operation as an error since child data specified by the
command 1s not present (step S78). Further, 1if it is
15 determined in the above determination step that next
child data is present (YES in step S76), the control
device 21 performs a process of steps S72 to S76 for
the next child data as data to be processed.
As described above, when receiving a command that
20 requires data reading from the smartcard processing
apparatus 1, the smartcard 2 determines whether or not
data to be read specified by the command is important
data by means of the important data setting table 24a.
Then, 1f it is determined in the above determination
25 step that the data to be read is important data, the
smartcard directly reads the important data from the

data memory 22 according to a head address in the data



25 pointer does not coincide with the child identifier to he read (NO in step 373), the control device 21
sets a value of the read pointer to an address obtained by increasing the value by an amount
corresponding to the child data (step 575). For example, the control device 21 updates the value or the
read pointer to an address obtained by adding an amount corresponding to length information that
follows the child identifier to the value. If the read pointer is updated, the cent o device 21 determines
whether or not child data is present in an address indicated by the read pointer (step 576). 10If it is
determined in the above determination step that next child data is not present (NO in step S76), the
control device 21 processes the data read operation as an error since child data specified by the
command is not present-(stej2 678). Ruither,istld determiredtin dhe abeve detérmindtion step that next
child data is present (YES in step 676), the control device 21 performs a process of steps 572 to 576
for the next child dafa-a$ Bata 08¢ processed. K destibed above, when receiving a command that

20requires data reading from the s a(i)tcard ] s} ara , ud 2 determines
tam %%?eé(% AUQEEIs '25%%88 E@%%@gﬂ“%@ 2etsm

whether or riot data to be réad s%e y the command is'important data by means of the important

data setting table 24a. dhen, ifitis detarpinedindhe ahove determination step that-the data to be read
is important data, the smartcard directly reads the important data from the data memory 22 according
to a head addressiretherdata memaery 22la which thesiniportait Hata Storedsinthé poister table 22a is

rovided. By the above read process, important data can he , ,
P y that canpaccess Emportant data at high speed and with

high efficiency can be provided.

Next, a process for coping with a rewrite command

that requests data rewriting in the smartcard 2 1s
10 explained.

FIG. 8 is a flowchart for illustrating a flow of a
process for a rewrite command (for example, an UPDATE
RECORD command) in the smartcard 2. In this example, a
rewrite process for data with the nested structure as

15 shown in FIG. 4 is supposed as the process for coping
with the rewrite command. Further, 1t is supposed that
child data that is frequently used or has high
importance as preset child data may be contained in the
data with the nested structure used as parent data to

20 be written.

It is supposed that the card reader/writer 12 of
the smartcard processing apparatus 1 as the external
device supplies a rewrite command that requests data
rewriting to the smartcard 2. Then, the smartcard 2

25 receives data as a rewrite command via the
communication portion 25 and supplies the same to the

control device 21. After this, the control device 21



directly read from parent data stored in the data 5 memory 22 as a file and, as a result, the smartcard
2 that can access important data at high speed and with high efficiency can be provided. Next, a
process for coping with a rewrit2 command that requests data rewriting in the smartcard 2 is
explained. FIG. 8 is a flowchart for illustrating a flow of a process for a rewrite command (for
example, an UPDATE RECORD command) in the smartcard 2. In this example, a Eite process for
data with the nested structure as 15shown in FIG. 4.is supposed as the process for coping with the
rewr toe command. Further, it is supposed that child data that is frequently used or has high
importance as preset child data may be contained in the data with the nested structure used as parent
data to 20be writtene cogitiis esupposed that thercarchreader/writerst2 okthecsmarntcard processing
apparatus 1 as the external device supplies a rewrite command that requests data rewriting to the
smartcard 2. ThenPtheSmartcatlimep5recen@s Hatd-as atehfitel EGmmantilia TREEoMmmunication

portion 25 and supplies the same to the control device 21. After this,.the trol devic dg% -
recognizes that theglé&%?nla %r%rg IPev%?llt% command %?/ZEu]‘s?r?g ] %‘6r§nlrﬁgn?§o£es%etﬁe% a g{ (received

command) suppliedfrom the-geramunication pastion, 25 {step S8hlaFhe rewrite Gommand ggntains a
command code indicating
5 a rewrite instruction, a parameter used for specifying

data to be rewritten and a data portion in which data
to be rewritten 1is stored.
When receiving the above rewrite command, the
control device (CPU) 21 determines whether or not a
10 parent identifier (identifier of a file) of parent data
containing child data to be rewritten specified by the
rewrite command is a parent identifier of parent data
containing important data (step S$S82). Whether or not
the data to be rewritten is the parent data containing
15 the important data is determined based on the important
data setting table 24a provided in the program memory
24.
If it is determined in the above determination
step that the parent data containing the data to be
20 rewritten 1s not the parent data (file) containing the
important data (NO in step S82), the control device 21
performs a normal rewrite command process (step 383).
If it is determined in the above determination
step that the parent data containing the data to be
25 rewritten is the parent data (file) containing the
important data (YES in step S82), the control device 21

stores the length from the head position (position of



5a rewrite instruction, a parameter used for specifying data to be rewritten and a data portion in which
data to be rewritten is stored. When receiving the above rewrite command, the control device
(CPU) 21 determines whether or not a 10parent identifier (identifier of a file) of parent data containing
child data to he rewritten specified by the rewrite command is a parent identifier of parent data
containing important data (step 382). Whether or not the data to be rewritten is the parent data
containing 15the important data is determined based on¢he important data setting. table 24a provided
in the program memory 24. If it is determined in the above determination step that the parent data
containing the data to he 20 rewritten is not the parent data (file) containing the important data (NO in
step S82), the contrbkdevice21 perfenms @ rarmal Tewrite commandproeesso(stepl583)g Ifitis
determined in the above determination step that the Ygélrent data containing the data to be 25rewrit n is

the Parent data (file)8ortairing thePPnpsitant datd (VS fri Step582) P cortal device 21 Sores the

length from the head position (ROSIIONOf s ¢5 o) of the child data as the

important data in the working memory 23 (step 3584).

5 If length information from the head of the parent
data to the head of the important data is stored in the
working memory 23, the control device 21 performs a
process of rewriting data according to the rewrite
command (step S$85). At the time of rewriting data

10 according to the rewrite command, the control device 21
calculates a head address of the important data after
the data rewriting process based on the content of the
data rewriting process and the length information
stored in the working memory 23 (step S5S86).

15 For example, the control device 21 calculates an
increase or reduction amount of the length from the
head position of the parent data to the head position
of the important data caused by the data rewriting
process. If the data to be rewritten is data that lies

20 behind the important data or 1f the data rewriting
process 1is performed with the data length thereof kept
unchanged, the length from the head position of the
parent data to the head position of the important data
is not changed. Further, 1f the data to be rewritten

25 is data that lies in front of the important data and
the data length is changed by the rewriting operation,

the length from the head position of the parent data to



- the parent iderriifier) of the parent data containing the data to be rewritten to the head position (posit_
of the child identifier) of the child data important data in the working memory 23 ;step 884,. 5If length
information from the head of the parent data to the head of the important data is stored in the working
memory 23, the control device 21 performs a process of rewriting data according to the rewrite
command (step S85). At the time of rewriting data 10according to the rewrite command, the control.
device 21 calculates a head address of the important data after the data rewriting process based on
the content of the data rewr icing process and the length information stored in the working memory 23
(step 386). 15For example, the control device 21 calculates an  rease or reduction amount of the
length from the head position af thvel parent data-tocthetieadpositictedithe Smporantdata caused by

the data rewriting process. If the data to be r wgttgn isd tﬁ that lies 20behind The important data or if
the data rewri:ing procéss s perférmed With the &ajtéﬁfgngt thEfeot képturchangéd, the'lendth from

the head position of the parent daia 19, the_head pesition, of the, important data.is potchanged.-her, if
the data to be rewritten

data that lies in front of the important data. In this

5 case, the control device 21 can calculate a head

address of important data obtained after the data

rewriting operation based on a variation amount caused

by data rewriting and length information stored in the

working memory 23.

10 If the head address of the important data obtained
after the data rewriting process is calculated, the
control device 21 updates a pointer corresponding to
the important data stored in the pointer table 2Za
according to the calculated head address of the

15 important data (step S87).

When the above process is completed, the control
device 21 transmits response data indicating the
processing result of the rewrite command to the
smartcard processing apparatus 1 as a transmission

20 source of the rewrite command ({(step S588).

As described above, when receiving a rewrite
command from the smartcard processing apparatus 1, the
smartcard 2 determines whether data to be rewritten
specified by the rewrite command is data in parent data

25 containing important data based on the important data
setting table 24a. Then, 1if it 1s determined in the

above determination step that the data to be rewritten



is data that lies in front of the important data and the data length is changed by the rewriting operation,
the length from the head position of the parent data to - 29 - the head position of the important data is
changed. That is, the control device 21 specifies a variation in the data length caused by the rewriting
operation for data that Lies in front of the important data. In this 5case, the control device 21 can
calculate a head address of important data obtained after the data rewriting operation based on a
variation amount caused by data rewriting and length infgymation stored in the working memory 23.
10If the head address of the important data obtained after the data rewriting process is calculated, the
control device 21 updates a pointer corresponding to the important data stored in the pointer table 22a
according to the calculated:head address ofthe Xbimportantdatai(stepc987). Whentthetabove process
is completed, the control device 21 transmits response data indicating the processing result of the

rewrite command t8#é smaitard procedsing @pparatas 15asa tmehfission 2050 ce ¥ the rewrite
commar]d (step 98%)é OrASéjzeslcgb%% ag V%’h\’%h%@n recreiva!% ajew it%g%@m]aen(g f£ . ,et e smartcard
processing apparatusni, the smartcarg ﬁ cﬁetermlnes &/%eﬁtlr gata to be rewritten specifie by the
rewrite command is-dataiipipaseatdatac rresponding to the rewrite command is
5 provided and updates the pointer table 22a according to
the calculated address of the important data.

According to the above rewriting process, at the
time of data updating, the pointer table 22a indicating
the position of the important data contained in the

10 parent data stored as a file in the data memory 22 can
also be updated. As a result, the smartcard Z that
stably accesses important data at higher speed and with
higher efficiency can be provided.

According to the above embodiment, in order to

15 access specified child data, 1t 1s not necessary to
retrieve the specified child data by sequentially
analyzing the data portion of parent data from the head
portion and direct access can be made to the specified
child data. That is, even when important data that is

20 frequently used as preset data 1s stored in data with
the nested structure as child data, it i1s not necessary
to analyze the data portion of parent data for each
time and access to the important data can be directly
and efficiently made.

25 The smartcard 2 of this embodiment is used to
access data stored in the data memory 22 according to a

command received from the smartcard processing



ccontaining important data based on the important data setting table 24a. Then, if it is determined in
the above determination step that the data to be rewritten - 30 - is data in the parent data containing
the important data, the smartcard calculates an address in the data memory 22 an which the important
data obtained after rewriting and corresponding to the rewrite command is 5provided and updates the

pointer table 22a according to the calculated address of the important data.

According to the above

rewriting process, at the time of data updating, the pointgr tahle 22a indicating the position of the
important data contained in the 10parent data stored as a file in the data memory 22 can also be
updated. As a result, the smartcarc 2 that stably accesses important data at higher speed and with
higher efficiency cairbe provided. andceerdinrg tothezabovesembadintent da ordertocaccess
specified child data, it is not necessary to retrieve the specified child data by sequentially analyzing the
data portion of parérit déta ffom tHechdad ortish antsdifdct Becess cdr Be Hrade-thexbetified child
data. That is, even when imrportant ata thaIEiOs Zl(grfe uen%lX used ag.pregit dat%kils stored in data with

the nested structuré aschi

ilddata, itis ot necessar;cf 5 %naﬁ/rﬁe the dafta pgr%on ot parent data for

each time and access-to,the impadant data,canhe directly angsefficiently made: spartcard

5 2 determines whether data to be accessed specified by

an access reqguest of data supplied from the smartcard

processing apparatus 1 is important data or not. If it

is determined in the above determination step that the

data to be accessed 1s important data, the control

10 device reads the important data aCcording to a head

address 1in the data memory 22 in which the important

data stored in the pointer table 22a is provided. The

smartcard 2 of this embodiment can efficiently access a

part of important data in the file stored in the data

15 memnory 22.

Additional advantages and modifications will

readily occur to those skilled in the art.

Therefore,

the invention in its broader aspects is not limited to

the specific details and representative embodiments

20 shown and described herein. Accordingly,

various

modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.



25The smartcard 2 of this embodiment is used to access data stored in the data memory 22 according
to a command received from the smartcard processing 31 - apparatus | and stores an address of the
data memory in which imoortant data is stored in the pointer table in correspongerige. fo information
indicating the Imoortant data. The control device 21 of the smarteard 2 de:ermines whether data to be
accessed specified by an access request of data sugglied from the smartcard processing apparatus |
is important data or not-. If it is determined in the abo¢e determination step that the data to be
accessed is important data, the control 10device reads the important data according to a head address
in the data memory 22 in which the impovﬂ%ph?dgltsa gtlo%g%]}thgspbinter table 22a is provided. The
smarucard 2 of this embogdiment, can-effigiently, ac¢ess,a part of important data in the file stored in the
data 15memory 22. Additional advantages and modifications will readily occur to those skilled in
she art. Therefore, thedaventioanin itg broaderaspeets i$aiot Jimited to the specific details and
representative embodiments 20shown and described herein_ Accordingly, various modifications may

be made without depakingford the spifitbr $¢dpe6f thatgeneralifvéntive hcept &5 Befined by the
appended Claérggaanrge%lggyeqéjévgé%n %’ng to a write command supplied from an
external device,

a determining unit that determines whether important
data 1s contained in the data to be written specified by
the write command supplied from the external device,

a calculating unit that calculates a head address of
the important data in the data memory based on data length
from a head of the data to be written to a head of the
important data and an address on the data memory at which a
process of writing the data to be written is started when
the determining unit determines that important data 1is
contained in the data to be written, and

a position table that stores information indicating a
head address of the important data calculated by the

calculating unit in correspondence to information

indicating the important data.

2. The smart card according to claim 1, wherein the
write command reguests of data with a nested structure, the
important data being child data with high frequency of use
among a plurality of pieces of child data included in data

with the nested structure.



MCSUP - 32 - WHAT IS CLAIMED IS: 1. A smart card comprising: a data memory that stores data,
a write unit that writes data to be written to the data memory according to a writ mand supplied
from an external device, a determining unit that determines whether impgﬁ’a%ﬁg{:ta is contained in
the data to be wr ten specified by the write command supplied from the external device, a
calculating unit that calculates a head address of the important data in the data memory based on data
length from a head of the data to be written to a head-of the important data and an address on the data

memory at which a %rocess of writin%the data to be %/ritten Is started erhth{amdeltegnﬁini unit
determines that important G&ta T8 o htaiifed inthe 4ata tbé written, 8nd & position table that

stores information jndicating a head, address of the impartant data calculated by the galeulating unit in
correspondence to information indicating the important data. 2. The smart card according to claim
1, wherein the wre sommandrequests of data withia nested structiire cthieimpoetant-data being child

data with high frequency of use among a plurality of pieces of child data included in data with the
nested structGEEURICS P - BRe head of the important data when the

determining unit determines that important data is
contained in the data to be written,

wherein the calculating unit calculates a head address
of the important data in the data memory based on an
address in the data memory at which the data writing
process 1s started by means of the write unit and data

length held in the holding unit.

4. The smart card according to one of claim 1, 2 and
3, further comprising an important data table that stores
information indicating an identifier that indicates parent
data containing important data,

wherein the determining unit determines whether the
data to be written contains important data according to
whether an identifier of parent data stored in a head
portion of the data to be written specified by the write
command coincides with an identifier of parent data
containing important data stored in the important data

table.

5. The smart card according to claim 1, further

comprising:



3. The smart card according to one of claim 1 and 2, further comprising a holding unit that holds data
length from a head of data to be written specified by the write command to the head of the important
data when the determining unit determines that important data is contained in'tHeStlata to be written,
wherein the calculating unit calculates a head address of the important data in the data memory based
on an address in the data memory at which the data writing process is staby means of the wr te unit
and data length held in the holding unit. 4. The s?’\r%ar-t card according to one of claim 1, 2 and 3,

further comprising an important data table that store iné rmation_ indicating an idecr}ltifier %uact indicates
parent data containifig ?r%%ﬂgng (?&ig,rmmvj\’/ﬁgreﬁlnnt]he g}g]ﬁmf%?ntgeﬁ%ﬁ% ag%errvﬁ?nees whether the data to

be written containg.important data; agcarding tg whether-an identifier:ofparent data stergd-n a head
portion of the data to be written specified by the write command coincides with an identifier of parent
data containieg traperdntdiata storeddn thegimportant alata tablel ing 51The smartscard aceording to
claim I, further MCSL1P - 34 -  a second determining unit that determines whether data to be read
specified by & ESfRTand that [8SUppHiBd fOfran exiétnal device and requires data reading in a course

of a process is importa%%%‘?h@ﬂ%rhitﬁatrﬁggi“Qe%étastth%%ealdfﬁé% impertantdatg according to a

position in the data r%emory In which the important data stored in the position table is provided if the
second determining sihif determings that the datadtebe-teadchisimperantdatanpor 6ailbe smart card
according to claim 5, further comprising an important data table that stores information indicating an
identifier of datatusestas important tata o s 1 wieteinaheé setond deterAmsing tinfttetémsifes whether
data to he read is important data according to whether an identig%r of the dgéa to bedread specified by

the command*EGiRETIEE With &t itentifiér 5§Us&d 3 the Tmpditant data stared in the important

data table. important data.

6. The smart card according to claim 5, further
comprising an important data table that stores information
indicating an identifier of data used as important data,

wherein the second determining unit determines whether
data to be read is important data according to whether an
identifier of the data to be read specified by the command
coincides with an identifier of data used as the important
data stored in the important data table.

7. The smart card according to claim 1, further
comprising:

a rewrite unit that rewrites data to be rewritten
according to a rewrite command supplied from an external
device,

a third determining unit that determines whether the
data to be rewritten specified by the rewrite command
supplied from the external device is data in data

containing important data,



7. The smart card according to claim 1, further comprising: a rewrite unit that rewrites data to be
rewritten according to a rewrite command supplied from an external device, . hird determining unit
that determines whether the data to be rewritten specified by the rewrite con(f‘r?zﬁ supplied from the
external device is data in data containing important data, MCSLLP a calculating unit that
calculates a head address of the important data in the data memory after a data rew process
corresponding to the rewrite command if the third detérmining unit determines that the data to be

rewitien is data in the dala coniaining (e mAqrant 0a(@, and. ., an YpKaing upiL gt ugdates
adaress o ein

information indicatin% a hea e |mportacr:fft data stored in the position ta

correspondengg.to; information indicatina, the impartantdata based oa.a head addressof the important
data calculated by the calculating unit. 8. The smart card according to claim 7, further comorisina
an important datectable that storps infonmation indicatiag antidentifisrahat indicates parertfdata
containing important data, wherein the third determining unit determines whether data to be

rewritten confHinS iporalt datd AcCoramgtb\iRethBF an idéntifiar 8f pareRt dafa dontainihg the data
to be rewritten specified by the rewrite commangd cincides with an identifierof the parent data
containing the important data stored in the important data taYe.

an updating unit that updates information indicating a
head address of the important data stored in the position
table in correspondence to information indicating the
important data based on a head address of the important
data calculated by the calculating unit.

8. The smart card according to claim 7, further
comprising an important data table that stores information
indicating an identifier that indicates parent data
containing important data,

wherein the third determining unit determines whether
data to be rewritten contains important data according to
whether an identifier of parent data containing the data to
be rewritten specified by the rewrite command coincides

with an identifier of the parent data containing the

important data stored in the important data table.



