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BACKGROUND OF THE DI SCLOSURE The present disclosure clains the benefit of
Provi si onglo BAwsissati on Serial No. 60/303,450, filed Jul wdayust@Riosot he
entire contents of which are herein incorporated by reference. 1. Field of
the Disclosure The present disclosure relates generally to backup systens
and in particular, to systens and nethods for providing information
backup. 2. Description of the Related Art Backup storage devices are used
for backing up i ' mﬁ(’[ rﬁgﬁ@ i nes or

devi ces. Backup g?gigggsggg??ggqgﬁgbg#?ggNgse ﬁb acE%%Cvarious types of
information including, for exanple, files, databases, systeminformation
and files, etc. Wien oneBAERIGROTND aFerdeEVISELOSURI@r ed anong a plurality
of host devices, problens nmay arise when accessing the storage device to
read or wite to it. An exanple of a local area network (LAN) including
backup storage is shown in Fig. A The LAN includes one or nore
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storage device 7 interconnected via a network 9. Each of the workstations
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storage device 7 may be, exanpl e, a tape device such as atape
library. If host devices such as the workstations 5a-5n or servers 6a-6n
are sharing the 1 WO 03/005245 PCT/ US02/ 21050 sane storage device 7, each
operating. system my attenpt to store data in the sane | ocation on the
st or adel' Gl pithe Piscigsureni s case, data required by one host device might be
overwitten by data

The present disclosure relates generally to backup systems and in particular, to systems

and methods for providing information backup.

2. Description of the Related Art

Backup storage devices are used for backing up information on servers and other network
machines or devices. Backup storage devices are often used to backup various types of
information including, for example, files, databases, system information and files, etc.

When one backup storage device is shared among a plurality of host devices, problems
may arise when accessing the storage device to read or write to it. An example of a local area
network (LAN) including backup storage is shown in Fig. 1A. The LAN includes one or more
workstations 5a-5n, one or more servers 6a-6n and at least one backup storage device 7
interconnected via a network 9. Each of the workstations Sa-5n and servers 6a-6n my utilize
different operating systems. Backup storage device 7 may be, for example, a tape device such as

a tape library. If host devices such as the workstations 5a-5n or servers 6a-6n are sharing the



froma subsequent wite by another host device. In addition, sonme operating
systens may store special information at specific addresses of the storage
devi ce 7.wSoswostdher operating systens may require that agi/esoraoised
storage devi ces have identifying information stored in one or nore
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recovery for multiple hosts can be time and resource consuming and can utilize much of the
bandwidth of the LAN or wide area network (WAN).

A storage area network (SAN) may be used to free up bandwidth on the LAN or WAN.
A SAN is a high speed storage network of shared storage devices. A SAN makes all storage
devices available to all hosts on the LAN or WAN, saving valuable bandwidth on the LAN or
WAN.

Figure 1b depicts a SAN environment. The SAN includes a plurality of distributed
servers 2a-2n, connected to one or more storage devices such as backup libraries 4a-4n, via a
highspeed network 3. The backup devices 4a-4n may include, for example, tape libraries each
including a plurality of storage media, a picker and one or more read/write devices for reading
and writing to the storage media. The distributed servers 2a-2n and the i)ackup devices 4a-4n

may be interconnected via a high speed/high volume network 3 that may include various



servers 2a-2n and backup devices 4a-4n can be shared. For exanple, one of
the servers 2a-2n may act as a chief arbitrator granting access of backup

devi ces 4oAndooe4&l | ot her servers. This is often referradmwseds103o
master/slave system In a nmaster/slave system the intelligence lies with
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operations could be performed without requiring 3 W 03/005245

PCT/ US@ate? %08 Ehen re-inventory the network, and build up information regarding the state of each
device on the network. This can be a time consuming and costly procedure.

Another approach is to partition access of a backup device among the servers, s0 that
each server is capable of accessing only the drives and slots in the library within its partition.
However, this system may not make the most efficient use of the backup devices.

In many backup operations, the backup application reads the data from the primary
storage device to the server memory, does necessary formatting, and sends it to the appropriate
backup storage devices. These processes involve heavy utilization of CPU, 10 channels and the
system memory. It is quite possible that when backup operations are in progress, the servers may
not be able to perform any other application processing. This is one of the reasons why system
administrators prefer to perform backup at a time when the application load on the server ‘is ata

minimum. It would be beneficial if the backup operations could be performed without requiring



heavy utilization of the server system thereby freeing up the server even
during informati on backup. SUMMARY A system for granting or denying

access t owgodassxae a network conprises a first node i ncl yditagsod2igset of
nodes that can be granted or denied access to the first node, and at |east
one Mo : (W e in@tupl ldafhg RFEENATR
conne@%‘%’g’ ug@r%%g’é? Q}Elge Jﬁg%yﬁé}q enyt g“%tupltgggéwg{gegt hergnode attenpts to
gain access to the first node, the first node reviews the list of nodes to
det er PR¥8Pwhet her access shoul d be granted or denied to the at |east one
other node. Wien it is determned that the at | east one other node is

al l oned access to the first node, a user of the at |east one other node
may be pronpted for a user identification and a password for accessing the
first node. The list of nodes nay be nodified by locally logging into the
first node. The first node and the at | east one other node may conprise
ser vegsmt disclosed is a nethod for granting or denying access to nodes
on a network, conprising providing on a first node, a list of nodes that
can be granted or _.denied access to th fi L LW | i st
of nodes wHERSIED f°é§§at“%8ﬁé’r t'hape ﬁ%gsesetgt 08%53%‘%9?%%’5??%‘“% fééeeg\gftﬁgtﬁ({aﬁe first
node to detern ne whether access should be granted or denied.tq the at
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the at |east one other node for a wuser identification and a password for
accessitrg nbie The fist natbendwheat ledst bse otbeenodereeicernseted eross theney93/ 005245
PCT/ US02/ 21050 | east one other node is allowed access to the first node.

The MBIRGOHIRY 1dast dnB Bhes ABME Atnpts to gain access to the first node, the first node reviews
the list of nodes to determine whether access should be granted or denied to the at least one other
node.

When it is determined that the at least one other node is allowed access to the first node, a
user of the at least one other node may be prompted for a user identification and a password for
accessing the first node. The list of nodes may be modified by locally logging into the first node.
The first node and the at least one other node may comprise servers.

Also disclosed is a method for granting or denying access to nodes on a network,
comprising providing on a first node; a list of nodes that can be granted or denied access to the
first node and reviewing the list of nodes when at least one other node attempts to gain access to
the first node to determine whether access should be granted or denied to the at least one other
node.

The method may further comprise prompting a user of the at least one other node for a

user identification and a password for accessing the first node, when it is determined that the at



nodi fying the list of nodes by locally logging into the first node. Al so
di sclosed is a conputer readable nmediumincluding code for granting or

denyi ng waecgassLue® nodes on a network, conprising code forpqangordigdg on a
first node, a list of nodes that can be granted or denied access to the
first node and code for reviewng the list of nodes when at |east one
ot herleatdee athee npdssistatiogad accasciedhke fisst nhde. f Thesmethod enaydurtbergommisewhet her
access should be granted or denied to the at | east one other node. The
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conpl ete appreciation of the present disclosure and many of the attendant
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understood by reference to the follow ng detail ed description when

consi Restemeiothet aDBEkdOHts W din hédvess wahe fipanypday dhitawimgehethiesceess:shbuldur e
1A is a block diagramof a LAN environnent; Figure 1B is a block diagram
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of a network environnment to whic the present systens and net hods nay be
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least one other node for a user identification and a password for accessing the first node, when it
is determined that the at least one other node is allowed access to the first node. The computer

readable medium may further comprise code for modifying the list of nodes by locally logging

into the first node.

BRIEF DESCRIPTIdN OF THE DRAWINGS

A more complete appreciation of the present disclosure and many of the attendant
advantages thereof will be readily obtained as the same becomes better understood by
reference to the following detailed description when considered in connection with the
accompanying drawings, wherein:

Figure 1A is a block diagram of a LAN environment;

Figure 1B is a block diagram of a SAN environment;

Figure 2 is a block diagram illustrating an example of a network environment to which

the present systems and methods may be applied;



present systenms and nethods may be applied; Figures 4 and 5 are screen
displays for allowing a user to configure the system Figure 6 is a block

di agram i WousiopsdusNng a configured system Figures 7 - 12 giq/SHhbea30

displays allowing a user to set up jobs in a job queue; Figure 13 is a
screen display allowing a user to backup a renpte server ure 14 is a
bl ock di agFameshbwvi bigck/dmagtmsﬂblﬁty&tn‘@sanm@lplﬁyoﬁW‘\YEP%F%PPf\ém theent

system and nmethod; Figure 15 is a flow chart for describing nmultiple stream

backupﬁg@ﬁ@yahﬂgmkgnamodgﬂn9®bmppﬁmiFlgure 16 is a block diagram for
describing a serverl ess backup; Figures 17 - 19 are flow charts for
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showi ng fi ocks o or those files; Figures 21 and 22 are
QJl s aIIo a_user to.confi I|brar| igures 23 - 25 are flow
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I n describing preferred enbodi ments of the present. disclosure illustrated
in the drdgwess] - h?pél@lspte@nldéﬁﬂ)}ﬁyrién%‘@‘}aglaélséwﬁl589%13!39 Stm'é‘é MGl arity.
However, the present disclosure is not intended to be limted to the

speci fic t @igire 0} dgysceseensdibpley altbvaing aiuserits backupen xempée sar¥edl t hat each
specific elenent includes all technical equival ents which operate in a
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i s capable of being inplenented in Local Area Network

system and method;
Figure 15 is a flow chart for describing multiple stream backup according to an
embodiment;
Figure 16 is a block diagram for describing a serverless backup;
Figures 17 - 19 are flow charts for describing various aspects of serverless backup;
Figure 20 is a diagram showing files and blocks of data for those files;
Figures 21 and 22 are GUISs allowing a user to configure libraries; and

Figures 23 - 25 are flow charts for describing serverless backup operations.

DETAILED DESCRIPTION

In describing preferred embodiments of the present disclosure illustrated in the
drawings, specific terminology is employed for sake of clarity. However, the present
disclosure is not intended to be limited to the specific terminology so selected and it is to be
understood that each specific element includes all technical equivalents which operate in a

similar manner.



(LAN) environnment as well as in various other types of environnents

i ncluding, for exanple, a Storage Area Network (SAN) environnent. Figure 2
i |l ustrates dsheshar dware and software envi ronnent i n whi chpdingsodhssh osed
enbodi ments will be further described. The systemincludes one or nore

wor kstations 10a - 10n, one or nore servers l1lla-1 In and one or nore
backup deviBespreat 9y8teni andametbad sccapdbleiod being implenmnited ey hanak dreapietwork

wor kst ati ons 10a-10n and servers 11 a- 11 n nmay user the sane or different
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10a- 10n, e servers I'n and the backup systens 13a-13n are

i nterconnect.ed vja . a LAN.15. | n addition, or_as an alter Lve he
above- descrcliglﬁ'é’i? ZI_ﬁNSHW\?? 25 (hafre anéi\‘&fwérﬁm%m‘?ﬂ“ gucgmgthﬁﬁgﬂogee%_ In the
SAN envi ronnent, the workstations 1 Ga-10On gﬁ/ be connected to one or nore

of a phihosimeyts 3l e firthes daspribed. 1Phe gysten inchpdes enejesmpreerksisbons g hlon,
respect to Fig. 2. However, in a SAN environnment, servers l1l2a-12n are

conneainecringoreservers 11avide abdokeigr mboy zegkupl devicessl 3248 n-inttdronuededviasneor k
16, as shown in Fig. 3. As will be described in nore detail below the
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environment, and the workstations 10a-10n, the servers 11a-11n and the backup systems 13a-13n

are interconnected via a LAN 15.

In addition, or as an alternative to the above-described LAN environment, a SAN
environment may be provided. In the SAN environment, the workstations 10a-10n may be
connected to one or more of a plurality of servers 12a - 12n via a LAN as described above with
respect to Fig. 2. However, in a SAN environment, servers 12a-12n are connected to one or
more backup storage devices 14a - 14n via a network 16, as shown in Fig. 3. As will be
described in more detail below, the servers 12a-12n may be assigned to server groups which
include distributed servers, a primary server and backup storage devices. Network 16 is a high
speed network that may include a system of switches and bridges forming a part of a fibre
channel network. The SAN forms a high speed, high bandwidth system for communicating data.

The high speed network 16 may be, for example, a fibre channel network, a shared SCSI system

or an SSA type system.



Al t hough only one server group wll be described herein, a plurality of
server groups may be provided on the SAN. The prinmary server controls the
fl ow of iwgdgmesison of all of the servers in that SAN serpeaiu@poupe Thi s
prevents conflicts if two servers attenpt to allocate a device or nedia at
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connected to the ring. This causes an event on the ring that all other
nodesd®ncd drgnédingt theeamw ein®o t hat each is aware of new nodes. Each node on
the ring is assigned a unique world-w de address or id by the manufacture,
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envi ronnment ~descri bed herein, software tens. in accordance wth
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configured to designate the primary and distributed servers and to assign
each sdibwechanoeldiuby snifhat ash nesteiensl talk wisle eashdithey nodeaModaplogiiiiththe rigdi spl ay
such as that shown in Fig. 4 is provided to a user. The display includes a
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identified when it logs onto the ring. Backup devices such as tape libraries connected to a hub
use applications that are network-storage aware, so that they can access the devices without
interfering with other applications also accessing the devices.

In the SAN environment described herein, software systems in accordance with the
present disclosure are installed on the servers 12a-12n. The system is then configured to
designate the primary and distributed servers and to assign each server to a group. For example,
according to an embodiment, a display such as that shown in Fig. 4 is provided to a user. The
display includes a panel 20 provided on the left hand side which provides a tree view of the
configuration of primary and distributed servers. A panel 22 on the right hand side of the display
shows all available servers having the present software installed and which have not yet been

assigned to any server group. A user first selects the primary server, by moving the curser (not



WO 03/ 005245 PCT/ US02/ 21050 shown) and sel ecting one of the servers from
the list on the right hand side of the display and then clicking a Make

Primary bwid@moa4s The prinmary server may al so be desel ectpgd/iiozamgong the
curser and selecting the server fromthe left panel and clicking a Delete

Primary button 26. After the primary server has been sel ected, the
di st r ishowvedarsieseieeting anrecofithe serserds done thedist om $hwiright fand side phthesliisphasrapdser ver
to forma server group. A distributed server is selected fromthe right

hand  téielRWiR 2 NiHR: BSHas ol 24 ertdpringtty Bbvér mbyihied bb dbdabtetthyi movihgcked.
To renove a distributed 'server froma group, the server nane in the left
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libraries to a server group, a Device Goup Confiquration dialog is

sel ecttethat pomarhssrysr itorforyn searverrgrons hi istriiied sgsvese prlected fomdbarighidandas
that shown in Fig. 5 which lists each of the server groups in the left

hand peingbwdZ tisdWdreea uad kiabA &igl DisafiartaebuttondB\is cHekddn Tohentovghtdistamdegpanel
34. Al though the present disclosure will be described nmainly by reference
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a group, a library listed in the Avail able Devices panel 34 is clicked on
and sdPe¥s&d. The group in which the user wants to add the library to can
then be highlighted in the left hand panel 32 by the user. The Assign
but t on 36 iEhd fi@mngeddvideadre fher asdigrimddo yhenieler groamp. Hhis prooessds perémedenr i ght
hand panel 34 and placed beneath the device group in the left hand panel
32. Adge bHend sdriddr 8hi 8&nGAE thAsAgHSthrddliBrhtesab AUBrRY cfRpeaDietige Gieubove
Configuration dialog is selected from the primary server machine. This presents a window such
as that shown in Fig. 5, which lists each of the server groups in the left hand panel 32 and
available storage media devices in the right hand panel 34. Although the present disclosure will
be described mainly by reference to tape libraries as the storage media devices, other types of
storage media devices may be used as alternatives to or in addition to the tape libraries. Tape
libraries not presently assigned to a group are displayed in the Available Devices right hand panel
34. To assign a tape library to a group, a library listed in the Available Devices panel 34 is
clicked on and selected. The group in which the user wants to add the library to can then be
highlighted in the left hand panel 32 by the user. The Assign button 36 is then clicked. The

library will then be removed from the right hand panel 34 and placed beneath the device group in

the left hand panel 32. Additional libraries can be added to the group by repeating the above



9 WD 03/005245 PCT/ US02/ 21050 steps. Wen finished, the OK button 38 is
clicked. An exanple of the thus configured server group is shown in Fig. 6.
The net wowio (3@es245Ncl udes a primary server 13, distributed@Earsoenssdsa- 15n
and storage nedi a devices 16a-16n. Each server maintains a job queue of

j obs t hat ed to be per d. X |l e of a job queue is shown in Fig.
7. A ?anﬁlﬁl? é%@eﬁoﬁeﬁghgﬁﬁﬁic%gpl ays the job queue in wi ndow
portion 42, as shown. The job _queue identifies the server_jnvolved in the
job, the jobn exeme of thedhus configwed spryes giouR inshoxan ig - o fhe PAOIK BEW: i on
time for each job, as shown. Wien a job is run or scheduled to run, it is
submi tihelddésm priveayabrvet ébielismibuted sersers 153Hén apd eoeage nsadéa deniessrOanifous| y

scans the job queue for jobs that are ready to be executed. Jobs can be

control | ed fyhseheFiataids 4 fId Jue@EbE J0Bs ke nestbeedieforheht Aalekaiiplegfaar i ous
control options. For exanple, the user can be given the option to change

the jaolk.s status to. Of~: NAEIR 0 S R TS PN o . :

si'oni A0R8eRIeT: Yk e L "R h sbsideb B0 HEPER ¥ @Rkt wiidde
the job can be executed. The user can al so quick]y.subm.t | ob to.the, job
queue RYUQEFHGS éhw@vifbwbﬂ%w(ﬁngﬁ?% tgﬁ .SelﬂgfsWP d iyt sl?tbgh‘{lﬁgt’“\%&’sﬂﬁa%/ed
to afile. The script contains the original source, destination, option,
and sghedD) teistatoohech grb dndrthe erecpbon titigdor eash jetargs Bkowidbdi fi ed to add
options or additional sources to an existing job, w thout having to create

a new j ob. Whag ajjehisaan obscheesied eskineil i$ subauitted toythe hetngeeua byl sseexBeut i on
date, tine, or status. This also allows a user to resubmt a Done job that

IS stibbedipolciifn é&gingdﬁ.’?ig Fca\%ﬁ rfheeiiﬁtﬁ rc‘i?ls@e fok fiébs thsiGe fERYy WAHY exleButd®. t1BbS cirf

the job was "not success en irst ran. The use€r can also cancel an
e OISR SR B AR S o RS
Del et I?ogr eia%n?)?e, \‘?ﬂel l.llse{r (r;];nebrerglf\eén tﬁg gptrignn%vﬁlange the job’s status to HOLD or to READY

(if it is currently on hold). HOLD signifies that the job is not scheduled to be executed.

READY means that the job can be executed. The user can also quickly submit a job to the job

queue by using a previously saved script. A script is a job that was saved to a file. The script

contains the original source, destination, option, and schedule information for the job. The job

can be modified to add options or additional sources to an existing job, without having to create a

new job. The job can be rescheduled to quickly change a job’s execution date, time, or status.

This also allows a user to resubmit a Done job that is still in the Job Queue. For example, the

user may want to do this if the job was not successful when it first ran. The user can also cancel

an active job from the job queue and reschedule it for its next regular interval. A job canbe

cancelled and deleted from the job queue completely. Deleting a job will interrupt and remove

the job completely from the job queue, and it will not be rescheduled. If the user then desires to
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the job conpletely fromthe job queue, and it will not be rescheduled. If
the user then desires to 10 WD 03/ 005245 PCT/ US02/ 21050 reinstate the job,

t he user wayosresiu€ate the job (if it was not previously sagaydeefsecri pt
file). A user can set up jobs to be perforned by adding themto the job
gueue. . A backup rmanager allows jobs .to be added.to the |ob que For

o aneissaae e fleciar Say RSB IaR (T S rohBET o e R Ph gL
information for each job. By specifying the source, the user can specify
the items Ahsgr oahsér wpgjobsittkhaperymepby pdding thenhio hedeh auaucor backBP user can
specify where they wish to have the source informati on backed up. By

speci fohdi@r hiRvsSiebedbd didell i P8l qwie. Fohexdnside, thansapan séhthadeemce, hey wi sh
to performthe backup. The backup nmanager includes a backup w zard, which

P OVt 865k, MBS YADHEU B RN By SELBGH e OBl adoun

speci Tying e jo uede 1 nformati on. e sourcé, destination and

schedul i pg .informati on_ ca e eci f.i.ed se of the backu B or
exa npm@,cﬂgfhe&emsr{éesb‘é(@k&ﬁ %Wbl%’&’r 3303{ peeifyipg % déts Wéa(%lt?ge MR EB%%I@?%E
specify the source or server they wi sh to back up, by ent eri,n% t he, Server
nane, thes evismareve e soamspformatign %ack@dq@- By spesidying the seheduling WIOTHAHORt i on,
the user is presented wth a window 100 such as that shown in Fig. 8. As
shownthetuRer ddh@pesty whanhay s/ish towetfome tHerbmek i 1Tle bavkwhinwnagdrénaledas acan

sel ect domai ns, machi nes, volunes (drives), shares, directories and files

for b i i i i, ViR BuSWirdoWsIBF ¥RéctiMBOptivEs aridhe user
hi ghl ?gﬁgwlgﬂ?ﬁc‘gﬁﬁgg?@‘d%ﬁ e?%gn cli ckg Next Sbuttonc ?ig?ﬁ The system t hen

di spl ays.a w ndow 106 such that sh L0, | : User to
Choos SXEHEmBARiRY et Pt Rmo)FLobiR Pt Ppld Pandhen b AT et tfeart i
selecting the nedia for backup, the user clicks Next button 104. The user
is thé}?ﬁcﬂﬁ@s@rﬂsé@fmqtrﬂck%wwé‘iup options screen 108, as shown in Fig 10.

This screen allows the user to custom ze the backup job )
For example, after the backup wizard is started, the user is requested to specify the source

or server they wish to back up, by entering the Server name, user name and password. After the
system validates this information, the user is presented with a window 100 such as that shown in
Fig. 8. As shown, the browser displays a machine tree 101 from which the user can select
domains, machines, volumes (drives), shares, directories and files for backup. For example, to
backup the entire server machine, the user highlights “My Computer” and then clicks Next
button 104. The system then displays a window 106 such as that shown in Fig. 9, requesting the
user to choose the backup destination by selecting the media for the backup. After selecting the
media for backup, the user clicks Next button 104. The user is then presented with the backup
options screen 108, as shown in Fig 10. This screen allows the user to customize the backup job
by choosing the extent of the files that are to be backed up. For example, the user can select Full

Backup 110 or Incremental Backup 112. If Incremental Backup is selected, only files that are
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by choosing the extent of the files that are to be backed up. For exanpl e,
the user can select Full Backup 110 or Increnental Backup 112. If

I ncrementwlo Bawkup is selected, only files that are 11 WO R Gd224B0
PCT/ US02/ 21050 new (or have changed since the previous backup) wll be

backed up. This screen also allows the wuser to set whether to backup with

Ver i f nedt(opRavklhaiged/stice Gpeeidas backippwilhbe backed npk mhgs sciéentaldourltoors the 4,
the user can be presented with a wi ndow 118 as shown in Fig. 11. This

Wi ndOWsé'th\Q@t \;Jl?ﬁhér'?é B&%@ WA VBakcaRs 110RKE/ R 0endsdstionna 6Us Afidr@liviahpfy the

informatio or ma |on is i1ncorrect, the user can go back and alter

oy oy oe 10f e e %SB%F%WSHLLV?{I‘MMS%a“%&?fz“*p‘f TR T 2

wi ndow 120 as shown in Fig . Wndow 120 allows the_user to sele
whet heYingews shewkths mliomaati@ tbét Wes InpAt 3ghpsiote gserip yeRBY he dnformpfions e qul ed
124 to run at a specified date and tinme. |f Schedule button 124 is
sel ectirfbrmbtien isSrcoriest, fireasentacgoback and skeri aw of theoptiiesby ¢lickitpBack Butonar t
date/time, repeat nethod repeat interval (e.g., nonth, day, hour, mnute)

and days. Imth%'s&hs thRbed RaBKHD infSndtont e higeraXickataebn 104 A} greibme@ wament

system t hus pI’OVI des an easy and intuitive way of scheduling backup jobs.

The p ra%mﬁé} g 5 &g\gﬁ gxbl‘} ?%\5 SARE 828 GHYEE e rﬁ?%ij}g @9% \&h%ﬂ@ﬁtﬁ? baci&ipV €'

group ‘of ny server group rom a | ocal

server. The renDte machi ne houl.d have a ropriate nt on it so that
Tt carobis odiT Net 19y of Rl His be Sysiuled g o R SPeRed 4otk o B
backed up can be retrieved and backed up. The agent on the renote machine
br ows d§ Stlaedydst dtodi 124 ds snléctes, drecisgniskuepssted atith & ssrise of ppitesde cheoser St ses
of large data packets to the local server. The |ocal server then prepares
t he dafage/timePRpsit@idtibd) Fepehicintte®dl ga g, atbnsli, dapdwur, deviite and days in which that

backup job is to be excluded (if any).

The present system thus provides an easy and intuitive way of scheduling backup jobs.
The present system also allows remote servers/machines in another server group or not
associated with any server group to be backed up from a local server. The remote machine
should have an appropriate agent on it so that it can be identified by the local server, and so that
the data to be backed up can be retrieved and backed up. The agent on the remote machine
browses targeted directories and packages data to be transported in pulses of large data packets to
the local server. The local server then prepares the data to be stored on the designated storage
devices. |

Each agent may also include an access control list (ACL) identifying which local servers
are able to backup or restore data through that agent. The access control list can identify specific

users and/or IT addresses which are denied or allowed to backup/restore data through the agent.
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Each agent may al so i nclude an access control list (ACL) identifying which
| ocal servers are able to backup or restore data through that agent. The

access cowlg@loosdsst can identify specific users and/or | pEdResF@s Whi ch
are denied or allowed to backup/restore data through the agent. 12 WD

03/ 005245 PCT/ US02/ 21050 The present system provides a security system
whi ch rel | @heprestitesysiser prhedena skogity systen sdti¢ha reliespnitheuses 4avipg JeSomhe
agent is deployed on. The connection fromthe | ocal server to the nmachine

havi ngrddbfiAQEH the(RAE Mat ni i§ dgsibsdd 615 e conhactioh fionethedecal kavet gha
access to that agent node. The present system al so provides an added | evel

of segu 5%61%3131%?]%% Qg?egg fa%@nt%%‘; §js es%‘fi@lééﬂrﬁlrﬁil Wiheﬂﬁ@ﬂ%ll{)ﬁntab&@ﬁﬂhfat node

(over an 0] access) 1n order to successfu y operate on t hat
t

node. The ACL defines for a particyl ar ent npde the system V. (on
the ereeHpefseThepichet RYSIERAtSOPEN! ﬁﬁ?eagl?le{l i)evie 0 Wamaté/(’%rgcg%? glgér Q)

functionality. The functionality is set on the node which_ hosts th gent
and r dgué plesiqahysiesstio thoegant nottd overcwd #bpye thedegintagedse) iordes P aeass
ACL allows the user of that node to either set an include list or an
excl udpetaksSén MHat 86fevers that can access it. By default the ACL can be set
to grant all servers access to the Agent. In order to change the ACL of a

particul ar ﬂ&eﬂglg dteﬁﬁeédlt%?E plaﬂﬁﬁfla% Sylgén%g&é thelsPstbiabrdgd@n Alentetikoul at es

the ACL via an ent adm n uti ers cah invoke the agent admn

utility, an add or renove access requests .vi aran . I

bi al oA RS eada g dorean it Sreapialivy S SAERERTATY VoL e

expl ai ned by reference to Fig. 13. A backup manage({ screen .13%éi(f
nippated: cHhg e

pr eserivkigh hosts His agent andfrequites physagal degal aede Jegessip Srdeg o)
server to be backed up is a server that is running Wndows NT. The user
hi ghl | SOLallbve thdAlsed ofthaiNTdddito divres sROB0nSipde dst'orfancaxcinide distp{sepvessthehessin,
and clicks on

access it. By default the ACL can be set to grant all servers access to the Agent.

In order to change the ACL of a particular agent, the user locally logs in to that node and
manipulates the ACL via an Agent admin utility. Users can invoke the agent admin utility and
add or remove access requests via an Access Control List Dialog.

An example of adding a remote server for backup will now be explained by reference to
Fig. 13. A backup manager screen 130 is presented to the user of the local server. In this
example, the remote server to be backed up is a server that is running Windows NT. The user
highlights the “Windows NT/Windows 2000 System” from window 132 as shown, and clicks on
it. The user is then presented with the option to “Add Machine” or “Add Using Auto-
Discovery”, as shown. Clicking on Auto-Discovery will find machines that have the appropriate

agents on them. For example, in this example, if Auto Discovery is selected, the system will find

machines on the network that have the Windows NT/Windows 2000 system agents on them.
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it. The user is then presented with the option to "Add Machi ne" or "Add
Usi ng Auto- Discovery", as shown. dicking on Auto-Di scovery will find

machi nes Hoadspene t he appropriate agents on them For examp,2i0dot his
exanple, if Auto Discovery is selected, the systemw || find machines on

the network that have the W ndows NT/ W ndows Zaﬁg S st%glggen s on them 13
WO 03/S5t351ins thecdld idedting asshowses thecisenls prerenied Iviling perirs of d1AloR00%eSt he user

is presented with a series of dialog boxes, allow ng the user to enter a
host radlowidgthetube to emot &hsse mame/fomiblkirereoteanyesgiachigef and askingder auses namad
password entitling the user to browse the renpte server/mchi ne and perform

backupsmdasdword efslliAs tHRWMsBEolHI8wWSS Bic réfBoRakrvellthadBink iafd pedbrmh backupeoackup.
Each server of the present system may include engines for performng

vario functions for . { For exanple, as shown in Fig.
14, eg‘lc a?g%@%tﬂﬁﬁ@er?%(sﬁu e&%tlﬂétg&eﬁé?lﬁe&%%ﬁp& a Tape engine 138 and a

Dat abase engi ne 140. These engi nes performthe V\fl’k| (}ad for the resent
system pr oe¥ISPIE affhe RIseRioY TG 1B Wﬁﬁldaﬁaglflﬁ% 08 PETGTRDEPERLS 1ons
updating information regarding performance in activity |ogs and dat abases.
The j dbr bagiuperegiors etss &or pxdusplepstshewndib Figaddiecagh server mes inghidead ohgnaigeand
tinmes. The job engine scans the job queue for a job that is ready to run,

and t hess, sGRPs endind B 4iRl ADabRkicakie 1lanTheve. engarh pedome therworiioad foihthej ob
engi ne can be configured to suit each user's needs. The job engine thus

cont r gfSedyp F}gﬁﬁ@%‘ﬂ({)éegﬁn% hlq@mgﬁigé&gébz%c gﬁg Bt 1R rdBsMStiorslandGRRtddIe | Ob

queue ~ regu aunching jo r execution dates and tines are
reached, Var.ious features of the . .job.engines can be user controlled. By
choosilﬂéorglaé‘@é‘?ﬁmﬁ%ﬁr ?%War‘?@‘kﬁyk’fgﬁgmiggﬁ%sg?‘ various options can be
configured. For exanple, as noted above, the job engine constantly Eca S
the job quelke jobrengiappragsases sohsun theoik aneue at the drstgnated dafesend Gmesy diel9

scanned every 10 .
engine scans the job queue for a job that is ready to run, and then sends it to the appropriate

handler. Each server running the job engine can be configured to suit each user’s needs. The
job engine thus controls the execution time of jobs in the job queue. It scans the job queue
regularly, launching jobs as their execution dates and times are reached. Various features of the
job engines can be user controlled. By choosing a select configuration menu, for example,
various options can be configured. For example, as noted above, the job engine constantly scans
the job queue for jobs that should execute. By default, the job queue is scanned every 10
seconds. To change this time interval, the user can specify a time interval number from 1 - 999
seconds. The retention time for done jobs can also be controlled. That is, jobs with a final status
of “DONE” will remain in the job queue for the time specified in this field. By default, DONE -
jobs are kept for 24 hours before they are deleted from the queue, unless they are recurring jobs.

To change this time, a number between 0 and 999 can be input.
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seconds. To change this tinme interval, the user can specify a tinme interval
nunber from1l - 999 seconds. The retention tinme for done jobs can al so be
control | edo 0Blwas245s, jobs with a final status of "DONE" wdi/uSvenwism i n the
j ob queue for the tine specified in this field. By default, DONE |obs are

kept for Zﬂ‘hg%ﬂ'téxf% 16 fhbigYe 8 AcHeHPL 68 whidheahhe vikiesisby thelieas THeey are
recurring jobs. 0 change this tinme, a nunber between 0 and 999 can be

i nput ., 14. 03/ 005245, PCT/ USQ2/ 2 LAY [ e an
A@tivﬁfévﬂggkﬁﬁP@ﬂmﬁ&#bBEMVPé&SHt%@éﬁﬁ8£8%2§¥%#ﬁgh%§t?3??§”E§§h§%ntains

i nformati on about all of the systems activities. By default.. notes,

war ni WgEnings ané errersghatipgeurgdheruppas the RTAFERG Syt e;mé’@am t%ﬁ“i“@ﬁ?’;ﬁﬁegf’ in
the Activity Log. To change the types of nessages that can be nmintai ned

i n t hehdkiths typed ofymesshgesibarcas he nepwaingy it the Adtiyity degrigewsenses specifidhe” so
that no nessages appear; "Errors" so that only errors that occur while

runni agidvige RERREN NENS1s8 thabinb |m@§i%%§hppéhy§ﬁiﬁﬁdigsso&hﬁrd’rﬂy stros thathatur
war ni ngs an% errors that occur while running the present systemwil|

glplpeﬁ(rg&{hélé%éé?xg itk%r?ée%ﬁ%ys&n%l?ﬁﬁegf;mﬂﬁﬁ & EifordSoathlw ﬁirfé@)ané errbRRat

errors occur I'T'e running the present

systemw || appear; "Debug" so that bug i nformation. appears ich,can be
med FH ocryr U8 NDISED S Wi APRctbe NG VLTS 2F B BB, LrEeres
comruni cating with and controlling the storage devices. The tape engine

sel ectise défaulteaiue)sortbaicdionotess wartjings, antherors $hat ppeirivple rapping éhe RIESAE f i es

all the storage devices that are connected to the system and activates them

when ay§tel wisl Spasrt eDebuglhafigit debidiafaantivy eppiarowhioh cambe tsgddoengi ne i s
not recommended. Nornmally, a default configuration is used, except for

troubuﬁﬁgggﬁ&ﬁgmgﬁégg%gsé However, the present system provides various

t ape engli ne optl "Level" option is kept at the default ("None"),

the The tape engine is responsible for communicating with and controlling the storage

devices. The tape engine selects the device needed for a job. That is, the tape engine identifies
all the storage devices that are connected to the system and activates them when a job is started.
Changing the configuration of the tape engine is not recommended. Normally, a default
configuration is used, except for troubleshooting purposes. However, the present system
provides various tape engine options. Ifa “Level” option is kept at the default ("None"), the
user does not need to specify anything else. However, if desired, the following values are
available: “None” (default) in which no information is logged. If the default is kept, a Tape
Engine Log will not appear in a Job Status Manager. If set to “Detail,” each message sent by the
storage devices will be logged, with the system monitoring the tape engine and logging all
information received. If an “Engine Log” option is selected, the Tape Engine Log will appear in

the Job Status Manager. If “Output” is specified and "Detail" is set as noted above, the user can
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user does not need to specify anything el se. However, if desired, the
follow ng values are avail able: "None" (default) in which no information

i s | oggedwd fz3/hkmsdefault is kept, a Tape Engine Log w |l lpdiatsoappgar in a
Job Status Manager. If set to "Detail,"” each nessage sent by the storage

devices will be logged, with the systemnonitoring the tape engine and
| oggi \pecaly wherenthey want the nressagies aait. |Tﬁlea1ﬁer'<EH§P?f‘éf&LQ¥t?'°fc§%ft‘ FOE‘HWF -sngbt ed,
the Tape Engine Log will appear in the Job Status Manager. If "Qutput" is
speci Scedn andiFildahaitich tade $igd nessaged @rd redvodes] intthe TepeEnganLagasneelh3s 005245
PCT/ US02/ 21050 specify where they want the nmessages sent. The user can
speci f¥in@REnd% atlﬁéggagkg(ﬁ“qa gEr_ll%\iﬁé’Mbssa%%RﬁﬁﬂoﬁﬁdIfl‘_‘sllnﬁén Oyl gfectrasie tHehe

nessages “are recor pe Engine Log as we as being sent to a
DCS box (a Tape i.ne_ Message w ndow) . J4f "Scr . Y eck fied, the
nmessa qssga&%a‘géﬁlﬁqg&hete#é’%%&:fﬁfsﬁge m%ds?gvg%rﬁ i ﬁg?\}v%‘?"% 1SISSP éﬁjl}%’éh%ﬂ y' is
specified, the mnmessages are recorded in tfg@aﬂTape En iq koqg nl.g. The user
can vinesssageearraprordasignsibe Tape Epging hee oy Sthauset R?éh‘é{g@r ne Aft el?ﬂ% SEPBHY
performed within the systemare recorded by the Database engi ne. The

Dat ababeJodbrifjatne Mamagersponsi bl e for nmaintaining a history of files,
directories, drives, and nachines that the system has backed up or copi ed.

The Dat abasgl) pdhtihsiperBhial WRERARS byatein hrecaraedbpilRiDgabaeé eging.i The about
the jobs that have been processed by the system such as the job type,

| ogs, ﬁggoa%% ?%ne;ﬁzgs!ptongﬂf% t{)p&aﬁfteﬁjﬁ]ilhgﬁ%’stéré/}?ﬂtfﬂés’]ﬁﬁeagriég Qrik@Qbgng The

Dat abase e marntal ns a tory e nedl a used by the system
such as its type, its nane, the date | s first formatted, the it
expi r d8ackigs thab thesysiepniaasacked upmy, é’oﬂ&ba\@gg Papabasq MG é'1LS°§ pspepeip ?egftgf
information for all jobs processed. Sone of the job informatign save
i ncl udesintatmng infdremtiandbowithe jobs thas bavedresn persgssd brdbe systeny Speiees thep
restored, jobs that the present system has processed,

type, logs, the final result and the start and stop times of the jobs. The Database engine also

maintains a history of the media used by the system, such as its type, its name, the date it was
ﬁrs.:t formatted, the date it expires and the sessions on it. The Database Engine stores statistical
information for all jobs processed. Some of the job information saved includes what files and
directories have been backed up, copied, and restored, jobs that the present system has processed,
storage devices and the media used for the jobs.

Various database engine options can be user controlled via a user interface. For example,
a “Minimum Free Disk Space Required (M Bytes)” option allows the user to specify the
minimum amount of disk space (in megabytes) the user wants to reserve for the system database.
By default, 5 MB of disk space is specified. To change the amount of disk space required, the
user can specify a number between 1 and 10. An “Enable Database Pruning” option can be set

so that information regarding the files and directories that were backed up or copied in a session
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storage devices and the nedia used for the jobs. Various database engine
options can be user controlled via a user interface. For exanple, a

"M ni mum Wwigag/kak Space Required (M Bytes)" option all owpdiiagsopsfysot O
specify the mninmum anmount of di sk space (in nmegabytes) the user wants to
reserve for the system database. By default, 5 MB of disk space is

speci foaade detstashehagalatabascproning isondBydetaylichis ariion s seleqipd 1 BE‘%' e HRe
speci fy a nunber between 1 and 10. An "Enabl e Database Pruning"” option can
be setup spacé hahe dnhiesatild. ddowewsy e ngertrhay find # sisefbitodiet this opticasoff rmordeer e
backed up or copied in a session 16 WD 03/005245 PCT/ US02/ 21050 can be
del et ed M%}MB Ab38&1 RESHHBGn] Br AlktorB FHBSRUS ht-a Thltk HnRDTHONeveS, i Slodtd B,

in order to free up space in the database file. However, the user may find

it useful.to set this.optjon off in i } . { e

| nf or bR Roriritd PRl BRusb s dpitihe bRt S6RE A Bitme, | 1
noted that not pruning the databgse can nean thaf the base il up
qui ckiXatabaseBegprds Qldar Jihas e PoEDT @ption Hectivh %lylft %&(@gﬁ%a@ﬁ gapémé%t i ve
only if the Enabl e Database Pruning option is on. The user can specify how
| ong tdpgiomesond Fieawérctahapéaifytoev hagdeseotdshonld bietinitie dadatase befordsly is

default, the record will be deleted (if enabled) after it has been in the
dat abagetb@" B3PdersldY the réoraRANGR deltted @NEHablea] aftdriPhastteen ustie datdasfREBOY a
nunber between | and 365. A "Run Database Pruning at _" option is active

onl y i(iayts.h%’otlcggx?%lntg% RAEARR LML BPIIeORy 2 himBE: beFRbeh b@ﬂgggg Alkgys the

user to-specl e prunl’ng operatron 1s to be run. t,

i i f bl ed), will . - 00, A “Del ef e .Medi a- Rel at ed, .
ot abagetheseaaaneRl  GHoR 1 B S T | o aSs TS AtE QoRabas SDnEHS  he

user reformats or erases a nedia, the present systemw/l| delete the .

r ecor deptian alleavsdhe udsatespepidy When the prunisgoperatiopis. to berfp By Aefaylhinsuring (4

step, however, can be tine-consum ng process. Accordingly, the user can

sel ecterdabted) Rell etairfetl:00 AM. A “Delete Media-Related database Records ONLY when
Pruning” option may also be provided. When the user reformats or erases a media, the present
system will delete the records in the database that pertain to the tape. Performing this extra step,
however, can be time-consuming process. Accordingly, the user can select the “Delete Media-
Related database Records ONLY when Pruning” option to postpone deleting these records until
pruning is performed. A “Submit Database Pruning now” option allows the user to immediately
submit a database pruning job to the job queue with the specified parameters. An “Enable
Remote Database” option enables the server to use a remote database as its database, regardless
of the remote database type. This database can be used to submit a restore job to a local
machine. Configuration of the remote database is performed here as well. The user enters the

Server Name, Login Name, Password and Server Operating System type of the remote database

the user wants to enable.
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provided for each completed job.

A Devices manager displays information about the storage devices and media. The
Devices manager allows a user to change a drive’s compression mode, and perform media
functions such as compression, formatting, erasing, ejecting and retensioning.

A Report manager generates reports from data in the database. Various reports include
information about schedule policies, media errors, sessions, backup devices and media policies.

A Media Pool manager manages, creates and maintains logical groupings of media for
easy identification of backups, allowing efficient scheduling of the maintenance and recycling of
the media. The user can design media rotation schemes to suit the particular archive needs.
Reports detail the media information for media pools used in the rotation schemes, including
media status and session information.

An Alert manager sends messages to people in an organization using various methods of

communication, regarding events that occur during the functioning of the present system.
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A Report manager generates reports fromdata in the database. Various
reports include information about schedule policies, nedia errors,

sessi ons, wigagkuasievi ces and nedia policies. A Media Poolpagmanagefosoanages,
creates and maintains |ogical groupings of nedia for easy identification of
backups, allow ng efficient scheduling of the maintenance d recycling of
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particul ar archive needs. Reports detail the nedia information for nedia
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information. An Alert manager sends nessages to people in an organization
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whenever a user backs up the systens hone directory. A user can select to
backupelebied dattablape files in every backup job regardl ess of whether the
system hone directory is selected for backup. The present system al so

of fers severlprésent sybteSalidatfere 36veal utisieies that caarteasellitd emnagofiles.eRampl e,
dat abase recovery can be performed, should the data in the database be
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opt i onrthe @atglpe@@,iowyrvgltgg existing dadahgpefilepeA user can use this utility any time the database

files are lost, such as during a disaster like a fire, flood or machine crash. Several advanced
database recovery options are available, including an option to specify a date to restore the
database. In this case, the database session created on or before this date will be used for backup.
Another option allows the user to specify media options for the job. Another option allows the
user to run commands or batch files before and/or after the restore job. An option is also
provided allowing the user to determine the level of detail to record in the Job Queue Log.

A merge utility may be provided, allowing information to be inserted into empty slots
within the database. This function allows a user to restore data from a different server than the
one where the database resides. For example, if a database backup was created using the present
system on a different machine, the user can use the Merge utility to get the media information
into the database in the systems home directory. The Merge utility thus allows a user to take a

media that contains one or more backup sessions and append the information from that media to
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dat abase. In this case, the database session created on or before this date
w Il be used for backup. Another option allows the user to specify nedia

options fip d3wesiueb. Another option allows the wuser to rygeTagemwANEs O
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usef ubpéktiomt ai | i nformati on has been pruned fromthe database. Advanced
merge options include an option to specify nedia options for the job, an
option to rABcachIvRGtSovidedafamadtionh@botisnymeedimbiicknp a¢ssionst Fech sdyrcethat
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single ssion or an entire nmedia. Results of a

scan job_can be seen in the Job Queue. This functi i partic I
usef ulparticutarlysesell &f 3 wpr HTHRE YOJEBRMEF 25T e S diee i fer?glﬁaé‘*‘ﬁ%st
recent backup of the database so that it can be restored. A user can_al so
use t hf {iScdmaliasaco itmhitichn béesgtonetht A aiser ean alsoruse the Jqap &angtiendf (hey avaphea kisly
up. Advanced scan options include an option to specify nedia ]

of the files that were backed up. Advanced scan options include an option to specify media

options for the job, an option to specify some general options for the job such as to scan files

with CRC verification, or to enable database recording, an option to run commands or batch files

before and/or after the job, an option to determine the level of detail the user wants recorded in

the Job Queue Log and an option to send messages about events in the operation.

A compare function compares the contents of a media session to files on a machine.

Results of the Compare job can also be seen in the job queue. A user can use this feature after a

backup to verify that the backup copied all of the files to media without error. Advanced

compare options include an option to specify media options for the job, an option to specify

whether or not to enable database recording, an option to run commands or batch files before

and/or after the job, an option to determine the level of detail the user wants recorded in the Job

Queue Log and an option to send messages about events in the operation.
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options for the job, an option to specify sonme general options for the job
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the user wants recorded in the Job Queue Log, an option to scan files for
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events int rge nction allows a user to delete files and
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files before and/or after the job, an option to determine the level of detail to record in the J ob
Queue Log and an option to send messages about events in the operation.

A copy function allows a user to copy files from one location to another. For example, a
user can run a copy job on a local machine to store files and directories on another machine that
is going to be backed up to media. Copy options determine related actions that occur during or
after the copy operation. For example, an option is provided to specify when to retry open files
and file sharing options. An option is also provided to specify whether or not to enable database
recording. Another option creates a mirror image of the source machine on the destination
media. An option is provided to copy files and directories from the source machine delete all
files and directories that do not appear on the source machine. An option is also provided to

delete files from the source machine after copying to the destination machine. An option is
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such as to renove directories or enabl e database recording, an option to
run conmands or batch files before and/or after the job, an option to
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i's, thwpmisedentusaysiceted optioheBadishilgathgttioe date acresspdraligdstrearss, thiaapprofich
backup for a backup job, based on the availability of tape devices,
aut ongidafidkdduce the 'ﬂmei’r@?ﬂﬁﬂsﬁr B&k@{) YpEatiow, Fdc8rer9pifteOa catBytrophict Ioswili ng

e

t he data across paral streans, this approach
also be faster, since all available devices collaborate to restore all or most of the backup data at
once.

Multiple streaming thus allows users to take advantage of all the available tape devices on
the system, by splitting a single backup job into multiple jobs using two or more of the tape
devices. As a result, multiple streaming increases the overall backup throughput compared with
sequential methods. If more than one drive and more than one volume in the system are
available, the user can choose to utilize multiple streaming.

Multiple streaming works for both local and remote devices. Backing up a remote source
using the multiple streaming option is supported at the node (computer) level. A user can use all
of the storage media devices, or can specify only a single group of storage media devices (if there

are mixed types of storage media devices in the system). If a library option is installed on the

system (as will be described below), multiple streaming (when selected) will use all of the
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greatly reduces the tinme required for backup operations. Recovery after a
catastrophic loss will also be faster, since all avail abl e devices
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i ncreases the overall backup throughput conpared with sequential nethods.
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The system can have as many jobs running simultaneously as the number of

devices/groups that are on the system. When a multiple streaming option is selected, when one
master job is created by the user, it will trigger slave jobs for as many volumes or devices of
storage media as are available. When a job is finished on one volume, another job is executed
until there are no more jobs to run.

When utilizing multiple streaming, the user may wish to select a media pool, to prevent
tapes from being overwritten. Separate tape devices should be configured in separate groups for
regular drives. For tape systems with changers, they can be configured to be in the same group.
Canceling a master job, implies canceiing all the slave jobs. The user can cancel the master job
or any one of the slave jobs to cancel the whole multiple streaming job completely. As described
herein, when a job is put into the job queue, operations may be performed before or after the job
is performed. For example, messages may be sent to various personnel, etc. These are referred

to as pre/post operations. The pre/post operations and comments are supported at the master job
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servers and Wndows NT/2000 Cient Agent. The system can have as many jobs
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is created by the user, it will trigger slave jobs for as nany vol unes or
devices of storage nedia as are available. Wen a job is finished on one
vol unmeveRNTHaRB! pre@dsi Gpeatiaii twetl notié pérfdrined dorgaeh staveyote Instoad, tiee prefpostthen
utilizing multiple stream ng, the user may wi sh to select a nedia pool, to

Pr evepherafi G5 fdr e ib@ﬂ)r@éﬁeﬁf‘(@cr)itﬁé SnplAB RSy BHaBspRRRAIRY s18RSjoBHRYLA be

configured 1 n separate groups r regular drives. For tape systens with

changers, .they c be c igured to be.in the sane n. n { a
nast e ajabfﬂ?VﬁiJﬁB Wﬁﬂgaﬁ%ﬁggflfa}lﬁ&ba%sc‘?mbonslpg@e 0j%oq(')'1 ue ‘fﬁ%‘qﬁ@ F tt%%h?\gﬂajﬁ?gl t he
master job or any one of the slave jobs to cancel the whole mJlttL |l e

str ea&TjﬁéﬁMﬁJ%Mf@ﬂﬁWJ@B [8H2%; wihstedVIIP & e masie dob i qudghe St ignt o the
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per f oseqEncdidr Tax MyltieStresrsaaRasyilityignasehif thesystam basorggose siosige madia
These are referred to as pre/post operations. The pre/post operations and
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| evel . That 1s, pre/post operations wll not be perforned for each sl ave
job. Instead,..the.pre/post operal f t he
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default_job description in the job queue with this pattern: MILTI STREAM
[JOB [hfipgd SUBJOB [SID], where MDis the master job id and the SIDis the
sequence id. The Milti Streamoption will be ignored if the systemhas only
one st or ag&Figrddiina floevihad. for desoribtivg atpultistrgany backiip HpthoAdaePERE R Ahnce with
mul tiple steam ng jobs, a high-end server nmachine with multiple processors
and ateniRaghek 56thBréRADdiYcIpare.PIroSieS SO theyerlveates a master back up job. In step
S4, the job engine scans the job queue, looking for jobs that are ready to run based on their
scheduled run dates and times. In Step S6, a determination is made whether there is a job to run,
based on the scheduled start times. If it is not time for a master job to run (No, Step S6), the job
engine continues scanning the job queue until it is time for the master job to run (Yes, Step S6).
In Step S8, the system splits the master job into multiple smaller slave jobs, with each slave job
corresponding to a backup/restore of a single source entity (file system, database, etc.). The
system then sends the smaller slave jobs to the job queue (Step S10). In Step S12, the job
engine continues scanning the job queue for jobs. This continues until the new slave jobis
detected (Yes, Step S14). When the new slave job is detected, the job engine communicates with
the tape engine to determine if a tape device is available to begin backing up to (No loop, Step

S16). This continues until a tape device is determined to be available. Once a tape device is

determined to be available (Yes, Step S16), the smaller slave jobs are started for each job having
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utilized. Fig. 15 is a flow chart for describing a nultistream back up
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(Step S20). _The job engine_then sca s the job queue . ne sl ave j ob
and the pr o@@s@eseﬁlé%%mm Gapghlp o 2 Pﬁ’if%“?‘l%ﬂﬁéerﬂ‘é‘%é pp@’ &rﬁ?&e
determnation is made whether all jobs have been corrpl eted. If not
conpl dtditiqusbbacBip peld20)ssuesor pystare 9dmigsiraiorsc Spryerless Haskuppllans 3 b¥kihg
for a slave job to perform (Step S12). If each slave job is conplete (Yes,
Step BformttiekiisOsi@SSlmost zero impact to the system CPU and allows applications on servers
to continue to run while the backup is in progress. Serverless backup eliminates the need for a
backup window, giving the highest possible backup/restore performance and allowing
applications to continue to access the data while the backup is being performed.
Serverless backup is implemented using the industry standard extended copy command,
and supports SAN environments with devices that support the extended copy command.
By using the extended copy command, serverless backup effectively eliminates the
server completly from the data backup transfer path, and achieves direct disk to tape or tape to
disk data transfer. Initiating the data transfer is the only activity that happens at the server level,
with the actual data transfer happening at the Data Mover level on the SAN. The serverless

backup according to the present disclosure transfers data between disks and tapes using “Data

Movers.” Data Movers are devices that support the extended copy command, eliminating the
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ends (Step S22) and the nmaster job is deened conplete. At this tinme, any
post job operations may be perforned. The present systemis al so capable
of perf orwiong/eeuyer| ess backup, which solves many tradi ticamaso2zhaskup
rel ated i ssues for system adm nistrators. Serverless backup allows a user
to perf&rn1backup wi th_al nost zero inpact, to the system CPU and. al |l ows
appl i el Erdragingdhe date alkihe @ tq thgserver.Aghicyimeg the shestest:datapath.s This
progress. Serverless backup elimnates the need for a backup w ndow,

gi vi ngenhheceh ithphteskup personnianch earisidetabys tand gighds the highestepoasitileddatlowg/regtore
applications to continue to access the data while the backup is being

per f orspeels. a1y Sldvasthe ApslidaBohstol JERRNRIAREesH Shebrid?e wihild usd Bakksd andar d
ext ended copy conmmand, ~and supports SAN environments with devices that

suppor . : ] d nd,

cer voreb @S, I ERAEHOEARY CRTIRIThe dlot PRAE LSO B OB SRORTT,
data b kuig transfer  pat FB&Hz(ind achieves direct disk to tape or tape to

di sk nispratozs Qperiofnd bk IRPHAHE UG a transfer is the only activity that
happens at the server level, wth the actual data transfer happening at

t he Data MoAmexieplelofarsysthm fopserveriess bankvp iy $wavn indaguld. abchosing thetsystee

present disclosure transfers data between di sks and tapes using "Data

Mover sinélulled Seriviry @ 56a-a56n, sk 4R 15D ahd dudkuprstorhfemediadisdechiciomy ationmand,
elimnating the 25 WD 03/ 005245 PCT/ US02/ 21050 need for bringing the data

al'l t hi%téf@c%n%&fe& BE 128§ XRfvia leggrhgs\élb&gné%rléfw\gﬁﬁh i ifciRat Routdy, Erg(llée‘é%f‘anc es

the backup perfornmance consi y, and yields the~highest possi
he sertept iy doeie cinblAY o i rin BBate ShdBahCeRERa] ofi mnat os
the need for a backup wi ndow, and allows systens admnistrators to perform
a backup atTea§AN sppports “extended copy” in which the data can be sent directly from disk array
152 to backup storage media 154, without having to go through a server. As shown by arrow A
in Fig. 16, the data path for the backup of data starts at the disk array 152, travels through the
network 160 and arrives at the backup storage media 154. Since the data path does not include
the use of a server, the backup is considered serverless.
The only way that the servers are involved are to receive data regarding the backup. For
example, the servers may communicate with various portions of the system to get metadata about
the backup, etc. The servers may also be used to start and control the backup process, but the
data being backed up moves directly from disk array 152 to backup storage media 154 without
going through any server's CPU.
One aspect of the serverless backup is based on parsing file-mapping tables of each

volume. Fig. 23 is a flow chart for describing aspects of serverless backup according to an

embodiment of the present disclosure. The system first opens up the NT file system (NTFS) root -
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An exanple of a systemfor serverless backup is showm in Fig. 16. As shown,
the system includes Servers 150a-150n, disk array 152 and backup storage
medi a 154wehidghszase all interconnected on the SAN via a Wa@u®spesdonet wor k
160 which may include routers, bridges, etc. Disk array 152 is capabl e of

storing data fromvari ous workstations (not_shown). The.S u orﬁ:a
" ext endReaoBn AR shiugtugmiSier ST, prrses the rarpe it @ljpcaiiondelles of ¢35 P tdy 152

to backup storage nmedia 154, w thout having to go through a server. As
shown aogt fads out alribites Bf gachiffle ($tep SAd). aUpern ¢xaignatidveofhe Ritpbwies efzaeeh Hleart s
at the disk array 152, travels through the network 160 and arrives at the

backuph& Rk BettRihés WhédherThe 68 fshesidtak or Ac fesideps(Seqt ST6)clifle fild e use of
a server, the backup is considered serverless. The only way that the

servers..are {,nval v re.to LV id%g t (NP St
oxcarpir e o R ok IR R S B REUR (TSI et
get netadata about the backup, .etc. The. servers al e used.to start
and ¢ o#?t@ ofhesy Etelﬁé’@klﬁ"’d"ﬁ)&ﬁ éﬁ"s attriyie (qriadribpigs)y a%@ﬁeﬁg‘g gb?c‘%g?jﬁ&ﬁk tebse?Ong
directly fromdisk array 152 to backup storage nedia 154 w t hout oi ng

t hr ough tleen§iledStep &778) tiGRUNaPies thepatite wilump foradl fles resising e gy olungised on
parsing file-mapping tables of each volune. Fig. 23 is a flow chart for

descr id@hgﬂetaﬁﬂl@(ﬁr&e&fons Y LEYREH sty Alchibditivn thible {RA TY fiboxyistoamst thef t he
present disclosure. The systemfirst opens up the NT file system (NTFS)

root 26\ &%&&9@%@%{%&%&%@&& tHd mts@ﬁaanan@héisersuﬁﬁlgrs%&@ B8R S70),

parses”t he sane a ation tabl és of each file (Step S72), and finds

of cadtirtiiies backip SE5E exlepid SridEolir e ENEPP IR et BT oS

resident (Step S76). If the file is resident (Yes, Step S76), entire

attributes A5 sosucikdisas feMEBrSgby prepent sytierp Opprichyolps, (Sispy$2), reads in
the boot sector (Step S82)and gets the bios parameter block (BPB) (Step S86). The system then
determines the sector size, cluster size, file record segment size, clusters per Index Allocation
Buffer (Step S88).

The system traverses the root directory first (based on the file reference of root directory,

the system reads the file record segment for root directory), depending on the index root entry
(Step S90) and determines if it is a file (Step S92). Ifit is a file (Yes, Step S92), the system will
examine the attribute of the file (security, data attribute etc), and backup the corresponding value
of the attribute. A determination is made whether the file is resident or nonresident (Step S96).
If the value is a resident value (Yes, Step S96), the system will backup the file record segment
containing the attribute. If it is non resident (No, Step S98), the system will figure out the

LCN/VCN (runlist) and remember the information (Step S100).

If not a file (No, Step S92), other steps are performed (Step S102). For example, if the
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S76) , the system backs up the file attribute (or attributes), as well as
the data bl ocks that belong to the file (Step S78), thus mapping the
entire volwg®nobemsall files residing on the volunme for comhede2taba
protection. On a system supporting file allocation table (FAT) file
systenms, the systemcan translate the blocks by translating the FAT
schenteot Ehiry iemudex-hode, etsystem wilk lodBdntoeintesalldsati pttuibutey 16t pdingctonpy
technol ogy capabl e of providing file level restores. As shown in Fig. 24,

for ESysteAEwR! 85&5te thictpR MOdifRRtord Tht yydterh Siil pheplatld, alk @helsclustersf Whichoot
sect or tep S82)and gets the bios paranmeter block (BPB) (Step S86). The

syste size, cluster size, file record segnent
si ze, mﬁt%bz'?%P%q S?E'QP Q%g QI Ibgtggdﬁ)l on Buffer (Step S88) The system

traverses the root, di.r sed on the

directory, Axfhevayjadig e‘g’ﬂfﬂf@&?égﬁ?&%ﬁ% ?‘nt Oﬂlﬂ?ef%t §E?zﬁe{:eta§§%
dependi ng on the index root entry PY}%‘Ste p S90) and determines if it is a
file (i8tkgtsedyr (Stép $106) endigdts the BRE (StemSd p8)sdEhe system 1e9ds Brihewqat dirgstarni ne
the attribute of the file (security, data attribute etc), and backup the

cor r egPRpE1NQ), vl besed@h catteeriyt ini theitodt, the dyttam mayatarserit di€ferandly. Hoet her t he

file is resident or nonresident (Step S96). |If the value is a resident
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o0y . By (ofen b o et sttt 15 80 S B EARL S b Rl PRl 31671 55, °
L 8 a2 T A ORU L0 o BRI 5 ol

a directory, the systemw | traverse through the directory. The system
will t(BepSi@d)all other clusters, which are not in the list yet, based on
a bitmap.
For a snapshot, before backup, the system flushes the volume’s cache. The system then
freezes the volume (e.g., takes a snapshot) During a backup analysis stage, a snapshot driver
will return the original data to a Serverless/image, for the actual data backup. For the serverless
system, since data movement happens to the raw disk, a data mover may not be able to give back
the original data. Accordingly, at the end of serverless backup, the system may ask the snapshot
driver to give all the original data of the modified clusters, and the system will apply that
information during restore.
Another example of a system flow for performing serverless backup is shown in Fig. 17.
To accomplish serverless backup, the present system obtains a static view of the disk array 152
or portion of the array (Step S40), maps the blocks of data on the disk set to the files to which

they belong (Step S42) and moves the data directly from disk array 152 to backup storage media

154 (Step S44).
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As shown in Fig. 25, for FAT/FAT32, the system opens the Volune (Step S
104), reads in the boot sector (Step S 106) and gets the BPB (Step S 108).

The systewg@adsasn the root directory (Step S 110), and gggseshoiseach
entry in the root, the systemmy parse it differently. For exanple, if it
is a sub directory(Step S112), the systemw.l.l deternm ne the cluster chain
of the dimeydenty opteinepstatia yigy ofithedatp in Eh?glwyp g‘?tﬂf?ipn% R Bay 852 angd
traverse through it (Step S 118). |If it is a file (Step S 112), the system
wi || ke mifer dysent | Ais erimpleail a flofv fohebtaidieg astatig vewralithe dpfadn thegligy S120)
For a snapshot, before backup, the systemflushes the volune's cache. The

syst e%@lgtﬁhfgie BRKEE ﬁqiﬁbﬁsyé&gxg [Bh6®n h Figl 2B Fird, RanEhat) edblishal @tégackup

anal ysi napshot iver wll return the original data to a
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to give back the original data. Accordingly, at the end of serverless
backupiensplit (SieptE¥may ask the snapshot driver to give all the original
data of the nodified clusters, and the systemw || apply that infornation
duri ng resiabther Aagtdebtai ecapl intosiss nsnapshotv Inghissase, 8 s Bdtigeld ess
backup is shown in Fig. 17. To acconplish serverless backup, the present

syst e?ﬁé%?&t@fn@%s?st@%saéﬂycapﬁii@aﬂoﬂﬁ wiritifg € e disk @yepl S52) and tipardreaes thé t he array
(Step $S40), maps the bl ocks of data on the disk set to the files to which

t hey I t 2) and noves the data directly fromdisk array 152 to
backu%gaé)g%géséep?g& ‘a 154 (Step S44). 28 WD 03/ 005245 PCT/ US02/ 21050 In

Syt em may HHeeCmBaRvE AR ooy Pe R s aare by Wb AR BT g
a static view of the data in the disk .
transferred from the disk array 152 to the backup storage media 154, the data may be transferred
as blocks of data as opposed to being transferred as files. Accordingly, in order to eventually
restore a file, the system creates a table or map identifying which blocks belong to which files.
For example, as shown in Fig. 20, File A consists of data blocks A, B, and C. File B consists of
data blocks D, E, and F. When the snapshot or split mirror is created, these mappings will
remain constant until another split mirror or snapshot is created. The present system creates the
table or map recording the data block associations for File A and File B. When the user then
attempts to restore File A, for example, the present system looks up the blocks associated with
File A and restores them. That data blocks being sent from the disk array 152 to the backup
storage media 154 are directly transferred using the extended copy command.
When restoring data from the server-free backup system, the user has the option to restore

the data on the image level for restoring the entire drive or on the file level for recovering

individual files or directories.
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array using a backup mrror systemis show in Fig. 18. First, the mrror
Is established (Step $S46). Next, any applications witing to the disk
array arewsktmmposds(Step S48) and the mirror is then spli tpdrarsep2850) .
Anot her way to obtain a static copy is to use a snapshot. In this case, as
shown in Fig. 19, the systemfirst stops any applications witing to the
di sk (Step S@Bpa@ddveﬂ estore cepicetheteméire inrage dhack froBtthp bagap, starhge mpdiadidnow
has a static view of the disk array to back up. Wen the data is being

t r ansftenthedisk afay 132 MieIkva héstore hot i likb @ohaevadfreeirosians, copding thédeledtbd
data may be transferred as blocks of data as opposed to being transferred

as filgs : estore a file, the system
creates g) gfélg?)o?&néswr e%%ailﬁgtwrﬁaﬁ&%ksbbel ong to which fil es For
exanpl e, as..sho in F| A consi sts o

File B consi&PE %Tnln"c?ﬁ?g ‘fﬂ%BédVgr %ee T?Stoﬁ‘??d prwg%yﬁ{?gl %rﬁ?;\tS%S?apSEé Qﬂlsplt‘t
mrror is created, these mappings will remin constant until another split
m r r ormgrordp apitivhe ilafa it going & berrestopede it thy prespteraiamaises Hie exiedre cepy map
recording the data bl ock associations for File A and File B. Wen the user

t hen aniresd ® regoreald buckedrup dath, difeotly &xantht ackupetqragsmetiashpdtte diskdSks up
the bl ocks associated with File A and restores them That data bl ocks

bei ng sent iy RELbHR-RbGibedldnibbdiments qnyfaﬁpmﬁlsﬁbownﬁhgr@aﬁ d¥Re arelsadpprie
directly transferred usi ng the extended copy command. Wen restoring data

from t\;}ﬁ %g r?ﬁ éOt q?gr}}%aecqw e 31){5% %r&k hﬁﬁ%%r {}Sfea@j Ia?sth%lh%r{hé %ﬁlﬁ?tfl% | et he

data on res ntlre rive vel
PCT/ USHBHpa e diei e geory @Qteer?léé) %ﬂa? BB v RO TR BE B R
t he backup storage nedia 154
to take the snapshot or image. For example, the system can synchronize the drive 152 and wait
for a period of write inactivity to the drive 152. By default, the period of write inactivity the
system looks for prior to freezing the drive (e.g., taking the snapshot), is 3 seconds. However,
this period can be user modified if desired. If the specified period of write inactivity (3 seconds)
cannot be found, the synchronization times out after a specified timeout period (e.g., 80 seconds)
and the freeze request will fail. The specified period of write inactivity is the number of seconds
of inactivity what should occur on the drive before the drive is deemed safe to freeze. The
timeout period can also be user modified if desired. After the drive is deemed safe to freeze, the
snap shot or image of the drive can be performed. In this way, applications are not forced to stop
in the middle of processes they may be performing.
The present system may also include GUIs for managing one or more tape libraries. A

library is a device containing one or more tape drives with an automated media delivery system,

such as a robotic picker, which allows large amounts of data to be backed up without manual
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to the disk array 152. File level restore acts just |ike nonserver-free
restores, copying the selected file(s) fromthe backup storage nedia 154
to the diglo @osms152. To performimge-|evel server-free pEastwpessot he
present system creates a snapshot or split mrror to which the data is
going to be restored. Next, the present system uses the extended copy
comainderyventiams A tibrarh map amdtetd vapouscempiineats inglufingnBeisedpHR Kifi heditspag e
media 154 to disk 152. In the above-descri bed enbodi nents, any applications
Wi ti Bgppotts §H)E THE bMBsnt Yy femlcaRpas thobrrtaledDsi0apsdkly lovateiindigival media byr i ve
is taken. However, instead of stopping the applications witing to the

dri Verecahnl%ttgé E%%Q&% %&‘&E&{B ; g 8fe'dga‘r? ﬁ%ﬁ%ﬁ;g&%& fn]@gxdfa 8he 8r Riofd BbsAnder | od

i n whi ake e snaps I'mage. exanp e system can
synchr og)iz_zs% the drive 152 and it for erio
1t

f N i i Vi th
dr i ve (OrSns)Syhere0RE IOF MOFHEORRE PiGieTa8e Wﬁ’?ég‘il%‘aaé?‘??% ?‘éﬁl%‘i%elsgc’?%‘f A

prior to freezing the drive (e.g., taking the snapshot), is 3 _seconds.
Howev gicker iy e peaviidad thairmées thsestonagel e duits bgbusandhe mlaga%l%ﬂgﬁéé’@afﬂileed
period of wite inactivity (3 seconds) cannot be found, the

synchdarés, afhlibradyRsy Bitudabheor morpdives iivd devive that trpesfers dbdcls gp or 80
seconds) and the freeze request will fail. The specified period of wite

| nact ir%s‘.g%%s)i &tiﬁ&g@%@&oﬁl uREEORGer 288 thd@6taky histiarhalibsipedcotanionen t he

drive ore t rrve is deened safe to freeze. The tineout period can

al so be user. .nodified if desire Akter 1 i | freeze,
The. SEABEBTSoRn famkonsrS st ool melgntl, ¥Batd REAIIR R Hirforhfes
applications are not forced to stop in the mddle.of processes th may be
per f oreferrgd torareaysploadass, o5 ghanggisnd)s used BereHe s lgraﬁg AS He6dHg irﬁ%r ﬁe or
nore tape libraries. A library is a device containing one or nore tape

dri vedibmarids oilanysizemat ed nedi a del i very system such as a robotic picker,
which allows | arge anbunts of data to be backed up wi thout nanual 30 WO

03/005245 F@Ti’ol&é%? 42 BO8 hsidered similar to a single storage drive. However, one of the primary
differences is that a library typically uses at least two SCSI IDs: one for the library itself and one
for each of the library’s drives. Some libraries may use a single SCSIID. When a library uses
only one SCSIID, the library and the library drive may each be assigned a Logical Unit Number
(LUN) to differentiate between the drive and library. A single SCSIID is, in effect, split into two
Ids. Using a library has several advantages over the user of individual storage units. For
example, using a library, no manual intervention is necessary during backup and restore
operations. In addition, libraries can contain multiple storage drives and a large number of
media, thus providing large capacity capabilities.

The present system is capable of supporting libraries with multiple drives, as well as
those with single drives. The present system can also support multiple libraries. The present

system allows a user to track and control an initialization process of the libraries from one
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intervention. Alibrary may include various conponents including Barcode |ID
(if the library supports it). The present system can user the barcode ID
to qui ckl wg @matRsi ndi vi dual media by reading the barcodedifdopsethsbo the
media. The |ibarary may al so include one or nore magazi nes (or bins),

where one or nore groups of storage nedja (such t.ape ia). ar.e stored.
A oblsengon graentingeyirve Iprasiesdba PRAREReUeS Al Be Orags ks it izt
bet ween the magazine slots and the drives. The library may include one or
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the conputer or server and the storage nedia. A library can contain one or
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are sonet| erred to as autol oaders, or changers. As used herein, the
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libraries may use a single SCSI ID. Wen a library uses only one SCSI 1D,
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Number (LUN) to differentiate between the drive and library. A single SCSI

I D i sgard afihb1e CdeviceRhadagbmbst fid@ionk dan bdsérftgnred|cohearentlyas sever al
advant ages over the user of individual storage units. For exanple, using a
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oper ati ons. es can contain nultiple storage drives and

a large nmber of nedi th rovi ding |ar capacit ihitdes. The
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an initialization process of the libraries fromone 31 '

which allows the scheduling of library cleaning, providing the library supports this feature.

Libraries can be grouped. Library groups employ the same concept as device groups (e.g., server
groups) except that library groups are based upon slots. Any of the slots inside a library can be
selected to form a library group. If the library runs out of tapes to span to, the user can insert a
new tape, and the present system will be able to identify the tape as part of the pre-defined group.
The present system can inventory new media which allows a user to insert new media into a
library and then continue the backup or restore operation without interruption. Ifadriveina
multiple drive library becomes defective, the defective drive can be marked as offline. This
enables the Tape Engine to continue to operate using the remaining non-defective drives in the
library. The present system can search for a media by name or by a slot number depending on
the user’s preference. The present system provides large library support, allowing a changer with

more than 1000 slots to be displayed in a list to the user. Slots can be displayed in four ways:
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WO 03/ 005245 PCT/ US02/ 21050 location. For multiple drive libraries, the
tape engi ne uses all of the drives for the initialization process. The

present swygi@mo&sso allows for nultiple, concurrent, devi geTEeNaaReNt
functions, including storage drive cleaning fromany specified slot.
Support is also provided for various |ibrary device managenent functions
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non- déf drixds\aes biiny essignad trhanuallyyfthedyivesTinsidp medtedtive Jibtazies chonld ba pssigiedr a
medi a by nane or by a slot nunber depending on the user's preference. The
preseft RoH@ RHaY IrdeexdmpI8Cusubldy HeNlibvatyROESnfigalddbA the néandfRngarinwutiha

nore than 1000 slots to be displayed in a list to the user. Slots can be
di spl %%qhétQhé A li%@f? drive has the lowest SCSI ID number, and the last library drive has the
highest SCSI ID number. However, this may not always be the case. The next setup window
then appears. The user highlights the library and clicks a Properties button so that a properties
dialog appears. The Properties dialog allows the user to specify which slot holdé the cleaning
tape (if present) and if a bar code reader is installed.

After configuring the library, the present system runs an inventory. At this stage, the user
can mark drives as either online or offline. In this way, defective drives (in a multi-drive library)
can be marked as being offline, so that the present system can continue to operate using the
remaining non-defective drives. When the drive is repaired or replaced, it can then easily be

brought back online, by again performing the library setup procedure described above.

The present system also includes a virtual library feature for addressing a wide spectrum
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32 WD 03/005245 PCT/ US02/ 21050 | arge icons, snmall icons, details, and
list. The library can be configured froma Device Configuration nenu.

First, a fvapsbsfasary is chosen froma Device Confi gurat ipgi/ugendiosé\
library setup screen then appears. If the tape engine is rurmng, a w ndow

t d
P or agshofhge "%I*%%&ﬁ%e*gh%%“‘afrﬁﬁar&%% TPORs R kAR et V?Cf;e"ppe
seri al nunbers drives shou ad) confi ed.and, wi | ear
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Li brary automatically, they can be assigned nmanually, This can be done by

first ahi glhniglmeadip. t Hee WirtvabLibraty featureipbevidss the fgxibHin tesomdigiirglasss Assi gn
button. Assigning a drive to a library allows the present systemto be

awar e lbkartddentdrsinaBesvienhiditenes enhblivign tidee td édeatadyfferentfcodrbinationspERBEPNg
assigned manual Iy, the drives inside multi-drive libraries should be

assi gqg\%lgé@cés d%?rsfaﬁgtaldﬁ'éqgﬂe likesexanmpl e, usually the library is

configure e manufact ur in such a way that the first library drive

h he | S h
351 1D numbShropdpsy SRRenR) I e B ?Lilr@%‘s%ﬁaﬁﬁi%%ﬂ?%?u?t

wi ndow then appears. The user highlights the | i brary aﬁ cl] ?t d

Pr operaliows thruseotp definenartual ligrasiss pnd 3@“ RIS alpiuging thepm o‘bfes q'p 8w
dialog allows the user to specify which slot holds the cleaning tape (if
pr esendrveaRguirkd forlths libree Atmdemuins aivinsa libeaty sixfuld havemt ﬂ¢agmnefﬁjotta@é
library, the present systemruns an inventory. At this stage, the user can

mar K dfdeves edssRididiewitel i ne or offline. In this way, defective drives (in
a multi-drive library) can be marked as being offline, so that the present

When the. dr °e”‘5ﬁ'e£‘g$ne%a%t§§§’ﬁﬁa? b e o e et Kt Bk

ont neDew%:/e (algl?fligurat%r{ r%relrlrxll r]gfter c 1c1|<1|nft;) ElaNgxt% tttog 2[1158\%%‘9 E)rei\ﬁgu%gt(forﬂ 51 %f{)gqp ove.
displayed. The user can select Virtual Library and click the Next button. A screen is then
displayed, allowing the user to select from an Available Library window, the library to be
configured into a virtual library. After selected, the characteristics associated With the parent
physical library are displayed in a Detail field. Information associated with an adapter card, SCSI
Bus, SCSI ID and LUN is displayed. In addition, a field displays the total slots available for this
virtual library. From a library tree that is displayed, the user can select the drives to be associated
with the newly created virtual library. Drives can be assigned to a virtual library in any order,
although drives cannot be shared between virtual libraries. In addition, each virtual library
should have at least one drive and one slot assigned to it. The user then selects the number of

slots to be assigned to this virtual library. The newly created virtual library is then displayed in

the Virtual Libraries window. If a particular library still has drives unassigned after this step, the
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The present systemalso includes a virtual library feature for addressing a
w de spectrum 33 WO 03/005245 PCT/ US02/ 21050 of storage requirenents. The
virtual | worarogsfseat ure enabl es physical libraries to be canfusparsdo into
smal ler virtual (logical) libraries, while still sharing the same robotics,
import/export slots and cleaning nedia. The Virtual Library feature

pr ovi d&&ablgsreseussaspyillibeydisnayedrin py iAzailableykibrary einfew. {Thesndrenhysicalyi r t ual
| i braries enabling a user to create different conbinations of RAID |[evel
devi cdibrapthanis wirndorkkd mathtrapebé ednfauteisintoviMalt litabridsi Billadrives and slgtsrfet | on
utility is used to set up all virtual libraries. This utility allows the

user taGeRefel PRy livay ahhanis&s and their paraneters, including the nunber
of slots and drives required for the library. At mninum a virtual

l'i brary shagyl d_have at |east .on l.ot ;and. .ope driyv socl at ed W it.
The user - caetroRtieSem AN BF SighiRy 2t 4 PR efteatf MR SEuPh ettt | e
user s Iecis a Device Configuration nenu. After clicking a Next button, a
Devi c & AqLTeReR e ofiieks fode yn ehihgyame timee In edditionnit seyesaslofs ey al
Library and click the Next button. A screen is then displayed, allow ng

t he uswaildbde e goup, fyoowamiet Avedlibraty spat itlermedia i theé@roupt foe ybu.bBudyfanls, the
configured into a virtual library. After selected, the characteristics

associfiétaiimavhieprdsbf sPsERIk staPBY SdiCed the 5bfsah ¥acH Bbrayshhate dithdhed tdBEA |
field. Informati on associated with an adapter card, SCSI Bus, SCSI |ID and

LUN i i Sl : L& LoDy [ LSl o t i.tabl
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al t hough drives cannot be shared between virtual libraries. In addition,
each perassigned to KTROYPO sindiAllp fithe slotstin theasseonshiébrary Wl bgepsigned &1 GROARY. gned
toit. The user then selects the nunber of

These library group names can be kept, or the user can regroup and rename them. Since each slot

in a library is viewed as a virtual storage drive, each slot can be assigned its own group.

The present system allows a user to configure libraries using a GUIL. The user can
configure (or modify the configuration of) a library by starting a Device Manager. After the
systeni retrieves library device information, the user can select a Device view and locate and
select the library device that they wish to configure. The user will be presented with a screen
such as that shown in Fig. 21. To configure a device, when a Device Group Configuration
window appears, the user clicks the Device tab 161. On the devices window (Fig. 22) there are
two sub- windows. On the left side window 160 are the groups and on the right side window 162
are the available devices. the user can take the drive from the Groups list and place it into the
Available Devices list. For example, to move the drive from the Group list to the Available

Devices list, the user clicks the device they desire to move and clicks Remove button 164. This
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slots to be assigned to this virtual library. The newly created virtual
library is then displayed in the Virtual Libraries window If a particular

i brary s$id d3peasdri ves unassi gned after this step, the 3&™ER003{1B305245
PCT/ US02/ 21050 avail able resources will be displayed in an "Avail able

Li brary" w ndow. The entire physical library that is being worked with may
be comnfakgsithedirivetagailebid toany libtarg that the uSet wents ye sordigirsitdin.s Themserthee| ect ed
physical library may be used. The present systemallows the slots in a

| i br ak}cksahb EilsiBRAAR 66larddthe 1Pk WS yohsuiRH Adthef iwihe paéiowstab @y dieal types
of jobs to be run at the sane tine. In addition, if several slots are

avai ;%y_aﬁ@%}%%fvg{??p&at“ﬁgffe ‘fcl_lgrﬂg%rq{,‘iﬂrrlré;éﬁ]dggrll@{y span the nedia in the group

for présent systemis started, all of
the slots i.n each library that are, attached to the. hi ne are..

aut omat i calpq‘ycrﬁ%tg?éﬂf%éf Ptﬁ‘ﬁtus?ri °§‘r°§'? b’egqhﬁﬁ%fr l%ﬁwqﬁgﬁﬁr%fpsimfhﬁ%‘we t wo
libraries attached to the machine, there will be two library groups. All
of thbéutbniés.i r New Gioupdidlogampegrswillhe userdhers ipghedame farUispURIE il | of
the slots in the second library will be assigned to GROUP1. These library

gr oup efieBare@Brske 1dsedhooses atshetinsaid aring g1 @tge, and clidaaDE. t roupsSiance
each slot in alibrary is viewed as a virtual storage drive, each slot can

be assi@nRdk; ﬁe&;m&)% a&?u%gzx%agg%&aﬁml lows a user to configure

| i braries usifig e user c nfigure (or nodify the configuration

i brary dedHee bR g moRE deeabona iarioe Th BN SRS R XER

and select the library device that they wi sh to configure. The user wl|
be pr ésghsayenihatis gonneeied in SANcmantringhe infhenpiiqnrithgshaped stegee dRYFgit e a
device, when a Device Goup Configuration w ndow appears, the user clicks
t he Deké SAN, dbcidiéslwhadit wits tbedo with thd media agitlyp tap@iirivehed the device.tand letab-
windows. On the left side window 160 are the groups and on the right side
W NdoWid& Zervers know about its decision and also shares any change of state in the device initiated

by it.

As described above with respect to Fig. 6, one server in the loop is designated as primary
and remaining servers are designated as distributed. The primary server 13 is responsible for
initializing and inventorying the devices connected over the SAN. The primary server 13 also
runs a global locking process called “sanghost” to synchronize access to the storage devices
between different servers. The distributed servers 15a-15n take the device information details
from the primary server 13 and initialize their internal structures. Once all the servers are up and
running they are independent and intelligent enough to make their own decisions.

Communication between servers is through a peer system layer that is active on all servers in the

SAN.

If one server (e.g., distributed server 15b) wants to back up data and decides to use one
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are the avail abl e devices. the user can take the drive fromthe Goups |ist
and place it into the Available Devices |list. For exanple, to nove the

drive fromg@aosuoup |ist to the Avail able Devices |ist, gdieudsseiose! i cks
the device they desire to nove and clicks Renove button 164. This 35 WO

03/ 005245 PCT/ US02/ 21050 nekes the drive available to any library that the
user devt andimedioif bgling siokagerdevichd 6asthen it fest reqidstslasglobal 1edkbiramthe ab 166
and the tape drive you noved is then in the previous tab in the Available

Devi cesnabini” #Bekst RfntAPO9&le rﬁnér?%el%lowslfhb%tther-gerv%f RaloidiAg NewWdekompy the

user clicks the changer  in the 15t of Goups and clicks New button 168. A
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es arting and range, and

clicks OK. oups can _ al.so be assigned.in a sim|ar Assign
but t ofVait#dl it Q‘G}#’eg%ﬂ@s%ﬁ‘?a@%‘t Emce sAVeRetoRdE 2ble tR gpiibe gl@@%ﬁ#ﬂ%& HKnitsn SAN
environnent, in which each server that is connected in SAN nmai ntains the

i nf or itemalrtaliis, tddetetmaine df the drisg endimeiiadaive alreddy BaN]ocked brery oHgr sérverant s
to do with the nedia and the tape drive of the device, and |lets other

Ser Velbsbk N, apeHely Hald needet 16dkeatHebctPersitdmeakathat Ha0 g8l Mbdidtaglictked t he
device initiated "by it. As descri bed above with respect to Fig. 6, one

server, VR re
dosi grnd BrgbBfucs R hErRERboRPLEG SRRl bBieKs AR Mol TR, BBy KRR e
initializin nt or t he devi ces.connected over.th N. .The

pri marsieaes C%Q fﬂcgéo ﬂﬂ%r‘?g%ésﬁ“’%rﬁﬁimg F?é’e &'8%3@@ ©dq \gﬁh @:gﬁSﬂ&%St " to
synchroni ze access to the storage devices between different servers. The
di st r iabdimsdias esvaesesver Faovies madik Fomot de driveand¥ige Nersa.chupiatesiother SeFH t he

primary server 13 and initialize their internal structures. Once all the
ser vernbodtils d@tidgd that they can update their internal tables. In case the media is formatted (or

reformatted), the information is propagated to all other servers. After server 15b is finished with
its operation, it will again request the global lock, and then tell all other servers to unlock that
drive and media. Server 15b will also unlock them from its own internal tables and then release

the global lock.

If the primary server 13 crashes, since all other servers know the state of the devices, any
other server can be promoted as the primary server on the fly.

The present disclosure may be conveniently implemented using one or more
conventional general purpose digital computers and/or servers programmed according to the
teachings of the present specification. Appropriate software coding can readily be prepared by
skilled programmers based on the teachings of the present disclosure. The present disclosure
may also be implemented by the preparation of application specific integrated circuits or by

interconnecting an appropriate network of conventional component circuits.
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runni ng they are independent and intelligent enough to make their own

deci sions. Conmmuni cation between servers is through a peer system /| ayer
that is astooswosmsal | servers in the SAN If one server (rETRUSO2dics0ri buted
server 15b) wants to back up data and deci des to use one 36 WD 03/005245
PCT/ US02/ 21050 drive and nedia in backup storage device 16a, then it first
requests a Yhoisedusladdikiohalanodifieatiohs mag varatiorsrof ¢ks presentdisugosare afeepopsiblear y
server 13. If no other server is holding this |ock, this requesting server

gets tihevibwok twﬂm@a&asﬁ&gé Y198 tli’é?@ﬁﬁ'e W bOuddeSstORERAL Within %%@%ﬁ! Skt has
to wait till it can get the globa | ock. Once server 15b I's able to get

t he 95@@ check |nter determine if th r|ve
ana mepehdedifine IneGRSEEash Baneand Ponftnaine Rot i SPAFHY cetatibe

t hey have not been | ocked, then server 15b marks that drive and nedia as

| ocked™'8Ad propagat es that information to other servers on the SAN t hr ough
its peer system It then releases the global |ock so that other servers
can do whatever they want to do with other drives and nedia. As a server
noves nmedia fromslot to drive and' vice versa, it updates other servers
about this action so that they can update their internal tables. In case
the nedia is formatted (or reformatted), the information is propagated to
all other servers. After server 15b is finished with its operation, it

wi Il again request the global |lock, and then tell all other servers to

unl ock that drive and nedia. Server 15b will also unlock themfromits own
internal tables and then release the global lock. If the primary server 13
crashes, since all other servers know the state of the devices, any other
server can be pronoted as the primary server on the fly. The present

di scl osure may be conveniently inplenented using one or nore
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conventional general purpose digital conputers and/or servers programed
according to the teachings of the present specification. Appropriate
sof t war e wadisrngsman readily be prepared by skilled prograarers2based on
the teachings of the present disclosure. The present disclosure nmay also
be inplenmented by the preparation of application specific integrated
circuits or by interconnecting an appropriate network of conventi onal
conmponent circuits. 37 WD 03/ 005245 PCT/ US02/ 21050 Nunerous additiona

nodi f | Waki 9M9aiaed iy-ari ati ons of the present disclosure are possible in view
of the above-teachings. It is therefore to be understood that within the
scope pf thg

-1 ai i scl racticed
ot hor than 388300 Bufipe bR bl ReBiE S Rbac SR8 Pt Gal
PCT/ US02/ 21050 at js.Caimed is: 1. A systemfor_granting, or nyi ng
access to nebg’é%“B e’é?"’r‘l‘éi‘?ﬁd’r t oggﬂ%ﬁtéqtﬁgl}%ggqut on g’é’%iaﬁﬁqsééﬁ Y]PQ%STSW%IP; of
nodes that can be granted or denied access to the first node; and at |east

one ot#dr node, the first node and the at |east one other node being
connected across the network, wherein when the at | east one ot her node

attenpts t catd@ishoReeBsisndde, thb €irdtinodé andyéen Idaborel dtidr noaE Being Cofndetddne | i st
of nodes to determ ne whet her access should be granted or denied to the at

| east QA& ; i [ e, Jd: ' nit
o ot Ry e RSRC Fnstein WHEn B AR el Bl ol Tdin L0GE B e 1
first o e,e the FirstTode Cr)éviévt/]se th%tlisé St risotdeg Poede(%(tarrﬁﬁlrle W gt%erl acc gs%ﬂgﬁlﬁ%efgggntgd or

denied to the at least one other node.

2. The system as recited in claim 1, wherein, when it is determined that the at least one other
node is allowed access to the first node, a user of the at least one other node is prompted for a

user identification and a password for accessing the first node.

3. The system as recited in claim 1, wherein the list of nodes is modified by locally logging

into the first node.

4. The system as recited in claim 1, wherein the first node and the at least one other node

comprise servers.

5. A method for granting or denying access to nodes on a network, comprising:

providing on a first node, a list of nodes that can be granted or denied access to the first
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user identification and a password for accessing the first node. 3. The
systemas recited in claim1, wherein the list of nodes is nodified by

| ocal |y |we@gi3rngs24snto the first node. 4. The system as reddragsoenioshai m 1,
wherein the first node and the at | east one other node conprise servers.
5. A nethod for granting or denying access to nodes on a network,

conpr ¢ eﬁ@‘:ld providing on a first node, a list of nodes that can be granted
or denied access to the first 39 WD 03/005245 PCT/ US02/ 21050 node; and
revi ewi ng tdviewing theolist obdedeswisn ahleastamsothnsamode pempls de 22 PesRst © ¥ gain
access to the first node to determ ne whether access should be granted or
deni edrst @odd® dterhf@svhener atbechandee gramtedldrademdrtodheaat leastoneadhémmadeai m
5, further conprising pronpting a user of the at | east one other node for
a user identification and a password for accessing the first node, when it
is determned that the at | east one other node is allowed access to the

first node, 7. The nethod .as.recited in clai.m5 furthe ri st

ot £ 91 g THE THSHERS R SR 3 St Jorbay R gropbid floef BFBp f I ong
conput er readabl e nediumincluding code, for granting.or denyj nﬁg. access to
nodes othsnnedeier wostr, idewHisiatian prft 2 BargWordior gecssing Hif Wt 2pde; %/’g‘? fidte, a list
of nodes that can be granted or denied access to the first node; and code
for rdeieanined thidiehd dtdéasodbnaattiesnodh énallwedemstss dmehedinsenodsode attenpts to
gain access to the first node to determ ne whet her access shoul d be
granted or denied to the at |east one other

7. The method as recited in claim 5, further comprising modifying the list of nodes by

locally logging into the first node.

8. A computer readable medium including code for granting or denying access to nodes
ona nétwork, comprising:
code for providing on a first node, a list of nodes that can be granted or denied access to

the first node; and

code for reviewing the list of nodes when at least one other node attempts to gain access

to the first node to determine whether access should be granted or denied to the at least one other

node.

9. The computer readable medium as recited in claim 8, further comprising code for
prompting a user of the at least one other node for a user identification and a password for

accessing the first node, when it is determined that the at least one other node is allowed access

40



node. 9. The conputer readable nediumas recited in claim8, further
conprising code for pronpting a user of the at |east one other node for a

user i denpid j3metis&n and a password for accessing the firgicingeioshen it
is determned that the at | east one other node is allowed access 40 WO

03/ 005245 PCT/ US02/ 21050 to the first node,. 10. The conputer readable
medi uno #= firecndded in claim5, further conprising code for nodifying the
list of nodes by locally logging into the first node. 41

10.  The computer readable medium as recited in claim 5, further comprising code for

modifying the list of nodes by locally logging into the first node.
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