10

15

20

25

30

WO 2008/ 042142 PCT/ US2007/ 020596 CONNECTI ON MANAGER

W TH DEFERRED CONFI GURATI ON CROSS- REFERENCE TO RELATED
WORBBOLATI ONS [ 0001] Not applicabl e. BACKGROUNIX/OR200H#20596

I NVENTI ON 5 [ 00021 The present invention relates

geNEONNECTPONOVIANA GRR WITH DPEFERRED CONYIGURATION

particularly, to a connection nanager operable to

i npl enent a deferred configuration technique. [00031

Net wor k - CORTMRLCREEREN G‘I@iﬂ’ﬁﬁslﬁ'mﬁﬁ:‘}@ﬁw 'n

recent years to provide users wth varied choices for

accessing private networks, such as business or 10
[(000iInst i t uNampplicablenwor ks, or public networks, such as

the Internet. In general, each conmunicati on schene

] j ' at connects with some sort
BAggﬁwommﬁhﬁoﬁzcessi ng the | arger network.

For exanple, a user may enploy a hard-wired or
[0003Yi I €| €S The OpFetbnt Gavendion SIRNREE gérerBl aPdofinihitieionOdystems and,

connection. Exenplary hard- wred connection schenes _ ‘
morg pattigalarlyfom pape@iondaaager orsrable timpementia ¢eferras configuration
techPH]ﬁe or 15 switch, cable nodem digital subscriber

I'né (DSL) nodem a dial -up nodem connection, etc.
[pooExenpl amNetwbrke lcomsnuniuation t hasn esclhedresgnificantlge i recent years to
" wireless |ocal area network (W.AN) connection, a ]
provjfle Hpest with yaried ehipst {5 ICCEAMENDTI e MEEY 91K H, Sughgasgbusiness or
insti tfo?lhle%&woﬁﬁg,s&n b %t\ﬂ&tk\é\?rsﬁ%l{ \QE)AMB ﬁﬂ&@@l‘?t QN &eneral, each

urther, these conmuni cation schenes may e m xed.
combhomicaKamptiemeainveles aayotdlendeyide thhtr camghcta WithASdnat sadPANremote
.. in home 20 environnment to_anot her device that tha :
interface; ar gggess ng, dateEr netHont g RonCHAmRIe 4 1eeE May SiRRiRY ?fa’md-wed
or WiHGdds R8mAnrdlkiSn PRERR (PEstdblth! £h&%Sric eoRkelibR N Exembli®y hard-

Internet. [00041 The wi de variety of connection
wiredptanoectiopr sheules indhedeusre Ethdrndt donegdtivnl tot § neorwatk trhater, hub, or

.abiljty to connect 1o .a net in yirtugl an .
swilfg cablenodinn, Poi spbfuben Gl oste Podeh. & BipHipiddem comnection,
etc. R RRIPIAY RirelElN OMRL1i6® NBEhEO InPided a WvHbl e MRAE tar@N network

a WMN (i.e., over 25 a cellular network) may be ]
(WL apningefean, apwirglossr widerdrea netasork (WMWAN) sieeBectiongand a wireless
t...Th e t _confiqur nd nage each .
persgilieh Ry P CWBAID sonneiiot; Jrathst. (hR Conuiirition sehemes may
be mReSWFdtSexafipld, P user! hyy lcoantct @toligh a€WIAN or WPAN in a home
conmuni cati on schene. Also, the configuration is

enviruanant da  apskars devicpithat ethahtis ghr Bk t@nBegied, thisugh a hard-wired
't . L s
con R, b o PRI B b OBl ol ect RO B MO oy
[oooffubl i ¢ Gheiwidanaritty of3€ommeytidieopticist @dvides thirt ndestvaich fléxibility
UBST] TUTE SHEET (RULE 26) WO 2008/ 042142 )
and 3&‘}1‘7‘ YO 70026%d8 2 18esy inavirypile any desatipyulaie@hons where the
user'tag AbCesiblisinah Eilersedt gbﬁ’ﬁechﬁf? bETRPE ANBCIrAERIdE 2 BPWAN (i.e., over
time-consum ng procedure that asks a user vafious
a celjplestateonk) meyaredistablished. dowmet,ithis flexibility comes at a cost. The user

must configure and manage each communication service. Separate account user IDs or

passwords are typically required for each communication scheme. Also, the configuration
is location specific. ~Different parameters may be specified depending on whether the
connection is associated with a home, office, or public environment. Public environments

may be trusted or untrusted.
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The user may not have all the answers to the questions

at a given tine. Mreover, because the configuration
wopisosd4nay be | ocation dependent, the user nBYT/NB1007/020596

have access to the 5 requested information or that

aciliti ] : - B : t - ] ,
00T nges DL PR RELTY Riiafy oF sl Salpy spleRRARCE LhfiPlex and
timet @newreingt protérure olmdti agkis atusen vpnacequesdonu krdgaplieg the w@mection.

in nultig%@ | ocations, greatly increasin

and e
The rué‘adp?%’&meﬁﬁ .lﬁl}f’aﬁr}s?j’ﬁrsttp ﬁl\g_e aRtions Al !arﬁjvetnot"ﬂg‘e Moreover, because
the SAREURKN ANEndh9 Be18LAEh|@Penadfidihd AR blaf nd ha98 8 s to he

nore of the connections Is hot functioning properly,
requiested snfainfiftiopudrithdtdacilities g notthe dvddahle ty teshthe XOnnection settings.

appropri ate. techni cal support contact. For instance, :
DueRRRB ififions s ey SBRE S EXGe0IE o conUBBBHIL PrgFarp gnultiple
timed0Rd! 1B AAUIPKE 16@KoRE g#EAR! Rickedsiig! tRe trBGuikdCEortigafiRASime and
and correct connection problenms. [00061 Typically,
addipg etoopserpe@ifefion rradc dissatsfaction.on Addtiomeldy.nify one or more of the

i | abl he . nobi | i . i ime. .. .
confiifinst % foh TpabFor drosteliant oS Al () M wee B igeptify the
apprdpfiite GedhAlcak i €RitdcoN FBE NR0@ce MAE iteuhRidaP ShppoRadtitact for the

been devel oped to attenpt to autononously manage the
suprg@haﬁethgem@glﬂq davise e e wpble ¢ohelmitheapgndiagnose and correct
co i&gﬁﬁﬁ S.t_ool_s typically enploy various explicit

rules®or heuristics for making the connection choice.
[o0odior examypirally hshecsinneetdfahe benimagicatién bilghrstmay be available to

bandwi dth or highest signal strength may be sel ected.
the mRbie devicobrry IMFRITHDG Rathes dhaetdrBE & Uest tgsmanually select a

J r [ : (]2 | t Y e
partGARE (PRI Bers ) RRplel Nafout o®YRRE BELTAL 0B 1o attempt (0
autoeoisougly infraaga tleosuheniei seiection provayss Sackacdmabluaicafiot management

exanple, if the select?d.co nect%on.requ'res t.he )
tool SYRIGRIL, 6Pl Vs GrPLIc}oRUsio T MEVHGISRRT GRap e frgnnection
choibl® € For! 8&nHid, 3k | SAAERonOhavik}e ﬂi@ﬂ{gﬁ@&' E’d}ld%&’tlhdo%rﬁighest signal

del ayed. [0008] Al so, the bandw d aval | abl e f
strergdic maychre pdleated: \ropseaswheet la ayd tizedcowmegiorp fsuds iam dEthernet is

. h. schene. . The .bapdwi.dt h vari ati ons nmay i npact the
avm%@&fBWWﬁﬁgamg?g%éﬁﬁ£$%ﬂ}ions executed by the user on
oooiihe remghenh demicefon nles ﬁiﬁgrﬂﬂt QlwHRNEhsaRPthht alcbRfk&tion is always
require |large anmounts of bandwi dt'h to operate

availaplej cFenwekgmplef ik thehsederteth ppinegtion nequires (theioedectipgr phdpgin or
I f 1 ne.where. . .a J. bandw,dt h _connect.i [
passoRFpLSaRan BB EIBHO AR Bl R Pl P EL e detayes

[ooos Ry al s@lsc;$he bandwidthevaitplarte dactpsshaineanaiargtadavell as the cost
concurrent. 30 applications. In cases where the
of usgneadh sehems, ol Ve bandwidie vspiabenss awys dRp| e performance of

appl&Bﬁ&‘?st éx%@utef? fbygﬂg gl\é\%rd(%rﬂthie rl"él%gfei J&I@P p#éP%{aHHﬂé [sgg%gﬂpplications

significantly € user's service
requise hrga pipbuntaof basiwidh tb @pedasestiticady. alf shetc kg applivdtion is running
.applications, which typically operate w thout direct . .
durlﬁl&ﬁ pdresiod %ﬂmﬁ owherRe Yaall bapdiidth somrectpm iy @glYe e gaplication

perf(g}gnpan_k@ ﬁﬁ?isﬁﬁéﬁﬁgfm'%y alsBGERASHGhS BLSRGHG oﬂé?z‘ﬁ’ﬁ)\éle(;f' other concurrent

[1catifons t requi re user Interaction
applsaB3El T ThseSHEETe (hRIJbENZ6)n WOONEO 8/uBdgttdRed fee schedule, operation

PCT/. UUS2007/.020596 .nmay be .negatively inpacted by d
of byl anteny S g epons e Bt B adiegt G ot bieker DI
[0009] Some applications may be classified as background applications, which
typically operate without direct interaction from the user. Background applications may be

less impacted by increased latency. However, applications that require user interaction
2
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with a renote party, additional delays may reduce the

user's efficiency. Still other applications are
whe@hkoy21ent ol erant of increased | atency. For eR@NpEm®P7/020596

applications with transfer video or audio in

"eheghliffly GABAGL] bolBlAkmdtalRISK (MaiSedisRACK Al i
nmy @kl ?e ansfe?red aﬁd vi déo or audig gual It |sOrmatlon
Wlthl arremowenpaﬂny,yaddimnal Fdnlayexmaplxedudentlkhesec’asefficimhey.e $till other

user is t nDt e a o :
spplfgfives. Fremei st oSk e lotntas B Sramuhe gontisations wich
tranﬁ&e%@% ot REdRAN! fef1StifhE QA ablePle RGOt DELse®pa &8&% fhay not be

result in the session being dropped. "[ 0010] rtai
retraaplieited.aaridovidee @p endiooquatityn meutelcvvetrgbly)floste rItcm exagpleds the case

t o oper.a 10 efficjent
whelzc REE 5 iTKE e S EmBlscRiiy sttt voieeioy of- TV QIR segpjan increased
1ateﬂ“¢2tcdﬁnp Prevéiteihe tpartidsNfréMeafRp | cabidbtteP Br tcdald RSB ufNsession
e connectivity. Also, automatic-tinmed scheduling is
bemgdtomiﬁéctl cal, since the connect ivity mght not be
vai | able at th ched onal
0018 ¢ hedul &eega‘&ni’ isRik ‘g‘t}’ﬁf‘? Rt F%H‘§80¥“yt Rfe CRRSH sgeeds to operate

efficitdvlyC ¢idveeveR ik icBneefivity &t rh&iage@ au@atidAly, HEldskr does not know
Anot her issue related to using different connections

when do i spefnapplicaginny, it jdspendls 9 dhe capnogfivity.e filso, automatic-timed

scheﬁ r%e&tﬂa)ggwl &rcalg?ly %& lt%}?eb ng;@&yt ﬁ'uxlnfg%lt %ggﬁeﬁ g\g 1ﬁglena3the scheduled

timeﬁﬁltﬁ:lveﬁtyorﬂhychééﬂutsr(ﬁllys blgok apsldvationif @w&sbﬂ\@dmw{s operating on
fromthe nobile device, thereby greatly shortening
batt%&??@ey life. Also, an application requiring
roordj! 9ni fi ‘Aqt;&hmzegaiséué r RN 1o MR¥inkO tc%ﬁh%%ﬁ? the power
amount s processi ng resou ces ue tot oad it
conspimpties associdtied edthnexchi a@nnealoaatypes Whileg panticdatucetiection may
batter | fe. [00 This section of i s docunent is
havg g Sﬁsd >t 6“$}ht‘t38ét§! v GBQH%EB%C’E’QE&‘Y a@y equire pyignificant
procB&id SR & Grdn? Mb@ﬂ@d@ﬁ&e ?He?elﬂlf grektfy HoRRRME Haﬁt‘!r%ﬂifb OR\lso, an
descri bed and/or clainmed below Thi's section provides
applisagéuy roquiting refigmifiedrit odata drahsier Ima)atcen:amtretcpmtderable amounts of
under st andi n ri ous ect the esent
procPyie e ftees ool iradt Bt o BT RoReionnee Feblffirifgeduced
battérﬂlifé’]i s section of this docunent are to be read in
is |i %\ and not as adm ssions of prior art. The
[0013r esent hinseptioroef this dicnaentis ltlf@ndﬁdetpoomchg“—e varioyg aspects of art

that lrr?aS'S#e re‘?zﬂgc? n? ar hl% a(:"sz]c ég to?&%{ Ei_eg%% ”%g%ﬁﬂ&eh N8d/or claimed

belova/ENﬂ'ls&\ﬁo'ﬁQ)rbGﬁéﬁbaéﬂg&nfn@ ihfosmagop ke fRAlitstea better understanding
simplified sunmary of the invention_ in order to

of thspvguipeeaspega of theuniaens inyrrfiony bshadbe aadarsioad drat theestatements

in tl{i)%‘é’et%ﬁgﬁ 8P thig b(ﬁm? t¥> ﬂe reQ&) 5 iHis 11@3&?% 6t %% a@Yrﬁﬁs\f&ﬁV\l)f prior

e i nven |on not 1 nt ende
art. Ohe pras¢ntdavenebn Mta:tedatb otvhr@orrﬁrvgmi aoleasnrredlmmgethe effatte of, one
the scope of the_invention. Its sole purpose is to
or mareRfdhg prop ?@UB@T forthraboxpEET (RULE 26) WO 2008/ 042142
PCT/ US2007/ 020596 sone concepts in a sinplified form

BRIEF SUMIMAYSEOTCTHICINVERTdON | ed description that is

[0013] The following presents a simplified summary of the invention in order to
provide a basic understanding of some aspects of the invention. This summary is not an
exhaustive overview of the invention. It is not intended to identify key or critical elements

of the invention or to delineate the scope of the invention. Its sole purpose is to present
3
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di scussed |l ater. [0014] One aspect of the present
invention is seen in a nmethod for configuring a
woresleldevi ce i ncluding a plurality of conmmunPCHUSIN7/020596
interfaces. Afirst one of the 5 comunication
somé Rbfde géclﬁsa kitnpifleBGLRA 45O pRAIRMb tﬁ@'rﬁ&e%tdﬂ@ﬂtdeﬁjzn tion that is
connection to a first renDPe networ k. A user of S
discussérd lagerdevi ce is queried for confi guratl on infor rratl on

related to theﬁ)i.ﬁ‘*‘ected first. conmuni cati on

[0014] ¢ or £ 208 aFPRPT Bh 3R BIESERK IPEENIONJS SREL o f MEhed, forgonfiguring a
mobf1€ rﬂa’ﬁ:enﬁkmﬁﬁ A 1608 bh&ohimh@licARAMHERES. OTA first one of the
Interface. A l'oss of connectivity associated with the
commungatigroimerfacesiisi S@tectetdtfer esiadishmng; amlenttlai cethectoms cofitht remote
catl on inte fac

netv@B o B 1ok Of e TOBHE A ik i Bt Teg ot S5 aiginRoiiiion Tetated to

the SRRV first Ebﬁmuﬁl%au@ﬁ ihfderab@biThe rﬂ@MleC@e\hée fu&irineéled @6 the first
configuration information related to the selected

remafe cptlorko ithrangle ahée dfirsi womniundeatioMhimterfrse] e Addossc ef igpnnectivity

s GG Sl Lo BARMoh RS S AR PASRbRE pe of e

comfhunicB@orP iteides | if Wel¥ciedNfor esBRshihg) adsd¥Bhd |cBnklRYibA &0 a second
including 15 a plurality of comunication interfaces

remeip deavqskoddisswer off e wobide deviee isqeesied| for cerfigusation information
relatg(? W tsglgénteg Qec!orﬁh %r I:r%ﬁ'ﬁca%%g 1&8 :éégeg ! ﬁn%aet Igoﬁlfg)&e%nits cBnnected to

the seaﬁfdabinetet xcetweikemtoughfther §dcoﬁlila)rﬁfnuhi¢9t1@0ﬁmtfuce ation
interfaces for establishing an jnitial connection to
(00153 £ r st ANGHIST asneet YohR Preseriryventigads sesn i gdneRils deyice including

a pllﬂ?]l\ftgct K gﬂ?n&ﬂgtiogl'ﬁﬁ@ifag& éﬂ?ifapﬁ)f&gé P Rk %&@&s%? id b@u;hed to the

rst communi cati on nter ace, connect
commbhichsord dutecfacdso ahdh eo;felrabie toe lmplemeat vao [ckinttderiont gimanmr The

first conmunicati 0{1 erf ﬁ]é}lef a | agss. of
connegtinfb BYPRFE s QBS3R eatPé& St £ ‘fﬁth%“‘? P %’ Fatipn; igpprfaces for
establ Bh& ?fﬁpﬁntlalsﬂnﬁ%tlcﬁ L ¢ QAR hetifk C i &2f i0PMhe mobile
I nterfaces for establishing a second connection to a
devisefrormdnfiguratien infomumation rglagdytotthe selseted dirsttdogmubcdtion interface,

devi nf ormati.on rel.at.e

connigly trcmBle, B8M6e T AL HRLemBle helbns BubSet ity bt sfffnunication

mterfzf&@ ﬁéntﬂ?bi loSs Qﬁc\!drﬁ)@cﬁ\ﬂt)l RG0S NEARE N BET:& d@)ﬂhﬂ&l’(l&tlon interface,
hrough the second conmuinication interface. BRI E

seleqpmrrdrorm\pbhemm@gm ipteEagesdor ?HEbllmhAW Nwond connection

[ The nvent on will hereaft sgrihe
0 o SeBIQ BB, BT ofudh e DREE s, B, RELHE XRk|ca for| Udpfieuration
inforﬁx@ft@heﬂ:qla&edl yoahal ssleddot®ohd kdngheiedtion, idéhce| Qﬁd7c]onnect the
e lis asinplified block diagramof a

mobd@ 3%@@ dhe serong semeieingtwak thieugh Higrseeond qomrappication interface.
illustrative enbodi nent of the present invention;

Bmia%%ﬁécdﬁ'lﬁiél\?oﬁ%e 3 E;?tkf e@l'ﬁ_ Ed'{ﬁizﬁﬁmiflﬁ(;s

evice int emo
SUBSTI TUTE SHEET (RULE 26) WO 2008/ 042142
[0016PCT/ US?(FB&’/ QA@hA6n WOID 1 Brekfterurte dessr.ibecbi wihi frd:feptnce to the
accog@pwxiglg 39 rvs?iglngso fwhae,rerlrrlle 1[28 (rjefgr%glcecl?lprglfl:rgﬂrdelqgtethrl](g elerrrnoekr)lltsl, (?md:
[0017] Figure 1 is a simplified block diagram of a communication system in
accordance with one illustrative embodiment of the present invention;
[0018] Figure 2 is a simplified block diagram of a mobile device in the system of

Figure 1;
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[0020] Figure 4 is a sinplified flow diagramof a
met hod for identifying a |location of the nobile
waelewsoez145 [ 0021] Figure 5 is a sinplified fl oRCTHUSZYOAIM0S96
of a nethod for inplenenting a fast connect process;
o0dy0022] FLBRE 85160 AR PoGY bilrdn P ldh el b Pifiguring the
i agram nanag | conmuni ca oad,
mob[lé)ﬁéﬁ]:e Figure 7 is a sinplifi ed fI ow d| agram of a
nmet hod for spondi t.0. changes . state; )
l0020[10024] Ergglmg aﬁgnpﬂ%seﬁrﬂﬂw fliagean P% 5 ik idgntiEying a location
of th edi agnosing a problem with the. nobi | e
VI ce anoc[ directing a user to an appropriate
[002t]echn| c Kiguseippoatsiroplifiaicflow diggas]offd gethedFor smplementing a fast
lified flow diagram of a nethod for scheduling
CO‘“’FS 8°Sbased on connectivity prerequisites; 15 [0026]
[oozﬁl gur e ir%ulre% 8AdARYEBDBYidR J’%ﬁﬁkﬁﬁ%d‘iﬂ%e&hgﬁﬁq WF RdRhod for
Figure 11 is an illustrative screen display
man@gmgcmanmnwatlcmlméctl on manager portal accessed ny

he devi ce. [.00 ile t inyention is .
00241 o coc FIRVES T 6 S St iba $ream GrasmEae S @sieigingdo changes
in pdvdr¥ate;speci fi c embodi ments thereof have been shown by
way of exanple in the drawings 20 and are herein
[0024escr i b&urn8 dea aimplified flonodiagrapeof mmethoddor diagneginga problem
t e
with 8o ARG PPl E RS T aaPRGRdG R ALNEpR R e
[oo2djor s Higugd Ospda shuplified flow diggramasy a Ihblﬁod Ffbﬁ‘@thddﬁlmg tasks
is to cover all nodifications, equivalents, and
baseﬂloﬂépﬁ%ﬁCWEEP¥%‘qu15ﬁ'§5’vm thin the spirit and scope of

0027, D RN R A RO ARG B Pl o
[002m0or e SpE(guie ¢1 esrhodlluseatiee sdredrhéisplag o€ nt canirabodrinection manager
descriped below. It is specifically intended

Pom\ilidﬂﬁ‘fesquemkﬁﬂgs’é‘ﬂ ilg d8Ya55t i on not be linited to the

roo2§"00di Nk ﬁ‘l@qnifénltlﬁﬁtlg %dceﬂﬁ)l@ %Vﬁlaﬁ%gﬁfﬁhﬁbns%ti alternative
I'ncl ude nodi fied fornms of ose di ments incl udi ng

fompomeptﬁmsendfodtmmte theoait ﬂnam beeanrﬁdhowrim way pbesanggle in the drawings

and fu'ﬁ %E%%Elgsc&peg Hrg d.thfélr IH)SIT:EB r}tst?){)g Cvgﬁr{/gr \gh*t‘t%g description

heredITspedifit 8MbbHiRtentss hbEintaved Qﬂmﬁﬁh@fnvéﬂ%rﬁt@% patibdhr forms
i mpl ementation, as in any engineering or design

disclgsas}, but on theneanirasy, ithepintantian as foepvepell |m¢be1©mmns,| gsévalents, and
alterities k?z?lhn%gvlthm n%t}it%\ﬁs sEo e Cﬁ}{g %g{lgn g ﬁ ed béf the appended
goal’s, th 'S fa g

as co I'ance T e
clain®JBSTI TUTE SHEET ( RULE 26) WO 2008/ 042142
PCT/ US2007/ 020596 busi ness rel ated constrai nts, which

%ﬁﬁlﬁ%f rom one I errent ation to another.
(me&) YENEIONt hat such a
devel opnment effort m ght be conpl ex and

[0029] One or more specific embodiments of the present invention will be
described below. It is specifically intended that the present invention not be limited to the
embodiments and illustrations contained herein, but include modified forms of those
embodiments including portions of the embodiments and combinations of elements of
different embodiments as come within the scope of the following claims. It should be
appreciated that in the development of any such actual implementation, as in any
engineering or design project, numerous implementation-specific decisions must be made

to achieve the developers' specific goals, such as compliance with system-related and
5
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time consum ng, but woul d neverthel ess be a routine
undertaki ng of design, fabrication, and manufacture

wo eooskase of ordinary skill having the benefipCDiiS1007/620596
di scl osure. Nothing 5 in this application is

busu?é%gsﬂe ?Jde Q:oﬁ atlﬁtgalwh?{ zf}ﬁy I}ﬁ éro'ir? t&% ﬁl%éll%ﬁ%ation to another.

I on un ndica
More(Ner tl[ sleduld be appresrddi thht. such @0&HPElophenpefésre adight be complex and
i nventj on will now be described with reference to the

timegopgping. byt yorkdsnevgrhelgipsbest rralttmrlasdertélygg &hlegign, fabrication,
and HEHOGERrPfE tﬁ&?%{hﬁﬁlj Xilf ﬁﬁ)\h % eﬁp@f thilf &’i\é\élgaﬁ‘e Nothing

Or purposes O tion on so as to no
in tlnbsaplpheattdnelsp r:elmddred revigindli on e?.:&nt/wlt to det prdssntt hatename unless
LV 5 \NH gthq‘se ?}5 Iled in the art. Nevert hel ess,
explicly inficaled @5 begafiied” 9 €si598rkided to describe and
[003*P! & NTh¢ Ipfb%&ﬁtaihbylﬁlo%@mw beldeddBed WithEREerence to the attached
i nvention. The words and phrases used herein should be
figungsnde Vatioew stmdurast eygems eahdt dev1h@svarea sdmmtmglly deplcted in the

d cons st ent Wl%fg the under tan %rof tg’ﬁ rds and

"’“‘Wp&‘r‘ﬁs £ QUIRPseS X Plagfiph of Y b ?Pe 1079 Lhgcuty fhe Rigsent invention

withSR@&iisathad el WEN KABwAS toBthb&! BRiNEd RNERSSt. IN&erthdess, the attached
definition that is 15 different fromthe ordi nary and

drawgngst ereainclurdsdnin glea@rlhmd@d saxpladn bllustradize edamplesd of nthe present

inve o Tt il e FRERED kg o R Y ufRASOE B gnierreted (o

havet Q&ieaﬁm"ged(ﬂibl@fenp Wigs@el ihdeRtRadRtoft oftawerd sfdephdbes by those
meani ng, i.e., a nmeaning other than that understood

sklllbq/mstkﬁ qul@@naamn Norspecighdaiinatioypelc grm @& phigse.ilen avqelflpltl?él that is
Gt GIPIRR i SPngEP B8 <yl b nBAFFL M SR04 By o sited n e

art, Briasendebtd be impled pg clodkis@af usgt iobnhd earmt dsnepmaﬂenhaem To the

phrase. [00311 Referri ng now to the draw ngs wherein
extelpﬁ that 3 ey ehnplrasg, spiafended ¢ Bayson speciah meanings -e., a meaning other

thanmfl?@r%ﬁ? Bprsr %ﬁ %ﬁsaﬁb %u&ﬁy g%e%lal ¥éﬁ¥i’ﬁﬁﬁw11 be ex]gressly set forth

specl fical erring to e presen
in tlierspe@flcalwnslhad Hefirsitioked amarived than dirbelycant endquofocally provides the

ni.cati on s te 100. The conmuni cation system
Spe%ggntu E?Ibgg@eate lﬁ’irlp dvice 110 interfacing with a

foo3R! ural i Rxfe%%gﬁo@qm H%nh%“wﬂ&%mm@reﬁgnce%lﬁ%éi@ c8rrespond

Wi rel ess wi de area network
to simvlet mmmmematthroaghwuhth%@v{armspndﬂpghf@ése defeoing tofligure 1,
t Ac enerati o

the {rgfeEinyeREGE Rl B deieribeg iR AP Eotshardh 5 ORfR I @Bon Idem 100

The COMIMRicaA6n OYkterh @SMmclﬁ@éiea Howile u@ﬂcé\/wl@ iré@aceE R6th a plurality
{ CDVA}, ot her second generatl on 12G cellul ar

of canpanmeting resworks lRBviugh as adredyse wads area petivork (VEY ANV A0 (e.8.

3 :

EvolfiGE DY Optifli AtV HO £ RS- BRI idgbRIGL adthfs usppa),

otheBOthirlll, geviérabibn, {3GM reelleks phA6lbgies,ar@labslet Sytdtn for Mobile
(WPAN). 150 c}; Bl uet OOtth | EEE 802. 16a

Comppunagtigin s { Gwee) Divigion; hHERE Aceessr KCDEA e other second

genegzﬁr ec ZIQf %elr"lﬁlla% | hiiolo %y?és' W%ﬂﬂl&@[{if&oﬁgrglé@%fq( rlgl%(f)\@&@e Access

WiMAX)},, Wimhssl Brexdbeind {WxBao}premz)ataewnelbymrolsallﬁ@a netvgprk (WLAN)

140 365" UBEBob D02 ocor ks acpopmores 03O OWPARN 150 (e

Blue%d&g{N?,CfEEE"@Zl%ﬁ, Uitt5-vidcbatd {UWB S, aR Biyeth & nldRYMR160, erc. Each

of the communication networks 120 may interface directly or indirectly with a public

network 170 (e.g., the Internet) or a private network 180 (e.g., an institutional network).
6
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connection nmay be established between the nobile
device 110 and a renpte party, such as the private
wWmeirsosl42180, for exanple. The virtual connectPONUIDO7/020596
may be established through one of the comuni cation
et wor k I S . est I.sh
(003 PN c on?ec?@o N E%ecgﬁﬁsgpl gpb %rc H ng% é"ﬁ{m&ﬁle ﬁ}?{/\\)/ca)“r%k in%tgvg)Ork (VPN)
conrdtion daydie eambhsf}fetldzmtvﬁewth@ﬂmbﬂé devit®0BBhnd'a rc&mﬁb @arty, such as

server 195 nm e provided that is reachable by
the RRKALF @tk IS0, ?%Q HRAle. hepyigmal coneglinm | %Gz@lamae established

throigH bnd St HESES rhfﬁﬁglchtrbxgﬁﬁt%ﬁ{s 8], alRhy Qﬂrﬂﬂﬁ&ss Iﬁ@er”ﬂ?ﬂl le§ablish a

vice 110 nay access the renote server to access
VPN egringusorstoranienggoyee netvedk tvhien emmking onisidy df e offidei dnelronment.

[003%2\6i Ci7 10 for selfgérfl(r? g{ﬁy rﬁvﬁﬁé B}qt \és?qrel?c%ag %egtﬁo 1le device
110 dv& @6 ugl'x@ﬂét@ml@f 70. N&s WRIP bl A 6Sibed én élgegte'r YetalbRIGwH Qﬁje .mobile
The nobil e device 110 includes a procéessor 200, nenory
dev12@5110emgy aqcassddm resigte servee nislSy toacédsastarioasioesyjces arelated to
con 6%{9{“23% ?5 Véi;e ll§0 fo ”’(E?@%F%y‘g \g/]ee Véifrlgfalss HWH{L{EO‘&? 17(,9 180.
oo3fjuman i fl’fuﬁﬁﬁg\%ﬁeﬁ?% FRgufte 2, kepibaatfhgrank @Y B&dmobile device 110 is
touchscreen, nouse, etc.), and a plurallty of
providserruFhe snobdla dewiice rlfIchesluQ@Ba PTORESSDB ZQ@nmeWOZY)Boér(dgo random

st arage de e 210 t aII st.or ri oys
scosfy BieRRy 0F a5 afehmeal B e o5V h @1t N6 s dtief b Hishapemory
optiéd dlﬂﬁ'efetaD Pd dBplalyOI1S, (ed), MPRIGY),| N Budis LIRBH2cE72208(e.g., keyboard,
system connecti on manager 228, a schedul er 229, devi ce
keypid (ouehscreenc movsts efplhiand aqpiynality of]_q_cgnlﬁaylcgg)n interfaces 225. The

men’xcﬁ‘? %%I i eg slt(ﬂag?'e &Wl%eegllo ‘?%&ﬁ% € VariorﬁglsU bv?u% a&;llji'éatlons for

a no ook er, a deskt

exeaudop tiyethe Iﬁomsmmﬂ stleli as aser sppan:hnéxBDA)l op&ranmgl dystem 227, a
t el ephone, etc. 20 The term npbile deyice 110 does not
Syst%&@%e&flg)n mABRgeT 325 2 SHdyleyized. ‘ik‘sv“ﬁ?oﬁ\{rt‘% &!c-plipe mobile device

110 bR im Iéﬂ?etntédtln%%rl (ﬁrﬁﬁ{(ﬁb’a@g ih@udin g%dt &Y 1ifdted to, a notebook

envi ronfent s. The particul ar connecti6n and
computen rvgéeskﬂlpscomlﬁpwére amets&nalrﬂatm essmdmtl (BDd9y a aaobiltGelaplkone, etc.

The i mp diniee EhoucRa boidietriat ity oy 06 dEyice ivoraplsebut raher

that Qf ch&’ﬂ 'bESerﬁIMBy&ia id ¥ VaidRydof RBndirdiRdtE  TORVpHBeul#Oconnection and
[ 0035] The nunber and t'ype of comunication interfaces

arralmmamsyof\pmnyeerapghd mxj)glle devitd él(banemoc u1t<a1ded to 1mply any particular

i npl.ement at.i o nica |0n nte ces, .225 .
bus pfIRYERER! B Bler IS IRRoek B WRGS Rk LB RIS 3050 fz mobite
devib®dem 235, a LAN device 240, a WPAN deV|ce 245, and a

voi ce band nodem 250 (e.g., V90). The various
[003%r ot ocollse npaben ansktypo of eqsm@wémtl@bw%f:ap%w B9k vanytiepending

a
on GEFRUGE 3mSR LN s 225 ra may
providedsiacludeian®W AN inkddeimn2301ea AVLANandame2350at LAN device 240, a
described in greater detail herein for_the sake of

WPANdsvice 2y a8 aveics bamd anedsiy 250ee & n¥PRht Theyawiopy protocols
requl @9%&%{%@8{{?9&%‘?&% ﬁi’eocdn'imh @&%ﬁ&@%ﬁ% {Pthe various

tware application
communagasn hdste/onlarllmu $70; dﬁmam lamiwinowo thosearrdiaayskidPin theart, and are

7 SUBSTI TUTE SHEET (RULE 2 2008/ 4214
not g@?ylﬁgnggyee@egg@ﬂ herein for sa{ke oLfEclar?t)y Wg to avou? gscu?ing the
instant invention.
[0036] The mobile device 110 implements a connection manager 260 (e.g., a

software application) that manages the various communication interfaces 225 to determine
7
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whi ch connecti ons should be active at any given tine.
In general, the connection nmanager 260 eval uates
w@r@slhail ity, bandwi dth, user preferences, apptT/Us200T0R0596
requi renents, nobile device resources, etc. to select
whidh d3ahddtioHS Sout®BE U ek 'aﬁ l@?‘?frﬁé‘cﬁ gt?eﬁérah '€ connection manager
connection nmanager 260 | er aces w e operating
260 syaltaes 2&ilabuhitly,drandewdtheusir iprafersndes, qmlkchmmrecﬁurements mobile

di sabl e vari ous conmuni.cation i nterfacesréZS %g .
devige FeSPHIPEH €fo IhlEat @ Rajticyl g rommiication; IRtsriag Fh cgnnection
mangger 0B iFRHRGS W RN HPORIRInZE R0 Ghdyer d&Viee dfl@él@ttg nable or
to each of the communication I nterfaces 225. These
dlsalpiawmtsenommycawnsm@rfe@bsﬂﬁs 40 egtahiisb conmactivay. abas e 270

r ot he ata stru use the connectjion . .
03 o Refsaint T i, TaBlel i 1, Sortep B9 sivgoag, 2o dnaintains data
relat@@foaéﬂ%%meaécﬁmqﬁﬁl@am&ﬁﬁhtdrﬁcwm eThed€halaineR@l Ry besstored in a

10 illustrated in Table 1, the connection manager 26

conneeijors dasalase 278 drrothéredasosimecstiecior usebyihe soRRGtioR Inmneger 260.
connect.i on t

The Pg%lgﬁggﬁg%%&)the gaﬁougrRzﬁraﬂ?tglisl are Tc&% % g%é}'é/al?eé de‘?all below. As

illus?@ed vih dfdbld BYWthe @ofiutiios tidihgki 760 (hdy stoke WRET in the connection
interaction required (U) flag, a fast connect

database 277@ belated yo ornppclipTpame, qepneqtiopieghaeltogyitspd. s‘OQqﬂ@)l (LOC), a

con SR ETR5L 530 BhHGLR BBTCTS 5 gy mcncsin

requirgh@U® flhgga fadidcdnhect! avadlabiliBOB8E (€.t alpamdaﬁtc&hafmserlbﬁcs (PO),
based on historical data collected by the connectio

thermgln s§ractoBEicsu§EF).s Be PRI d PRBFarfetBFRICah r SUPPRET, eontact (TSC)
#6590 cted characteristics. For

mforg@glﬁp%q%ﬁ% gnnect ?glﬁst i mes or bandw dth may be

[003810Ni t or €drtaindatavieryalgretadey drhkiswoicaleddta epllemethbgrthe 6Gnnection

or t? expect ed. v ues may be specified duri q%ﬁéé) t he
ManRLShf 1 @%r $57 o PsffIgh P fi <At PBHC | RTBPFlER on expected
charhdriskiBd. @ FeP ek ArRplef EHe SnAEMRR iR B GAIRNdthY RSy TRYmbSitored and

present. For exanple, a first WLAN connecti on” may
averagprlsstbntcoanecnonenmagm Asomidiewapkstedindues pey dedpytiAnt during

nec ion esen an_o net.wor
i BEREEBlef dn@iais 28 ea hEBEN et oA given

connleBi tfyﬁé %a&&% 15@¥en‘t' alFyr exA@pedfing WDANh&)rﬂéétldrﬁx‘rhla?rrepresent a

i npl enent ati on. The application of the present
homg wijstass Betwosk, apg angscon CF WLAY qognedtiengeayt teprasent an office wireless
BTt 5380 B59iha 00 oIRGB 25 v v
depef@ing st the rpattydutar VY mNAdin. V‘B@eNapﬂl&hhoN@f@l& pBsé&d;invention is

VPN Location (LOC) 0 - Ofice;, H- Hone; P - Public;
not lmited tpkg partqylapaemessidegeribedn Tekle)l- ves: No 8

SUBSTI TUTE SHEET ( RULE 26) WO 2008/ 042142

PCT/ US2007/ 020596 Bandwi dth (BW Vari ous

Parameter Name Exemplary Parameter Values

Connection Name Various

Connection Type WWAN; WLAN; WPAN; LAN; Voice
Band; VPN

Location (LOC) O - Office; H — Home; P — Public; PT -
Public Trusted

Configured? (CFG) Yes; No

8
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Connection Time (CT) Various User Interaction

Required for Login (U) Yes; No Available for Fast
w@seex14y FC) Yes; No Power Characteristics (RO/US2007/020596

Var i ous Thermal Characteristics (TC) Various Vendor

AT ardware Or "SEervice rformatTon
Banqﬁg%ﬁﬁr cal Support Contact (TS%U ‘%larl ous phone, email,

Conﬁéctmknﬁl@m(:ng:t information [gaese Flag Yes; No Table

= Communication Interface |Data [0039] In general

Uselthéer@%mé%qquﬁﬁd frrdagar (W50 pr‘é%@bs functi onality to

'1"

Availa

B T o 57ty and cop FORat  on. Typi &al 1y,

Powkfl€hdraakerigicdepcye 110 may Dbej wg@siisl N vari ous
envi ronnents, such as hone, loffice, or 5 public

Themal (daegteistien(liQist ed), each Hawusg separ ate

Vendiai | 961 6. A6 wi || be desor pUEH gPUIRAR dat aprvice vendor
bel ow, the connection managenfatifdtigRy i nterface wth

the rennte server 195 to accless various data regarding

Technieal Spppdrt Gantact @RCof t he conVamdusatphone.i enailf aceswélp Scontact
and the services avail able flar co necting using the
network services. 10 [0040] MRI™2HRE " connecti on

Ignof@pPRger 260 seeks to always [ngeditng N an active
connéction usi ng one or mrea of the commini cation

interfaces 225, it also seeks not to overburden the
user with a rryil‘nabla lof Cempiunipation ligerfagstD@ms when first
activated on the nobile device 110. To this end, the

[0039:; 8 2? Ie;f,l ﬁ%F%%ﬁ?gg%%%gcﬁﬁh?H%E §86 p(éﬁ\fflﬁég ﬁﬁllctx?nall Y | to simplify

e Conven

the lith edperieacd Mshabinati¢ably marzging cdnnégivitytand tonfifiddn. Typically,
When the systemis first initiated by a user, assune

the mghilg HpwicedRpnay berited ihRECSY CRHEONERSRIR i ethap dgme, office, or

pubﬁc:r‘h‘?ﬁsft&f: o u%%’ést@@)s éﬁglgglapfngvééﬁgﬁalté’ 6RfhIrg6RYand REmmunication

connecti on nanager e conmmuni cati on
networksel 2 cesildbhs tAs delﬂdiendeserlbdfd oh grdafer adeyail belght, thha:vfmection

connegti vit ased on the t connecti on
mangG B0 (P TFAAE B SB B LSt 5o pGrest g data tegrding the
conf%ﬁ%ticﬂlu ot @1 coRfunRAAOP ! Bierfabes! P25CARNORE | QividED Qﬂ'ﬁﬂable for
60 determ nes that 20 the LAN device 240 is coupl ed

conrnegtingusinghéemetworksoxyedes.160 it rray sel ect the LAN

[004 E\éls'gne_rﬁg?es %(t)]e Iﬁﬂ('é Ié%%nag%n %( %) 4glways malgtam an active
con@@é&ﬁﬁﬂ@%@%ﬂﬁﬂ&e &f%é%bnﬁhﬁx&ﬁbﬁqhdeﬂﬁcésoﬂﬂ htealso seeks not to

initial connection may be based on a variety of
overpgrgen the usqriwisly raieme!m%ef wenfigirationy eptaenist Where figst @slivaed on the

mobfi® %@&%' Py, prI%f fi Qﬁ&%’é%nﬁ@ct%%%anfg%? 260 implements a deferred

configuration technique that avoids the conventional intensive installation wizard or script.
[0041] When the system is first initiated by a user, assume, for this example, that
none of the communication interfaces 225 has been previously configured. The connection
manager 260 polls the communication interfaces 225 to determine which, if any, might
have connectivity. Based on the potential connections, the connection manager 260 selects
one for initial configuration. For example, if the connection manager 260 determines that
the LAN device 240 is coupled to an Ethernet network 160 it may select the LAN device

240 as the initial connectivity device.
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exanpl e, a default hierarchy may be LAN, W.AN, WAMAN,
WPAN. Alternatively, the user may be provided with a
wo p@B/ogfi4nvai | abl e connections from which to cPODES20aT020596
initial 5 connecti on preference. During the initial
onfigu
oo oer Cont saraidniar BRIARALAMIRIAGY bEBRCTR 4 eyl Hfactors.
In saré bmbdmmat dlefmlt Eidiaxekﬁﬂt)|06nnecﬁoml§>ﬁd’feﬂeﬁbésndéplbe used. For
password may be required. The connection nmanager

exar%\sﬁ iefaulh Bleraghy masebe LA, dNLAR WA Na WEAR féaew&lwly, the
user Eﬁhﬁéﬁy @?}s lv&ﬁfi%’ 'lig{]op(fivatllg Hhéc@iogff'ﬂoﬁlewijxfl:g b€ ggose an initial
one, I ce, pu

Ilctruste ICc untruste
conneetiver pdefeyenca. tDurirtgedie puiloikl oonﬁgummh ﬁms:oﬂlﬁ)ec&:leh axdnager 260 may

r|or|t over an untrusted pupl i wor k. Fo
ask tgszafﬁmce iglHation qusstieRp rﬁfﬁmq R ingHa) copsiectiogy oFor example,
a use?qra%uio\f Qgsvdd#@m tk,faé rEQRRS Tﬂe%ﬂﬁ&cné%%agaezeb%&y Ao ask the
confi gur tlon of the first connecti on, connect’ on
user [tiEnegerong®ot awyciotedswith ke presdnt deration of tlw mabile device 110 (e.g.,
nst.ruct , t.he usrth ) vail abl.e to nf i qu
homg, QRGF<. dihlie st onpibcitsied! Joum e drush Tl network has
sele@ﬁ)hsﬁlcﬁity Qver R QuftRBTAIMILAE deowbRNINE6E eRAmpIe, B UnBHISBA public
avail able). Alternativel the user may be provi ded
netwaik mamnodmvc@ncurttm ovnc?@WI%/mlmcKSal information or to
onfi gur, re ddi ni cati .
w03 O, P die? 35s Uiy SqrRiiblofnat (i TR P RckPohe connection

man¥deZ 260! mal Q%é]théwnf@r&m wizhitd ld i6QAfck Henakd @At ft @ available to
establlsh connectivity, the connection manager 260

confignrd pihes camuaisplipe teHaess 224t shapld| the meediapee g.e., the configured
[ F [

com{éﬁ% g‘goggn% %al? ?{}p dﬁﬁrﬁ%ﬂ% A %gx;’lnaﬁ Bt fpl?cgkg?&l LW an option

to viel itvatield mei‘maitiori Orttbeccﬁrﬂgﬂi'fﬁtolnenorOfnoTrehQidditional communication

. configuration wi zard to_establish initial
interfaget Pr\wrttg)c losingrhe pepiigiratiangiéatds are not present ed

(00443 © the Eﬁﬁh lﬁltll“‘ﬁtc?gfﬁ h 'td‘ eEthH‘?‘shaéJ@E%tL\{i%hm - gonnection

connection esta hese types o
managed 26@ smhdtots| alhykapphcmioesrﬁrat wduldﬁnqulee(anq!ﬂnectldrh eFor example, many

aut onma date e | owed after a.predeterm ned
apPI BB oS TEGRR T O Mg ALBE Aiien bey ofe TyBY aivgied.  PRor to the
comﬂEﬁ&?t&rﬂﬁbn&ﬂﬁfghf%oge{v%d [+ O edbli6h 1ﬁf€m§ cBﬁhéUtwlt?t Slch update

in ti ne, the initial connection rray no onger
reques&aateamtepremedemﬁpl wser.t s & daert p@lnt of tlmeaftmbhb gonnection is

evi 110 ave chan r onnment
estatfiiiad Sngsf e of B B Rld it cieS il be ARPEpeficr CFob Mample, the
autoMali®@Gpd4ds maP BB AUbived tater b Ppeedenafel] @AndtABAGSGNnt2@0ogin count,

once again initiates the configuration wi zard to 30

or affeg @ predejeranngd) tine delebnnect i ons and uses the defaul t
lerarchy ta s t r ul,ar
[004# R-\l/ ng‘!.)e ?ln%? la r r AR Mng It}?e mlﬁ h| A Su(gés bl 1y, 10 longer be

nterface contigure. "During

availdbleU[For teR8mpIRN ﬂfeCFobﬁibn @magmbxlé&&vmyl 18@siay hﬁvd.lélﬁihged from a
for a location .g., hone, office, public trusted, or
home, gavirenmepi m§f1ea§flcan‘ar ubkis @flzélr@w%onﬁftjarla%rrttfwnignaaloss of

cort TRRREG S AT OB ke Mo v

identf§T. bt!ﬁ&@[é?/c@ﬁ%ﬁfins landt usels thendefatlt cieraAthyi ry safetera particular
connectivity is reest g?l [ Sh§% hgwus r may be

CO“"BPB’_\??%H‘“‘ ach 224118 1SeB18WEr dRyring S?q%?e? 84y, the cgppection

manfRt 280 i) £Rhé WESFoRr9dbEd 1 RARE. oC UVARS LHRRS public trusted, or public

untrusted) and complete the configuration in a similar manner as described above for the

10
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[0046] Deferring the configuration of the nultiple

communi cation interfaces 225 sinplifies the user
wezpeniamre. Only when connectivity is not avaPCHDE®07/620596

the user required 5 to conplete configuration of
it S QR SRy A RoRReh s BERaniEssa, B e nl be provided
withrtesniabstreamspdneeaiit scragin dreant dptioa oo nextfigure additienys con@Glons.

| earns user.s copnnection_patterns. [0047] During
(00441, conw‘{gﬂ?‘é‘gi%ﬁ CB’éEt"PLBG‘,‘O‘be r H ‘Pi‘hﬁg‘?ﬂb@ﬂ%tmterf“es 225
simpliFRY ShdP et OkpeiRhce. LAl Rl ®hnediiVity GORRERI1S]e TBMBLSE: required

260 nnnitprs ;he user”s connection’behaviors to 10
to coniplete ¢onfigatationnyf aididicant esrpmutisaten overfaces 22h.  Thus, the user is

pro R B RS e PG STb B TREFF B manager
260 WariR@hé Q&tr&abohiedtion pafl&hb.i fy such connection patterns.

For exanple, the connection nanager 260 may identify
[004T1hat whé&hring the canfiguratianupesiode on&tmm gany obsequeat asage period for

22 a.particul.ar printer,1s sel ected or, a browser )
that prp%;(e};, gget ﬁ(bm}egél I‘h élﬁadlélaer %,?)doﬁm?%té)ﬁst | eyluF]ed S ﬁ%rﬁlegtlon behaviors to
iden6 BN PRErhd And AttERIHD to tali® ke SRIMNESHTigfatiTRNAREe26The connection
queries the user to determne if the selection should
manpger 28 anayy intesfiacei wigh the epssasing siystemt 2% enntipypesly or geriodically to

T T T
that mbon tsingd paytidulle coninmetdation inteHARMEDS, 3 particalayiphintes &0klected or

The connecti on manager. 260 may nonitor activations of
a browger proxypigleR jie changsat wiipen dfentyBigptudhha qpgeectios pattern, the
conREG&H maﬁg%é[rf 2@)\/\%&}'@%%@'@& &heﬁgﬁnihg i?%ﬁeapélééibﬁdshould be made
automatically en the particular comuni cation
automatiealfyamsp@dive 8 tsepartioultth eomsmniration ahtecface E®S and connection
. exanple, if the user activates a VPN connection after
being d8fbcting to a home network, the connection rmanager

(004860 Can ApoaEpt c&xﬁ@ctibie?aﬁé?n it :nfxa}I BE YBNito2@ P Ghé Ydnnection

shoul d be activated automatically “upon connection to

mangges 200 ne VPN weagk. T2§ dooferipn Tivmagerf 260 mdy cmovfiiog actatations of the

echni i mpl ement e t he copnection er 260
VN EF g P 4L RRPEeEntoe” (6 RGPS 3 o) §PRGSFEn should be
estatilsREK adOfhatitd1B; WREN@E parti@llaiScomlnichidd Hterfdeli203tik @Bed in the
of the connection nanager 260 (e.g., when the user

samg |qcgtion. phierexasende.ah theawser eetivatestah¥Phiesinnectijmyaftas conmecting to a
0 I , ectign er 260 . .
o TR S BR85! BT EARe 6%k i e v
conmeotisieshiouibd sctiveled authatioalifelpuaccondedionals teomd he&work.
initial _selection nmay be based on a predetermn ned )
(004} er ar ciihe o?ef%%§%¥iguqaﬁamtteﬁ%mq Hepleagnted dyy the connection
. . <l j f onrf.i [ a
manfik8 98ps ALRFLMASH FerBfed Brifle 5.0 Th bl bROKERE the method
start8 3pon Exieiap laatiyatioandfi ther annedtictatranages| 260e ée. g. U sien| the user first
assword, .environnent (e.g., hone, office, public .
Pquﬁ%Ssgtaaa,aCB&%F% éhey Hiop’ll%td&ﬂ‘)c? 40y, Tnjmethed ms%&bﬁb%kthe&epnecmn
k8 8ORABEHES 084 B SErSERGESH Lt inmetod
block 308/ (02 linRiaPEHlEcIRROBTY B2B3SM ort hepredetdrimjnedahieranctiynor based on
inpug‘gr:?rﬁgg}fthge(}!( f03r5g)'(an'1Al§le.a ueb%seeq‘uig n(gue?i%h ntIor Ic%n}i:gunrgﬁortx I?lgta for the

selected initial connection in method block 330. Exemplary configuration data includes

user ID, password, environment (e.g., home, office, public trusted, public untrusted), etc.

In method block 340, the connection manager 260 established connectivity, and terminates
11
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manager 260 identifies a |loss of connectivity in

nmet hod bl ock 360 and reinitiates the configuration
woemandiar et hod bl ock 310. [ 0050) Anot her t eR¢U/087/020596

that may be enpl oyed by the connection nmanager 260 to

' i fyt X I ance..i . i.QOi -

e Sy Boh g S 1o S0 2RSSk R SR SR, R0 ectin
manageri 260f identifiesnpllossedf cdipictieity yn nhdikod block S360c andiseflitiates the

or connection selection depend, at least in part, in
Coné%aqoé‘\)'é‘lzafgfatf‘%dbjg%&oat ed with the connection. For

xanpl e, b &R hAfgheBiaK T ?%é é\';’\;gﬁi ) @b cbinerli
mOS(?r ust, \QA‘?P@ pu iFlc neflt Wél ks uﬁ)('ﬁlblgj ascéocei%g?lg&]a\?ma%% 260 to
simplify ehatuserebxperiencd &ved defer t questioning Ithes ms¢rhahouartbe location of a

specifically .desi.gnhated a O.truste ubl.i c .
conng Bl A b g SatBL ERpsde, T oo hidstrceseg for fgection
sele&%n%b&i{ a6 1dakt iEAYe, o fHeBE G tof tRIIPAIsECISRY Wit IR Hofinection. For

where wirel ess networks 130, 140, 150 are detectible,
exargplehoféise actowiksemay dhvpa hagh lelelasfytrusa winheepulilicpstworks would be

vari,ous, desti.nati.on airports, nearby hones or. X
assofRler TR agelatigrly IOyl ot RS Py ook, sRsfijealy dgsignated as
trusttd pliblid@ywérkgadcast their identities using beacon 15

signals, while other networks that do not broadcast )
[005Khei r i dwRnBtyses ther mobiledexicp| 1d 0" myy becenpleyed i neany different
publicfnevnltvsrlé)grlélgxﬁtggvf:vf\:?egvﬁvirglggs? rgeﬁ\%&klfs Callgpgfé{O? Egé %rgtjd\sﬁnercgglleggu%ﬁ'as a coffee
shopdl@diBeatyt @ hoteldifpas vakib . ddstington AFRts dadebyheineg of Basinesses,

avail abl e connections at any given tinme, the )
etc. coRTEBICBIOTRRAEREYISREY imaahtipy trgadeasicthplr idensifiss atsingobeacon
sign@@,p{%hg@f)‘t}ﬁ% %fw&ﬁ& \ﬁ%[tkcg)t Hotdﬁlto%{ﬁsp fheld Rle Yt?ésl ;ﬁ'@' ‘lilll\tiyible.” To
ai l'ed connections to 20 rnvisible networks are
conrfectT®- ao frsisible heaworknad yonmectien aaeipe niustee hege) rkE¥dhé @onnection
estahlish conpectjvity far the il e device 110. ..
attermo%gi 6 LY RNt e dP it wresRbles  Hes Ftg determining the
avaiaBRN&Rhé@dns Bpﬁlfﬁomﬁﬂepﬂle JdoRA&dich n%ﬁlggé'tﬁoexﬁaf R Sattempt

I'n the connecti on database 270 for previously
connepic ttunadyr avisibletneordrk. toTHéterminé atsnantailobility. nKiled connections to
. .L&catioqi with networks used and networks. not used in blish
INVISPIS ICHOTEP @ AT PENTHE. MR ANTRAYT B HRR e lo establis
conrié&®Vityok theGRGYIleddbvRki 190, questions for each network

encountered, the connection nmanager 260 defers the _
[0052juery uipi deternyag tdagdidates foetastabkislingfd ganeaction, thes connection

e dentified.two .or nore.tj . FoJ.exanmple, if the
man g o0 S0kS s 1R RSt sk £ 70T TR e fipyly hiumtered
netwiobla! THi€infGr@iatibh ek Idcatidirew]tp aadwodks use®dhe aginaitkd Kot used in a
the user naé be requested to designate the | ocation
partigplan lacpiior. eRader thay buodenenabe useonfth gapfigyraen questions for- each
e . SPECI e [ 4l.0 ' - .
neowBHE TR, U3 B AP Rl der PR REER, s B bu 5 goricular
netwaels confduraionoias e ddeitified avohanmori tipes. t Féoexdnisle, if the same
| ocation. Subsequent to the |ocation designation, the

array. ({n QEWOFKS i nidgatifiedlg oit sy Tikelyc khat e ysesy frequents the location.

SubsehEdflL € BRESse LGH!@ar i @p. : T :

bl B s BBl 619 - RERF BB daifign el ' kbgnized

netwoflO&@1figuratmasre Ferrbaahpie the nsdrheaynxpercife ageuerakblotdforneategory of
have. gl obal e!ooiti ni n . . .

public, with™a more detailed su categgory designation of university or home airport for the

location. Subsequent to the location designation, the connection manager 260 may track

the user’s preferences in the particular location.
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system (GPS) location tracking ability. If this is the
case, the nobile device 110 nay autonatically
waele®sniase t he physical |ocation for preferenckCT/US2007/020596
tracking in addition to or in place of querying the
[osyser to1glesheRabRdid ], WkdoBile dBVicd@hd intg WiV idIobal positioning
identifying the 5 particular network configuration
systern(&PShdocatinn gracking ahslty. i  thistisihe dasee dhevimtdbile atesicant10 may
copfi.gurati on queries each.ti a particul.ar network :
autofrgigg o deniamals e ySiea b Rertiqn i mietbiees acking i pdgitign to or in
plac8 @ NftleBfing HMubdietoCSEBHAtC M| 10Bat Al WBR KW aitin@ M uRi 308 tfying the
l'ocation “nmay be | earned by querying a W-F network
particelagj aetevork wentigiradony more gwneoncandiel usemisi mnt irdenedevith constant

ccess point. Location information .my also be I
conffE TR AN en? Tl S herSyBF TRby iR of GhoSlnfGefy Qiper positioning
infof@d1dANMa P be GRtHerd A froReiheoknRAEA oA MetwbR8 5 Hor Afxafiple, location

desi gnati ng a known | ocation, the connection manager
maybgdearned iy quarzinger We-Fa petiwosl teeddtermingthgstgnghpeeer and location of

[ [l ] [y nneectd tterns Ln

the 4ofER PR, FoeiPrinfrubif a5 osh bE BRI BB bR ptehor .
phoreado@ipady a8 célRilmGiekSork@pegfsy.e by setting the ignore

flag. I%nori ng. unused networ ks hel ps declutter
[00541nf or mat¥ftsh dspigaalinged knownslacadondbe qepnefitiop| mynaggr 260 tracks
nets s Sole th HERE BRRAEIOERIG A FE TR Ak s YophHfiop patterns in
that hevadger FoGxamples mphsed hawaikisanay bé daveddd e nétworks to ignore by

deterni ne _ whi.ch | nvisible netwarks rmﬁ}&tlée. avai |l abl e

settipg, the ignoreifiag) dEnqrytganusea petvREss helpsrfleshienintargnatiopresented to
) . . > L .
e D T L SR FE R Rt TN ST TS g Rks o given
locati@pi dl y deternine the wirel ess configuration at the
| ocat i o& The visible ng% rks provjde.an. i.ndi cation .
9054l e gar di nge SAFERLIPR 28RS dOH BraNSPIROYlogRton RTormpLiop i figtermine
whidiUigivishlé ReworRCHad veeiviibie &P R fpafitufl 16¢hBAGatHEABEN employing
patterns. Consider the case where the connection
the HawagmsURER cennectiemptiemgt tscheswt. ablhes Misthde metwonks toani lrelp the

ticul locatipn. Lf the.visible.networ t hat ..
conrBHLaibef Pon iy gBerits hASHEH PR AL G Afftion. e
visibl® HeBrsIRE tREvViHe drhendititiofil Ri@rdipt WhiMS ifiibROhetworks might be
present, then the connecti on manager 260 can _
availgblerduisrtp he [rpcked; netwerkzeonfiguratien @nd ysagergsttery. tonsider the case
r il..after it . fir .
e E3PEEE ko b2 & AERITHE 3 Wbyl Lyl & borcuer

locati®a N tHeovisiblRinietwoiks lias txdvatsdtieod maihpa26006S isédn inttheast when
that are faster). [00561 Note that dropped connections
conngeted to ey inyis e Hetwearkreare mog areasigthen dha smectigpmapgger 260 can

GBIl RG0S SRR ot s
first eomablésties an ingiatl compedomineing tsomeusthér mealoCios untié inhdyi éxhausted

device. 110. Based on previ ous usage information
Othe’ili’(%f’é‘%gﬁlelsé‘?a‘ aglfi ce | ocation, the connection

[00s¢fRNager NGO S dRNBES c?ﬁ@kti@tﬁl %&V%%%:%o%%&% fhe 1ocation.

40 has been previously aval the offFce AN
For ¢xample sensiderBasiadiab nasehviserk thewhebitredeviidee] oisnsirtgi amnoffice LAN

cowwgigé%n@pggg%%ug&%ﬁﬁl u(s[;:erullir[lzdozc% tl\llg) mobile device 110.

Based on previous usage information tracked for the office location, the connection

manager 260 is aware that an invisible WLAN network 140 has been previously available

when the office LAN is present. Based on this knowledge, the connection manager 260
13
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can prioritize the establishing of a connection with
the invisible WLAN. On the other hand, if the office
WO 204808341 ast used but the nobile device 110 gpE&BUS2007/020596
through a sleep cycle and resunes again, the
can BRGKGS ih@%sf%ﬂ@ﬂﬁ% &%Oc&&%ala}pulmstﬂe ThyibBR vstLh@N On the other
I nvi si bl e WLAN present since the physical
hand ifahe offrcertpdyN hveasdast Iuaﬂblmi thélimebdoderacd 1 Khgomnlagegh 26Rep cycle

an, however, use other visihle WANs 1 at t.empt
and e LS PP GRRRBTECY PN APSs BETRIHE el e SLViNly WLAN
140 &l p‘i@seﬁ@sﬂ@ee(ﬂe bRySEd %(ﬁhﬁﬁ ma99abve eRangk@! TRE @Me@tloﬂ R@nager 260
visib carrier(s) for 3G netvvorks the visib
can, Blowet/eroukﬁ( otherjeisible M@Ng 1401tp xagempt teadétenmipe mq locagiapr  Other

neoofftl ARG e: By BB Bt G Bt Bl Bkt the visve

carriBR§)MRE BG wE®ErksNthd v1§h@le®lﬁ1&ﬂo§ﬂll®ﬂe\|u@@s3(%lg0 fixeldNBcation printers or
connection manager 260 can note changes in networks.

automgpilesd peavideclocatfonddensifientt wor k appears in a pr evi ousl y
ecogni zed lLocation ronp
oSy or i RS HeFDpRaeERs SO o hon RSty used in
partio@hivdsdation, the t@tiet®or Meanags 26@tcuRriote [BARRE iBOM®Works. For
i ndi vi dual netvvor ks may be associated with mul “4&:
examrdealf iadieay netyiork appeaxsmitpt ErevaeHsleaneriaedncrdon Ae Hsgyanay be
pro a&@er&r?&n f! tﬂé ﬁ?ér'v%blfl ﬂkg/ﬁﬂéé B8 @& r?e?@oplgat%%o 1gnore the new
oca I ons tor ease of use rvice providers
netwogk.por ati ons enpl oy a common identification scherre
acr oss mJI tiple network | ocations. Thus, a particular

[0058) et wor kSHRS NGjRideACRAIHPESIRAY Re aasegialck with mtilei lgfagions. For
i PASER s TRORSFE S O BBy s many
locasansefoneree ohase. oMamy(derdce pmvndeZﬁ) asd rerpoirdtemns tempgsyhal @dmmon

denfHEAB SHARAPHP Ry iR A EIBTK (5RGEnt B RaHisular network may
be ex%ﬁﬂ@?etd' AR 298 10c286nd, Hufl B8R onR&FioW thdhab&f B0PR&Ss fo%rompt

Figure 4. In nmethod bl ock 400, the connection manager
the a0 fardatatisnswhesn Mrrheadunﬁlggamms ilooks thel sanmeemiooad thahowice (i.e., or

o ARG P o Bt B

[00s9n€t Wor KTES 16:akbh géﬂrﬂhg%&uﬂﬁlﬂa ARpIemehte8 Dy thetddBnection manager
current network configuration has been previously

260 sriesarived Math ieferepaetio dgire 4k In peethqdolgeck 408, thereonngetiasmanager
.ati h
260 RS CEOR QN By o BERRaBIRK AL SPRRUBhhher 260

comptetser a1 eagent! deowadki oconfighaiisat iton prédousheesneiihich@ll network
in nethod bl ock 430, If the | ocation has not been

configaratigry and igteeminse df il camenticiyerk cadisprabippthas thegn previously

encoH efedlif S ddBI8dEs . | Ocation in nethod bl ock 440. If
e current network configuration has not been

[0060g)r evi ouHl the mmmnnhew@dk iconfigdration ko bkert Pevidusty encountered in

kR St s Sl i
beenrﬁ%hBQ&l uplrr%‘ﬁ%ddfglgclf Q3§01 4R 1o gﬂﬁ)nnﬁi eEﬁ’ ?tﬁ H%f ;l%% Q%ectlon

until the partic 14 SUBSTI TUTE
man@anaﬁ@pmms Bﬂdsmlm(ﬁgbcanon in method block 440. If the current

network configuration has not been previously encountered in method block 420, the

connection manager 260 stores the current network configuration in method block 450 and

returns to method block 400 to monitor the network configurations until the particular

14
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configuration is identified a second tine. O course,

as indicated above, identification threshold nay be
w@edosas2132 nunber greater than two. [0061] Aft ePCT/082007/020596

| ocation is defined in nethod bl ock 440, the

FRRARAL isOReATATE secch@ ik AGEE cH 88 SisBhdldid Aol B flientificati
con ocatioﬁqiﬁ nethoée%%bcl 460. %ﬂgse Ssage pattgrns ﬁ%&“ﬂlon
thresheld fay bpkaiyaed nimbpr greatet thae tw@nnect i on attenpts at

t he desianated | ocation.in. methaod hlock 470. as
O06kogcr | bATEABA S IASTREH oo oMl dbs eimsrtioh manager
260 fFaks! lﬁa&eé{'tﬁe_edéfilnﬁd 168106 FNRRHoU BloEdHaY Ehesc2Bgf BHt'téHrisS may be

the information it has gathered in the connection
emptiyed bapBOIAT R donnedtiverapempts at pheoddsnagddagationnn method block 470,

dconge vaity for the user. Hence, when the connection
3 UiaHaet 280 10 identifies that no current connection
[0068%1 St'S  DurfnkirR$mhCogeddtici of tBS hdBlIE aBvie®MNGahé ¥bAnéciSh manager

that the user's activities are not delayed. At tines
260 efnphuys ¢l indermpation if has gatheyed medeswanédtipntdatabags 2 Hhtg/attempt to

al, of the connecti.on  manager, 260 that .t he "best"
provid Hlu ks R QRPN I TOB I WS S1enCT e, s, Conpeiian, mppager 260
idenBfitaiblai 6 eGrrént TOANecSN RAKE B ltfes thirthidly Estdblidh connectivity so that

connectivity is established, the connection manager =
the wsg(js @givisiesRret @otidgtayed f Atttaeshelso gerieeten.oh isaneti negpssarily the

prirr%%g g(?a’l Bg ﬁ’%\?ﬁ%&ﬂigc’t%glrg%%gé @g‘ﬁgtt tﬁ? ué%sg? éxeﬁs(/?ﬁgﬁeb se‘i‘g’cted, but rather

that eernieedityoe establisie) a 20D HLPobihls. ATep intHili @An&dtivitgds established,
t he connecti on_dat abase 270 regardi ng connection
the gonpeaiopimanager: H{hean sesk tq jdeatifyi e fesir@npsctigaavailable (e.g., based
on ﬂe%ﬁfmﬁ%F 'helridifd lgh&?gs r:(l)s"fl,go w-ircﬁp,l s‘?%na})str«f: th,eg'g. . The connection
aval [ abl e connection as well as ‘user preferences
manggere260 feagiloysoimfenhatmmaktosddi in tthe dohaertion dabbase 137G @egarding
determ ne the order in whi connectjons should b :
confeptigRufgs é’s%a?ﬂnpﬁﬂlonéﬁné\gﬁﬁgﬂd?% ST VBRI FApeL fipg in Table
1) férNBct a9dilabRNARHECRINCEEREN b u?éf@r%l%ﬁcésn(i.%',tfh‘@tdoﬁﬂe%t availability
where there Is no connection, ‘and a connection is
flag ie dfiableeld tordethemimeethe deder ipxwaimph epnndedonashield be tiied to establish
firs powered on a connection nmay be required during
ComFﬁ%“bbmer;up sequence for various functional _
[0063]0U39!<951’19bi&611ﬁ,%@ P58 Sonnkdeprodsss i€ eMPRIkd i sigdtidhs whiefe there is
speedi ng up the 25 connection acquisition, and thus
no coppecdamIng i connesttion hereguined ongrseduEprcexampiptwhen a device is first
pow§rleh uoant Iaocnonn\el:\éheotrn.(:“rnfa?s’l;e cANEG tc{u'rl‘?léutigféjolwér- é)ug)e%rl]lence for various
resum ng operati on‘fromsore typeé o I'm ted
functiofdl t haiizakeephige pufpokese X arHel €ast idonhét® WOREIpRL digVbseedibkOup the
i s a notebook conputer, it enters a hibernation npde
conngaden aqquisition, pad tus thecompletion: of the YamBIPLseanqnshs Another situation
u [ |t t - quj Id LSy
o861 GRRELLY 050 5L RS DB ELR, g, Lot dFtmico
funcaoimd @addei FoBOxamyslé Lif thesmotpitendevidet 110gs anoebogh esrepater, it enters a
., other location that bans the use of RF networks. For .
hibegnatiap raode; Whah Hiede suloser nﬁyfc'aa%r%?ew%tailwﬁla%mlév to be
| i iAW Rz Rl SithatiBRWHexd 4 30 i
e 59 Bhey WA 06 0pA0, s BOARL EHOROBH o
usefulnip lupom exitingen dipne oo otet loqation ¢dd bens the usSIOBKA ddtwbrks. For

exarr?pﬁleE,%Thzgrdelér% 52\7\(?\i)tchvga)g %g%/cgéaztg'ddrtzo gigil‘gléj i%oggv/icoe%.o F{%ﬁen the switch is
enabled upon exiting the restricted area, the connection manager 260 may implement the

fast connect procedure.
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[0064] In general, the connection manager 260 stores
informati on regarding the connection tines of the
WO 200804341 r acked conmuni cation interfaces 225 ptmU$1967/020596
comuni cati on networks 120. This information nay be a
(0064} €det efn ﬁaaﬁ%e ConRERGE ifhap GO SlopQNinkdrttRifion Hgarding the
al t er nat | the connecti on nager 0O may t
conr@ctioral tnﬁes:oasfnehd: | varicus maacked @detmatumicagioan nﬁm}ﬁmet e?2S and the

connection time an av ge Qr. weighte
comEpaItagen REoE RS, TiisJBOEPHURe TR di e et RO St oy xpected
com@@tloﬂ QiR s \é"l’tleHﬁﬁvély tRE CUALSctn Zi‘ﬁ‘asx{ag%at%?ﬁnﬁzt th88 actual

g., very fast, fas medl um f ast cases,
connmhMle tifries tocdateretne an qxpe@cd fcopecior time de.godsilg dhaverage or

. nectlo be stared as.relative tric .
weighirh E4E JUnHIPTYy JOESY o ekeR SPIaEist Hoss N e LFd 4 gglues in
secoRdPorsRGelaflve ﬁle%%sglg o€ Gefyoras AR Im&iumk Fa g MIGRE L InVdabes; where the

For exanple, a LAN connéction is very fast typically,
connggtiompryoriiees skl icodeds Sreecongectiongmges| roaygbé storeday repjaﬂnhe metrics

N f th t k
indidggE B ords G GAPepaHioh ffraces Joy MUY PR RS i gotablish
connké@vitys FUlpé)Caﬁ‘xllﬂlé’ ATHAN §J)1ﬁié€t‘ion i (06 Fdst tsicABNHAE a9 be slow if

manager 260 may al so use a conbination of actual
thereigrneasy |1<mg lajerey; pathdo semg of wee mesworkcservices. éM\QAN fetwork

130 [ ASRHIE oy Sl SRR Wi UCRRCnchigp T P Pl i e

[0063onnect The ¢EdnEctivhy niddbgerb26@Viahy adlse uskloyedRibindtfdat of actual
particul ar conmuni cation interface 225 nmay be of the

connegtin timgaand yelpdv mptricon s texagples ki the nyephee of cpanections made

a0 SRR PSRl i H15y SERMEE| B oy

be ava#labkb| Hooenerediadt particulae commyurhieatieatiatelfiasd1225 amd be of the type
recorded. Accordingly, for a subset of the connection

that typicqlfy cRnagsty guckbonnbierce; sthy| sQREeHons Ranagery 2% pay st the

con&é@&ﬂlﬁk &4 a(iglgﬁgé: L4188 of fagf'ﬁnﬁlrbuéﬁ QQ{ﬁqec‘ ﬁlai"@ id1fib1eCddRRESion time
may have relative nmetrics. I'n establishing a

may lheeasmbhki;pd driderecaded c Aicoordinghp ger a26Bset wifiyhe enraettimsfor which

omuni ¢ nterfac 225 W fast connecti.on
fast EOMBEL IRl i SATE R D AOE Bl GHREEI T A g gcconds, while

otheBRANLhIRGERIVE IfetA@S Un leflaBlidnify ﬂﬁfeﬂr@hy Qﬁ@@&me&tﬁbrﬁ MhSager 260
manner, the communication interfaces
may amﬂaﬂnge@ commuynipetionintetéaree AP mgﬂbiaﬂmgnms@mnt tumres bazssd on actual
nst a t he,.foll,ow nqg.order . my be .used - fast
monfiied eBRAGEEE it rapVe HRAE SOl CHet e iy 3 fhst , i s manner,
the cohPMindeHtida linte Fh@¢/208 nfaybe arfing@bBSordéraifledehdinly connectlon time.
connection times are nonitored, the thresholds fo

For ma@tlce e follawing @rder avasabe upadot St eewel; dastspesics m@dlum actual;
med{d! In{éﬁx VAN tlE. rslgém I'l% c:?s%g Wi E]Q%?&llalog frefford Bihes are
be' ["&s's tﬁw % e

secon Ium connectli on

monitGigbethd &hr&ﬂﬁﬂtl"sd’ér fa3f) Ghedlivih Oe\&ddQ;W afd infPleri@itaticikeecific, and may
| onger than 30 30 seco,nds.[0066] In the case where a .
varypaFpr E#EPICe dnfast cPBReCHERime ajs bF ekt draace | sshofdsy a medium

[N (i = it kS . e
conp ST upkl s 1 =KEpkt 2R ERIGEDR Y LNAIARG: pn 30
secondst eraction might be required to navigate a |ogon

a W-Fi |logon screen for a paid W-Fi_ service

[0066§)r a VPN Gerasmwhers asied conpeeion| TEAFRY/ user ipteraction Tor login
(i.e.,POEMRY ) is 18t pratEivdd DY Tdhe Fd6Ffor( BtddFsRRAk a fast connection. For

example, user interaction might be required to navigate a logon (e.g., a Wi-Fi logon screen

for a paid Wi-Fi service) or a VPN screen (to provide a user ID and/or a password).
16
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WD 2008/ 042142 PCT/ US2007/ 020596 [0067] In addition,
a user may be able to set preferences for fast
w@emwseexig2 i ncl udi ng disabling the function eneCT/EF2001020596
sel ecting particular networks that may or may not be
sed ( sett ] E , € .
0 ot ThaddiE 4 19 ffbeleic AR prefAin B BRI copl3 cluding
disablépths dunidtion eadrelpyr sadeating pecivdlag astworkethacman e iiagmot be used
Fgmever, .f the user 5 has an unlimted usa

e plan,
(e.84 pRAUDE Hhe T Ja8)- whidh cXagPhe-\assT praymer wee Pge b Agistork for fast
iy _ : e 11t od
confeRI5 breaue e b¥may ithr e RistblrkofntIRAC HOREIGNF the user
has ambnlimited usage gdan, ning/ uses aEght whe tb@lwayagpréefer 3Ghfor WkAfdst connect
net k 130. The connecti.on manager 260 inco at es.
funciig & . riSFERABS YHHES NEEd SpCuBh ek dopry g FG dlagopbile a user
with@RIMRkiRddl A eess bhH éé@&[‘ﬁl@tF@ﬂa%ﬁﬁ‘Wﬁ@J Adth8fiP130. UPhe connection
establish connéctivity to the fastest eligible 10
manggar ket inoorpbeatesdthese preferemaes an tits dasttdonped girwridizatior e Generally,

user' referen .. 1n the case,.where fast reconpect ...
the {Siee B rEaeh 200 oLy §h FREPliTh SHRISEFEY B Froprey clisble
conrcBon 58Ed bR lthS EbrfketlidittiMe daQHAE ¢id Wer’s pRIEBhcdsN 1 HBcase where
cases, the connection manager 260 naz aut ononousl y
¢

fast ggconmice i disabledighe Chophceanngeiien difant heuriséips axe usadfor selecting a
Com%%g&g are no software applications running that 15
require connectivity. O course, as soon as such an
[00683Pp! i callh e8me Tabedltheh®fnedtivh MATNIEC L6 MayBINagRNoley disable the
may re-enable fast connect, In this manner, _ .
fast copmret tmedet yhew 1hsenpey dhpt thereac nespfyvarg AppHeations running that
requSRELAEHYRY, &F cBARE, ANoBARE Littiim BRULIREGY Filnched, the connection
managert268| méy sd-ecabie &6t caneet. t hethisomamedrj) conneetivdgeis p26@ided to the

val uates al| options and deterpines the best choi ce.
newgfp?ima%%f SBPRHHBN5HY PO 3 b LSS o A iArYed copRection may be
subsah @91 n%bx‘atfid@d i Ofle tifATal TRY Rfne@BEYRE R¥intdi®on manager 260
conneCtl on manager 260 to 1 nplenent a fast connect. In
evalnsehatioptians land 86@rminee thedresedtoiaen nanager 260 detects
he absence .connectivity.. If_fasy connect is,not
(006 bt od TRt HGBUBIES o SRier. G0 g art b BREPd fhay may be
empRiye@ byt the coEraeh InPihaf& Pl MWifflemn 2eMsOLomMBRl | Bahk®Bd block
requi renents), the connection rmanager 260 establi shed
500,¢be periertion manmr 269 dgtens thmabserresai cogrgatizdyi dinfast connect is not
techni 0 d bl ock 52 07 £ fast nne
enattGF IPEHE] WiodTE B oD iibr deferepe 0L b s RTlrc i e 260
based @ a;iﬂli&&&iorﬁfd uirb@enke)/ ithe Sor(recion nﬁﬁﬂggaﬂ I¥60adstablished connectivity
_inter gpes”zzg) as UNTRIED in nethod block 530. In
usingBpHRA “BeYCRomwgtion (rehrighsrda mekoditlnglye20-260
[007@et erm pegq éon!hggtrﬁ ehabl&d gleq’lht‘flgd Wlotcﬁ 51?, t.fhg%'bnnegtion manager 260
onnection tine present 1n the group of untrie
flagdalV itleedevicesge.g. ,aonttatsicatioremtdrfaces 22Y) asHUNIRIED iwmahethod block
NN BN L W TS T,
o o8 Bl b R ARG} s Ytermined by a
threshotd vaae drastativommoe). devi ce is present, the connection
manager . 260 de&rrntnes the_.availability of the

[007He| oct edf BRHTEEEY GeViGET BV FASE ICORRSS! LimeS ity Wffied blgek 540, the

connkétion manager 260 proceeds with establishing connectivity normally in method
block 520. If an untried fast connect device is present, the connection manager 260

determines the availability of the selected device in method block 550 and attempts to
17
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SUBSTI TUTE SHEET (RULE 26) WD 2008/ 042142

PCT/ US2007/ 020596 connect using the sel ected device
wo poosesfiazl bl ock 560. Note that for a given  PCT/US2007/020596

comuni cat i on interfaces 225, multiple connection

Do e t .de My e ticyl .

contE T fig, sy SPRERY N (EOREIOYRRR AL RIS WM B o given
commoniatdn tmerfReades, Aaktiplayonmictiempossibilitiepmaytexiseslepending on

establish a c nnectlin usin articul ar

the RagigiAT I6SR PR 91t BOPdR dedce B eRRet HScFoBnestiongpnages 260 may
atterg@%ﬁl'tlgfé d;hﬂ{)sotf) TeabRdh 2?@&1]1@@[%}1 lﬂfl@’ % gé&g&%laf fti(ﬂ'féhlﬁﬁgica@& interface

ove In reference to
225 donmetibd drlockarsafer I26@cariay iafdrempon thms bennpeviouslybobdked, as

e and i.nvisi bl e networ ks dependi n
descfhid AbOvea PERTeR FIENA foftioReeragY SRIpger Jh0 may atemp to
conre®N B8 HoltPRisitle SHHACRRRBE hetwBRED 94119 Ko (e p%ﬁﬁ:ufa?séxpected
connect nmethod 10 term nates in tho bl ock "580. If
envitdmmege| ect ed device i s not avallable i n nmet hod block

50, or e connection att f
0250" ¢nl BE RTREET O aaraguh Bupehed Bigek A BEfaspedipéet method
term§tRvdsCGifl AsthdRbidek | 530Nelf iR sdibsk d83Le MRt RlalliBIE ih ethod block
met hod bl ock 540 to identify another fast connect

550, cemidie d@n@ectip@mmpzmiim'gl methodt bloek §70.t the qpphedtion manager 260
ﬂagst %1\8/ sclg %bw ﬁ‘ﬂ:i‘%lgg% Iﬁrge (83i El%% l58§ d r%tslénnq% |né%lé°d block 540

to 1d6ﬂiﬂy1aﬁbma£fa§lfbdnﬂédfcﬁﬂﬁeae 22 and comoar es the
monitored | oad to the bandw dth associated with the

[007] onnect PyRNg opgration gstbg 1aebile devdeq d 1), therqonnerion angrager 260
monﬂllfng'htﬁgf:%ﬁéglluﬂﬁﬁgioﬁ I%a??)teﬁflg'ﬂaﬂﬁlee% tﬂg§elg&e(§1 ?x?xcrla?n?c%lon interfaces

may resu om one Or nore app
22 aﬁdacmhparast magnmxmd loadind thd dtaad widsn sfseciated svitgthetcbanection (e.g.,

ection. |If the system | oad approaches th i
baseggﬁgwtafﬂ% PPHIHPMaNGE OhRreeset ¥HHEY (2 etﬁfémnsa’ena& %19@3 High
loadha j §ulfr?x§h{ SndI6Y hfofe %;%ﬁlcﬁﬁgr} tﬂ@llﬁzﬂﬂl sn iRk 'dﬁéttka‘?ﬁ{%rs using

ra For exa e,

eg he co tion is beln
the seke@d wemmdction.olfahg sysieny lcazdcilpamaametltm bauulmdﬂnriphnt é(;:tancrrxtended

ecut ed at requires e bandwi t he
periddh B oh{emPbls chtie 110 and (B B tes Avelogtigns G degrade.
For ARarfple€$filthe cbﬁﬁecru'dﬂ nis NBeiAP Alsed 2hdaplys t(ﬂ%}{pzﬁ%@ e RACadditional
increased |atency for data transfefs. Dependi ng on

applich@omistaxeeuted thah eeqappﬂi bath oo bandwidths thqnoemd@wnugey not be able

to sulyggxt'tqﬁg’ g(g?al O’tl(i/ ?Agal begﬁlé,?és é’*lrrl?a.l’rg ﬁ]galt l%B]?X f%%%}'letnce increased

latenidD ibrt d¥itd fignstdre. Depéhdify am tRGidnve o@@wmﬁﬂlbaibn 4rldeits intended use,
connection manager 260 tries to proactively prevent

thesg #riditéenabdelpysramcyegatively dmpadidhe bbby ienaran efficiently.
[ooﬂéﬂpa‘?t ' Bg fﬁl&ﬁt&&r ft?.f% fl?%hg 8n°afn éé?%e rAARL R n 2 AR %o%&t%smanager

the e |C|enc general,
260 crdgsneecprioadtiveiyn pgﬁéntZﬁﬂrdaEﬁd% Iafttﬁtt@Sermtdh bhﬁ’l(ﬂﬂﬁi @bnmegtion from
stem 227 or oth?r 30 appllcatlons to_ schedul e

impﬁ\?éflg dhgsperirRtagce of drer pEningerRpliGaonsr the sihicipney of the user. In
genepﬂnﬂl\@ Meé’ﬂoﬁlhﬁ%%ep?gétlhﬁé?ﬂd?s' PRAGHE Q)%Iﬁlgg{lé %25?1?10%7 or other

e user may set erences tor commu
applmmnsamsn]g:dulmvﬂn.mis rgents sabifeaiyetyheserthaiataitablegbandwidth without
ctlon nd/ o eci fying the connections . avail able
nega]u& ydwﬁﬁgd&ffogﬂg?‘i?ad’yh&d&%%ﬁt prf%rences for commux%catlon load
monitoring, including disabling the monitoring function and/or specifying the connections

available for communication load adjustment.
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SUBSTI TUTE SHEET (RULE 26) WD 2008/ 042142
PCT/ US2007/ 020596 [0075] When the nonitored | oad
wezx@esdd4n predeterm ned threshold (e.g., 85% PET/US2007/020596
capacity), the connection manager 260 nay take one of
ever al yag
(007 Sﬁl | ustrat %’ tglr%‘?)%& tr(r)g%{]?)gfﬁﬁ%g%ggﬁjg%?%én&r}%%gd%“hglg (¢.8-» 85% of
capamnyl) tm:rcbnﬂdémhoheﬂaﬁagext 60aviey afie ont ofiskvetudwetv@ts, to inhanage the load.

cant enpl at ed t hat peak or jnstant aneﬁous | oad val ues
U PRbQdimen, ?W%C‘@Bﬁg‘i“lﬂ‘éiﬂa% (hroniters Aggl reagts to average
loadSl‘P&We\féﬁﬁ?% coft e?@{lﬁtg eaﬁ@M&hﬁ%&d&E 1644 @ﬂ&%qﬁaﬁ%% be taken
not’ ‘act ua e a eto support 1ts rate

mtocapsadarett;ondue to practical signal considerations.

Hence, connecti on. n]a ger 260 may, rte#}g;
(00741 hf or ma 8?1“‘? &A%t BPATLIFLIar E‘W&mé“é‘b‘a&‘f‘&? Y grayyips actually
be ablRaRN&l bﬁ 1E§B¥ated°~czfﬁa5§ due s rﬁr&ﬁéi‘éal‘ Sighdl JHﬁ@idth'hohDe Hence, the

queue or the channel Dby interfacing 10 wt
conngperamanages $60 ey 267 othef informatios te detemays lihtas celmcay limit of the

reas

nsferred
chanfigh s\ ke, ARt IRENGHEME mpiter fe ERT R4 10 Shphel by interfacing
with!tRE Bpdralie: $ystenP 227 alfuRé Qudualwsysdihg!dataOwiifing € b@traMsferred, it is
(SNR) of the channel. G ven know edge of the SNR and
reasoriable tp@@hﬂudeagw thercéa@@é) scatogpavity. enother |t¢¢émme 1srt@eevaluate the
. capac t q&st d e
Slgnaglt g)erﬁlﬁ]ts n@k\ﬁ{gepena‘3 ﬁfég%élet h(g% g % ?&aglr% ? :NRg and the
techidldgy] ake G@acifytma?_i/nlﬁ& Etimatéd. %@Wﬁpﬁbﬂ@ rlnSy Tal%oﬂfépésﬁmated based on
hi stori cal know edge regardi %r;% the transfer speed

the signak strergth plonefepending o thepaBewlar terknclagiaand Jevage. ¢ et another
oL b SR PP RGOl S0 s o

partipallat inetwozk. sTHeecdpasity@fahe nexvaekdesdlflmbpe the tmadwidth limiting
ublic | ocat it can.be. reasonab i nferred that

factdte H’ét%%‘i“%er It "theh et rhlstt?rﬁgﬁ*&géwdé%&ﬁ % RAtiHIan ) has never

exce@ﬂ&f‘l Mlgﬁ ak sGhé g{}gﬁ@lo'cz?tlcﬁlr S8R e rkfoRAIY 1ﬁeﬁ@§ fhat te network is
the 20 current usage is close to the obsServed

the lhmung rcassa ke vaetiongh heeghlsigh elgnalssteshfdics ipvesent. aln such a case, if the
capaci t.y. 0077], A first ac t.hat, may .be_t aken by .

curngi) 85585, lppd Gribahacaud B fra) PR o enel e SR Pt Spacity

[o07710ad exoegdt Aok tBARALY by tdkBih 8§ fRd &)ﬂm%cﬁdh ﬁ%ﬁ%fp!l&ﬁ th response
establish a connection wth a hi gher bandw dth. Based

toa @wmth@dHQMWWWHEm@pg@lm deesheldtip ¢o edempicto; Qsﬁabhsh a connection
daj.a e ed of .t h

with ARG Giog o B B i R, 68 R 308 boplefiion aatabase

270 aﬁd Eﬁmt'leﬁgmﬂmtzllb@ubﬁ of thd ibbiledericd DI Shé)b@nfeeﬂidmﬂﬁnager 260
120 havi ng hi gher capacity.  Besides bandwi dt h

mayC«'ampaéaoamCéwg toy hevidblgrecinvisibleensitierk YD havips digher capacity.

Be51 satéh%‘iﬁ %Eldeﬁvi@h ttXe %I) {1&1 %?ant(a% (ﬁh{ag zﬁw gvsalvfl);fte other

e ava| e connec ‘i ons ore es I'ng a new

qualIIyJ of eatvnoer(QoS@ fatteiliatay o€ thel ataﬁmtmly conneztivng béfendestatgdishing a new
characteristics or the network 120 may . al so be

connegiy). décrreeaamgl? lagenegor jefrof handligg ﬁgér@F‘SﬁStﬁFér%é’éer negggrk 120 may

also 2@ 1?591&?&1 fy a nore appropriate connection (e.g., by
ena% Ing the LAN device 240), the connection manager

007860 swi {fcthesohnectios tharager 26Qo¢qm1eﬂdentefytg/rrmbpprngnatheonnection

SRR ROHER b oo B o o
Plpem?é(@y HEB1AE tdFropSVeonBiTMBA AL ihRFabODEY ﬁxﬁp&la%%ﬁli-gsthé Bppropriate

sone cases, t he previ ous conmuni cation channe
opergmr(gyp@mtnaw cardigusatioos & mdke use of the new communication interface 225.

In some cases, the previous communication channel is dropped and its associated
19
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19 SUBSTI TUTE SHEET (RULE 26) WD 2008/ 042142
PCT/ US2007/ 020596 communi cation interface 225 is
waele®absaa2 The resulting | arger pipeline increBCSEES1I00E020596
responsi veness of the nobile device 110 to user
comfn%ﬂfégﬁ&rc‘ ’mtlaﬁll&s 2?9% '(ﬁ@atbie%ns ﬁ%%&@lhﬁ tltﬁ%'ef #gge‘ﬁ?)@ increases the
ranster activities sooner, reduce e Ie
respotesiwenesslofGhgowbile devisa irpd tocmser fdﬂlﬂé’ﬁi Hefps rapphetioas complete their

connection.is avail able at a t r tinme, the
data LgRHERAGHYH IS SOORERa &P %@ﬂ@mﬁm[ﬁ 3 1Qipopyet rensygwption.
[0075(]e g. ﬂshag)eﬁepgg t191'1 al Qigaﬁeﬁ?f%%[ 20h4¥8Eular tx the connection
ormunl cation) erm ne | e user can t e any
manggeg p2602 oommiumcatdsewtthrthe arseecé.gomsirgy ai pggble .didog box or other

exanp conne%ﬂbon nanag?k 260 nag 8%&?St th
Comvwalca%r}) ‘Bl SFrmnG T BERRE ¢ 13Ke ARARICHR P Ezf’obe“ef ‘connection
availaBR8 Odor! efxafﬂi‘)fe i BSBebi@ mahider tZBG H&EFequést MMt the user plug in a

successful in nmaking a better cormuni cation |ink
CablamhbmhédevlbeZ%nnect i on rranager 260 queries the user

@ ete ne.if certain wi dt h ct|V|t%es sho
[008 u

e abor (5het dnigracUQ} v‘%lt}batﬁﬁvbfsﬁf YRt RRE 2 better

comARRcaGat 1ifI0 dvailabR! ﬂﬁ%ﬂﬁé&wntxﬂaﬁlagéﬁﬁmnéﬁﬂi&iﬁér fohRkermine if
a background appllcatlon (e.g., synchron|2|ng)flles

certagn b@rﬁavlﬁ@)acwtlab shrauddibe we@ldﬂ PERSEIVE handwilgetor T apphcatlons

ror EESHESHE SR RS AR et g e

or e@kild Hée«ﬂioﬁéd C e eohhébion marakbr 260 feseliddalek ehe hbortddeactivity at a
aborted application cannot be reschedul ed

latergfime rraesusrably, whon thiebandsyidibdead wilkbe lgereasedor(a beiter gggnection
LAt t

will r?gna%gzrfﬁlé N9 W We sz ﬁeggrga%gh%gﬁ&?%e rr{e%%?edﬁ%ﬁ%%ﬁl&ﬁally by the

conreotiorul planagerp26fiLe. by inseacting wahethe cacheduleh@22%)bah¢ ednnection

application. Wen the us directs the connecti on
man R 250 o GOH AN B34 TSP - ROR B 0BG Bhe YRy to re-execute

the %%Hfaépﬁ&ﬁloh' nWhQﬁ rtl'l@QerQﬁre‘éﬁQhE %oﬁff&%ﬁﬁ'xﬂ&agér ’2&? to abort an

rem nd hour, 12 hours, one day
applfeaiian, thfpuieh maa{wpeu&t uhc tmrpendzeirfoo ﬂlerre-eaﬁMMKm mhe telmandef (e.g.,

con tion ma na nitor the avai,l abl e
1 b b ehea st Pt ppatis i Biigrpt f¢-puecution, the
conréS®én M.’aﬁﬁ‘%etr hgbemhy nﬁiﬁfltf)f HeCiMailaBIe Wnft dtiond ahd Shdbileddice state
comuni cation capability to conplete the activity.

and [po@8ptl thenuspetwhen theng is iseffioient | kapdwidty, battarpbipd communication

our.c the 25 connection manager 260
Cﬂmﬁﬁéygs?ﬁﬁ@F%%i m?waﬁest (e.g., during the abort query)

[oogiihe tot @ dedthiiing Othed at'ﬂldbﬂlt_beof rraosileerdeeite Th@ resources, the
connection nmanager 260 stores in the connection

connggiiefh Bxpager F6Qnmay estiraate o Jeqest (e &ofHiing ¢ha alit query) the total
amokﬂt (%r (ia% ?0 %g %aﬂﬁgrrg& S %‘eactoﬁﬁiectl%ﬂ §g956(? Eto?&aﬂlntﬁk c%fmectxon

energy require conmuni cat e

datapaaet 22O & es@xmmectbr OEIachThenﬁmﬁﬁ@yloﬂomwﬁwel Q@25 and associated
requi rements nay be estimated for each 30
compwieAoRE £harnFl cHaHive PRESEX &GI8 iR qqmrawflaas% sy the particular

com{egﬁ)(??l ARt hﬂﬁér thﬁstd ioph ‘T’E(ﬁmle&%gks 05é % hﬁted for each

use 'S mhen connu I cati ei ng eaV|
comminicaéechannel Yabed on dmknteffqa;a typs. payrrent ei t her

units of tine or dat sfer. In.cas e the
[0083]ad i s ABQHIE BIRLOR W §%[an MPASHAE & ‘%&Sﬁ%?ﬁommca“on

link $O54iSg hdaWfly utilized, and that link requires payment, either by units of time or data
transfer. In cases where the load is expected to result in appreciable network costs, the

connection manager 260 may determine if a free, but possibly slower, network is available
20
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connecti on manager 260 may determine if a free, but
possi bly slower, network is available 20 SUBSTI TUTE
WEHBE4(1RULE 26) WO 2008/ 042142 PCT/ US2007/ 020BO6USBNT020596
pronpt the user to determine if the connection should
and o (hE 156k P JBEAMGE JF PR conrCbhat] DY b Sylined, (o reduce cost
Alteinaeehy ftigy cdiﬁe(aﬁmt naier 260 n’ﬁy suggesvdhatthae dataaspsfier bé postponed to
free network i s availaple. [0083] Turning now to
a time; wheneschsaper ng g nevark isavyaflalg. £ | ow di agram of a

v 08 iy TR SR A sy o met

for responding ito comanmjetiod Geaddis peatideda stunethmh bhbcklﬁg)ﬁ (lsmalaigure 6A),
on the current nication Jlink. over the active
the QOBRFAYIGNCRETAGRT 260 5“??5%@ %rzsﬂqufhlsﬁé epdeih HgeHEFRNT jcgmypyinication

link %O&b&lg defitk coMR Lrﬁlﬁ@amn??rher@&% 425 €1 Jodd/ mdRSfement is not enabled in
preference), the nmethod term nates at method bl ock

meth®d blodkf605 (oad byasexgeeference)s themadsheditermimates ah medtdddrock 610. If
t he devi ces

260 f|
load CRRRRRERS 1R AHEh e olne ey Ganagk AR pbhpdevices (e
comﬁhﬁfékﬂ(ﬁﬂﬁﬂerﬁ&eﬁ?ﬁﬂoﬂ WNPRIED 3R methiEDICOBES: [rpﬂlethod block 620,

manager 260 determines if there is a device with
the doemcelpn ceanagert 360; de;erpmeessehtherq i atdgwicg rvm!pbqﬁlfer genneciavity present

as termned b eed {e . .
in 6 @iy 0o it (e oF EREPBREA BDaProp BBERSE QoS an unted
devi€ORWABE tovdritivlly Sbétthe NEdrnkedliiyn igratikodical aCkn&BOd BIBek 620, the

connection nmanager 260 determnes the availability of

connegfionsmprages d6Q) deterpines thegvaidability o ithe Slepasi dgyice in'method block
625 gﬁ({ eﬁ[%{pb? oﬂgg%%%{{l&l{ﬁé F% a&{t&fde%?% 1835%%@%18%%@ Note that fora

given ijlﬁfrfuﬁﬁﬁﬁoﬁ? dherfavel 22 reultplreandction possshitities e smmependmg
exi st dependl ng on the particular_ |ocation of the

ﬂi?oll?ﬂrp@l delpration afptheelile devige LidhnHenrgeo Hlen%a@@wnz@enager 260
may '"Hité lenf'iﬁl d B EsthbibRSa LOnRetiaP Iukxﬁg aaggr‘?ig@lgl:&:bﬁﬁlumcanon
usin a pa tlcu ar communi caton interfabe 225 in
interfagt 06l itbnediod@deck 630. | i dadatiom irifofnoativathae Ibehaprebmmly tracked as

evi ously tracked s 20 descri bed above in er enc
descl A Pl tnater R GRS dn HaHOGEF IR G RAgH ADogy Hmot o
conre@NREGbtt YisRAE Nl fiviiBle AMGwbiY] @ép@h&n@ SSVRhK %artlcular expected
dependi ng on the particular expected environment. If
envitongeot i dlet ¢omectionsis suesssiul inimethed blodk 6B&,ake 680¢ormiet method

i i aeihas PR et ol TEIREEgafip ) B ay TR g method block

625,0rafk cofiréetiofatiehpt FAMBE eiddB1b&NBS 5 | M| onhéctidht Mashger 260
‘bl ock 635, the connection nanager 260 25 flags the

flagsstbr seleetad device es ARIER immn¢thodrbloml @45 apé ketaers tameethod block 620
.returns net hod bl o 620 to identify another fast
to ldgrgh#ﬁgc?thgr fag’ FapEt Cﬁb‘ggﬁf If no untried devices with

[oosdet t er promueftried i deyices evill B&@R conntctiBity @tk PrleSik in ®@dhod block
t he connection ma 2}6%er 260 pronpts the user to enable
620, ghe, sennsetion: mappgeri 200rprompts ths|uselktosmblesa Bettsrigtworkg, method

blocgggﬁ({ég‘gi@g@(@.ﬁ i ﬁﬁgmtxﬁé{&'ﬂe@%g j llﬂﬁl%flﬁq?é%&%lock 655, the

I ONn manager connect

conrebli@U @ianhp&r 266 Odtiediptsl t6 Odfmm&ttcﬂird)ltgh thenfawof:amﬂ 2@mniumication
met hod bl ock 660. If the connection is successful i

. . 1 | N I N
interface 24 ipmrthodsBlock 66 Lhehenermnection; 18 spessssiil metpigd dblock 665,
the lpétﬂ&l(teprzgrates in method block 670.

[0085] If a new connection cannot be made available in method block 655 or the

connection attempt fails in method block 665, the connection manager 260 determines if
21
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[0085) If a new connection cannot be nmade available in

nmet hod bl ock 655 or the connection attenpt fails in
woredokoe1tt ock 665, the connecti on manager 260 PCT/US2007/020596

determines if 21 SUBSTI TUTE SHEET (RULE 26) WO
one SABAEZH42 ETLLSSRME Y530 ol Bt i
675.mEbhcaitai badkgrading.taskey the@bnmcnobamkggmﬂﬁd) thag fsstpdrieathe actions

connect i 60 nm ost pone e actions
autoRgHeRItk (Ho3 oMy Ly & RIep AR e 240 faiee RIS TR Pagfagrmine if
t )
the a;eﬁgﬁ g@f@dgﬁbé Psstgéﬁa lIanﬂ %EQ‘E;{I} %ﬁsﬂe Cposfplaﬁecflgtts ﬂthg glggf elects not to
postpére mmh@i ldocls67ﬁ)lth€t methoddernpnates inrmethod bhbclo 68a.k 675

e term nates in hod 8 008 | f
oosgine oot Bfe BERT AN asthoded 1 meleA Slock g ithe Faniechign manager
260 CAMRRCThE AetifRAAYEhedd R £a8ERES abliéh AF eMbdMck 685. There are

schedul es a deferred action in nethod bl ock 685. There

multgple Warm Ithat plheecmrysthmmanagee 260 roan canesh thraactiperand®0 sclzadule the
action a / or _schedul e th def

cerefEFaGon 1 Bl "Rt BE CprESRE ek nRo0 BB imggface wit

the RraRlge ysem LR @e@n@elth hacikién, t\hlﬁl@ﬁﬁétﬁéﬂ Edess YISd 848r 282k have to
to cancel the action, while in other cases, the user

manpelly eangel the actiemudhe oanertien manager 26Q may sk the user to provide a

) Rr.o

nam% g&n@ﬁg td%f%?ﬁj%g@c?:g {)rr eg o%}\?g? {1 18\uend:tﬂn%c§u hyanbl}é egactlgn with the

operatiig s@vaf 2270 ewlgdh @i um&hﬁﬁble&ﬁkwd i cohfirm.0€statthixdit may be
iky;st em 227, which the user may be asked to confirm

Possitle &n s9MRE ebofimeneto ierarioVEn ithe SBFralRSBYNRTEAY stOteénmate the

totalI cﬁﬁlﬁﬁf dith 'iﬁn§fgle¥eﬂgﬁé(ﬁd E‘&n@%&t Fiaétedn. ¢ gl (ﬁﬁér enﬁer may
amount of 'data transter required to con‘pfe
be ptdm@tabtd m@ovide an etirasite of gespertdneagecemphaion. The potahgte cbmaining
E provi de, an, est| m?te of the percent e co]gﬁketl on.
mayTRg GOmRRed; Aising, dinilpach noniigringe "é:fofB @y calshlagd; peeviously in
combRaGod Rith Ry e%’en'tdg? p@qétgn cal cul ated previously in
conbi nation wth rcentage conplete. [00871 The
[008Hef er r eThadefemad |ast1<vre1smemntaataﬂbmhet ¢rmnedivmenanagear 260 in method

er 260 in t.h d bl ock .690 at s | at er
bloc BB A oy s o 8 Bt dsss e "B Ry i manager 260
may"RIRGRE tREQctidn! @ Bwnl BY Qnﬂeffﬁcﬁgt\lvﬁl'i‘ tRé) sbKeﬁuI&Wﬂ@y In other
interfacing with the schedul er 22 I n ot her

embedifngdisnihet @onnpﬁemcmanmu%ﬁ mamgseﬂlemr ceipitigtet the action. In

ipitia nmet hod bl ock 2, .
mefiiEBioh 607 B o st oS B b g b e aﬁ o8 BESHAF werwor i
availaBleVior korhpgletiggy ehel debdreedf wloﬁomis&!dtﬂﬁnﬁz{tﬁ‘mdﬁi)eéﬂt@d determmmg if

action. This determi nation may entail determ ni nge
suffipisnis hattar cpassr isaresent poeermplee ghe deansadtionc ofs deteredeaction is

com&egﬁgg(}ﬁ:t@g bg%g éb%fgr r ea%t 5tlc‘3ﬂ¥ (1? bag é,g;‘gsg gﬁ)mapt), and the

method etermpinarggt In, nm[h’.bdt bR)cknﬂO]OdI‘Iﬁeercbhmtleﬁ managei 260 may verify
bl ock 670.. The connection manager 260 may verify

Comels&m ﬁhSr‘ileE?FefjWéU%P'élPF’@&”albt (Prothe HRIIRRY P% alfqﬂgpt%f} to yegify that
i6h h@lﬁe{]’? &gﬁl'gfégiedAfth v r?%gﬁl?ﬁéeomé%aﬁ a?ﬁé %hngﬁt?on manager

een conpl et After ver étion
260mmuvedtheaiefermdaag:eonf®ﬁlﬂﬁﬁbheéwaved the deferred action

fromits, schedul e. 881 The commu ion | oad
(0088} i t o i ‘g‘; CBW&‘W&‘%P gﬁa‘g&qn&ﬂf‘f‘% ﬁ‘&? "%ﬁ‘é’“‘-‘é‘f aqtign functions of the

connection manager 260 are useful in many situations. In one example, the user is surfing

a web site and selects a file for download. The file it larger than the user anticipated and is

taking a long time to transfer. The user is in a public place and the lengthy transfer is
22
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connecti on manager 260 are useful in many situations.

In one exanple, the user is surfing a web site and
w@aelsosn4n file for downl oad. The file it | argeeT/Ukzn7/02059

the user anticipated and is taking a long tine to

: Sl ub 4 ] ac t nif
condy LA g WA ey P OaR AT PR, Pl Rsumen gignifican
batt2Q P8yl ZIe2cdraddtidS20dhag O2IBd Bent ifms dhckoad on she' W WA modem 230

WMN nodem 230 (e.g., a 3G channel), which consunes )
and agkgrhe i“_é"efrff’zﬁ%’a‘t PRy q9BnsionT b DEBRADPPIPI A RgEYAlsbl in the
publid&Rind, s6$hd [&r g%%dtoq{é felfEndMAY JERARMCEE we H1eASHE When the
the user to find a better connection. A better
userc tumas t hame,i somectsatta Inadilile devichiel 10ubl a cpowedrt isogee,sand the

t he. user opts t e remnded tq d L oad the ile -
compiish IOy Ere 260 FEBRor5 s o JLARo s JBReles.a Wi
conif¥etibn)€ tete¥biiRcddid niddagerPRE SRS &R u@Ptot Mfvnload the file. The

communi cati on nmanager 260 connects using the WAN
connepidirnmnagagef 6@ may pravidé-ihe adduesetor ithniile anHevemeoparcthe browser, or

manager 26Q,rem nds. the user t ownl oad the.file. The..
the (3B Y B i HETRAPE B g 6 R PG HPALA b find (B tike o
the file]l € and even open the browser, or the user may

manual | ){nopen the browser and use the browser history )
[0089at a t old japethehexamplr, & gcherdpladhgynichroaizafignggyrts| while the user is

th e SC I syn izatjion,starts :
wavdiid) o Fhe, AT b, B SUREUER AR gk Sophoro fies.
Typicpltgt e dyhéhrusigiticn isapeférmrdddvery vhalfing mnthepbffice on the LAN.
files. Typically, the synchronization is perforned
Howgyess {herisemis higveling wailoeqineetingrsingethe AXL-AN{sRdea 235 pd does not
r r n -
want B8 oSk N Sink Ol pOyER LTAE hiieclibh M08t MefBbrices the load
fronbtht tspuichrqrizeion opbmationané asksahe nwen aitie shadd badtfeared (L heno better

conEn LA DY RE ' heh B et 08 LAN i
the fdUMCHe ehnrcdtidY %&rﬁ%lme)ztso Ltofipts WREMisENQviS & réthinl¥€Snd the

at a hotel and conneCts to a LANin the room the
syncbrmmigativn onalleewedde co@pltqr onpt s the user with a

rem ndeg and the ynchroni zation is. allowed to
0ot e VS Bkl FRTEE AR e | SFpgion mansger 260
deschibé@tf i fiFerehcd REFRARRSEA 2Rl GBRASGCA et 1o ARASVOBAdrY power, it
reference to Figures 6A and 6B does attenpt to

doescsgnedy wandpmtimes f highetoadi tThegpars etbeniisiangesdwherei the sonnection
Th

of hjgh |oad. re are ofher pnstances where the. . ..
- manfler R R pna I BB A b A SPRERRRAFR bl 0 diree

resp@se tth &he powerdi@atof e friobilé idevise i1m0.diThe Gowel &84d® ivitude® whether
power state of the nobile device 110. The po

th

the %@gitl@ deviee UdOsisveempeted 2g anhexteppl peweeviprly 1 the @21 of charge
> .. . l- of

remSR0EE" SALAE Dy S S BOSH SUNY AR Sl ] chree

eratin

battérineThedrrmaln®ndition of che mbbije ddvadegid Otibalso haubsst wf thewer state.
thermal conditjon of the npobile device 110 js also a

The thegaalicopglition dndigates if thegnabile daygee IO ipayerheatig: i on

009 Ndi cat gy &Q%Q?ﬁk&ﬂ'l‘é 6180 hEy b8 pPel RN Picular syst

[ 1[10091] Durl?lgg use, t é m)b?é:ee 8evfr])}(':e f%}é may beBleg%grdsys em
configntavioa maktiphedize pagtztiam pedformandei gharattensticso  For example, the
oyt GRS, P LS RPR N RS SIS a5 o hctersics
such as performance of the processor 200, game performance, battery life, or quietness
(i.e., no fans). The operating system 227 also includes a function that monitors and

predicts battery life (e.g., that is time until depletion). The operating system 227 reports
23 :
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system connecti on nmanager 228 may define various nodes
t hat enphasi ze characteristics such as performance of
w0 b@spsaerssor 200, gane perfornmance, battery PCT/ES2007/020596
quietness (i.e., no fans). The operating system 227
timealefRiniAE laHd $soapfon et ia0furhbet ofMButict 0 bRird Nfbticey, @ 1@51115)' set by a
battery life (e.g., that is time until depletion he
speciife ABIOIRG OF Jiglee /T 22¢1f1@m9rqe§tag23>f9@9$ﬂawm mying.  In some
2 0 4 (o
emb§)(§#geﬁtns @ermda%' $§4\90 %gag‘ll% eggz%gr{r&%?gg éltztS% ggtteirxrremammg)

and Aofinat aSarntmgp(ecgaJ L% Baterpyemamﬁtggm After ehigDflinndl \oimi:ngrrehe mobile
or s(g)em fic percentage of total capaC| ty remaining

devige, 0 tepitally HRS SOWRHY BISPRfs bel henppeattdientysieah 28&@%9 typlcally
)

o id o SMUPAL SO UL ARy, o e emaiin

untivfal chargge. t he mobi l e 5 device 110 typically shuts dovvn

Qr susp The, operatin ysten122 al so typ|
(009 ovi o dhE Eopgion ToRRas JRLREr ézﬁcﬁ%Peqt@n sabale 270 the

pow&u Lh& %Eﬂnfﬁvéﬁalrﬁ?érfsn@ Ot R {adBRs’ @(‘Hﬁi‘llﬂhx@ghonu Mikdfaded! 325 and
change. [0092] The connecti on manager stores In
conrehtgorsoamadleblieonThia calzstor Manape 2@bakso lamfacdsewnhl the operating

ch cter st.' cs, of the various c i cation
SYSIqiR 427 tgo ISR E e GurTalty QRSFAINE, GRS A0 V| ateThe connection
man&g¥a P86 dMorPRapeveL ke q}. & Obdshd 8h kRGRSnWaldimtiAfdrmation from the
operating system 227 to i dentify the current operating
OperAtiE S yhtein ﬂ@ﬂrk and tingledesThe powienetatd oormagiongarits2é@Gluation of the
based on status and

apprgPré?t?nC?WPf%FP% }Pt?‘i%cr%tﬁﬁ éo u%per ating system 227) and

[oos3)ncl udest theesyPeweEorifigakRidnNioddTaidi®es! that AS céMaluaalation link is
of the appropriate conmmunication interface 225 to

desijgd ethe sgnijegiommanpgar 260 shseblemall dhe cayomunicetipmigtrafaces 225 and the
o LSRR RS SBITMGIER O bl 5k, {fctin s

desuleﬂI aefc@nﬁectﬁaﬁnamgelt D60 oparates Groith @otmalunedd ol attefmlith&) choose
ystem configuration node indicates that a ric

the é’SﬂnQE‘[“PeGHO? §1vegadl; the gnformatiangy i dispesel n%%h@éwstswonﬁguranon

modf i€ @ssth'a{‘]lfnﬁéd ROARLiv ?Ledé'&‘[}?d anhéﬂsmatc%nﬁ&u%ﬁ qgeﬁﬁgcr 260 may
t he est” connection given all 't I nformation at

choade spdxszalpovsle& idve theratad monomdnicatioat linin o Ccompele 1nterm1ttent1y to a

icateg.that limted connectivity is deS| red,
netwioFe Sk AJLENS PNER SEDIM RGP ST SRRy manager 228
may lpPdVidd ifoRhat R HRB R KR 1QH: ﬂo'r@lﬁa&rurﬁeﬁﬁ&% between connections. In
intermttently to a network using a higher power
caseg wimarenVERE doothei althofizasiogyis tneede@icmne clseromtermﬁ@gh rthe 2gnnection
to remain

manfiFet 280 340 36 oS A iRt Chmettion Rl Shar o ven

[009r Ot helf @utdperdtidgtsyom 327N BRINAES (thatethereU§ @6ng battery life or that
interaction), the connection 25 nmanager 260 will not

there: oA S epaareri aveiabie. the monuestina anarsgen 2ethapejaies npougly. However,
nat.in tem 22 s_fha re is laon
e 5 5 N 2 G B 406 R e o s

loweg Gonee t/ilowenaiagal caffhuaiaied ¢iskn Ollf Iﬁiinla Mis aWiiY#d¥e;rthe connection
when an early battery alarmoccurs, the connection
manggen 6@ rpr%ntsah@ grRptte desrmingel the %i’mm%!é?tloﬁo‘\?@‘r shoujdyhg changed

(egtﬁi%éﬁﬁ%ct&i’mlng@& {oMtebhfteny! ' none is available, the

tonnec
[0095] In some cases, the battery alarm from the operating system 227 may cause

the system connection manager 228 to change the operating mode to a battery conservation

mode. In such a case, the connection manager 260 is informed of the change in power
24
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30 manager 260 pronpts the user to determne if the
comruni cation |ink should be changed (e.g.,
wale@sosmert ed or changed to intermttent). [ OOBSI/U$2907/020596
some cases, the battery alarmfromthe operating
stateSyGt éifecls TbyTalye operatng ishQedyZ1 % rbut dndiestlyObasB®dAdRE change in
228 to change the operating node to a battery
operaigsBpdainitisied by e operatiggsystemadde, t he connection

1201 90 1 g 50208819 Pl ik s

withREd /thé&sR20 §(a@2 06 &z mebA¢ devioé 1d0r €lf tanyallym tildicagethat itliggmobile
system 227, hut thndl rectly based gn the change in o
devx%ep £, o¥gTheabae i the Pwateéaorbwapﬁ@r@,éeraét@m@s idefrcommunication

1nterEaQ99fZ]5 wite lé\%r‘ tﬂgﬁnaqfchmgg?lmeﬁ}d%g \?’ﬁlgﬁqg séﬁ@sl@k&?xectivity.

apply to alarnms associ ate rmal state o
Agamhélenmhczitmndlf\lhc:meﬂrﬂﬂ stdté may canerdinecthylfroat the opérating fystem 227

5 devi.ce 110 is oyerheating, the connectjon
basea:ﬂ?aﬁ’éral% Oét”fli‘ﬁeﬁglg g e S Bofings ek OAReA 130 based on a
Chan%ggn YperflingnBde. t hermal characteristics through which

o establi'sh connectivity. Again, the indication of

[00971 he t heThaldast storednmythe mopnetition atakapase 30 regardipg rthe ipng/er and

st.em based on the.alarm i ndi,rectly. from
therggS A At OF e famEyeiBh e s A28 s b Japd, on defaul
infori8ioA lakdddiabaidRith &2 1t@Bidgy thse, dalydededlc8dpédifié, b8 may be derived
connecti on dat abase 270 regard| ng the power and

fromt petpafapccuaraied engasuieownisi tThe i jog amayrbe entered manually,

premas[sllglgcr(i: |f 121%%@6(? Z?H r{ﬁ% gonn : e b 35 e{crllo g%e? ?g ucl)r:];giﬁla{%fg %égn\\%t o(popne program

upda&g3e C i THeC infofmdtivn h&ydbé Iq&%ﬁied firein et bethmaGcutidd dh@efaces 225
measurenents. The information may be entered manually,
themselyes 8f dTome dhe joperating systamt 227 peWeb mABagemeNt rRinkife management
mter?a@P or updated using on-line program 15 updates. The
ormati on may be queried fromthe conmunication

[0098] Nt er f aEgare? 25illutthaes al simplified fﬂowrtitalgfarmpﬁrzamwg)d that may be
power managenent or bus managenent

system 227
emploYd by &l?e%onnf’@t?é‘g}mmgﬁh? o Jeppiigrthapawenstate @b the mehile device
110.f InGReHb@B1RKY70D, e TBHARHok Pr%a Y6b %ete@m st¥e e (e.g.,

connection manager 260 to reac to the power state o
alarm loe nmslei dhangkyv i If ¢he £10dé thangenis rnssdcmlecbmxhlanﬁﬁa;easeki@ower state

t 260 det ect tate ch _
(e RORTROR T (Ao PO ToHiSAgE O Hifh BRE OHfptee cHgigo A7 connection

man#2? 260 8§t8¥lishkd theRVnhHEioR FORAIPPUSHg BledbRst” CBritkction technique in
connection to AC power or change to hi gh performance

methed #gck tlAe connect | on manager 260 establishes the

onnect j.on nor nal Si t he "best? ,conn i.on . .
roossf 0o olfclbe RO chingth ittt Tp MBS sE T i ssogiteg with a
reduéﬂﬂalﬁtg@ercb%t@ qk.2d HaReriRilags oblcBatkege/Q010ws pawefiodt)e dheVcbihection

reduced Fovver state (e.g., battery al arm or change
manqg@r R60 flagsall the deyices fres. céwn@@mcahon pripriRees 226D | IED in

meth%h lbﬁjkﬁlg l% Vﬁlcxﬁécth&? Rﬁ)&kg? 2@%?&&% 189 rﬁe{})ﬁg% %q?)edse&gr%g%es if there
is a tihﬁcef: ovithes tovodt pﬁiﬁh’iﬂﬁé’mﬁﬁ@hdﬁét@ﬁiﬂ&ﬁ% Jipovidiefo£ a power alarm or
thermal for a thermal alarm) present in the group of untried devices (i.e., as determined by
a threshold value or relative metric). If no untried devices have lower power/thermal
characteristics in method block 720, the connection manager 260 prompts the user to
determine if the connection should be changed (e.g., disconnected or changed to

intermittent) in method block 725. If the user elects to change the connection, the
25
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is a device with a | ower power/thermal characteristic
(i.e., power for a power alarmor 30 thermal for a

w0 b@sowdi4nl arm) present in the group of untri eBCTHES100B620596
(i.e., as determined by a threshold value or relative

conrEetion anagdr 260 mipléments diey chage HauRethéd®lock 730 or terminates the
power/thermal _characteristics in nethod bl ock 720,

methqgddn @aﬁﬁfr@dz P@ﬁﬁéaﬁafgeevse%lectpm@m@t@a@gféha@@mn%on

term .
[001@ sconnec e {)’?(Fg ang egﬁ‘%sgﬂt i é(Faﬂruslnd P@e n? ?6%&9 rcr(ér?ﬁgtéon manager
260 detenkingthe alvﬁllthﬁl@tyuﬁ&he ﬁﬂl&mécsdd\@ceclhaﬁgﬁod blyck 740 and attempts to

connectign, the 25 SUBSTI TUTE SHEET {RULE 26) WO

conngglo asg2 the selestedidayies dpomokod cBierkct4%n Nekadleat fwoa given
ohan
comhfFRleSAS ierfies 2037 fiile RBANRMR pOSHingls Rfay xjst depending on
the Imlnmtﬂ:ﬂ locationh @f mlkeamgblld: tHevicohHecHemde, ﬂ{e(ﬁbﬁﬁﬁjtlohfmmger 260 may
i ed device |sProresent in nethod bl.ock 720, the

atte%ﬁﬂ@&ﬂﬁdﬁﬂ%&ﬁ&@@ ShopePTEE U HSHIZSA PAECWGREqmBRIcRoryinterface
225 :15 eme@b&B16ck 98! Cer i18baliBh NALrRaAGK h%é%&ﬂdﬂlgbfo%@f@t ftacked, as

connect using the selected device In
descbb@t Iab(WtSm Nd¢rencehat Figure 4, glwecmmctmm mapagdaral®0 may attempt to

f 5, | t e ct oss bilities
conngh & YRS Sisieengnvip ST P, dependBE o e, pafiiul expected
env1f6ﬁh’le|n? faMé eSnnktfon (edieBesstull€n %ﬂﬁﬁcﬁlb&@ﬁmﬁﬁé}ﬁfet}%@Qemmates
atte_g}pt multiple tinmes to establish a connection

in mgﬂnovdd)l@pkp 5 i Buheselegadrdavicads nm availehle aw enetlrgichlpek 740, or the
t hod..bl ock ..740. i f ormati on has bee
conrBEUOIP Biidin° flk i melnog ek B0, MORSRickOl HRfmEficre dlaes the
seledi€d deviter 8 PRIED @ &H6€ BIdcRM60RNE §tiirng 66 mdtodalld&NTH0 tbQdentify
connect to both visible and invisible networks

aﬂo%ﬁéﬂ‘é&ﬂﬁg on the particul ar expected environment. |f

e con n S t bl 50, th
e R e R
comﬁmheam@dlmwce @2653haoik u'syda lt| iahable toridemifi @aotilemns kvith4d particular

22 caonnecti on atte ils jn nmethod bl ock 750,
1ntex?qc;g gmr] B 1qa 5,g%ac{1 [cenRestion sevice s operated by a

diffedaY Vefd @S ngk@nh@ t?&g{}% QI;}%C e/ @ﬁmr@ Cang{agaéb? %68 maintains a

met hod™ Dbl 720 to i anot
log [roﬂibOﬂ;quetwusietabm 2o rodcrarmms rmmalgeeff@ﬁﬁgrmmagrﬂmns hever the

articul ar on interface 225 s used
comPRnicalii, FHCHE G | 1 1o FOBICEHEn AFRHES BE) [relpyy various basic
utilitidts@ppla@easJan & thWopratifg s FRENS0Y io? 'Blnv-erﬁépkl.%l ds¥a piR2@Rlity or a
connection service Is operated by a 20 different

routipgride. The fcawidclipmtpanagouBh@ ghadtoi papablenel periomming ghiagnostic

oper A NS LSBT bR PpBuatsafion Tubdiess PR RBeionghand if the

asso€iyed sévies &@fBathhBlal | on i nterfaces 225. The connection
manager 260 enploys various basic utilities supgll i ed
O

(001085 par t Upen ehtonnsiepldy iidrptifyisg anpaiomia rcoanwi@nspr gk or at the

user’%sfeghegé Qg%gcgﬂrlsec{al Sg{agg earb#)g)t &gnpotet? ?(%) r% mg;(gse d?im r%%[er%s with the

curreb cofgiudtionN Vnedowledraé iagdel thattthe uss mebdy t@&ﬂlba{lthe configuration
interfaces 225 are functional and if the associated

of thg cpypectian grapaged 2o as1%ell o toghrichl SUpRAT enntasivatant die sypplier of the
connkCIH fnfnﬂgglg 260.PRAS ! &Jtco%@ﬂﬁ?tﬂe({ﬂatpd’ 8%8% 85vidd is'ddf enabled

properly, and that the user needs to check the configuration of the operating system 227 or
call the technical support contact for the operating system vendor. Yet another outcome is

that the particular communication interface 225 is not configured properly and that the user
26
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user's request, the connection manager 260 attenpts to
di agnose any problens with the current configuration.
w@r@sowienme nmay be that the user needs to cheP&I/Uk®07/020596
configuration 30 of the connection manager 260 or cal
shoudd ERERhE abnfEiiRRWT orCANURE techrfiiodN suPpors Uoihétebr Ble dofifnunication
connecti on _manager 260. Another outcone may be that a
interfaget325u| till @agiherpontsomeis BaLIHE servigeris met pgpperzhn gonfigyred and the
t
userorﬁgcrléfj1 | (E]hé:@g 1£§ ggﬁtkgd;rgl (991‘%3 %Lnﬁ}c’:gé gt%‘é}&o{t contact for
the seﬁu‘iééipﬁ)vf(bf t he operating system vendor. Yet another
outcome is that the particul ar conmmunication

(00134t er f addePoBding o the PREHRNIRG TSR Op S &&@951&@6 £hzfectipe manager

e BB D508 SR AT ARAT e LoRT B A ot Si) for the

entityalssocidied tvithhthe €allt inuthp osmmuaithdon codfiguritéon. Based on the current
conmuni cation_ interface 225. S |II anot her outcone is,

comppgicatipg, St fiee COMICRAN FBREF YO AIFIF§UINEQUEAAD: FRAtacting the
appljd 4t NE&Hcal Qu 15@'9 lénttltg $RE Ib&GCmaP M dcB s %Tall‘me %entxﬁed contact,
ntact the f| support contact for

emaﬂ ethe | cetagt, ouri dlmnectSt({ a0t &8 ]seivaete. ngnowledpe base or on-line chat
%ﬁ ticular result of its diagnosis, the connection
ont ager connection manager 260 accesses a list of .

[oompmtt 26hénd 8al0apprBAGNR. ch88ERL khe &nn¥&n ﬁlaﬁa%eh 960 §6Villds a script
associated with the fault In the comunication

that gerdsey maaitrefsrencBas delponformehe tachpieal smnmmrsoatmta purpose of the

state, the nec r 260 ass
call FAERE 1y TR REE” 3r FROGARE cfmmeRiRbEh TybPiect RES i Fopable of
placihiger escphofi@yalel(£g.t tHeovdied barldn@odéig 250§ bed VOIP @t may}®e placed

emai | the contact, or connect to a web service (e.g
overricatigRINBelian, die GonneGtioa raanager W&b@l)wmm@ibﬂaqefdla call for
ﬂmlggpne call approach is chosen, the connection nmanager

O provides a script that the user may reference to

[00103¢ [p tHendad¢ Mhekeart embiticoatactsis @hosch, firr SdnRedtiva rﬂlahlia@,@S 260 creates

of the call and the type of help needed. |If one
and jaddresseamihai eBal-on Thétcopnectien momagex ?égpml@%frelfsam diagnostic

mfoﬁ’llla@fbhrlg the BS(II)EB rﬁﬁl l) h€a attacgn%nyOtffecogf%gdlf%d%ectxon is

or a VO be pl aced over a current
avalkableneltﬁt camectidre magmcitdOowﬂhmna@eﬁwZﬁ@r mheay an email contact is not
0 i cal | place the call for .the user. [00105] In
possihe 2y s padne coptaehon F AP S chosen, ¢ he

[oom“sptmfét LR FRRBSGCIo ARfReCd %@beéontwdmﬁid%ﬁfeaﬁm he available, the
emai | . The connecti on manager 260 incl udes relevant

com?@ctagnm@nagcr 2960 mayf providei osample diadogwedy help expdainrthé bitmtion and
rellé é@ﬁ&ﬁ hnent O course, if no connection is
q 5 B he connection manager 260 will notify the

[oomwhe&,ha{e Ao B dysChBt @thedtfonNAfana S%Obhﬁraélﬁﬂlbkl&b diagnose
phone cont act shoul d be attenpted. [001061 e user

conngpiisys problesnsrpseraplpbtesiogehit ques Hacloda aerstectivity, tasts, such as ping
tests%a}ok ERE fes %Jgﬁlets f’ on’%ﬁ%t 6r8&s f%%?{?uﬁg 9}/5@ 2BY gtak% qu%ges of the

p exp uation-an
cominafi¢essén t ﬁtﬁeﬂfa@bt 298| p deti0@-$petificl h@iagnadtirsy aand Usemi¢Sspecific
t he connection manager 260 may enpl oy to di agnose
diagnostics.
[00108] Device tests, such as loopback and self-checking tests are common techniques
known to those of ordinary skill in the art. For Wi-Fi, in particular, after the device test

and before a service-specific test, the connection capability can be checked by connecting
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connection problens. Exenplary test techniques include
connectivity tests, such as ping tests and/or http

wo e®s/osasults (i.e., web browsing), operating BYBEUSW7/020596
227 status queries of the comunication interfaces

to othgbopeheWii-Ee nsiasks (ie., dh@ g5 ShadyChe asked (& 86 Yo & Be®@166dtionCwhere a
30 diagnostics. [00108] Device tests, such as | oopback

netwosk) issaviailable et 16 Giigblecasneyy petworo e CERT A9cglien). known

. r - Fl, ..
o SR 75 ALtk B S g cobbnicarion
probemi whd erovidding tHeuskesiith at thrednadmidadsuppafiaddntaict. yInaaethod block
be checked by connecting. 27 SUBSTI TUTE SHEET [éRULE o
800,25 cppnession) Daneeed 2pP-heginp odizgupsmsoproplsmst Weh the £gmmunication
b h : ’ K _
confflonl B o iploafy or KBo S 1o TR 1By BR E1nk Cofiftclifn fanager
260 detatvhiaesinmaethod bluck BOB that e conmectnns ¢andetasab)ished@® 1 multiple

igure 8.is a simplifjed ow di agram of a thod for .
Pr"bg‘f“gb%%ti Halerapemipat g P@Heffbff’éﬁﬁ’gﬁﬁ%tﬁtﬂ wih digprffgacation of
the db%ﬁéctl‘%txﬁhrﬁﬁérai@)%?ﬁetﬁ%ﬂﬁbﬁﬁio.s,Upport contact. In

net hod bl oc 5 800, the connection manager 260 begins
(00119 ¥fpm osinectiqr cipinetbe witatishbdon @rsingdé cathinonication interface 225, the

confiqurati . Q. ,,automat.ically or.responsive to
contgfion Hiatss 20 Sipcks S R L i e i uigh AP GTRLNE shtem 227. 1t
the EGhALAICAES iikterfRieh2sh b oK effbled MR tmIRodF BITRRCE 1P e CBAnection

be established or that nmultiple robl ens exist, it
mangger deiermings thag the preblgmois| with theycohbguradecdiathe @panating syseem 227
in c&lnf ipﬁ%}gtzbon of the connection manager 260 in nethod

o 88 .10 [00110] If a connection cannot be

[001A$ (RatHel onaeluiBationSintéH Re CXPIMYNén@Bled OBut fhe &dohA€@iodZRanager 260

the connection manager 260 checks the status of the )
canngg \gek @ wcmst’uhélewér%@gwtxgyﬁl&wzzrﬁthqct blacke825, the connection

[ ' [ ' [ t e
e N T
interfiace 228 ror WGthwhé haxﬁhﬁre(ﬁjimgliﬂ ifl Ll;mieaélg%d)lﬂcigﬁ ?300(1) ilg fellr ?t [ Eg

system 227 in nmethog ocC . ) t he i
o1} Frie ‘_%%Yf‘ieohasﬁ?ﬁ Bt 1diagmostyn; the ceppastien maggger @D runs a service-
spec RECHf Q l@@@gefogggamlﬂ%gﬁgta Wé\ Sﬁﬂ)t‘agﬁsgd"haageaﬂei:ﬁe a 3G

lagndstic result in net I ock , e connection
broadbansigapbiktrdiet cieditnassinglatenvive qursobl bundlead withha {peeific service.
configuration of the conmunicatign  interface 225 or
Suct A B RPN AP Fo PRect OGP POuIEB 38 1768 1psque logon
metHdds ah& u&W & RicBASS © ¥ theoftAGNOAfonCintekfA6e $29REMIE 9 connect on

manager 260 runs a service- 20 specific test, if .
one agrpice dabinet aighere denpinmectiar manasAR6GulteemmABO thatythe problem is

. erate a br oadband nobi)e.service tied to a .
witn RSP e S eonsael Hontaet PR i oL p i figeRosti resut from
a com@funicafion indetEAte@25€Biht AMatAE $© chithedPP! d eaALSudiflg a service test in
specific W-Fi services that have uni que | ogon

methedttecks8Endt wBkinferdhati the probbem is ithiibe eonfiawnationt ofdhe service in
i nt 225 is able to connect on one service but
metﬂor&tb?(g%gif@'er , the connection nmanager 260 determ nes

(00113 &t the RariplO bdrETBur RiotD delicd tdshs ag@ rseihvi®. tebth éfakb‘-? and the problem
connection manager 260 is able to get a goo )
has gt heerbdiagroseddhe connestion mapagam?fl dasigeates the eppngston prmager as

the Stg{éﬁtsc?iolisﬁ*érb@gglgmtig SNEELE 848 Service using a service
[00114] After identifying the likely source of the problem in one of method blocks 810,

820, 830, 840, or 845, the connection manager 260 identifies a technical support contact
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met hod bl ock 835, it will infer that the problemis
with the configuration of the service in nethod bl ock
w@2@s8/0§00113] |f the various configuration, derRCTES2007/020596
tests, and service tests pass, and the problem 30 has
for th®ideheRed sHur@N@shéthod PRk 85METhé Qstr iddiadidd 3GRe identified contact
~ designates the connection manager as the source of
in meghed Smsl 85t (p-g., PhoRowripl gElIlgweb sitg@iciu] After

[OOIfHEﬁ(}E dﬁ% glgéﬂrgefb%)k %@e? ?ég ff’mﬁ&d{sh(ﬁaé]@ggé ?e{pﬁérﬁng R)edCQ’lCCS that

the @ANARONI HEhagen26els ch@bled dentd piopsrlp (fetibrbARCtiSH PRaAger 260 is
contact 28 SUBSTI TUTE SHEET (RULE 26) WO 2008/ 042142
not gstugy PROPOUY 19 6% g@articiart 4eanectiont thepdhe seupection manageop0 may
' ed tant he identified
assugllg(ri:%; ﬁ%lnhigxltﬂﬁﬁ% 0cl Ebgg@h;%rg %O phone scri pt,
[001 1) Ehé convelotiomn hﬁma@rdﬁﬁ) i§ 8164 ABlE tdNedpertt tbahe tifee why it has not used a
connecti on manager, 260 Iig%i Ia%ts dj agnosti c reasoni ng

particglag) CopRcesion haéta &Y E8Kn C%ﬁageﬂleze@megtl@héiepwork if
activiaRdY SEorxd bénﬁeb@o&%ﬁfé& 80 BRR a8 “ServiveX” is up
not setup p oper y to use a particuldr connection,
and furenoning; bowerart itomasmartagtactedc0 tha;ytlmasbs:umetthe LAN network is
obIe |svv|thteconeC|onmanaer 0.. [ Qf
st b e A5 hOG PP ST Bas St AIpRaSFOteY” was up
and ﬁhﬁu&%ﬁ Feh MR 'tﬁnehﬁswﬁoiccé's%%j of SuP@hy hf 9!183pnCONNE Gbt Muse now
at a given tinme and indicate that the connection does
becangsr theifetwerkt THQMIA WHGY iereinishesd bhthecwitalest dovice. The network

« 260 te t ' 10 d
PUBEREPT gt bttt oo G S die ot Thi s 1o
(001 £ THE SPpidpiale NCREENONpbE contaB i@ coRdcdfRIRA §upgbRedby the

better choice because it is faster." Also, "ServiceY"
connggféon managed 260 meay bmaffeqterbby et configaration gf sheyeennesiéen manager

260 %‘ mg?lgeaﬁﬁfégw&pdp se”lce rogfezitﬁg e(gh sseﬁnﬁg \fy\%ln}r? e%%@f déshr% phone

callsdmd afothdhmayp aleside lweb thk;BLls(fp;Jort | Thesy pﬁiﬂ&ﬂeﬂcesexh&y‘tbedprowded
because it is available and the fastest. 15 [0011

manyally byothe go¢n abthe ateration At the HARHRCtHESA OF 84rVigh @rftvmraertemstalled

S

on U FltBfle JHRREP 00 ilple il AEHIRT MAAAEL, Ff IFhoRBed and

updawahdgeugh 266-taset npdatewe ofrainutamteatien noanager 26@ dased on specific
gﬁOV|der One service provider may desire phone calls

devicgs dnd Sefvirss- may desire web-based support. These

[0011@LRE@1§1§1H§ &9 F‘i%Mreb‘i‘ B[eoyélféﬁﬁ'ler FBYURLY YoePinpIBReE8 asBhart of the

e Instfucti on of the manufacturer” or service

operpling/iydem 257 ei asstnaintiemtndént @pplidagionolizt Ilseahiem siert M(appllcatlon or
installe ith the con er 260,

procgsadre?%edid o hgreip F%Elé?? ebsgge&leagggtrxé%y %qntqlﬂ é:r entlals ‘teo run the

task GO ANGEHCAR: GRPAS&tt Ff‘é@ g DadREhiQPaSHE iviakibus U8t ¢&DgAREd by the
servi ces. [001181 Retufrning to Flgure 1, the schedul er

mobilo devies) 1 HB i Ths|selasivlez @29 ds mable@f passeng foxrst parhmefers to the target

task System 227 or as an I ndependent application that is

ask.
able to start an application or 25 process, referred

[00119P THEE@eBulRE 229 tradlds varibes srefeqdisltie omAfonsPasss@atb@invith the tasks it
credentials to run the task as a particul ar user

schefglenand gxecutey;. Typigahnithe scheder 229 S\ﬁh?‘i“ﬁ%ﬁsta@l@é?aéed on a particular

time o?%%?.” 'ﬁlg QClpééu eIiJ [e?929 also maintains prerequisite conditions for power state and

connectivity state. With regard to power state, the user may specify when scheduling a
task, that the task should be blocked unless the mobile device 110 is connected to external

AC power. The connectivity prerequisites define a connectivity state required for
29
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nobi | e devi ce 110). The schedul er 229 is capabl e of

passing fixed paraneters to the target task. [00119]
wab@sseheriul er 229 tracks various prerequi sitePCT/US2007/020596

conditions associated with the tasks it 30 schedul es
exeo’mﬁﬂﬁ akeabdkes Exbyiplaf! dohnedihatys sthed Uhelide 29nhsdtiotyll @5t required,

tasks based on a particular tine of day. The _ )
conngeHuid)| sequited, amsdiumgrbardividth peennsglivisy t sequined; t highsbandwidth

. : i Vi state. Wth regard

coniuBPRhirpd 3h8 (@R Son@RNURTLIMLLY, P1 %\ hen Schedul | ng a
[001208$K cohiertivit €is t daKregjnired,d thee tdek oflsg dbeiixeSed te€gardless of the

nobil e device 110 is._connected to external @ AC power.
compyicaiomstatg of the Heiledayise 148 ddre; wier Mmayou s spgoliyt he level of

con PSSRy PSR R ny bt aek (@ high or

medinoerp The yuseo nragcdlso ispacifst iae shel sk sleuldomneet exdcinednadless the
required, connectiyiég requi red, medi um bandw dt h

changglpre¥iding the cornegHYiEYydossi ngh SHRERASE RIS onnect i vi ty

001517 B4l (RN EorficBeyiB BREEiRNIL Vink RBHURA - 23008 ERindd whether a
connectivity Is not requited, the task may be execute

particelgatatkegdwulf be keaecuied oihenicbedilem229 aay miquesheconndytivity state

ot Y PSS TR 0 G Y Shasleer 260 may

broadkdst & EdineStPBEIstite 36 @Be bferfting st 207 MBS YBledulr®29 when it
user may al so specify that the task shoul d not be
changgscut ed unl ess the channel providing the

ect, vi es_not i.ncur .us charges. [00121] . .
oo BTE Sehlet 228 Tl ingh s Yot d i SPRAZ SRieqlon Eitlseprapy states
rathet2Bardep&ticilaesmbleiier Adtivilies May bt GidgRfed BSéhatieihGohfectivity
executed. The schedul er 229 may request connectivity

 states pugheas § lesopingannesiivity omthsestedishaent of rorpersiyity. Feoexample, the

n i e 6 . . 1S .

snellc 20764 4, LR0A0SeR o0 BN SpRdGaRtod Syten, copmgeiviy i

estalsishedi uindr ex229 oteehourt aftervardye s/hilg Osbha@dtivityeiss alaqdained.  Other
schedul e certain tasks salely bhased on,.

. 229 1 :
activisBey by mifjateq 4 eesponss 1o henlsrel o gAnBecH¥itY chanedne. Forexample,
the sQﬁecﬂ@éfQ_Zé%d)yVihhia?esa 1154 t(pﬁ'ntcfulo‘ﬂ rn%ili??ileg I@@f&g?ﬁ’e édhnectivity state

connecti vit state, such as a loss of connectivity or
changhetosshigh bastwidtit staté. connectivity. For exanple, the

schedul.er, 22 run a task, .such as enail . .
o3 1R et ol oo Subidans g € oBRunih ¢ shisad itime of
day G¥&Qlidenfifs) QW (& fther WRALESIVY bRISRIMRChbY bkg! Present when the

mai ntai ned. Other activitiés may be initiated in
schedelep @38 efitst atthmpledvidl imfiatcoteew@sk.vi For examplendf aFR@sk requiring

| he sch | 29 b it Kk
contfSRIR) G Schefpey Rreu S S BB bRt B Ry the sk a
the Bﬁbﬂﬁ}gﬁ&uhi@y &hbh gbnrieefivivg fitrbstsiedl Altcdr@iVéR] the®er can specify that
S

chedul er 229 may also Initiate tasks that are overdue
the task shouldgle gkipped jap@ refrieddaiyity agrs pehednled)time df ttae chanectivity

: R | Si ot . bei ng present when the
preréqg‘%gkg%%ﬂgﬁr%ﬁpﬁ%&g?% 9%%‘15?@51 o initiate the task.
[00124p CerXiansotievard hpplichasds ielide ihteghal dpdaers akiti aukdriatialy connect

bl ocked at its scheduled tine, the schedul er 229 can ]
to the, suppligr’s sitet tgsdetggmine if they should update their program or data files.

Typically, such programs check for updates at fixed intervals (e.g., weekly, daily, etc.). If

Al

connectivity does not exist, the update fails. However, if an update occurs during a period

of limited connectivity, while the mobile device 110 is operating on battery power, or

30
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the first opportunity when connectivity is restored.

Alternatively, the user can specify that the task
wa@bmalotibe ski pped and retried at its next scheduusz07/020596

time if the connectivity prerequisites are present at

whilk lft@ mebis@sient 10t i RRarg[idARe Bluteop th@ upd 8O Edul@ heve negative effects,
applications include I nternal updaters that

suchzstlengaganeplelign EwaEamingthe b@ttﬁtrhe)rsl@rpﬂéhmmg thegharge tigne.
f d
oorBFBEERNESy! CHRRLED oSN M RIS repor

conrfecoidithy antw@llvad power grates \N&lekdo}ft,waekilabpﬂlcaabﬁs )nayl be programmed to

connectivity does not exist, the update fails. )
checkiothetee POWEF o PSSV it slates RIATI 19y automaticlly updating when the

\ l e o Lee 110 i

redk B8R SRAIEGHEHA Yo | CABRRRIL BB B 227 o
conr(eE&lxiben%)agdﬂ&ID&&/yOldé lzéﬁﬁgiﬁa'd USDOECK OiMSefdatashinklesst the defined

nobi. | e device 110 is charging the att t he ate
Prerequiigs metrﬁégeatrewomféw?@ Fagihens ffiiki by Lig available
the Ha!n@ is Fﬁﬁ & Ehl%%n@?%@f% rViddBALheni ng t he char ge

time. 25] Because the onnectlon manager 260
[00128hdbo faanlpeteatupdgtesy shee mpplQatioe p pragraroommeyc tchoékl ythaspower and

wel.l. as t.he. soft e | i ons b .
connSF By AESTHBR ! SHR R iBE Sehseler 220 SGRAUERT yPEYe When iti
idenfifiéd 85b&lhg AvailddlAUHRARY kitAddpYicMRAPHoBAMMARY dhB&k for an update if

pr edet er mi ned updat e interval arrives. Al térnatively,

connehtevmypwaaavmgibby gné pesparsive to finding @nllwdawaﬁégéule%@sk with the

d bl h d
schegalﬁr 22% nl}.lgg)g Sit)(?\g%r glﬁ: cﬁé’rfectngl% aptreer?ﬂ%lﬁltess ’[Io facilitate such

upd &N N@Et schielivlet S22V dhdyalih@udé Udnf iadiRivhald Hower Ysthief €hat Sspecifies
avai | abl e, the batterY Is charged and the |ine power
M|

connegtivityghpicags net significars Qf’@fgbé}ttelrﬁollf%mhanﬁraft@a{gﬁdan@s
t
oo REY 3, BPURLR AU OF S ) Y Bl ks based o

conrecivitiuprereqdddted. ol mbdd Ibdockrp00pd @bsnestieity pteréquisite is defmed for
identjfied as bei ng@aval | abl e.. Hence, the appl.icati

a task sehedulgdiigypecereewted &y the mabiedevice. Inpisthad: block 91%&@nnectlvny
el a
s AR A ESOR A A WL BBy e it
prerqumiwie 1ar¢dmparudet©t ﬂlela)ynmtlertquts intfesmation ihamlethotlahleck 920. In
suc, 5 tes, the schedul er 229 i ncl ude an
metiglcploflo 040 ‘SS\/Féﬁk K5t SHERUIPH AFSPOREES 19 d1° CRRRLEEY SiAteinformation
satnsfﬁ@% tll‘é{‘?:%ﬁné?:ﬁtxu@?gé}é({dlﬁﬁ:m ly effect battery life or
char ge [00127] Figure 9 is a sinplified
[00128] &uedo s awnbcr @f diffectent] COIUTCCB@Ih emdhhm} mardged hystbe connection

con tivi i Sit ock.900, a . oy
man A8 1 OOENEIENG BherdS percfiaft b optar SehEoRipniction with it
assoSiafe@ dbhvect proviiRr.eXeCcdd ekt Ber ith ﬂiﬁl@ﬂnk&hé’ Q¥soERtion,the connection
met hod bl ock 910, connectivity 20 state i nf or mat’i on

mangges 0&G0apeayidgst branded rmmnc@loaeme&@ge% indigdtingethe aeryiqenprovider
asso& g@ﬁ%ﬁ]‘{ L tcbé)nng rgellg #é 'aI arﬁglﬂgxa{u?xg :;%6{1 d%i.mqrﬁves the

connec orrm

user BRpéYiEGCOd and @r&ﬁ@es the Ehstaﬁﬁzkthl iafoematon eshafding dns pa&ﬁcﬁlﬁr provider
the caonnectjvity state information sati sf

shouldy p peetlemi aripe pw&h tgusesyieeor siomid e uge wigh %i’g@aﬁﬁ%é modify the
servilE (Eh bAER oARRAERIRRYERE Bhithl EF (RRBREY, BY L "

[001295 Bor ¢whasesdcs aheked ipaheé icondeatiom dhiabigseciON dod canmewdidrnmanager

ItSs . . . . . . . :
260 stores information regarding the service provider. The service provider information

31
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associ ated service provider. To aid the user with
meki ng the associ ation, the connection nanager 260
w@e@siodas2 br anded connecti on nmessages i ndi cat i POI/Uk®07/020596

service provider associated with the connection in
could $emplly B hePintd 6£!HRY proviter, calie Rofildaindiuge grifhi®@Ves:. ! fages or

user experience and provides the user with information
animagigas) @pyagiatedewish thei setviea provider-der 30 shoul d a probl em

t efyi I r t

[0013%L§§Fee Oé I?o ngyfr% tﬁg ch)r Vlec'gglg)lﬂ( gla}lyg%r%% %%yg?c{é Lﬁa S}ltser with a

branbandmﬁt:ﬂ*browmmiw mn@mdlaumaﬁaé ana) ser{u@é)i;?&ﬂlddf%s@aﬁéd with the
service tracked in the connecti on database 270, th

currgng GABRSCHER: i thigliusirated embedimentnthe brgnded orrastipn mgdow 1000

0 I BBy 5 M B B PP P o

anmﬁﬁiﬂleSZﬁHWic@&ﬁSﬁﬁer oebl| 1¢thks 1 028, \conaedtioa uypafaamé 1t1fm3matlon 1030
vider, or jt could include_ graphics (e.qg.,

(e-g. o ‘feé‘ﬁﬁ fronpestion (RN eepngriign taced gngas@npwém %@}al strength

1nf01[npa(i)ﬂ)§010§Befa?1lﬁr?1 eEtR)nFEtQ sCinkd a‘ﬁ'ag gﬂﬁ@ne%'(ﬂfg SHb&ffrent, the
260 provi des the user wth a ran e onnect i on

brand¢dclmneditBOwindaty 1@0Onmay be slispleyed ench nmephmvordxectlon is changed.

aSSOCI ated Wwth t urre connect.i on.

The U Fa B hsteTeiit (¢ HESHidh GORCOMmORIEN UPAYgRRY vary
depeh@R@ b ehdIPERicaRF Whﬁ)fenﬁl{n@a\ﬂdﬂe r A1§S, AhEBEhQE: ga%q)der Jdentification

service provider graphic 1020 (e.g., logo o
inforamitionmaymyary,and sovidaenprahérdban theke $homn argiifferent combinations of

/ f
e EIRGEPMEn (EAGTT eBkREC PR pton oo SHE Ffude an
accokpaflyingi @all &bt eOPldyedi When MBE| BAndddPRon@Rfon window 1000 is

connection status information 1060. In one enbodi nent,
displayed. 10 br anded connection w ndow 1000 rmy be di spl ayed

oo PR SRS ERRC D T0SSGPS: TS A kil o e

displaR)scieat Ye. gf apandi tagk on nidiv P&y tfmculs@émflewlpeﬂemtoatthﬂ@ (e.g., 1-5
Al so, the service provider identification informatiaon

secopdy) aftgr § comprglipn it activetsds Alteraatiyahnrihe searecppwianager 260 may

wait @nfif § ggﬂfcufa?. érna%hgﬂ NG .d?k{pla LARE bed cORRMon WIR oy 1000, rather
service provider 1dentifrcation information cou

thani chsplabdeg e bearsied arwpactyiongwationd 100(teacts tipleay &(d)nmktemn change

branded con n W ndow 1 | di spl a
occnf30 0O {F IR ARG EATHIEEL IR MR IP, BB e Rlived if the user
placdi £ BbAYE bvaE al BRANBAIhORDR findiBRingding! F&'tzﬁﬁ(s of H?eeEbrﬁl%ct%n In this

near a task or nenu bar) for a Specified period
mannernthe (ueean dsséciats dbonargiecadn erthaitcpronilet mtthoutsthe dlstractlon of
frea 28t | vat ed. Alternatively, the connection manager 260
req‘f?ﬁép%lp\ﬁﬁ?sts Affiti1 a particular user action to display
[00132E Bise§ Gafére W@&{ﬂe@tﬁbﬂ\ﬁlﬁﬂ@l‘/\?ﬂeﬁ% bphhRvicd héﬂiﬁor (e.g., home
di spl ayi ng the branded connecti on wi ndow 1000 each
netwmkn@r tige naevorkl thecksgn gaay speeify & smagee or @nmqﬂoes paitigular to those
conng&?oqg %ili z?cP(f%H %}oaro ¥VI gase 0%08ent1qa cth Eo %#Ffe a com;l)qany logo

over a connection

and mamh @ay be %rd%dsﬁ}alhldfhsélf ortiegieved N6t 4 Qita s{dﬂe bhEdmmon company
manner, e user can assocjate the connection with its

logobrf@mbepélfim& theogempy aptavark cqongection wimlow. eglileie grspuyshere a
partlaﬁﬁlsésgeﬁﬁlshment, such as a coffee shop or store, provides a service, the branded

connection window 1000 may be co-branded with the name of the service and the name of

the establishment providing the service.
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[00132] In cases where the connection is not provided
by a service vendor (e.g., home network or office
wmeirsosly2 the user may specify inmages or ani neCT/O8207/020596
particular to those connections for added enjoynent
(00133 TRapartRlilar defidel proaided MnfofmRitiodX@iiPg@phids GRAYPB Prdvadid to the
and nane may be provided by the user or retrieved from
conngeliet managst 266fin @oyaristy ebmpsny The seryiggsprowviden idpdnaiipn may be
e e | .ca
prov}dh RTRAT Yy A 1Rk or NSRBI MR Hpaflate (5708 2 corporac
netw®AOP pfinstdlRdeon [HeOmbbBRS davisenv0Cimstallbe vithat#ecbnnection manager
connecti on wi ndow 1000 may be co-branded with the nane

260, projwdedand vRdasgythropghnwehsbeyed updates of His ¢amgelinn manager 260

sl b, S B S S S B sy
confizmrdtionu The sswvicei previdemtataration frayrabsol lerreaieted f@pha 0&b location

may he QrQVI ed to the connection naq&ﬂer 260 in
(e.g-vayspeiptpd oYith g Provifler Arefapnedion BIager 26t P 1%al%constant

Y u r : :
i P U e ot P ilL PalBr i, WARGIRN ®) the provider of
the aoeheudiok )managei 26t rahy eciroan tibgosnetaphies, deundse efel for each supported

jnstah%%d wi th the connection manager 5 260, or
SCIVIGE BIAVYEd: and updat ed t hrough web- based updates of the
[001RPTORMS ABwIRBNAgEfe 260in PrReestivensd e &BsIa) fdfCa B&\iaf @8nnection
and services included in the communication system
manggen fpotfalr bi00ds pravideds elnvihe éllystrateid drbadirhentntitei pomtahh 00 is a web

. also be retrieved. f b _locat |

imerfi GeoaL BY WPl S Thd e Ritie 268, dhop syaonpere the

mobRé A¥Viden 10 iPmahd LW K0Nbhdidss f@tp&aﬁsmp& e 1§, the portal 1100 may
informati on. For exanple, a global website maintained

be mpyntained by ghe fesiness enyity. h Eor exameRle, bA ceatirlgeaMMBECHigh manager

[ (.0 I ' etc. for each
ponﬁﬁég%?nge%géigF%éggpé&%ggggﬁ?%%%gal Turning now to
[00135] The @isdrlmafactdds Wht rpvirial @ 16C Heeogllivafbay walys.a Eoenéxagiple, the

connection manager portal 1100 isngrovided. In the
branded ¢pnneciiaadvidapYWdVRE may inglades weh link o the; congegijon manager portal

1100&3&1 Slgé; ?&%&%ﬁ&lvfnq{?aéy 260 %%ﬂé\ﬂ?%caﬁ? h(Ié.E.e Vg&ﬂgfﬁnte h%g\t}lll)é)eask the

In asituatl ere 15 no
user iflifie pertatdi 89 shioddg ba abeessade S tefnmativehyp Hhey@aned®nananager 260 may

.the portal 1100 be .mai ntai ned b e busi nes
periQdiafy gy fhecSeamB LoRRUST TR FORAI L A B RebEgser when
updaR ihArmhdOisRYilfie supported by the renote server 195.

[ 00135] The user may access the portal 1100 through

[0013¢h i gensralaihs. cefipal enanpiom, muhager poraldd@Oceegives infermation from
w ndow 1000 nmay. . i.nclude a.,web link to the connecti )

the Sinsion BaPSH 200reRadine B comminaRine FoMiEhiaep! Jgpmobile

devi€@BY1 () il RihE e liNstalodomm@fédtionGhterfadds 28) serbiged fidscribed to or
user if the portal 1100 shoul d be accessed.

used/ip e past.iefee| Hased loa tho peraaunisatiomeenfiguraen, theyportal 1100 provides
. iqdi ga check the.centr nectjio nager
mfoxgrgahogl zl.n%l ates Fe%gjidtu];%/ ﬂ%% CltlrrgAt l%&ﬁvgﬁr% %nrgig g{'fgia:%g installed on the

and I € user

mobllafievieal i0as well ay afférsibienew REHdBRLe drivefaeslialwhiéhthe user may be
. central connection manager portal 1100 receives
interpsieds r FRftqaeih of themarioes entities GrmeOnnentioRdRAEe!, gaent hardware and

servi{c%gsg I@.fng ofi8retiHard AP ARk SBIVIRD), GRN P id VRl £89atest statements

and messages from the associated vendor.
[00137] Referring to Figure 11, the central communication manager portal 1100 may

include a connection manager frame 1105 providing information related to the connection
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device 110, including the installed conmunication
i nterfaces 225, services subscribed to or wused in the
wW@a®wB8/0488. Based on the conmuni cati on confi guPEl/Us2907/020596

the portal 1100 provides information and updates
manbgg60isofiwhie The vseninahdedbiy © vadvd ne@s temsSseldts §@ttw &6 updates,

on the mhile device 110 as well as offers for new
purchasechlxprced feagiaiey ¢de gelptedp therconpectiogananager 309 aggts supplier. The
conde@fi&i “?rﬂngger 566 rﬁaﬁp leQ facu;é@ tﬁ@rdggﬁlz?l @&ﬁg&ﬁcﬁls n{a!na er’ portal 1100

connecti on manager, current hardware an servi ces,
withatduset ireéreentivar dvwpdateaitiprd gravii, dlagibases higrandedr inf@matibe, graphical

to view the | atest statenments and mfssa es fromthe
@

user JRIEHaGeAOMPOPEHaTC potrpaedramIipls placss fQyGre 11, the

t aor Lo : .
o0 e RUTHRLASEA AR AEAE i Bl KA B ffmatin
regardihgittbel durehheonfigurecson axf ths 3cEBhiBSTicTUHIE iIBEEREs (I Ke.g., in a

narigs 20N 150 4 ST SRO0TL0302%0 oregager, 290, 1120y o
exarﬁ}[ﬁle,e@imsreiﬁew@{oem@mﬁa%e frathld ¢ 0B Qh@%éi‘r}ﬁ%dbé PRdHA&B with links
etc. related to the connection nmanager 260 or 'its

112% thapmiagbe fohewed enutate softwrae aspecia@dOvittathe glagtiacudardrtssface 225,

.the central. cannecti on manager rtal,,110 Wi, t hout, .
revig BpiblistisPling EPRimEn i &t e v ddPAmeYhavaseed icons 1125
assobfafddeh EthQsTRE cOMmuAIRARBA SRtbrifeel 225, TAE §¢on8A825 may be logos,
conmponents, etc., as described in nultiple places
imagels oureanith@ e Apsosiated wish thecyantlpguSamilarhy, theseevicasiBamey 120 may
b rovided f.or displaying.informtiaon ardi th .
pon BERKS5Fh ks, SRR AR LSRR Bl 02 P fescre
abov&2®ith @ef@renck No Fighrar asteeré kedeset kpsoified tbdoner §RIE BESrmation

enpl oyed (e.g., In a services frame 1120). For
assogiateipMath @i particelapeetviee thiese Higmpwaray beagisplayed intthe current
OTBY [ ? L 10 1122 that nmay be
Cont@)"‘?{tbv\eda r{?eglg{)(gt\g# g%goo t“\ﬁf\‘%uglpgcélk@(ﬁci ated with the
[001PR A degvitaoffem franiealiel0dRSy be provided/td sluwbihe s taddigional hardware
docunentation, etc. The ljnks 1122 may have branded

and prgsReicesiihal may ke ayajlably iRithuseac heam. tisoticsniman irdededinks 1145
[ C - kG ONS, .1 ; P

o e e o oo T TR R SO arioh B Sent 10 the

centtah eomection emnagarpertall 2000y ipdedd beatidueinfisraration taksociated with

th l i nkzglli%o %nd associ at ed bfr aLFde [ cons 1135. .In the

© W55 cAYETRNY Heuthe SSEBAY SRR Ther lcaie by snteragting wilg, the central

connBG6E nlai 8ot Srta AG0DS | RGsdnROLaseE, thEBASHIINA&AERT1@Br one of the
associated with a particular service, these itens nmay

comppunifaon perfades 22hemaybe equipped withgGP&tdapabifityasnsl ¢dr geport the

for ease of .identification..]|]00139 rvice offers
ey 56 BT i T 1, MG ticy SREs A fedpEFardingtohe central
conr@Gbd in@Rdler Perislane. and or services that may be

avai lable to the user. Again, the offers may include

[00140] Brscdionhe lgmtign inferraivnathe diisrapravided sothe offesgfrang 140 may
i gation confi rat.ion t nt to th ntr al
be FRRER) SRR AR PR FoD Ra Pt a iy AT SBE e ROrk may be

availaBfeOinnthk | 1 38r’ 8 366@¢i0A! ETheMidd miy€eloQethat Abtvorinahd \tedeyve service
the user may specify their |ocation by interacting
accopdinglyt he central connection manager portal 1100. In

o 3 o g, 5P B BT g oot
and adpalibd totsgraced offeted mphat artdieFor example, the user may be traveling to a
different location or country outside the reach of the currently subscribed services. To

ensure that connectivity is available when the user arrives at the new location, the central
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25 physical location of the user to the connection

manager 260 for forwarding to the central connection
worewagexi4portal 1100. [ 001401 Based on the | ocBET/U82007/020596

information, the offers provided in the offers frame

connkdtiéh myla%dﬂq)ohai h 00C ehaly G ffdr@eHaeds’ Bsdidté® Mithl &Saldc@ton. Such
For exanple, a pay per use network nmay be avail able

offexs axen dailpyed ' 1 |ﬂ@3; 3ISEDH rpecgth;g theyr enalyatg eﬂ@c cusrgpit communication
conffk%‘i’é%rnlﬁn %ﬁ_@ué&?&f With ﬁfﬁ#ﬁhﬁg loc%gor?.ci”ﬁé gée‘? %a}& a}ctu(%ﬂ%'%lll&scribe toa
sone enpodi nment s, € user rmay provide Future

servico o theoconnadtdninager 260 inde ownyoadaedings! bs glld v the wer to contact
services offered in that area. For exanple, the user

the sgpjcaroy idgh/ ) the flitusg lacatignite establishisgvige on or country

[OOI‘QHIIQ‘ bﬂl%r tcggs,r &@%epfna& ha‘i"ri\(f‘éJ be Q%telvymﬁﬁipo%c{lﬂ&)ﬁlgn acEﬁss the central
services. I0 ensure that connectivity is avallabl'e

connsbigon tnarages ortalr 11i00as iddntif avaikbld eewtésoForteiemprnh Ifide public
34 SUBSTI TUTE SHEET (RULE 26) WO 2008/ Q42142 .

netwerkT {482 G} BIRHYEAY. BR RECTSH toneéwggéh indiasltconnectiyisy fapllow the

f ' cd Wl td h
wser s L S R G R IELE Mah SR Pl 1S Based on the
usertsheonounmieattoncomfigniatiani amd locativhi gher ednitah cbmection manager portal

onjunction wth_the future | ogatign. The user may
110 %Whgﬁl' & SASYICF PHErStE meet IEUSEIeRnesidst he connect i on

[00143PTRE 8Entef CofR¥i 6P Whaad poRht iﬁI_E)SmB)ﬁ aRb iR d L proBif! frhfe 1155
contact 5 the service provider in the future |ocation

that albows thebises o srdect iftomn vpaus4profiles 1d6040 takos dg corfiguration of the

arrive new l,ocati.on a t.hen access the, -

conrfBirf Bfent e anst et 1o Bt oD F 5 MR, Rogd Warrio

profidé/ ftichiies BpEHsfof 8 $ravEifig BaERS Persén fHabBoddWVt have a central office.
network (e.g., in an airport) may be accessed to

A “HaperBiapeshUsar) may becasporaaied withya ussr ghat eperates mairlyrfrany the home
: t . | L O .
envigAREF o EE 7 D2 bR JREF b AR i on e

particdlaf ingpléméntaiorand | ocation, the central connection
manager portal 1100 can tailor the service offers to

[00144p Biengraldy. [ user Mg gelect pomity tha degtchiis their vergseratpy of their
mobﬁ@%@i@é LGAR lrg@ﬂ?%{@%eq{sgpsél@&{nggatep%}igﬁlglf g}ro?%{j;tﬂg%onnection

that all e user to se om Vv
manggeo 260 asayl dé&Wnload paifeencdshthatcenip gue@inecationofmahdper logic to more

onnecti.on nmanager .260 and/ or .t he servjces offered.
clos waé&a oW, 10836, _088?%*% Variqus GangEGtions Az allaws the user 1o
tailoiﬁ@fe' BRAgh@fiofof {l)u?}é%hh&ﬁog Wp&%@%ﬂ@e\{/ﬁ%t ﬁxgﬁhﬁg@ Q%leleﬂﬁl open the

ave a central i ce. - Based User”
tool and sbhangeeiic ie¢tmicl yetings. h&or epamplee basedi o1l thef setartadhprofile, the
hooe envir nt (j.e ith.little travel). Qther .
conn i g ee, PoDemau Bl o bt singn el dpigppriste fo
regidnAPOIETRIBhAIWRFi sdriidsithplefaEb pheYased he user may sel ect
a profile that best fits theit usage patterns of their

[00143DAgpP¢sceibetbabore, 1 tigere | arer aaiioss situdgiansewherer the user’s current

electin .particular, profile, the connection
comHinicaion Seafighition, in Aot Shefieient pe skt AR Hegdy  For gxamle. the
bandeQdBemial He IBAFIRINt | R0EnE&IVIBY fayChAIS&ist aRAIEh TIEtobnnection
own | ogic in choosing various connections. This allows

managee 26Q @_q:enfiﬁes $igjafipns mmghieb oY User ma!ydwngﬁit frem an additional service
and §r§gﬁ?§ﬁ{e%e%%9§&ib%§9 OWt}}ha%uédokimdaP gerilf?:e.acs‘ilgf?lsl:lxzic%pp?gmpting

may be based on the user’s specified location or the actual location known to the

connection manager 260. The connection manager 260 accesses a geographical database
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tool and change the technical settings. For exanple,
based on the selected profile, the 25 connecti on
worwane14260 may downl oad W-Fi settings and PCT/US2007/020596
preferences appropriate for regional or nationa
(e.gVktoréd siethd cameetipt dytablasey270N ¢odasedr at heQkABAl ésnnection manager
descri bed above, there are various situations where
portalHd Ofsete-) to daternaine thesshgesitiueallyrofesed ingimraged.on i s not

o B8R BEabadheld 5ese Sl BB M0 v on

knoekitgé ofitthalcommiinécacionrisetfacs 23 ﬂﬁﬁﬁ@ﬂmﬂ@OCtﬂdﬁmtcbﬁinﬁﬁucatlon
i tuations En m€|ch the user may benefjit from an
interiafgs 2o ARy e tighde 2 %male pﬁeﬁ’r&‘ﬁf—t Rroyjdier. fehile pRhery Bay berrgpable of
e
estal%)l?&(l)lﬁft F%rglcénrﬂa@(ﬂ%h glée 3)‘?5 e userég:oég(g:gﬂoﬁ manager 260 offers
choibmattlnmseodepehdmgmthéselpanamlan fadtorown to t he

ectlon manager 260. The, connection ma er 260 .
(001473 B SOmE s oRISHIRE] it B JERITeds OGRS piey evice.  If

condeBikify &bt ?@s&goﬁe%%oﬁ) in! 5&2’%6@9@@5&? gt e users for such

stored in the connection database 270 ted at t%e

servigent riidwavenniget ¢oonectmmagenagep @60 ahayl Lifformethe . usett d‘lat they could
determ the services .typicall of red in an ar

subsEs g} IFHEDG A EES B airesst. 1 CaPasg P mhispeer 260 may

intera@NAaAt hencREhgers2 2R e deplulet & subfeipti6A a8skohe hNGter time should
conmuni cation interfaces 225. For exanple, certain

connggipyitsnbecgsiondd. 5 interfaces 225 nmay be tied to a

e ser Jce pr.ov t
oor3 Pk ofFeliohi By B0 ol Bk IRe RoPE YBEgRREF 2t Sinding e
servith augemcst bPhéTRARERI cafi@ctinser For ekahplesift @ frdeeurisd §eriod is
dependi ng on these particular factors. 00147] In sone

offer@ds@@ CORRIHEBIMAIAES Hll/MBY PFBRf the #sergodemabr itd. sAinbg/end of
the t?ﬁf ﬁér?ot%l (t)}ll,]e %%n%lg&%%cx%é%igéy 255‘ n&?tprg{nﬁpﬁ{%tlﬁglt ngcé?cédef if rthe service

was beltelﬁlcxal Gn@plrdwdbethe um\ﬂm/@p,orthhﬁy oubsaibean ﬂmageé 260
may. i nformthe user that they could subscribe at
[0014931¥feq,o wiakis gvpilablgibe ppmepgoxg,vg}aga%ﬁr 26@ maay dgigrmine 1f session-based

usagggﬂ g%f‘ag%%rﬁ?g%r %le& smbﬁ‘ta?{h%‘:ﬁmg‘”tﬁéqsetsﬂén 1§ started or pay a

a subscription tas
predetatremed iarrmunhfmlajpredﬂmmaned uwihberbsf seessoor mcbne[lﬁ(‘)almﬁ] over some

ne on nanager 260 rov e the user
periGiLRL e r Lhs Forrgr o aanges 2By Heradbomes S P eubscription

detal¥ irﬁlrzﬂféwctﬁe %@&ttb @ﬂ@scnﬁ@ For®RWMrfor dubs@iblet6 the (fdnﬁjact service.
period is offered, the connection nmanager 260 nay

[00150} Bhptconhestionemanagef A6A cmplow uaﬂ‘ormmort loe @ndteoﬁs of heervice to

eri.od conne |on
simpyif, o el fof e’ PP ebeh BHreReR Fleppyand cost
strudirey, iadRet MAy WMy Rt ARRE rtxtyUdéhtlé’estd&e 3 BRCdonPRidiPfabide Because
service. [0014 If no trial is available, the

the coppersionironageindeft nndesgandsythel sarews reif wervide, sdisthienn- singdegession, a
flxecgger?qidz‘gt[e tllrrrrlé, ? \f&leh aa?noun( of gandtvxp 8%1 eé??g?c‘%‘ﬁil nxgurﬁlmf?esds the user can

hé sesston’1s
mak@irfeigiedrdiofeesl anount for a predetern ned nunber of
sessions in one | ocation over sonme  period of tine).
[0015FhE s riepies tna mifiehy spssme0 the sonngetinyt anages A69eprowipishthe user

befoteh.Ee §éjs§tgwﬁr &}ﬂnmteﬂgteﬁkdr?! t@?gbaﬁsep afl%la% tﬁﬁ%nﬁlﬁ%tloélcvlll end the

SCri SeSSI On Oor Ssupscri e con
paid o€ tridl 6€ssion. If the session is a fixed time period (e.g., paid or trial), the connection

manager 260 prompts the user prior to the expiration of the session to determine if any last

uses are needed prior to termination. If the connection terms specify a fixed amount of
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[ 00150] The connecti on manager 260 enpl oys information
on the terns of service to 25 sinplify the experience
wo eospkm4ser. G ven the | arge nunber of diff eP@mnusS2007/020596
offers and cost structures, a user may sinply elect
datajhk chAndctiyn Sfandgere250duid] warntthe usanf dsdyaie haatthe threshold of data
Because the connection nanager 260 understands the
transfely g of service, whether a si ngl e session, a fixed

[00199f§3 %ﬁ rgnrlt fégd rﬁ“’ﬁ gé)é(?dééggﬁg n{eﬁrgelg in eQ’?or meg§ C hglﬁ%:aé ﬂzg%ms the
com{e@@ixﬁﬂnhndg‘er 26@ carundeestaridth@ esonoglies sfahs varoustskevice offerings and

connection manager 260 pronpts the user, before the

inforg, he; wisr O a(TRorR; qﬁa@%wﬁlocwgﬁzn%l ?%'éthf%'@nusF@r exa|pley ggnay be
o F8hph R Wl S ol LA BRI fesion.
[00133] Samnk, pdrtienscafnthecddtaited dﬂmagtmnleﬁ@emrarerpbasdqhentlgs presented in

ri.or t he iration of. t e sess to deternmne if
e oy S salare gulerioruchRaes IBYATSRe CombRHFIREEBATOR Of gperations
on daPPBRS Wik taeféféﬁi_l (ﬁg@&' al Yoripdt irfge%b?émlﬁ?ta @bmpdfng device. These

SUBSTI TUTE SH ULE 26) WO 2008/ 042142
descROIONISRACEPBIIBABNS degt e mdnas vserthly thiosn imtheageto 1869 effectively

Wi | rn the.user th r.e.near .t he threshol d of
conyg the $EHsChnte' Bt tRfyuork 30 SRecSHSIAT Y we bR v HeiBsess aRd operation
requir€ phiysitalt MaABuRfend BE pHEEEal SqUdRBEE. p@ﬁsﬁﬁfynsthodéhenot necessarily,

connécti on manager 268 can understand the econom cs of

thesq geangigics taks the rfvlim: ef gtecwicah g@agalnuc @ opifcal signale capable of being
econ connect | onf.i gur at | ?ated

stored (Fho B8 C ERRBMET cof BRREC kb b ANided ilnuBlled. 7k, has jproven

convefitht &Chmés) PAintPRRA F@tHeysoab W BEminTud Wagelab refes & Miese signals as
[00153]l Sone portions of the detailed descriptions

bits, yalugs. ¢ lements; syiabelsciharagtopy. deayst empers, Rixglnor gie like.
[Oolsagit S\eﬁgg@t %ﬁ%ﬁg?%%ﬂg%ggoa eelgﬁsthzg (l)ll ééfa{lllgs Xr[fgglrhlt%ﬁ .terms are to be

associaredr withntha Pagptiate) physisdlequantitios cndpatti mgreﬂ}e\t:bﬁﬁement labels
These 10 descrl ptions and representations are

applied dAdhessetpapijtieh o Yaless sperdfically Stt%ieﬁlrﬁét(’ﬂé??’%tqs\/‘@m be apparent,
I
throﬁﬁgl'aﬁﬁﬂ'ley?@s ﬁt”’(ﬁi&%rﬂlgég élgé;?e tgﬁgﬂ ig)gé?s;ﬁf%rgo Qltrleggcglﬁmsdhﬂ bk&4sses of an
elecqndsms deate, mlrmﬂlmﬂatem&lcbﬂramfgrmsahta nppmstnttd esphysmal (electronic,
not necessari | ese. quant i

magRccg oF HptFY SHBRONES CERR Sare HRHFELF Gvisr Sppeaiio other data
mmﬂ%&l?'}@ﬁrése%%aﬁlpﬁyﬂfzal %hﬁ‘tﬂws&%ﬁﬁﬁ the di6raBS fo? i ﬁgnsmlssxon or display
hbi ned, conpafed, and otherw se manipul ated. It ha
devxpnsov@rennﬁarccnfvtbn itexms denotingrech @dcmppam lase, fvoﬂlouehmgon the
onmmon ,usa ~tefer to th nal..
term§ SRR o RMPLtingS R Rlari s MERGEPRRET ¢ RisBhvinknt diagne tike.
[00158) TRE partielilak BMbbHisfents 99454k dbovs AedIRish&ivRosHIg, dsithe invention
m nd, however, that all of these and simlar terns are
mayths Bwdifipss ard arasticed it differertpbutopquiralentpmesnessjapparent to those
: iti . | [ i .
AL S SePO L GOl AR DALl e

inter@et @6 \Mesdet&its Mnb@uam&erI&LgnZ&rélh rshoghOsthert thé@n as described in
present disclosure, these descriptions refer to the

the Cé@msml%d Itpis dheseforasevifleny thatdhe partishias egbodisents; isglosed above
n t

mayr% zg&g%qa&(e f‘\] ﬁ?erdo%rlﬁlggﬁ WP Vﬂ'?&tf%ng %?J g%fs%eg% @ithin the scope and

spirigofutid investion. t AicBordingdy, etheqircbtemcm staighc degirs isodsage forth in the

.into other data
claims below.
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simlarly represented as physical quantities within
the storage, or in transm ssion or display devices.

we@spsAany of the terns denoting such a descriPCT/082007/020596

are, without limtation, the 25 terns "processing,"”

"conmputing," "cal cul ati ngCLAINESt er m ni ng, "

"di sg/ll.ayi ng," and the like. [00155] The particul ar

‘ments di scl osed above are illustrative only, as

the invention may be nodified and practiced in

di fferent but equival ent manners apparent to those

skill | ed A me(hbé farr ¢onlfiguring a iubilb eleeice (110 indhadihg aphiralirs of

her ei n. her no lLimtations are intended to
mt FUABPHYBRE or desi gn herein shown,

Ot BAE e iR otestGhé P&HAmuRic3ford Hﬁ‘erﬁc@é @Spf‘dr%‘é\fabh;hlﬁgsan initial

herefore evident that the particular enbodi nents
d| scl oseonm@bbereto arfigst bﬁarn(abmetrvenikc(ﬂzmmdl fied and al I

such variations.are.c i der t he sc e an
<Ay g 4G5 HE BRRTG eV IR WP hebGop A PRE Kfelated t
sought ARy @iddtddSirSSconsthuhi®stidh ihfrfabe(228).ai M8 bel ow. 37
SUBSTI TUTE SHEET (RULE 26) WD 2008/ 042142
PCTorusedngvhe 39k degical( M) tmﬂwcﬂum mgmote nAweek (130) thoough the

figuti bil.e d i ncl udi
ol ur af | PO apPrERAEATELERRIDhL or f aces (326

CofgehtifiMga 1636 beEdrineeti Aty AskSdiated Yithfthé Nt cOMMbAIGAbA Rlerface
interfaces (225) for establishing an initial

connect (#9)to a first remote network (120); querying a
nf J ti .
e AP S50 5tol l] 224 A i s
c o muni sedohd Bomrtceiohn ace sdcdnd réemdi® neswuik ¢120)g t he
nobi | e, device (110) to the first renote network (120)

t hAwtyettheuser Pf e raehHatRvics(l B foneateyrationapigrmation related
identif e th the
firot chnsAcLasendPORRRERLIbh Yy BRRATo B! |

s e candctimethe fmdHile deoiven(hl ®ad tlersecoidarefrmoeset w8A5()1 20 pthrough the
establishing a 15 second onnsﬁ‘)l on to a second

renote FEP Fﬂmﬂlféﬁa,“_oﬁﬁl‘g?@?‘ﬁ e user of the nobile
device (110) for configuration information related to

t he sel ected second conmunication interface (225); and
co@nect Thgmedwdnadlvildim devlieran ¢dlé@ingt the firse ope obthe

comBAFTE BBl 125l IR 1, PERS EPRRLBH R fon
1nter$a%k§@25§‘ﬁ&ﬁ%g gféfabﬁthl&ﬁl%hsﬂbaie'ﬂ%n iaRAAEHypat i on

i nterfaces conpri ses selecting the first one of
t he conmuni cation int erfaces (225) using a default

hi srar Clﬁ{e 91%%11 % oq%la{n%t Ie Katén qxgrymg the user of the mobile device

(110) for configuring the first and second communication interfaces (225) further

comprises querying the user regarding the location of the mobile device (110).

4. The method of claim 1, further comprising:

identifying a connection pattern of the user with respect to the first and second
communication interfaces (225);

querying the user to determine if the connection pattern should be automated; and

automating the connection pattern responsive to the query.
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25 3. The nethod of claim1, wherein querying the user
of the nobile device (110) for configuring the first
wanpwsmeaend conmuni cation interfaces (225) furediEUS2007/020596
conprises querying the user regarding the | ocation of
t hg. nobiThe niehdee oaid0), witkreid i dBRhBAbNGfattéindelitel to one of a
further conprising: 30 identifying a connection
printgp seleqtionod PIOKY SEAYB Selgrtion, pea putial Prvate BetwoFk selegtign associated
qu”: 5); querying the
wnhﬁoglg?)?tﬂl o] %9 errngle%@d gﬁlg%tr?ﬁlggfcélr%ﬁgspattern shoul d be
automated; and automating the connection pattern
responsive to the query. 38 SUBSTI TUTE SHEET ( RULE
26) WD 2008/ 042142 PCT/ US2007/ 020596 5. The net hod of
clgim4 L:;op. pattern relates to one
of 6a pr (xn*@?ﬂ(ggﬁé%ﬁ %g’%ﬁ‘%‘g " setup selection, or a
Vi aiplahlityrof cameunatation intaédces (225); aglsoci ated with one

of the fir n nd conmuni cati on |nterf ces
A ﬁ@bqqegoagﬂoggoqpiq%s ‘9“& GABMURIGafon Iptertaces (2 QIaBC%OPefable to
comuni gableRfant NEGhhBRREIdredanageRI60S (RE Qﬁﬁﬁﬁgﬁ&&pgﬁnager

coupl ed to the comrunication in gtﬁerfaces (225)
oper abl €60y beingpperabletto aclectranfimst ezt dfche nemenyercai@6yerfaces

the co ation.manager ..10 (260) ei operabl e t
Setect R FiesGRUTRRE Ahinivid sniifelizs fon i FaRpQeGrork (120,
(225) f Qﬁel?%tlﬁbﬂ dfhé Hﬁ)bﬁél déﬂbé (1810) ERHARE Elr@tol fifémation
first renofe network query a user of the

mobi | e daalwtﬁré@ @ﬂd)‘:ctﬁé)f r%@ﬁmnguM@tlp@mteﬁMr(%i)L eennect the

(225 - Btk dpiPn Lo B Eao S RMER ¢ B hRMED b
renote Bethm@a(ldx?-ﬁ])erfd&é Q22p), idbetiffyi  19§s df5:onnect1v1t¥' associated

conmuni cation interface (225), identify a |
connect Mihthe fiEss semmpaisation iferface (229)stelecs mserond oof ghthe

interfag gﬂ%?lﬁ:}i %ﬁ&ce?@gg@}%sggﬁslﬁé% eecr?nd connectlon toa

connunlc on 1 ng aces
second ssonéedmaa nkwvaak, Greepthd usansfttke nmbwdkmceq(ueoyfor
i configuratijon

the user of the nopil e device ((é)iqllO) for
i nf or maf? H%“F%loé‘t‘ rngtigheelated tocifig gelegled srpond communication
comuni gatirQn (%ﬁft)?{de{ & tl(@l%%?née 88 £AN0PG the B&ond remote

nobi | e devi ce e second renote networ

(120) t hetowogh (1202 ﬂsemgmhe sooond cpo@Atunication imeffaed225).
(225). 7. The device (110) of claim6, wherein the
communi cation nanger (260) is operable to select the

finst ofmge @évitd@ 10PHMURINE 6L Wdteinthe Ecﬁrﬂﬁﬁﬁwﬁﬁ@xﬂlaﬂgér[?(%m is
a default 25 hierarchy based on interface type

operglde ixselgct @) firsf ongl ofithe eymmprication inkasfacen(?dh) eung adefault
. nager erable to query the user of the
hler%ﬁ?ﬂée%é rggrfa(cﬁmeor egardi ng the |l ocation of the
nobi | e
8. The device (110) of claim 6, wherein the communication manager (260) is
operable to query the user of the mobile device (110) regarding the location of the mobile

device (110).

9. The device (110) of claim 6, wherein the communication manager (260) is
operable to identify a connection pattern of the user with respect to the first and second
communication interfaces (225), query the user to determine if the connection pattern

should be automated, and automate the connection pattern responsive to the query.
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device (110). 30 9. The device (110) of claim6,
wherei n the communi cati on nmanager (260) is operable

wo eoosdentsi fy a connection pattern of the user BRET/ES2007/020596
respect to the first and second communication
interfaces (225), query the user to determne if the
connection pattern should be automated, and autonmate
t hdOconrddedeviee fLk®) of flapa Spwhereinethe somnsstign patjern 3@ates to one

ot BTGy ST S SR, AR5} ey

assovlaxdevith diecofahe fiest tahd Bedoad temmunidatibe sntérfacen €2250f a
printer selection, a proxy setup selection, or a
virtual private network sel ection associated with one
of the first and second comuni cation interfaces
(225). 5 40 SUBSTI TUTE SHEET ( RULE 26)
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