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MONI TORI Ny $b8/53584TE FI LE ACCESS ON A PUBL IpecT1RfSYROTI0R
NETWORK Background of the Invention 5 The

i nvention relates to nmeasuring visits to a web site and personal
characteristics of the visitors. The Internet is a worldw de

col l ection of i nt er connect ed conput et *net wor ks. Every conputer

connected to the Internet is assigned a unique nunerical 10 address (known
as the "I P address”) which permts data to be transmitted in a _
poi nt-to-poi nt fashi on between any two such conputers. In addition, each
conputer may be assi goNErJHmes oREEMONE chILE AgcBBBhanuneric string

whi ch corresponds to an I P Lgly grow ng use of
the Internet is the dis q& SR o hgare data files which

contai n coded audi ovi sual information, prog}an1 I nstructions, and
hypertext links. A hypertexg lkBYohSia of R BRiHL fhput the location of a
web page on a web 20 site. “?hEB%éra‘rn‘a‘mg%—pagE‘TS‘TypicaIIy encoded in

a format known a¥heypavestlovameipishdifadedsaning visits to A web site

I's a conput &f; &y e Yb-sbnk® ERADEELEEistibe bl thit efiRgluo i ch has one
or nore web pages stored in its nmenory, and which has the capability to

transnit 25 those weHSpAGEETEandt Ifer™ ¢l teShbAReCEo a r equest

recei ved framngdwionmeptiédr cymputbe hatebrRk. Every compudld:ent conputer
I's a conputer §¥st conpected to the Internet and whi ch has

e lch is
Lhe abi 1ty Gt P8 e rnce ERRRCERE akaangh ancBHEra FUPTE Phoe. A
30 user may atbesss whnpegeasbyhasi'y adgiress"of whdfchwaregrmoirt s data| tent

comput er called. 4, pLoNeLs AnDLORSEhe e CBRTUA GALES Y Padifed Ny net wi th

anot her program ca rver whi ch runs on a web site.
response to GwWsteWeki epBPrEesPyedIfr sAfikéonsecacthgeomputer may be

assigned a "host name" which is an alphanumeric string
which corresponds to an IP address.

15 One rapidly growing use of the Internet is the
display of web pages. Web pages are data files which
contain coded audiovisual information, program
instructions, and hypertext links. A hypertext link is
information about the location of a web page on a web

20 site. The data in a web page is typically encoded in a
format known as Hypertext Markup Language (HTML).

A web site is a computer system which is connected
to the Internet, which has one or more web pages stored
in its memory, and which has the capability to transmit

25 those web pages to another computer in response to a
request received from that computer via the Internet.

A client computer is a computer system which is
connected to the Internet and which has the ability to
display audiovisual information encoded in a web page. A

30 user may access web pages by using a piece of software on
a client computer called a browser. A browser
communicates over the Internet with another program
called a web server which runs on a web site. In

response to instructions received from the user, the

SUBSTITUTE SHEET (RULE 26)



SUBSTI TUTE SHEET (RULE 26) WD 98/ 31155 ; .
PCT/ US98/ 155 -2- br ows epceRIRNS00304
request to a wéb server to transmt a specific web page fromthe web site
on which the web server resides to the client conputer. The web server
responds by transmtting the web page to the client 5 conputer.

When the contents of a web page are recekved at a client conputer, the
browser translates it to an audi ovi sual format and displays it for the

user. |f th®rowsgdh SRS i FRAME SIS & Wt SFFEehypRr EE*PSMiRkE to 10
ot her web pagesifiite vsoVisese Byorl t96e 1edls | Ve tBRSEhYER thepaEBs and
di splay them as elenenai of t&g@firft age. |f th@ web gage cont ai ns
progr am i nstRFNG MRS 19RE rowsdt LRy EXEUEERT t hoseSi KEPr BEFVERS.
Typi cal |y, adwpawsds lpertrdssmlttsing tthe eeglespagdetdStesplagnef a
particul a via the Internet by speci fying the universal

resource Focéi r ) of the web page. The URL is a string of
characters which  Wheanthe eonfentisqed leogiebalpaase #terrasfeived vieth page on

the Internet léghﬁ compuf%@fOwﬁérbﬁ$ﬁgefy@£§ﬂéi¥tggrﬂ%tanaﬂser to
i splay a we

retrieve an : page b% u,s%gaa pol nti ng devi ce E[e.%. a
nouse) to pciuievignabcherBat oand 44 Ys #FspPrYtB8r HESBondEAgthe a
hypertext |iydo igagd Béi0ad¥isplipédi €¥eEa Ve RPPertBYtt hiskaekbod, a user
who only 25 knows one URL may ﬁo et hel ess acceis a sgcces& of V\w/%%e
pages by WPolRENG'TRLHIBR! t BRE PTRARRSEHEN ALECI heELERVE 3&5@. set
of all such padgeedapdg@ssphayhehémt @snelemenbasofotket dilretk pagye .as Itfthe
Wrld Wde

' 30 veb pades, vH RREPCorTrAPE PESPFOR FhEPEREbRSase o LhBaproreey” M 1O
i nstructionsnayn exeebteathospeinstractusensto enter
Typically, a browser permits a user to request the

1s display of a particular web page via the Internet by
specifying the universal resource locator (URL) of the
web page. The URL is a string of characters which
identifies a unique logical location of the web page on
the Internet.

20 A browser also typically permits a user to
retrieve and display a web page by using a pointing
device (e.g. a mouse) to point to a location on a video
display corresponding to a hypertext link in an already
retrieved web page. By this method, a user who only

25 knows one URL may nonetheless access a succession of web
pages by following the hypertext links contained in each
page. The set of all such linked pages on the Internet
has come to be known as the World Wide Web.

In addition to displaying information contained in

30 web pages, browsers will typically, in response to coded
instructions in a web page, permit a user to enter
information via a keyboard and to transmit that-
information to a web site via the Internet. This
functionality permits web pages to act as "forms" which

35 can be filled out by users and returned to web sites.



information via a keyboard and to transmt that information to a web
S|te vi a 1 net. This functionality permts web pagegnisosoeios as
R

"fornms" an be filled out by users and returned to web sites.

WD 98/ 31155 PCT/ US98/ 00304

- 3- In addition to the "online" browsing scenario explained
above, certain browsers also support off¥ine browsi ng t hrough a nechani sm
referred to here as_a channel nechani sm " This nechanismpermts certain

URLS 5 to be |dent|¥?e@d%étleﬂaﬁﬂeF§e SRBRLiRgH SYoMsdng SRR
"subscribe" ekglbherd Wireivd, hedrtuise brdvsahs (41 e dstppdrt oghiannel , this

causes the br.ows 0 retrlev on a IS (hourly, for
exanpl e) inggp %HF ghe ™ %ﬁqe??{ﬁﬁk?$]Eﬂagﬁr?hésuﬁL associ at ed
with the 10r¢chamnmell, xrwmw.atmszmme'mﬁes indcliaret stonpérmat gackethanatidds  on
the clien ut r s, ret o] r Vi ew,a

a‘% gﬁ’ e \{lTylorma ash déléj‘ ang gnablgé rhe btrgf"gﬁed tf°or t he

parti cul neI i on s ore cache rs—di'sp
user. Slnce"ﬁ@Wscrnhﬂﬂwﬁﬂ ﬂhﬁmwrnﬂhenlﬂhﬁrbm¢weeedlbysuh50bnbwdemqnaei15

regular basihadhanhatiply %s&n@r»@{a ofoRstP ety riRYievel 8 3 User 1O
(0]

keep track nan1c I nf or mat 1-on er or newsw re.
Wb browser geamlaaf i e (hewHann el omw%ﬁi a%eformar:s@ncémm &het

kﬁepl nght ra%“éﬂ)fsﬁtélsaﬂierﬁtﬁ@ir;@ii%)ﬁ o:Rdreyr0 &QQBBEEtéHL QLER! kp@ stored in
Lhe CaChS, o ehTP S o I G851 ELeBLUgE 0 ¢l e ok scgpe N oat o
(OCDL) . WiernOthe il it vmmi;tédercamm vhél usexr énstgueash thrst ance in
the aceess. PRERFL N | D [Tt AH B LRBAPRT oFREEFBRCE AT REozdhe
was OrIQIHMHQIUHErG&nhﬁilﬂTﬂﬂ$ﬁIﬁ¥¢@nﬁﬂr thet heeChanBéhce d@MIﬂItlon
Format for MLhos0f tlr{ £‘€$o P Of riey &Oﬁydﬁﬁeab%%k?' ?:fb' lity to
track user accesses cac ormati on
comruni ca$i @@%@t%é@ﬁ%%@r%hwwchamsm provides a useful way
for a user to keep track of dynamic information, such as
a stock ticker or a newswire.
Web browsers which provide a channel mechanism are
also capable of keeping track of a user’s access to the
20 channel information stored in the cache. For example,
the Netcaster plug-in to the Netscape Navigator browser
includes a capability known as Off-line Channel Data
Logging (OCDL) . When OCDL is activated, Netcaster will
record each instance in which a user accesses data
25 located in the cache, including the time of the access
and the location from which the information in the cache
was originally retrieved. The LOG element of the Channel
Definition Format for Microsoft Internet Explorer
provides a similar ability to track user accesses to
30 cached information.
All of the communication between browsers and web
servers on the Internet takes place by means of a suite
of packet switching protocols known as Transport Control
Protocol/Internet Protocol or TCP/IP. The TCP/IP
35 protocol permits two computers on the Internet to



servers on the Internet takes place by neans of a suite of packet
sw t chi n%)@égﬁl s known as Transport Control Pr ot ocol florieosedsod
Pr ot ocol or | P. The TCP/IP 35 protocol permts two conputers on the
Internet to W98/ 31155

PCT/ US98/ 00304 -4- establ i sh one or nore
virtual communication circuits bet weert them known as "sockets.

Because thereagﬁst a nunber of different B X_ls , _mechani sns by whi ch
conmput er s TN RIS e t ‘BofﬁevérFHF r gl Blé’attlé’F‘e[S’HﬁﬁélHtlsne | SDN,

hi gh speed et ethem, | knesn &shesoekgtsappl i cati on progranms such as web
browsers typically_do_not diirectly Jnplenent the [ rot ocol , . but
e’y netead on o EROANSR T (FEFT & THTRe wof U Sraapat Bhysfeal

pl at f or m sesiHari swos t bgr ehichr aopptbershican bnplc@me@:@ $et tife pl atform
and medi ymifdanendent o BELUBLEREOTHNR CLHMN HINH i frodPel Y 11

that a S or-receives dafa té of it
does so thrldamge a eererrebl . f aRPLicatian Prograns suqhetamrweh nterface 15

V&b browsens-Gaesi epbeciiy webnser wekedhly i érmgqm ina
| anguage known as 1(gfr)t ext ? Transport Protyoco or HTTP HTTP nessages

can be used’rc’t‘b‘fp]a b]i"é\?vs‘é? YolBghgadatR fo "Setvofiedntesitads om a vveb
site. In ongisdule, 1'eérsEdﬁdaﬂinpmatEQ&nQ@p%cﬁ.&rﬂd cdfawaide IEibage

nf or mat oA WEBLERER: oo 5ol BE BISBAAATLENh T Fig1h ”cierhsﬁ”r’&%%r& will

generate arnéfﬁﬂ'@:lﬁcsammunnrem;aga fHRER iGhE and‘rﬂ?ﬁT axms&agﬂsne ncdhatdea wi t hi n

them \Yﬁéd% C%%wﬁ& [Hies I @ecre%egﬂdh the oqagfré%f {5‘5 aoegssed.

The World as certain uni Saracteristics give it the
potential ti doesyvepPuthsaugh ﬁhéeﬁéﬁfﬁepf fupdtderaciadrks s“esrsth%ach their
desired audiongssk YAtkkeaamy ot her advertising nedium 30 the Wrld Wde

Wb permits the cre%%bqﬁrof g?gegé&g&ggcate gﬁgggbwgggge%reb er manent
(i.e. th8y are availl s
exchanging messages in a language known as Hypertext
Transport Protocol, or HTTP. HTTP messages can be used
by a browser to send data to or regquest data from a web
site. 1In order to retrieve information on a particular
20 web page, a browser will generate an HTTP GET wmessage.
In order to transmit information to a web site (e.g. user
entries on a form), a broﬁser will generate an HTTP POST
message. HTTP GET and POST messages include within them
(explicitly or implicitly) the URL of the page being
25 accessed.

The World Wide Web has certain unique
characteristics which give it the potential to
revolutionize the manner in which advertisers reach their
desired audiences. Unlike any other advertising medium,

30 the World Wide Web permits the creation of advertising
messages which are permanent (i.e. they are available 24
hours a day and are not transient like broadcast
messages), yet which are infinitely revisable (i.e. they
can be updated in a matter of seconds at negligible cost,

35 unlike messages in print media). The World Wide Web is



hours a day and are not transient |ike broadcast messages), yet which
are infi npiedgysiigvi sable (i.e. they can be updated in a ret1/esssmniod
seconds at negligible cost, 35 unlike nessages in print nedia). The World
Wde Wb is W) 98/ 31155

PCT/ US98/ 00304 also unique inits ability to reach international
audi ences wi t hout any additional cost and -through its I nteractive

functionality, to provide nessages.which are geared to the specific
nterests eRuEOsSBEIRE | HRi brBUSPILIE¥eFS FRAR AR RRational  one

obst acl e t oalkid gmyess Wrilelspueadnysaddfi t ionadv erdstsidigl onchibeudWr i ds W de Wb
Is the Iack.o% aqg1zuvre iggkeongﬁgg for advertisers to determne how
ef fecti vel y *REFESEHGT SSVRAAPHI Y i iR hFEY *ARi™HRE IR A SRi #FBna
adverti si nggeediesl stub | tpaspecdfadvéntesests exdpassmbearh beatmdthigual

Vi ewer shi in FESE La surveys allow advertisers to estinmate
both the gizgg%%y%ilned$ungg audi ence, and its denographic and

psychogr aphi ¢ ch@ngcehstaaqle tasthe more\widgspyeady sisgr @fal so

essential tggRAMeding BROVhAERS 18 &idPGRA Nes RUL | BIek Soandn el evi sion
networks). A content provi dgr sells space to an advertiser baSed on its
ability to #ehikaRle HBeaRdi EAtc2AVERRiERtshd APRNITREE iQ¥es to reach. A

cont ent PrO\é'f%EE!c@ﬂv ; lsm@adagégaigf &@@@hi&@@bﬁ@deism@éh@ﬁ@/ afladlaieﬂ%ei.n the
expectation _that, it wi ttract .a bi gger or enogr aphi.ca etter
audi ence??® Btﬁrascifc‘?'ll%a a Yﬁﬁﬁ&?f‘&?e“‘t%%&aorﬁeyub %“Fi?%b‘?@v‘?ﬁt%@rﬁontent
provi der if Hamedravi deadeashppooe tvdeadreslirs ensrtdyas. 25Thegecnatieat i s

havi ng t he ' e ) ' t hi e providers will
have littl e%ﬁlﬁﬂé‘_'teeﬁ’?? vgei%%% ad%n%?g\%tgﬁshet%queaﬁ%%? k???trehlg rp%%n?éﬁ?. Sk

Whi | e cir culmgdioemt$ gamdsennd . madida idw Veyeogrraphic wvinkd| ysysbdgrapheasur e
the effectivangss-0f-pstitgand 30 broadcast nmedia, they are |less practical

for neasuring view ng patterns on the Wirld Wde _Wb. Users who view
15 _ Media surveys are also essential to content

providers (e.g. magazine publishers and television
networks). A content provider sells space to an
advertiser based on its ability to attract the audience
which the advertiser wishes to reach. A content provider

20 may expend significant resocurces on new content in the
expectation that it will attract a bigger or
(demographically) better audience. But such an
expenditure can only be profitable to the content
provider if the provider can prove to advertisers that

25 the content is having the desired effect. Without this
means, content providers will have little incentive to
improve the quality of their content.

While circulation figures and media surveys are

widely used to measure the effectiveness of print and

30 broadcast media, they are less practical for measuring
viewing patterns on the World Wide Web. Users who view
web pages are, for all practical purposes, anonymous.
Browsexrs normally transmit no information to web servers
which would reliably identify the name or even the

35 location of a particular user. Thus, the operators of



web pages are, for all practical purposes, anonynous. Browsers nornal |y

transmt i mation to web servers whi ch woul d rel i apbyussigstzad v t he
nane or é8§RSER§%35 |l ocation of a particular user. Thus, the operators of
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servers have nothing equivalent to a nmagazine's subscription list on

whi ch to ground denographic or psychogr-aphic clains or to base a survey.
Mor eover , because of the multitude of web pages and the transient 5 and
happenstanceehasarﬁeﬁs hayee nof hiimoe esptiivenl et ic@ny maggeiea’ page, random

t el ephone %uﬁs@?‘hbtik&hv@i%tarcﬁx whlteﬂ Id&e \%ra&ld?r&éiﬂsgrégﬁyé%@ and

detailed information ., abqut b viewn erns
Current|y KPB¥ANPEERRPAGeS ﬁéﬁmnégéﬁﬂ|Rf%qm?JﬁPVY%MersmPﬁe@Veﬁeb sites

have short ceatagsebegaysne hﬁﬂ)tltuc?ea@”ﬂ)twéﬁ QY ges a@ﬂddEHQQEQQHBEeHE
psychogr aphi c I nf ormati on about t vi ewers anpd theé do not ﬁﬁl
hoeurately GBRePAPREREHE e S @ (135 Fiof iRt egact Ton, i

vi ewer has @Eeeneppgeedraﬂaom telepﬁmnencrwmfmanhesknoa@staebnlque for
TeasUrl N0 YER1ikell! BP BRI IAS AP LR TBLYa PefOyRECLAR BURDEY Of

ti mes that een an ou reques
web page da@hOUth@OWédsMh@QwﬂﬁhtWMﬁylngfpaﬂmerms technlque can be

m sl eadi ng, however ﬁg it 8k | single web
site to be "hlt"cqutlp tI?YES |§ 18[{335_@3 Eglsp ay a s%q{h@
screenf 10 oV iGWBTERGP @it yeb sites havwﬁh%%%anﬁéabafeénﬁﬁt theyhni que

counts the canfbbercRfidd HHye st@ﬁogggghgﬁ determ ning 25
how nmany tipe %Q%Zhas d| Iaye vert|5|n88 nessages to a
t

i t hat .a we%qn
user. This MBASGMECAOTsARGY Eﬁn%ﬁ' they 8esPREt 2pMadEce any
deanraphiCaaburatpiycmmpaﬂanBcthéimﬁmbértbﬁ adeestibongr aevisawesg t he

web page |n gugﬁaleven Al au'ha%rﬁﬁéﬂmggﬁ u§§nnot 30 distinguish between a

si ngl e person ef program) accessing the sane
page nunk¥ ous ti mesFor example, one known technique for measuring web

site popularity has been simply to count the number of
times that a web site has been "hit" by an outside
request to transmit web page data. The measure resulting
from this technique can be misleading, however, because

20 oftentimes it is necessary for a single web site to be
"hit" multiple times in order to display a single
screenful of web page data.

| An jimproved measurement technique counts the

number of "impressions" made by a web page by determining

25 how many times that a web page has displayed advertising
messages to a user. This measure is still
unsatisfactory. It does not produce any demographic or
psychographic data about the users who are viewing the
web page in question. Moreover, this method cannot

30 distinguish between a single person (or even an automated
computer program) accessing the same page numerous times,
and numerous users accessing the page a single time.
Thus, it is unable to determine the number of distinct
users who access a page and is also subject to



and nunmerous users accessing the page a single tine. Thus, it is unable

t o det er "rfodidigsrunber of distinct users who access a p@QI/E98/00394al so
subj ect to MD 98/ 31155

PCT/ US98/ 00304 -7- mani pul ati on by
persons with fraudul ent or nmalicious I ntent. Mor eover, neither -
of these nethods pernits nDnitoring of 7a-gi ven user's pattern of web site
access. 5 They ,cannot exa show t he h g user access
a series of "REHRY aé'slorhg‘PYc ‘H%?/ Yﬂ%’tﬂér%{ ‘ég‘t‘ﬂﬁnt Pﬁt &Flﬁé‘ﬁ/\een t he

time a user j;deeRs. a given first web site, and the tine the user accesses
a next web site. n K un technl or.S. conput er usage
10 patterns by msNSFFPrYgefgo?tEQ%Pe Igr?a J‘seesres conpu%]eéerml ich | ogs
every oper atviconi tper frog nedl @ygi'henusser angattezravesf whabs surtrfeoram;teiscm to the
comput er_ 2 AP, MBIP" dxafh1 8PCEROLCCRENLEELS! In WAL P yes this
I nformation to oppy en nmalle centra | Zed
| ocati on wh@ﬂ£33ﬁa%aﬁ%?i%scgﬁpW¢delteS: nor can theY dqgﬁﬂﬁ%%ﬁ(ﬁthe

Invention jnrerval HEcREERCRhel YRR HONsBEO¥ERE A aNBLiRAG fBlrst web
nmoni toring use of rermte data resources by users on a data hetwork. A

resour ce accdd®r ARAsthaeEingeths YyeREr SFgﬁsﬁﬁsaacF‘leé‘ﬁ"t waR ke, g., an
HTTP GET or POST  aRRRIRGE)kricEerd afanﬁxeﬂ;ttétrmxght@réogamﬁatagdubage

i nformati on about the]arressage%s col (i%t ed, and nessa S

transm t £8d RRAETSTRR B¥t APREPRSFRSt §OATWaRS: &7 a alﬁeg Fef&ﬁ‘t‘ggtes%rver. 25
Preferred i nfiiarient adsoasenmy oprthudenoperdormede by uhétuaeﬂxﬂanﬂwng
features. ves thidNEnFBIRA0T AL HLCIARL Y J A qa[tgﬁogca" to ~a

net wor k |nteraface nmodul e ‘and transferring con r gi ng nodul e.
The message M@WODE- r eREUEPECH 180 ADGEXVG LShe thes SRY (SRR Drhds ser ver.
The remote dfﬁformaeﬁéﬁuwearr&zoggyaaﬁ@tt RAGeh e vRSS LS T&yY s generated

by a web browser. User .identifica data nmay be
15 centralized location where the data is compiled.

Summary of the Invention

The present invention provides a method for
monitoring use of remote data resources by users on a
data network. A resource access request message

20 ‘generated on a client system (e.g., an HTTP GET or POST
message) is rerouted through a logging medule,
information about the message is collected, and the
méséage is transmitted over the data network to a remote
data resource server.

25 Preferred implementations may include one or more
of the following features.

The message may be rerouted by trapping a call to
a network interface module and transferring control to
the logging module. The message may be rerouted by

30 routing the message to a proxy server. The remote data
resource may be a web page. The message may be generated
by a web browser. User identification data may be
registered on a registration server. User identification
data may be registered on a registration server by

35 transmitting a registration form from a registration



regi stered on a registration server. User identification dat a. may be
regi ster ggoQgafissegi stration server by 35 transmtting a regraisysneos form
froma registration WO 98/ 31155
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system pronpting the user to conplete the registration form and :
transmtting registration formdata-ffomthe client systemto the

regi stration servey. TEe rfgi sgrat i gn form dasza may,5 i ncl ude denographic

i nf or mat i or®SHOGT {"ﬂet SeFTPRE d¥&re™ PHERP: FF‘@a#‘(?n“t’fz?tra SRy incl ude
denogr aphi ccompdetrat tha regabouattibe fisem, Bedograplsind titifey mati on for the
user my . LE | | r 1.0 0 d r.er Qut ed
nmessages. %%g%ggggngggge%gﬁepgﬁgdE?'Ir’)g‘mlgp%ehpg%&%t s%%%lé%)“ t;%o%%}eni ng the
denogr aphi creaistration sryvele Theoreatssiatiopolfioam stabmay rerouted
messages.s | 001 18k! 8BraBeHPhIRC infolRATAGH BRLURE (HRNfaddk 3 G (ROl ecti o

server. The, I nf.ormat i on _about the nessage may be _sent to !
col | ection s@epEififatiry gSpfer maNe iRedyvsge depopaiapiticy infIMaL 191 or mat i on

about the ngpsagetAByuberst Obethograp®IROGATONARAGH YIS HHd Qthd:0 e data
col |l ection server orts of information

. t a later. tine. One Qr nore r
recei ved byb?hﬁoﬂﬁf'gegof”llébt F‘6’11?°§5‘ra\tfér°nrr§§7?[l}§c(§§%piq it rexspEed nore of
t he report smeegabesnadRepoaitisamay be ge2eratiedefrohhea Hee pardh§l teyf be nmade
avai |l abl e on Lver r in user_.ID fr request or. and
transm t1 nﬁogbigﬁr%pg?% ggg‘g%%%? zlécvmgtn% Ot]'ﬁlé-’1 C3S& ft?bemjt PR e to
the requestopllghtedenbottmaproatad\siessiages -Thd nfommtesimmgbait acheg file
on the cliechbsSuskemuiabebectt ¢TRALRA M1 19RAGI FLLyde anghd | the | og

file was no led Since the specified tine, information fromthe | og
file transnmipfeamasitRe 3PLEk &Hie FESSG9ss@avee BRIt tq ddigidatamy contain

i nformati oncahoettisn eereaehetcddy aftRy &HeSefessHife |1 oFambkGEg about

t he nessa eTgﬂy.l %cl ud%.SO | nfornra#%(r)n I denti fyi ng:lthe user. The tine

i nterval? FndBrPRBation Alhauy m?ﬁs(?ﬁq/\é‘é‘yc & &t%P%hbout a

rerout ed nessagerae llye atel emansed tare tid tiHe idatgl eatldlection server
at a later time. One or more reports of information

received by the data collection server may be compiled.
One or more of the reports may be made available on a

20 server. The reports may be made available on a server by
requesting a user ID from a requestor and transmitting a
report associated with the user ID from the web site to
the requestor. The server may be a web site. The
datestamp of a log file on the client system may be

25 compared with specified time and if the log file was
modified since the specified time, information from the
log file transmitted to the data collection server. The
log file may contain information about use of cached data
by a user. The information about the message may include

30 information identifying the user. The time interval
since the last time information was collected about a
rerouted message may be determined and, if it is greater
than a given size, the user may be requested to identify
him or herself before transmitting the message over the



than a given size, the user may be requested to identify hi m or hersel f

before transmtting the nessage over the WO 98/ 31155
PCT/ US98/ WOBA1155 data network to the renpte data resour BETUSPU304 The
network may be the Internet. Anong the advantages of this

I nvention are that it permts data to be collected w thout user
intervention, 5 and that it permts weh sgite access data to be collected
as the site is being accessed, thus permtting real tine noni tori ng of

web site acggass patwerhs to the remotAN@ded Pevonteges@ivepis makhod is
that it perﬁnts data \Aﬁ%lﬁs'te access patterns to be 10 correlated
with denogr 3BRFETNIGY, s, that statistical reports
can be generated abManghehe abehaanESobfdthherémwemmﬁqn%aﬁﬁ(tmﬁwups

The invenplﬁnFal%% %%% Qg %gvgg QT§§h ‘w1£#§ugj Serregkstrahéon and setup

of particip Js&Fs %cart be nexpensi vel'y an
autonatedifasﬁlaha@vam ermity iWedy rfte access daﬂ@othebeado&hEagedof t he

nvention |5¢! Bak Wite ;& UNGEadRRAILS, %ﬁ@é%gﬁieeﬁghﬁgg{gt@%‘ lected

can be di st over th nternet at ver ow cost
reports canmpaitgnisie®f yathe it Rewsrp aER‘h’@?l—'%ﬁtl on of particul ar

cust oners. Anabﬁetnaﬂﬂhheaggﬁkéfbehh%ph@ﬂ?{&fqé ey dyyar e or
software, or a gonbipnation of both. Preferablg techg gque is
i npl ement edPRRAMES, ﬁpﬁi‘]’é:ra ﬁ&iﬁ‘}%ﬁﬁe%@&ﬁl oﬂaBFGEPﬁrrFr&b & conputers
that eacio i aokudd a gat aciads atemograplsi ©r hgformat Uonr ebdabl asby st heo
processor (gspludlnqg_t\ggfllle nd non-yvol atil e QE§25%°% d/or storage

el enents), Ao RS TGIE Y nputre(Pe?/l Ce, c%’ﬁob%tg?%%g? devi ce.
Program codbehsvamm icefd dxfﬁ@t%nterdssnwlra@hu& ggothe.i nput device to

perform the funct! opfiedescehbet 21300%e-Md QARINAS QML Unicia

i nformation. The ou ormation IS app e of nore ou‘?put
devi ces. rengtraQ£Rﬂ1%ﬂ@mﬁ%ﬁﬁ@sPEnE#%?h%%pthﬁgeﬁéﬁrédCan Hehidgme

15 inexpensively and in a mostly automated fashion over the
Internet.

Another advantage of the invention is that the
customer reports generated from the data collected can be
distributed over the Internet at very low cost, and the

20 reports can be tailored to the needs and authorization of
particular customers.

The invention may be implemented in hardware or
software, or a combination of both. Preferably, the
technique is implemented in computer programs executing

25 on programmable computers that each include a processor,
a storage medium readable by the processor (including
volatile and non-volatile memory and/or storage
elements), at least one input device, and at least one
output device. Program code is applied to data entered

30 using the input device to perform the functions described
above and to generate output information. The output
information is applied to one or more output devices.

Each program is preferably implemented in a high
level procedural or object oriented programming language

35 to communicate with a computer system. However, the



| evel procedural or object oriented progranm ng | anguage 35 to communi cate

wth ac ystem However, the WO 98/ 31155 CT/US98/00304

PCT/ U898%§8§i15§ - 10 - pl; oé[rjams can be

i npl emented in assenbly or nmachine | anguage, if desired. In any case,

t he | anguage may be a conpiled or interpreted |anguage. Each -
such conputer programis preferably stori@d-on 5 a storage nedium or device
(e.g., ROMor nmagnetic disk), that is readable by a general or special

purpose  BFegraffafRE SSnPiRdemeRteSoift RFFeRPHhPH @I t he
conput er wheangliagse!, oiEFgRgEEdddD olrdeE &dde | adte Madditage wpBE ey to
performthe groc ggr%% de cribe% in.this 10 docunent. e system may al so

be consi der€d™Pd*6 SFREES d8TEUEHut er - readabl e st orage nmedi um
configured with a Eagiutsuechrogmpotenhpregirhm skopag€erabl®distdrsd@ on

configured ca C rate dn a pecific and predefined
manner . %5 & g§8§a%eh§{%éla L?I’Egé%gﬁ' ad&/éa' 'a’ge%o%fofh%éqrﬁ%%h?i%hgkf will
becone appatbat fisomepidatls niangatesml it spedial puepeseed enbodi nments,
i ncluding t | . | B : rief
Descri pti ont?glfk %ﬁﬁn%rg’gv?i %é{)m for Q%r?é:?%d‘]ﬁn% %T%c%%’f%%}%%% %wi ng a
syst em of COWEP\R@Fké@%ﬁ%\R OnaRg REHG® | o fievbapui erseadeby thejtes,

and a regi stbapu@ersel/Perform the prdddduresd SidePrDs&d diagkRpof a

typical client onpyt.er containin browser and.a network interface 25
modul o, 10 documenty aThe ;syqhel Mok AkSimbR FHES 1EGTELrBei BR i te,

i ncl udi ng aimplemehtiod erd acecomslidey - redadihh B¢ retdoage mé@iva), and a
whi oh & usePOPEdEBEEEL Whtth 4 el RGRS VAR E g S POk uder on
client conpmedium so configured causes a computer to operate in a
specific and predefined manner.
15 Other features and advantages of the invention
will become apparent from the following description of
preferred embodiments, including the drawings, and from

the claims.

Brief Description of the Drawings
20 FIG. 1 is a block diagram showing a system of

networked computers including client computers, web
sites, and a registration server.

FIG. 2 is a block diagram of a typical client
computer containing a browser and a network interface

25 module.

FIG. 3 is block diagram of the registration site,
including a network interface module, a registration
server, and a database.

FIG. 4 is a flow chart showing the technique by

30 which a user registers with the registration server using
a browser on a client computer.

FIG. 4a is a list of the information requested of

new users by the registration server.



FIG 4a,is a list of the information requested of new users by the

regi stratywgugaeisger . WO 98/ 31155 PCT/US98/00304
PCT/ US98/ 00304 - 11 - FIG 5is
a flow chart showi ng the techni que used by the datatrap initialization
nmodul e. FIG 5a is a flow chart show ng the techni que used by

FakeGet ProcAddress in the Wndows 95 inpitenentation. 5 . FIG 6 is a
fl ow chart show ng techni gug, used y the.sendtrap rqutine in the
datatrap nodul e. #1¥. & I%Iﬁ§]7°VscgaEEo§ YRS }ﬁaeofc%c(}m%ﬁ? ERPut er
after the dayathepdavdirrarndsilided i zestiadn evodule. FIG 8 is a flow
chart show ng the t nigue; ysed b e LR rap
nmodul e. I'G” 8%” ]égagbf'%glg éll’lgg%-l}:e}%hoefs"&g}g:esy 3%‘;%%{&% ?Ig%%zrld.
FIG 8b is kybFakrGetEgesAdsiresaNEWBESBEONindawss Syamplementatigp G 8c is

a block diagram of @rg, ﬂ%@%%@%ﬁh%@h@ﬁ@%he techni%w,[lé:'l%eg is a

fl ow chart show ng the techni que used y the registrationsétsession
routi ne of B¥iethe pegdsitdfn GFrwdmiferin Xphe datatppp moduile.a bl ock di agram

of record in the pxonMecikoasbiabkedagrtal REU Dclent el on
server.

|G, 10 is a fl chart show n he.techni que used by
the client b ErgEF‘er gdathatEan W?ﬁﬁﬂ(ﬁ\t ‘T‘a‘be%dﬁf%%:aﬁes' FIG 10a is a
bl ock di agram of a BX0& ne@s$aga. £26w chart EHawir@h tlse a&ddlackagde agsath of a
hitdata record, .. 1 4is f t i_ng the technique
used 1lﬁ’y %ecrléﬁflstt-fsaettrosnjsgigo_’%i?f rtélt;fj1 i%%gagggk mgti%WeFI G 12 is a flow
chart showi ng an alEE¢na8a is fecbhechudiagsgmyendiespion imwhdt or the
user's web 30.page view ng patterns. FIG 13 is a flow chart
showi ng the technique used . by the routine clientlog channel get.
FIG 14. is a flow THart8Bhéfi AgPlrek Sdpr@i Afscd NEW_SESSION

message.
15 FIG. 8c is a block diagram of a
NEW_SESSION_CONFIRMED message.

FIG. 9 is a flow chart showing the technique used
by the registration_set session routine of the
registration server.

20 FIG. 9a is a block diagram of record in the
connections table maintained by the registration server.

FIG. 10 is a flow chart showing the technique used
by the client log get routine of the datatrap module.

FIG. 1l0a is a block diagram of a LOG message.

25 FIG. 10b is a block diagram of a hit_data record.

FIG. 11 is a flow chart showing the technique used
by the registration_log hit routine.

FIG. 12 is a flow chart showing an alternate
technique used by send_trap to monitor the user’s web

30 page viewing patterns.

FIG. 13 is a flow chart showing the technique used
by the routine client log channel_get.

FIG. 14.1is a flow chart showing the technique used
by the routine client log channel activity.



by the routine clientlog channelactivity. WO 98/ 31155

PCT/ US98 fus - 12 - PCT/US98/00304
Description o t%e Preferred Enbodi nments Shown in FIG 1 is a
sinplified diagram of the Internet. A plurality of client conputers 1 are
connected via a network 4 to a plurality of web sites 2 5 and a
registration site 3. Shown i-nlFI-G 2 is a sinplified diagramof a
client conputer. It fontalns a web a : ) whi ch can send

and receive nessage 3 nctions in a
network interface shduhem me(e1g i hse émmmhmmmgramteff gne library

runni ng un W ndaws pg ticula t he h browser application
can send a%?qwﬁﬁﬁ%e %*ﬁﬁﬁ%gsag%s.g cfeRt cogk 5%1%H%§ 3is a
sinplif i ed cd:rﬁgafcam&fv:'ea a negverkati bo si pdurefl icontedi mela sEpEstz ati on
server raar’géé)lm§@lggns§ggd3and recei ve nessages to and froma

netmnrk y ca Ilng unctrons in a network I nterface nodule 11. The
regi stration servePhpWegi@amidén 2 B8 o s¥Terifiedrdiagsam @4t abase 12.

I'n order f Qi RS efompiedy br omelaent:alae A0 wEN K Wfbr LA LSt TSt s
regi ster wth, the registrati server. The process_of registering a new

user is shdfH-ch Gap ppendan hEeG§é?’ef ese S SN F AR S tRSEY

server's web ipagealbing fhrcvebnbr dnsear negsaidd aftddface nmis@ils ¢! i ent
computer (s ep BOQhe L?e re str 25 seryver then transmts to the user's

olient eBrpiy LapePkobrEROR, ARCRTaRE oA B ng A9FE T or m
i's di splvai;mtbms;' 2%k. uskEn' panvkbchiaws et hies twegb 3ﬂzac)wse‘ﬁi‘1&applmatidmst ructs

t he user toq,nr %%g? argggg% Fﬁgygrmggfﬁg A list of the information

requested is il rated user fI||S out the form using
t he web br owser Shaw tithriSi ¢+ 3 the 2 esimpih§iadt dipaerm oft Ive

reglStratHyegﬁﬁﬂﬁﬁtiéheelégl fEecgﬁk%rﬂ§3é”EE&%%kféHlon SOPPLET eness
(step 33) the data are, not CO”Bd and reth,e regi stration servyer

{ranom 0F PTRIFTBAD  EALGRpPEPS ceive Messages to and

from a network by calling functions in a network
interface module 11. The registration server program can
also write records to a database 12.
In order for a user’s web browsing to be

20 monitored, the user must register with the registration
server. The process of registering a new user is shown
in FIG. 4. The user first accesses the registration
server’'s web page using the web browser located on the
user’s client computer (step 30). The registration

25 server then transmits to the user’s client computer a
registration form in HIML format (step 31). This form is
displayed by the user’s web browser (step 3la). The form
instructs the user to provide data about him or herself.
A list of the information requested is illustrated in

30 FIG. 4a. The user fills out the form using the web
browser, and transmits the resulting data back to the
registration server (step 32). The data are checked for
completeness (step 33). If the data are not complete,
the registration server transmits a new form to complete

35 (step 31). If the data are complete, the registration



35 (step 31). If the data are conplete, the registration WO 98/ 31155

PCT/ US98/ Q83841155 - 13 - ser per/ussd/m3vhe
vari able user _id to a unique value (step 34) and creates a record in the

dat abase consi sting of user _id and the data obtained fromthe
registration form (step 35). The registration server then creates a copy"
5 of the datatrap nodul e (described het é8n) mﬁth t he value of user id

enbedded within i ransm,ts.this copy,t t he user's_client conputer
(otep 36)  3850eEbelerhe Matier et B 49 Aditetin cvoHee of ShePo
menberi ds. 34)Th&ndsereadeserave:$doo:d dentdHey daktmﬂmesedfmt@h@n@@foﬁe in 10

which th I I denti f
palr'fl cul :r Cl% ‘VI %‘Slr].gglr%s d%’% tta%‘%%é r%ousg%% aie l()srtlé?‘?:fr“%/lg Egﬁ{é‘ee?hle Y
user |nstaI(stepe35) daﬂb@raﬁgmﬁﬁnaiumniﬂ&IVﬁrPﬂhenmminame$saepo§?)

moni tori g Y| éhQOHH‘E%‘E\%? bjadie Crrl theéde {0€ P! %ﬁ’ tv&?ﬂ?“t er.

The preci'se steps rnv. in Insta datatrap nodule on

user's cliepf wegpuidr empEddashandh 1n(§%NWﬁQ§1Qﬁéﬁﬁmﬁt%péhhﬁlﬁ©P¥y§Pen1the

client conpukeruser$dPRAileht ldbnfltEaS@bed hﬁs)p“m}l%eeﬁ@eéﬁédsa”e The
20 datatrap podul e h s%ored on the cI Il ent "conputer's hard di sk drive.

The client ¥brpiteFr Gére OQQNQ%ITRFﬁaWﬁ@bﬁFL1€F -t he
comands V\/ﬂrlfié ﬁéérez(eiclskfe&dres ﬁmaruetrtm@nﬁm W@Idlérp@ﬂ@iéé §g or

reset, is the di ti.ed 49 clude d to e he datatrap 25
modul e’ §D|nh?fSPl§§g 8& |ﬂﬁﬁ1 e ls&aocggmiTﬂ%?d ﬂgm%ﬁﬁLf 5hn|que
used by thesdaVattapldenumﬁyzpanzﬂduﬂasLinﬂmkd@uaPrmsersthethﬁatthe

variable 1 LASLilh gl %é%ffl ezerg?] %[9?40&%#6&3%513@809%&“ ng

systeni s nenory map 1S o) atte application
prograns to éﬁ?Frﬁﬁemﬁéﬂkﬁﬂ@qrh%ﬁfQﬁxh%Ffﬁﬁﬁhlneré%¥¢me33}e redirected to

the dat at ratﬂoHQﬂ@'rQn@ $ANd tdcinencd Qtide dinsSteage P8HobBecer Laknal
address of send is stored in a static variable *send (step 41).

The manrer FhiGRCcFRYESTedirection is

The precise steps involved in installing the
datatrap module on the user’s client computer will depend
on which type of operating system the client computer
supports. In all cases, the principle is the same. The

20 datatrap module is stored on the client computer’s hard
disk drive. The client computer’s bootstrap routine,
which contains all of the commands which are executed
when the client computer is powered up or reset, is then
modified to include a command to execute the datatrap

25 module’s initialization submodule.

FIG. 5 shows the technique used by the datatrap
initialization submodule. First, the static variable
LastClick is set to zero (step 40). Next, the operating
system’s memory map is modified so that all attempts by

30 application programs to call the network interface’s send
routine are redirected to the datatrap module’s send trap
routine instead, and the original address of send is
stored in a static variable *send (step 41).

The manner in which this redirection is

35 accomplished will depend on the structure of the



35 acconplished will depend on the structure of the WO 98/ 31155

PCT/ US98/ 00304 -14 - operating system
For exanptve9s/misf ndows 95, the menory  address whi ch nor nBETASHN0A4 t o
t he KERNEL32. DLL function GetProcAddress is set to point instead to a
function within the datatrap nodule called 5 FakeGet ProcAddress. The
function GetProcAddress is ordlnarlly called by all application program
processes to obtain the entry points 61 dynan1c link library (DLL)

functions. (‘s@,@% t hese e
FakeGet Pr oc%gresg&@ i 11 ust rat ed | ng@q%s T H?igafpro Jh?nésgy
exam nes t hedfyges yRicsr ngFmadly RQ%PQﬁﬂqqrﬁPﬁwKﬁﬁ%ﬁL%%é%%Lthe entry

poi nt (stepsiAkcibh GetPtodaHd iiss ddte Bl NROGK: sensk-dawctbog, the
addr ess retur ned |st§§| a&@ndiss for send trap (ti/]?u‘i causi ng the

appl i cat i onTBREGLER 3 ahawduls £3148dg 15 to call send)
(step 52)s Fﬁk@b@tmﬂmczureﬁs anyrl—mi tfemctldrurmétpfocf@dm@bﬂ@cAddress

simply calls tPro lh returns the actual function address
Sought by RECIRAGRLY, faihest Foh A1 APRIACRE LS SES6Fan SPEteRTaR Fhe
t echni que uskdalin $éred ertagy tpei20 sndhun @iynatmmsbxnls Tt gpag e (DLBW ng

patterns. Wigheescd@ndl ity bl |dithn fergége eLsEdages whgther the data

that the application programis atte TP GET or
POST nessagéngseas THll |[FakeCGePraaa emsrP As GENlwst rosTdnessEge, send

trap i mggdi ghel yaaldest Bt A0 G frfe d LY Eﬁcd&nt‘a&-nﬁﬁéﬂe is an
HTTP GET or ﬁ‘ nmessage, then the variable Lastdick is conpared
P&nc Eﬂ'él ’gb"

with the cuf &A1 sqks dde Ry PAHRe (St?lﬁaﬁoﬂ ntfut es
prior to thtkﬁurﬂiﬁiﬁtﬁdmdlm @atthm:K séh@t fec€Edn preOddaessages have

beenlnltlate%lnt | ast tes hen_t he_rou
cli ent set se&&§i-oH 1S TR e(sﬁ Oﬁﬁé.néégﬁ?pcﬁ@ﬁ?s‘é‘?gﬁé’é‘?o'ﬁhﬁas been
execut ed, oapnlugﬁnnan(p¢¢grdmﬁnptdﬁﬁif$én@@urqpnuhe3 it is trying
15 to call send) (step 52). If the function is any other
function, FakeGetProcAddress simply calls GetProcAddress
which returns the actual function address sought by the
calling process (step 51). |
FIG. 6 shows the technique used by send trap to
20 monitor the user’s web page viewing patterns. When
send trap is called, it first determines whether the data
that the application program is attempting to send is an
HTTP GET or POST message (step 70). If it is not an HTTP
GET or POST message, send trap immediately calls *send
25 and exits (step 74). If the message is an HTTP GET or
POST message, then the variable LastClick is compared
with the current time (step 71). If LastClick is more
than 15 minutes prior to the current time (indicating
that no GET or POST messages have been initiated in the
30 last 15 minutes), then the routine client set session is
executed (step 73). After client set session has been
executed, or if LastClick is less than fifteen minutes
prior to the current time, the routine client log hit is
executed (step 72). Next, *send is executed and
35 send_trap exits (step 74).



prior to the current time, the routine clientlog_hit is executed (step
72). Nextwo'esentssi s executed and 35 sendtrap exits (step 74PCT/US980

98/ 31155 PCT/ US98/ 00304

- 15 - FIG 7 shows conceptually the change in the client
conput er system configuration after da;q%rap has been I nstall ed. The
browser 5 still accesses the network through the network interface nodul e

7, except that cal g, tp élﬁ‘&ug‘)égﬁée ta804y " OHE E‘ﬁa‘i‘n@% &'nr th eorcqcleeq.;% G 8

t hr ough the sendtrap nodul e before bel ng passed on Se
shows the t@eWRREBE §¥eFeny confggugintsans addiem. chF¢§¥aPt1h%Su]§é¢nl s queri ed

to Identiﬁytaumaar hehgeldrdisese| 2 EHing f{ewe H88s ofhd hébhoiR Of
menber _ids i ch been e edded t he datatrap nodul e %ste
Next, a recbrHoyd sF o Ce (‘%‘?‘Sbl%d PXCEPY LEhREL €8 F'-ﬁ FIG

8a, sessipntsf he modudiens tslmzcsemmmed e ufixpte probessg@nehabagdhby the

dat atrap nogdul e), g user |de ifies the 15 household and is
pernanentlyggﬁbgggeél -%lﬂ?%# < b%ﬁere S?%é %%nﬁg?grd (whi ch
identifies the menbeEG of 8 showe hbasehohd).guehasedr dgnt tine and date, the

client Sysit o} agatrap
nodul e whi c st S%io"e%ﬁj’tdg% %iﬁle nt er net %tg%o{;uégfegd{r:gss of the
client conp&ﬁ@ntléﬁd ife cgommnaslf by sglesteing dEnonf eBE efeacdaptiter in

the housghiobg aRGhHes idPIHBNEMdve %@&@%é@d&&elﬁaﬁﬁéréat%gﬂgc - Next,

t he netmork |nterrace dule_is used to open up,a network
bet ween t heMOPMd®t (E&FFUEH) and'He r2retest | 3pS250R iBlpsigpcyentedice
t he socket h@eebeemestam liSihadgst¥ated NEVEESS| Cmaneséageohslﬁeat to the

trat t h
mosage  EGRERRS £ ARSI A (PETRELSTBHERR oL DYl 30
I n one enbodammrapCImCEmla;)e,t Hessisgrthdn(waick idephifliea the

roceen i ARAMERIRES i o agnes ik e L
enbodi nent . moenlen /- the member id (which identifies the member of
the household)}, the current time and date, the client
computer’s operating system, the version of the datatrap
module which is being executed, the Internet Protocol

20 address of the client computer, and the computer_id
(which identifies the computer in the household and is
permanently embedded in the datatrap module). Next, the
network interface module is used to open up a network
socket between the client computer and the registration

25 site {step 91). Once the socket has been established, a
NEW_SESSION message is sent to the registration site
(step 92). As shown in FIG. 8b, the NEW_SESSION message
contains a token "NEW_SESSION" and the session_info
record.

30 In one embodiment, Client_set session then waits
until a NEW_SESSION_CONFIRMED message is received from
the registration site until proceeding. This embodiment
will be referred to as the "handshake embodiment." 1In an
alternative embodiment, receipt of the NEW_SESSION

35 message by the registration site is assumed, and a



alternative enbodi ment, receipt of the NEWSESSI ON 35 nessage by the

regi straty ' I s assuned, and a WO 98/ 31155 PCT/US98/00304
pot) Usos R R3S - 16-

NEW SESSI ON_CONFI RVED nessage is not transmtted to acknow edge recei pt
by the registration site. This enbodi nrent wll be referred to as the "no
handshake enbodi nent." 5 As shdsv-in FIG 8c, in the handshake
enbodi nment , t he NEWSESSI ONCONFI RVED nessage contains a

" NEW SESS| SRS SR CORRERMER nfiefidsed §i BREdEFaRGRIttefid® t hi s nessage

i s recei veghcxRd P 36 SEE6L 0Pt EBYt Bhe registratiohl it .shawsd he techni que
used, in the hapndshake ﬁ) e odlgent ay t he rﬁglFst"rat Lon Seryer to process
NEV\BESS|G\1%ER%‘£’g’%%mFr‘6 tIPentetehphtieFs. 28 FEE "8° S on data
record i s &am@sddimémtarstatic table connections, having as one field the
val ue of _session i tained; | he, | | o i1tted
with the®15 NEW SE I&%%slglage, 'agh éa’ glel?:g‘%é fle:%éﬁ?%%gv% u%&%‘sgig}e
| ocal vari dthe RBANSEESHAN] GONRERYED messegeedomfpanme a network interface
and 1 dent | Ty | S8 BEBMOEKNEORIED. coRBLNCAR Red SRS 11 WAIWE! and
the client conputer), — and having as Its remainin I el ds the remaining
field 20 vifhes Bhishees83sPoAS| KRECLYEE: d CAtHicat: Sesfi9n t9%ddEs. by the
client computer (step 111). The structure of a connection data record is
illustrated in FIG_9a. Next, a NEWRESSI ONCONFL RVED nessage i ent to
the client conpdtt-, %o%}%"l’%i%et"h c ?‘%‘éeo‘ﬁsg‘éss?ﬁngga Egnfi?g\a 5
cont ent go( séeipodident by the regibGratlosh@sscudre teedroapess used by client
|l og hit I a%Pg?I .t trbee1 ' at i.o rver. A
record hi t 3G PESErON, DitepeRes Taol AL (oY AR o, i
record constenseotiphedatiar gecorsl d& sirearesksst gnigfatire ke and tine,
thg URtL \Q’mEanheet%ﬁsqrhavﬁ@szswqqe% NP RACRAS &SE S§Ks1 4R pgcess,
and a token
contained in the session_info record transmitted with the
15 NEW_SESSION message, as a second field the value of the
local variable connection_id (which is created by the
network interface and identifies the network socket
between the registration server and the client computer),
and having as its remaining fields the remaining field
20 values of the session_info record which were transmitted
by the client computer {step 111). The structure of a
connection data record is illustrated in FIG. %9a. Next,
a NEW_SESSION_CONFIRMED message is sent to the client
computer, containing the value of session_id as its
25 contents (step 112).
FIG. 10 shows the technique used by client log hit
to log GET and POST messages to the registration server.
A record hit_data is created (step 130). As illustrated
in FIG. 10b, this record consists of the current wvalue of
30 session_id, the date and time, the URL which the GET or
POST message being processed seeks to access, and a token
identifying the type of browser being used. Then, a LOG
message is sent to the registration server using *send
(step 131). As shown in FIG. 10a, a LOG message consists



identifying the type of browser being used. Then, a LOG message i s sent
to the. regphygAaaisson server using *send (step 131). As sha@r/us9e8/pb03c4 10a,

a LOG nessage consi sts W98/ 31155

PCT/ US98/ 00304 - 17 - of the token "LOG'
and the contents of hitdata. Next, the variable LastCick is set equal to
the current tine. FIG 11 shows the techni que used by the

regi stration.sgrve Q_pr ,S _i_Nn I ng_ L nessages. .S JFirst, the

connect i on ?%c%#‘ﬁ ir:ﬁkggnn c%t%ﬁsor?gldgg:ﬁee%%%%rh@s O?ogfﬁedgé:?si ofeEtval ue in
the LOG nestlagevarinbile dastClict e 158 . edheh, ta theordrirentr edted i n t he
dat abase associ aty t C aj Iy h e wth t he
session_id (step 1g§§?'1gf Ebhs gﬁ% F%%gsl%g%igﬁﬁégi e?ﬁggntinuously

col l ects daxegistrabAPDl ISERVEILHRIRIGCe®s wietming bRGamespagedul e has
been i nsisaldeflse I 0L Bl i r e HBPHObothebBlitns cAaladmndlnd aken
(consi sting, e.g. of all of the transactions recorded wthifn a given
time periodjo &RE §§s§ﬂ%ﬂ4ﬂd(ﬁﬁ;Q%xkﬁt%h%ayo%emeéﬁéﬂété&,I@ﬁ@Mﬁﬁ§4nuterns
of Web pageepceedy by Meal,s avtdtidird €] §VahéadeAVIHARREC dat WS (€. g.
frequency of access.to %é’%a by nenbers gf, ﬁ‘ given group) as well as
patterns of 228gGeAtr-ES g%ﬁ@ycx’Qﬁ%E% (TR gthet IPPsEesagsyivddttt ng how
frequently shesees3@oacdessistem BVen first web page will follow a

hypert ext i nk i second e)- ‘Third
partiesxl(oe. g. custgfr;leér rs@%???gga%gglﬁs Fé&ggn%o(}&sler?%g%e?%}})??tﬁaaaléécess
the statistfraim rdpents commurenrsitenl wyichethegdstadiriapn modnler Hays access

via the 25 bOLarBekealsldg 2 XapUine V8 Page o4 gﬁsggﬁ%sforfagrga%n g S'te

This web page requires that the third party enfer passwor
transnit itdBBBKMAY ©Fe GAEWLt FRPDHSLING; t @) IbePér 81lBeiofg @ nitt ed access

to the requeshfdact iR ItScoRBSE WL EISiAr & %pahi edmbkO0 priHile)i zethd hird 30
parties b tFe regi.stration site operator. e.the third party ha
ent er od B vaFREFRSER) FORITTE TREVPACHCISTREER o SHOW TS TSI Soport s
in HTML f orwab. pilge access by users within relevant demographic

groups (e.g. frequency of access to a page by members of

a given group) as well as patterns of sequential web page

access (e.g. statistics indicating how frequently a user

20 accessing a given first web page will follow a hypertext

link on that page to a given second page).

Third parties (e.g. customers of the registration
server operator) may access the statistical reports
generated by the registration sexrver by access via the

25 Internet, using a “report” web page on the registration
site. This web page requires that the third party enter
a password (and transmit it back to the registration
gite) before being permitted access to the requested
reports. Passwords are supplied to authorized third

30 parties by the registration site operator. Once the
third party has entered a valid password, it is provided
with a menu of possible reports in HTML format. The
types of reports available may be varied depending on the
level of service to which the user has subscribed.



types of reports available may be vari ed depending on the | evel of
service to which the user has subscri bed. W98/ 31155 '
PCT/ US98/ %34aB1155 - 18 - PCT/USP{0Q304
browser with a channel nechanism the t echni que used by sendtrap to
nonitor the user's web page viewi ng patterns is nodified as follows.
Referring to FIG 12, when send trap is first called, it determnes 5
whet her the data that the application br%bfan1is attenpting to send is

an HTTP GET or PCST S e 0 TP GET or POST
message, sendtrapg:agrrrrggg‘”%afr Wit g %}la e(lstep ndt Xits. If it

is an HTTP Cﬁﬁm%nmmesem&_tm tthemﬂmltabl theawse€lr’ sk vied corrpar ed
to the curfgibe vilhifhd YtAdl) 1d imddip LA 80T ebLTBULS M2 ANl

m nut es great &r than LastC1|ck then the routine clientset session is
execut ed (sEepFIgo) 12af (een S%’F‘?.etfﬁ%%tl%egérﬁﬁ fadlpdenitxetcacmings | f

the current whethie¥e dife m&cm&ﬁ hetie Jépgswm@agsoar E&bg&ahh% Last O i ck,

then th h to det
it ot od nBLERTB G Lo ARtk ARG Te | HEF 08h ROET, peFence: Simh ng 1o

access a davaojesomrfe)t is amowhet RTTPtGET gfneoau‘edeb)sageqhannel

mechani sm f qQr t mpL. i in.a _c step 240).

The steps taken-ﬁﬂggﬁerﬁg%dﬂ%ﬂggyr gif%e ‘88F8r§ﬁ§§ %ﬁgfﬁﬁ?if%e
nessage is afuddr lsnian HELP @Kk e POS’Drma_SSagay vary dependi ng on the

i npl eneni at Eﬂ%nOftHé‘Qrarléﬂ'f@nﬁésggff@H' 28" LBnbig el S he Rif-. AR Of the

25 follomﬁng three techni ques nmay use e“sendtrap routine may keep
a master L ms¥ i at B Wpe hcurrenbnkéme A& mese F&eey &%d by t he

user or der 'm‘i?ﬁhtfééﬂﬁrea@é'@nménr@&@@@l§@ccoﬂhéﬁuﬁ:§1@ uitiikRs) . and may
consi der | ) rressages directed to such é|(:9$sages enerated 30 by
a channel gﬁéﬂ? session %@t%?ﬁ%PF9€I§StFﬁe an®SE3T nessages

generated clherst channeésskochamsnbeay erataked,nfoar HHt ithie spanield vy
15 time is not more than 15 minutes greater than LastClick,
then the message is checked to determine whether the
message is a user initiated message (i.e. one generated
in response to a user seeking to access a data resource)
or whether it is generated by a channel mechanism for
20 updating channel information in a cache (step 240).

The steps taken by the send trap routine to
determine whether the message is a user initiated message
or not may vary depending on the implementation of the
channel mechanism in the browser, but one of the

25 following three techniques may be used. The send_trap
routine may keep a master list of URLs associated with
channels (either generated by the user or derived from
channel mechanism configuration files), and may consider
all messages directed to -such URLs as messages generated

30 by a channel mechanism.

Alternatively, the GET and POST messages generated
by a channel mechanism may contain information specially
identifying them as messages generated by a channel
mechanism. For example, they may contain a "user agent"

35 header field value which is unique to a channel



i dentifying them as messages generat ed by a channel mechani sm For
exanpl e, Wwhoysf@y contain a "user agent" 35 header field vabCEUSHS/OBO4 S

uni que to a channel WO 98/ 31155

PCT/ US98/ 00304 - 19 - mechani sm In such
a case, sendtrap would scan the content of nessages to determ ne whether -
such identifying information is presenf.- Al ternatively, send

trap may kee arunnlnglo of 5 the tines en ness s are sent to

particul ar “fﬁ%i% LSBachIf FECEeRd APSs PSR R rS%TtS%ssage, it

det er m nes ddwtembunf vekssagesbéowdet errd reuwleithere ssatte idemdi Bpyngri or

nmessages taq rap determ nes that there is a
1%51[' &E&H hfre %@ﬂ

sufficient messages being directed to a given URL
(for exanpl e i f Altﬂrm@éat'smﬁl}ﬁesg%@stnapeméyehegéna aunprieg delgy dfour |y

interval g) .+id €ehesmynes h@%tsa@é%ha@%@ﬁ:s 35 S a1 Lax OSREE Lated by a

channel nechani sm and places that URL on a Ilst of mechani sm
URLS. Futur@%sE&@@sS@d_&rﬁ&F&ﬂ:e&Wqﬁhé’c &y %@Q%%H“%%‘P%gﬁeré'él to be

generated deb¥rmifnbantdl EReat P time betweaef@ﬁéléhgrﬁ&at mé8skbe 12,
I f sendtrap deternm.nes that the ne e was er at t he
routine cl ¥Rt PBY RFioFs ETEARSH t(ostﬁ,'t?g Iher € Se@%-f:ﬁ@proutl ne
client | og déaenmlmget thstexdmneed o st &mfflcﬁiﬂ)t Mlafheydﬂheshenp of

t he Iog [ e C (step 270).
If the Iarr% ?’ngn%)a/ttdéget% [{%{n}} {{?@?3&% elénggﬁrgﬁgg if si nce
t he | ast tlmrgenspchpmﬁ@@a(%s értavet th;eerromamfe 5 premsely hourly

client_|l og_ghaapel1agti virl Ydr Y %a(§t§.9c1¥39éssa%§§le§£e béﬁﬂg
executed (step 210) and sendtrap exits shows the steps

taken by t HBeRBEREFRE PY @ iRy Rachafsistgeand places qthbaknHRE: g8t dat a
i's creatgdlﬁstebf%@;)annme md @ik NERLKIES Fheusdr hestagBsval ue Of

2250 Ot IE e A NSl o e e d ECRL (ERZAGRAC 10,
regi strati by a channel mechanlsm
Referring again to FIG. 12, if send_ trap

determines that the message was user generated, the
routine client log hit is executed (step 250), otherwise,

20 the routine client log channel get is executed (step
260). Next, the datestamp of the log file maintained by
the channel mechanism is checked (step 270). If the
datestamp indicates that the log file has been changed
since the last time send_trap was called, the routine

25 client_log channel activity is executed (step 280).
Next, *send is executed (step 210) and send_trap exits.

FIG. 13 shows the steps taken by the routine

client log channel get. A record channel get data is
created (step 300). The record includes the current

30 value of session_id, the date, and the URL which the GET
or POST message being processed seeks to access. Then a
LOG_CHANNEL GET message is sent to the registration
server using *send, which includes the token
"LOG_CHANNEL_GET" along with the contents of the

35 channel_get data record (step 310). When LOG_CHANNEL GET



server using *send, which includes the token "LOG_CHANNEL_CET" al ong
with the @@%égﬁg of the 35 channel _get _data record (step 3&pusidfaoivs

LOG_CHANNEL ~ WD 98/ 31155

PCT/ US98/ 00304 - 20 - nessages are
received by the registration server they are processed in the sanme manner
as LOG nessages. FIG 14 showgot-he steps taken by the routine

client_l og_channel _activity. A record 5 channel activity data is created
(step 320).mepragegoprye repReLvuGasbyhEheurpgistratienosesaay dheax axede

date, and pidecsssdch €RAt 8AME AhnhBe aaarn.@@l mReharissm log file.  Then
a LOG _CHANNEL ACTI VI.TY nessgge Is.sent to th Akg]stratlon server using

*send, which incl udd<t Het t e |RESRH I ASYEORFSRE with the
contents ofclhent 1obaahahaeulubtﬁvdaya racahdo&ﬁtep 330) . Vﬁe“

LOGCHANNELA IVIT d.b t

they are pr %%8%—%% a%%ar g%glﬁ}%f"tgé I_(éel?eégg)gl . |on soer gher

enbodinentsim¢1m@e5|nhenCuwmeatevwﬂubinftm@351dnﬂﬂdmmuh;(danan;aﬂan_

exanpl e, usgper gfééﬁét LBALEARs of! gke eha efiyn{é%ﬂam%r i\ gt&gﬁea di rect
er an throu

di al up connection ne nechani descri bed
above. | nstEagnon Lﬁ@LﬁHﬁHﬂEbu§PVINﬁgﬁsm@@@@ﬂ@ i SepaGhmeddwe to the

registrati OPeéféM§5t§aﬁhsbmrt n%mg USRIN ACGASES IRNRRINAGShe 5k tat rap
nodul e coul d accunul ate a of "hits" and transmt t enlto t

reglstra¥¥onL9§L9§PN§F 9§gﬁVFW¥er@éP§90WHﬁhn§hﬁ'99%%9“9? of thgd nunber
of "hits." &rhénﬁémchb@z[i?n(tfy - dagal recegidst(saldpo330)t.e WigH be carried out

e * or oEpa bumm B RE R VeI, Hle SRl B e R B 4158, 100 G

col | ecti on segustsatant sepwet dmprapnm:pmmeessaﬁ'unmuheegnmé servers).

30 'Haﬁﬂ%%hgﬁ gg@p%ﬁ caIIs to the network interface are not
trapped. Instea e instructed to use a groxy server.
A proxy Xerver is Other embodlments of the invention are within the

following claims. For example, user registration can
take place by mail, or through a direct dialup
connection, rather than through the online mechanism
described above. Instead of instantaneously transmitting

20 a LOG message to the registration server each time the
user accesses a web page, the datatrap module could
accumulate a number of "hits" and transmit them to the
registration server at given intervals of time or after a
fixed number of "hits." The functions of the

25 registration site might be carried out from a number of
different physical web servers (e.g., registration at one
or more registration servers, data collection at one or
more data collection servers, and report display at one
or more report servers).

30 In another embodiment, calls to the network
interface are not trapped. Instead, the web browser is
instructed to use a "proxy server." A proxy server is
software running on a computer connected to the Internet
which accepts HTTP messages from a client computer, and

35 simply re-emits them onto the Internet. 1In this



software running on a conputer connected to the Internet whi ch accepts

HTTP np§ X ma client conputer, and 35 sinply re-em tsctiosys/onsddo t he
| nt er net Sﬁﬁ%’?ﬁ% WO 98/ 31155

PCT/ US98/ 00304 - 21 - enbodi nent,
software is installed on the client conputer whi ch acts as a proxy server
for the client conputer, but whi ch at 2& has the HITP GET and POST nessage

| oggi ng capabi lity of datatrap .described ove. Al HTTP 5 nessages sent
by the clie®fbedhPpartr §PEtwarsuisd 19"#1”#’:@3&@ o HdGr oL Rler GIFPUWRY ch

i ssues LOG wyR$sR08ELEOakha @rbxy sedfidreEdwniserakiehef @stpwess) NButhe
nmessage on to

. the | pt ernet. t tivel the proxy server
sof t war e m‘?’hb@ﬂlélﬁﬂsgaﬁl é;gleoﬁTgPr & gr@& 'ﬁﬁﬁ%‘j% %‘-?r&’r%g pr oxy
server doescapibhayeydofedatatregs desdribesi abdiee. CIAENHTTPSystem a
"mni-server”" softwar IS ] I | Yy hi s
"mni- sers\/eﬁ"esfggsgnagngg%# F%l < dltqr%gﬁlsfc:c?“pg%o roc%%(%%?ét%gg{rlgéuest S
fromthe proke pSosyrserverhuyhichriitgsues tIRG mesgaaes Ve therdataeve a

channel ”Eceaﬁ!hégghte%a{sie&%fxonoéfr@ﬂ@rﬁés%ﬁrgtﬁhé Nfessad&dbaleglina server.

It should be not In this al'ternati ve enbodi nent, an instance of a
proxy servefnteXpesgram nust be run to support each conputer that is 20

bei ng nonitored. Thif:dByabevaleoMmhespedxy! 8ere¥aMBbEtward naitiid N9
mul tiple |n$tanCﬁ3 of the proxy server program on a S|n$%§¥§roxy server
r

system hdiREFRAGSEaOR B sY ci at T i d FEPET t net wor k
port on thegsyskemdoes math lnanputiaredto dxcemmitoreiles pnoghamkdehe use a

25 specific _port to_cq I cat it h t Lo ve . Because a
dat at r ap m)ﬁgﬁéefnn & r g‘r?b%’tqe S|oerr§§<e¥/¥l s}r#e]csﬂé)re é?{%%%% %%nﬁ%’t:‘ LAt redt PY access
the client siyst ehientopysitamg SEistenimini ceewroertli respdéydpetdofiiehe step
of requesgt. | ey fvedy g or S&tE . £lod e s step
88 above. I?l'%thg%geqf e eclatctadtlr_ap ,m))dulfeé.%étﬁlai %é;&& g%hifé ?ﬂf g?%ragro%)’ﬁy
t ransni t 3§ ngeENeHTMEDNE ReEHidstihghe RFPXY | $eBYREL FONTEBTiR¥SCRi ent

server. (ThenHiMeif @lgBHanism log file for transmission to the

registration server. 1t should be noted that in this
alternative embodiment, an instance of a proxy server
program must be run to support each computer that is

20 being monitored. This may be accomplished, for example,
by running multiple insténces of the proxy server program
on a single proxy server system, and having each instance
associated with a particular network port on the system.
Each computer to be monitored is programmed to use a

25 specific port to communicate with the proxy server.

Because a datatrap module in a remote proxy server

program cannot directly access the client system
operating system, it cannot directly perform the step of
requesting the user to identify him or herself, indicated

30 as step 88 above. Instead, the datatrap module obtains
this information by transmitting an HTML form requesting
this information to the client server. (The HTML form is
sent in response to the GET or POST message which causes
client_set session to be called.) The user enters the

35 information in the form and clicks on a "submit" button,



sent in response to the GET or POST nessage whi ch causes clientset .
session t ed.) The user enters the 35 information i and
clicks onwa@gs,ﬁggé but t on, W98/ 31155 @&%95/65351
PCT/ US98/ 00304 - 22 - whi ch causes the
forminformation to be transferred back to the proxy server. .
The client corrput er may be a singl e userzor a mul ti-user platform or it
may be an en% S ed co suc as in a consuner television, personal

di gi t al & v erfHBOr'Eﬁts%cFal bgutsenefappeiahack
product. Wekopades pm‘;bcyeseﬂ\eef)n a wide area network, a local area

network, or on a si i.l e syste VWhat is clainmed is:
WD 98/ 31155 Be®cliefe ¥ °mpmteﬁcﬁaMs§’§/ FoFgfgle-user or a
- 23 - multi-usexXOpkatdfbemnetmoitk, map béi gh enbedasicebmpuler,

pluralityco si & renpte. .dat esource
servers, V\hfesruglﬂn %e ¢l %%%n@é%%ﬁés%gn’r%%?gnagitglgégﬁ rces on the
renote dat a aSEdGwHanE rseTrIV'eEFEDGSt byur &bng ngor especial apnepsseeqppﬁaﬂeés ages,
a nethod fobrodiiiH t orydly Ofmd erégf@ée ﬁiaéawg_ggog{,ggs Qﬁ grs of

the client Systens, the nethod conpri sing uft 8 l’egource
access requeSCtatedLife, netw‘@’é‘ﬁer%é&ﬂoﬁ %Ml@nfléysﬁﬁﬁf—emo a | oggi ng
nmodul e; 10 haneag ishelkaggdng stodul e col | ect information about

t he rerouted nessage; and transmtting the nessage over the data
network to



a renote data resour 2. The nmethod of claim1l,

wher ei.n rep osrsi188) th;ﬂmmh{igm#ﬂltt’m“ ses: trappPREUSHWM t o a
network interface nodul ec w trad8ferring control to the | ogging nodul e.
3. The method of claim1l, wherein rerouting the nmessage conprises: 20
routing the nessage to a proxy server. 4. The nethod of claim
1, wherein the renpte data resource” i’ a web page. 5. The

rzrgt hod of (él aiml, lvvher %t%ﬁﬁﬁ‘?@‘gﬁﬁks fo @ﬁg@ﬁ%ﬂn%ﬁ%crregmer.

The rret hod of, efern t 9ding
i denti fi es pheratdtyi ofuichd eftte syStaM e durality of remoge The

met hod of chaim fesbuitbeles¥dYd, Sivkrein the cliéﬁeigg\%ﬁbfﬁg Weekss
identification data on a regi stration server. 98/ 31155

PCT/ US98/ ogggmote data resources on the remote data resource segvepnse

met hod ofs ch@i MsduinBereisdbured Hlddl) redisdst | HEHbAHESA! ROMetRLA FA
registration server,

froma o rJBPRLFAEIDN COm/aL the remtefiatyorenpurced By Sk B 00 1 he”
user to conphet elibatr eyistianat,i whe method comprising:
rerouting a resource access request message,
generated on a client system, to a logging module;
10 having the logging module collect information
about the rerouted message; and
transmitting the message over the data network to
a remote data resource server.

2. The method of claim 1, wherein rerouting the
15 message comprises:
trapping a call to a network interface module and
transferring control to the logging module.

3. The method of claim 1, wherein rerouting the
message comprises:

20 routing the message to a proxy server.

4. The method of claim 1, wherein the remote data
resource is a web page.

5. The method of claim 1, wherein the message is
generated by a web browser.

25 6. The method of claim 1, wherein the logging
module identifies the .user issuing the rerouted message.

7. The method of claim 6, further comprising:
registering user identification data on a
registration server.



form and mﬂﬂ tt|n reglstratlonformdatafromthe client

SyStem to & e ed! S ’gﬂ UHMCI udes dermg'rap-kll-lhg rﬁ;E 2&?{’{5{8%98&h%%out

wher ei-n MQPYINSS | o
t he user. he méthod of claim 7, wherein the user

i dentification data incl udes denographic information 15 about the user.

11. The nmethod of claim 10, further canggising conbi ni ng the denographic
information for the users with i nformati on col |l ected about rerouted
nessages. 8. Ihe Teechod heffl efaiha? m dHeréint begigesping ng 20

generating repor fromthe.res of _caomi ni.n denogr aphi c

i nfor mati o % ?% ﬁE%PBngégﬁl88t8dregﬁﬁkﬁﬁkﬁQﬁ E%éﬁﬁssages

13. The neuﬁmmbxﬁse$aln11 further conprising sendi ng the coll ected
information to a d | 4. The met hod of
claim 13, wherein ?%%dg&léﬁi éﬁhf%%ﬁf%%ﬁét%%% ﬁ%ggaggolsésent to the data
col | ecti n magiatrahopn| fervesr tehEhgesddgat Syalaut ed. WD 98/ 31155

PCT/ US98/ 00304 rompting the user to completd& the registrat %%. The
nmet hod of cla|m13pwhepre| gthe P = ratd
form; and
transmitting registration form data from the

client system to the registration server.

10 9. The method of claim 8, wherein registration
form data includes demographic information about the
user.

10. The method of claim 7, wherein the user
identification data includes demographic information
15 about the user.

11. The method of claim 10, further comprising
combining the demographic information for the users with
information collected about rerouted messages.

12. The method of claim 11, further comprising
20 generating reports from the result of combining the
demographic information and the information collected
about rerouted messages.

13. The method of claim 1, further comprising
sending the collected information to a data collection
25 server.

14. The method of claim 13, wherein the
information about the message is sent to the data
collection server shortly after the message is rerouted.



i nf or mat.i on about thal ‘H UE #H ed tenporarily and transnitted to a
dat a col | Wex986M1sSer v 16. The PEE(URIHOBP4 | ai m

1, further conprising 5 conpiling one or nore reports of information

recei ved by the data collection server. 17. The met hod of
claim 16, further conprising maki ng_ape _or nore of the reports avail able
on a server. 18. The nmethod of claim 17, further conprising: 10
requesting a user H%froﬁhé MEEHE8! 8E: claim 13, WHASH HHdg a report
associated wi th the user fromthe webp site to the requestor.

19. The met ha’éoswa&PapmaPPuwm.m?%W%e4=$/e$t<i>§ed tempekagidy. andis

20. The netphafisafiteed Mold ddvd Sl XoPPidsi Sgiver at a lagemPaimad the
datestanp of a log file on the client systemwith the last tinme that the
| oggi ng nodul e col |l ected data about a rerouted nessage; and i f
the log file was nouéfi ethei methbleolfaslatimmd ,2@urtdtert heorhmgis ixgg nodul e
collected d rer t |nfornat| n from
the | og q-’ é&?tgitﬁgﬂph%n& t(}utﬁ% ecﬁé%na‘g%rv {3?8%&&88 TeGELV H et hod
of cIa|n1ZophahéaganCDﬂéaqn}GnIs&rvemontalns i nformati on about use of

cached data by a user. 25 22. The nethod of claim1l1, wherein
I nformati on about the nessag i ncludes information identifying the
user . 17. The me hod of claim 186, further comprising

making one or more of the reports avallable on a server.

18. The method of claim 17, further comprising:
10 requesting a user ID from a requestor;
transmitting a report associated with the user ID
from the web site to the requestor.

12. The method of claim 17, wherein the server is
a web site.

15 20. The method of claim 13, further comprising:
comparing the datestamp of a log file on the
client system with the last time that the logging module
collected data about a rerouted message; and
if the log file was modified since the last time
20 that the logging module collected data about a rerouted
message, transmitting information from the log file to
the data collection server.

21. The method of claim 20, wherein the log file
contains information about use of cached data by a user.

25 22. The method of claim 1, wherein information
about the message includes information identifying the
user.



Y\ngS{_ 3:‘?:98,3“55 21*0\](!!“\4““1‘““(““ M“Ll aim 22, fur 'ItD ﬁg/r Ugg%ggg‘gfsg.smoshhe
of .

st eps ermeni g Whether the tinme interval since the | ast
time information was coll ected about a rerouted 5 nessage is greater than a
gi ven si ze; and If the tinme interval is greater than a given

si ze, requesting the user to identify2éi-m or herself before

transmtting the nessage over the data_network to the renote data
resource server. 239 The meghod e HAifbdof FUEEHRY CPEPEIHLIRBe net wor k

S t he WL rdNps of :

determining whether the time interval since the

last time information was collected about a rerouted
5 message is greater than a given size; and

if the time interval is greater than a given size,
requesting the user to identify him or herself before
transmitting the message over the data network to the
remote data resource server.

10 24. The method of claim 1 wherein the network is
the Internet.



