
NOVEL BETULINIC ACID DERIVATIVES FIELD OF THE
INVENTION The present invention relates to novel
betulinic acid derivatives of formula (I), exhibiting
useful activity in the inhibition of tumor cancer
cells and in particular possessing improved
pharmacokinetics over betulinic acid. The present
invention also relates to a process for preparation of
the novel betulinic acid derivatives of formula (I).
The present invention further relates to
pharmaceutical compositions comprising the novel
betulinic acid derivatives of formula (I) for
treatment of cancer. BACKGROUND OF THE INVENTION The
chemical entity, 3b-hydroxy-lup-20(29)-en-28-oic acid,
generically known as betulinic acid and represented by
the chemical formula (II), is a naturally occurring
pentacyclic triterpenoid {Journal of Applied
Biomedicine, 2003, 1, 7-12) possessing useful
biological properties such as anticancer,
anti-inflammatory, antiviral, antiseptic,
antimalarial, spermicidal, antimicrobial,
antileshmanial, antihelmentic and antifeedent
activities. However, amongst all the aforementioned
activities, betulinic acid has been found particularly
to exhibit anticancer and anti HIV activities {Journal
of Medicinal and Aromatic Plant Sciences, 2002, 24,
1031-1037) .Earlier, betulinic acid was considered as
a melanoma-specific cytotoxic agent, however, recent
evidences indicate that it has a broad spectrum of
activity against other types of cancer cells ( IDrugs,
2004, 7(4), 359-373). Betulinic acid has been selected
by NCI, USA for Rapid Access to Intervention
Development (RAID) programme. Betulinic acid has been
shown to act through the induction of apoptosis
irrespective of the cells p-53 and CD-95 status. Some
experimental reports indicate that betulinic acid
functions through the mitochondrial pathway. The
pharmacokinetics and tissue distribution of betulinic
acid has also been studied in CD-I mice but a detailed
investigation is required to find out its kinetic
behavior (Biopharm. Drug Dispos., 1999, 20, 379-383).
A recent study indicates that 



though betulinic acid has lower potency as compared to
doxorubicin, but the former seems to be selective for
tumor cells, since minimal toxicity against normal
cells was observed (Cancer Letters, 2002, 175, 17-25).
These findings and favorable therapeutic index, even
at dose up to 500 mg/Kg body weight, have made
betulinic acid a very promising candidate for the
clinical treatment of various forms of cancer
(Medicinal Research Reviews, 2004, 24(1), 90-1 14). As
a consequence of the promise betulinic acid holds for
treatment of various types of cancer, research in the
recent past has been directed towards synthesis and
screening of new derivatives of the acid with a view
of finding more potent compounds. A summary of the
recent advances is given herein below: At the outset,
it might be mentioned that variations of substituents
at positions 2,3,20 and 28 of betulinic acid molecule
of formula (II), has been the subject matter of all
research efforts to obtain potent lead compounds, viz,
US 6,048,847; US 6,225,353; US6,369,109;US 6,670,345;
WO 98/51293; WO 98/51294; WO 02/16395; WO 02/091858;
US 03/0181429; US03/0186945;US6,403,816. Recently,
isoxazole derivatives of betulinic acid have been
reported as cytotoxic agents (Bioorganic Medicinal
Chemistry Letters, 2003, H , 3137-3 140). Even though,
all the above mentioned reports collectively disclose
a large number of betulinic acid derivatives, with a
vast majority of them found to possess antitumor
activity, however, due to various reasons they are not
particularly good candidates, clinically as well as do
not have the best of pharmacokinetic properties. Of
all the derivatives of betulinic acid discussed
hereinbefore, findings from our laboratory show that
one of the molecules disclosed in US 6,403,816 and
designated as MJ1098-RS of formula (III) exhibits good
in vitro cytotoxicity in various cancer celllines. US
6,670,345 further discloses that compound of formula
(III) also shows tumor reduction in murine xenograft
models. (III) A need therefore, exists for new
betulinic acid derivatives, which are not only potent,
but also clinically safe and moreover, have better
pharmacokinetic properties. 



In our efforts to find, molecules which are not only
potent therapeutically but also acceptable clinically,
we have found that substitutions at C-2 and C-3
positions of the betulinic acid of formula (II) with a
heterocycle fused to the said positions, imparts the
desired characteristics which forms the basis of the
present invention. OBJECTS OF THE PRESENT INVENTION An
object of the present invention is to provide novel
betulinic acJid derivatives exhibiting antitumor
activity. Another object of the present invention is
to provide novel betulinic acid derivatives, which are
not only potent therapeutically but also possess
improved pharmacokinetics. Yet another object of the
present invention is to provide processes for
preparation of novel betulinic acid derivatives. A
further object of the present invention is to provide
a pharmaceutical composition of novel betulinic acid
derivatives for treatment of cancer. SUMMARY OF THE
INVENTION In their endeavor to meet the objectives,
the present inventors have found that a new class of
betulinic acid derivatives could be obtained by
substitution of the C-2 andC-3 positions of betulinic
acid of formula (II), with a heterocycle fused to the
said positions. In particular, it was found that C-2
and C-3 positions of the betulinic acid of formula
(II) substituted through ring fusion at the said C-2
and C-3 positions with a five membered heterocycle
afford novel compounds represented by formula (I),
which exhibit useful anticancer activity. These
derivatives are novel and hitherto not reported.
Amongst a large number of such compounds of formula
(I), its pharmaceutically acceptable salts, solvates,
their isomers, polymorphs, N-oxide or metabolites,
wherein R is C (=CH2) CH3 or CH (CH3) 2; R2 together
with the adjacent carbonyl group forms a carboxylic
acid, carboxylic acid ester or amide or substituted
amide; R3 or R4 are hydrogen or aryl with the proviso
that both are not independently hydrogen or alkyl or 



R3 and R4 are combined together to form an aryl ring
optionally substituted with a group X, wherein X is
selected from halogen, alkyl, cyano, nitro, alkoxy,
amino or substituted amine; Y is N or O; and Ri is
zero when Y is O, and Ri is hydrogen, alkyl or aryl
alkyl when Y is N and screened, in particular one of
the compound designated as Compound 5, throughout the
specification was found to exhibit significant
efficacy, i.e., significantly improved anticancer
activity over betulinic acid of formula (II) and is
comparable to MJ-1098-RS of formula (III). A
comparison of the anticancer activity of compound 5
with that of betulinic acid (II) and MJ-1098-RS (III)
is given in Table-1 . Table 1: A comparison of ICs0
values of in vitro cytotoxicity of betulinic acid
derivative (Compound 5) with Betulinic acid (II) and
MJ-1098-RS (III)Table 1 In addition Compound 5 was
found to exhibit, significantly superior
pharmacokinetic properties over betuiinic acid (II)
and comparable to that of MJ 1098- RS (III), which
would be evident from the comparision in Table-2 Table
2: Comparision of Pharmacokinetic Properties of
Compound 5 with that betuiinic acid (II), and
MJ-1098-RS (III) Table 2 The pharmacokinetic
parameters indicate that betuiinic acid analogue
MJ-1098 (III) and Compound 5 provide better systemic
exposure (AUC0-) and slowerelimination (Kei) as
compared to betulinic acid. This should result in a
significantly better therapeutic response as compared
to betulinic acid. Representative salts of the
compounds of formula (I) include but are not limited
to the following: acetate, ascorbate, benzoate,
citrate, oxalate, stearate, trifluoroacetate,
succinate, tartarate, lactate, fumarate, gluconate,
glutamate, phosphate/diphosphate, and valerate. Other
salts include Ca, Li, Mg, Na, and K salts, halides,
salts of amino acids such as lysine or arginine;
guanidine, ammonium, substituted ammonium salts or
aluminium salts. Pharmaceutical compositions
comprising the compounds of formula (I), its salts
etc. was found to be useful for inhibiting the
multiplication of cancer cells in humans. In
particular, the pharmaceutical compositions are found
to be useful in treatment of 



humans, mammals or others suffering from cancer or
other tumors. The representative compounds that are
encompassed under formula (I) are summarized in
Table-3. Table-3: The representative compounds
encompassed under formula (I) Table 3Method and System
for Secure Authentication and Data exchange in Client
Server Architecture Field of the Invention: The
present invention belongs to a method and system for
Secure Authentication and Data exchange in Client
Server Architecture. More particularly it relates to a
field of digital data communication and data exchange
in client server architecture. Background of the
invention Employees round the world demand more
mobility in the industry's connectivity. They want
constant connectivity while carrying their notebook
from one place to the other. One solution to this is
wireless fidelity. This is slowly becoming a part of
the standard equipment's list of the PC. Being unwired
has its own set of disadvantages. Since there is no
physical medium, information can be tapped
effortlessly. Accordingly a robust security
infrastructure needs to be in place. Wireless
technology uses authentication protocols that can be
easily exploited by hackers. This is largely on
account of their architecture, wherein, either the
password is stored in the server in some form or the
other or the password travels through the connecting
medium in some form. Hackers have been able to
penetrate these processes while they are being
executed and in turn acquire the password and hack
into the user's private data. There is an intense
effort, globally, to overcome these 



shortcomings. Example: A few large companies (VISA,
IBM, etc.) have been working together for a while on a
technology known as SET (Secure Electronic
Transaction). This technology adds a password toyour
online credit card transaction and secures it via the
user's private key. The problem here stands with the
fact that the private and public keys travel through
the connecting media (In many cases the telephone
lines you use to connect to your ISP with.), sometimes
using (weak) encryption giving an open invitation to
the neighborhood eavesdropper (People who tap the
connecting media and acquire information) to acquire
them in transit and use them. Some banks like American
Express and ABN-AMRO have also come out with credit
cards that have an embedded chip containing the user's
private keys, a.k.a. smart cards. The technology,
although pretty secure, requires a special hardware
device known as a smart card reader. This reader is a
bulky piece of equipment and inconvenient to carry.
This renders your credit card practically inaccessible
in places where the smart card reader is not
available. VISA, The Credit Card Agency and Europay
have been working on a specification set called the
EMV for a long time. EMV has been finalized and
released March 2003 and has contains the standardized
specifications of the structure of the smart card as
well as data transfer. The EMV has also mandated the
transfer of all magnetic strip based cards to smart
card infrastructure by the end of 2006 worldwide. This
mandates all their 33,000 member banks worldwide to
call back all their magstripe cards and convert them
to smart cards. What EMV is also providing is a
provision in which each of the members banks can use
any card authentication mechanism they choose. They
have also not ruled out the option of third party card
authentication providers (in forms of MSS, Managed
Secure Services) to outsource the card security 



to these companies who will authenticate and authorize
all cards and transactions on behalf of the bank. This
has suddenly opened acompletely new market, which need
which has to be catered to immediately. These examples
are specific to the banking and financial services
industry, but similar requirements of security exist
in all domains where remote access and services need
to be provided. Security is a fast paced market and it
is the basic requirement behind interchange of
information, which hold any value to the communicating
entities. A lot of loopholes are exploited by
malicious users using tools available abundantly over
the users using tools available abundantly over the
Internet. Although security market is widespread, it
is more or less controlled by around 5-6 major players
or technology providers. Most of the other companies
claiming to be security providers merely assemble
technologies available in the market and package them
without any substantial alterations. An optimal
solution that matches the security requirements, is
easy to implement and cost-effective to execute - the
guiding principles of the company - has not been
delivered yet. Objects of the present invention It is
an object of the present invention to overcome the
above drawbacks of the prior art and provide method
and system for secure authentication and data exchange
in client server architecture. It is another object of
the instant invention to provide for a robust
mechanism for authentication and data exchange in
client server architecture. It is a further object of
the present invention to provide increased security
mechanism using a short length key.It is yet another
object of the present invention to provide
authentication for the client as well as the server
simultaneously. 



It is still another object of the present invention to
provide a strict user rights management. It is yet
another object of the instant invention to target the
maximum number of communication devices. It is yet
another object of the present invention to implement a
secure mechanism with the minimal cost. Brief
Description of the Accompanying Drawings Figure 1
illustrates a system for the instant invention. Figure
2 illustrates a method for carrying out the present
invention. The instant invention provides a method for
secure authentication and data exchange, in client
server architecture, comprising registering a user and
creating a first tabular data using the user's
password for authentication of the user, at a server
machine, deleting the password in its original form
from said server, said server processing said first
tabular data and generating a second tabular data when
said user logs in for a transaction at a client
machine, said server initiating a communication
session with the user using said second tabular data
and generating a first spectrum, transferring said
second tabular data to said user at the client
machine, said client machine generating a second
spectrum using said second tabular data, said client
encrypting the plain text using said second spectrum
in a loop for a predetermined number of iterations,
said client transmitting the encrypted data to the
server, said server performing a decryption on the
encrypted text using said first spectrum, said server
authenticating the user in the event correct plain
text is generated, and said server completing the
transaction.Further, the invention provides a system
for secure authentication and data exchange in client
server architecture, said system comprising a chip
based card allotted to the user, a client machine for
registering the 



user and setting the password, encrypting means in
said chip based card for encrypting the password, a
server machine for processing the password and storing
the password in the form of tabular data, a logging in
machine for the user to log in and send username to
the server, said server comprising means to generate a
first spectrum, said client and card comprising means
to generate a second spectrum, said card and server
comprising means to encrypt data, data transmitting
means for transmitting encrypted text between the
client and the server, and means at the server to
verify the plain text. Detailed Description The
instant invention is a dynamic encryption mechanism,
i.e. it changes the way the information is encrypted
for each transaction. Current encryption technologies
work with only on one dimension i.e. the only axis
within the complete encryption process is the
encryption key that is encrypting the information.
However the present information divides the complete
information into blocks of various sizes, known as
proximities, and then uses different keys on each of
those blocks. Accordingly, for decryption one would
need knowledge of the key used as well as the
proximity in which the key was used. The keys and
proximity would be different for each session. Figure
1 describes the system for the instant invention. The
instant invention can be carried out for the security
of the transactions including bank ATMstransactions,
transactions through mobile any such transactions
through a digital device involving client server
architecture.The user gets a chip based smart card
(10), which has stored in it various parameters used
for encryption. The chip based card may be of any of
the digital applications including bank smart cards
and mobile SIM cards (20). The chip card for the
mobile would be like the SIM, which contains the new
connection number along with the other 



parameters. However, the user will have to register
for a password to be used for encryption and
authenticating the user for any transaction. So the
user would go to a client machine (30) installed at
convenient places or as per the registering
authorities' decision. The client machines interact
with a server machine (50) through any known
networking medium (40). The chip based card has means
in it to encrypt the password using the current
invention and send it to the server through the
networking means. The server has means to manipulate
the password and store it in a modified form, which is
used for further encryption. Initializing with the
process, a user would first need to be registered (60)
with the server so that he can be given the
credentials that would be needed to authenticate and
encrypt all subsequent transmissions. An embodiment of
this invention can be used for m-commerce. The instant
invention would be explained with the help of this
embodiment though it can be applicable in any of the
digital and embedded technology using client server
architecture. A user goes for a new mobile connection
and gets a SIM card (61). According to the instant
invention, the SIM card being a chip based card would
contain, in addition to the new connection, the
following: i . a Universal Identification Number
(UID), ii. a Personality table,iii. a Current Mood
table, iv. user's Key Chain, and v. initial spectrum.
UID is a unique number granted to each SIM card. It
identifies the user's username, country of origin and
bank. Personality Table is a reference table, which is
assigned to each 



user. The personality table resembles a conversion
table which has a numeric representation of all
characters from A Z, a z, 1 0, and the character
period (.). It is to be observed that the allocated
value should be a non - repeating number preferably
from 79 to 141. An example of one such personality is
shown in Table 1. It is not necessary that each user
will have a unique personality but the likelihood of a
personality repeating itself will be after 3*1085
users. Taking one character to be 1 byte in size and
given the fact that the numbers 79 to 141 lie within
the unsigned short range, which, in turn, occupies 2
bytes of memory; the complete table would be 186 bytes
in length. A 136 | K 134 ;u 133 | e 123 o 94 y 113 J9
104 B 140 IL 79 Iv 127 If 89 106 Z 85 j q 129 C 137 I
M , 115 W 97 j g 110 121 1 119 j . 141 JD 88 N 138 ! I
X 139 | h 93 83 2 91 JE 135 [O 125 Y 114 ' i 81 112 3
118 ! F 99 130 : z 131 ) 82 95 4 86 i G 109 iQ 98 ! a
128 k 100 j u 107 5 103 i j H 116 JR 132 : b 90 1 80 '
v 84 6 87 ! I 101 ; S 126 . c 105 m 102 w 122 7 120 J
124 | T 108 ! d 117 i n 111 96 8 92 ;Table 1 Current
mood is a dynamic entity. Table 2 shows an example of
mood table. It shall be explained later. 



Scenario Product Style 00 (r) 01 3 10 11 Table 2
User's key chain contains ten 8-bit keys used to
encrypt all subsequent information between the client
and the server. The bit length is modifiable. The SIM
card chip programmed with the above is allotted to
registered user. The issuing authority will also
include in the card an initial spectrum (proximity +
Keys). The user will then set a password of his choice
(62), which will decide how his data is to be
encrypted for a session. The password setting can be
done at any of the ATMs or any such outlet established
by the registering authority. In one embodiment, only
capital letters, small case letters, numbers and the
period (.) should constitute the password (A Z, a z, 1
0, or period). The period character is, generally, the
most conveniently type able character in cell phones.
The password set by the user is encrypted using the
initial spectrum and then sent to the server. The
registration stage is the onlytime the password will
travel through the network in an encrypted state
decided by the initial spectrum present on the card
when it is issued. Once the desired password reaches
the server, the following steps are carried out: 1)
The user's corresponding Situation Table is generated.
2) The next mood table is randomly selected from the
mood bank and sent to the client. A copy of the
associated mood table is also 



stored in the server. All instances of the user's
password are eliminated from the server's memory (63).
Situation Table is sent to the user for initiating the
authentication process. The structure of the Situation
Table is shown in Table 3. Table 3 Situation Table
consists of three columns, serial number, character
set and sum of products (SOP). Serial number will
contain the serial number of the corresponding row
containing the character set and the SOP. Character
Set contains a predetermined number of randomly
generated numbers. In one embodiment, each number will
have 10 digits. The value of each digit of the
character set should not be more than the length of
the password. For e.g. if the password is of 5
characters, the character set should have numbers
containing digits from0-5 only. However, the more
lengthy the password, the more secure the system. A
digit cannot be repeated more than twice in one
character set. For each digit in a character set, the
corresponding character from the password is picked
and its corresponding value is picked using the
personality table. For e.g. let 2537116890 be one of
the character sets contained in the situation table.
Suppose the user's desired password is "ImLovin.IT".
If we divide this password into individual characters
and look up the corresponding conversion in the
personality table, we will obtain the following as
shown in table 4. Character I m L o v i n . I T _____
_._ _ _ _ _ _ . _ _ ~ - - - ~ - - ____ _____ 



Table 4 The characters of the password having position
corresponding to each of the digit of the character
set are picked. For e.g. the first digit of the
character set is 2, so the character corresponding to
position 2 is 'm'. Similarly, the next digit is 5, so
the character corresponding to position 5 from table 4
is V . Therefore, for the character set 2537116890 the
order of considered characters would be "m, v, L, n,
I, I, i, ., I, T". Now for each of the considered
characters, its conversion is picked from the
personality table. The conversions are shown here in
table 4 for this example. Pairs are made and they are
multiplied and the products are then summed up.The
conversions for the above-considered characters would
be 102 84 79 111 101 101 81 141 101 108 Now making
pairs, multiplying them and summing them up would be
(102*84) + (79*111) + (101*101) + (81*141) + (101*108)
or, (8568) + (8769) + (10201) + (11421) + (10908)
49867 So 49867 is the SOP for the character set
2537116890. Similarly character set is calculated for
all the character sets of the situation table. This
concludes the registration session of a user. The
password sent by the user is then deleted from the
server. Once the registration is done, the user is
ready for any secured transaction session through the
instant invention. The method for a secured
transaction without any password to authenticate the
user is explained now. The user's password has been
deleted from the server. 



However the server has the situation table. The user
initiates the authentication process by sending a
login request to the server. In one embodiment, the
login request may be initiated by the server. The
user's username i.e. the UID is sent to the server
along with the request and a header which contains the
information that whether the request is for a fresh
registration or a transaction request. The server
fetches the corresponding situation table for the
user.The server then randomly generates six numbers
between 1 and n where n is the number of entries in
the situation table i.e. the last serial number. The
number of entries in the situation table is
configurable. The server will then fetch the character
sets from the situation table whose serial number
corresponds to the randomly generated six numbers.
Accordingly, we will have six character sets fetched
from the situation table. In order to decide where the
proximities lie and which keys are going to be used to
encrypt them, the server generates Critical Mass
Character Set (CMCS) (64). CMCS are a pair of
character sets, which, combined, consider all
characters of the password. The generation of CMCS is
explained with the following example. Let us consider
the following character sets. 2537116890 <- The Number
"4" is not a part of this character set. So we perform
a linear search for a character set that has 4 in it
starting from the present character set. 1563884932 -
The Number "4" is a part of this character set. Now we
have all the digits in the combination of the two
character sets. This is the CMCS. So for the six
character sets fetched from the situation table, we
will have twelve characters i.e. six pairs or six 



CMCSs. Once the CMCS are extracted, the server will
initiate a communication session with the client. The
server will extract the SOPs of the above twelve
character sets. This is shown in Table 5.Table 5 We
will now use the Mood Table shown in table 2. The
first CMCS in the above table 5 is 2511748940 &
4473660051 whose respective SOPs are 53596 &44314. The
server multiplies these SOPs together according to the
mood table. The mood provides the method by which the
SOPs would be multiplied. The server refers to the
Least Significant Digit (LSD) of the individual SOPs.
For 53596 the LSD is "6" and for 44314 the LSD is "4".
In table 2, the first column denotes the scenario of
the LSDs of the SOPs corresponding to the CMCS. An
"Even" LSD is denoted by a "0" and an "Odd" LSD is
denoted by a "1" . Hence if the LSDs of both the SOPs
are even then they are denoted by "00" and if they are
both odd then they are denoted by "11" in case any one
is odd then they are denoted by a "10" or "01"
accordingly.The second column of the mood denotes the
Product Style. The product style is the arrangement of
the second SOP before they are multiplied together.
The second column contains a number followed by a
forward or backward arrow. The number represents the
numeric position to the left of the LSD. In case there
is no number mentioned then transformation of the
second SOP is initiated by the LSD itself. The SOP is
then rotated clockwise or anticlockwise depending on
forward or backward arrow respectively. Accordingly,
if the product style says <-2, it means that we move
two digits to the left of the second SOP and then
rotate the SOP anticlockwise starting from the new
digit. The first CMCS in table 5 is 2511748940
&4473660051; their 



respective SOPs being 53596 &44314. The LSD of the two
SOPs is respectively 6 and 4. Accordingly the scenario
is 00. The product style according to the scenario 00
in table 2 is "-/'. This means that the new second SOP
would start from the present LSD i.e. 4. Rotating the
SOP clockwise once, we get 44431. Accordingly 53596
will be multiplied by 44431. Other examples to clearly
understand the procedure are shown in Table 6.
Scenario Example Style New SOPs Operands Oo 34522
/23450 34522 * 0234501 51338 ,32879 3 51338 * 28793 10
44691 ,32456 *-2 44691 *42365 11 27877 ,43719 <- 27877
* 91734 Table 6 The above obtained operands are
multiplied together to derive the product. Two such
products make a Spectrum. The Spectrum denotes the
proximities the plain text is divided into, as well as
the keys, which are going to be used on the
proximities to encrypt the plain text. Let's take the
1st and the 2 d CMCSs (2511748940 &4473660051,
2283950284 &5147663490) from table 5. Their respective
SOPs are 53596 &44314, 46397 &43813. And hence their
products become, (53596 * 44431 = 2381323876, 46397
*31834 = 1477002098). The first obtained product
(2381323876) denotes the proximities of the plaintext
and the second obtained product (1477002098) denotes
the serial number of the 10 keys that will encrypt the
corresponding proximity of the plaintext. Observing
generated Spectrum (2381323876, 1477002098) the
encryption/ decryption would be brought about by the
following steps: 



1) The server will form 10 blocks in its memory (Each
block should preferably be a two dimensional array
containing one column and rows adjustable to the
length of the information that needs to be encrypted.
Each field should accommodate 10 characters.) 2) The
arrays will be populated according to the proximities
decided by the current spectrum. .. First 2 bytes will
be stored in Block 1 row 1; Next 3 bytes will be
stored in Block 2 row 1;Next 8 bytes will be stored in
Block 3 row 1; Next 1 byte will be stored in Block row
1; Next 3 bytes will be stored in Block 5 row 1; Next
2 bytes will be stored in Block 6 row 1; Next 3 bytes
will be stored in Block 7 row V1 Next 8 bytes will be
stored in Block 8 row 1; Next 7 bytes will be stored
in Block 9 row 1; Next 6 bytes will be stored in Block
10 row 1; Moving cyclically, The next 2 bytes will be
stored in Block 1 row 2; Next 3 bytes will be stored
in Block 2 row 2; Next 8 bytes will be stored in Block
3 row 2; Next 1 byte will be stored in Block 4 row 2;
Next 3 bytes will be stored in Block 5 row 2; Next 2
bytes will be stored in Block 6 row 2; Next 3 bytes
will be stored in Block 7 row 2; Next 8 bytes will be
stored in Block 8 row 2; Next 7 bytes will be stored
in Block 9 row 2; Next 6 bytes will be stored in Block
10 row 2; 3) This cycle will continue till the EOM
(End of Message) is reached. In case the number of
characters left in the message is lesser than 



the number of characters needed to be considered
according to the proximity, the remaining characters
are stored in the designated block regardless of the
length. 4) The characters of each block are
concatenated together and then encrypted by the
corresponding key.For e.g. in the above example, the
proximities and keys are decided as follows: (Bl [Row
1] +Bl [Roiu 2] + Bl [Row 3] + Bl [Row 4], ..) is
encrypted by key # 1 (B2 [Row 1] +B2 [Row 2] + B2
[Roiu3] + B2 [Roiu4). . .) is encrypted by key # 4 (B3
[Row 1] +B3 [Row 2] +B3 [Row 3] +B3 [Row 4]. . .) is
encrypted by key # 7 (B4 [Row 1] +B4 [Row 2] +B4
[Roiu3] +B4 [Row 4]. ,.) is encrypted by key # 7 (B5
[Row 1] +B5 [Roiu 2] +B5 [Row 3] +B5 [Row 4]. . .) is
encrypted by key # 0 (B6 [Row 1] +B6 [Row 2] +B6 [Row
3] +B6 [Row 4]. . .) is encrypted by key # 0 (B7 [Row
1] +B7 [Row 2] +B7 [Row 3] +B7 [Row 4]. ..) is
encrypted by key # 2 (B8 [Row 1] +B8 [Row 2] +B8 [Row
3] +B8 [Row 4]. . .) is encrypted by key # 0 (B9 [Row
1] +B9 [Row 2] +B9 [Row 3] +B9 [Row 4], ..) is
encrypted by key # 9 (BlO [Row 1] +B10 [Row 2] +B10
[Row 3] +B10 [Row 4], ..) is encrypted by key # 8 '+'
stands for concatenation. 5) The individual cipher
texts are then divided into their various proximities
and stored back in same rows they were initially
concatenated from. 6) Finally the complete cipher
texts are concatenated to form a single stream of
cipher text. In other words. .. Bl[RoW 1] + B2 [Row 1]
+ B3 [Row 1] + . .. + B10[Row 1] + Bl[Row 2] + B2 [Row
2] +. . . + BlO[RoW 4] 7) In one embodiment, the
cipher text is encrypted 2 more times (in 



our examples we are generating 3 spectrums hence the
plain text will undergo 3 passes from the engine to
render the final cipher).After the above the
concatenated and encrypted CMCS is sent to client
(65). The CMCS transmitted to the client for
authentication are collectively known as a
"Situation". The client receives the above CMCS and
calculates the spectrum in the same way as above. Now
the user starts with the transaction. The information
would be encrypted using the spectrum (66). This
encryption is carried out inside the card. Ten 8-bit
keys are taken from the key chain stored in the user's
card. Assume that the 10, 8-bit keys are: 0 1 2 3 4 5
6 7 8 9 According to the method described above, first
2 bytes are stored in block 1, row 1; next 3 bytes are
stored in block 2 row 1 and so on. The concatenated
data of block 1 row 1, block 1 row 2 and so on is
encrypted using key 1 i.e. q' using any known
encryption technique.This is loop 1. The cipher text
out of this loop is again encrypted using the next
spectrum. More the number of loops, more secure the
encryption. In case, in the next loop, a proximity is
to be encrypted using the same key as the previous,
the next key is used. Else, it would result in
decryption of the text. The obtained individual
ciphers are recombined and sent to the receiving
entity. The encrypted text is sent to the server. The
server will receive the incoming cipher text from the
client and then run the encryption process backwards
to render the plain text (67). Key is given to server
at time of registration. It remains unique. The server
will use the last spectrum first in the same way as
for 



encryption process and continue thus decrypting the
text. The thus obtained plain text will authenticate
the user. Once the identity is confirmed, the
acquiring agency will perform the necessary
transactions the way the credit card company currently
does. In case the hence produced plain-text does not
match the required format and syntax, or, if the
server does not successfully decrypt the ciphertext to
its corresponding plaintext, then it is obvious that
there is a mismatch between the spectrums generated by
the server (used for decrypting) and the ones the
client generated to encrypt the plaintext. A mismatch
in the spectrum implies that the user is not
authentic. A mismatch could result from any one of
more of the following:  Wrong Token.  Wrong Password
Wrong Mood The user can be given a few number of more
trials which is configurable.amount of security even
when small keys are used. Small keys ensure faster
encryption/ decryption. It will readily be appreciated
by those skilled in the art that the present invention
is not limited to the specific embodiments shown
herein. Thus variations may be made within the scope
and spirit of the accompanying claims without
sacrificing the principal advantages of the
invention.We Claim: 1. A method for secure
authentication and data exchange, in client server
architecture, comprising: - registering a user and
creating a first tabular data using the user's
password for authentication of the user, at a server
machine, - deleting the password in its original form
from the server, 



- said server processing said first tabular data and
generating a second tabular data to be sent to the
client machine when said user logs in for a
transaction at the client machine, - said server
initiating a communication session with the user using
said second tabular data and generating a first set of
numbers to be used for decryption by the server, -
encrypting and transferring said second tabular data
to said user at the client machine, said client
machine generating a second set of numbers to be used
for encryption, using said second tabular data, - said
client encrypting the plain text using said second set
of numbers, in a loop for a predetermined number of
iterations, - said client transmitting the encrypted
data to the server, - said server performing a
decryption on the encrypted text using said first set
of numbers, - said server authenticating the user in
the event correct plain text is generated, and - said
server completing the transaction.2. The method as
claimed in claim 1, wherein said registering said user
comprises: - allotting a chip based card to said user,
said card having stored, a universal identification
number (UID), - a personality table, - a current mood
table, - user's key chain, and initial spectrum. 3.
The method as claimed in claim 2, wherein said
universal 



identification number comprises said user's details
including the username, user's nationality and user's
bank. 4. The method as claimed in claim 2, wherein
said personality table is a conversion table having
numeric equivalents of all characters said characters
from A -> Z, a z, 1->0, and the character period (.).
5. The method as claimed in claims 1 and 2, wherein
said mood table is used for creating said second
tabular data. 6. The method as claimed in claims 1 and
2, wherein said key chain and initial spectrum is used
for said encryption. 7. The method as claimed in claim
1, wherein said user sets a password during
registration, at the client machine, and said password
is transmitted to said server machine in an encrypted
state, said encryption being done using said initial
spectrum. 8. The method as claimed in claim 1, wherein
said first tabular data at the server comprises: -
serial number, - character set, and- sum of products.
9. The method as claimed in claim 8 wherein said
character set contains random number. 10. The method
as claimed in claims 1, 2, 8 and 9, wherein generating
said first tabular data comprises: - generating a
predetermined number of random numbers for the
character set, each digit of said random numbers not
being more than the length of the password, - for each
character set, picking the characters of the password
which have the face value equal to the digits of the
character set, 



- forming pairs of numeric equivalents of said picked
characters of the password, said equivalents being
fetched from said personality table, - summing the
product of said pairs. 11. The method as claimed in
claim 1, wherein said server fetches the corresponding
first tabular data when a user logs in for transaction
and swipes the chip based card, sending his user name
to the server. 12. The method as claimed in claim 1,
wherein said second tabular data comprises a critical
mass character set (CMCS). 13. The method as claimed
in claim 12, wherein generation of CMCS comprises: -
randomly generating numbers having values between 1
and the total entries in the first tabular data, -
fetching first bunch of character sets from said first
tabular data corresponding to the serial number equal
to said random numbers,- for each of the character
sets in said first bunch, linearly searching and
fetching a second character set from said first
tabular data, which has the digit not present in the
character set of the first bunch, said search being
done on character sets starting from the character set
in the first bunch, and - forming pairs of such
character set. 14. The method as claimed in claims 1,
2, 12 and 13, wherein initiating a communication
session comprises: - fetching the sum of products
corresponding to each of the character sets in the
CMCS, - fetching the corresponding sum of products
from the first tabular data, 



- identifying the least significant digit (LSD) for
each of the sum of products of each CMCS, - fetching
the style of multiplication from the mood table, the
mood table comprising the style of multiplication
depending on scenario of the least significant digits,
and - multiplying the sum of products according to the
style fetched from the mood table. 15. The method as
claimed in claim 14, wherein the mood table comprises:
scenario in the mood table, said scenarios selected
from one of - the LSD of first SOP even and second SOP
odd, - the LSD of first SOP even and second SOP even,
- the LSD of first SOP odd and second SOP odd, and -
the LSD of first SOP odd and second SOP even. -
product style.16. The method as claimed in claim 15,
wherein said product style comprises rotating the
second SOP from the position accordingly as defined in
the mood table. 17. The method as claimed in claims 1,
14 and 16, wherein two said products form a spectrum,
one product of said spectrum being used for dividing
the plain text and one product being used for deciding
the key for encryption. 18. The method as claimed in
claim 1, wherein the memory at the server is divided
into a predetermined number of blocks, each block
having one column and a configurable number of rows.
19. The method as claimed in claim 17, wherein the
digits of said first product determines the total
bytes of data to be stored in each row of each block. 



20. The method as claimed in claim 19 wherein said
data is stored block wise in a row, subsequent data
being stored cyclically block wise in the next row.
21. The method as claimed in claim 20, wherein data
from all the rows of each block are concatenated block
wise and encrypted by one key. 22. The method as
claimed in claim 21, wherein the encrypted and
concatenated complete CMCS is sent to the user at the
client machine. 23. The method as claimed in claim 1,
wherein generating a second spectrum by the user
comprises steps as explained in previous claims. 24.
The method as claimed in claims 1 and 2, wherein said
encrypting the text comprises:dividing said key-chain
into subkeys of the size of the length of the
password, - breaking the plain text into blocks as
explained in claims 20, - concatenating and encrypting
the text of all the rows of each block using the
corresponding key, - concatenating the encrypted text
and breaking again as explained in a loop for as many
times as the number of CMCS, 25. The method as claimed
in claims 1 and 24, wherein said decryption by server
comprises reverse encryption. 26. A system for secure
authentication and data exchange in client server
architecture, said system comprising: - a chip based
card allotted to the user, - means at the client end
for registering the user and setting the password, 



- encrypting means in said chip based card for
encrypting the password, - means at the server end for
processing the password and storing the password in
the form of tabular data, - a logging in machine for
the user to log in and send username to the server
end, said server comprising means to generate a first
set of numbers for use in decryption, said client and
card comprising means to generate a second set of
numbers for use in encryption, - said card and server
comprising means to encrypt and decrypt data,data
transmitting means for transmitting encrypted text
between the client and the server, and - means at the
server to verify the plain text. 27. A computer
program product stored on a computer readable medium
for secure authentication and data exchange in client
server architecture, comprising computer readable
program code means configured for: - registering a
user and creating a first tabular data using the
user's password for authentication of the user, at a
server machine, - deleting the password in its
original form from the server, - said server
processing said first tabular data and generating a
second tabular data to be sent to the client machine
when said user logs in for a transaction at the client
machine, - said server initiating a communication
session with the user using said second tabular data
and generating a first set of numbers to be used for
decryption by the server, 



- encrypting and transferring said second tabular data
to said user at the client machine, - said client
machine generating a second set of numbers to be used
for encryption, using said second tabular data, said
client encrypting the plain text using said second set
of numbers, in a loop for a predetermined number of
iterations, said client transmitting the encrypted
data to the server, - said server performing a
decryption on the encrypted text using said first set
of numbers, said server authenticating the user in the
event correct plain text is generated, and- said
server completing the transaction. 28. A computer
program product as claimed in claim 10 further
comprising computer readable program code means
configured for configuring the system as claimed in
claim 26, to optimize the performance and achieved the
desired result. 


