NOVEL BETULI NI C ACI D DERI VATI VES FI ELD OF THE

| NVENTI ON The present invention relates to novel
whedodlorszse aci d derivatives of fornmula (1), exPCDiN200000013

useful activity in the inhibition of tunmor cancer

cells and in particular possessing inproved

phar macoki netics over betulinic acid. The present

the: novdrtied AnfinEeR feR eRio At RehGhadtr R ©
The dpaggeh CIRRNGEQRy atchiteltd:e! ates to

phar maceuti cal conpositions conprising the novel
beField of ¢thatndentdonvat i ves of forrmula (1) for

treatment of cancer. BACKGROUND OF THE | NVENTI ON The
cheni caihespieseyt inggnHparkeigngaie 2o1etbyd andxystim farpegure

ARSIl hoR: ichef Tl Pl LSRR bl
PPHAHELL il SY REPALR 50 AR dab] c OB ACption and data
bi eﬁdcﬁghgéﬁn phiopedel v &SagfBctage ant i cancer,

anti-inflammatory, antiviral, antiseptic,
arbadkgranind| of thednrevtidal , anti ni crobi al ,

St vi BEoRehEeE Magie damAnehi@oxs Granbht inthed

AVILi bet ul i.ni id b f . ti,cul arl vy
S e s R A
ofthMRAREBSH Kk Bdch Ahe 'E:Hdecto_':%lh_@ HtheC RS utiedd8 ’th?sﬁs as

[
1031-1037) .Earlier, "betulinic acid was consi dere

a wizkhne figlelipe cThistis }dwlyoké@naiged pattofete starideant
evidences indicate that it has a broad spectrum of
acquipmenggdishof thet Ber types of cancer cells ( 1Drugs,

2004, 4), 359-373)..Betulinic acid has been sel ected
by NC ,%%nguPWr“%g%‘%ﬁ%@&’ék%ett‘g fradiainsrognce there fno
( RAI. | N ci s, been
ORI B AR A s PR P, PRy o
| rhBapesdcuRy dhfrhdieuQalé RelidR BOH gf%cgﬁ status. Sone
experimental” reports indicate that betulinic acid
funct i dviselehs earfimol by nbdsanttbedticationpptdteayls thhecan be
phar macoki netics and tissue distribution of betulinic
acagilygxpliitest e backeradlleid is largely omeeousttofdhdist ai | ed
invgl%itt%gatio is.required to find out its kinetic .
b SRS B OB e B P bPagsiiord isgderedy, the pervady some
A LBRDH tha LYY 61“&%%5@&/0&3%&1%15 through the connecting

medium in some form. Hackers have been able to penetrate these
processes while they are being executed and in turn acquire the
password and hack into the user’s private data.

There is an intense effort, globally, to overcome these
shortcomings. Example: A few large companies (VISA, IBM, etc.) have
been working together for a while on a technology known as SET

(Secure Electronic Transaction). This technology adds a password to

1



t hough betulinic acid has | ower potency as conpared to
doxorubicin, but the fornmer seens to be selective for

W ov/073389 | s, since mninmal toxicity against nPCTEN2006/000013
cells was observed (Cancer Letters, 2002, 175, 17-25).
These findings_and favorable therapeutic index, even

at YaBS enlipe cheBbeatsyirrgsassien s sturehiivea faeluser’s private

o B PO o ThGLOR SRR Rphhed 85 putiie
i Cil : 4 - 3

(Reiaok Sracen il okt 400 (Ao A%lnhdbegfone

tr Hakapot @k tY2bhAKE tbRRE 18P ARG SSomERERAN G (ki)
recen??past has been di'rected tomgrds synthesiéggﬁd 9

s ceranyiptigngdiviregyauependniiteson o thenaighiovhdddl aaweselopper
of finding nore potent conpounds. A summary of the

r el a wWhmEesthiecogingeting snedia amsl aRui inferanaiieR)eto,
itagﬂghtng qutkoged hatﬂvariations of substituents

at APBETT FERS 13 Bsnst AlUssthsi et ul i ni ¢ acid nol ecul e

of formige bhhks Iiﬂ@sAIEl%ﬁEaﬁ & praty eﬁgaém—%%l?@ habd also

research efforts to obtain potent compounds, VI Z,

UScdin@4it 8dith ckélibeadds, tRaBhakiSin 36HeHRAUSIH ORI RARS the
WD 98/51293; WD 98/51294; WO 02/16395; WO 02/ 091858;

US 370 v dizdke oS8/ 0 58694 6a1ds6 The 3edi®loRecdtitdugh pretty
i soxazol e derivatives, of betulinic acid have been

r ISR deduley f SPsxiAE hatlweate deise kganiane grerhagrd

a TAHRE M P Rhe pdRERy s et PrE e ket
a dRFEErHY TR eiRfy REIWLER Sha T YRR A6 blent Hafes

Pt '
vast ‘majority of then1foungrtg possegs ant 1t unor

acivherd ghe drase\vard relitertionvaat gilisbleeasons they are not
particularly good candi dates, clinically as well as do

not hawlS¥hd Hedsredat Catrh Argrnok iamelt Fer qpaypernte leeen @brking
Il the derivative f. betulinic acid disc
PP ABEr DR ation SHLARE edSLior DB Be, LA RO Rs haen
i i -403. 816 _and,.
g e A RGN A L,
i(ﬁ"b(%égiﬂc@lti%ﬁ% Qff e StrliYtdrB of dhé ORI CAIREE] s \Ff@ﬂcl) :cag :cd%@é trlaH§fer.

, 345 further discloses that conpound or mul a

(1Thg EM'E has hdsssmiandated gauehngsr bhalld dietxanagiaked
models. (I11) A need therefore, exists for new
betuils i emarl earddnfrasirivaye byhiherenat ef 20816 watlywideehlis

Bﬁtggﬁlgg%ﬁ ic.;:wlllllleﬂegr %(B)Z]?{E?Ié@e?‘ an rs%sgﬁax’/vigg o ca?l? tacelg all their
magstripe cards and convert them to smart cards. What EMV is also
providing is a provision in which each of the members banks can use
any card authentication mechanism they choose. They have also not
ruled out the option of third party card authentication providers (in
forms of MSS, Managed Secure Services) to outsource the card security
to these companies who will authenticate and authorize all cards and

transactions on behalf of the bank. This has suddenly opened a
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In our efforts to find, nolecules which are not only
potent therapeutically but also acceptable clinically,
wowotkavs3d ound that substitutions at G2 and CPGI/IN2006/000013
positions of the betulinic acid of forrmula (I1) with a
heterocycle fused to the said positions, inparts the
desomgdetelyanewtaparkati whichnessd wdviels hasito basatered ta he
present..inyention. OBJECTS OF THE PRESENT | NVENTI ON An
obfBBedi#teie present invention is to provide novel
bet ul i n ' [ ' tid . .
acti vi { o eRsseunes i Cnccgie (bl A AiRial segvices

t oty & u @il laPeidH it dthen @t debigfity/ &tik V@Sall WBhEindivhere
not only potent therapeutically but "al so possess

i nEToYecthqubss arat ekiviessireed t¥die motidled. obj ect of the
present_invention is to_provide processes for
pr epar at9cHFitBis aéRasPased phaviet andiibisdae bpsic ipgyirement

o BHARRIRBERend® ebATRBRERGH whibiEhbl St el B B¢l 0

def d [ : .eat r THE.
AR a2 R oADK BRI B s
t hesqrs @sai tdoly 8Rdidilse _E\Buﬁdﬁﬂtl? bvich e BsBeWsth@8so19f
betulinic acid derivatives could be obtained by

s ubveilable Bbnndéntihever thealnd@r@tpbihviighseotritemalket is
acid of formula (I11), with a heterocycle fused to_the
salViiEpErRd dhEs MPRe BE eSS Saniiellefbygiounst iré mpgr players or

and C- 0si tions the petulinic acid of formnul
Ry B s e PR e s aates HanSiRtobe

a - | .

SrsFf BRSSO R M B LIIE BRI BELBIEYEL marke
Wharedh paadtidel thets efitHodinyCaseintad btk dtionsThese
derivatives are novel and hitherto not reported.
AnpngstA opéingd selnten theft maches Snpseowdsy obqhioemenss, is
(:f)@, its pharmaceutically acceptable salts, solvates

t F&sY tpd ?%xenbawr?sﬁfpﬁ%?dweos@ el nidie gHétig gginciples of

wher ej |'S = or .CH (CH3) 2; R2 together

Wi tflﬁ %)t”ﬁ;éﬁydj lz}\%:%elﬁ}(t)tqgege?%%@\felﬁgé’ L?f)’ forms a carboxylic

A BjedLbP Y bl Geatifvastién OF am de or substituted

am de; R3 or R4 are hydrogen or aryl with the proviso

t hat bdt i3 zar ebjpot ofi thd guessaritl yniiyd to gesrcomeatie/abare
drawbacks of the prior art and provide method and system for secure
authentication and data exchange in client server architecture.

It is another object of the instant invention to provide for a robust

mechanism for authentication and data exchange in client server
architecture.

It is a further object of the present invention to provide increased

security mechanism using a short length key.



R3 and R4 are conbined together to forman aryl ring

optionally substituted with a group X, wherein X is
wa@edoenrsa f rom hal ogen, al kyl, cyano, nitro, aP&DKY2006/000013

ami no or substituted amne; Yis Nor O and R is

zero when Y is O and R is hydrogen, alkyl or aryl

al kyl whényst anpthenabjestcoladrarresent ipﬁﬁmﬁi@mﬁ@pr@ﬁseéof

o pEERRREARHBR TR ist o6 &Y Py BT o<sr i akeotsly.
oL on e P opa P B B AP g e
coa&sfrﬁgl\t@ rh%%%éﬁ&%' RS of formula (111). A

conparison of anti cancer activity of conpound 5
Wi t h t Hais pét dretthibi olbjectadfi the (héthnairdr elichOd&aRget(the | )
is given in Table-1 . Table 1: A conparison of [CsO
v al@EENEM NHYeerQf coptmrsIGationydesficeset ul i ni ¢ aci d

e e A o
found & e%ﬁg?g'rﬁ wiblh QU Fi SRR é’osg.u perior

phar macoki neti ¢ properties over betuiinic acid (11)
anBriep MRataAption of (HeoA c@mMn}AR8DrRR s | ), whi ch
woul d be evident fromthe conparision in Table-2 Table
2: Congégise billestrakanseekn et ihe iRsope inveargiaf.

Compou 5 wth that betuiinic acid (l11), and

MJ- 109 -lﬁsr%? iiystaigs 8 meth f%ﬁ&ﬁ%{é%&pﬁéflﬁecpresem

par .ers indicate that betuiinic acid anal ogue
Nﬁir%ggégfll I'1) and Conpound 5 provide better systemc

exposume,; - al.L o ' by icati
T

signd tikeaaidhynget inadlichh eeBfee Wit tdceeRO IS PASIEL MPAERYing a
to betulinic acid. Representative salts of the

c otAss endscreting arfirshtabuay datauddngy tie aser npassivardt fed

to the follow ng: acetate, ascorbate, nzoat.e, .
eGSR A s BT Plachbne ARG ING password  in
S ' ; te; ctate, . f rate luconat.e
SECARBE AR ARSI LSRR LTRSS eanaty,

S ahbalar Hdth! Qﬁd%ﬂ_ekétin sedond Bk dalatwhehdhid8Ser logs in
salts of am no "acids such as lysine or arginine;
gUdanbdiaresacdonan awiiens thehind) et samenirithatagtas or

al um nium salts. Pharnmaceutical conpositions
c sippRInginaentidresessippowibisthefused paingasaid pecond tadullasdata and

o eliad 200 L DE sl et er Lo DG B, ot o sa

Pl GHLRL o1id 1 PORLIRESH ERL nBANRRSLA SAAE %L OME
spectrum using said second tabular data, said client encrypting the plain
text using said second spectrum in a loop for a predetermined number
of iterations, said client transmitting the encrypted data to the server,
said server performing a decryption on the encrypted text using said

first spectrum, said server authenticating the user in the event correct

plain text is generated, and said server completing the transaction.
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humans, manmmal s or others suffering from cancer or

ot her tunors. The representative conpounds that are
wepwenpsdsed under fornula (1) are summari zed PEII/IN2006/000013

Tabl e-3. Tabl e-3: The representative conpounds

enconpassed under fornula (1) Table 3Method and System

for Seditdheithe HvesdionoproxideDa spstencitangeutenuwdhentication

Server, Archi.tecture Field of the Inventiqgn: The .

or L eta DS IBLPBRER vEb i HiSE RBS Saig STyPRAPMBIising

Se : : o C Loy

SESUA SR S0, SRR SRR e B Slktprng e

fiebedt 0fd sitghpahe gatayeQUTamRERihO T and iHa3hal XPHER card

in client server architecture.” Background of the

i e renicoyp ting oy peswandnd seteermathinddonprodessiag the

mobility in the industry's connectivity. They want

c oRssrdagithelering thy Ressverd an the faym kéiabular dptsoRr

from one. place.to,t othey.. One solutipn to this is

w PRSP nipEfin o Fhe S5PELiogan AEbson R 2ok © bf

¢ . : . P . T

o VL S e o Sty blcBhe o gblfraten Sl okctfiftly la

phyling ahdredd wom pidiag médren bgtet-apROHd spectrum, said

effortlessly. Accordingly a robust security

i rfeard sndusruerecompdisirtgnisens ho pharygpt data elags sransmitting

technol pgy uses, aut henti cation protocols that can be

e dBFRYS gax)ér@il%néaﬂag eREBKRIEd textbaiwegn) the glppt apd the server,

account of eir architecture, wherein, either the
paagns&\/Jv%fe&%)l|Ss“?t gt‘%?eeréf t EO Yﬁré%ysé}e\/}%llan? ﬁexgoms formor the
otphetairid D@gmﬁ)ﬁﬁ&wr d travel s through the connecting
mediumin some form Hackers have been able to
penet r dite inbiese ipvadessds dhhhwid Begryptienbekedginism, i.e. it
executed and in turn acquire the password and hack
i hanghre thewieyshpinfoapeatipat is. errhgptedifor anch fraasaasion.
h
efégrrrter’lt gll“lgr?f%ltilo}{l’teél?ncﬁ\ég{e%%vngﬂ(t W?t%eonly on one dimension i.e.
the only axis within the complete encryption process is the encryption
key that is encrypting the information. However the present information
divides the complete information into blocks of various sizes, known as
proximities, and then uses different keys on each of those blocks.
Accordingly, for decryption one would need knowledge of the key used
as well as the proximity in which the key was used. The keys and
proximity would be different for each session.
Figure 1 describes the system for the instant invention. The instant
invention can be carried out for the security of the transactions including

bank ATMs transactions, transactions through mobile any such

transactions through a digital device involving client server architecture.



shortcom ngs. Exanple: A few | arge conpanies (VI SA,

IBM etc.) have been working together for a while on a
WO e@hond3eyy known as SET (Secure El ectronic  PCT/IN2006/000013

Transaction). This technol ogy adds a password toyour

online credit card transaction and secures it via the

user's pi¢ waglegatey. chipbapedbpmant ¢tradd18) andishiasistared in it

 EbblRbe R oRRLERST e Y Bl SRS e o
| o{% t1Q gﬁe&&&ﬁs LRIV daf WA 2 -dggﬂat L 5B Se
usi ng wea encp ptl on gl ving §n open 1 nV|a%a I on nt10

t heIViehgib@OhoDEk ediyasad gpPeie 3eaReoMRPbE BRe tRESIM,

connecting nedia and acquire information) to acquire

t herni¢ncomtairss thearev usenédtam nGorber biorks withkéheAstbier can
Express and ABN- AMRO have al so cone out with credit
caPyEmegys. FiRme sl dmphasrredilt haye tormeister fer a paswyvseid & be
privaie keys, a.k.a. snart.cards. The technol ogy, ..

b et En B Gord B AR me e PR Ardastion. So
deifeCisel RPN S0 & & TREL: SAEH Ieﬁ@gﬁfnstrﬁm&a{ &RRhidR Places

bul Ky pi ece of* equl pnent an venient to carry.

Thisag padiglesrey tiering adiliort@esd deedtdr. dald didnt ass@sséd! e
in places where the smart card reader is not

aviaitérabt withva SaveTheadbiee (50) Garalighgamye knamth Eeivomdyng
have been rking on a specjfication set called the
ENpedgmAA ﬂg‘et hig ba C%{%’%@Waﬂﬁ ARt teancaypt the

e e S R R s
wethle I@%w@@kﬁla%t @@aﬁé.eﬂ‘he_ G eE¥s Hasinghs %Aggmﬂt@ hd the

transfer of magneti c strip based car to smar

c gpabsivofrtiasid stotaliten bymbbigfienebred, ARG waiskdwo Qurtdéi s
mandates all their 33,000 nenber banks worl dw de to
carcryppidnal | their magstripe cards and convert them

to smart, cards. Wat EMV is also providing is_a
provi S TBHIATHN FEH HicRRaseSY, Resrertrlel HaRRSeE 4n Dase

a ntication mechanismthey .chogse. They.
nave S WP B8 b o ReAB R Th P R AR v bl
auhheRdutateqbelled b d@iRelichté QL ARl MBI sOBReRH:
Secure Services) to outsource the card securit
transmissions.
An embodiment of this invention can be used for m-commerce.
The instant invention would be explained with the help of this
embodiment though it can be applicable in any of the digital and
embedded technology using client server architecture.
A user goes for a new mobile connection and gets a SIM card (61).
According to the instant invention, the SIM card being a chip based card
would contain, in addition to the new connection, the following:

i a Universal Identification Number (UID),

ii. a Personality table,



to these conpanies who will authenticate and authorize
all cards and transactions on behalf of the bank. This
whawedtriaenl y opened aconpl etely new nmarket, weCT/IN20e@@®0013

whi ch has to be catered to i nmedi ately. These exanpl es
are specific to the banking and financial services

i ndudifry, abatrrentiyioge tablgui renment s of security exi st

in all domai ns_wh e.rem)q{e access and services need

to bé“progﬁaéHKeggﬁH??¢§“ s a fast paced market and it

is the basj:e bt nt behi nd i nterchange of
lye .ﬁhﬁal\r/\ﬂfe;&%nﬁlgf

i nfornation, d any value to the communicating
entiti asIDAs heinighe hoophal gantdderesihBiVedaky, It identifies the
mal i ci ous users using tools avail abl e abundantly over

t hesarsarsernginegctwniry ofvaigiabhd mmkadant |y over the
Internet. Although security market is W despread, it

i s mor £essonality Tablerisp ieferppcaablndvbich igapeignpd 49 epch
or_technol o oviders. t of the other .conpapnies
oS DB PBRRsRLRY G Sessioblearonverary B STREE et a

t eghnelegl ' [ nd-packageq t|

W e ST A A BB a1 /B

s adhetdharadteeperiad ¢hes i$ hebs ebstrivedl thetite ArRat&l vhlsie
easy to inplenment and cost-effective to execute - the

guihdiudd bera nei plrepeaing hendmrgarferablyagomo?9 beddil. An
delivered yet. (bjects of the present invention It is
arPeppReof sme srehpersemlity g ehevaring baRledr cone t he
above awbacks of t rior art .and provide nethod ..
oo oy S BRRGIReRary dfaa Bt e B At i Brenaiy
| ol the MiceBROUAIofA FAbRATI Y Rpehlink i3I IPhe RRELSH 099
the instant 1 nvention to p ovfpge ? r a robust
magdead)iTaikih g onathbentécat b betelirtdl @ aB¥GHaBYEhd Muct that
client server architecture. It is a further object of

t Hbepresbents 7wl lonwi ithip tlow iideiginedrdasechregec wihiitly, in
mechani sm ysi hg a short length key. It i% yet an%t her
o8 OGH PG’ %thé PREER 8 Fopdplgkeipbiewould be 186 bytes
a%q ihcati on for the client as well as the server

Si rru?llt?%fcne‘ousl y.
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It is still another object of the present invention to
provide a strict user rights managenent. It is yet
wa@r@blogs33obj ect of the instant invention to taPQERIN26E000013
maxi mum nunber of conmuni cation devices. It is yet
anot her object of the present invention to inplenent a
set@Ple lnechani smwith the nini mal cost. Brief
Description of the.Acconpanyi ng, Drawi ngs. Figure 1
1 st raraend moad i ASRREHE o flor dRPe A oBRYRGH oRrgRle!
2 tldodsiabfd. ¢PsiITBE BRGIahA GRELYINg out the present
i nvention. The Insta I'nvention provides a nethod for
secure authentication and data exchange, in client
server architecture,__conprising registering a user and
creating a first t&tmtagio data usi Rgotihet Sises ' s
password for authentication of the user _at a server
machi ne, del eting $he password in—ts original form
fromsaid server, gaid server progessing said first
tabul ar data and generating a second tabul ar data when
said user logs in fbr a transactiorat a client
machi ne, said servgr initiating a_conmmunication
session with the user using said second tabular data
and generating a first spectrum transferring said
second tabular data to said user at the client
meEMla@, said client machine generating a second

spectr using sai.d second tahul. data, ,said client
encry p;t?n ?ﬁfsst lﬁ%" YO LQUFNS feR %é”g gpgs uged iyerpyet @ﬁm

[ Ql . ] r iterat-ons.

oo el o R B AL B A Sl eV, TRt Length
saEvRbdifedid server performng a decryption on the
encrypted text using said first spectrum said server
aulhediVcatd ebip peograeimed witk thy ebbve oy albstteptatagistered
text is generated, and said server conpleting the

t regesabhe ssumg endority heil] ave inglodepn gﬁe deisl an dgidiadm

for SEgurZ aut.he tL&gtiyn and data exchange in client
s RFEP AP SRYPREY N €594 d system conprising a chip

based qatec ko ola2: hisHBEd of Y ditite S NASCH R

regi stering
decide how his data is to be encrypted for a session. The password

setting can be done at any of the ATMs or any such outlet established by
the registering authority. |

In one embodiment, only capital letters, small case letters,
numbers and the period () should constitute the password (A —Z, a —
z, 1 — 0, or period). The period character is, generally, the most
conveniently type able character in cell phones.

The password set by the user is encrypted using the initial

spectrum and then sent to the server. The registration stage is the only



user and setting the password, encrypting neans in

said chip based card for encrypting the password, a
wa@erosers3aachi ne for processing the password anPCHEIN20061@®0013

the password in the formof tabular data, a logging in

machine for the user to log in and send usernane to

t hemedheqrassward VslélrtW@Veldbrm,tgls Hrgnefwennk inargemayatesl state

first .s idclient and card conpriSi ng, means

t od?féﬂ‘sﬁ Byhs Toiskd ARCSHRRY PiFsF s dhe s b gEissarued.

conpri a t a

TBANS SC')H% {f%n(gﬁl ﬁz&%%o@%l yl(é?élgEs tﬂ% 535\5 Hlenfoil]ﬁ) gg steps

clientarabd oiulpe server, and neans at the server to

verify the plain text. Detailed Description The

| nst aptThenwentd anréspoadiys SituationcT ylplel io gererttadi sm

i.e. it cha@ges the way the information is encrypted

for éhdhan ga@@ﬁiérmble@raléiﬁmbhwlwﬁdérpmetbnmo@@|bé§1<

work wi t onI e dinmensio e. the onl

W thi et Bt EREHC AN fetsatiafe b tibe is also
encryp ¥ S encrypting the information.
Howevefrsl,c (eilﬁg\rtgége{v%lnf ormati on divides the conplete

i nfor met il onsthiée® dFltRE kSePE pUW OB afd ABRINABOWbAThe
prOX|n1t|es and then uses dlfferent keys on each of

t hreseed owosoryA®3or di ngly, for decryption one woul d

need know edge_of the key used as well as the
pr oxi mii{uatipnilable isenk &y thdsaider nitiRbngdPs aghlgentication

pr.oxi m ty., Wo ach .sessi.o

s Hod e PR e TSR SR DR e e
i nstant invention can be carried out for the security
of the transactions includi ng bank ATMstransacti ons,
trseRRaclh@Ber t hrough amkhéter 8ay such ti SueRCHI @GS ucts
tlhrough a digital degvice involving clie¢nt server
drchitecture. The user gets a chip base (so®sY card
(

f

t

10)’ whi-ch—has Sjtnrjarl A—t—Vvari-ous p

A0~ Nl B 1 B M -

or encryption. The|chip based card may be of any of
he digital applications including bank smart cards
anthbdeBi | e SIM cards (20). The chip card for the
nobi |l e woul d be |ike the SINl whi ch contains the new
connectitgatignradie 8PHSW tithreeolapmsy serial number, character

set and sum of products (SOP).

Serial number will contain the serial number of the

corresponding row containing the character set and the SOP.

Character Set contains a predetermined number of randomly
generated numbers. In one embodiment, each number will have 10
digits. The value of each digit of the character set should not be more
than the length of the password. For e.g. if the password is of 5

characters, the character set should have numbers containing digits from



paraneters. However, the user will have to register

for a password to be used for encryption and
wa@eaoherissrat i ng the user for any transacti on. BOI/IN2606/000013

user would go to a client machine (30) installed at

conveni ent_ places_or as per the registering

al-Rerily| Beweayesi téﬁiedﬁprerﬂ@gélny g ParseRIde she mase gegure the

with a server. machine (50) through any .known

et mERT Ao PR F6 B et chpl ulriE Bt Ona shamsty set

init t ot US| . d .

| nvent ion g it RSP S Bl Nbrl PRI Pharacter from

nefheqidsk wordeapicked B RE ¥8frefifdndBERm 140 i9Bitkpd (R the

the password and store it in a noditied form whichis

uspetsboalifyuableer encryption. Initializing with the

process, a user_would first need to be registered (60)

with t Ber<€agJer 25 116830 beona pf Hee @hq;éﬁteg fets contained in the

Cr§1EPQJ34%k§hat woul d be needed to authenticate and

enéryﬁ{rbai Subsequent transm ssions. An enbodi nent of

this i j : o | :
nvent F o e B el e T e Fraiy P g Atide
e nibdedp aszmtoridhiotg ndity i d@al dbarapelsi aaablodki wp ay cofredgtanding
di gital and enbedded technol ogy using client server
aremivessionie thapasemadibe talflerwea widvwhtein the foblomsdogiasn

and gets a ?Iglcard (61). According to the instant

i MONYS §htalled- Si M card being a chip based card woul d
contain, in addition to the new connection, the
followng: i . a Universal Identification Nunber
(Wridpacidr- af Persgnal ity t@blegiii.; a G4rrent Moqd
table, iv. user's Key Chain, and v. initial spectrum

UTdiso@ uni gue runbery graptedsto gach Bl M card. dt ¢
identifies the user's usernane, country of oriain_and

babdnvdreiosonEdl t yl0Pabl7e i so4 refer e3ice 1HDI el41whiloh i $08
assigned to each
Table 4

The characters of the password having position corresponding to
each of the digit of the character set are picked. For e.g. the first digit of
the character set is 2, so the character corresponding to position 2 is ‘m’.
Similarly, the next digit is 5, so the character corresponding to position 5
from table 4 is "v’.

Therefore, for the character set 2537116890 the order of considered
characters would be “m, v, L,n, I, L i, ., L T”.

Now for each of the considered characters, its conversion is picked
from the personality table. The conversions are shown here in table 4 for
this example. Pairs are made and they are multiplied and the products
are then summed up. |

10



user. The personality table resenbles a conversion

tabl e which has a nuneric representation of all
weba@sarders fromA Z, a z, 1 0, and the char acP€r/IN2006/000013

period (.). It is to be observed that the all ocated

val ue shoul d be a non - repeating nunber preferabl

from 79l canversignsdQntha abere-ennsidered deradam WPled be

sh idy Table 1 t §S n negessary, t e user
vvi?qwha@e a%ni qui pei@onglitoilty_%gut Jli'%;]e Ihﬁbel ﬁ‘ﬁgod of a
per sonaThiwmag hig, 4 i T

users. qﬁaki I#S gﬁb%ﬁgrﬂg& e Ifytu\gé Elgex?%bﬁ %&Pgﬁ? f%ggé%nn%p
giwenldbe fact that the nunbers 79 to 141 lie within

t he unsigned short range, which, in turn, occupies 2
bytes of nenory; the conplete table would be 186 bytes

i . : 94 y 113 J9
'18@@%'& ﬁ@*ljﬂg()s ﬁl/(lgé*]ﬂ%ﬁ? +zli§11’%3ég Ze(éélzﬁ%g) ano’ C 137 |

M 5 ' 1 honey 141 JD 88 N 138 | |
x(§§éé7|+xg7%§)§3@9%@$ f]é]lf%@l%%lélg%)v 114 ' i 81 112 3
11)867F 99 130 © z 131 ) 82 95 4 86 i G109 iQ98 ! a
128 k 100 j u 107 5 103 i j H 116 JR132 : b 90 1 80 '

vV 84 6®749867 i4 e SOB fh2Ghe chak@bermsel 083%916890.7 120 J
124 | T.108 ! d 117 i n 111 96 8 92 ; Table 1 Current
nood | Siilgyhyasheasaetat petyis clamilated fehalidhenhesegtqyisetsosf the

nos?tduatt%kﬁl t%blel.t shall be explained | ater.

This concludes the registration session of a user. The
password sent by the user is then deleted from the server.

Once the registration is done, the user is ready for any
secured transaction session through the instant invention. The
method for a secured transaction without any password to
authenticate the user is explained now.

The user’s password has been deleted from the server.
However the server has the situation table.

The user initiates the authentication process by sending a login
request to the server. In one embodiment, the login request may be
initiated by the server. The user’s username i.e. the UID is sent to the
server along with the request and a header which contains the
information that whether the request is for a fresh registration or a

transaction request. The server fetches the corresponding situation table

for the user.

11



Scenario Product Style 00 (r) 01 3 10 11 Table 2
User's key chain contains ten 8-bit keys used to
wer@weppid3al | subsequent information between thRCTIN2061/000013
and the server. The bit length is nodifiable. The SIM
card chip programed with the above is allotted to
regi st eFeeIseryer therheandomlyngenaratessix pumbers hpypeen 1 and n
initial spectrum

oL iR Ui Bp e ot epbRe st the SRrebingrabl e s peal
(62dmpMi BHe Wuhllbé}%cf!e%%‘i&?ﬁ{ ﬁ'lessigf’attf?)é{ t%b;etoi tk%nﬁ%u%ble. The
e Se g ¢ e

S
encr ypt ed for a session. passwor orn

dogrvat walltheh féthk thd bha@kted RitsShi6ih QleldiflatRE @bld whede
by the registering authority. In one enbodi nent, only

c agirtad Inuneberrmrespualds todbe rded ool genemiet sixandnbbss.
period (.) should constitute the password (AZ a z, 1
0, A6FOTsERE A Ve WHE haue sbdcherartat sels feished drrindhe pituatien
m)ts% conveniently type able character in cell phones.
Thé g:)eassvvord set by the user is encrypted using the

i ni ti alpspget (Ae&ad v@ﬁﬁg thé %o%ﬂnﬁ{éﬁ Iﬁee(ﬁ’c?%hié—lm%e?ﬁ are

registration stage is t onlFyti me the passwor

t r goiel tofeougil fohadrep i | thedbraiicionRifds Cratieal Mass
deci ded by the initial spectrum present on the card
wHehatact¢rsS¢td§EIMES) (ht)e t he desired password reaches
t he ser the follow ng steps are carried out: 1)

er | A b
The us&MES RS MiChatasterpats srhithprempinege sensiderall

2) . The .nex od table is randomy selected fromthe
rm%ﬁlrg%%cﬁgsé tgl%?ee}’?tqwtobgt he client. A copy of the

associ atfds dRegbARY ENESaL 8Qplained with the following example.
Let us consider the following character sets.
2537116890 <« The Number “4” is not a part of this character set.
So we perform a linear search for a character set that has 4 in it

starting from the present character set.

1563884932 «— The Number “4” is a part of this character set.

Now we have all the digits in the combination of the two character
sets. This is the CMCS. So for the six character sets fetched from the
situation table, we will have twelve characters i.e. six pairs or six
CMCSs.

Once the CMCS are extracted, the server will initiate a
communication session with the client. The server will extract the SOPs

of the above twelve character sets. This is shown in Table 5.

Character Set SOP Wl
12




stored in the server. Al instances of the user's
password are elimnated fromthe server's nenory (63).

w@eaoaarizen Table is sent to the user for initiBCT/MPo0di®o013

aut henti cati on process. The structure of the Situation

Table is shown | n-Tabl e-3.—- Table_ 3 _Situation_-Table

consi sts of thrig®lddtdids, serial| 3¥@Aber, character

set and sum of ppr g€ SOP)~ Sari-al- -aurberw-{ |
i‘%‘l%ﬁ(g@ér of the éél%l

contain the ser ‘éspondi ng row
cont ai ni ng the [ch TSEL and (thggs0P. “Char acter
Set contains a %@%@ﬁ% ned nurrte%ag}ga random y
gener at ed nunbers47kgz@pe enbodi m@lggmeach nunmber| wi | |
have 10 digits.| The value of each digit of the
character set sIBMRBEIsHHR be nore |sham t he | ength pf
t he password. HRor_e.g. if_the password is of 5 |
characters, theg GRaALAA0Or set shodBd7have nunbers
cont ai ni ng di gift-s-frem--5-only.-However -t-he-nore
| engt hy the passefd?9@He nore sedlPe2the system| A
digit cannot b ted-nore—than-ty-ce—+n—one—
chgracter set. égﬁgg ngi git in é‘lmracter set,| the
correspondi ng df fromthe rd-1spictked
and its correspg%igg%ﬁ\?gl ue i s pi géé usi ng the
personal ity tablsas7spiege. 9. et 25379416890 be one| of
the character dets contained in the situation tab]e.
Suppose the user72810%ssi3red passwosdess "I mlovin. IT".
If we divide this..password_into._individual. characters
and | ook up the 38885@284ndi ng cond60&l on in the
personal ity table;—we—w-t—obtain-the-following-as
shown in table 4. Character | mLovi n. I T

~ - - - ~ - -

—Rablte - = -" =--  — ,

We will now use the Mood Table shown in table 2. The first CMCS
in the above table 5 is 2511748940 & 4473660051 whose respective SOPs
are 53596 & 44314. The server multiplies these SOPs together according
to the mood table. The mood provides the method by which the SOPs
would be multiplied.

The server refers to the Least Significant Digit (LSD) of the
individual SOPs. For 53596 the LSD is “6” and for 44314 the LSD is “4”,
In table 2, the first column denotes the scenario of the LSDs of the SOPs
corresponding to the CMCS. An “Even” LSD is denoted by a “0” and an
“Odd” LSD is denoted by a “1”. Hence if the LSDs of both the SOPs are
even then they are denoted by “00” and if they are both odd then they
are denoted by “11” in case any one is odd then they are denoted by a

“10” or “01” accordingly.

13



Table 4 The characters of the password having position
corresponding to each of the digit of the character

wa@ewcars3pi cked. For e.g. the first digit of tPEI/IN2006/000013

character set is 2, so the character corresponding to

position 2 is 'm. Simlarly, the next digit is 5, so

t h e c haFlag sesoncloral sapoatiihegnpodistesiotésines fodaet Bty eTle
q Therefore, for the ch racter agéﬂgiﬂe 116 90 t he
orE’é‘? ut SERdS e BuRRESTeRt BF B asera e they gre

Ly dulsl hed’toé?th-gl TINOW L0 c%?ﬁfﬁn {(OlﬁQIE\SCaOIQ§I:){l%%E' Stiowed by

charac ers S conversion i1s

pes $ORAdt o batkhveardTRowOTHE r1§irﬁB§r ﬁfge%}ﬁg\ﬂ@ﬁﬁ&éﬁ&
table 4 for this exanple. Pairs are de and they are

muposifibined thadeft bé thpy bEDctla casetlidrens aummabapmentioned
conversions for the above-consi dered characters woul d

bethematrgasfoomation rd the egcogyd SQT is dritintst ]&E\ﬂiﬁéﬁﬂﬁdseu The

B E R At T qu?fgl fﬁ% %lg%@%asd or
OlNpg é@%@l@&%ﬁ%@ﬁ ﬁw% 0201) + (11421) + ( )

4986 for the character set

253711@8&%rd§t%‘[y| Arhy pebafi@tdtele 566 LB iclcaHk AdvE ove
all the character sets of the situation table. This

cotved dagiss tohenerlefficdftthaseam 80P and dieraraisterthe QP
passvvord sent by the user is then deleted fromthe
seAFlocloNise stHaineegpEY fwtnek digitdone, the user is

ey e B OO R S gt

APRNODIL A St e gt aniar
delegpectifdl P drftb4 S&EMRHingly the scenario is 00. The product style
according to the scenario 00 in table 2 is “—”. This means that the new
second SOP would start from the present LSD i.e. 4. Rotating the SOP
clockwise once, we get 44431. Accordingly 53596 will be multiplied by
44431.

Other examples to clearly understand the procedure are shown in

Table 6.

Scenario Example Style  ‘New
SOPs Operands

“d0 i ,‘2345,.0. e 345355 00345

14



However the server has the situation table. The user
initiates the authentication process by sending a

WO o@b07338uest to the server. I n one enbodi menPCT/AN®S06/000013
| ogin request may be initiated by the server. The
user's usernane i.e. the UDis sent to_the server
along with the reques?m%t?zy%eé”dér whi elP38 0787 ns t he

informati o t hat whetfgp) 19859 equest | S4d601 « o3kg esh
regi stration or a transaction request. The server

fetches thE corresportiffy SV tuatTon t abPE7f 67178he

user. The SETVer Then Tandomy generates ST X TumbeT s
between 1 and n where n is the nunber of entries in

t heaisieteuati on table i.e. the last serial nunber. The
nunber of entries in the situation table is

conf i guilebdlsovelblgtamerdveperantds ardemultiplied tbpethehas detiee the
sets fromthe sjtuation table whose serial nunber

c opiasiisbnEy osgchipsodugsonhlie gdmachwm. si x nunbers.

oot R et B ool SRR R B L D
oA R gl KRS0 IR i RS

Ch@reqﬁyzpt @@tplg@[\/{é&}, (64). CMCS are a pair of
charact’er set's, which, conbined, consider all

char actlet’s take thelspandwoe drd TNVECEre(@51 AT48540 &f 4CRATHODS],
e@ ained with the fol i exa Let us consi der
t

S @@1&%@3&8%%3&? dices SN
"4 f i .. S
it Yoy Blge. Andl Bedes bRTlio il beras BE54er ™
Alisi E-ngefsﬁsg?;é%‘? 48£§ﬁ€§18ﬂh@g@ﬁ®rgo§ { Th%?%f&é}%o%d
p a .- Now we

St
The Nunber is a part of this character se

hayedalct (233e3288764 8ehbteshRe @RERinMidics @ tRé pldiftedbdand the
character sets. This is the CMCS. So for ?he Si X
clraraed ebtased pretluhied 477@R0PBedent athoserabienbaeof the

wi || have twe]ve characters i.e. six pairs or _six .
10 keys that will encrypt the corresponding proximity of the plaintext.

Observing generated Spectrum (2381323876, 1477002098) the
encryption/decryption would be brought about by the following steps:

1) The server will form 10 blocks in its memory (Each block should
preferably be a two dimensional array containing one column and
rows adjustable to the length of the information that needs to be

encrypted. Each field should accommodate 10 characters.)

2) The arrays will be populated according to the proximities decided

by the current spectrum...

First 2 bytes will be stored in Block 1 row 1;

Next 3 bytes will be stored in Block 2 row 1;
15



CMCSs. Once the CMCS are extracted, the server wll

initiate a communi cati on session with the client. The
w@eeosers3ge | | extract the SOPs of the above tweP@BIN2006/000013

character sets. This is shown in Table 5. Table 5 W

w Il now use the Mbod Table shown in table 2. The

first NS hyiesellliwsiered dpBlock 3i7gunk11748940 &

447366 S+ espect.y ~are, 53596 &44314. The

Wt ARr Gt 52 BEEMEIRT R T

server nu according to the

nood t abhe 3 Hiae HIosk 60N i 8fock Beofet;hod by which the
SOPs woul d be nultiplied. The server refers to the

Least Neyi2flydesrvillliegitared 8Bjoch® rotvel;i ndi vi dual SOPs.
For 535396 the LSD js "6" and for 44314 the LSD is "4".
In tabl xf,sr}ﬂ/l‘ﬁ@ lf”ilirl?ts@'é‘ilﬁﬁgloégﬁdf’@ ‘the scenario of
the LS % Zé%?é I iong.. ta the CMCS. An
"Even" %%%%%)?%enot ecf%gf;& ?Bgﬁggﬂg‘ afrz "Odd" LSD is

denot edN&Y 7abyték will Ydensed id Bldae 9lydlesi; of both the SOPs
are even then they are denoted by "00" and if they are

bot h od¥ext hdyiastiew! barséoré@roBldk B) o1} in case any one
is odd then they are denoted by a "10" or "O01"

accor diMglinglhelizselipnd col um of the nood denotes the
Product Style. The product style is the arrangenent of

the seqopdSOPybiet i of Beyeanesimul 1 kabbed t oget her

The second colu contains a nunber folfowed by a

f or war dNext 3lbaytdsweitlcheatarenhin Blvek Duoded; represents the
nunmeric_position to the left of the LSD. In case there
i s no AUmBELYHEsRYTIdREH ehEnBloelaAgP@rdmt i on of the
second \SOP.i,s . initiated . by the LSD itself. The SOP is
then r eg{%évyéngg{(éﬁsggeglz%gl]ﬁccérggk i se depending on

forvar dyat 3haekualiheatd 01 BRRRS byl y. Accordingly,
if the produft style says <-2, It nmeans that we nove

two di QNexs2tbgtdshelllbefstored iit Becsécond; SOP and t hen
rotate_the SOP anticlockw se starting fromthe new

di gi t. Neré3tytesoitestared tabloek 819w 22511748940
&44736(?\%%?%@%69%1'[[ be stored in Block 8 row 2;
Next 7 bytes will be stored in Block 9 row 2;

Next 6 bytes will be stored in Block 10 row 2;

3) This cycle will continue till the EOM (End of Message) is reached.
In case the number of characters left in the message is lesser than
the number of characters needed to be considered according to the
proximity, the remaining characters are stored in the designated

block regardless of the length.

4) The characters of each block are concatenated together and then

encrypted by the corresponding key.
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respective SOPs being 53596 &44314. The LSD of the two
SOPs is respectively 6 and 4. Accordingly the scenario

WO 20000753Fhe product style according to the scePer/IN20@000013

intable 2 is "-/'. This neans that the new second SOP
woul d start fromthe present LSDi.e. 4. Rotating the
SOP cl 3w sendheabove egempladbe praxioititsmgid/kessoe

w Ll .be multiplied by 44431. Qther exanples to clearly
un‘%}%?‘g?%ﬁaf‘?]ﬁwﬁ'r ocedure are shown in Table 6.

Scenari o Exanfl e Style New SOPs Operands Co 34522

| 2B4dRognbizbB [1@2@3%618 biReg3] 8 BdiRow 41388 encogrgyiey #
44691 |, 32456 *-2 44691 *42365 11 27877 ,43719 <- 27877

* 91734 Table 6 The above obtai ned operands are

nulpbl Rk et tPBEtAEeD) t ALY 8 1 ke RHAALCT ) is-lé‘/i’?ryl%ﬁééﬁy key #

products nmake a Spectrum The Spectrum'denot es
prbximties the plain text is divided into, as well as

the keys, which are going to_be used on the

orl@i e Ut B[R 71 BB {Rew il A8 [Resr 4] bt escnated lorfey # 7

1 t Y/ 473660051,

2304380 sy RIS AU O I R b g # 7

S 3596 4 d 43y

p??gu[ﬂb ? jgecorr[el&é?g%51356@&%2%3?%08?2gsggg%ggéggﬂykey *0

* JB8FRow WATBOIR093) + BT hRoD i3] $B6qdBvai 4led) preadupted by key # 0
2381323876)_ denot th it f th | ai nt ext

A ARG B CUHATISR: &1 hBd product((EawrBoz0ssyiaeHs ey # 2

t ' t, | | 1

OB P IRBHTH Bk 2 BOTRAB SRR OBty ) s TRy 105 # 0

0gBOI[Rb& | SIEL [Row [ 288 1R#3 37 @,BQ][ﬁZzZJQQZ.QPz@)en&@Eted b% key # 9
encryption/ decryption woul d be brought about "by the
f (BIBRery 13 tH41§: [Row 2] +B10 [Row 3] +B10 [Row 4]...) is encrypted by

key # 8
‘+’ stands for concatenation.

5) The individual cipher texts are then divided into their various
proximities and stored back in same rows they were initially

concatenated from.

6) Finally the complete cipher texts are concatenated to form a single

stream of cipher text. In other words...

B1[Row 1] + B2 [Row 1] + B3 [Row 1] + ... + B10[Row 1] + B1[Row 2]
+ B2 [Row 2] +... + B10[Row 4]

7) In one embodiment, the cipher text is encrypted 2 more times (in
our examples we are generating 3 spectrums hence the plain text

will undergo 3 passes from the engine to render the final cipher).
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1) The server will form 10 blocks in its nmenory (Each

bl ock shoul d preferably be a two di nensi onal array
w@ewbariBng one col umm and rows adj ust abl e t o PEEIN2006/000013

l ength of the information that needs to be encrypted.

Each field shoul d accomopdate 10 characterslchd$1 The

ar r ays MET thseabpymutherconcaiepstad aid esctyinted ip isélst to

Seeh a8 T BB e eyttt

st&n tllvgl <R&%N§asr£”‘5%u§ﬁ5h”8 bytes will be stored in

Bl oc te will be stored in Block row
1 I\IGXtTlﬁe Eydrtgevditrbs ﬂfé SreedM @S Bhaekiduldewite spxtum
2 bytes will be stored in Block 6 row 1; Next 3 bytes
wi inl thessastowey dsmbBiveck 7 row V1 Next 8 bytes will be
stored in Block 8 row 1; Next bytes will|l be stored

| n BI odROY thg\iiser Smﬁwélﬁy‘ﬁﬁé?,ﬂ%aﬂm%eﬂ%@ BHeEmRHoBWeRld

Vin next 2 byt
st SR BeR Y GhesRunt a6 STt i Feathigran
I Bl RCHexak@W 2, Next 8 bytes will be stored in Block
3 row 2; Next 1 byte will be stored in Block 4 row 2;
Next 3 Tt ®bitvitdyls dve tgltat Bdni thBkOE khdin/Bvred inNBX%tusér’s
bytes will be stored in Block 6 row 2; Next 3 bytes
widardbe st or ed |n Bl ock 7 row2 Next 8 bytes will be

stored ip Bl oc h@\ﬁ/ t 7 bytes will be stored
i n Bl ock3FHBRt ?ﬁ‘tt 0, & %és%ell be stored in Bl ock
10 row 2; 3) This cycle vv|II continue till the EOM

............ se the nunmber of

characters | fd IG tEe @ss[ﬁag %t:j:%sds’erst hT
rrtrr1r1r1111

0 1 2 3 4 5 6 7 8 9

CMCS: 2511748940 | 4473660051 | 2283950284 | 5147663490
SOPs: 53596 44314 46397 43813
Proximity Keys
Spectrum:
2381323876 1477002098

According to the method described above, first 2 bytes are stored
in block 1, row 1; next 3 bytes are stored in block 2 row 1 and so on.
The concatenated data of block 1 row 1, block 1 row 2 and so on is

encrypted using key 1 i.e. 'q" using any known encryption technique.
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t he nunber of characters needed to be consi dered

according to the proximty, the renmaining characters
wae®entr3sed in the designated bl ock regardl essPOf/i20e5/000013

| ength. 4) The characters of each block are

concat enat ed t oget her and t hen encrypt ed by the

cor r esp@Hainkporpel T ciphgr texh ophef Hiisveor icaagain encrgpted

o ST hhSE P IR, P bisg % ot Bl A

[ Ro{cxg#ﬁgn {‘c%¥ i S’l’\ R4t 959}3]\’ a(]?"%] %1@9‘@'9 @f eencgp eflé;ogmg
[ Row shinetBSy hReve }evt&;%s [tRoweR] keBk GRWEHe, it Wo)ﬂdl $esult
encrypted by key 7 (B4 [ Row 1] +B4 [Row 2] +B

[ Roi dfrypBdn [oRbne #xt. | is encrypted by key # 7 (BS

[ Row 1] +B5 [R0| u %]@ +BS [Row 3] +B5 [ Row 4]

encr yptiay et idme! £l wrarla@somme@]and@@n[c F@)We
Row. .) Is encrypted by key # (B? [ Row
1]re$%5/1%&8w§>}- +B7 [Row 3] +B7 [Row 4] .

encr yposl diliectteds (LD Ly oB8 D "2,16 a@g B e

3] +B8 [Row 4 'S encrypte

1]intBSihReiplddr teBFrdRoMediehBanfl Wﬁ@h 4ﬂm the )entfyptlon process

encr pt ed by key # 9 (Bl O [ Row % +B10 [ Row 2] +B10
Wardsi@l({n the p am)texs (End %pts@ivb]y thegrver @t time of

st ands for concatenation. 5) The individual cipher

t SRBELRtON: fe“r?‘%@@?él’é‘éq‘ﬂ%t o their various proximties

‘;‘SﬁCZE SRl o35 %s%etc?ﬁ%ﬁ?%ﬁﬁ%ﬂ@ ety as for
ficyBhion QG@E%Bﬁtc%Q\tﬁ&eftﬁh@c%cﬁbﬁ%ﬁl] i@ of

CI pher” t ex In other words. .. BITRo 2 [ Row 1]

+ B3 [ Rdw thiis bbtained plEkeRowill huthditiddeavtiz] userBOrcReMe
2] +. . . + BBQRoW4] 7) In one enbodi nent, the
C |1§hlgt1tyt sxaonifignmek thp peqhiringprgencly rrei] penform the necessary

transactions the way the credit card company currently does. In case the
hence produced plain-text does not match the required format and
syntax, or, if the server does not successfully decrypt the ciphertext to its
corresponding plaintext, then it is obvious that there is a mismatch
between the spectrums generated by the server (used for decrypting)
and the ones the client generated to encrypt the plaintext. A mismatch in
the spectrum implies that the user is not authentic. A mismatch could
result from any one of more of the following;:

 Wrong Token.

¢ Wrong Password

e Wrong Mood

The user can be given a few number of more trials which is
configurable.
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our exanples we are generating 3 spectruns hence the

plain text will undergo 3 passes fromthe engine to
wo ewderssshe final cipher). After the above the PCT/IN2006/000013

concat enat ed and encrypted CMCS is sent to client

(65). The CMCS transmitted tq the client for

autReRET 4 peIH It W erovhensma] fexmaimiisesl. §mall keys ensure
'T%Jya;ion"..Th? cLieﬁt recei ves the above CMCS and
calCUT A SR RGP PHAT n the same way as above. Now
t he us ; 1AM / | : o ]
i e b e R TR
enpfegpht tveinsiofias o inditéd kddidgpdchfee eabdditentBsHyvn
keys are taken fromthe key chain stored in the user's
caﬁeteimsﬂumevmmommmaydqe Babdietwithirsther ®op0 ahdXs8rid obthe
6 7 8 9 According to,%ge nmet hod descri bed above, first
2 PRFOBPAPENGCHHEY Vithgussacraficipgghe priswipal adypngagesqf the
st @%%i%q block 2 row 1 and so on. The concatenat ed
dat a oF Block 1 row 1, block 1 row 2 and so on is
encrypted using key 1 i.e. g wusing any known
encryption technique. This is loop 1. The ci pher text
out of this loop is again encrypted using the next
spectrum Mre the nunber of |oops, nore secure the
encryption. In case, in the next loop, a proximty is
to be encrypted using the sane key as the previous,
the next key is used. Else, it would result in
decryption of the text. The obtained individua
ci phers are reconbi ned and sent to the receiving
entity. The encrypted text is sent to the server. The
server will receive the incom ng cipher text fromthe
client and then run the encryption process backwards
to render the plain text (67). Key is given to server
at tinme of registration. It remains unique. The server
will use the last spectrumfirst in the same way as
for
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encryption process and continue thus decrypting the
text. The thus obtained plain text will authenticate
WO b@63B8? Once the identity is confirnmed, thePCT/IN2006/000013
acquiring agency will performthe necessary
transactions the way the credit card conpany currently
do&¥e Glaimise the hence produced pl ai n-text does not

match t i red for n nt ax r, 1f.the . ..
setver st G hecdldUrE ORI Bl Rl el hriein ot
its cordRepPRdhng Riral Bxtisidhen it is obvious that
there is a msnmatch between the spectruns generated by

the server (regterfng adser yptlichegtians firbietabnes di8 using the
client generated to encrypt the plaintext. A m smatch

in the spectusgnsipmsswesd forauthestigatéon p§ theouser, at a server
authentic. A m.smatch could result fromany one of

more of the 18FB&i ng: Wong Token. Wong Password

i ono MooS. TSR SO A Lot YNTRCE Bl e

trials whichi . anbun

when snal L keypsaher g?&féssﬁ%?éakd kieYStaBOBM Eath sl enerating
encryption/ decryption. It Il readily be appreciated

by those skiadeedndnabiner aata tdibd sériteophestipht inacaiid wihen
is not limted to the specific enbodi nents shown
her ei n. Thusaidhpseitlogndn ferya trenpedonit thiercliehe machpee,

gggr |S]P : (r:: Eng%% Q%y?ﬁﬁﬁggﬁﬂé%%g@@%v&% Eegsg}on with the user
i nventi on. V%sﬂé!sag}i Cfr;etcoﬁﬁ @%{?}Jlgg dg{?{ an® Fggféﬁ atisné,eb feiFSt set of

aut henti cation n a exchange, 1n chki

ar chi t ect ur ey KB tb PeNSed-fok @abSHAIdI By #héls&keaNnd
creating a first tabul ar data usi'ng the user's

passwor d { oenauntptarg andtiansfatinigteidsetondtabalsedaarto said
machi ne, - deleting the password in its original form
from the sefigefat the client machine,

- said client machine generating a second set of numbers to
be used for encryption, using said second tabular data,

- said client encrypting the plain text using said second set of
numbers, in a loop for a predetermined number of
iterations,

- said client transmitting the encrypted data to the server,

- said server performing a decryption on the encrypted text
using said first set of numbers,

- said server authenticating the user in the event correct plain

text is generated, and

- said server completing the transaction.
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- said server processing said first tabular data and
generating a second tabular data to be sent to the
wa@bhadoenrspachi ne when said user logs in for a PCI/IN2006/000013
transaction at the client machine, - said server
initiating a ¢o ni cati on session Wwth the user using
safd se@g% wettﬁea]qa;rclf&a%eai helage derdiaraig seidirpgistesing gfid
nunbers_to be used for decryption by the server, -
encrypt I'hg BHP ¥ Zhsferring sai d second tabul ar data

to said user : ] i gaj L i . :
machi ne genearlg’:ttilfr% %a&g%é%%%%ﬁrg%{l{ %?saﬁﬁ%g%gs a%cg@ 1ed laaévegg
for encryptiseskedysi ng sai d second tabul ar data, - said
client encrypting the plain text using said second set
of nunbers, -i na anboopalfidentifipatéoie nemmberdt/IM)ber of

iterations, - said cl '&,ent ransmtting the encrypted

data to the  set ¥EFSONA l§3élFad’t1%/erver performng a
decryption on the encrypt ext using said first set
Rl

of nunbers, - Sai %enti cat | ng the user in
the event corrggdspldi hdigXinds 9enerated, and - said
server conpleting the transaction.2. The nethod as
clai med in ¢l ainmtidl,spsbguei.n said registering said user
conprises: - allotting a chip based card to said user,
sap-d carl mefhed asclnieed ia dminy &r whler¢iveaid findegrsan

e G D)o B SIANA LY Lo, o B curen, oo
The net %gn%e,cﬁéérrgel‘?atwha(ﬂt 'a@dzusemet;a%w sai d
a

uni vers
4. The method as claimed in claim 2, wherein said personality table

is a conversion table having numeric equivalents of all characters
said characters from A — Z,a — z, 1 — 0, and the character
period (.).

5. The method as claimed in claims 1 and 2, wherein said mood table
is used for creating said second tabular data.

6. The method as claimed in claims 1 and 2, wherein said key chain
and initial spectrum is used for said encryption.

7. The method as claimed in claim 1, wherein said user sets a
password during registration, at the client machine, and said
password is transmitted to said server machine in an encrypted
state, said encryption being done using said initial spectrum.

8. The method as claimed in claim 1, whérein said first tabular data
at the server comprises:

- serial number,

- character set, and
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identification nunber conprises said user's details
i ncludi ng the usernane, user's nationality and user's
wha0vk/075839 The nethod as clained in claim?2, whPCEIN2006/000013
said personality table is a conversion table having
numeri c eqU|vaIents of all characters said characters
from A ->-zsug of prodictsand the character peri od ( )
in.clains. 1

5.,Th
220 molRF TRt oS <FRE breISRe S, P aR Wb shgrer set
tab“'aﬂxﬂﬁ&@mr%nﬁ&ﬂ?nﬁﬁﬁ% d as clained in clains 1 and

2, whereln sai ey chainand initial spectrumis used

f 010.sai ThepwtNOd b blaihed Al ARENDD, Bsartd ) WBdrdifl gehaldfing
1, wherein said user sets a passmord durlng
reglstﬁﬁud6m$ﬂabukhek¢anenqnnnehlne and said passmord

is transmtted to said server machine in _an encrypted
state, said g@ﬁ@ﬁﬁmg @)ﬁr%@tﬁlgmmsﬂenwh% oéamdmm qgpers for
spectrum 8,

%3 £ ? cl a n1 ere
said first tl%%ﬁ A5 ;&‘FC 9@1?1 ers Aot
seri al nuMbein: nfhBRAGH ae E%]'gth e@glemgyw&dor oduct s.

9. The neth in clPaim ereln $aid
char act er- sébr @alﬂht@ieﬁ?&ctéﬂﬁéﬂ)fﬂ e cH&actbhe ofaidhod

as claimed in clains 1, 2, 8 and 9, wherein generating
said first pabﬂmrd wdtich bewpithe &xe valge ngnal iondealigits of
predet erm ned nunber of random nunbers for the

character sé&fec @H&HﬁéTt of said random numbers not

h
char act er” s 0GRtk OF ot e B RAT S pidkeebr
whi ch have Eﬂsrac@éfg oY BhdBa SR, bRid &ﬁn@hfﬁnt@b&fngtij%?ched

character set
from said personality table,

- summing the product of said pairs.

11.  The method as claimed in claim 1, wherein said server fetches the
corresponding first tabular data when a user logs in for
transaction and swipes the chip based card, sending his user name
to the server.

12. The method as claimed in claim 1, wherein said second tabular
data comprises a critical mass character set (CMCS).

13. ‘ The method as claimed in claim 12, wherein generation of CMCS
comprises:

- randomly generating numbers having values between 1 and
the total entries in the first tabular data,

- fetching first bunch of character sets from said first tabular
data corresponding to the serial number equal to said

random numbers,
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- formng pairs of numeric equival ents of said picked
characters of the password, said equival ents being

wo eaoclozss3d rom sai d personality table, - summ nECT/IN2006/000013
product of said pairs. 11. The nethod as clained in
claim1, wherein said server fetches the correspondi ng
first tabul &t ergheofitherharagter sateissaid st bunelndirgairbn
and swi pes the chip based card, sendi.ng his usger nane .
£0 t he. berverrcRid B THCh e Be oL LR St AP Ead first
wher ei n sai t f C | It |
s char actaracn AR R e hedFETRDL BEReRe B bid iracter

in clai m12getbredheifiysgBRaciRtsat sefrchMeth £ 8BRE bs&Siaracter
random y generating nunbers having val ues between 1

and t he t ot aétsetantingsfrom theechairager setbnlthe fisitlayneh, and
fetching first bunch of character sets fromsaid first
tabul ar dat SoeeeRYenel sitch harhetes et al nunber equal

to sai d mbers, - f f.th t
k6™, nTBEMRTPISE FhiRtsst m IRERF 1y 29 th g Bt
fetchi ng - - jod. first
tabul ar Ao EE SR e e ot G ont *In 1he

charact er- sédtchingt ihe sunh 9t phodatts csmedﬁﬁﬂ@fr@‘itobéﬁchgaf the
done on character sets starting fromthe character set
in the firsthiuaetdr setmich thef@Sg pairs of such
character set. 14. The nethod as clained jn cg ains 1,
2, 12 and 1§etcm@rféner$0m5ppam€gs RReRuC frem the first
sessi on con‘ﬁri €S .5 fetching the sum of products
correspondi agbl{%rggc,ah of the character sets in the

m ) heffit ?cgé'tlﬂtﬁggiﬁeg@%gtﬁﬁgﬂﬂkﬁﬂt aigit EﬁSﬂ?j’ RAUGER of the
sum of products of each CMCS,

- fetching the style of multiplication from the mood table, the
mood table comprising the style of multiplication
depending on scenario of the least significant digits, and

- multiplying the sum of products according to the style
fetched from the mood table.

15.  The method as claimed in claim 14, wherein the mood table
comprises:

- scenario in the mood table, said scenarios selected from one
of '

- the LSD of first SOP even and second SOP odd,

- the LSD of first SOP even and second SOP even,

- the LSD of first SOP odd and second SOP odd, and
- the LSD of first SOP odd and second SOP even.

- product style.
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- identifying the |least significant digit (LSD) for
each of the sum of products of each CMCS, - fetching
W b@ent3pe of nultiplication fromthe nood tabP@r/m2aes/000013
nood table conprising the style of multiplication
dependi ng on scenario of the least significant digits,

ankp. - rhllemgtiaches elatmed in staipr aluehereir saiddpingluch sthe
tyl fetched f th d 15.. The net hod .
o e Rl RS frsta thd Do Tobr pangly

scenar i, 4.7 sai d scenari os sel ected
from orﬁtgdg ll%asﬁgﬂggbég@ltﬁlﬁst SOP even and second SOP
odd. - ThRemESRDAs Elaihbd SRIAMRN, dAtrIeLd)Wh&eh enveRaid
- the LSD of first SOP odd and second SOP odd, and -

t he LSProfluttstetmSCRanticdiranone pradactSRasl gpectrum being
product style. 16. The nethod as clainmed jn claim 15
wher ei fsedifer drading the plean karmandsae pradiiqt bgingused for
second SQP,.f rglm %hef 0Si ti Oﬁ accordingly as defined in
the moSG1HBEaNe koY {4 eNRPHOR as clainmed in clains 1,

14 cand , ' i d
o B A e L e e R E T e
the pl aévelextiivitdd one @?@&l@ém’ﬁﬁid@gnuﬁﬁﬁr boblsiee) elidhg
the key for encryption. 18. The nethod as clained in

cl ai m bloakhearding aneecarenor yndia dcohéigseabemtrsbeli of wads.
into a_predeterm ned, nunber_ of bl ocks, each _plock .. .
hat ng T&8ened dabmed & slaigyt/apyRersindy digits hggid first

19. Th t | ai ' i A i nsth
ar g ¢ s P e Pl P Sl B i L PR R ach row
bytes of o8& B1d-R. be stored in each row of each bl ock.

20.  The method as claimed in claim 19 wherein said data is stored
block wise in a row, subsequent data being stored cyclically block
wise in the next row.

21.  The method as claimed in claim 20, wherein data from all the rows
of each block are concatenated block wise and encrypted by one
key.

22. - The method as claimed in claim 21, wherein the encrypted and
concatenated complete CMCS is sent to the user at the client
machine.

23.  The method as claimed in claim 1, wherein generating a second
spectrum by the user comprises steps as explaine'd in previous
claims.

24.  The method as claimed in claims 1 and 2, wherein said encrypting

the text comprises:
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20. The nethod as clainmed in claim19 wherein said

data is stored block wise in a row, subsequent data
wheinng7ssored cyclically block wise in the nexPCT/v006/000013

21. The nethod as clainmed in claim20, wherein data

fromall the rows of each block are concatenated bl ock

wi se and enchyistiag spid kerchaip ingo sulpkey ek thedizof the

claimed in glai wherei n.the encrypted and

concatenategel ﬁ%%é#@ fd sent to the user at the

client maghiH%@aki%g-tgérgag%igﬁﬁcg;?f)ﬂ\tg%l&léi al)}‘?e?ﬁgléin%h%%{'ims 20,

wherein generatin spectrum b e user

conpri ses- stcepgatefa@XpladldnatriptiRs eMe @& of lafll e -rodA. of each
The nmethod as clainmed in clains 1 and 2, wherein said
encrypting thheck esingabrgoieepoddiriglkeyy sai d key- chain

i nto subkeys of the size of the |length of the )
passwor d, - - CBREARNAYNE e praivpted kexXtiandobispkilgagain as

expl ai ned i alnms .20, - concatenating and encrypting
t he text ofgé Fu?%%l?g&goggo%%%ﬁmgy&gﬁgﬁgf epﬁgﬁ%rd%
correspondiqgﬂkgy, - concatenating the encrypted text
and breaking again as explained in a |loop for as nany
tizes akhd hethodraetlaohe@NbSlaidls 1 Ahe Mphiedeiassaid ai med
in clains 1 and 24, wherein said decryption by server
conpr i skesryetien by sencerygumprises2@versesyrsrgpiibor secure
a entjcation _and data exchange in client server .
a%i t defUriem & S&ng&@%ﬁaea&ﬁﬁl% PRY: das EXelaiEiasdipnt

card a%&g%&gﬂtﬁg?#ggagéﬁ{%ﬁ%egggﬁﬁﬁgggﬁge client end

for regi'stering > password,
- achip based card allotted to the user,

means at the client end for registering the user and setting

the password,

- encrypting means in said chip based card for encrypting the
password,

- means at the server end for processing the password and
storing the password in the form of tabular data,

- alogging in machine for the user to log in and send
username to the server end,

- said server comprising means to generate a first set of
numbers for use in decryption,

- said client and card comprising means to generate a second
set of numbers for use in encryption,

- said card and server comprising means to encrypt and

decrypt data,
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- encrypting nmeans in said chip based card for

encrypting the password, - neans at the server end for
WQe@eesssng t he password and storing the passweeTIN2106/000013
the formof tabular data, - a logging in machine for

the user to log in and send usernane to the server
end, said- séif\’?@#la@émﬁtlfg ﬁ@aﬁééWstrﬂbS@etﬁl@lgaiml}apfadrt%t
set of nunbers for ption idclient and
card conpri i‘@e%gﬁ%%ﬂ%ﬂ@éﬁg&étsgl‘éelsé‘e nd set of
nunbers for ﬂéﬁxs‘zﬂtﬁ@%@%'tSWe erity 988 IARGaang server

conpri sing nmeans to encrypt at a, dat a

berheort- CRATA L Rfog Aty %L‘S@@éﬁst&élﬁe@goﬁ 3ot e
server medizanifey sedvae plushentiagion @vl datacompange in client
progr argepy Qaye hlté@t%@c&o ﬁm&%?&?ﬁaﬁ% telr E@Mlg R?nglaWcode

for secure authenti ca{tl 0 ange | ent
server raeatd eadignred foonpri si ng conputer readabl e

progr am codeegisaningconbegaiddrdating a firggabtlar idag asing the
user and creating a first tabular data using the

user's passWoeds passvaochimtawshenidentisin ohdheusssr, ata segver
server machine, .- deleting the password in its

ori gi nal f ofPAFH B t he server, - said server

processi ng ?ﬂ% qugg{ tr11set%§s§%1 &' ixl J?é gf%ﬂgal qgﬂﬁrf%ljnqﬁe%erver,

second tabu sen e clrent mac

when sai d. U§§i’d de008r bfbckSding shi@NSAGhb@Rr @htd BEd %‘eh@fﬁtmg
machi ne, - said server initrati ng a conmuni cati o

sessi on Wi t h sebendiserulasiag odvasar ¢omhe thind mackiaiavhen
and generating a first set of nunbers to be used for
decryption B3 %ﬂh‘@r degwvi for a transaction at the client machine,

- said server initiating a communication session with the user
using said second tabular data and generating a first set of
numbers to be used for decryption by the server,

- encrypting and transferring said second tabular data to said
user at the client machine,

- said client machine generating a second set of numbers to
be used for encryption, using said second tabular data,

- said client encrypting the plain text using said second set of
numbers, in a loop for a predetermined number of
iterations,

- said client transmitting the encrypted data to the server,

- said server performing a decryption on the encrypted text
using said first set of numbers,

- said server authenticating the user in the event correct plain

text is generated, and
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- encrypting and transferring said second tabul ar data

to said user at the client machine, - said client
wor@hions3gener ati ng a second set of nunbers t oPORINES&@00013

for encryption, using said second tabular data, said

client encrypting the plain text u3|n% sai d second set

of nunbers, Spil %1811"6650@@“&1&)?51%’@@@?% 98d nunber of

t &g at t t tti

et t G eRgBel efob e g O TE e e BF g e

d t

of oo e R R A € ok S0 RR et nithred

event qof eeati ﬁhagrthb %?rétehﬁ agenenatad clanrd26,5al di)tmmze the
server conple ing the transaction. 28. A conputer

pr ogr amesfarduaicescChciimeed ilne desired tdutur t her

conpri sing conputer readabl e program code neans
configured for configuring the systemas clained in
claim 26, to optimze the performance and achi eved the
desired result.
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