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METHOD OF SECURE COMMUNICATION AMONG PROTECTED
CONTAINERS AND SYSTEM THEREOF

TECHNICAL FIELD

The presently disclosed subject matter relates to trusted computing
environments and, more particularly, to cstablishing secure communication among

distinct trusted computing environments.

BACKGROUND

Problems of protection against malware have been recognized in the

conventional art and various technigues have been developed to provide solutions.

GENERAL DESCRIPTION

According to one aspect of the presently disclosed subject matter there is provided a
method of communication among at 1east two processes running on the same computer,

the method comprising:

generating, by at least one process of the at least two processes, a group key
usable for encrypting a data unit to be stored in shared access memory and
usable for decrypting a data unit retrieved from shared access memory, wherein
the generating utilizes, at least, a nonce provided by each of the at least two
processes, and wherein the nonces are provided as encrypted integrity-protected

data according to, at least, a platform-provided hiding function,

wherein each process executes in a protected container comprised in a
protected container infrastructure, the processes are signed by a single
signing authority, and the protected container infrastructure enables use
of encrypted, integrity-protected data according to a platform-provided

hiding function and a platform-provided revealing function; and

rerifying, by at least ove process of the at least two processes, that a data unit
read from the shared access memory is successfilly decrypted using the group

key.
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In addition to the above features, the system according to this aspect of the
presently disclosed subject matter can comprise one or more of features (i} to (v) listed

below, in any desired combination or permutation which is techunically possible:

5 {i).  generating a group key is performed by each of the at least two processes.
(ii). generating a group key is according to a method comprising:
generating a nonce;
creating encrypted, integrity-protected data according to the nonce and the
platform-provided biding function;
10 storing the encrypted, integrity-protected data to a location in a shared access
Nemory;
retrieving, at least, nonces stored by each of the at least two processes excepting
itself, wherein the nonces are retrieved according to data read from locations in
shared access memory and the platform-provided revealing function; and
15 gencrating a group key, according to a key generation function the retrieved
nonces and the nonce generated by the process.
(iily wherein a first process of the at least 2 processes exchudes nonces stored by a
second process according to whether a frequency of group key rollover initiated by
the second process meets group key rollover frequency threshold.
20 (iv) the key generation function is a eryptographic hash function.
{v}) the key generation function is a sampling function.
According to another aspect of the presently disclosed subject matter there is
provided a computer, comprising a memory and a processor, configured to execute
at least two processes, the computer configured fo:
25 gencrate, by at least one process of the at [east two processes, a group key usable

for encrypting a data unit to be stored in shared access memory and usable for
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decrypting a data unit retrieved from shared access memory, wherein the

gencrating utilizes, at least, a nonce provided by cach of the at least two

processes, and wherein the nonces are provided as encrypted integrity-protected

data according to, at least, a platform-provided hiding function,

wherein each process is configured to execute in a protected container
comprised in a protected container infrastructure, the processes
configured to be signed by a single signing authority, and the protected
container infrastructure configured for use of encrypted, integrity-
protected data according to a platform-provided hiding function and a

platform-provided revealing function; and

verify, by at least one process of the at least two processes, that a data unit read

from the shared access memory is successtully decrypted using the group key.

According to another aspect of the presently disclosed subject matter there is
provided a computer program product comprising a computer readable storage
medivm, containing program instructions, which programs instructions when read by
a processor, and causes the processor to perform a method of communication among

at least two processes running on the same computer, the method comprising:

generating, by at least one process of the at least two processes, a group key
usable for encrypting a data unit to be stored in shared access memory and
usable for decrypting a data unit retrigved from shared access memory, wherein
the generating utilizes, at least, a nonce provided by cach of the at least two
processes, and wherein the nonces are provided as encrypted integrity-protected

data according to, at least, a platform-provided hiding function,

wherein each process executes in a protected container comprised in a
protected container infrastructure, the processes are signed by a single
signing authority, and the protected container infrastructure enables use
of encrypted, integrity-protected data according to a platform-provided

hiding function and a platform-provided revealing function; and
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verifying, by at least one process of the at least two processes, that a data unit
read from the shared access memory is successfully decrypted using the group

key.

Advantages of certain embodiments of the presently disclosed subject matter
5 include capability of private, integrity protected commumication among trusted
computing environments in a system potentially including harmful elements, and

absence of necessity of public-key or preshared key operations.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to understand the invention and to see how it can be carried out in
10 practice, embodiments will be described, by way of non-hmiting examples, with

reference to the accompanying drawings, in which:

Fig. 1 illustrates a diagram of an exemplary computer systern which can utilize
a multiparty communication mechanism in accordance with some embodiments of the

presently disclosed subject matter;

15 Fig. 2 illustrates cxemplary data flows during operation of the computer
system, in accordance with some erobodiments of the presently disclosed subject

maftter;

Fig. 3, iltustrates a generalized flow diagram describing the establishment and
use of the multiparty secure communication subsystem, in accordance with some

20 embodiments of the presently disclosed subject matter; and

Fig. 4 illustrates a generalized flow diagram describing the composite key
establishment procedure, in accordance with some embodirents of the presently

disclosed subject matter.

DETAILED DESCRIPTION

In the following detailed description, mumerous specific detatls are set forth in

order to provide a thorough understanding of the invention. However, it will be

understood by those skilled in the art that the presently disclosed subject matter may be
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practiced without these specific details. In other instances, well-known methods,
procedures, components and circuits have not been described in detall so as not to

obscure the presently disclosed subject matter.

Unless specifically stated otherwise, as apparent from the following discussions,
it is appreciated that throughout the spectfication discussions utilizing termos such as
“processing”, "computing”, "representing”, "comparing”, "generating”, “verifying”,
“establishing”, “updating” or the like, refer to the action(s) and/or process(cs) of a
computer that manipulate and/or transform data into other data, said data represented
as physical, such as electronic, quantities and/or said data representing the physical
objects. The term: “computer” should be expansively construed to cover any kind of
hardware-based clectronic device with data processing capabilities including, by way
of non-limiting exarnple, processing and memory circuitry therein disclosed in the

present application.

The terms "non-transitory memory” and “non-transitory storage mediom” used
herein should be expansively construed to cover any volatile or non-volatile computer

memory suitable to the presently disclosed subject matter.

The operations in accordance with the teachings herein may be performed by a
computer specially constructed for the desired purposes or by a general-purpose
computer specially configured for the desired purpose by a compuier program stored in

a non-transitory coraputer-readable storage mediurm.

Embodiments of the presently disclosed subject matter are not described with
reference to any particular programuning language. It will be appreciated that a variety
of programming languages may be used to implement the teachings of the presently

disclosed subject matter as described herein.

Bearing this in mind, attention is drawn to Fig. 1 illustrating a diagram of an
exemplary cornputer system which can utilize a multiparty conununication mechanism
in accordance with some embodiments of the presently disclosed subject matter. The
iflustrated computer system comprises processing and memory circuitry 106
comprising a processor and a memory {not shown separately within the processing and

memory circuitry 168).

PCT/IL2019/050351
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As will be further detailed with reference to Figs. 3-4. the processing and
memory circuitry 180 can be configured to execute several functional modules in
accordance with computer-readable instructions implemented on a non-transitory
computer-readable storage mediam. Such functional modules are referred to hereinafter

as comprised in the processing and memory circuitry 144.

The processing and memory circuitry 184 can comprise a bus 115 usable for
conyuunication among components of the processing and memory circuitry 100, The
bus 115 can be, for example, a PCT bus or any other suitable communication

mechanism.

The processing and memory circuitry 188 can comprise, for example, one or
more protected containers 168, 178, 188. A protected container can be, for example, a
software container configured so that access control mechanisms (for example:
hardware-enforced access confrol mechanismos) protect the code, data, and stack of the
software container from reading or modification by elements outside the container
(such as, for example, non-container software running with high-privilege or low
privilege, software running in other containers, logic probes attached to the processing
and memory circuitry 108 etc.).  The protected containers can be operably connected
to a protected container infrastructure (not shown), which can be, for example,
hardware and software comprised in the processing and memory circuitry 100 for

supporting the protected container functionality.

in some embodiments of the present subject matter, a protected container can
be an enclave managed by the Software Guard Extensions (3GX) technology
supported in some processors manufactured by the Intel ™ Corporation or a similar
mechanism. In such embodiments, the protected container infrastructure can be, for
example, the hardware, firmware and software supporting the Intel ™ SGX™ facility,

or a sumtlar mechanism.

The processing and memory circuitry 104 can coraprise shared data roemory
110 (shared access roeroory). The shared data memory 116 can be, for exarople, a
dedicated physical memory component (such as a chip) or it can be, for example, a

togical region of a larger memory.

PCT/IL2019/050351
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Shared data memory 134 can be configured to be accessed by multiple
protected containers. In some embodiments of the presently disclosed subject matter,
protected container data is typically private by default, so the shared data memory 110
can be explicitly configured for read/write access by multiple protected containers as

described below with reference to Fig, 3.

The shared data memory 118 can be configured to be used, for example, for
€ ic ication among processes utilizing protected containers — as will be
encrypted communication among processes utilizing protected containers — as will b

described in detail below with reference to Fig. 2.

The processing and memory circuitry 100 can comprise dedicated shared
memory for key establishmoent 195, The dedicated shared memory for key
establishment 105 can be, for example, a dedicated physical memory component

(such as a chip) or it can be, for cxample, a logical region of a larger memory.

Dedicated shared memory for key establishment 185 can be configured to be
accessed by multiple protected containers. In some embodiments of the presently
disclosed subject matter, protected container data is typically private by default, so the
dedicated shared memory for key establishment 185 can be explicitly configured for
read/write access by multiple protected containers as described below with reference
to Kig. 3. Dedicated shared memory for key establishment 165 can include a control
word 125, The control word 125 can be configured to be used by a process utilizing a
protected container to send commands or requests to a peer process — as will be

described below with reference to Fig, 4.

In some embodiments of the presently disclosed subject matter, software
processes utilizing protected containers can be configured to store keying material (in
a secure, encrypied format) into the dedicated shared memory for key establishaent
165 and to retrieve and utilize the keying material to derive a composite key for group
communication (group key) with certain security properties - as will be described
below with reference to Fig. 4. An encryption/decryption key for communication

between members of a group is hereforward termed a "group key".

There can be, for example, several peripheral devices operatively connected to

the processing and memory civenitry 188, including, by way of non-limiting example,

PCT/IL2019/050351
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encrypted channel input device 138, encrypted channel output device 138, and

encrypted channel output device 148,

The encrypted channel input device 130 can be, for example, a computer
keyboard configured to gencrate encrypted output in response to user keystrokes, and
transmit this encrypted keystroke data to the processing and memory circuitry 186
Such a keyboard can be resistant to monitoring by kevlogging software in a computer

or to a hardware keylogger that monitors signals in the physical keyboard or cable.

The encrypted channel output device 135 can be, for example, a display device
configured to receive encrypted display data from the processing and memory
circuitry 108, Such a display can be resistant to side channel attacks such as devices

which perform electromageetic radiation monitoring to detect display data.

The encrypted channel input/output device 145 can be, for example, a
remotely located Remote Desktop Protocol (RDP) server configured to exchange data
with the processing and memory circuitry 188 via, for example, the internet, and
using, for exarople, a mechanisra such as the Secure Socket Laver (SSL) protocol over

a network adapter (not shown) included in the processing and memory circuitry 166,

The processing and memory circuitry 100 can comprise, for example, one or
more manager processes 163, 175, 185. By way of non-limiting examples: manager
process 165 can be configured to receive encrypted data from encrypted-channel input
device 130; manager process 175 can be configured to transmit encrypted data to
encrypted-channel ootput device 138; manager process 185 can be configured to
transmit and receive encrypted data to/from encrypted-channel input/output device
145. Manager processes 165, 175, 185 can also, for example, read encrypted data

from shared data merory 118 and write encrypted data to shared data memory 114,

Manager processes 165, 175, and 185 can be configured to utilize protected
containers 160, 170, and 180 for decryption and other sensitive processing. For
example, protected contaiver 168 can be configured to perform the decryption of data
from encrypted-channel input device 136 and encrypt the data for storage to shared
data memory 114; protected container 170 can be configured to perform the
decryption of data read from shared data memory 118 and encrypt the data for

ransmission to encrypted-channel output device 135; protected container 170 can be

PCT/IL2019/050351



WO 2019/186554 PCT/IL2019/050351

(%]

10

20

25

30

configured to perform the decryption of data from encrypted-channel input/output
device 145 and encrypt the data for storage to shared data memory 118, and to
perform the decryption of data read from shared data memory 116 and encrypt the
data for transmission to encrypted-channel inptt/output device 145, In these cases,
any keys for encrypting/decrypting data to/from peripheral devices as well as shared
data memory 110 can be maintained, for example, within the respective protected

containers.

In some embodiments of the presently disclosed subject matter, the manager
processes 165, 1753, and 185 can be configured to perform device /O operations
outside of the protected containers 160, 178, and 186, while performing encryption/

decryption operations within the protected containers 166, 176, and 186

It is noted that the teachings of the presently disclosed subject matter are not
hound by the computer system described with reference to Fig. 1. Equivalent and/or
modified functionality can be consolidated or divided in another manner and can be
implemented in any appropriate combination of software with firmware and/or
hardware and exccuted on a suitable device. The computer systern can be a standalone
network entity, or integrated, fully or partly, with other network entities. Those skilled
in the art will also readily appreciate that the data reposifories can be consolidated or
divided in other manner; databases can be shared with other systems or be provided by

other systerns, including third party equipment.

Attention is now directed to Fig. 2, which illustrates exemplary data flows
during operation of the computer system, in accordance with some emnbodiments of

the presently disclosed subject matter.

Arrows illustrate example data flows within the system. The hatching pattern
of an arrow illustrates, by way of non-limiting example, that a data flow is encrypted
according to a specific cneryption/decryption key. Thus data that is stored in shared
data memory 116 is, for example, in encrypted format according to a group
encryption/decryption key (for example: generated according to the mechanism
described below with reference to Fig. 4). The data that is read from/written to shared
data merory 110 by manager processes 163, 175, and 188 is, for example, encrypted

according to the same key.
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Fig. 2 shows that the data flows between manager processes 168, 175, and 185
and encrypted-channel input device 130, encrypted-channel output device 138, and
encrypted-channel input/output device 145 utilize distinct keys. This illustrates, by
way of non-limiting example, a system where the secure multiparty conununication
mechanism is used to provide intrasystem security — so that sensitive data is not

compromised even if there is malware in untrusted parts of the system.

Attention is now directed to Fig, 3, which illustrates a generalized flow
diagram describing the establishment and use of the multiparty sccure comnunication
subsystem, in accordance with some embodiments of the presently disclosed subject

matter.

Following, for example, systero initialization or system refresh, manager
processes 165, 175, 185 (for example) running within the processing and memory
block 106 can initialize 310 a group of protected containers within the processing and

memory circoitry 168,

The technique for initializing protected containers can depend on the type of
protected containers being used in the systern. The initialization can include, for
example, allocating memory to the containers, providing software to be executed
inside the containers, and providing certificates or signatures which provide
cryptographic assurance that the provided software is authentic. The entity (such as
the software publisher), which provides cryptographic assurance of the authenticity of
a particular software to be executed within a protected container is hereforward

referred 1o as a “signing authority”.

In embodiments where protected containers similar to Intel ™ SGX ™
enclaves are utilized, the initialization procedure can include invocation of processor
instructions for allocating memory and loading software (together with the
cryptographic certificate signed by the software vendor) into the enclave. Runtime
processes ¢an execute in a signed and verified enclave. The enclave can be tested by
the platform (e.g. SGX) and by (for example) the systern vendor as signed code when

16's run.

Subsequent to initialization of the protected containers {or in some

embodiments, as part of the initialization of the protected containers} the processing
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and memory circuitry 160 (for example: manager processes 168, 175, 185), can
allocate and initialize (320) memory arcas that will be accessed by multiple protected
containers (shared access memory). These memory areas can include, for example,
shared data memory 118 and dedicated shared memory for key establishiment 105,
The shared data memory 118 and dedicated shared memory for key establishment 105
can he allocated, for example, as regions in general purpose memory of the processing
and memory circuitry 100, In some embodiments of the current subject matter, the
initialization can include configuring the protected containers 166, 170, 180 so that
the access protection facility will allow reads/writes from/to the shared data memory
110 and dedicated shared memory for key establishment 183 even though these
memories are not private to the container. Consequently, the software processes
utilizing the protected containers should, for exanmple, ensure that unencrypted data is

never written to these memories.

Following the tnitialization of the protected containers and of the shared
memory areas, a composite Key establishment procedure can be performoed 336, This

procedure is described in detail below, with reference to Fig. 4.

After a composite Key has been established, software processes utilizing
protected containers can communicate with each other by writing to and reading from
shared data area 110 using the composite key. By way of non-limiting example, a
process that writes data can encrypt (340) the data using the composite key and write
(348) the data to the shared data area 110, using, for example, a ring buffer. A
process that reads data can then read (348) data from the ring buffer and decrypt (348)

the data using the composite key.

The encryption and decryption can be performed using, for example, a known
encryption and integrity protection algorithia such as the Advanced Encryption
Standard (AES) block cipher with, for exaraple, 128-bit block size and 128-bit key
size using, for example, Xor—encrypt—xor Tweakable Block Cipher with Ciphertext
Stealing (XTS) as described in NIST Special Publication 800-38E. Alternatively, a
different suitable cipher, mode, block size, or key size can be used. The
encryption/decryption can, for example, use areplay protection mechanism such as

including monotonically increasing counters together with the data payload.
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Upon occurrence of an event necessitating key rollover {358), the composite
key cstablishment procedure (338) can be performed again and a resulting new
composite key can be used thereafter. There are various occurrences which can
constitute an event necessitating key rollover. By way of non-limiting example, the
systemn can enforce an age limit on the composite key and require it to be refreshed,
for example, once per 12 hour period. Alternatively, by way of non-limiting example,
a process can initialize a new protected container which can signal to a coordinator
process (described below) that it wishes to participate in the group communication —

this can trigger a key rolover.

It is moted that in some embodiments there can be a possibility that one of the
processes is malicious and intentionally causing unnecessary rollovers.

Consequently:

o To protect from a malicious non-coordinator process, the coordinator
process can monitor the rate of rollovers and exclode a process that generates

excessive rollovers.

o] To protect from a malicious coordinator process, the non-coordinator
processes can monitor the rate of roflovers caused by the coordinator process, and
then (as a group) exclude the coordinator process if it generating excessive
rollovers.More generally: a process can protect against malicious unnecessary
rollovers by excluding nonces that were stored by a different process which is
initiating group key rollovers (requiring Key regeneration) at a frequency that meets or

exceeds some (for example) predetermined group key rollover frequency threshold.

It is noted that the teachings of the presently disclosed subject matter are not
hound by the flow chart illustrated in Fig. 3, and that the illustrated operations can occur
out of the illustrated order. For example, operations 310 and 326 shown in succession
can be executed substantially concurvently or in the reverse order. It is also noted that
whilst the flow chart is described with reference to elements of Fig. 1, this is by no
means binding, and the operations can be performed by elements other than those

described herein.

PCT/IL2019/050351
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Attention is now directed to Fig. 4. which illustrates a generalized flow
diagram describing the conposite key establishment procedure, in accordance with

some embodiments of the presently disclosed subject matter.

The flow diagram refers to a “coordinator process”. A coordinator process can
be, for exarople, a process utilizing a protected container which orchestrates the key
establishment proceduare with the other processes {as will be seen below). In some
embodiments of the present subject matter, the processes in the system can consist, for
example, of a single writer and multiple reader processes. fn such embodiments, the

writer process can perform the role of the coordinator process.

In some cmbodiments of the presently disclosed subject matter, the protected
container infrastructure can provide platform-provided secrecy functions to processes.
The platform-provided secrecy functions can include, for example, a platform-

provided hiding function and a platform-provided revealing function.

A platform-provided hiding function can, for example, convert a data item into
a format that is safe from reading or medification by an unauthorized entity (i.c. it is
encrypted and integrity-protected). A platform-provided revealing function can, for
example, receive a data item generated by the corresponding platform-provided hiding
function and retwrn the original data item. In some embodiments of the presently
disclosed subject matter, the platform-provided revealing function will return the
original data item only in a circumstance where a) the process invoking it is utilizing
the same protected platform infrastructure instance as the process that previously
invoked the platform-provided hiding function, b) the two processes are signed by the

same signing authority — and indicate failure otherwise.

In embodiments where protected containers similar to Intel ™ SGX ™
enclaves are utilized, the “sealing function” using the MRSIGNER option can be the
platform-provided hiding function and the “unsealing function” using the
MRSIGNER option can be the platform-provided revealing function. The sealing
and unsealing functions are described, by way of non-limiting example in

3

https:fdownload O orgfintel-sexdimu - 1. 7 do

ntel SGX Developer Guidepdd.
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When a process in an enclave “seals” data in this manner, only a process in an
enclave that is exccuting on the same SGX hardware platform and is signed by the

sarne signing authority, is able to unseal the data 1.e. to recover it

The sealing/unsealing mechanism can be used by processes to, for example,
store data on the hardware platform that can be retained across upgrades of the

software process executing in the container (ihid. pp. 21-24}.

In some embodumnents of the present subject matter, it is possible to leverage
the platform-provided secrecy fonctions not merely for data secrecy, but additionally
to establish trust and security among the processes. By sending data resulting from
the platform-provided hiding function {¢.g. “sealing”) to other processes and utilizing
the results of the platform-provided revealing function (e.g. “unsealing”) to generate
the composite key (as will be described in detail below), it can subsequently be

inferred (upon successful use of the composite key) that all processe

s performoed the
revealing function successtfully and thus that all processes were confirmed by the

hardware platform as authentic, secure, and unmodified.

The composite key establishrent procedure can begin, for exarople, when a
coordinator process signals (418) o the other processes to begin the collection phase.
The term "collection phase” refers to the interval of system operation in which
processes can collect the data that they need to a generate a new composite key. The
coordinator process can signal the beginning of the collection phase by, for example,
providing a particular value as input to the platform-provided hiding function and
writing the resulting value to a particular location (for example, to the control word)
in the dedicated shared memory for key establishment 185, The other (i.e. non-
coordinator) processes can continually monitor the control word so that they can

correctly move between phases.

In some embodiments of the presently disclosed subject matter, a coordinator

process can refrain from writing new encrypted data during the collection phase.

In some embodiments of the presently disclosed subject matter, after detecting
the signal from the coordinator (by, for example, reading the control word and

retrieving the value written by the coordinator using the platform-provided biding

PCT/IL2019/050351
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function), a process can, for example, read {(428) and decrypt any outstanding data

that was written to the shared data memory 110 using the current composite key.

Next, each process can, for example, generate (430) a nonce, provide the
nonce as input to the platform-provided hiding function (430), and then write (430)
the resulting value into the dedicated shared memory for key establishment 163, A
process can generate a nonce from, for example, a hardware or software random

number generator available in its execution environment.

The nonce utilized by a process can be — for example — a pseudorandomly {or
randomly) generated value for one-time use in key generation (such a value generated
using a hardware or software pseudorandom number generator). Alternatively, the
nonce can be a different value (such as a pre-existing value) which is suitable for use

in derivation of cryptographic keys.

The process can write the value resulting from the platform-provided hiding
function to, for example, a location in the dedicated shared memory for key
establishment 108 that is exclusively used for reading/writing nonce contributions

from the particular process.

There are various mechanisms that the coordinator can use {o determine when
the processes are able to use the new key. The coordinator process can, for example,
uptilize a timeout (for example, 100 ms after the signalling of collection phase).
Alternatively, for example, the coordinator process can monitor changes in the
dedicated shared memory for key establishment 105 and wait antil after each process

has written ifs nonce.

Next, the coordinator can signal (448) the beginning of "working phase” by,
for example, providing a particolar value of the control word as input to the platform-
provided hiding function and writing it to the control word 125 in the dedicated
shared memory for key establishment 105, Working phase denotes the interval of
system operation in which processes communicate with each other by
encrypting/writing and reading/decrypting data from shared access memory 118 using

a composite key generated from the nonces written during the collection phase.

Each process can now retrieve (450) cach of the nonces stored by the other

processes. Each process can do this by, for example, reading the data frorm the
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locations in the dedicated shared memory for key establishment 103 to which they
were written, and retrieving the nonces using the platform-provided revealing

function.

Having recetved all the nonces from the peer processes, each process can now
utilize each of the nonces as input to a key deriving function to generate (468) a new
composite key. By vtilizing each of the nonces, it is ensured that the resulting

composite key depends on all of them (in essence combining/pinning them together).

The key deriving function can be, for example, a function that takes an
arbitrary number of inputs to produce a fixed length output.  In some embodiments of
the presently disclosed subject matter, the key deriving function can be a
cryptographic hash function such as Advanced Encryption Standard - Cipher-based

Message Authentication Code (AES-CMAC).

Alternatively, for example, the key deriving function can utilize sampling. In
this case, the key deriving function conducts several iterations, where in each iteration
specific bits are selected from each of the nonces so that the output value includes
sorne bits from each nonce.  As a more specific example: a key deriving function
operating on 3 nonces can determine the n-th bit of the output according to the
corresponding bit in the (1n/3)-th nonce — so that the composite key will have every 3*
hit taken from the first nonce and the output key will contain some bits from every

supplied nonee.

in some embodiments of the presently disclosed subject matter, different key

deriving fanctions can be used at different times.

Following the composite key generation, each process can now use the
composite key. Specifically: a process that writes to shared data memory 118 can
encrypt (476) using the new composite key before writing, and a process that reads
from shared data memory 110 can use the new composite key to decrypt (478) data

that has been read.

A process which reads data from the shared data memory 130 can verify (486)
that data that was read maintains ntegrity (i.e. was not corrupted or maaliciously
modified) and was successfully decrypted. By way of non-limiting exampie,

processes which decrypt encryption schemes such as XTS-AES can detect whether a

PCT/IL2019/050351
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decryption fails to produce the correct decrypted data (for example, in a case where
the decryption key is incorrect) or where data integrity has been lost (for example, due
to data corruption of malicious modification). If the verification is successful, then

the process can continue to use (496) the composite key until the next key rollover.

If the verification was unsuccessful, then the process can request (49%8) from
the coordinator to initiate a key rollover and restart a collection phase. H the
verification was unsuccesstul (i.e. data did not correct decrypt), this can be the result
of a benign error or the result of disruption by a malicious entity. A roalicious entity
(such as malware ronning in a module outside of the containers) could, for example,
attempt to write bad information into the dedicated shared memory for key
establishment 185, More specifically, a malicious entity could have attempted to
write old data (“replay attack”) into the mernory in an attempt to cause generation of
incorrect key data. The disclosed method can, for example, detect such attacks and
request to perform a composite key generation once again,

For added security and protection from side channel and other attacks, the coordinator

can limit, change, initiate or alter these key rollover requests.

it is noted that in the case of successful verification, each process is now in
possession of a newly generated composite key that is suitable for use as a symmetric
encryption/decryption key for communication (via shared data memory 118) among
all processes which contributed nonces. Since each process contributed its own
nonce, each process is guaranteed that the key is actually new and ancompromised.
Furthermore, since the platform-provided secrecy functions required (by all
processes} to establish the composite key is (for example: by hardware design) only
available to processes on the same platform signed by the same signing authority,
each process is guaranteed that its communication peers are authentic, trusted, and

have not been not tampered with.

it is further noted that the establishment of the secured communication
mechanism described herein effectively enables a logically separate subsystem that is
shielded from access by untrusted parts of the system, and that such a shiclded
subsystern can be used, for example, to provide a corputer systern enabling
peripherals to be used in access of remote systems in a manner that is resistant to

keyloggers, sidechannel attacks etc.
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it 1s noted that i some embodiments of the present subject matter, the method
for establishment of the composite key described herein does not require the use of
public-key cryptography or presharing of a shared secret key among the

communicating parties.

Fig. 4 deseribes a method of composite key establishment in which each
process reads nonces and calculates the composite key independently. It will be clear
to one skilled in the art that the method can include variations that do not affect the
hasic operation of the roethod. For example, a single process could compute the
composite key from the nonces and then distribute the composite key to the processes

vsing the platform-derived secrecy functions.

Alternatively, for exarople, each process can calculate part of the composite
key, combining a received partial value with ifs own nonce, then passing the
combined value to a next process - using the platform-derived secrecy functions -
pntil all processes have participated in the calculation. In this manner each process

can contribute its nonce to the composite key without exposing its nonce.

it is noted that the teachings of the presently disclosed subject matter are not
bound by the flow chart illustrated in Fig. 4, and that the iltustrated operations can occur
out of the illustrated order. For example, operations 458 and 466, shown in succession,
can be executed substantially concurrently, or in the reverse order. It is also noted that
whilst the flow chart is described with reference to elements of Fig. 1, this is by no
means binding, and the operations can be performed by elements other than those

described herein.

It is to be understood that the invention is not limited in its application to the
details set forth in the description contained herein or itlustrated in the drawings. The
invention is capable of other emmbodiments and of being practiced and carried out in
various ways. Hence, it is to be understood that the phrascology and terminology
emploved herein are for the purpose of description and should not be regarded as
limiting. As such, those skilled in the art will appreciate that the conception upon which
this disclosure is based may readily be utilized as a basis for designing other structures,

rethods, and systems for carrying out the several purposes of the presently disclosed

subject matter.
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ft will also be understood that the system according to the invention may be, at
Ieast partly, implemented on a suitably progranuned computer. Likewise, the invention
contemplates a computer program being readable by a computer for executing the

method of the invention. The invention further contemplates a non-transitory computer-

(%]

readable memeory tangibly embodying a program of instructions executable by the

computer for executing the method of the invention.

Those skilled in the art will readily appreciate that various modifications and
changes can be applied to the embodiments of the invention as hereinbefore described

without departing from its scope, defined in and by the appended claims.

10
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CLAIMS

1. A method of communication among at least two processes running on the same

computer, the method comprising:

generating, by at least one process of the at least two processes, a group key
5 usable for encrypting a data unit to be stored in shared access memory and
usable for decrypting a data unit retrieved from shared access memory, wherein
the generating uvtilizes, at least, a nonce provided by each of the at least two
processes, and wherein the nonces are provided as encrypted integrity-protectad

data according to, at least, a platform-provided hiding function,

10 wherein each process executes in a protected container comprised in a
protected container infrastructure, the processes are signed by a single
signing authority, and the protected container infrastructure enables use
of encrypted, integrity-protected data according to a platforro-provided

hiding function and a platform-provided revealing function; and

15 rerifying, by at least one process of the at feast two processes, that a data unit
read from the shared access memory is successfully decrypted using the group

key.

2. The method of claim I, wherein the generating a group key is performed by each of

the at feast two Processes.

20 3. The method of claim 2, wherein the generating a group Key is according to a method

comprising:

generating a nonce;

creating encrypted, integrity-protected data according to the nonce and the

platform-provided hiding fanction;

25 storing the encrypted, integrity-protected data to a location in a shared access

memory,;
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retrieving, at least, nonces stored by each of the at least two processes excepting
itself, wherein the nonces are retricved according to data read from locations in

shared access memory and the platform-provided revealing function; and

generating a group key, according to a key generation function and at least the

retrieved nonces and the nonece generated by the process.

4. The method of claim 3, wherein the key generation function is a eryptographic

hash function.

5. The method of claim 3, wherein the key generation function is a sampling function.

6. The method of claim 2, wherein a first process of the at least 2 processes excludes
nonces stored by a second process according to whether a frequency of group key

rollovers initiated by the second process meets group key roHover threshold.

7. A computer, comprising a memory and a processor, configured to execute at least

two processes, the computer configured to:

generate, by at least one process of the at least two processes, a group key usable
for encrypting a data unit to be stored in shared access memory and usable for
iecrypting a data unit retrieved from shared access memory, wherein the
generating utikizes, at least, a nonce provided by cach of the at least two
processes, and wherein the nonces are provided as encrypted integrity-protected

data according to, at least, a platform-provided hiding function,

wherein each process is configured to execute in a protected container
comprised in a protected container infrastructure, the processes
configured to be signed by a single signing authority, and the protected
container infrastructure configured for use of encrypted, integrity-
protected data according to a platform-provided hiding function and a

platform-provided revealing function; and

verify, by at least one process of the at least two processes, that a data unit read

fromo the shared access memory is successfully decrypted using the group key.
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§. A computer program product comprising a computer readable storage medivm
containing program instructions, which programs instructions when read by a
processor, and causes the processor to perform a method of communication among

at least two processes running on the same computer, the method comprising:

s generating, by at least one process of the at least two processes, a group key
usable for encrypting a data unit to be stored in shared access memory and
usable for decrypting a data unit retrieved frora shared access memory, wherein
the generating utilizes, at least, a nonce provided by each of the at least two
processes, and wherein the nonces are provided as encrypted integrity-protected

10 data according to, at least, a platform-provided hiding function,

wherein each process executes in a protected container comprised in a
protected container infrastructure, the processes arc signed by a single
signing authority, and the protected container infrastructure enables use
of encrypted, integrity-protected data according to a platform-provided

15 hiding function and a platform-provided revealing function; and

verifying, by at least one process of the at least two processes, that a data unit
read from the shared access memory is successfully decrypted using the group

key.
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