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TAG BASED SCHEMA FOR DI STRI BUTI NG UPDATE METADATA I N
AN UPDATE DI STRI BUTI ON SYSTEM FI ELD OF THE | NVENTI ON
The present invention relates to software and conputer
networks, and in particular, 5 the present invention
relates to a tag-based schema for distributing update
nmetadata in an update distribution system BACKGROUND
OF THE I NVENTION Nearly all comercially avail abl e

sof t war el pRBNSED SGHEMoFORCBDI TR TING UHIHNTE
process MBTADRN A INFANI PRRACTE Bd5 TREBUFTONHRY SHEMwar e.
Each revision of a software product 10 frequently
requires addi ng neywr fL'd SET oF {1 \?X| sting files

wi th newer revisions, ing o so ete files, or
vamhe peesevenéibh eelseofo idimage and t@ﬁlsuterTﬂmmom ofn@sia pafticular,
replacing . older files, adding new files, and,

the pfetedt IGIEYSE Beselor raésbaé?d achglafltfahfhétr&ua%wdw fetagdata in an
updz{t@fh‘é‘{r{bﬁﬁ'orI stefereafter as "updating the product,"” and
he data collection, including binary files, data
f| | es, update instructions, netadata, and the ke,

used in updatlﬁﬁQK@RQL@Hh&FXMEFNBEBH@@Erred to 15
he S
or fg\g}?ﬁ &h (o Cerré’xgln}) %{%ﬁlﬁ g&%p%j g}o%uas (@‘c‘lgr 8 a g&ﬁ‘g@gl revision
proceésttherEpetuoorf updage featupesodi] mmsoﬁwmancléacheeusuoh)qf aos'oﬂa\dmle product
featureém the s ftmare rovider will want to.

freayofy reqyan pRANE AEY Ieh, SIS e UET ih e isistons, deleting
obsofdié tiRs UrtvBRouseibi s oM EMhdsB ciid atrfisippoceS 66€p18n@blder files,

correcti ng a flaw in the product or addressing a
addigg jnewchiles.sandydeleng obspdete tfides gbmt wéwearezmrqﬁu@tvrwdlérbevmefqrred to

heremtas t'%sy%%g??%c%ugél Qlidntg)ee%’g cBh@ctlgHS QlHElrn Oﬂ%%&,ﬁc{g?a ﬁles,. I

as soo nost so tvvar
upddtﬁamtrm:tlbusinmmtd roé nie N, umedcinsmrlaﬂmg the Wdu\mwﬁl be referred to-
hereuf?e res1 ésha% rogystomers as qui ckly and as
? 6"51 fnrpg'e as EBSSA bl e. The conputer industry has
expa&d £sufachré providet bas oteat@l mndgilaterfot beofbuarberodatt, elther to fix a
nput ers connected to petworks, and in parti cuI ar,

Prob{% ephangs F%Prltyméac{dd*%ﬁegwéequhsé?fi%arefsovgﬁl%m wagh@ make that .

upda@éJ%‘vde‘Py tabﬁla%mné calthRer 8k 'Qhﬁé oft¥al dRRI R \R/Wnoﬂmghu;ﬁiate is
connection to the Internet, the Internet has becone an

direqtedos comenting adlawvnin sl prpdush anaddrestiog agpficalgequrity swiedide software

prov{%e Wq}l %an g‘tﬁ %g Q%%s‘?&ﬁle toilllt tﬂg Ic[xstgr%gltsogﬁﬁsqsuterg%ts s&% as possible.

I'nterne
Indeed) amuze boftvadre pmydessaﬁzt\war lalspfeﬁls\/mdaﬂﬁ'ettﬁ) dp;[ﬂihﬂltedﬁ)ftwa:e updates to
sof t war e uglfgtes to t custopers. It is often in
theircydopmersas Awckly gad agfro ?frﬁ%?sepoafﬂ i ders to distribute

s ofhenab @ putBd  RStry hadVelperidi@ed Qheéﬂﬁ&sweagro@tEQB @RI fumber of
update distribution over the Internet ces their
compijesp gpnnegigdtg ngtworks, and in particular, to the Internet. Due to this explosive

growltt 1ttt ddel 1 el b ichiddrd Litidd Liditbl thrd Ol §%onnection to the
Internet, the Internet has become an important and integral channel for software providers to
distribute updates to their customers. In fact, the Internet has become the primary
distribution channel for many software providers to provide software updates to their
customers. It is often in the best interest of software providers to distribute softwarg updates

over the Internet, as electronic update distribution over the Internet reduces their overall costs
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1222222 teee reeer rrerr rreer orsrer orrer ol
*00000l * and enabl es custoners to obtain the software
- updat es .as soon as they are available. More and nore
frequently, these software updates are conducted
automatically over the Internet, wthout any user
intervention. Wiile the Internet is now commonly used
as a conduit for distributing softmare 5 updates from
and %n\?\%ie\és\%ggtol égs\ljtégo%lrtari]% lthlje dsé)?m%ﬁ écfa | Cals esrﬁergla'{se teg"tairé?]l évefilgxble. More
and fdee frpglahey, dh&krsohbhicoipdart hastondedied aﬁtbﬁiﬁﬁwl@&ﬁer fadnternet,
(2) admnistrative control over the distribution and
withouany UFeLiRIBHERHONs of t war e updates. In regard to
ef (Wisle M Mnnet A€ nBl SIdnirRbHI| ABed &S %U&Eﬁﬁm O UWRBtEing software
including the Internet, possess only a finite anouht
updaggfs fa:@mmfiwalatprowd(rres@mr@bz§sue@ffteeinen‘tb'f giseed wo sagh issues include

(1) eﬁgcrx]edi \y d t%larnﬁ%qignz # m t e altei u'?llsﬁrc’ibuéxtopl elﬁxgrgf(tgucture/resources and
(2) a@BpRGiative Yoritiol be@aiﬁdﬂdlttﬁbmfd abdrigstalpdah Gﬁscffﬂii’ar@ﬂmdieaf

sof tware products, such as Mcrosoft Corporation's

W Hrserd rt9 effigiAnEY Obhe SHHBILOR JesoyEce® mSLURTKS eqludiagthe Internet,
poss&@ QdHcd fﬁ{l'tet AP S Bmuniebndeldut @OERHER re@ttdto a?svt%ﬂdmdth A

when ‘sof t ware updates are made avail able on multiple
finite amotinsad dopumtnication bandwidihbiregnth resulih oubottlbmecks, especially in
0] hat .such b I eng( cks,poccu
Pt P2 oS HiBaich SUE0 &F MRS, Bggion's

Wmdd’ﬁs@’ fagtily F@peRXAFTPsems zfndaelﬁiteﬂ%odihﬁﬁﬁt)a}brod@@ﬂpsilicﬁrboﬁlenecks

requests the | atest downl oad of a software produc

rf:ga.rdntt erfgwarnes

'. ex1stt ﬁ‘@nd&lﬂ?ﬂ 68@1“’?)"85%&@ iﬂ’rsl}@?fle P‘f?éla?Pr%‘t nepslgple download Jocations
dlstrl'bﬂfé@pﬁi?&fag'%utsﬁ{ev'lﬂ@rngf OVOg@rre£§0§Pahat FUER r&ﬁt’l’@%&qs bi&r is the .-

‘request is treated as a single, individualized

unstra@tg@glsaccmaﬁq)qq:g magg tavikpdle by theskntaraets rRogtexgmple, if a first user at .. .-

com]%ul?g‘f/? %q e t/hgflates%lagwnllﬁg(ﬁ &9%{5&&9 Fl};oﬁné/t, Bk *&%gnﬂﬁh :ﬁ@sggs through.

request a secona use

the fuﬂrmaﬁsmdé’;&n&:ntmlcalmmvlhmmﬁﬁs Rusthhanvare t the repiest ik BPated as a.
i rst us

. re s,the sane downl o , the _
singlf e R0 e < BEtee dhue e rofyesh, iSRG yindEpegdent of, and -
unrelSief @b, meloﬂiik viElont irafeid aA8/Ge fetuestN AkRUSh, ifeX H¥BhEusel B€omputer

sane download will be transmtted over the sane

B, who,alsq §epngas (o kave Wccwmed B aisquestsdhe pamedeienlpadyggsthe first user, the
req ués[ ?1%5?%& Ebcbﬁ&.’lu@t,r' RN ?ochgﬂ&!l Yas aI glnslgelﬂmlz&f abRS§d S In this

I ncreases substanti al fin te conmmuni cation

examiplen v siie dowinloadevaitrbe tambymttBtl @Mercthc sdme tnfifastriexaepyige, because
S .25 d .have been nuch e,.
each ERBEL k<R BB Bk kP P R R s
the fintxe @onmnfmadation basdvidd@anill be®mer £HotEsAeckatTh Shis@stampleMvhich is
~the local cache. Wth regard to_control of
quiteogimen, it MR haymypeest guah mare Hiciens dhdie dawnjoadagayld have been
cach&f zﬁ%%czaﬂdcﬁ’t% a agh lu?é}'rédcl)l s§t1§fﬁa$x%ﬂrc‘th%@oc‘ﬁp£§c59| the
distribution of updates to their conputers. For

ex‘é[rrbl esgauhftor et edly detmipntigpdan@y lvageaiztionsnt espeludly large
oroamza%oné Iiaveq Fegrhmz}/te reasons to control the distribution of updates to their
computers. For example, unfortunately some updates have or introduce flaws, frequently
referred to as bugs, that "break” features of a software product. These broken features may

be insignificant, but all too often they can disrupt a business's mission-critical features. As a
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30 referred to as bugs, that "break" features of a
sof tware product. These broken features nmay be
insignificant, but all too often they can disrupt a
business's mssion-critical features. As a -2
busi ness cannot afford to lose its mssion-critica
features, a responsible business will first evaluate
and test each software update within a controlled

busirer‘ég%/ c£%9§ﬁ5rdftBrlos%ol'i'éerrPﬁfan‘#lt@gl feEt’uFE‘?s‘ Prrésﬁf)ns‘ilﬂe business will first

easi ng the update to the remainder of their
evalcoerpurt %seacﬁhoﬁwwalpdalﬁlVamlp@rqoodollqdefrrmrpsmcrﬁefor some period of

ti.on.to I te wheth
rime FFEPERG SN b Bp g | B FerlOR)eBF i RBEeR, Pt ayglupion period
pernids ted orighnifain e e4lidagt Wisdtied ta uptiste dell edversebchffdond mission-critical
update will not bring down any mssion critica

feature aPbeattes it e bapisatsfastoriy detedniped tat en gﬁc}aiteomlLaottttsm“ down
any Fs‘lol}xecq%&:ﬁ]q@z(tm%fls tHRupd eI A AR 110 Be ist R B/tRe remainder of the
early, nost organi Zati ons nmust exerci se control over

orgatidgtionisnsommpuitasi ofleaflys oxﬁctsmmrgammdansesmuh ekéreise control over the
. tﬁq. u%erﬁ. Anotr}er0 §P§oo Q@t a busi ness or an
Insta ngﬁffg 181% UBP B OhREES OB E St rol distribution 10

Of Aﬁ@tﬁéx\/\@ﬁ@nuﬁﬂ&t BSireSs 6@arﬁd§1§bhﬁ12atibﬁrtﬁie8tneéﬂ$ytoa:ﬂmﬂ@ difigbution

nputers in the organization. vVery.

of Sqf@\‘af ¢ HPAREGTes F‘bﬁ”f‘sg’@r‘iﬂ“é‘éte[i@'p%?'fﬁstrlﬁ’ §°'E“8‘“ﬁ’§v‘§ &porgamzanon It is
verysifn?plqﬁ{tquzﬁl%rn{aﬁ&g%‘érvf%%f)ﬂ{rﬂénty RPRaY Ghndakdized, target platform - -

uters operate, whether it is for a word processor
uporowhlah] ald pemputersppsmats, eretheiit ishions vweord progeRsetior anaipelgding system.

s S SR BT BT AR s o
n- .

-_dmﬁaﬂmtrol i's inportant |s for billing purposes

| ar or gani zat is often ineffi to .
& s et aon b b copSh 8 RO o i BN gpoges. In large

: .'orgahl%*idﬁ's dial lofreahettigiet {0 mANSARIIG Ahst@l Bafiwaré Wn3k computer, or to

tware product for each conputer in the

| mdnodtgaélm meiniaim licansest Bach, paitigylagsaitveire @raduglefes eaglecpinpyter in the
. 'orgar?lgat%ngqmtgﬁlg,hg& e%lﬂélflr&el?se%gﬁx\f\@ﬁrﬁ%géﬁg%f% to ?h e{]w&yﬁroduct o

ters an organi-zation required t
on nn&xpmuts colmputetsnbEhuspfin Zﬁ)ganozrapum enay hreumqmmtgi ® repo uk;et number of

under the site lice se need to |i t th
comMTBAPIIRE SR SRS B g E g S tAsaep U e number of
comput&€Rehingh lprétfuct heEe ar $RIRBSseOf AR RS iRRelirdaorsOsfedn require local
control over software update distribution. In |ight of
CONK%QVWéPﬁW@§UQQ@QQBPH§HPPf|ed i ssues relating to
S ofn %&s@ibﬁ% Eonglﬁ&f‘vssuemﬁudgsto RERHEL ubdat@Ristribution,
exte software update distribution architecture
whatfig nqulleéw a:du mgangb}wtspﬁwarewd@t@einstmhéwd|asfthrt¢¢3une|f@rrpr9ﬁdm° control
crea5|ng er

overdﬁesfhls I'JL}))B ?rgﬂla %cf%?wac(’? 83%63 asl.ﬁleil 61rs ST smr,nve fhstrlbutlon efficiency.

The B@EHNE FEftidnhAdRs &R thedt hm oth&Sibedss foaud ¢h the ptibearpr i or
art. SUMMARY OF THE | NVENTION I n accordance with -

aspects of (e RESRILRVDF R R AR P2oec

In accordance with aspects of the present invention, a tag-based structure for

~ communicating update metadata from an update service node to a child update service node

or a client computer is presented. The tag-based structure includes: an identifier tag
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conmuni cati ng update netadata from an update service

node to a child update service node 30 or a client

conmputer is presented. The tag-based structure

includes: an identifier tag -3 including a software

update identifier that uniquely identifies the

software update; zero or nore general properties tags

that carry general property information relating the
1ncll.{donot z\al\?%f?warg ggtgll%%]g? O glrt %8§e1¥ ?&e%lt hzse gle o?thgute upe ate; zero or
mor@gq&mlz;ﬁdpeamomgb thgt tm)_r gﬂgﬂ:ﬁgﬁopez@fr mfcﬁrmarmr eelatmg the software

relationship ta hat identify dependengy 5 _ ,
updates| 2619 GH%?YBQO‘H%% %BFQP@HFS 95t b/%l S ﬁgedagmpeﬁy information
orgafi@&F hiRedng o ‘ian)%uéggd%r% &%&@%ﬁnohﬂﬁ) 4 Enhzﬁ’tlﬁﬁﬁrfv dependency

sof tware updates; zero or nore appli cabl lity rules
relatioagiypg trhatcumm rsyftwms opaaie.i 2 defopibed oy the npdﬂtmgletaﬂare, has with other

soft“e/lﬂg N cfa ZrE) Br %foret %g:héz&)f ﬁt""?m% &89 ﬁk E aa%& 1§fo%n &1 for determining

the alpplﬁ@bfm)t bthe s@fhaztre npddtototdiesOionyptee; zemlaxt xﬁoﬁ fﬂaeyﬂagﬁdat carry
files; and handl gr speci fic data_tags that car
informafigp FARtiNGiO e {rgateis @28ard filks i rianes SPFBHIC data tags that

carry R&rRblibN@rdcRR 8 tel 0B BretRA@ELfor 1talllhARE %fg@:ﬂ@ Gpdhd. N
addi tional aspects of the present invention,

t alp- dsaerdandst witke adgidonal aspsets o trruPreesat invgntigyd att@g-based structure .
for c%%%%: an% g&gtg pneH’iBg %tf?or§ %B\{xlgﬁgte Iggrq(tecet odg1 tg Dllclhqg %Bﬁzﬁg service
servic !

nodet @0z bléenie dompmeuctsqrrasem&dl u[deszag-amsed denttuxfel maclutlca;g an identifier tag - -
hat _uni u el

L -mclu:dg)%!,]atjgrl}fn g tua fté\é\r?elrnaggrp t%gégra%lge?y tzA&nBF 185 tthe rFBftgare pdate; zero or .

- 150
*-:that. <,Sa91fry 1mfrﬁatmq‘gfa§§g tcARd gfﬁ%ﬁ’e Qéda@sr&dylcfaﬁlf@é tags that.

20

25

-mord @la@bh<Mi}SDigP tHap AR nd falepé iR, Feyatlgﬁﬂﬁrﬁcm@ €drrent soft»%are update; as : -

rel ati onships the current software update, as .1
descriegiP tsetpdpts meqvasdatpp Hes withhathercefty arepslatgpand gerqeyr more files tags

I nformation re ating to the software update's’
- payl. oad files. . BRIEF DESCRI PTI ON OF THE DRAW NGS
. The foregoi nBRESHBPESSRARHOPREY 1GIE DRA WINEhdant

?g’g nf()?ggg’%}# ‘I‘Sg&g% an drji gytolf(?ﬂe ané’MgLJn adQ%@QJEFS‘ oqtﬂ[ug invention:will -

beconna desrs rexdily hppreahed ancle {amet feeome Be il dndwmgd (H@tréﬂe}eade to the
tion, when taken in conjunctio th th
follof R Akl i HIFS, <B T en COREL apeorgpanying drawings,

wherpin€t ori al di agram of an exenplary update distribution
systemfornmed in accordance with aspects of the
prid6eME | ivenicroil drproRe an ¢xmplasy gpdateifisgibarien system formed

in ac Aghmgmraggeoﬁ@?@ ﬁeédén Rrgéxﬁﬁ‘)ln conponents of an update

service I n accof dance with aspects of

-t HAGURIS 21" a blovledibgrany 1llE$thR§eQempiala 1bgioad lcontpargmasnof an update
dllustrati,ng exeppl ar i cal onents of a root -
servitg R SR o RIRE b RS of TR AR Bt asaeet s
Oof FIGUR B8 €6 & Hlodkn¥igranOiMiusthtdRESMARNA L ABcomforlhRCHS a root

diagrans illustrating an exenplary exchange
update service node formed in accordance with aspects of the present invention;

FIGURES 4A and 4B are block diagrams illustrating an exemplary exchange

between a parent update service node and a child update service node in providing a software
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" between a parent update service node and a child
update service node in providing a software -4 update
fromthe parent update service node to the child -
update service node in accordance w th aspects of the
present invention; FIGURE 5 is a flow di agram
dillustrating, an exenplary routine executed on a child
updat e service node to periodically obtain updates
upd{t{ P Ih% éﬁ%rn?n?dalt'@ gezﬂ/i@e %?(ﬁevioctﬁe Qﬂﬁi@ ng’atg L%g ngdé fh Zcordance
ow diagram of an exenplary subrouttne suitable for
withuspectsofttiepreexempe@ion; rout i ne of FI GURE 5 for

obt ai nj an date catal og.froma rent update .

o FIPUIRE Y ollb: Fesgegen 1138 ing P bl opthe airuted on a child
upd R &AL &hddey lﬂélfi’é»ﬂid:a'l‘l? obthid %Ma@s R iSSaréd upife service node;

exenplary routine of FIGURE 5 for obtaining a software

up FHEERE 6o @ floar diagragpabee esemplape subroutiiggwitalplp doREsgin the

upHHFEREICoMh & o ap | . |

| [ ry..r r :
exr D b EROURE. e BRBHTR Gl QU Qg oot srvi
nodgervi ce node; and FIGURE 9 is a bl ock diagram

illustrating portions of _an exenpl ary XM.-base )
L F @cﬁ%{%g Ret glam Q‘agréﬁ’eﬂféa'&lé?‘?’ﬁrﬁpﬁby PHEOU BN %‘n‘fﬁ@ecff’r use-in the
exerAplary4Btale f FRGBRE! Aol bbt@inink™ JIRhAtd-FdaleriaRh BlleNipdate service

According to aspects of the present invention, an
nodgzpdat e di stribution system = organized in a

hi gf ﬁﬁ!8ci%l affﬁ)wid[)ag(rﬁn{ %Elagﬁ%pr#iirg&i&of& gf‘essing an update

updatés i's . presen a plctor

- Tequekit &igiaatiafd wdaexervieaoye;wpdat e di stri bution system 100

1 OUEEERER wSESGISREEe bheSPRCke S S POEEOT g e

'- updROma Rt sereHRARR: &b BhENUA S HEILAM, FRCh as {he
|

20

25

30

ustrated update distribution system 100, 1is a root

" update service node _102. Software providers, such as
~software provider Pf&AILEPQ?éW{)Nei r software

updat &8ink o ugRciher WRAt@esti SivehduH | AN uSYAL &REORIAY system,
subm tti n%. the updates to the root update service
orgapigek 1002, higeasdrie! nfpshion.adere cistiipftingh gofpyarg eppdates is' presented.

' nti Q fi rovi . . :
FIYREIY o8 SRS B SRy AR, A8 BRI En 100 formed i
accotdu@ice @h aspedatod tisepresene invetéonl 0ccohtingightha pres¢nsdidention, at the
.. such as the Internet 108. A hierarchical update .

top AT Sk ‘ieﬁﬂ“g‘ifh"c“é%?te@u%ﬁh 3% HF’H ustrisdiPdpls diggERptign system 100,
is adbst pdad kéice SHoAk @02.108bftwiré Iprdviticdd,Ysuch CdsUgitvalke IpRAsder 110,
one other update service node in addition to the root

distrifyeatheir seftypieeundaiss thropeh i ypdpigsdisteibeipn $ysEmAYREby] submitting
o BT S, VROR S A T e e e
investény isoBwaedmeviders, such as software provider 110, may submit their software
updates to the root update sefvice node 102 through a network, such as the Internet 108.

A hierarchical update distribution system, such as the exemplary update distribution
system 100, will likely include at least one other update service node in addition to the root
update service node 102. As illustrated in FIGURE I, the exemplary update distribution

system 100 includes root update service node 102 and two additional update service nodes:

update service node 104 and update service node 106. According to the present invention,

-5-
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30 update service node 104 and update service node
106. According to the present invention, -5 each

hi erarchi cal update distribution systemis organized
in a tree-like structure underneath the root update
service node 102. In other words, each update service
node in an update distribution systemhas zero or
nore child update service nodes. Thus, while the

eachehxgrgpchﬂ: ytﬁgd‘ipedﬁgtﬁbgﬁ(% \)’SQ&H 150 02?11’(?&?1qma]t?%élﬁ%g%\@c@peaﬁndemeath

e Service no
the ﬂd)bd&pd%ltes sdrvice aodroliéz 1D120@Bﬂwunﬁatz&hsmdwlemrmmﬂﬁocﬂ30iﬁ an update
have onl ne child, it . is for ||Ius r at
distryypfign G gﬁso%ﬂrfaompr%@ﬂédwgetﬁ a%ralcsgm mi hur% hﬂﬁ)%ﬁ%efh%ﬂplary

updded @8&Hutioh 'l\/&é%'l@@ shEWE ttmrerﬁa{ arehd Eﬁ‘da&é"?ere?ég @Rk, 0. Othe root
the root update service node 102, each update service

UPdau@dervnqq aedeulddasre dpézttf-|sbm¢eon0@wls&4erhahgsondm@n9aqheldt lt is for

at e serV|c nod or.dj |J1 H
ﬂhmﬁﬁl IpdaPe* S etV ce" nogo(ﬁ‘(fﬁCﬂlot é 3¢ u?% gn“ 2 rootpresent

invedttbr ﬂdﬁlﬂlenﬁ&é W igtethe @dleeplior of &ﬁdommﬂ»ﬁhte sSr@i‘c‘élrE)ﬂe m@2j@ach update
106 is a child node to update service : node (104,

As
servicgnngsle He@R, URdsie, disyaRHIONs BYSIATE d12f oofE, Pieph Upale service node.

Acc&ziﬁlegl 20BhGn LNEIGORE 1URPEHE serSRE \Ho8E 1085k 102 n6@NtoPBe root
a child update service node and a parent update

updasea swr@e nedel 02, Amndi ppdatst seavieel node 1ifeisex e aroge tipdiadye service

':-nodelfdl%t rADUL Qe o8], Setagmécg)a(?e shriiBe hO8Y HRGAL ExcepRbl 't ﬁf}xgz}gﬁteupdate

conmuni ca at e service no
servicé ﬁodenI(H[ otbeHdth a chlild dﬂﬂm\senv;cembdeshrmd phrh& upddesstioodode.
his is.illustrative o shou

 cofSMHENSE i 1A FRSTPI PRI SRRLURY PHGBHLPofe Fairppdate

.servM@%H@l@zarc»shﬁﬁmmsé@ with apaspdatvicedhsde 10aUtHIQBh §¥%SheMet 108.

need onl be able to conmunicate with its parent

- Howgresy dshaitid beiprdsrstendahigfiihis sl ustesnaaniy caid Sé‘ﬁ“‘n‘?é’lo\"/\)é‘? gonstrued as

limig A@“é%onv‘ﬁ‘l'el }ﬁ'esléﬂfj g{v‘@r&ﬁtgngv ES& Uecgi?e 30k € ApELIH Qﬁtlﬁﬁaﬂé\" cﬁﬂrlbutlon_

ar ent ro te service node 102,

'systdnnmee:d]enlyllﬁrsable tto rmmnalmcatma/uth\m yarcmmmrcduldrezothmugh some

cdmﬁlﬁ%rzlgat?(%llé%t n? g Larﬁ\; Segl?l/lle %s%zﬁg geﬁslf:«\elvrolocﬁ hl{)% fonp duarlltc%t Se\rll\%] 1?5 I,Parent

root mp@dRkerliceUjudatl 62, SFatigh ehé aternt OB etsmdﬁﬁlthbthdDy @ommunicate
sub- netmork 126, of the local area network 124. As an
with gigs, Gl uPae SPTViceeBOdset SisFKas1 YPhattn yerKiGe rodp diY Yig Hhocal area
netwdfiOBfY zation's general corporate network, and update
service node 104 represents the 25 corporation's |ink
t oAlseehoysel it BIGH/RE i erstateoysrdsesnasen1 90 0ssidep avithinsa sub-network 126

of thﬁ%ﬁ? %%5 Bﬂwo& }43 ,Qsaé raignpieégéc% M@Qﬁ‘é&oﬁ?[ p. dr%?y ch'ge%pond to an

sub- correspon
orgamdﬁi’dnl'sf ga’mlrzﬂ curporate aérmﬂn‘paﬁdem@dmtder\mw Imedezwqomelﬁésents the
net wo

h a f est/.eval uati roup, a renotely
corpgigHSH © Aile Tt e APOASF diSTIRILER Y51 19 o8 1 faRaRCHoRdS S{pprent, root

aspects of the pr esent i nvention, "an a nistrator on
of copplieis wighinj the carpdeata ggtwark, such as a test/evaluation group, a remotely

located office, or a mission critical group. As will be described in greater detail below,
according to aspects of the present invention, an administrator on update service node 104 is
able to control the distribution of updates to update service node 106, and ultimately to client

computers.
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30 able to control the distribution of updates to
updat e service node 106, and ultimately to client
conmputers. -6 It should be appreciated that each
updat e service node, including both the root update
servi ce node 102 and update service nodes 104 and 106,
is configured to distribute software wupdates to both
child updat e service nodes as well as client
zf{)s?l? St%le gAgreg’la alig?)chi update égg/icglrxlog% tmcfl;% mggagthlfﬁedl%o? update
servﬂ:&&ode?ﬂn &dﬁqﬂbtewpﬁ/adeamief wm&mmﬁe;s ddﬂﬁgmédi ngdisfidute software
root update service node 102, dlstrlbutes updates to

“Pdfﬁ?ﬁ Fodb?fﬁo‘g’t”é Relat; $65ViRG dedess Ay Vel %Snfl‘%r?ﬁﬁlﬁ’éﬁegg As shown in
FIG@REClr q{erbgeltnﬁlal')olﬁﬂlateciﬂﬁﬁblmgn@tyét% 100 fi Q1 HRE @ht computers 112-122.
Accordi ng to one enbodi nent, "an adm ni strator defines
Eaclgumpﬁsseamb mrEomlchtdm the creott epdate strviconpieoH)2 disgiuisistupdates to -
Chl]C} Wod%% {v?cu nl?tdesgzﬁ) c11e tdc%tmepf%:?sr z\llclcgredmncvot(cj>Gfoqalal cc{n%gura%on information.

Accdn’dinlgstd ohe ehﬂ)ddirﬁlﬁt umaﬂmlrdstsdtdsn béﬁﬂe@ngrSMi‘st gd associates update
erates, assunme that _|ocal area network 124
dlstr%lflp%g‘ﬂ%wgh thpsg BFRYES n&ech Bpdpsierwies Bade hasrahdragiene distribution
group€twork.  According to one enbodi ment of. the present
I nvention, an adm nistrator, on update service node
104s amgyardplt itn dlustrbte ihpvetheliupdaté BistribuHom systaps opasates, agsume that
orate valuatlon

- local® QX networfg %A/\Dcroﬁelzo%ds : t%m ugum si Z%Iggmz;}tloa S er &%u Retwork.

correspondrng to the Sub- nét wor I'nc ate
Accértingit6 @nd embodienehO6f kB qbrefshmtanvemxeﬂ:paﬂ ﬁnﬁnik&ﬁloﬁraﬂ ubdate service

for evaluating the sujtability n update for the
nodegkife ay degvf‘pew}ﬂpée HistripghRn g@&ps Sg i p@mg@teaneégﬂrgrlgﬁ including -

an &@ﬁﬁﬁ&at Foll, Obtreks st H‘%‘ th@ esu‘l%%?\’&@rk 1367 Mbl‘&@m’ao gﬁdalep 4ervice
and client conputers 114- Wth regard to "t he

nodechPf| and cligim cgmewtsrs ltZHemad%? rfprswah{aana tha¢higabeléty han update for the
genepal?%éﬁ)rég rngi ftk lﬂpda% wifa ﬁ§t ngpilnp ora@ngogﬁ‘ §r%8.ld%geﬁle update

rule at group suc at updates are
smvmﬂnmﬂ:HMemchﬂstombmtsdlﬂdlﬂhe eval uation group's
rnat

I t.h
e a8, IR SR Y B S RS e AL s

nodealdm B4 St hinter,aafts a6ddcRids r@RUEHE kit 1§réup11;8eh ang updates are
associates a rule such t hat updates are on

immegigtely; gistribgtadota fhe Guapation g@éPEde%IPBefgrf’éuE‘eYretP%@Pi% gvpilable.
Alteﬁllﬁ’&'l% ' Qﬁhlrﬁgeﬁ‘&l'ttbot'hé el C&?Sra?éj %}dﬁgskﬂea‘é%msﬁ%&V dds client

also that an admnis rator or c update service
compubete 1 14}6 1 &raeétassgcnateel efrelg Isuchgth@um)det@m snemlynystcbutm to 128 general

corporaL % ltl nEl%il’éé? SRCCI ﬁ% ﬁut%orlzerc]i Sfa\fliv\éms ratorpd%s[sume also that

an a&rﬂmisﬁﬁmﬂlf@{ cﬂh]yl upidate rselvideathde @@Eteﬁtéls aglefdué @bﬁplﬁ)nsmtmo of the
software provider 110 submts a softwa

Chenaﬁ%ra%erﬁa% frE 13700 the, prrdation sp R nete oo Hed: 1(02h10}a\eebpa\v fgftware
updatfmbybEmmatiablyisies @ the root update service

Continuing the above example, a software provider 110 submits a software update to
the root update service node 102. According to rules established at the root update service
node 102, the update is eventually distributed to the corporate update service node 104.

Upon receiving the update, per the rules established by the administrator, the corporate

‘update service node 104 distributes the update to the members of the evaluation group

7-
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node 102, the update is eventually distributed to the
corporate update service node 104. 30 Upon receiVing
the update, per the rules established by the
adm nistrator, the corporate update service node 104
di stributes the update to the nenbers of the
evaluation group -7 (defined as only the child update
service node 106), but w thholds the update fromthe
eper al LPQLAL & 0 peai § r
(deflg cp a lryI 5 tcg) lt%h dg{e éé? 19%6 Iﬂg{h{l&)é ?\%uwitﬁt&g# P\%uflléldﬂe E’Qm the
genefdd Gu@oﬁl@ﬁpﬁ@peﬂdmmpéceﬁenmhmgzatlhtetdxpsiabmp thiehepdate to that group.
eval uati on up servi ce node 106 rocessqﬁ th? . d
CpHarg ey ﬁ%&f‘aft’%‘ee%‘ﬂ‘ HEFivHSd g RIpS Fif fYifugtion update
servie& ﬁHERJ R6 procds§8 Ry @bddt RN rddpelak e fAAeiAE] BRES. 1Wthih@&mple,
only one ‘'group. However, as previously nentioned, in
the evalwagpwaipdatapseariennads Hif hahenly ars sheuprulHqWsver, gasopgsyiously

men t&?rlgii,?ll%gaaltz}cg%vlr{lﬁ)lgmerﬁ bolr%ln{tl}%y% 2& Q{xulﬁ‘]ﬁ?%%@%a fin d each with a

uniqud Sk of asoEMied listid®n Iiks.i mdimt:)ealnyplermk@smlkmm pn@éztte service

avallable for distribution tao_cl uters

nodeclig RISy et HifptBio eI - Sas B oagh computers 120

and Li@g at giean @o%@te?svl@bu atd an2 1fhapefd W KePPEASS dMBY the evaluation:

begin. .. continuing the above exanple, when
periadfgocedsmnay b@gﬂat or on the corporate update ibution e
oV 0
§t{ll% n%nuisn ée %?%Jgsél}g?é%f th o‘r?ﬂ'é défﬁ)ﬁ@%t%)%’ ?IZ @ljé:elor rg(ﬁ‘gte update
serv1ﬁehW 1041124ufﬂcf®ﬁtlyidmsﬂbd;thaatl&r u;IdlaEens emytzibile:fdrldystrlbutlon over the
aut hori zes t e ate to. be ut.e
entirgRCRPAFaLe Ny of e?dé‘i““b“HF‘Bbq&P E%‘E]ES a“‘h%‘z‘?foﬁhﬁd‘PS?t% to be

distribReats tﬁ@?ﬁé‘nﬁ)@ éf5th9 ferdl0dorp&tateCsh dm@%&&g@%t@% 44 service
st upd aﬁe avallabFe to %?lént ggngﬁ?§r§p114 11 P !

nodeslif4 gprtespendingls makgneupdate ayailaplede ghent spmpyestid4-118. It should
be uﬁ&érytbgda 4P qﬁe %ngu \i\gdv 3k vikd %l)&@ ?(%e hﬁyt JT&) b¢ GREARM in the

porate group , because eval uat i on
genemmctatwraergvmme H@d@vcﬂrOGectHase theel c\@adlyomeledatlpdafumr,wdqd% has

ddi tion pdat actio i S nee f.0 o
alreaay 2 Bllga?tﬁ%} UL g&dlh g{xtg r?lﬁ Siclpn 1 Ins%degu or ndé%tr\h%urtwg the
updaie6 the?&al‘h&n&agulhe:t@@ﬁnzby t he: above exanpl e, the

present invention offers S|g@|f|cant benefits

P 6 R garche 385 BY 8128015 SHITPIn D GG OR G i hcant benefis

in &k 6f SRQY - didAbARAI Lot shdt REwnRBOVEriE8RS, | bRdaddition to the
aspects of local distribution control, significant

above-glesaniged |a$peek§ refuledat distrdnition saeval dsiEnifieant shyaes adommenication
band[v:vx thexa 2159 dr‘eah\@elﬁl: © Eg)ia%%rpwﬁlé/ tl?og)pe%ﬁérg ({b%o%'é lﬂ'leil\ggtk 124

il i'nCl u

1l]ust€ﬂ€ﬁ)lﬂ EICH.JRE heandodds iveecliphiosinieiérs, thip daftvearagsovader's update was
| oaded fromthe root update service node, 102 t

dowrtlﬂaé*eé&O&Pflgtr@ow&at@ée%cmo & [ otfene 62PORH gwdaf?esef‘i Gpgnode 104

only Gh&amkY Cidi89.thédS ad M€ nBEESF cﬂfant(‘cbhﬁﬁt‘érscs@fmééﬁwysan update service
servi ced by an Update service

node increases, the communication bandwidth usage between a parent update service node

and a client update service node remains constant, thereby substantially reducing the amount

of communication bandwidth that would otherwise be used. Additionally, the update

distribution system is both extensible and scalable. The update distribution system is

extensible in at least two ways: any number of child update service nodes may be added to a

-8-
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node i ncreases, the conmuni cati on bandw dth usage

bet ween a parent update service node and a client

updat e service node renmi ns constant, thereby

substantially reduci ng the anobunt of communi cation

bandw dt h that woul d ot herw se be used. Additionally,

the update 30 distribution systemis both extensible

and scal able. The update distribution system i S

extepnsible in nunber
pareHERE Saror dedule g, e in” P WRBGhsE nark bareht upaate
servidpdialie€ Eedhsuberdeostethe apeht€ Qistributipal 3y sterf @fiay WerefRel 8 tailored to

may al so be a parent update service node. Each
“we§GBW¥Wé@“@ﬁsthe updat e distribution system may

t Y

i G, 0% Dk SRleRin Wbl Bplat) B J2ens of an update

service giacla 2000 spabin enttbe ebrpmmteipydate sedvise rnode é0hdfEGERB,1) or the

o 5 50 M R U R TS EE50008 ] B or e

presént in'e@iE d Ak Rh@ek &f HEGGRE Y & u@@@@ﬁrﬁcehoamO iREIG8& NN update
i nvention. As shown in FIGJRE 2, an update service

web reerice 208, p sbipuideslagrmogida s w@bldsmrec@osl'dz 206, andjqefpporting
modHlQ%%e lTRQLélX é@:gy élg%zﬁg _Isleglxéépq@&eeZd’(‘SDgl% gnagg’es Qrpguth@ntlcatlon/
_reporting nn he exenpl ary update service
authmmziieoﬂ(ﬂlﬂ)dalesﬁol nn: ladlgsstanom applénation pragoammiin@ interface (API) 212,
an ug efhfoor Iéetz tr?reg% gfl%\ ﬁ‘?ﬂ‘ﬁ‘bsgfaﬂ?’gﬁaeg%&l{%tﬁ|2§§ﬁ9 an ugﬁate information
stordp@at e content store 214, an admnistration user
interface 218, and _an update information  store

Théh %wwewm Beryise ¢Pe eroyeles §reotmpRsseh of Wﬁ%-‘ﬁ“’é@ts %rpugh which

- chenY\éx%rrﬁ)%eré Ca1dt hg&g&@eme‘ﬁ Hodes! 12881 a Hlagee Sikd node can

ate service a parent t e servi ce nod
commamcatiawtft:@rnnmﬁt@mr@cwnpﬁﬁ Her e, Wltlsceqf%rpw tﬁdﬂ@UREl in

orde{ ﬁo(rar tﬁ%?\ﬂgi/&’al 1{1 cﬁafteegegﬂgg n&Re 1'6'6%%% é’l js_gfé\Q rg %%ggtg fFrom the .’

eva update service no
pmeat/@qfdrmr@dmtpdmﬂcé mom 104, the ‘cliepac@mmagioatpotiadbegh the parent's
e 104, the client conmun

upce g G R0 A Y. AP ar e B OB DRfE, SUeh as root update

serviok Moli@rdy , hay\hlﬂ’ﬁrmﬁloﬂairﬁmdm»god[ﬁia&essﬁf YofifRumieste ,to SiCdhildSupdate
root update service node 102, has i nformation,

service apdad] (g theperiesipdels sebipLIde coBIMuURIGates thiguply tepehilds update
web evRghyi ce node 104, the parent update service node
conmuni cat es ‘through the child' s update web service
207he Thent cipd@ntmedutta?(d napdies eof@auniatidhsebetween a client computer

and &%ggﬁgtle égrtrv%;:%nrg)dggé(‘ge rgge@grdc Iugag%t}asd ar?(g c?aéea'{nzcgrglghgﬁ stored on the
updatd skrviee nBEQr Mak iPhaatsralned c@ﬂuﬁdﬁﬁtatlurmmc&lds ebuti e nmommued to,
The update-rel ated comruni cati ons i ncl ude, but

ar e
disteibuing werlafes, in Fespanssttpichent Tagrests daf @Eoviding ééﬁbﬂ%@vaeléble Software
prodficeh 8P o4B6HRA DR rRMRY LM SofplieR! TRE AYR ARk Snodule 204 is

also responsible for determining whether a client computer is authorized to obtain a
particular update according to associated distribution rules, and responds to a client computer
with the update-related information that the client computer is authorized to access.

| The child update module 206 handles update-related communications between a

parent update service node and its child update service nodes. The update-related

9-



15

20

25

products and associ ated updates for the client

conputer. The client update nodule 204 is also

responsi bl e for determ ning whether a client conputer

is authorized to obtain a particular update according

to associated distribution rules, and responds to a

client conputer wth the update-related infornmation

that the client conputer i's authorized to access. 30
comrggrrx}ﬁ%}lon& éxilclllllg%gtoete mﬁg ng)rt] Ffla 93% to 1a?mt1 ngt gs%% g; \S/&t: egrg d dpducts and

assod@#td updatesivhaiablp chod ehxﬁﬁﬁpdateeseﬂﬁcbemdemeulﬂJ datespomeiiat @dipdate
-9 conmmuni cations include, but _are not limted to,

requgstio HEOTF i ARG jupdate oFeryiet (iRdfe PP RS TEHE upgateo miodplg §O6 s
respch’l@ﬁi)"f’t’,t for cﬁi@%&ﬂrﬁ\? &ht@Befa %mlél Qpél'aqg 3Lrics §lodt € aﬁQ&@zedQ§ obtain a
as responding to update requests froma child
partqudaupela@eicvmrdmortoob@sodrdn@l distmbutioreauigsu pmiat@pwuis ube ¢hilg update

serv1geerr\9fi »9 %nﬁgb §dagolt[ehag =d Zré n?at%gbq'\ngt H\Qeé altec lﬁ rQqce node is
mnmﬁpgahﬁma&@ordlng to associ at ed dlstrlbutlon rules and

responds to a child update service node with th
uphia EppPRingtBadYlH PO} SERSTHRS URGAC TeReE RTRCES uRehL a8 “which groups

havescﬁrlevE §1oP Q6IRived a ?éﬁlb&lﬁr‘ a58hd, Qv IRGE €féht ORPulePRETe &ghave not
10 :

modul e 208 generates update-related reports, such
downibddetl/instadlgd 9n upéaxe, w)lnat hiadaenae avaibablevardths update |setulcarnode and

whi ch cI| ter e ve, not
the 18, Berscpiie i B TROEHD, S e ol EeAgrat? anc alo
submatedl toald garem uplite bgFdidt aodL KA tﬁeparﬁmdelpdal derviee interfaze 202. As -
These reports nay be used internal

s by an _
descrafeeh AUPYE. H IS en SREESSHY S67 CUPRAF NS &l JptS e "Q‘é‘f‘bﬂteﬂt computers . i

have lé%%&xla?%b&étg ‘?nsth’lgg’ su¥h @s H}eb]ﬂ’iﬂg %GFpo§esUd?q”§1t ﬁlaﬁl%n‘éh&epurposes
interface 20 descri bed above, i s of

Informati ex/sperfs gwrwmﬁhamp@ﬁsﬂ&@% E}SrﬁlaﬁebWP @hﬁtpﬁ thefe reports.
ggﬁ%g%‘ﬁﬁn tl"gﬁ)\{]?auﬂ’lo?égﬁd Hlloa§le léﬁ’éi 6}§ ?esg&%‘stllﬁl% lfgld authg‘rH%thg i.e.,

pur poses or or nmal nt enance purposes

deterffnihgfiler 'rdailtntyrdfr eypantlcslar gbﬂfmrcatn@dteby)r thi&d npaoe Berwge node, and -

e t he basi

o dul ts
ceterie SEERRE F SHPTGPTBRICT 4t PN HRA BrasoRne § aupBRerbiodccess

avallﬁlﬂé up‘dﬂté@%ﬂ tHeGpHAtB Gervice Bode 20 UES 1Ho¥ d)ignt d@npu@e®hnd dhild update -
particular client conputer or Chl|d updat e

serw@eemﬁeé éhqﬁ@aeeamawcafsfétaeﬁi FRPHEEIRSCHRSP URdaps @hen update service
node%gBH&@ﬁtlc‘aﬁ off %\hh(ﬂli&ﬁg@hﬁ‘)dﬁg r2\10 9§ué@oaqeauﬂ%rl%gd?lC{Bk&letﬂattrQust be

access . avai e updates at the update service node
used A0Conjiiwtiphosd abtdimng updatgsut Bresissankecdnid|ude op émtethor@tion token

... service n a_are aut hept | ut hori zed to

s de G BbM it R o 7o Bith S B ORES T2 4B
aurtee alimniadtiation aMlPIleI Tphrdsomts nﬂhd Udp@liakidni ffdifiase afirough which
aut hori zation token that nust be wused in conjunction

contrg} fith BrdaisicRgeapa s is %ﬁ@‘%egsﬁi’éﬁ@éuﬁhﬁh%é‘PS?teSa‘h‘“mate]y are

store&l léhﬁ' Qi deg@it LN W’H%‘ﬁetﬂe updatd & PREE 202 &E&@Ese Varf @lpliate-related
below in regard to FI GURES 4A and 4B.:

- requeatirfrom sliercomputal and khild apdais eervise mh@eSaﬁpSQ requdstsnare ultimately

30

brokén m?o cg}Fs mE h{h %rr}lims Ira%rc]m API 212, either directly or indirectly through the
client update module 204 and the child update module 206. In conjunction with the
administration user interface 218 or some other program installed on the update service

node 200 suitably configured to use the administration API 212, an administrator ultimately

-10-



15

20

25

30

25 control of the update service node 200 is

exerci sed, and through which updates ultimtely are

stored and distributed. Wien the update web service

202 receives various update-related requests from

client conputers and child update service nodes, these
requests are ultimately broken into calls into the
adninistration API 212, either directly or indirectly

h the nt up dat 204 and t
comiglel BPat o deARne HOan UL SRR oG well & any ehil

upda@@mﬂbéﬁdd& hIclidf€dompuies.f ace 218 or sone ot her
Igrram install ed on the update _service node 200
su

2BEly theo admiigtaton disersiterfise A dinsnisEtpEnmAp| copfigure and
t t t.el Mdn0 I e o
mam@{) aaﬂgl ﬂ&% a{nglpr 3J(’:Jdieesiso‘as?osr%i t eaa{djnggl gt eornsAé?vzlqlg'e ﬁ@%é%glé”h the
admmltdatuas us;:nyntcxﬂiacleaw uzpdatrmnsenm'r ceates desdifien acd delates groups, as
1 uters g% Ea adm nistration user ﬁﬁfacq.
we 291?8 SSS%!?H% §‘t r 8RR groUBNf F PLNET e USHS; H’Fa? 1gjjtration user
interfHREl 31 & a5 QM KiSr A6 tabAthes Yo ¥hidhezraeh™ Blis: cafb@8r &P¢hild update
212. Thus, through the 5 administration. user
service neder belenge hreish sberpemisistation user dnterdace 248 ATt adsminisipigr may
also c&é g{hg pe ’theaﬁlsﬁ‘%lu 10@%f éhéﬁ&g# % !cﬂgntrwngﬁltgrg for %’HEH update
urt ernore, using t m ni stration user

servxmhectdsamf@m thaanemwsd: nadeOZOOetetpabbdisa‘ibfsqlteq Wnparhnt update

g % cli en er or chil gﬁ: atedserw ce . 4

servige ot fBr R BT PR i eRPEr EAPT S b TRt e e epores, n

the 3, A&nnﬁﬂﬂér’(éﬂsz&fo@é ,LOWvhiT@)the alimthira@bh Gistd YntélrlﬂchQHS ZfRrmits an
the distribution of updates to client conputers

admig$irpigr (ip FACESISEOCAEPliover Atge's, ofc Bist PRldtce sqrmise urmﬂls@@O another -

: applns.gtg)\ﬁ' ﬁ%dﬂl%d&) agour#dgtep%F¢19%g§v@éui(§)a?M?c{by hd tega{oe6HPrate with the .

rvice C on
admmép@tmn h@l P eapbepseddnsieag @\ﬁhq Mnlﬁmthnep@rm@rfam@B

th s menklo i ﬁ?ovremnéco%] ﬁg t? o?ng nlle%t ol%ethe rPresent invention,. an |

adm ni s £ on is o ace permits

upda&cb@“rvnctesﬁcrdatzow) ifctidex Bsth ias @pdae t:cmént @m&rz I @h sipddte iff@rmation . ol
;_J}ﬁ i ce node 202 anot h g hcatl on residin o
storegzo mbe%feecgéw.%e b étensohe stsRPLEHS SRRPNSRE (e Software. -

upda@RSueh &s ¥inhfes- atnh?atcﬂ%lédml RbsitdsBtHeQp AR |1nf%;rgatldﬁ5kl/3?€216 stores
used i nstead of the adm nistration user interface 218

informatipre and anktadaih 6omesparding ¢ ke updatere avaiBblgi orethe bpdateh gervice
node06 S’iﬁ@g%ﬁg‘(]@%d%&ﬁk ored ROAL & &a% é’dn‘f&lt gt%peeZ I%OQ%ccordmo to one

inclu an update conteht store 214 and
embodmdattethentﬁpﬂatead:om,t store 254 end t] Gpdakthmfarpédbe smmﬁhmtare both
st.0 214 t he ctual files re nting the .
relacighy RefipEes iiledbe e ulin BeatisniioectBa Al Bt rayne tvo
data btdreg Ofhe Ipédent inhéntioRAbAdi Mok BE RBUInAfRdStIArS AdkthafilO®eRBodiment,
20 information and netadata corresponding to the

both thscpdeis cantantistise 8l4ond the uedtinéormetien gere Z1§araytsgombined in a

e update files stored in the update
Smglé n]%rg%{tlggtsgglr%e 214. According to one enbodi nent, the

uridaaoeonccianneen'uthsaspecﬂ,'s 21 4haptestiteinyprdane ai m‘fmamtulpdzne may be

stqre 216 are !fgt rel ational. data? es. . Wiile the .
presegled 5 1P ‘istipls” Qar et oaR s0mdF SO R fiena S oRBYRgnd child
updafer‘érwce nodes even though the update is not stored physically in the update content
store 214. More particularly, rather than immediately downloading and storing the actual

update files on an update service node 200, a link referencing the update files on the parent
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data stores, the present .i nventi on should not be so

limted. In an alternative enbodi nent, 25 both the

updat e content store 214 and the update informtion

store 216 may be conbined in a single information

store. In accordance with aspects of the present

i nvention, a software update may be presented as

being "available on an update service node 200 to
uPda%hsoeﬂ‘glﬁe {?ﬁ or e 3r Shér’lrfrz1 dme(}:?/oltnst%i do}}rileg greﬁ oR ?ﬁe Lm te! sgg'scﬁe od€ nThus if
a chamdainqm&nte@mstsaﬁe sib@4te, &ld chiM Iilﬁdaﬁélrséﬂvﬁ:uhﬁﬁé Yequests ey actual

t han im Tedlatel domnload and storing the actua
updaig, dhg BpGefq dhegh Srbrgheny &Pefj QR 45 AT GigEatS grvicg fodpnd stored in
the fclt%rc%ﬂféhpgoxte%él ulﬁdﬁgﬁarztdoln%r Qéhvtehﬁg RQB QH@ cliend éorﬁplﬁét@r child

ervi ce node or el sewhere, may i nstead be stored
updatdh eervigel apde. s&hv&ec@ulhddie theruswilli fecogaizel thisrtype oﬁppda@er access is
refeqeedqtgeéijéstt h 1m§c ownfdadmlg dg{l%}sl daan dgrtl eavaqablf: hgpd?a?e feed not be

e up

dlstrhiiltUkoWer d@Warfot© Medwogk phRan@Bls Unpitlattie as@aNy eeuene® @rcording to

stored in the update content store 214, in
aspegys efalhgt PETFnt SRVEGEP Y AOGITYraies fihan PR SCEdFRIPd; 200 may
selec%elsawele%ﬁle WAL i 65 tNRE BpdalddQs § jRKid-lifd nidante

w Il recognize this type o? update access is

r eﬂﬁmlﬁetdjetaboag desesiptipm -of | FHETURFWA | iDasdiateg . various [gomponents of an

exe m?%r%'r pgatf: é%}'wceénod?ﬁlﬁm Hpgoulg’beneed nQk

s varicots fef %re?(lateg élhaﬁ Sfhe her corPP(Imentts of an -

updaltéseaﬁ&dlﬂbhl)&e g uksteriit. Aatrimdomgtht @bovesdesaited @bmpbreents should - i s

resent invention, an adm nistrator of an update

be ug%ﬁrw%t%%@g%@bcwayonegrér Bt PRFetsgrilyeac ComboReatsn aln qnoactual -+ .
-_ lmpl%ﬁhﬁbnsqﬁet WGHE. ﬂ&ﬂ@k@%ohﬁoaemy%&& EdriBin &R RRIher &/or with

Wiil e the above descri pti on of RE 2 illustrates

<+ other/g@TRARSNIE BAPBAIRALS iBPleaniagge ApFERpatigdat ddd@enpilpelt should be- - ~oe o
' apprgg?eqw ﬁlalz\ggrle ?Jgﬁ&%ugegv peen(ﬁﬂerOE%a@tl?edv%\b&} ad &%er computer-on.a - ..

mponent o updat e service ‘nodul e may al so

;- :netwevdq s an Ecmalhe‘rpttanmeaaratmh,earabpﬂnee stegcr ndxedmey bp onplemsnted on.any: -

unde

tpod to_b | t
oS ab b B SRR LB ORB e Pl PARE Ga e 0B 200 may be -

implefPhte B GHihQilledidh SRV Stand-dBAE compdecHsRaNG blferi@iyely, ona -
be conbi ned together and/or wititi 15. other

distripgied 6 ABAY N Sy BEMACHTIEH S MMMV RIFEPFPRItINGHeUiSERr i nat i ons. |
Ad |
rAAIBEDLS e SR Ay BAREREL) i Somptfl o o
updagosepuiteenodgrB00asuchas wer toot umﬂaamsea\ocmmde li0gpllestmaredan iFGURE 1,
o) 4R35 RS o T PR EOR R Bl B osioa

compehits W cit Epdaey verciee MOde2@DFIGURIDR), a fopl apeat 3drv1ce node 300
and/ or |nstalled on a: S|ngle st and- al one conput

incluggis & oiPdeis| { WRhasyRy02onaa gyt poodtHe 206, and an
authé?ﬂ@ﬁ%%ﬁ%o%Yﬁ(ﬁmn@)@ﬂPMW U‘Qdd%’clntallyl £ SRR NGot update service

devices. FIGURE 3 is a block diagramillustfating
nodeéﬁémﬁoan}clud@g|aoa4dnummn@tmn6§1 812, zanr ppriate gpuientestarerdifcand an
updaPeI lpﬁgxﬁaté?n S ore% Ee aril(})/,otthe l#gcg%tpgatg SerVics Gol %Qyzalso mclude

a client update module 204, a reporting module 208, and an administration user

interface 218.

-12-
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formed in accordance with aspects of the present

invention. Simlar to the |ogical conponents of an

updat e service node 200 (FIGURE 2), a root update

service node 300 25 includes an update web service

202, a child update nodul e 206, and an

aut henti cati on/ aut horizati on nodule 210. Additionally,

an exenplary root update service node 300 al so

in 1, 0 e} t n .

ot or 5y MRS I O BPorel Cor e AR £1ER WAL crvice
nodeQQi0i dapahdiyg onhehetboat thepdatt epdner virciee mode pddOdayegoftalago updates
. include a client_update nodul e 204, in .
direc o FHoTS SMPTE- o AP Y PARS BT Le TIORB hugitrupdie service
node2lB3. woulld idd18deCtheedptiodN ARt GRIA S0dRd 205 a8NMhdRIot APAAte service

conponent for a root update service node 300 '
nodegbgiechigicthy saricoheiehbeorppiserrlddt Hmpaew ifserapt epdatpspevice node 300
Vi r L I ' .
wereiobtd 527 Qb BE R B 8, G Bk Mok O mBHbEh gpui be omivia.
r oOhe tepdaing meduré 2@8 isngpiend (dr woubtdufidae! s¢chécet nmle 300 because a
[ updat e mxile204aséher ot update

0 éional.cllent %
root é‘g 3¢ SEViSe ATE hand10 AT HPAgte SEF NI BRde 1o WROM HRAlG Teports are
providéd. HoWeMEto tht bx@nt BRtupdEd 2R Ak HsR ML &S thd RBot UHBAE service
not to directly service client conputers, the client
nodeigpdaninistrasefu the ramtinompdile e0%may beaptiompe inchidedt i ng -
gg%u (ﬁill%(g’? td %oﬁg%%ﬂg giéeazl%ica‘ffl Joﬂ@%néméj %cﬁucﬁﬁri\ﬁl P ch%?ee service -

e
ecause a r servi ce node has no pa

~ nodelRO0aFEGEREW) che moateupidatevde omiceupatizt 300 radgpomtindes @ software provider::

e B SRR e S ST b B PR B! ey

i FIGISRIE Bviklps@_rap;s WfiQHﬂ campionerfty ot aB egexmylgvi rdetsuridae ser\ii'ce'l ‘module 300.. . -
 How SO AL SRR b SRS Bl OISR, 06BN & BLOULIR! moue

20

25

30

v whicBHThdTivedré Bk@Vider NG (FRFORE il NQubTRIgHESTveR8 upBtedBirectly: to' the oot -
15 -

optionally included. In addition to conprising the

“updajesigriign nads A EALRITCARY (RIBRICTSTRANY Updale EisUbriPR Y SRLHY- -
S O gln{lﬁl' ®RRe 2dpdate NEriQOhoMPSRY Bf FEGYRES, A eab_%_gée) d@éc?ﬂ:}tions of::

i ncludes a software provider interface 302.

submts so dat’es ctly
may fal3e ex30t Fibhermopd aiecatpee deeeibed dempeiEntsashdulid @i undertstopd to be
.to the exenplary update djstribution system 1-00.. .
logica) pRMpAnEnts o NQURECESSHAY Aclidt GPRRONTEITe IZ'O%‘ afluat ipplgmeptation, the

abovt NBerARRY EcHGHREAP trhBN be Rombinelt! (pktFer3and/biushtha8iBS components
various conponents of an exenplary root update service

accoigiyighfq Engementation dejggayagtionst  Addtipnpllye itapherldche pprfeciated that
. f r i .

wid b, RBEE SSAIRIBI0Em Bl B ARl AR SR, PRk i

an actadipopkenieatasiboudrdufpiateuseaacs hodedmihp bbémpRihen@gi anadny number of

components, not necgessarily actual .co ts. |n.an
com rTgeﬁgv‘icﬁspl Eﬂreﬁ’faéfﬂl?q%rf?e P %ﬁa@esef%en??@%ﬁ ‘E@h%%ﬂ@ﬁlf@e“‘ed
and/dFBYstARICANMRIsRgR (ARRIBRS cARSIET syWeNorDhR€hathRIP @R eNiSiributed
according to inplenentati on deteéerm nations.

compadia B sYseararomprising mubiplaconwutippdedi¢est ed t hat

In order to better understand how an update is distributed from the root update service
node throughout an update distribution system 100, an illustration of an exemplary exchange
between a parent update service node and a child update service node is warranted.

FIGURE 4 is a block diagram illustrating an exemplary exchange 400 between a parent

13-



10

whil e a root update service node 200 may be viewed as
a server conputer on a network, in an actua

i npl enent ati on, an update service node may be

i npl enent ed on any nunber of 25 conputing devices. For
exanpl e, the root update service node 300 may be

i npl emented and/or installed on a single stand-al one
computer systemor, alternatively, on a distributed

ORI A ) SR EARR TS B G v

updaiesfr&h $he peritadhte QBIVIRE0HO @S tHERMAH QpaRE bivRe HdBEEN accordance
t hroughout an update distribution system 100, an

with p3peets OF theinsesenfingantion e ys|car Pe eseohtan geemplarysiagram 404 is divided
. (YA t (Y] .
i vll St MBS €ARETNERAHROS RN ALl PSR Bra AR crvic
node UD2,usidrthd tiplgy et @xespinding texacti@ngad 40éhtbeof Weehildx update service
rent -13 update service node 402 and a child update
“Odeg #vi ce node 404 in propagating a software update
f rEph R s e udsRABY £h B2hM B FICORE 4, @ $hBBIdARI fulher understood
updat e servi ce node, in accordance Wit h aspect s of
that thepargitaipdaie serige Aedeot)2 may erapaeot be g, roptipdaigsppyicgpde in the
Vi
rie AL 0 ol LS 8 kil e
that thpplaere update sereicd nndde) 2402 beancbnfigered bg lah ahmirﬁstrator such:that the

child 365E BB EP e O e 0T PO T Do & gérdlgglyowthomed

-to doWb bl tHee@afifiskr Aol GURE 4, .t should be further

understood that the parent date service node 402
*effothomyin ks exsE@PidE erdBnsy P@glgwﬁ&@b@veﬁbﬁ% ¢ RaFrait update

i :'-'-.serv1éép1‘fiﬁl%gf0§i k& fv'eﬁ HtsSb@‘Psc BgtEnﬁJoQIpa s&ﬂgérte AL fr% il)O,teﬁtg%r-(%lﬁgtly-, if

poses o S|on IS as

++15+ . the: Pprantetmdalmdmc@ node v§ e rﬂ@d@dmzem;ﬂs nl@ée 0% o finditge i thpgugh the
SRR ...update c(l:] ﬁ]btholn?rgayys%t O; 00> U(‘AQ so¥nh éﬁl‘g hg’fterctple ga eHP qﬁc‘iaﬁe %gr(uce Gode 402

recelve s

Vi o-receid$Pihe Cdoftware up e Ichﬁﬁi the sbﬁwdm ﬁmvhlxtr II(hethe chlld....update service

adn1n|strator ) inth exe excha

= oo node ﬁ% e%‘@@larﬁ‘fp‘f?@s éqr %l:z}@mngﬁy Wape, ip B%rlegt up age.eservice

. podeService node 402 receives a softmare update froma

20

25

30

software provider 110, either directly, X . 15
tA@omgemor@pﬁmélmt VA eheldripdate iservich @0%6@4 M@nﬁgured to
0 I t
sutorFEH R e diarboplfial BRbIoh A PUOR: i PRARNRAe 202 on
a pepadienbasigodaMore sgart¢utalynoale aﬁﬁﬁmsﬂraamei vnesttteh admofidtatore user

: u fromthe software :

mterf 115 me GBS ES TR (PR SOL HB8 BREbieR 80k ipatomaticall

obtaih Qe PUMsRisBAtWBreSEIdaIR 0 aildMIALE Shé Rkt BFdda@ k&R ice - node 402 on a
update service node. 20 - According to one

periogigthgeis et Onea Y aap%ﬂav@sgépx/n@é cRpiguradle elild prdate service

_ node ﬁ@éptd %Elﬁqhé Fbaegfy&fﬁi% tésyfrgmtl@ Fggre'hpﬁ QJ EeWEg no, e 402 on a

dates aval parent updat e erV|ce no
daily %ﬂ/oorhourly basis, as well as specify the time-of-day that the automatlc update

process is to commence. Other periodic schedules and criteria may also be utilized.
Similarly, an administrator may manually initiate the update process through the

administration user interface 218.
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<o furthgg wpdate ptivities wd
o ThusP@ROER; R SRR fiRle 409 1sﬂﬁt§i§>r§&?—ly adtheSY@RHd hdQuttdBzed with

a periodic basis. Mre particularly, an adm nistrator,

via the adm nistration user interface 218, nmay

sel ectively configure the child update service node

404 to automatically obtain the |atest software

updat es avail abl e on the parent update service node

402 on a 25 periodic basis. As one exanple, an

adm ni strator nmay configure the child update service

n t war

: ?’gg b% h% ;93%} f“np é?c\%s% eegtn%; 1 ﬁj{&z\(}@ &nitdP gg&aﬁg‘ sztrrvgc?1 node 404
authchmumby arimaltﬁonzas itvedf Wvithshes pareitfupdhda seltvhcnfBiddE 4day Aktehticating

the autonmatic update process 0 CO
and gthqrigiecVis et e@é“%ﬂﬁ‘é? ErY't%erq Réy’r%ﬂ@ge "iﬁ‘&‘i“lt PE‘é‘IﬁP‘rO‘ over
the d¥tifbultidh loy sof@ﬁar@QEﬂa@ésS fim@trr updBi didibiaioh Yo hikhbii AdQpHAE service
updat e process through the 30 adm ni stration user
nodep.nAathendenting gnd allthox'mnmeghmqwe?ear@ palknoyn pr et angpumber of
a
whic e Haaibl® 6yt LR AR BpdRE service noge 404 wih
pﬁlﬁedﬁt@dﬁte rseiviee ﬁ@ﬁ:@lOQOZThd\lptd'semt ineaitiongis rdestricted to any one
authorizing with the parent update service node 402
techifigyeyi des an el enent of control over the distribution
Of ARG bYEYeRy URHRd RS atidg Hhd | AGhoHAEHRE Svith She i Jabknt OkpdhR service
aut hori zed update service 5 nodes. Authenticating and
nodealﬂtzh@trﬂvzmtrﬂg Otthe parerfu@datarservige iodg ABAretims eh auihprizatignyoken to
e h y t
the cl;llllJ c{ate servi 1110% éHB é?nteor&gg Itoogr?edenli gﬁ'h%{g f?l flﬁ)hg%tﬂogqoken is a

orize a cC rvice no

o time rsarrsame tbbdﬁpmvﬁlﬁfg\/lhe ehild dpd410 Zervideencde elé ranthonzaitini torconduct

i's not restrlctﬁg to any ope techni

ue. After _
it Zesenl e ST RO AP o5 Apped pgount of time.

par ent . updat e servi ce node 402 returns an

15 the- pagRT APAALA PSS BIdEN NP RUTHOREaE [keRi it Atterned apr the ghitid update
: 3._'-..serv1t€'é)éodeAﬁ%5gl'erlg Hoﬁ’l'i‘%nf SR 'ug%gé -rel&Ed Q&’cﬁhﬁ’és' &@Eﬂ oa[{lthentlcatlon

en 1s a sensitive t n providing the chi

~evsaand zuqmlmtatzetuser Singigariyodfterdhd updath gpkenaltds grxpired, cbadiigd - update service
t.h dat ' _
=i'node 4@%}\}? géabA e%gg(%r?ngztniyv ttlthgrS uﬁ% Rreﬁa{ted %f pe:sfev%ﬂld %?L%a’renlt fupdate

servitdugode 0D dx@d&bﬁh&ﬂfcvm@eaddeé@tlﬁﬁ&au@ not pr operl y
aut henti cated ands authorized with

uptitre reseMing: en agfBoriERG OB UKSD | %taPYe@hA'l?oI%’é"n g e service

node484 Qﬁmgs anthuehiaoGhd batettPERhR seP8Ee/h&R foP@GRodut UPGR! Eatalog
erform any other update-related activities except:

alonawﬁ&ﬂa%mrizetwn token. A pepdugiunndetei caagoipresingg 4 lsting, or table of

content o s%ﬁ%a%p &%ﬁcté cI%reu'h %Sth?épgyrgn? !itges'er\ﬁ&' %?%egé?ﬁa&gtnbutes

erv I cé no I S una erf Fm an
softwapigidates. el ated activities with the . parent updat e
servi ce node 402 except reauthenti

t|o and | _ )
¢ SARSOTBRS PAPERS OOE RISER 1R ESHPY: arélalfi HPdaig Shice Astls B is not

requﬁéakt%rbroﬁatoa@va@ln%fﬂ\;lage bpeisvhfasiPdat @ pafhy Lp&ate BRVRe 484 402.
subm'ts a request to the parent update service node

For examplg, pithdeferencpidathe exemplppgupdate distribution system of FIGURE 1, the

corporate update service node 104 may have site licenses to only a fraction of software
products available on the root update service node 102. Accordingly, it would be
unnecessary for the corporate update service node 104 to obtain all software updates

available at the root update service node 102, as most would never be used. Accordingly, an
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“ ""Ch‘lddﬁpg?tF | 't°8 g

along with the authorization token. A product update
catal og represents a listing, or table of contents,

of software products for which the parent update
service node 402 distributes software updates. 25
According to aspects of the present invention, a child
update service node 404 is not required to propagate
all software updates available on its parent updat e

servi ce node 402. _For exa with reference to the
adrru@sggiaﬁgr QP)meﬂ?&gtF eseallxcg:*t r}cidﬁ rgpﬁe?%cygflé 815 % &&5& Sfﬁwlaﬁeproduct
updafe@ RO bahaildP dhehS@IdMieGervitedRdd 04 may have site

licenses to only a fraction of software products

avAsdosdingtaprnetaprect ofghe piseRNt E1VERYAF, He Ypgete pIqyipct catalog, obtained
CC I & d
from'% a%nq.j luF@Jté/ Seé{alt&e s&eér@lzcl(eaeﬁo QS&E@%@ &%Oéau?% ﬁ){' hich updates are
avallstﬁlét waéthelu pd abeshe ehibl bpdite satvice heode d04 ispabafigurséne idigribute
nod as nos&{mould nevgr be used. Accordi ngl

upale 05 i PRI, oW ARIANE. Gty PLEmAQtre iy of thePresent
mverﬁﬁ:lne@ﬂe' M&iaYe sdaady baﬁzﬁlo%‘“b&ﬁln@cpffﬁo%%epaﬁéﬂ%te sepelad @sde 402,
e

be avai ab e ont updat e servi ce node
ldenttf@@ @mbﬂ theset softoaee pragises foofvvhtqhéhfjfeélgéﬁﬁmgﬁh% Hpdagmseryipenode is

. conﬂgf?l%ﬁttc? dRED gfécl}félgég a#&%’xax??fe?h&ﬁﬁ S 1O AL gﬁhuapg@tlﬁted in

ervice no Identiffes a o tware products for
the pvd“ducﬁupalpxdahahwan@ b&detautinddast erdinghe theegrogy omgbupisite which the
hi | d date ce node 404 is configured to
?&éﬁ ‘F@F each product. However,

ackOEhN 48 fheﬂﬁré’h't b?dldﬂéﬁdr%@e asqens2 r@furﬁs@pr@ﬂ@c&%@&ate catalog to
i nvention, e product catal og, obtained froma

© . the chidd apdatg waltcee noda 40k eAhpxsel 42 the ghildnindpiecsgrvags §rdeBd gelects
o thoseug{?hwg Groll ngg&%%ugggpcé%@ 'c&tglfo% ur e %eﬁg'lﬁgstqgﬂdhtgs are currently

ate servic con to distri

- desirepdhitsbsuld bEthed)tbla’rplve) thIO'ugh themgowqt sidagrodatalag aay list only those

' d th
BRI softv%%%pr%g E%F‘é’} ‘ilﬁe ﬁé{lﬁg%ciaée scf,rwce {10 et@%,%dslflrcbutgsp gm%tc?nl& %é&{tg Skrvice
i node\ddyde dofguredid dbtaip dpda@esSfSﬂ’ Mffe&nﬂmaﬂd)ﬁobﬁimngﬁffer&tt times or

20 -

25

30

event 414, the parent :update service node 402 returns

~ on differsphppitodicysbeduiescat al og to the child update service

n 0&@6\%9441 8°‘tthee<\!l'ﬁﬁlt ufHAR: sehi& Rdtel 404 URBRLE af RIPYALE 8y B hization
404 selects ;-those products fromthe product update

requesht dcbrtgg wiitbr the vhuthonizatiea loe sidentifpiag e selected mredeisyfor whose
updatl E the chxl% ?t% a'acte:r!?)gg | sdep-FEnﬂ_gtsgﬁ%r}-ch aﬁc]ﬁl}if?@wt e lgg&hromzatlon
requéBOfstm%hﬁattmodﬂﬂ.ﬂfﬁng fatlated epd:he hvchlluplddmea mdmt oe theodhdd update

A404. di butes dat e se vi ce . node may be
servigighfde gt o o aseqt s e SRG DU b e aeduB oer referred
to athrnOQH&It@ afdhofll f O Sda@Nlinchb¥ESr &dch seftwaefl Cﬁr@d@ﬂhreﬂ?@bﬂ[&l §ored in

schedul es.. At event 418, the child update service node

the “upgiates inerimagion rrterp @i EFIGHREoni 12 @nieoAmbodimerig s bpdate - anchor

inclufbONEy il E;P B AINAL £ R0 LR SR redidlBRbLAYENT the

In response to the update synchronization request, at event 420 the parent update
service node 402 determiaes which, if any, new updates are available for the child update
service node 404. As mentioned above, this determination is based on the specific rules
associated with particular software updates and the group or groups of which a child update

service node 404 is a member, as well as the update anchor. For this example, as previously
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updates the child update service node is currently
seeking. Included in the synchronization request is
information identifying the | atest update avail able
for a product on the child update service node 404.
Information identifying the | atest update for a
product is hereafter referred to as an "update
anchor " Update anchors for each sof tware product are
i nfor

ment pél C% &ﬁg&%ye geciﬁlvs éoé%rgd ﬁtwas ﬁxpllcx} ré&aarlllgmorﬁed for the

chxldI Jﬁ%i'a!éq,@ﬁn@ KcRMéi 494 OIThetefdrer thaREfr@ard atpeataSS@Wedtae dvenit 406 is not
revi sion nunber. In res onse to th

dat
detergymiﬁp@m pvpilable” Fclie gaitd upgplecyBie npdy 46‘?‘reg‘ﬁ gty at event 422
an uH@%Qtlﬁt iS SI¥inEE . tBocq? AHé uﬂﬁét%fé&ﬂ@é n¥id &0 witho@NMent¥OWg the
ates are avail e for 'the child update service
softwwejepdk(MrecélS/edTBntVané@S al&ovcedlmghpsaSthfmhn@WSem ingention, the
orasf PSR SR STt S R FEER AU A e e o0
accox\@ﬂm%ﬁ tRe Wh%n%ﬂ@{ Rqu&er H &R d’ﬂlﬂﬂﬁlrﬂ&ﬁ the u@dmﬁhedie,ntlﬁSs each
as the update anchor. For this exanple, as

avaibable/ updatk ynformagiondpa upiHEE ldqnﬁ@ewéqﬁl%%wh PR ERfARd
S OLRf \leé@u YRABL &L WASHE )ﬁghétg ik Vis rlﬂﬁ’ﬁpt?uﬁ BOroZ §FdkQ" afeNBurrently

chi ate service n herefore, the software

"availeghiket @n rtreqmrmedlpdate evBie likﬁlﬁ402 motUPddetrmqwmeﬂthemhﬂé update

the Cc |Id dat ervice no :
servigg B R gIye1Y delodt o locrs P A o RETE S FuBSHE AR, Aggreine o
the cheeﬁth@(aﬁﬁld @uua@laﬁle dsiay \pefi6d, @ aRetA26 it Bdinistrator at the parent
identifying the 5 software update received at event
updagppgervisg cendgidlg 1BhusR s saftWeike USRS eFECIY HY @h eV 1406, to be

dlstrlenFed t#ﬁ%%ﬂﬁd hfg}@a‘ieiqéeg\ﬁ@.ﬁgdeQ@Aal 1. of the updates

arent update service node 402 _
acéblemnmé% dFICHéREy‘}ﬂ‘)hﬁ%Flzl ofpte Sefliest node 0% pgain begins the

automg;[?cog étocgle Bgtﬂglﬁlca{ aﬁcg'g‘ig@.bgilﬁ%lgé@hmt the parent update

aval e I'n I on que i dentiftier
servias aodd 450126 C[nWeiﬂ'a)n&n aupaait 430, Abe parenttupdaw,; sehawansle 40h eeturns an

update |ist | ates are currently
a“thqﬁ‘at‘%ﬂ/ Fhin tb }HlH)‘H%iéteﬁg"r"é%t afbgéﬁje servi ce hode 402,

t hRt BRGRES, RhOCRIS updatd B&EvIeBidode YPH bEnitS £ rdtjue, BIOAE with the

404 sinply delays, or sleeps, for a predeterm ned

autheriralien tosen.ttPrike PREHAPIRAGeRvire o 402 forenRrogych wpfiate catalog. At
evenglgjm s Séapén% E&At@l’erﬁﬁé |ndee' 4@ ref¥ifiNhe 61%@uct%date catalo 6% the child

rato e parent .update service node
updageu séroict zesle ¥hé. sAf temartd’é‘ﬁ,pdat ehildr p@tq/eervme roded04 4BBcts the

di st ed. to,t ild dMe Ly
prodil o o el ot i it iy SPURA AT 3 08 i upae
servie€ Mol 80 @EIEMA) 4he2 @pddle ReGEHAGniEdtien r&tjﬁ@ﬂﬁtﬂénﬁf}dﬁgj ali’e selected
process by authenticating. and. authorizing itself

PrOthfﬁ With e gughosizetioif@k™e  servi ce node 402. In response,
?ecea}ﬂ?enthe M u;%\ldﬁé?e RAGEN SR8k %a§€€e\4'aﬁ@mﬂ9&ﬁo%@?ﬂm the software

urns an authorization token to the chil up ate
upda&epmwmeslycrd@l@%t Aentedléntt 48R 44(hdﬂecmrtrd Lmdeltatserwce node 402
determlrrleysl t%at Hle seofté\‘?v%?e ‘33 artre!, 'iss "£VvatlSble 'e?or thé R u\ﬁmdagtct.] sgrr\]uce node and
includes corresponding update information in the update list. Thereafter, at event 442, the
parent update service node 402 returns the update list, now identifying the software update

received at event 406, to the child update service node 404.
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20 aut horization token, to the parent update service
node 402 for a product update catal og. At event 434,

t he parent update service node 402 returns the product
update catalog to the child update service node 404.
At event 436, the child update service node 404

sel ects the products for the update catal og for which
updates are desired. At event 438, the child updat e

" olfbah fial £ e 20 " agy HBEE 4PeSE B8 RaPRt e servie

nodel402, B ERQT b d}iﬁfel $0FVideOiodB 40BasaURE tHeh ffobhhtich mdeam@ to obtain the
servi.ce no 404 has been authorjized to obtain the

softwaest bl Agperding (or @i GRImeRICY| the drasentelpyprtionos chidg update
servugc I%He 404 %btapﬁ at?@%ﬁ?maréjggﬂ{eefr% ¥ [fzﬁ"erff ‘ag@até Q(g'wce node 402 in two

rm nes e software update 1s "avail able" for
partst Jiiﬂamhnlglurbdmp daetaelame and miﬁamm(gehtaupﬂatq aootendessfiles, hereafter referred

corre ond ng updat e i tion int updat
to asfhgp et%ary t Agsv ]tbe4 cr1 emg@eabeérdgwﬁ tﬁgoa\éttg g%c%e rggtadata
descrﬁ&g Deftént Kbt 8f EH@GSOHM&I @pdate$ tinclutiyg, ibde Add finitetDtot AR update
sof tware update received at event 406, to the chjld

identifjsd ghae usignaly c@nh%@ethqemdate, 1eviggn RurBber dfErmasion agtociated with the
softv&.la‘fj P&Jté/ ' ik ge!} A}B%"s@fth ﬁ;ﬂa Q?c%zf"d 80 cbii§aded %nﬁri&ggiltaﬁguage

updat e service node
speclﬁou\nfnﬁsattdneralmfonsmm foantheresofwamrupdates,dbtagion of e update payload

sof tware dat e. c t of th
for d%‘?’%lgv%‘g P ; 8%t 1852 ag%E E‘F‘TcgerJﬁﬂtéﬂeé a“gg*}‘%' msnnoge 4053r

ob$ GhdSF the ?ea§&fstth\ﬁﬁﬁls Wihda bendficRMd devideddedht ehtﬁé abi@ware update -

~ service node 402 in two 5 parts: obtainin B
in tweenastghaitc, the wBdash merdragng e upsiatn RaYIBAL érfgatot e flP(iaé%Payload Is

often &'Bgt%tsa?l ele maﬁqhe tug % él%égﬁ Hlbqﬁ% %eoé%dg%ﬁgﬁ'lo%% Mot always

CI‘I gr eat

.immevkdtelyl ateadedd os. c m:dsieé f?remtsqah@tmn espebiens computes if éfis \Riereneeded.
'Thust &8%(?811‘[15' ?C?IﬁedFm%bdlgl%% S)?t eh ?ﬁ%sgrg[ };ng nt?oql 39%%&)8ate payload is

GRTGIR Y | Fes T e upda
dowrll€Ade8 iseparatelyifesm ichef opdaat ineradas aodioalyewhen tdededieThose skilled in
dat.e sho

sof tware up d er the softwar
the agtowid} H’é?%’dzea ‘izl%‘{\l\q?iﬁp ng E;ﬁlélugbeeaslﬁz)é 8%(?1{)'?1 ng, or Al temaP vely as
just- 1'nrlfn9€,r H&th@ﬁﬁm%elA%Ed)@ﬂ%hb% §c®s Ot 1B préxeht MREiod PsR h@Sinistrator
| ocation of the update pa Foad for downl oadi ng

may penfigoseean upidatst seiviest nagl th abidingthe ppdpte prydoaddn@ jefidnfimedashion,
or 1r§§1\l\n§1fao Ly dtupﬁré %{ﬁ? Eg So?&pdate ln’?étagfa&ien Fuptﬁ&%dr@' i"H ah Oalternative

tware update in two parts,
embdd.nﬁent bdie uparametadah acththa uadae piydoadpulat e graarl oraldd anstly

18505 U BB 1 4G SRR B bl B8 e

the CHH’& uﬁclléf@)(e?vﬂsé nbdE B0l RE @)K Heap@le metabata fﬁﬁﬁlée'dvallaf)lel’ software
installation: on a client conmputer, if it is eve

updafre eedding Teudts wiges diiengifien 1Bnthechpses disht . ASf withy fost other
P4, BaYic0atal §02,dt9m eadechuest
Comﬁurﬁgﬁgﬁjeﬁxcn%ﬁ& I“;?etﬂhtcla]teg) gt eB(tflreft: a%atca and, only. - \l%hen éhues is
subrrﬂtef&ﬂe/dh tﬁhmmoskatidnetd)kem It bisowdd e wiokdd that: &glﬂ'e ze thhiildustrated
examgaoet\{mé{l Haga}t% g]egp%gtg r1]sI go%nlc?aﬁied n Xneda%\c,:\g]sls accorgi%g S Alternative aspects of
the present invention (not shown), the update metadata may be downloaded in more than one

access. For example, in a first access, only elements of the update metadata to are necessary

to determine whether a software update is applicable and/or desirable is first downloaded,
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just-in-tinme downl oadi ng. According to aspects of the

present invention, an admnistrator .20 may configure

an update service node to obtain the update payload in

a just-in-time fashion, or imediately upon obt aining

the update netadata. Furthernore, in an alternative

enbodi nent, both update netadata and the update

payl oad may be downl oaded jointly. As shown in FI GURE
suchdR: apMlitdbi Ay rh’l@g Qﬁ@déﬂéﬁﬁgnbfe‘s &foh BrheP SofHPAAUBddidsS T Thedll after it is

event 444, he chil'd update service node 404 requests
detetxmeedmldm@ nedaa@at applmabkehendfqvéq:shrabllee 'thes oefmhaietee of 2the update
meta%gt%at%tzgy ﬁfg)gt’agrkgg l.tnorﬁlspto%s%u n t ﬁegnrtugg %%&gﬁt upda{ehseervwe node 402
retur@¥ eearpgeas ndthdatd foe tpasofaresiatecchslidrupine smt&e 082404, Mehich in

update request is  submtted wth the authorization

torm 958 he YROAHBRIFMBMONBE BRIAHR{OTRIIPRSIPR 4l fle
i %ﬁ&ﬁa‘ﬂ&egt ePHRAM Ghe Q:Ihlldu.@ QtEeseF%eaqueaﬁlMSsubmtts a request to
'oadeéd I n one access cording to alternative
dowaisgxiecltesumﬁate pindogsr Gemnthei pavamtupdate (saoticesharlerfi02. t lieresponse, at

evert BRELE FRRtsR ol TPc2 R BRPRClot Bl By ROR o Ry upcac

semeé nbie404pehaiich imetiAdas@s itinah€ upene seaent stdrezdet &f B Bkernative
whet her a software update is applicable and

emberlgERia SIS UPFASIerHERpAds 448 downlopds g eadaé%payload from a:storage -
loca®P Whidlhhy h¥t He%h@?a@ﬁ%ﬁ@@%@m(ﬁé 49@%rﬁ’tahs&tlon specified in
sof tware updat es after it is determ ned }t)
ﬂWlmdMGp@E@@als appli cabl e and/ or - desirable, the i
re e IP ined. l.n
e T e R U
evenﬂmszz tieadhild mpdité eervipeladd: gmtnadaataad tstafmltm tqﬁtatte\nqmt to the parent

date chi.l pdate s rV|ce node. 404 ich in
updalf] e e i Bl BsardSien oy vieS cHRYE IhHTb purred.

Ther84fRF,8h@dild (PateCRAideyhodaoL Y@ dA4sR urtild eheGlRki Gmb BHREHR update
servi ce node 404 submts a request to download the

procesp dasehepdod tyn(pas HeW- par-ent ‘updat e -servi ce node
4 pan &) £
<Pk IEREATES o 2 P 0 SOOY LB s e
illustchioncpunpdes, @nd sefteei ome pmdellmemptarxc hetl of etvamtsl asd oir@snstances.
t he updat content n alternative

it
Clearlib oléﬁed oedehtémay §0.0CCRE ?C&O{Stirg%to spgétfl dg%’n 3, 8L Cygynstances which

will dawwal Qﬂﬁﬁvhhﬁldﬂpdﬁiﬂ% REMeOagh cfibedme Rntsst thcag@onany it should be
| ocati on, which may not be thedgarent up

undegsiqag; thar wbléeet*w?ﬂdfqpsﬁtﬁa?etwatq i ég%ebﬁﬂtnértg thg lategg'available”
softvRI@ BtelBiat Ak 2arent BROAUSR i AERE 8oAGh c/Hlfd)/uXth% sB9We node may

occurred on the child update service node
simubisrenusinsbe prbeesgihg | td)dapd a&t@eserﬁwmeltm odeldg ep@tat &BSVIGEn chodes.
8,620 Up dat e re

AcooRttly. bebate 3B E G erle b PR R iRk & BERDR, gntg anc no

llmltinEalboﬂi'lﬁté@)re}sldﬁttm{?@@leﬁlt ly occur red. .. Thereafter, the
child u date servi ce node: 404. agai n| del ays unt|I
t Hd S v Reflevh giagre lt!tﬁératl%g By c?é%@@ afysr%‘élﬁ%é‘?ﬂ gtecpisd on a

childrdﬁaat@@%lé%‘ef@) such as the corporate update service node 104 of FIGURE 1, for
periodically obtaining updates from its parent update service node. Beginning at block 502,

the child update servi_ce.node obtains a synchronized update list of "available" updates from
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Those skilled in the art will -appreciate. that the
above described events are for illustration purposes,
and reflect one particular exenplary set of events and
circunstances. 20 Cearly, other events may al so
occur according to specific details and circunstances
which wll cause sone variation to the above descri bed
events. Additionally, it should be understood that

while the child dat e service node, 404 i s ohtai ning,
the RiFRa PRa Tor Gy B9 qoar AN et BT GELURTALE Byt Gy faUable” updates

fromRRE SﬁEntlﬁBgﬁE SerSRE Nb&Sis H@ééﬁbé(pgelmt/ REthGBEdrd tdIPATIEE 6.
servi ce node may sinultaneously be processing update

¢ CEIGERCE bfis aiffob dagrhnl of an saamBlasesaprastin 60% suitatse for use in the
exen@ffaerg\e%jtﬂgl%? loK‘ %f(ié?lg§2fo§eq%ﬁ%g aggnc%}lo(?-{'ieﬁ Lﬁ)ﬁglgl ﬁjt (pfe available"
updatdaeirgpii @ peRht iptderseivide. node G!Biagnﬁmlgsu alotk 602, das@gawmmsly discussed

| 1 ustratj enpl ary routine 500 execut
with JREHY pPAGRESAS: B0 ABahe Sl At e i piapihertoates and
auth&%ﬂt%lﬁﬂtl’{tlﬁ%af&%ﬂ@pdja%eﬂflce': 1l ddblRRd, kn sz?énse R&pioPéll dudlehtication

taining updates fromits parent update servi ce node.
and Bémrmatlwg reqei s gakaugopizagm token.c it okt &n eaywictien with the
n n a
auth&%gﬁ?rg) % ?o%eachiléqﬁﬂ&% §§?\§get Hg%, dgs?aeﬂhsslz%svg%%m%\/lgﬂtf-oﬂbﬂa?ameters
wnthGhet phrenthgpdatesyeniby aodez eHstaltpid;atng donshuridation \pardnedodre permits the
fromthe parent update service node is

Pare‘&ef’é‘gr‘i?'ﬂédmﬂ%‘l: SR IPIPR I PLPPETLY BHERUSE docomppeg Resip that bth the
parerjt| QW c Rl AGARMIAHA. Ahe ORARINA Y0P y&a%km%aﬁ@@ bub e @bliRited to:

for use in the exenplary routine 500 of GURE 5, for
commwaatmnnlgdfaeﬁwmimuvz@wnawa@l@t Biogpingy; aﬂémhkabl e" -5

at gﬁ% gﬁa‘y %%?ﬁ)ll%de&tmﬂmg?atn%a sp%Fa\fﬁecfeq‘s %%e‘i!]]e %%np gb{hge serv1ce.

revi ous i'scussed wt regar

hodeF:ht(ElRﬂE§04Ahand:ldlﬁpdatemr\om nage @pdlatsei meduct ugdaﬂm@ealog descrlbmg-

softv%lg%gr% u%ser il-néaxn gna é)%r%h dl?pciage se v1<t:esneo p{OVlderS}JSS%?glﬂeS updates At

sponsg

bloclasig) ey iRl ugdate @hdcanédeodelezat those, sofeed pRBuanupdates for which
aut hori zation token. At block 6Q4, .in conjunction with

updajen dre CHFERRY POHEDT ot PIBREALD- tees i Upgatg SU¥ICE nees PHOEUs an update
synclhtBf8atfi 1%5!'1&!5? b8 fhe GRMNY BHERL 5Q0icP ﬂﬁmﬁﬁﬁcﬁn 2 8otH thd abfi6rization
parent update service node. Establishing communication
tokempandaare'tapelworessatinisd i the seleaned sofioachprioduaipifigniéfying the current
ser.vi nod t conmon basi s
rews{oﬁ af’d %g(ti ‘Zea‘ﬁ p%r?tégg ﬁyn%pd%ﬁﬁ ﬁ%? nng)éi?st and. The
c olﬂnmpcm&t It(D tthep apc&rmtsyafcﬁromrmhm egqubdtf ambleck 612, | thérichiddl update
rotocol s or versions;

to: n| cati
serviggy Baﬂf‘cf’ }néuzm H@ i %}q R%rentAmdgfe ﬁer'iCﬁdmde synchronized

RHoAB ch SR SO THRARS Al 1@51 P& BB upakedseh 1B Re@BEording t
aCcoup ate serV|ceﬂ¥g rsmde1 a? bl ock 606u fheschlld gpdé?éng ?

whatge eyrrendy rstnded opthe qﬁlsldalpéﬁted%tceupdat é\saa‘traloegd above, the update
list 1?%21?1@%239/2% tuml%la @e%lhw tffosP's8 gﬁltes dQfes ‘Mﬂ' tﬁ? gf]:ref]bu?dgée service

Sérvi cé no ovi des/ |
node uqbdtahlfes ‘avAilabdd "ok tHeO&hildt hpdaedh Isd:rdxca pddte Thervifee thedexemplary
s those software product updates for which

el e
subroutme 860 terminates.

With reference again to FIGURE 5, after having obtained a synchronized update list
from the parent update service node, at decision block 504, a determination is made as to

whether any software updates are currently "available” for downloading from the parent
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updates are currently sought..: At block 610, the

child update service node submts an update

synchroni zation request to the parent update service

node, including both the authorization 20 token and an

"anchor" associated with the selected software

products identifying the current revision and updates

al ready on the child update service node. In response
upda‘ieosetrh@e HRHAUEhi $ YAERE AR AL hRhe hEDHERE o BhethbAGke @ilezany update

he child update service node obtainhs an update |i st

1denuiﬁx¢:mltsteé maﬂ@nsynglp@atzed sipdate d@t ndflewo sgftvedre owpdates] are currently

avag%l @)r ltoééls’é’r v? fg)téé’nv?]pg%rg §1(1: (l:n(?r 0 rPgrOCtEEJng]%l c%lqag%oémo where
the exempRiny |r()1.m$1E Qreegs/@lrae;tshmﬁ hhd dexxprﬂjahte reeb ioceurnoddterdsively, if
menti oned above, the update, list identifies, by

a
there, e URI3Ede P PHACK, TOF SOWIQGIMEAIP® (SRR Wieientervice node, a
bloclpg(ﬁ@ e Hﬁ@%&ﬁaﬁ%f%&%od@%ﬁﬂsﬁﬁ& uplidfes %'th@ﬁir@nt dplate service

he chil date service node. Thereafter
nodee Xehtphiagy avalableO updates 8O0 thecpaném apdate sepvich npdsf ig desecibed below

..again t E 5, after having obtained a
“W“h§%ﬁgﬂ?3ﬂp pdate list 30 fromthe parent update

SEFIMGURE Magle float didgramsdfamn dakmplarybfibrouding 0@ rsiitataé f@@ruse in the
's made as_to _whet her any software updates

exempiary RBYAP 3092 FUBYVEE 5 467 QBRI TEatvALSHIS o SRIPHES JRfgsy from a

parent gdé&@ g@}t/fée ﬁsﬁé’ ' I@@guﬂﬁﬁj%at bldtiks7odes ﬁfsﬂhﬁk%e' i@t fier nﬁ@l@ update list
|n whet Her there are any up date identifiers -

v is sellqcsqded At nblp¢ks7@4y rtbtrcbild zepdatgpetaties Inpéq oblaﬁnSnﬁles@ﬁdaWamtadata el
correts %easreyecgegu:a?%é 1@66%( grrfl{_)ognge e(r)){ %&%Y!‘Jeg\f‘ l{}%g de stores .ol
;nlnmbap&nehﬂ@neweﬂpkafyuiout|ne delays/sleeps until the e e
next dat e erlo occur rnativel if 5 there . : o
ar acq @3@ écso MO glaﬁné, atg{%‘%é llleotgwldﬁlag?tF B?HV’[CFIQO& oebtamsvthe_ [SRENE TP 8
updaﬂzaﬁa@mad URE&pEnERE 0 BE s1d& uptate iBREIEr BOB. thé PRemhipbisle service - v :omii 1

updat e service node obtains the updates fromthe

nodepairdesiores) fiatpdatgnaylogdiin: ﬁ@d@dat@@paﬁevﬁ fieye Za3-afdpapnadly, the update: oo o
cont P%%gsnog l’%n}ll;‘lgl%dlaé{)ﬁ %wHFb‘JQéae t(§ &Ed r\fb@lg I___xce7 node As - .

escCri regar
previau§ly omediongd,am dﬁldanpctme rsprlvmey nexiﬁb oyt bereseleblvely conflgured to

ui | e for use in ry, routine 500
dowilgd pdaés FPf & e uUmE st momp e 1¥ie s BRhiSHa (Gording to
this cfph@ﬁalareawna nk iluRdatee i BIGURE 7TNAdeRr tHie @Ircm@emgg abmHleukk704 to
a first update |dent|f|er in the ugpate Iisé is .

blocls%%ébeeaxewlarm yiorouring /00 opHienally pracegiiyidiod Slorlyi/@4 to decision
block¥ske obtai ns the update met adat a corresponding to the

sel ected update identifier fromthe parent update

s eAv derasioro Block 788, safter davingtobitnnadndhe ypdateemétadase dert therselected
opdalfBERinet g PO GDs kS PRI E AR s e Bia R o whether
thereUipél ah £ aBiiibraddpdad idapadiinghe epdalelis elietlerdartpdéitienal update

identifier fromthe parent update service

identifiers, at block 710, the next update identifier in the update list is selected, and the
subroutine 700 returns to block 704 for additional processing. The routine 700 continues
until, at decision block 708, it is determined that there are no more update identifiers in the

update list, whereupon the exemplary subroutine 700 terminates.
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node, and stores the update payload- in the update
content store 212. Optionally, the update' content
need not be immedi ately. downl oaded to the child
updat e service node. As previously nentioned, a child
updat e service node nay be selectively configured to
20 downl oad updates from a parent update service node
inajust-in-tinme fashion. According to this optional .

trgat nent I k. i
SRR R 0o B e S0 s e
pareUlpdeddtsengce/ifliep it bloclab 08y tipy dﬁ&leq&lafersembd acde r%ﬁértst (bxe update
deci si on blocg 708. At deci ock 70ﬁ i
activiiey iR ORATE HBEALE ervis & e RaLTa ot ot oL S Saeemplary
routlg<,55(§{pg§5}%/§lé%§§”fdrfd ﬂedet%n&pﬁm%}ﬂldf erﬂeh@ntﬂ' Rﬁ@ﬁ&t ﬁdate period,

pay a determnation is nade as to whet her ere
and tacreprangedaddblmlom to mmat the plemtifdritiéied upgnte hr@c‘zqsla%t e
er e cak t| I U t
o Sk R AR Sk, SRRl BBk 3| R g s o

"availlzitﬁd' drSa pakacipide endcd wle, 5 dhildupdaneserdte hedeumlﬁ b Optlonally
bl ock 704 for additional proceSS|n%n%The ro 4|ne

configfFe R (RPS IGrHpRAS 26 TP ST B HERE BAvIOF Fodes According o this

. alteni‘fjaﬁltvt@ chhpﬁgat‘icﬁatwﬂeh Qhé&e & nd LpdREE abiidBlee tHedci@&hipﬁdr? rSutine 500

update list, whereupon the exenplary

' may swgﬁtﬂiﬁplbﬂmk'ﬁﬁﬁ tQ xepeit et update aptivifes: ur ni ng again to

Vin t i l. !

P IR DByt Ly o e

updaﬁ:os%rw&el'}ﬁ)dehﬂol' gen¢ptiap @ sgmohvord e dnpdete liepidertyinp davafidisie Bupdates

activities to the rent .update s rV|ce
2fropiatet

in repRRRsEafor @  URJpteqRyng{rogizg

unttl the next update period, 5 and then proceeds to

requist roR 50bild BPdaEsaYice Redeatss AB -updaA st jdeptifyigatasailable” updates. e v
: At-..bE)lrcocgﬂg%ﬁﬁrst%ﬂ{vyegﬁB&ﬁ efbntifed | 3HEpaate %&n&ﬁ&hﬁu%ﬂ TeqUESt 48 .. ¢t il

even wh no updates are avai | " on a
selecpalr ent: updat-e service node, a child update serV|Ce

opAced oy PoPPe M tmni R LR e 18 ERR e By svatable

updafe Cor dhdgddnaified s?zftwa}et prodadti v @hizoddtergiifiaionoi, madte raccordm g to
there are no updates avaj] able, the exenplary ro tin

metagig fory e FRJVBIEGEBMIFL S5TH Bcke SO nfPERIR aie 2L srading to

the u?ﬁ!itk: \éhéﬂo‘%gmﬂéé%ﬁh% dhfid Rplidt0 WY@ Hoad Al REor8MENP ldRkbution
outine I npl’'enented on a parent update service

rulesragsj:glatefdovltlgéan grapita gyhach tbg/dg}ﬁlmqlptgégrvlqu@ﬂ@bcplpggs According to
this %eq%guléaft%l ng thf‘:ar\éaalre PP&a?es a%% S atI BlodK eﬁﬁougﬁué glg?’ﬂe identifiers

ynchronizatton request’froma
assoGREY Wil tn@dz&'allable Bf;gllata:@ laregw eitterbinoe kn Bfiire Lisie’ Afp:alhevmg written
updat e seryvice node r celves an dat.e ﬁﬁnchronlz

uniqucbundate 410 NERGoT S2vaiRtISH: bngBigs i ey peite Tish dbdsegy oropjock 810, a

deterHQﬁj:ﬁitoﬁ Isi Shad denbikyding thanakleallye mokd dadi@snal - software products
bl ock 804, the-first software. product identifi

1dent|fnadt hethapadete sypeluhnisttionatenenst.r éf;llj@gq ajesadditional update software

products in the update synchronization request, at block 814, the parent update service node
selects the next software product identified in the update synchronization request, and returns
to decision block 806 for determining whether there are "available" updates for the selected

software product. Alternatively, if there are not more software products identified in the
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sel ected. At decision bl ock.806, adetermination is
made as to whether there are any avail abl e updates
for the identified software product. This
determination is made according to 20 netadata for
the software product stored in the update information
store 216, according to the update anchor provi ded by
the child update service node, and according to
distribution rules associated wt grou whi ¢
update, éwhrqnwaaa'a Haset et flek méd@eb@rﬂaﬁ d@t ISAeweél tﬁghq ehﬂd update
[ avai | abl e,
e B o s P e ROy R, et ated
wi s preeiotgdy anérdivned, pdepdets metadumri desembes npestizemt aspects of a

date |ist ter Vin itten 25 uni
softw 8HP$§1¢ &facft planyaglﬂg?sgt#%ew[s&ﬁ%% 1gg)or-tﬁ$t tg#"he soﬁﬁvaraetugdate as the
upddw: phyload igaei Foprexam@ek i8R, uiated fieRidhiantat ia0first Soff@gle update
as to whether there are any nore additional software

indigafesctfiat & Priof spfty i gipdats li“H%S bepinaialed ph @npreTsaYisits gid that prior
soft\(fﬁg &Jte 1s|Jot Elﬂ'ﬁ{n@l gﬁs@all%gt%édr&ﬂglto ycﬂﬁﬂfsﬁ‘at%f)ﬁécw& 1t would be of
pro c s in the ug te synchrofi zation request
no vhlue ¢k d@idlpad the update ptylopteft the Siest voft wam agidate séloes;qserltllyeby not
ftwa pr adu i,dentifi n t
aowB5Hling S VR RREHE bt e By bR abnw . FRA i pogpmunication

bandWi@Bkn$06e pRkerded. eOﬂb&hr@@ théretskidled M @eCarflv@l recognize that this is .
avallable updates for the selected software

* Just ppeseastole of by tha yRAgieymetpdaty prgviden iBPREANT AR BOrEBER! WRfpRmation
isrde%ﬁQHQBﬁwhg%g?&Q'ed in the -22 update synchronization . .
req '

uest ock 814, the update list is returned to

t h&hilei ypdlagpaiatadata gegw be eranguieted Ttnelr ﬁbf ofeany fdrmat, according to " v

rev

:. exe bro tineg 8 ter   T,w
aspeffi il Pt e Sthona o s O o ae e wpatess e
descﬁBe{IEMdSccmfau&Bd mm‘ tapdaedUujieadueh a$ an feﬂtetmblﬁamrquf lahg:e@e (XML).---,;-_.Z._;-_: SRR
spects .are as tant to,the s re date a _ o
<+ file.. “Q{psé‘ﬁfﬁ@e ﬁ%‘?%ﬁ%ﬂ) é)érlnflt m%Pe u e)ga g?owsf%Fﬁgst?ml&g@lg tags: that: .: oo
- descHBd ABEALAP8atd - The-Bhsed BldsWAICR al H%%se‘drﬂi‘n' RRMLEst HyP@texBmarkup o oo i)

prior_software update nust be installed as a

' langmger(HaMTs)» faz degpidingand qepfabning wdIrmAtipe aigpelt knaven inghe art.: As - s

is fugHérrl&%wan tﬁ‘é&{'ﬁ"th?g rg Pfjb'ﬂ% lgag ue tolf%%) tf&gaer%twedetermmed o

eci sl ons
accotqlm‘gatcea Pefirivadfitef-called o scherha. sﬂbtswadeteupda\dm is used both by child
Conse uentl ownl gadi ng t he update payl oad
uPdaéefsef‘H% 7qde% ah@B%?&érdéerﬁﬁa'gP‘étersm gni fi cant

C O héraili éfboltmeAandvihél pfesemVinatiph egiaeetheta@ta for a software
course, those skilled in the art will recogni ze that

updafthjiss cprstamf(hg@ n&MIx Bt lgconBminee [ paatRdaiteg@dita schema.
tA 6
FIGIB’RE‘é' Qe bHERO&B%'gItg @ﬂﬁvﬁﬁ% eﬂ i bl gﬂ-ﬁfglgﬂf xhaL- B%ée&‘%pdate

to-a software u ate net
metatlatarsshennd ¢ defirang tHeecomfen&anf dfronpdits metdetadilag Ih(partlcular the

' exen}‘piz}r? &P %tﬁ%];eﬁatér & s%éeerfcigg(ﬁq g\g}nep L) g,g)ldgter@Z ag%gﬁl;e)&%}?é ﬁ]datloﬁowmg

elements; desei i bedUpnRgICantAl nealemem %4t ag- lpesgeidsi | e, eleMedis 906;
as an extensjble narkuP | anguage( XM.)

LocalizedPropertiesCollection elements 908; Relationships elements 910; ApplicabilityRules

elements 912; Files elements 914; and HandlerSpecificData elements 916. In regard to

elements 906-916, a suitable update metadata file may include zero or more of these

elements, as per the tag qualifier "minOccurs="0"" 918. In contrast, an update metadata file
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telategsseyripypulietin froraids Safty e droYiferpindsathtpda |
- iden@fy A PRathahfer RPNERofIRaRNIPARE. Ns@8h be AenBFSRY tHRUSHiMus types. -

file. Any suitable tag-based file format nay be used

that allows for custom zable. tags that. describe and

contain data. ..Tag-based files, such as files based

on XML or hypertext. markup' |anguage (HTM.), for

descri bing and containing information are well known

in. the art.: :As. is further known in the art, the

contents of a tag-based XM. file are frequently
musH§igidY ped _L%gaé Q{it‘;' BembR dogdef IARESHQR fo b i1edkdi&d nibtadata

schema. This update ' netadata is used both by child _
scheupd®le esdr updae rebutesm! ianah abdate byetadata dide, cid npatest, smugt nappear

~ﬁ§ ag}&al engpdinﬁ$tcpf t he present invention, update
accofdip % 9B SLEF P update is contained in an

XMasbggaidudly | BetOnéd T ¢lch Gsoftovarn updeiatie abfgrdai ainique identifier.

schema. FIGJRE 9 is a block diagramillustrating . _
Accordingite gepests of theRigsapt mvyntmﬂrﬁa}é@ﬁite&wg%elz@ew&@b@el&des this
uniq?é: h&m 200G dehi 5% B@el NBoORRLEND JaifRthIRARS £e 'Eg&ﬁg,astu@h as a

Ile. I'n particular, the exenplary update netadata

revisorhaumbed @Bo dssoriated vath thipskeftvear®0pdags conpri si ng t he

{3? ibg\ﬁﬂtr{)];%gnegl %%E{%t?()g Slgr?HHgsatm l)r(rjneart]itoir_ltlbéla%ln ge Q’g r“le S%gfét\%vare update

incldadea buz eetRiHRe ot &5 GakhRe! i.QNE-IIBAESHaHisA0Biench, etc., to which the
Rel ati onshi ps el enments 910; ApplicabilityRules o
softwsgre ypdate hasbeen foqalizede indppapation gyggestigthe impact the update will likely

I J, t i o9l I Ahi@h G _ ill.
haveg?rggent gg%_sg%gﬂ cﬁlrlﬁkgﬂﬁﬁlia%og, ggt, mhinin®82hi¢h 191_p§(g, rrlrlg{/ or will

, a stitable up e nmetadata fil

- requirac¢hodeng ef the@ompotieg syfstemhepé theelileemtiret type af sqitwyare hebe updated:

o AP A 5 R P S 3 s
ratingR@dakglodeing i tb the lgpartihc®0f theAvBOacl Bgatetd the software provider; ai i) = =

Illustrated netadata _schema 900, each u%ﬂ%%S elen%n
I

piseat

ment1 oned, each software update is assigned a uni que

.- of piogerties tipted abovs, feeomdy Be 2819 AIpere tRsoRsTtiesiepenss 8 in anupdate = . -
_ metz]itdﬁtl\égnéion,_the.UpdateIdentity el ement 904 includes ... -

uni que identifier, as well as other information
.t oThelehbedligedhrepesidsOatiection pddeneent s WOR * gsovadesr dengiagm - specific

. . hunber al.so associ.ated with the software update. The ..
infoRABR P RREE i Dibenl oS00 B PiiBcast ROt POR P g tides 2
descliptid6f thOEdfwai@upthetdih@ndéd ol Hidplag to HESmPREr dskrltdl@de h&tes from

a |l anguage, i.e., English, Spanish, French, etc., to .

the spfivare pronader; endsuser ligense agserancatyrad reated infarpatiopegper direction for

inke2iliR BRL ol ] Re.| ARARbink N adpRARLEIkdsent inventi
o D NG R b et s penion
the locglized miropaneds, artei grhupedpaacbrdimpyo @rlanguage. r Eqruéxample, while the

rebgotin f.the c ut. i syst.e and.the l.ike; th .
Locq GRf s Pl Bt TEm Rl Lo BORIE M of, Mormation,
Englishd@tstons of e atdSe anfotsdtom vibuld/ BE g@hpéd ®QEthwahfd Spanish versions

application;. an: inmportance rating. corresponding. to
wouldiemilashobe gieRedofAs Wil B PRSI GlsasrE 10rboNe thess 1A b zero or

mor@i@c\éii%‘i"ropeﬂiesCollection elements 908 in an update metadata file.
The Relationships element 910 provides information regarding relationships the
present software update has to other software updates. Examples of these relationships

include, but are not limited to prerequisite software updates, supersedence software updates,
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10 .

15 :related security bulletin fromthe software
provi der; and an update handler identification' for
identifying an. update handl er for the software
update. As can be seen fromthe;vaci ous types of
properties |listed above, there may be zero or nore
Properties elenents 906 in- an..update. netadata
file. The LocalizedPropertiestIIection el enent 908

|de | an speci fi c. nformation relating.to
and DRV R otarE SBEG, SRSeiraise Borre R PlaiSusBl' fichs tha
anothép @dftRarel dpdate, Alentifi€lEBE lits Riniq@E YHatk N@erftidlet, Wali® bepdakIeed on a
i ntended for display to a conputer_ user; rel ease notes

client pQIpRUterHYSIEHArRA feinstalingdBe pregsid sefsware update,s Multiple prerequisite
relatlggghﬁ?srﬁ §e ﬁ)ﬂ%drvﬁlt}?%c%iedn'ypglr E?gg [Rels asul%g{c]:afj(?ﬂeﬁﬁ(gﬂs AN Qhd OR,

Ing the software updat’e;
into Aggiaak dtategndnts aspabitsthofevaluatiqr of et ldgivak stateprents ddtgmines the

suita{:'gfygtlzfgé f&v&?g @é%ﬁ%&ms&}]%@ n%lgclggtc c%rrr(ljp;uneq to a

Log auhared Rbepaetipaseatitfigies Qrpl@laR soPBrdTaydad3chatdge to be
mul ti pl e pieces of information, ngli sh versions of

install¢rbtogeibere AnPisr ratipin 2hsntled BeplisrépEdy dnstigatat Integdgpendency
betw%%nems?%eye%{ %bﬂ@ﬁﬁ %dl}#e 186 }t?ﬁrs'n)ﬂwglﬁ 96&%&6‘339 chPhatVall! updates

perties ele above, ere nmay be zero or
identifiadan tiecaindiee tﬂéntﬁﬁm’ by tsToinique tupdate eédeptiBert ;80 instabed if any

t d fi Th g h |
are PG Gack IR VO g ARG BPERR BRaph a0 goelements

~ of aﬂftﬁﬁﬁ'ﬁt sTQ¥ drdVaipBatt Pelay ©eh RinddOwth NBdolgaal bywitersuRd i Jogical- -

mpl es of these relatiaonships include, but are not

L r-stateqnf:rrﬁ f@cﬁV@@aweihéqmt%hﬂeté of $he mﬁ\dbedwsama@supdwpfef ystdatien ona
e j.-'-cllentsgr)ﬁlg@&e qnd@g‘rﬁ?st a %ﬁer@&fénp@@ t\@g‘e taf@afd%nﬁma&tﬁér scﬁ‘tware- -

uisite software update relationship i ndicates

Bt -::_:-r:s-updatehalnat hambfwersuscxﬁetdmm thp geasent sotteatei yridetd- biys with the:Properties. -
RS -:':.:'.-elemaqi--g(?it}e (R/ga{h e l%gn | leexeo Or %?‘e Rggtlé)l{gﬁs)? eke%nﬁse 9%0 in-an- update

conputer prior to 1ns present

o0 cmetadad filkar e updat e. NUItlpIe prerequisite relatlonshlps

20
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[ SIS R TR CRET - -

softv&tahaatlpda'Eke ie¥FIdadlE QRdRf a Fﬁ%phﬁg|f6ﬁhns€a‘ll§l‘i&ff€ﬂtascomputmo system.

determ nes the suitabi of the software -update for
Whilg rsemiarn &y sone opgaadsct d f@@frﬁﬂﬁlﬁléi* of Ahe kedativskipy elgareat 910,
I t
Appl%QB’im)&u%equ‘ér}ﬁéﬂt gf% ?eégtéggg#tlﬁé%/ OIQE‘S o eﬁ’l\@)ﬁg n‘gﬁ%’ﬂ tgﬁ rﬁzﬂ'a& may
not rédatecipecfiegblyl tocambiben sofaware ngdaat eésawith most ddpeeld@anty identified

bet ween the present spof at and her soft war e
sbovg héE R B aftohator APeipu ekOES oriitl forf g fiEfosiacac
file. bundl e, identified by their unique update identifier,

must be installed if any are installed on a conputer

“syBedies plsmgnt H 4jdentidigy ﬂ@ftl@s §0f thaapdate padees 2ggeiged with the

' softw%l'eeEFcLé{es as c{I/ellaas 11&8%&%9 é@f]ﬁ%{ogf lfﬁéjsat Ef‘hgl:aélddm‘aonjaloin[f’@rquatlon

ol'ean operators to st at ene
incluflesr bemalrnoatmmgd tdnewisther atwre iis gneoér mhuey Blendh ¢t wolatewsyboad; a
locatloﬁ (%rorr? wfhgrre tlhg %IleasI I!néa}t/ lbe(:) %bapneg the size of the files; the file name; the file
creation date; and the like. Those skilled in the art will readily recognize that a single
software update may be installed on a client computer in multiple ways. As one éxample, the

same software update may be installed by modifying portions of existing files with a patch,
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10 =
fi nme; the .fil ti
- may @ BT R PR B B Tl e S pormand

client- conputer. In contrast, a supersedence software
update identifies 'other.- software 15;. = updates
t hat have been superseded by the present sof tware
update. As with; the.Properties elenment,: 906 above,
there may be zero or nore Relatlonshlps el ement s
.910. in.-.an-update .:: ;, ... metadata file.
The AppllcabllltyRuIes eIenent 912 prOV|des rul es or
rmni.n tmare pdat
{S

d
or altgﬁﬁﬁw%lggl?ye&glﬁ? /rgplagaglt}be efxllsat‘xpef oS Wi ngewerl LS %hus according

on 4a

to aspEMiPoHthd GreSets ifhtions the\Wpdhie pﬁylﬁhd @fr a Filles(ifent Qgﬁfndy? ifctude or
the rel ationshi ps of the Relationships el emrent

referguegi # BBl farteyRting §les) repigpAmayd SileseQ ot gypatch g gepbaﬁemﬁ%t files.
Ther& Hﬁg %%: z&% o§ ¥r§§r@ﬁé&%éﬂ?&9 lgfrm %Mpdaﬁpﬁ)e{agﬁtﬁlﬁf‘e
spe i cal to another software update. As w th nost
ot tipdatesl enare rﬁespnodeindi ith i 2 orarietip oof eformiter suchegs Betaz patohesr which

re AppligcabilityRul es el ements, B 9 i n_.an.ypdate
descifg g o s’ b OrpERen BB Ulreine e RaY R Bpgercoutabl
files,! l@Blabdrhd® filks, @nd thBkdIPARALIR op AbdsO Aghes AF PR @€huived A specific
the software update, as well as |nfornat|on rel ating

updatehbandlgri jregrderpioscartydiont Ghfalsoftwirsr vReaicon 1hAcsqmRRISing “system.
Acco?élﬂfx%lg,s.tﬁ]@t Ar{di@r%ﬁglfﬂzﬁata"\,@ﬁgﬁﬁf 91t6hg>fcﬁ/1de§ PNBcffon"H ¥he update

in t e updat e payl oa cation from where
metatdte fild fog $nahedindleandler apevefdt; datdmfogmagonf Fomafnpleeﬁns irihermation

line :frgﬁ}ﬁérﬁs &fa ﬁﬂfdléﬁ@dcﬁohmahl&: MBMn&JEsﬁe&SbﬁtHeﬁdstﬂlhtx@n €4ii, @bdions to
nputer in rmultiple wa one exanpl e, the sane

- take he ypsraatigTEICEe A dnd Rt ZRn iy TR filg Paydpeipdmaero or

moreq]}anﬁi%'rn%fécﬁg:lj‘a Je?éné’ﬂtst@ma patch, -25 or alternatively,.

acing the existing files with newer
- vewsile Mmoumu@odxm,e@tsranﬁ agpects of ﬁ@g@@ﬂest igyenting hpveetseemllustrated

and des\éle Qetcf n(EJU(El ? thlé) ?éfgrrgcﬁﬂn%g&tm% 1lle§e géﬁ?ﬁg %laif—qtrﬁfetsvarlous

erence: a pa éh for exi

.chang£piaﬁdﬁﬁ’eme ﬂheﬂeESwnchrut kepditimg fratnctlhe apidit raeg Iseaqpenerthe: invention.

file

b Ei l ts
roc .l b S B S S S g

I througﬂ a# d{ﬂﬁﬂeQiléan’Lftlofn%EEBﬁlSoveS d RmAsunitlibR nPosll afpdubikdiadata, as

20

escri be areas of file that are to be rewitten with
well phepdaes paylqsds amay trefctﬁhmed &rom e erdateatsiace mqqeég a client computer
' e types
R L I G S LSRG S A DT e
order to carry out .the software update on the
computing system Accordlngly, t he
Handl er Speci ficData el ement 916 provides a |ocatien in
the update 10 netadata file for including handler
specific data/information. For exanple, this
information may include, but is not limted to, a
directory in which the handl er should execute, conmand
line argunents to a handler, actions to take if sone
aspects of the installation fail, .actions to
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..::.:.take if .the installation succeeds, and the
like. An update netadata file may. include zero or
nore Handl er Speci ficData el ements 916. 15 -Wile
vari ous enbodi ments and aspects of the present

I nvention have been illustrated .and described,
i ncluding the preferred enbodinent, it will . be
appreciated. ; that. various changes can be nade

therein without departing fromthe spirit and scope
Of Thet iBbodiR¥RB I QRe .inveRticre ¥ WRIcA, an\Bidigivehgropér®s 8N brivilege is
~invention. has been described as delivering software
claimggd @z deined py follgWs'an update distribution system over a
comuni cation network, update::netadata, as 20 well as
Upﬂa.t e @%anggl?tgxs-reaame Bredfigd §t¥§ﬁ§goﬂflﬁl9@—x%9dé{5wj@§t§ organized in a
service node to a client conputer on a
, tag-besdpdate structard Aot eomednigayngs uptateasetadeioquanespadidigig tora software
d fl OE'E?% di sk. -26 The enbodi ments of the.invention in
updafgfiogiRtIS RS excl usi ve property or privilege is clained
ar & idafrifieeélemsntitRdtlu@ipely idenfifieOnpuifivedre bpdu@aah@ medi um
storing conputer-readabl e data organized in a

t &jlassisang agditigna elemeptipfahs tllowingRlementi ng updat e
C pongi e

1 AR CHLAERPODA e BAALARL L ot upt

+ includidgnepdaiee bamllgrofrtfovaration pdentdyingnah uptate elesidlepnfer installing the
e id dgit%’onal gl ement of the followi ng elenents: a

o entﬁpe PPV dPENENt storing general properties relating
- 0atidralisaf proguie dMafié: or stéregU Gkingadenspatific hEfomhion directed to a
i nformation 1dentifying an update handl er for

- compuipg ugAr|relan g tedhe software yReaisi i fi ed software update; ‘a

.- S ogﬂl%t?o%ghig RRRhE é’toﬁrlngemibnghgﬁs At 05 WMe LAMBLIRARO other software

specific ihformation directed to a conputer user

~=-updates peailablg feronsthldatiopfonagompuistiat e;  a rel ati-onshi p -

.element storing relationships the software update has

“to other software wupdates, available. for =~

s oo nsfikl dlememndeamifying ogpideatifiedasofiviaee. epdanenipayldenind ynifergration -

TR SRS the jdentified software. update's payl oad and
-'-~*‘rela“f‘$1f(b‘|k‘?ré‘%?‘6ﬂe updares Par\?goaﬁoarlﬁhe sof tware update's "

Payhfarks eRAEnastbARE | F6rmRlieNEst exet@ignte upd Qg MRidIGNdéified in
executing the update handler identified In the '

the prapepeeleyerts Sranitallingthejidestified safyvarmepdatent i fi ed
S t SMACLE okl @1elent GRSGiRIEALN bf WRRlidentified
el e}%e\éﬁﬁqggg%?i%g%s%s%@ét?%&of ﬁeg f‘%ﬁni". [ éﬁg Sof twar eentl N
softwapedetdatef for detetmening mhenepluchandepblieabilitg of el iderdilfiied sofywae update
t.he ident.ified software update . suc at. e
such %mglgrél[:?tb% TpSouEdes may bﬁ@&essré/e% L0 ro\&; bm?%thﬁ &entlﬁed software
updaehyt phylbaift e idéantiéd is6fdwsef dpiareeis of no value or inapplicable for
installation on a computing éystem; and ' S

wherein the identified software update’s payload is external to the update metadata.

2. The computer-readable medium of Claim 1, wherein the tag-based data

structure is an XML data structure.
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update's -payload if the identified software update is
of no value or inapplicable for installation on a
computing system and wherein the identified software
update's payload is external to the update netadata.
2. The conputer-readable nediumof Caim1, wherein
the tag-based data structure is an XM. data
structure. -27 3. The conputer-readabl e nmedi um of
Claim1, wherein the at | east one additional elenents
arg Iogmealclo»hpreeLeéaaﬁiblacgl@aldhmftelatrhq abratendeschi hedt one
order. 4. The conputer-readabl e medi um of O ai m 3.
additigmat elementh care @@manrr grdsredragenrding e thg @beveadaserikpderder.
identifier that uniquely identifies the software
upgat e, pgnd, %ﬂ'u?e\féec‘dd%ﬁl rHéH}PrﬁrofaéﬁﬁE’P 1Ok it Jﬁe H&%Pty element
soft war e update e nput er - r eadabl e ne
inclu@balanurﬁquev\memeﬁlm lﬂlhteumqhéiyndﬂl&llﬁlbp tied eofemdre updeteuded a revision
rere |nfo mation that identifies a second :
num eéfaﬁﬁg gh‘lhgs‘? ”é?rer‘fﬁ@}te'be instal |l ed before the
identifled software update is installed. 6. The

coftput eThe' @attAMreeadablieuniRddim Gf @lainS, wieesigihe reltonship element
relationship el enment further includes infornmation

mcluﬁssenmerfew%e Bigmation ha ydgifien £t wepm! ERStrere SPPYP dary must be

1nstafl&gﬁéf&%rthé"l'd%llﬂlfle@‘%gft@% PRRE N QE@dant o a | ogi cal
statenment, such-that the evaluation of the |ogical

statenent determnes the suitability of the
i dent i f Thegcosmutanapasablg dagdéun of CGlaimda Whateinhegplagionship element

furth% 13?%'8%5, H Vd@g{l&( 1deﬁt1fyr a? : onﬁ“g{) soreff@ag {)cﬁité}ﬁg ng%néo%fether with

Boolbmmbeeatbnsfimmmltogmml dthementdarhithatese evablativalof the lofical statement
. soft u tes_that K nmu install e . . .
*deteris, e UYL BT Hind DU R OBR PELBI ShebiEHFiAn on a clien
computédi m 7, wherein the plurality of software updates:
are joined together with Bool ean operators into a
st at enent ch t hat - al uat i n of .t

| ofi cal T arEHERT-HaREoHaR of hlitec) CAB 0 rEpipHGP clemen

| 1nclubé4;nglhrﬁﬂ’e spifdrafien WRg ab@sifiel A plungityabf adftwite Updaes tha€Must be
' conmputer. 9. The conputer-readabl e medi um of C aim 3,

installpdkgosxisnsiv@yr el at i onshi p el enent incl udes
supersedence information that identifies at |east one

otdier sfel WalpRiet PERALSe thdtuc Bt CRRST S&ERth BY pllIflity of software
identified software update. 10. The conputer- readabl

UPdat«re@mmm.ﬁd toeethen Bith Keetean ropetators gltatai leglshh qﬁaterlnerrte pich that the
S 1Pk ek | S| i nf.or tlon nt
evaluaP ks md t% g(? ical gt%%émé:a{ geter{nrl]nets € sutx %15 Al tt‘lg E‘] Hd) ded Sottware updates
for mstallat10n on a client computer.
0. The computer—readab]e medium of Claim 3, wherein the relationship element

includes supersedence information that 1dent1f1es at least one other software update that is

superseded by the identified software update.

10.  The computer-readable medium of Claim 3, wherein the relationship element
includes prerequisite information that identifies other software updates that must be installed

before the identified software update is installed, bundle information that identifies a
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before the identified software update is installed,

bundl e information that identifies a -28 plurality of

software updates that nust be installed coextensively,

and supersedence information that identifies at |east

one ot her software update that is superseded by the

identified software update. 11. The conputer-readabl e

medi um of Claim1l, wherein the file el enent includes

informati on identifying the software update's payl oad
plurdli®y dPabSERIaRG puhSd Ithe Fiuke e ORs@lI&d I8 tensHRIPULRY supkdsedence

The conputer-readable nmediumof Caiml, wherein the
inforfriafien ¢has midentifigscetuldess onp reitlenr paftivere wRriiaket thay jsngupgreeded by the
o SOof t e's payload for replacing existing files
'dentzfﬁedg\é@%?rgﬁg%%bnputer. 13. The conput er-readabl e

medi um of Claim 12, wherein the file elenent further

i ntl. ud€bhei cobpurertréadnbli deadiurh pf G Hewbekinvhe Elegeatn iscludes

. ayl oag for tching exi,sting files on,.a client. .
inforBGig Fpting e SPARARGPARE S PRHG™ T 20RhirEAHsHPE fes on o clen
com uter. 14. A conputer-readable nediumstoring

conmput er -readabl e data organized in a tag-based data

structure for comuni cating update netadata .

cot% espdReiFgputsrgeadablermegiym of (ink l WhsteHY the filg,eleent includes
inforb 58 IdhBhur EF Sty Spallel BAOK of R LIS Srp TS & cliem
compfutdrl owi ng el ements: a property el enment storing general

properties relating the software update including

upgdat e [ 1 on. | LE N - e

el or [ Faerpisy BRAAE belfloh S8 Clany 121 9n@BiRE Bl element furter
includgxdiafeematior eleatifiyoigshe pofel aespdatsy paylong foepathiog skistsg files on

.the software lllis)dat e. has ﬁgo ot her software updates
a client; compyyigreand geplacing &igug il o9t ACRGHBRET - a file

el enent identifying the identified software update's

paid. oadA abipitef-teadatié ardivte siorindorgputaf@endabld dna organized in a

relating to the software update' s payl oad; and. a
‘ag‘bﬁ%?ﬂoﬁsaéf’r g‘é‘i’cé‘ﬁﬁrf?r SPHMUAATR BP‘#&%P’&%%% rC°§f>‘EéPéP}31“ﬁg‘°t%é°ftware
updatéggg{pgsmgndl-er identified in the property elements

for installing the identified software update; wherein

t e dentifgerslemenethateniayebnidentéies gsaftwaespdatbendaspect s

o8 SRS Fy i g oo o e
updpioperty 2i8ment storing general properties relating the software update including

update handler information identifying an update handler for installing the identified
software update;

a relationship element storing relationships the software update has to other software
updates available for inst\allation' on a computer;

a file element identifying the identified software update’s payload and information
describing information relating to the software update's payload; and '

a handler element storing information for executing the update handler identified in
the property elements for installing the identified software update;

wherein the at least one additional element describes aspects of the identified

software update for determining the value and applicability of the identified software update
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such that comuni cation resources may be preserved in
not obtaining the identified software update's
payload if the identified software update is of no
val ue or inapplicable for installation on a conputing
system and wherein the identified software update's
payload is external to the update netadata. 15. The
conmput er - r eadabl e nedi um of Cl ai m 14, wherein the
tag-based data structure is an XM. data structure.
suchlfat cORERIARGH RsolrAdAD) B pregi iR holddiAink 4he MBRITRURoftware
the identity element includes a unique identifier
updatdiatpayloid uiél the i idenified & warfe updiie Vired upgatug, o prpplicable for
. Vi Si O I ocihhated with the software update.
insta lgtlo%neyﬁoﬁn%g?tﬁgrsys?%g’aaégl e nmedi umof Caim 16, wherein
t hehérelnahé Dlestifiqal seftearnipdatesqlayided ispxered ub tietupdate metadata.
information that identifies a second software update

th must - be installed before_the.identified,software
Lokt o The PRopuPRisaerts meandd G5Bty whatshl akoiag G data
struc@lre {4 a XML dataieceikd) the rel ati onship el enent further

i ncludes information identifyi.ng.a.plurality, of

sof twar e updates joined together wth 00l ean

op&-at of e PoIPRUtEr-Tetfivlamediiat Bt Kucticrtitthg fgntity element
inclu%}é?'aulg{iql&v“ideﬁtiﬁé}ethh@gﬁiaé’él S4BLiEE Me sSIRYHE MpA&E, b a revision

suirtabi ity of theldent|¥|ed software update for ‘
numberssseciatedi voith ba seftwarg epdate.conput er. 19. The

conmput er - r eadabl e nmedi um of Cl aim 16, wherein the

relatiopshi 1 [ | ) i nfor '

b ¢ TR Bl R B A 6 e R o P bement
includes prensfuidifeemifaoatiore tisit idéntifie2 3. sébhrd cofrpateeupdaathabinmist be

, jumof daim.19, wherein.the plurality of software
‘“Staﬂeﬁ‘gg#% tg"r ’geftbt?neﬁléaftfvérﬁé’tpﬁ%tfi ’Wftﬁl&égol eanyoper ators

into-a | ogical statenent, such that the eval uation of
t hes.| ogTigadongiuadreeanble dedammbMElim M, whardialhd relaiowship element

the bund] ed software. . updates. for installatian on a .
furthey e wiRImREPn 1B & RHERDIErT Ledhis R g wit
Boolfin &pedhiBis ko MOBICEI NatbMent! flcAtthANBhEvIRKBA®Ahe logical statement

I ncl'udes supersedence information that identifies at ,
deternmangst th@n%“f@g‘h@f 0§ ghe wianafiegh saftwaseh updates fors insaHatiate an by client

identified software update. 22. The
conput er -readabl e nmedi um of C aim 16, wherein the
rel ati onship elenent includes prerequisite
i nf%r maf hegrontputer-réadeble infedinsn of Glaim $6,fwhagia thepdhatiership element
by o Bl B s b5 ST R0 bR o
instailéteedekfensiselq.

com

20. The computer-readable medium of Claim 19, wherein the pl\urali'ty of
software updates are joined together with Boolean operators into a logical statement, such
that-the evaluation of the logical statement determines the suitability of the bundled software

updates for installation on a client computer.
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plurality of software updates that nust be installed
coextensively, and supersedence information that
identifies at |east one other software update that is
superseded by the identified software update. 23. The
conmput er -r eadabl e nedi um of Claim 16, wherein the file
el ement. includes information identifying the
software update's payl oad for patching existing files
on a client conmputer. 24. The conputer-readabl e

megh, UM e Gty Fadatib @leBiuth 6 Elafnh | €, velefdTR e relafiédsHip&Sement

information identifying the sof t war e updat e' s payl oad
incluflesy supegsedears nfesasion ibatridensidien At leastcaneerther soffpyateatpdate that is

super%gded-ld}qhefd H&lso t@glfquldgtemd' um of Cl aim 24, wherein

l'e” e nent i ncl udes i nformation
identifying the software update's payl oad for patching
exdst | ri@refciohtpsteomadable Iiediuim ofdPipunt &6, vetredein 8l reletionghip element
1nclu8es pc’rEereHI%sue 1n‘fes’rrn(z)1{1]or‘;jl th%l ide ntlfles QY sdetltware u%dates that must be installed
before the identified software update is installed, bundle information that identifies a
plurallty of software updates that must be installed coextensively, and oupersedence
mformatlon that identifies at least one other software update that is superseded by the

1dent1f1ed software update.

23. The computer readable medrum of Clarm 16, wherein the file element.
mcludes mformatlon 1dent1fymg the software update s payload for patching ex1stmg files on.

a client computer

24. The computer readable medrum of Claim 16, . wherein the file element-
includes information 1dent1fymg the softwa1e update s payload for replacmg existing files on ' -

a client computer.

25.  The computer-readable medium of Claim 24, wherein the file element further
includes information identifying the software update's payload for patching existing files on

a client computer and replacing existing files on a client computer.
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