01116912 PCT/ 0S00/ 23974 NMETHOD AND APPARATUS FOR REMOTELY MONI TORI NG A
SITE BACKGROUND OF THE INVENTION 5 Field of The Invention: The present

i nventionvf(gzhﬁkﬁg generally to monitoring a renote site. pdMiSpen3srs
particularly, the present invention is directed to nonitoring a renote

site by providing real tinme transm ssion of outputs froma plurality of
digital and/or analog nmultistate sensors which detect intrusion and/or
fire, 10 and conmunicate this information in an efficient, and effective
format. Background Information: Existing intrusion detection systens and
their respective nonitoring stations typically provide binary off/on alert
i nformation to the user. Known security systens enploy binary status
detection devices due to the 15 availability and | ow cost of these sensors,
and report only active (METHOD ANBAPPARAIIUS FOR:BEMOTELYr mati on. For
exanpl e, an indicator, such as a MONITORINGAA SIEEout put, is on when a
particul ar sensor is tripped, and is off when the sensor is reset. Sone

known net hods capture dynampga@ERGREOUNDOF THEINVENTIONISI ng, for exanpl-e,
| at ching sensors that hold a transition 20 state for a limted period of

ti mes then reset Bieldofifhe Inventjon: Syst ens that offer nore detail ed

I nformation resort to eci ali.zed.. co ni cati,.0n pro o] n oprietary
i nt erconnection sol ut @Eg;es%gﬁve@g&w@s %ﬁﬁ#‘gf? ﬁ‘&“{&%ﬁeﬁ"?@? ‘%Eer'operty
protection and Sle’r@'phfﬁtﬂl‘aﬂy?ﬂﬁ;ré’sﬁﬁMﬂvéﬂﬁbﬁhk difefedto monitéing 4l §érotand/ or

vi deo data. However, because a 25 | arge nunber of video surveill ance

caneras is not onitg by praviding reablime yransmissien ghontpuis fom aplyealiguaht i ties of
col (1ol canc! ABuPELmpl AR bt SRR UECTI LR ARGIAE 1 2)
bi naoy of f/on syahéeemmvficiis Al HiFcrnkfidh (S0 effidient] and effective format.
Background Information;
Existing intrusion detection systems and their respective monitoring
stations typically provide binary off/on alert information to the user.
Known security systems employ binary status detection devices due to the
15 availability and low cost of these sensors, and report only active (versus
inactive) alarm status information. For example, an indicator, such as a
lamp or audible output, is on when a particular sensor is tripped, and is off
when the sensor is reset. Some known methods capture dynamic point
state transitions using, for example, latching sensors that hold a transition
20 state for a limited period of time, then reset automatically. |
Systems that offer more detailed information resort to specialized
communication protocols and proprietary interconnection solutions. For
example, monitoring systems for property protection and surveillance are
known which transmit live audio and/or video data. However, because a
25 large number of video surveillance cameras is not only cost prohibitive,
but generates large quantities of data that cannot be easily transmitted to
remote monitoring sites in real time, these systems have not achieved the

wide spread use associated with binary off/on systems.
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2 Systens that supply binary off/on alert information, even sophisticated
systens that enploy nultiple sensors in a nonitored space, only resolve

alert | N@ogbizoN to a particular sector, ar zone, of tpegyusdsdof Ng under
surveillance. Thus, information such as the precise location 5 of a

potential intruder, is not provided for responding police officers. Mre

I nportantly, even when a |arge nunber of sensors is used to increase the
resolution of alert information, the use of binary on/off indicators
prohibits any ability to track an intruder's novenent through the building
and yet still be able to resolve the current |ocation of the intruder. 10
In addi tion, known binary off/on systems can not distinguish whether an
alarmis real (i.e. enuine) or false. Wen police arrive on the scene of
a bui | ding where anS pplyibinsevioffionalertipformatiot ®¥emhet her the al arm

is real or fal lfi'é?iga | mﬁgt L Sipd S : 1.1 di ng.

Subst ant i al ti?f@’an %%ﬁsﬁh@xeg@naé@ul ﬁgl\glsl%ﬁégﬂ%otﬂ?%%’p%e%p fd to | arge 15
nunbers of fal sglyaksolvesalert inforniation toonpartilutsresettor, ozlzaneyof#ice val id, the
police do not know thicfekf or certain, and can be taken by surprise. They

enter the bui | piding Bede seryeillancey Jihws. ipformatignuch as thepréeisedecatione sane
drawbacks exis g%n Is ' rp;g' o\dd ' 4@@ tens. Al though
fi?e al arm sys%’ga artégl(')#tﬁled?lp'?%;e'@ |reé(n:ap?§/§é|dél(¥@hit e oga 1§20 fire conpany,
t he fal se/real Mdreimpattanty, evien athenm a largemunber of s¢nisans iohsedbe ifcrease and t he
novenent of the fire are upkno to the fire conpa .ch receives and
responds to thgmaff= yHon gf side1n ,°q'&%ﬁpg?‘8@g}g‘§’2¥ff%‘%tqrﬁ provide a-
system and net gﬂﬁibiis%y ability ©0'thadk akt intRABY Pmbldnfent MIGEgAMe bmiiﬁ%a' S fe/ real
0

alarms can be 25 accurately disti nghuei shed, and whereby novenen
intruders or fBnkyesstll be abledo respive thercurmentdogation of theiintrudernpoi nti ng t he

Pjgci se location of yf Diddh! VA vl vid systemns Lok vt Mtingdish
h whether an alarm is real (i.e., genuine) or false. When police arrive on the '
scene of a building where an alarm was tripped, they do not know whether
the alarm is real or false and they are blind to what is inside the building.
Substantial time and money is expended in having police respond to large
15 numbers of false alarms. In situations where the alarms are vaiid, the
| police do not know this for certain, and can be taken by surprise. They
enter the building not knowing where the subject(s) might be.
The same drawbacks exists for fire monitoring and surveillance
systems. Although fire alarm systems are often tied directly into the local
20 fire company, the false/real alarm discrimination, exact location of the fire,
and the movement of the fire are unknown to the fire company which
receives and responds to the alarm.
Accordingly, it would be desirable to provide a system and method
for monitoring a remote site, whereby the false/real alarms can be
25 accurately distingnished, and whereby movement of intruders or fire can be

reliably tracked while still pinpointing the precise location of the intruder



or fire. It would also be desirable to provide this information to
nonitoring sites, for use by respondi ng personnel, in real tinme. SUMVARY
OF THE | NveO\#/iedizThe present invention is directed to propCHUSe/239Ht ens and
methods 5 for renotely nonitoring sites to provide real tinme information
which can readily pernit false alarns to be distinguished, and which can
identify and track the precise location of an alarm In exenplary

enbodi ments, nonitoring capabilities such as intrusionifire detection and
tracking capabilities, can be inplenented through the use of nultistate
indicators in 10 a novel interface which_permts information to be
transmtted using standard network protocérs froma renote site to a

nonitoring station jn _real-t] ver . preexi sting .conmuni cati on net works,
such as the Int erqﬁé'JF?' ItAw%lqlgisggg?lpﬁqak&tg PEGYide, "ﬁ’é‘“é‘!‘l“a‘l?l i shed using
browser encapsul %@ﬂoﬁg%nk&%gpgfﬁmmﬁ%@%?géghﬁe_ active X

control, Java applets, and 15 so a packets which
conply with any standard w r e SEMMARY OF THEINMENEIGNpr ot ocol .

Conmuni cati ons can thereby be .establ ished .betweep a web server enbedded in
a centrally located h%%ﬁ?&'ﬂﬁ"ﬁﬁm‘% %@Rﬁﬁ"‘ﬁ“&%&ﬁn&t E‘E@Paé)y panel
depl gyed in each ﬂf:&ﬁlﬁe,l?ﬁdnﬁbﬂ%siﬁ&t@ﬁmvi&%&l@dc ﬁﬁi?hﬁﬁél?@hich;égfxe”pl ary

n

enbodi nents, comuni cations can be 20 handed off fromthe cent l'y located
host mnonitoring geadilyqermis falsealammsdo bewlistinguished, andawhich c@if identifyangl e, to a

| apt op conputer i e i ng. vehicle uch as a poli.ce or fire
vehicle). The ha&gagﬁfﬁecéﬁagegfog%:coﬁo?ﬁg%lu@r f’é%xtcmé) 5 are

est abl i shed bet V\mi@riggeapabﬂmes)mlasIimgimtdegcﬁ@i;hﬂmkﬁg noni t ored and
the | aptop (for exanple, over a cellular network), 25 or indirect

communi cat i ons c&Apabilities; ¢am bedmplemented; thsoughdhe wisraf mpuiisige indicatarsin WO
01/3§912 PCT/ USOQ/ el Syifiterfale whtfch PEfmiitY fifct i totte thnb ikl Qéinge the primary

visual alarm status
: standard network protocols from a remote site to a monitoring station in

real-time over preexisting communication networks, such as the Internet.
A wireless network can also be established using browser encapsulated
communication programs (for example, active X control, Java applets, and

15 so forth) to transmit data packets which comply with any standard wireless
local area network protocol. Communications can thereby be established
between a web server embedded in a centrally located host monitoring
station and a separate security panel deployed in each of the buildings to be
remotely monitored. In exemplary embodiments, communications can be

20 handed off from the centrally located host monitoring station to a mobile
monitoring station (for example, to a laptop computer in a responding
vehicle, such as a police or fire vehicie). The handoff can be such that
direct communications are established between a security panel located at a
site being monitored and the laptop (for example, over a cellular network),

25 or indirect communications can be established via the host monitoring
station.



reporting that gives the nonitoring authority (user) the ability to
identify the precise location of an intrusion/fire, and to distinguish

fal se al“?(;m Miul tiple state, or nultistate, indicati ,U%W‘pvi ded to
6912 : ! ., . \ .
represent a sensor. 5 For exanple, each sensor’ can be identified as being:

(1) currently in alarm (2) currently in alarm and acknow edged by a
nmonitor; (3) recently in alarm (4) not in alarm (5) disabled; or (6) a
non-reporting alarm Wth these nultistate indications, the novenents of
an intruder or fire can be tracked, and yet the precise |ocation of the
intruder/fire can still be 10 identified. This additional tracking ability
gives police/firenmen a tactical advantdage at the scene as they know the

| ocation of the subject/fire and can track any subsequent novenents as

t hey cl ose to nake Thenewoskstandedseal to provide the ipeindary eisuabalaematdtys speaki ng,

exenpl ary enbodi nents,  of .t he present 15 invention are directed to a nethod
and appar at us FWWWY%&%“QﬁMFa“?ﬁBWa }Q‘f’ﬁgﬁ’@b%‘ﬁm g: a security
panel |ocated ge griGseSIBédtidn of @4 fhtruSiohMire, land RS BRlingtAsh fAle alafthd!r al i ty of

sensors; and a nonitoring systemfor receiving real tine information
regardi ng the dMbtplestateqaor multistata, indications-are proyided te repeesant ksensorng a net wor k

prptocol, said nitoring.,system includi ng . a gr lc J,hterface to

i ol ay said i FPb PR ASGCoeRtcF Tt b Rttt of el ARl W | " Cach o
sai d pluralityapims@)eniently ii aRéaond aeOwlddpil BY 4 RoRARsS (Hieadtlyent s, an
apparatus is provided for npnitori _n%‘a space conprising; a security panel
| ocat ed at t he iplaus; (4) petdn alapsi(} disabled: oF {O)amanepertipg plarmg With| ti ne

i nfornmation re%ﬁ@g@gﬁfa@n ,CtﬁeHo‘QQﬁl%d??ofﬁxciﬂ 'a&&ﬁgwﬁe;ya net wor Kk,

said nonitoring Sy I ncluding a graphic interrace to
i nf or mat i on t hafackéds andnyet thelprecidedbeation af the imnider/firacanstill bel ar ns. W01/ 1012

QBT US002397 4, e R ol DSl ity R b RSB S ] g TRt on T
advantage at the scene as they. know the location of the subject/fire and can g
track any subsequent movements as they close to make the arrest and or
fight the fire. _ o

Generally speaking, exemplary embodiments of the present

15 invention are directed to a method and apparatus for monitoring a space,
the apparatus comprising: a security panel located at the space, said
security panel having a plurality of sensors; and a monitoring system for
receiving real time information regarding the space from the security panel
over a network using a network protocol, said monitoring system

20 including a graphic interface to display said information as multistate
outputs associated with each of said plurality of sensors.

In accordance with alternate embodiments, an apparatus is provided
for monitoring a space comprising: a security panel located at the space;
and a monitoring system for receiving real time information regarding the

25 space from the security panel over a network, said monitoring system
including a graphic interface to display information that distinguishes false

alarms from actual alarms.



regardi ng the status of sensors associated with point alarns included in
the space being nonitored. The graphical display of information can be

provi ded JgogudsbRr ar chical representation of network-to- spé&fuksrBeiant
status 5 using a plurality of tiered screen displays. The supervisory

monitoring systemcan be configured as a central or distributed nonitoring
system including, but not limted to, the use of a base station host
conmput er which can optionally direct information to the user via a
cellular tel ephone network and/or via paging service in real-tine.

Al ternate enbodi nents 10 can al so include security neasures, such as the
pseudo-randoni zi ng of port access to thednetwork to secure conmmand and
control conmmunications. BRI EF DESCRI PTI ON OF THE DRAW NGS O her objects
and advant ages of t he Exemplany embodiments proyidel updated information, tamealrtime, t o t hose
skilled in the art upon reading. the detai.le description of.the
preferred enbodi TEH" ‘Pgme%%gﬁﬁeﬂ?f%?%ﬂ@ﬁﬁ‘gwh]‘gm’%éféﬁgs lﬁ?&d@ﬁi?ﬂ&? by Iike
nureral s, and V\h%?ﬁdeﬂjeidéizﬁbﬁiﬁréd.sm\graﬁﬂcﬂ I infofrAdtionGan e’ een Vi ewed
through a security panel web page, wherein the graphics display contains a

f1 oor pl an | ayoutprovifiedhasspkierazghiqal rapsesentationpfcnebyork-torsitertoopaint statant i fy

sensgr points ang,.. b . . l rvi ew of
com‘rgni cations tﬁlgﬁégﬂ él@@l&bﬁtﬁﬁsq%h?%gag |g'c ﬁgg@y"g‘f‘%ﬁg%@ﬂ‘aﬁ%‘g 3 show
basi ¢ conmponent s sgiteircas be epifipuyedsas ceirill @ ckistriblitedmofikordiy dykemy € 4 shows a
detail ed di agram of an exenplary host conputer in a supervisory nonitoring

system WO 01/ 169nciuding, hytaoy bmisedito, the use gf 2 hass statign dost camputer Waichi agr am of
an exenplary remb opfiGHARY dieet information to the user via a cellular telephone

network and/or via paging service in real-time. Alternate embodiments
10 can also include security measures, such as the pseudo-randomizing of port
access to the network to secure command and control communications.
BRIEF DESCRIPTION OF THE DRAWINGS

Other objects and advantages of the present invention will become

more apparent to those skilled in the art upon reading the detailed
15 description of the preferred embodiments, wherein like elements have been
designated by like numerals, and wherein:

Figure 1 shows an exemplary graphics screen viewed through a
security panel web page, wherein the graphics display contains a floorplan
layout, with special icons overlaid on a bitmap to identify sensor points and

20 their status;

Figure 2 shows a general overview of communications transpired
between four basic subsystems;

Figure 3 show basic components of an exemplary system block
diagram, '
25 ' Figure 4 shows a detailed diagram of an exemplary host computer

in a supervisory monitoring system;
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Figure 6 shows a detailed diagramof an exenplary security panel; Figure.7
shows a detailed diagramof an exenplary nobile 5 conputer; Figure 8 shows

an exenp pl ay screen; Figure 9 shows exenplary c I ons

bet ween %’ﬁé’y@gﬁmty panel and the host conputer; Fi gu&g}@%

exenpl ary conmuni cati ons between the host 10 conputer and the renote
conputer; Figure 11 shows exenplary conmuni cati ons between the security
panel and the renote conputer; and Figure 12 shows exenplary comuni cati ons
bet ween the security panel and the nobile conputer. 15 DETAI LED

DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS 1. Functional Overview Before
describing details of a systemfor inplgmenting an exenplary enbodi nent of
the invention, an overview of the invention will be provided using one
exerrpl ary displ ay ofﬁgmésrsms@aethﬂatdﬁga@muﬁdmn;ﬂiryaanawsuper Vi sory
nonitoring system s graphical user interface in accordance wth the
present inventi<FPMREf erring to Figure 1, the graphical user interface

provides a screen dig I a building
bei ng nonitored for ﬁ*‘éugﬁg‘gsghgﬁ%ﬁ%@g?’éc sﬁ&{#ga gure

exanpl e, a web browﬁgureﬂshMeddemlﬂmagrmﬂuemmplmmdml ng system 25 is
di gplaying a building floor plan 102 for an el enentary school with its

al &rm poi nts, &REPPyustrates a two-person intrusion in progress. In this
bl ack/ white renditi pglsﬂg,@sﬁpgxe lﬁ*ﬁfsﬁ?agﬁé‘rcéﬁ" te circles 104. Two WO
01/ 16912 PCT/ US00/ 239 -7 black crrcles 106, 108 indicate two points that
are in sinultaneous nglacﬁlshoxﬁmceglp&a]ymmmdcmmbmem&e séarity 114 and 116

show alarns in a I atﬁ'{'hedhost computer;

Figure 10 shows exemplary communications between the host

10 computer and the remote computer;
Figure 11 shows exemplary communications between the security
panel and the remote computer; and
Figure 12 shows exemplary communications between the security
panel and the mobile computer.
15 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
1. Functional Overview
Before describing details of a system for implementing an
exemplary embodiment of the invention, an overview of the invention will
be provided using one exemplary display of information that is provided at
20 a supervisory monitoring system's graphical user interface in accordance
with the present invention. Referring to Figure 1, the graphical user
interface provides a screen display 100 of a particular floor plan 102 in a
building being monitored for intrusion and/or fire detection.  In the Figure
1 example, a web browser included in the supervisory monitoring system
25 is displaying a building floor plan 102 for an elementary school with its
alarm points, and illustrates a two-person intrusion in progress. In this

black/white rendition, points not in alarm are white circles 104. Two



condition; that is, they were recently in alarmbut, are not nowin alarm
Thus, at least three different states (for exanple, not in alarm 5
recently woahenzy and in alarm are associated with the ReTUS0028994at ed at
each alarmpoint in the Figure 1 floorplan to provide a nultistate

i ndication for each alarmpoint at the user interface. O course, those
skilled in the art will appreciate that any nunber of states can be

provi ded, such as additional states to represent inoperable or disabled
alarm points. For 10 exanple, as will be described with respect to an
exenpl ary enbodi nent, six such states can be used. The user can apply
pattern discrimnation through visual rébresentation of al arm poi nt

condi tions prOV|ded by the daégla at a pmonent in tinmg, referenced herein

as an "event sl i Black cireles;}06, 19% indicpts tyqpoints thatjars iw skagiltancpus glarmat ur e of
t he intrusion. tfgfep'éﬂ'cfe??m chgpi aﬂ&fllﬁ(sﬂﬁﬁ‘a%ﬂﬁ%? a t@lege al arns can
u?sk

be readily disting rom genui ne arns actual i ntrusions
and/ or fires). Fconditiom;thaeis, &eymmcenﬂ;smralamshﬂ; art adt mew n alamm.super vi sory
nmoni toring system s user. interface can b posLtloned next to a

aphi cal
particul ar al arm poi nﬁ‘ o3 ]E't‘ﬁﬁdlrﬁe @%“ﬁ@ﬁl&”ﬁﬂp
[ nfcgmat ion. Thi ?ec@ﬁ Tﬂﬂo&? wig iﬁsgﬁgcg{éﬁaﬁ of sensor
exanp Ss brea

situated at the al arm p0| nt age detector, snoke
det ector, and soea‘chraﬂatlmMmﬂmFlgmrhﬂnmﬂentmpromdeamdnstbmmdieatiomf|ed. The

Figurelevent slice.a soma.te that|V|t n the.s el

noni tored (that % @?%BWB{ ?fﬁ&P‘ESFnW?Foﬁ%ﬁ%%r%%t t he

gr aphi cal user l&&Qﬁﬁ&ﬁﬁhcw&&ﬁhtbﬁyhﬁﬁxﬁérﬂif@iaﬁﬂchﬁ'bébfbvﬁdéh' She manner: WO
01/ 16912 PCPI US00/ 23974 -8 a) The latch condition 110 represents a door

sensor that has additienal stgtep tofgpresend inapasabledpridisahled alapm pofints,| KForn b) The
latgn condition évgagn;ﬁéa %s%ﬁﬁ%%e&nﬁmmr&%&% 2h e)wl%lary embodiment,

six such states can be used.
The user can apply pattern discrimination through visual
representation of alarm point conditions provided by the display at a
moment in time, referenced herein as an “event slice”, to precisely
15 understand and convey the nature of the intrusion. By monitoring the
display of alarm states, false alarms can be readily distinguished from
genuine alarms (that is, actual intrusions and/or fires). For example, a
mouse cursor associated with the supervisory monitoring system's
graphical user interface can be positioned next to a particular alarm point
20 icon to access additional alarm point information. This alarm point
information can identify the type of sensor situated at the alarm point (for
example, glass breakage detector, smoke detector, .and so forth) and the
room number or area can be identified.
The Figure 1 event slice associated with activity in the space being
25 monitored (that is, a snapshot in time of a condition monitored at the
graphical user interface), can be interpreted in the following manner:



was recently in alarmand is now out of alarm 5 c) The latch conditions
114 and 116 represent notion detectors in the sane state as |latch
condi ti ogobiiéers hese conditions informthe user-of twopsSEpsgeRsest racks
(i.e., paths) of an intruder (or spread of a fire); d) e two points 106,
108 are in sinultaneous alarm By 10 positioning the nouse cursor at each
of these points, the wuser can determ ne that these points are, for
exanple, notion detectors in Roons 3 and 19 of the school, respectively.
An anal ysis summary can be displayed to indicate that an intrusion 15
occurred at the front door and that there are at | east two intruders, one
going left up the North hall and the ot8er going right down the East hall.
The display indicates that the intruders are currently in Roons 3 and 19.
An ACTIVITY icon 118)can The latch condifidnt1d0 représents datoar sensarfthatiiast i me event
data for each alarm point _ingluding,,for exanple he exact tines for the
20 break-in and the ti mrmgﬂlﬁmﬁﬁsﬁ%h‘wd’& *by the user and/or
law enforcement. Rayl -t ime latélflesn@Rion 12 féprévefitd andtiod deRkRY um@n be
continuously received by the supervisory nonitoring systemover a
communi cation network, #8mEecgBtRin alarmeandds pew igut efalargt rmuni cat i on net wor k,
fore the 25 purpose su ' T | Ltoring
sygt em can incl ude%g ho??ggﬁéﬁ%mngi@ﬁ%%muﬁgﬁ%gﬁygﬁﬁé%e %J%‘é web
server, that acts as thdn theisame state astacl conditiong12; these doaditieny nunber of
security/fire WO 01/16912 PCT/US00123974 -9 al arm panel s equi pped with
enbedded web servers and UHMOERthepserofdwe separate Faeks].¢ pathe) of #Bces bei ng
noni tored. Renobte browseg ' m{y)'.l e, can also be linked into the
system from aut hori zed péllifugf'eﬂ,. tb???g,mjg%d ’

d) The two points 106, 108 are in simultaneous alarm. By

10 positioning the mouse cursor at each of these points, the
user can determine that these points are, for example,
motion detectors in Rooms 3 and 19 of the school,
respectively.

An analysis summary can be displayed to indicate that an intrusion

15 occurred at the front door and that there are at least two intruders, one

going left up the North hall and the other going right down the East hall.
The display indicates that the intruders are currently in Rooms 3 and 19.
An ACTIVITY icon 118 can be selected to review details of all time event
data for each alarm point including, for example, the exact times for the

20 break-in and the time frame of the intrusion for use by the user and/or law

enforcement.

Real-time updates to the Figure 1 display can be continuously
received by the supervisory monitoring system over a communication
network, such as an Internet/Ethernet communication network, for the

25 purpose of subsequent tracking. The supervisory monitoring system can
include a host computer, configured with an embedded web server, that

acts as the principal monitoring station for any number of security/fire




private security departnents. 5 Intrusion detection, tracking and subject

| ocati on are acconplished in accordance with exenplary enbodi nents of the
present | gueetiemr usi ng known sensor technol ogies in conporyoseoassmMi th a
novel notification process. " For exanple, the alarm point state conditions
can be categorized into six fundanentally different states: 10 (1) A point
currently in an alarmstate; (2) A point currently in an alarmstate, and
acknowl edged by a nonitor; (3) A point recently in an alarmstate, but
unacknowl edged as a current alarm 15 (4) A point not in an alarmstate;
(5) A point that has been disabl ed; and 6) A non-reporting point. The

| ast two states, disabled and non-reporti- (or fail), represent

i noperabl e point conditions. The renmining four active point conditions 20

provi de the noni eldFmpaneipequipned with-emabedded web sarvers apd logated inpeg ot s are

actively set int | | Eﬁ&r‘éht e‘:v{&él | | nt.s of intrusion),
and which al ar n&%%ﬂ%%éﬁﬁp%géhﬁy In-a 3 ate %HPQ’%‘?:'%P@#%U whi ch are not
currently in al amvbil&acah alsb tellinkedints theapsieiifrois anthorifdrpotics) tfired, &d t he

screen di splay by a unique icon, conbining shape and col or for easy 25
recogni ti on. InoBE?’%BP%‘%ﬂﬂﬁ’ﬁPamtions appear unobtrusive. They do not

distsact the oper al of wieh iRkt HacRhg BilP sutblh 1636h e GbQRIpAR 1 c2L i On

WO 01/ 16912 PCT/ USCO 23974 -10 t se pofnts are not cormtributing to
the security nonin awcordnge witke exemplatf embadinentstof theapresans irvehtiondsimgged by t he
I sory monitorin statiop, .the icon for .that alar I nt can be

iﬁgﬁé\éh toy app e:a qvlgg genm)regeglin'q glesrin cc'nﬁunctlon with a nove not{Hcgt%n process.

For example, the alarm point state conditions can be categorized into six
fundamentally different states:
10 (1) A point currently in an alarm state;
(2> A point currently in an alarm state, and acknowledged by a
monitor;
(3) A point recently in an alarm state, but unacknowledged as a
current alarm,;
15 (C)) A point not in an alarm state;
(5) A point that has been disabled; and
(6) A non-reporting point.
The last two states, disabled and non-reporting (or fail), represent
inoperable point conditions. The remaining four active point conditions
20 provide the monitoring operator a clear indication of which points are
actively set into alarm, their simultaneity (multiple points of intrusion), and
which alarms have been recently in a state of alarm but which are not
currently in alarm. Each of the point conditions is represented on the
screen display by a unique icon, combining shape and color for easy
25 recognition. .
Inoperable point conditions appear unobtrusive. They do not

distract the operator from real-time alarms, but send a clear notification



(for exanple, change froma first color (such as, red) to a second color 5
(such as, yellow)), allowing the operator to focus on new activity rather
than the _door .that had been | eft open. The non-al armn Lot l.e0n appears
cl earlvagﬁ”ﬁflé‘, but not disturbing in col or and shapeg’cﬁgé%ﬁ{)hat S
alarmng in color and shape represents the al arm ng point

(unacknow edged). 10 While increasing the level of information displayed on
the screen, the icons act as easily discernible synbols wi thout cluttering
the screen and confusing the operator. The increased | evel of information
di spl ayed provides the operator tools to recognize the presence of
multiple intruders, the ability to diggern a falsely-triggered alarm
(isolated alarm ng sensor) 15 froma legitimte alarm and the visual
"tracking" of ttmitﬁesaﬁéihtéia&e/not’t}bﬁmbmghibqné Sty iheitokig prdeeds) can t hen
apply pattern analysis to real-time changes in alarmstates to

di scri mi nat e béVhenehpeiag alarnyisacknowledged by EePUpervisery QRItOrMEK novenent of an

i ntruder or spr 0, [ %ﬂﬁ[ ]y ' Lar | approach
can be used to s%ﬁﬁﬁ’o‘lfhﬁ?mkﬁ%?tar m c@r‘#&i#gﬁgﬂé‘%ﬂ%ﬁgpﬁﬁf{sspac (for

exanpl e, diff enfplexitiple dthagge fromaifirst dotori($ueh asl. refyoto acseesnd evlora hi gh | evel

di splay can include a | arﬁgﬁnge,ographi cal area, and can .include indications

of 5al | ~facil it i(ushigs; Yellowhe Allgwing the opsrater to focus pa ReY pRHItYFRAtER facility is
tripped, the u Hha b i '@ﬂ_'é@ﬂgé | ¥opel$ MOViI Ng the
cursor to that acﬁﬁglﬂ?y ag%?é@%gﬁ%?ﬁ%ﬁet alu e ?‘flg%% apr‘P such as that
shown i n Fi gur elearly aisitile, bup notdistesbirighintchlor andshaps\OA@ i¢dmthatds PCTNSOQO 23974 -
-11 The supervi sory npnijfori system can display an indication at the
nonitoring si t@fww@é@ﬁ]&ﬁgmﬁ?eﬁ%&e&m@@% seconds fromthe
tinme a sensor |@eRkefviedgel)e space being monitored is tripped into an alarm

condition. A nouse click on the icon representing the facility in alarm.
10 While increasing the level of information displayed on the screen,

the icons act as easily discernible symbols without cluttering the screen and
confusing the operator. The increased level of information displayed
provides the operator tools to recognize the presence of multiple intruders,
the ability to discern a falsely-triggered alarm (isolated alarming sensor)

15 from a legitimate alarm, and the visual “tracking” of their hctivity. The
monitoring authority (user) can then apply pattern analysis to real-time
changes in alarm states to discriminate between false and genuine alarms,
and to track movement of an intruder or spread of a fire.

Generally speaking, a hierarchical approach can be used to pinpoint

20 alarm conditions among plural spaces (for example, different buildings)
being monitored. For example, a high level display can include a large
geographical area, and can include indications of all facilities being
monitored. Where any alarm in a given facility is tripped, the user can be
notified in the high level display. By moving the cursor to that facility and

25 clicking, a detailed floorplan such as that shown in Figure 1 can be
provided to the user.



5:directs the systemto retrieve, for browser display, a floor plan
schematic (such as that of Figure 1) fromthe actual facility's security
panel comyyfheorkhat displays all alarm points included ipd-,ggw*ﬂggﬁl ity and
their current states. Subsequent changes in alarm point conditions are
typically displayed in 1-4 seconds fromthe tinme an alarmis triggered in
the facility. 10 Upon confirmation of activity, the nonitoring authority
can contact |ocal |aw enforcenent agencies that then direct an energency
response by hyperlinking to this sane building visualization of alarm
conditions using, for exanple, a renote browser |ocated at the police/fire
di spatch center. Responding officers at-tlie scene can al so access this
visual display of alarm 15 conditions by linking to that facility's
security panel througfhe superdbary smonitéing system carodisplay anlindivatios at the ed

browser communi cati on .braadcas i nstructigns. Fo anpl e, browser
encapsul at ed cl)nmﬁwte%wgﬁ%gsﬁ%amwﬁﬁm;.ﬂ%? e?;% %g‘?ﬂdfgofn&va
appl ets, and so finjeld3en§oi lolfed ki Uk spave Blihg tbhifore® s @i . ?gcﬁgﬁazw, maps

showing directions to the facility, "or any other 20 as conplete
fl oor plans of tleenditien.| Atmguse glicken thedginargprésenting ithesfatilityeinmadarit ori ng rol e,

the system can usge the sanme enc ul at br o r c nj catj on protocols
to spawn real -tiﬁgeﬁg tsggtex& 0%3"5 OWERT sp‘z?ya[aﬁ%r%ﬂﬁnssﬁx care_

di spl ayed vi sual i(3achas thatonFighfe 1)drdih tR fnaPRcility's ¥ecatity iRl Compude Vi sual
di splay can be a building floor plan overlaid 25 with icons detailing all
fire al arm poi nt thasdisplays albalarm peinghinripdedsinghe fagility andtheirgurtentcri ni nate a

genuine alarmfr f 0 . real fire.

Li ke police, fir g@"ght&g‘#’%ﬁ‘é@ﬁ?ﬁ@@%%’nﬁe&c&g ﬁ@%@gg@?i%%&a}ﬁmu

PCT/ USQQ/ 23974  displayeds inal -4 dechntiafroni the tiftierin iuial ik trigherddihabhghciity.ocal

W reless LAN hub util]j zi E(p; onventional w.reless communication protocols,

sucl’ as protocols coMPSR pp of ptivitythe sapnitoring authority|can comladdr d, and
browser  encapsulgiaPAw iSRdBné apikids A TR dh dferpéicy espink iy O Java

hyperlinking to this same building visualization of alarm conditions using,

for example, a remote browser located at the police/fire dispatch center.

Responding officers at the scene can also access this visual display of alarm
15 conditions by linking to that facility's security panel through a wireless

LAN hub protocol and encapsulated browser communication broadcast

instructions. For example, browser encapsulated communications programs

(e.g., active X control, Java applets, and so forth) can be used. By clicking

on a MAP icon 120, maps showing directions to the facility, or any other
20 maps (such as complete floor plans of the facility) can be displayed.

In its fire monitoring role, the system can use the same encapsulated
browser communication protocols to spawn real-time updates of changes in
fire alarm points that are displayed visually on a monitoring site's web
browser. Again, the visual display can be a building floor plan overlaid

25 with icons detailing all fire alarm point sensors. Pattern analysis can be
used to discriminate a genuine alarm from a false one and to track the

spread of a real fire. Like police, firefighters at the scene can access the
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5 applets and so forth. Thus, electronic security and fire alarm protection
can be provided which permits real energencies to be distinguished, and
whi ch praybifesz | aw enforcement and fire fighters with hid%s

on-t he-scene |nfornat|on for arrest-in-progress and/or erfective fire
fighting. Encapsul ated browser 10 conmuni cati on prograns are used so that
real -time conditions of security and/or fire alarmpoints in a renote
protected facility can be displayed on a central supervisory nonitoring
station's web browser and/or on renote, authorized browsers. On-the-scene
wi rel ess connectivity can al so be used by responding 15 police/fire
response units where these units connedl-into the live visualization to
tract the intruder(s) or fight the fire. In both security and fire

nmoni tori ng, enivisdaletispheypsf atarmaoaditions thrangh aMdabwireless AN labsi st in  getting

response units |ckI to t he scene. Once gn the scene olice, officers or
firefighters cEHZEE Virgless; compicagien pro aﬂcp\?gﬁ’fpt?‘?ﬂl%ugh 20 a
wirel ess Intert:a&snﬁh %thetﬂ@mﬂ)smrepmwm“m:@m&o%&pp conputer and
the building' s securl pane contalnlng an enbedded web server. In
accordance wi t lencapsas eatiomprogramssugh ag activedérrenttalalavan pr ot ocol

copbi nes a cony el ess protocol, such as the 802.11 wirel ess
prgbocol W th @ﬂ%ﬁ%@‘ﬁ%a 5%' browser conmunications. 25 Exenpl ary
ermbodi ments can pr oThek; eledfremi sécurity dndfire aianf pedtedtivgichh by provRiedr i ty

I nformati on between four basic subsystens_over an Internet/Et her net

conmmuni cat i ons Whighp etqq%repbgpergg}ggygq bedistinguisheds apd whddprovidsy Us00/ 23974
|- I:!l-gl VI( éﬁalsecgrengs‘%?@%ﬁig repor sh%é{sw ?%{lé x? Eﬂé r eques%%na%gtsg,s (r)fermt e
and nobi | e comfertasressingrygressrand/oE effective direviphtpreg dncapsnlated browser
10 communication programs are used so that real-time conditions of security
and/or fire alarm points in a remote protected facility can be displayed on a
central supervisory monitoring station’s web browser and/or on remote,
authorized browsers.
On-the-scene wireless connectivity can also be used by responding
15 police/fire response units where these units connect into the live
visualization to tract the intruder(s) or fight the fire. In both security and
'fire monitoring, embedded maps accessed via the MAPS icon 120 assist in
getting response units quickly to the scene. Once on the scene, police
officers or firefighters can access the visualization of alarm activity through
20 a wireless interface of a remote browser residing on a laptop computer and
the building’s security panel containing an embedded web server. In
accordance with exemplary embodiments, a unique communication protocol
combines a conventional wireless protocol, such as the 802.11 wireless
protocol, with encapsulated browser communications.
25 - Exemplary embodiments can provide interactive reporting of facility
security information between four basic subsystems over an

Internet/Ethernet communications link. The four subsystems are:



5:be used to provide host, renote and nobile users detailed information on
the site. (2) Host Conputer This subsystem through an enbedded web server
interfacewoqmnaemzdes a real -tine display of a regional nmERCRESWLIYHg t he

10 location of all the sites within a security network and their status.

Gt her renpte subsystenms used to renptely nmonitor ~ the sites can gain access
to the security panel at each site through the host conputer web page. A

| ocal browser interface provides the host conputer operator access to the
15 sane detailed infornmation. Browser-encapsul ated communications prograns
operating within the host maintain real-{ine status of the sites/alarm
points and continually wupdate the displ&§ screen. (3) Renote Conputer 20
Thi s subsysten1access€i th nb ded web server within the host conputer

t hrough, for exanple,‘\'an owser program which displays a map of

the area sites and their -ppig @Q§st&ﬁﬁirh!éﬂ tShifts iHaG AR WTandididahal € can be

selected to viewthe details of"its status Upon sel ection, the renote 25
subsystem can be directly sensmeaﬂtbttpomsathauls;apmmlthmmqucsnaghoﬁnmmkd web

ipdat es of site and-pof nt* SRIRGule EPYer B ERBRASITER PRty
mai rg ai ned through a browskd used (rprovide host, rentiiE it mebilisersepfiledm ( 4)
Mobi | e Conputer The nobile conputer can gain connectivity to the ethernet
information on the site.
2 Host Computer
This subsystem, through an embedded web server interface,
provides a real-time display of a regional map depicting the
10 location of all the sites within a security network and their
status. Other remote subsystems used to remotely monitor
the sites can gain access to the security panel at each site
through the host computer web page. A local browser
interface provides the host computer operator access to the
15 - same detailed information. Browser-encapsulated
communications programs operating within the host maintain
real-time status of the sites/alarm points and continually
update the display screen.
3 Remote Computer
20 This subsystem accesses the embedded web server within the
host computer through, for example, an Internet browser
program, which displays a map of the area sites and their
current status. Using the mouse, a site can be selected to
view the details of its status. Upon selection, the remote
25 subsystem can be directly connected via a hyperlink to an
embedded web server within the security panel. Similar to

the host computer, the screen updates of site and point status



5. network local to the security panel through a wireless LAN, once it is.
within the operating range. "Broadcast packets" (for exanple, encrypted
packet s wberisorzan be decrypted by the nobile conput er)pcrmwsdo23szent by the
security panel and be used to instruct the nobile conputer howto directly
10 access the security panel's web server through an Internet Dbrowser
program Once connected to the security panel web page, the nobile
conputer interface can operate like the renote conputer. . 2. Ceneral
Communi cati ons Overview 15. Comuni cati ons between the various subsystens
are represented in Figure 2. Standard browser and web server tools are
conbi ned with unique graphics and cormifhi cat i on progranms to effect

real -time performance through, m. ni mal, bandwi dth. Fjgure 2 provides a
general overview of the fained thrgpgh ¢ Rrowserxncaps ire between the four
basi ¢ subsystens; that i geminhhicatidh®pro uter 202; (2) a renote conputer
204; (3) security panel (s) 206; and ( nobi l e conputer 208.

Conmmuni cat i ons bet wéén t MobileSlomputeput er 202 and the security panel (s) are
represented as comuni catjons, 210, _wi.th arrows ipdicating,the direction of
i nformation flow For ex%ﬁf@?‘?ﬁ?@%ﬁrﬁnﬁa’fﬁﬂﬁﬁ&%&‘hﬁ%ﬂbn fromthe
segurity panel, and a copagelk RBally theRolift§ pasel tHrogh a WireMSFLAND t he
security panel's enbedded web page, files regardin site information (such
as floorplan) and al ar m eneeitiis w thmpmnngmgbe“gmdqasmxgs”

PCT/ USCO 23974 -15 sent L 0L Leadfe AL S f ol | owed

W th respect to comruni glg&%a%@l%geﬁéggéh%%ﬂ,se%%?%§esd5§@ge?}%.

Communi cations between theanétiRicofpiet)ican beé 8cht by thel decuritg Pahel afdnput er 204

are represented as communications 212. Direct conmmuni cations between the
be used to instruct the mobile computer how to directly :

10 : access the security panel's web server through an Internet
browser program. Once connected to the security panel web
page, the mobile computer interface can operate like the
remote computer..

2. General Communications Overview
15 Communications between the various subsystems are represented in
Figure 2. Standard browser and web server tools are combined with
unique graphics and communication programs to effect real-time
performance through minimal bandwidth.
Figure 2 provides a general overview of the communications that

20 transpire between the four basic subsystems; that is, (1) a host computer

202; (2) a remote computer 204; (3) security panel(s) 206; and (4) mobile
computer 208. Communications between the host computer 202 and the
security panel(s) are represented as communications 210, with arrows
indicating the direction of information flow. For example, following a

25 powerup indication from the security panel, and a connection by the host's

local browser to the security panel's embedded web page, files regarding

site information (such as floorplan) and alarm status information can be



5.renote conputer 204 and the security panel (s) 206 are represented as
communi cations 214. Finally, direct conmunications between the security
panel and wéeinwiz | e conputer are represented as conmuni CRCTRSE/AYA. Those
skilled in the art wll appreciate that the information flow represented
by the various conmmunications paths illustrated in:'Figure 2 are 10 by way
of exanple only, and that communi cati ons fromany one or nore of the four
basi ¢ subsystens shown in Figure 2 can be provided with respect to any

ot her one of the four basic groups shown, in any manner desired by the
user. Mre detailed discussions of the sp;gific conmuni cation paths in
accordance with the exenplary enbodi nent “ff1ustrated in Figure 2 will be
15 described with respec ures 9-12. ver a general

to_Fi, Ho,
under st andi ng of sFWé%'é%f‘@F%ﬁF&ﬁP%%ﬁ“bgf\éﬁ?‘@#U{FgFVP Wil be
provi ded v U 1 e SpRGhyAGUBOA odk o itk i Rafons™S!

I nt ersubsystem communi cations are 1nitla execut1 ng a conventi onal
| nt ernet browser hetweepndhe hiost comprgerZ202Nnd thesreinotescampuger 284 akexpl orer, or

Net scape) in accordance with an .e en‘%&;1 .e?rzﬁodi nent that is represented
in Figure 2 as arfP¥ t°°m§?“6'69§§?“. é?l“ gorgmycaions SeWeFR e d to a -
specisfic site ad%ﬁ'}%ﬁadohﬁix&rZMﬁnd‘&%tse&ﬁi@?&@I(sm&@?epi&Gﬂl&W panel are:

assigned Internet protocol (IP) _addresses the browser software attenpts
to connect to thecopumunication 24 FFinalys direetcommupicationschetiueenthesecurityer at t he

Franct o the. web TG TR e CRMRE ard EPMESHed'ts onmiiilaionf o, St 1 °
file). Once transferr erhosé SN ubedrt Wl BfprédRé thaP b ikloPRadaiPfidw - 16

software begins to process the instructions within the HTM_ file. Wthin

the file are ref dFRigscnied by the yarionsicomnpunjcations paths dllustateddn Figuge 3 are

cvailabl o the b eed ok eRplcRHRY. bt LombliEfions i hF IR Y 1 e

the four basic subsystems shown in Figure 2 can be provided with respect

(€

to any other one of the four basic groups shown, in any manner desired by
the user. More detailed discussions of the specific communication paths in
accordance with the exemplary embodiment illustrated in Figure 2 will be

15 described with respect to Figures 9-12. However, for a general
understanding of the basic communications, a brief overview will be
provided with respect to Figure 2.

As illustrated in Figure 2, most intersubsystem communications are

initiated by executing a conventional Internet browser program (such as

20 .Microsoft's Internet Explorer, or Netscape) in accordance with an
exemplary embodiment that is represented in Figure 2 as an “Internet
Browser”. When the browser is directed to a specific site address (both
the host computer and the security panel are assigned Internet protocol (IP)
addresses), the browser software attempts to connect to the port at the IP

25 address. The embedded web server at the addressed site recognizes the
connect request at the port as a request to transfer the web page information

(contained, for example, in a HTML file). Once transferred, the browser



5 host web server, using a hypertext transfer protocol (HITP). Once
received (and |l ocally saved), the browser software displays and executes

the fil esyoasngdis ected by the HTM. file. The graphics fipemusborsdrayed serve
as the bitmap background that the site and point status icons are witten,

on, serving as visual status indicators 10 to the nonitoring operator. The
communi cations program perforns both the real -tinme conmuni cati ons between

t he subsystens and the painting of the status icons. \Wen the

comuni cations reveal a change in point or site status, the screen icons
are repainted to reflect the new conditions. These browser-encapsul ated
communi cati on prograns enabl e real -ti nel6t5 performance over conventi onal

communi cati ons networks such as the Internet. 3. System Overview Figure 3
depi cts a genersgftwarehegins b0 progesgitheginstmctionsawithin dhe i EME filee Withiny system

conprised of t C . : B’?RP 20 202, the renote
conputer 204, t %ﬁﬁoﬁkéggrgg%ggégé&gwﬂgﬁg%gtgwﬁp ronal® wirel ess LAN hub
302. The secur idoyanimivationsSprograinatb lbe @xsvutedi If thdse fitgsacenot(iddadly i s, the :
physical facility) being nonitored, and is per %ently connected to an

| nternet or EtH¥] e, s trgRer soliwarp Tequgsts thedransier, gf thg filesfrgmghe | nst al | ed at
th facility Sije i B! ding PRARRkk il Qo FEIPIY| DR comput er 208
e e

via a wirel ess LAN 306. Th ost™conputer 2 can i nstal | ed anywhere so |
long as it is aecaieedt(antl ocaltyrsavainthe bravesensaftware diSplaygsrandtexesatesor k 308 to

whi ch the securjt anel is atta he renote WO 01/16912 PCT/ USOQ 23974
-17 conputer 2 eﬁ?ﬁ%&’%%ﬁhﬁmﬂ%re so long as it can access the
sane Internet or Etjeigpsihics Fllesisplayed sdrde dhe bitnBe bitkEfout@ MawiRr and the

security panel are attached (permanent, dial-up, and so forth). The nobile
comput er 208 msite 2pd point $iAths IcABS aTe Waitleh Onafeswing as Yisual giatus [indieatoraN hub t o

10 to the monitoring operator. The communications program performs both
the real-time communications between the subsystems and the painting of
the status icons. When the communications reveal a change in point or site
status, the screen icons are repainted to reflect the new conditions. These
browser-encapsulated communication programs enable real-time

15 performance over conventional communications networks such as the

| Internet.
3. System Overview
Figure 3 depicts a general system block diagram of an exemplary
security system, comprised of the security panel 206, the host computer

20 202, the remote computer 204, the mobile computer 208, and an optional
wireless LAN hub 302. The security panel is installed within the space
(that is, the physical facility) being monitored, and is permanently
connected to an Internet or Ethernet network 304. The wireless hub 302
can be installed at the facility site to provide connectivity for the mobile

25 computer 208 via a wireless LAN 306. The host computer 202 can be
instailed anywhere so long as it is connected to the same Internet or
Ethernet network 308 to which the security panel is attached. The remote



5:access the security panel over the wireless LAN 306. The security panel
206 nonitors the status of security sensors 314 installed within the

moni t or edywogilestky Vi a data |inks 312. Wien an enabl ed spgfpkecagiages
state, a PO NT STATUS nessage is sent to the host computer 202. The host
conputer, usually nonitored by an operator, 10 repaints the icons shown on
Its display screen to reflect the updated condition of the security panel.
Any mobil e conputer or renote conmputer currently connected to the security
panel reporting the changed point condition can also repaint the icons on
their own display after the next status qﬁery response. 15 a. Host
Computer Figure 4 details hardware and software conponents of an exenplary
host conputer 202. The CPU not herboard 402 for exanple, (e.g., based on

I ntel processor, comppten20pcande, instelied; anirwhere sp long asdt canragcess ither sameocessor )

I's a conventional_ per - ]| ort desired network
20 operating syste nﬁ%ﬁ%%&g%yg@gﬁ&o%gﬁg icﬂﬁ‘Pﬁ(}gﬂ ncl udi ng, but
not limted to tReuktyparbive aficien ¢peimatieht, Jial ] and so At X Thelnidhile

nmot herboard will feature, or accomodate, Ethernet communications port 404
for interfaci ng KPERUEH20§mastheWwighn theiroverage aree abie wirclessLAN ok to106  can
be igstalled to | ' oard and nouse 408 25
can be attached ?g‘%gﬁ{é‘%rsg‘?‘f‘oﬁ n ieir; ar?ée&gglglsss@i\gsl’%&'such as an SVGA nonitor
can be attached vi a aThesedusity paneHi2@f menitors theatagiisegiiseqmitg BetsosaBl4ons  port

410 for a visual .display . unit. The erating System4l4 can he WO
01/ 16912 PCT/ uso@siégeﬁh‘yﬂh!&@eiq‘&qﬂaﬁugfa%?( via data ligks 312 When an gpabled wi t h t he
I nternet Browser sgb} ¥dges d@étg,k@ﬁ@lrﬁlﬁm és%a#eggﬁéeﬂiﬁé prer (any

version, including version 5. or greater) avail rom M crosoft Corp.
An enbedded web semputer 202) The hostxomiphter, Yspaltyhmesitored: byvae operafor, per sonal
web 1gerver or th%ep%oﬁat‘sh &%qcowl%%hown on its display screen to reflect the updated

condition of the security panel. Any mobile computer or remote computer

currently connected to the security panel reporting the changed point
condition can also repaint the icons on their own display after the next
status query response.

15 a. Host Computer

Figure 4 details hardware and software components of an exemplary

host computer 202. The CPU motherboard 402 for example, (e.g., based
on Intel processor, such as 80486, Pentium I/II/III, or any other processor)
is a conventional personal computer that will support any desired network

20 operating system 414, such as any 32-bit operating system including, but
not limited to the Microsoft NT Operating System 20. An exemplary
motherboard will feature, or accommodate, Ethernet communications port
404 for interfacing with an Internet or Ethernet network. A hard disk 406
can be installed to support information storage. A keyboard and mouse 408

25 can be attached for operator interface. A display, such as an SVGA
monitor can be attached via an analog or digital video graphics applications
port 410 for a visual display unit. The NT Operating System 414 can be



5 server). A local cache directory 418 is installed with web page support -
tool s: supporting graphic files (i.e. regional maps), encapsul ated

comuni i rograms, |ocal data files and any ot herlggﬁﬁgobﬁga :

i nfor rraﬁ?éﬁ?’p@zol?ermte Conmputer 10 Figure 5 details hardware an 4software .
conponents of the renote conputer 204. The CPU not herboard 502 (e.g.,
based on Intel processor, such as 80486, PentiumI/I1/I111, or any other
processor) is a conventional personal conputer that will support the
desired network operating system 504, such as any 32-bit operating system
including but not limted to the 15 Mcrosoft NI Operating System 20. The
not herboard will feature, or accompdatge Et hernet communi cations 506 with
an Internet or Ethernet network via Ethernet port 506. A hard disk 508

W || support i rihstilRedtin @3tanddrd i@fer, Aok with aliciintennkt Browser sdftwarel | provi de
operator interface. An_  SVGA nonitor can be attached via port 512 for a
vi sual di spl ay Pagkage 4ifcsuclyas,Interngt iExplogsy {any,yession,iacluding xemsiog 5.0, a st andar d

manner, al ong W Peaﬁ r ft g&f@gg ervet@Bods "I nternet
Expl orer™ pack\ggg )4?%2;‘?%?? l?gégﬁ%ﬁcﬁo?g'c{\ory §? 'S |sﬁstalqt gd w th web
page support t doinstalled (speipast thericrosqfhpersdnal web geirver oe tren@oAheadiwbvi dual room
| oSal data f11 86veRn o st cabteclegtory A fyioseled piBes pekistPBORG | ocal bt o
files. c. Secysdit:Ys 8h it GRS, rBEibhalRRepsy, fcapsulaté® Figure 6 details
har dwar e and so?twaPE con%é?gnts 018 the%ecurit% Jlgg’n‘:al_ 207. The CPU

not her boar d 602omeuyicatitnsprograms,| incad datp filesawd eny othavdesiread 80486, Pentium

[/11/111, or aﬁ%f ot her processor) is a conventional personal conputer that
wi |l support t 0 %¥2d net wor k operating system5 604 such as any 32-bit

operating system i ngl udi RgmofelCGonijiterl i M ted to the
10 - Figure 5 details hardware and software components of the remote
- computer 204. The CPU motherboard 502 (e.g., based on Intel processor,

such as 80486, Pentium I/II/II, or any other processor) is a conventional
personal computer that will support the desired network operating system
504, such as any 32-bit operating system, including but not limited to the

15 Microsoft NT Operating System 20. The motherboard will feature, or
accommodate Ethernet communications 506 with an Internet or Ethernet
network via Ethernet port 506. A hard disk 508 will support information
storage. A keyboard and mouse 510 will provide operator interface. An
SVGA monitor can be attached via port 512 for a visual display unit. The

20 operating system 504 is installed in a standard manner, along with an
Internet Browser software package, such as “Internet Explorer” package
514. A local cache directory 516 is installed with web page support tools:
supporting graphic files (for exaxhple, individual room layouts, floorplans,
side view of multi-story facility, and so forth), local data files, encapsulated

25 communications programs, and local data files.

c. Security Panel



M.crosoft NT Operating System 20. The notherboard will feature, or
accommodat e Et hernet conmunications with an Internet or Ethernet network
via Ethergefo  nosh 606. A hard disk 608 will support inforg@gtiSuensgior age.
The operating systemcan be installed in a standard manner. A 10 W ndows
conpati bl e enbedded web server 610 is installed (such as those available
from GoAhead software). A nmain application program 612 is also installed,
i ncluding |local data files. Communi cations protocols, such as RS485
comuni cations protocols 614, are supported to facilitate comrunications
wi th the sensors, sensor controller and other access 15 devices. As
supporting inputs, video capture boards 66 and direct digital |/O boards
618 can be added to the | ocal bus 620. d. Mobile Conputer Figure 7 details
t he hardware and sof t Figuge 6 defailnbardwarefant seftwireltbinponentsofithe Séfgity The CPU

not her board 702 (e.qg... base n | ptel 0486, Pentiuml/11/M or any

ot her processor)&)PgeqamZOﬁ%&Pﬁdﬂ%‘ﬂﬁﬁ%fl%gziﬁﬁpw %#RFWWWSSQD&BBIH t he
desired network ??56' @gﬁﬁﬁ U BB prdcesdly isxeediventitip@l at i ng system
i ncl udi ng, but n%?g Imte toit e'l\/?g‘rl)(s)softp NT q%er ati ngnSystem 20. Add-on
boards can be i npembhalcompuienthat wilksuppert the desired netwerk-opsrating Ispstems802. 11

Et hegnet conmuni Il ons 706,,,conpatible 25 w .the jnstal,l i rel ess hub
502 Sohown | Fi G 85 as sy b Speiains Sysien iachicte, e At 1 dp e

i nformation stor agRros6ft NT'Dpératihg 20d TRE éhothirbeard ¥AW fedhfe 26rt ached for
operator interface. A display, such as an SVGA LCD WD 01/ 16912

PCT/ USOCx 23974 -apepmrperdateoEthernet commpunieationswith an dntexnetien Etiemet ay unit. The
operating system.can e 4 | i th any

I nt ernet browser @?&&Peéﬂgéﬁﬂé’g&dﬁﬁhéﬁgﬁ%@ ﬁ?g*[’rh n%xl" : rtiégp (for
exanpl e, versi on sfordpe0 The gpératigy systets dabelinstallelién distaRddr@myantdG A s i nstal | ed

wi th web page support 5 tools: supporting graphic files éi ... individual
roodl ayout's, fl| J¥indpws gompatible embedded web server 610 is installed (such as those

)

available from GoAhead software). A main application program 612 is
also installed, including local data files. Communications protocols, such
as RS485 communications protocols 614, are supported to facilitate
communications with the sensors, sensor controller and other access
15 devices. As supporting inputs, video capture boards 616 and direct digital
1/0 boards 618 can be added to the local bus 620.
d. Mobile Computer
Figure 7 details the hardware and software components of the
- Mobile computer 208. The CPU motherboard 702 (e.g., based on Intel
20 80486, Pentium /II/III, or any other processor) is a conventional laptop
computer that will support the desired network operating system 704, such
as any 32-bit operating system including, but not limited to the Microsoft
NT Operating System 20. Add-on boards can be installed to interoperate
with, for example, IEEE 802.11 Ethernet communications 706, compatible
25 with the installed wireless hub 302 (shown in Figure 3). A hard disk 708 is
installed to support information storage. An integral keyboard and mouse
710 are attached for operator interface. A display, such as an SVGA LCD



side view of nmulti-story facility, and so forth), local data files,
encapsul ated communi cations prograns, and |ocal data files. e. Screen

Di spl ay Lﬁ‘l‘ﬁ&? details screen display graphi ct gogﬁgnﬁgéfm%%ﬁg%?erlo

conmponents are common to the screens avail able

renote conputer and nobile conputer users. These display conponents are
made avail abl e through, for exanple, the use of standard browser

t echnol ogy, encapsul at ed graphics data and real -ti ne comruni cati ons
prograns. When the browser software initializes, it generates the w ndow 15
frame 802 on the display 800. Wen the browser addresses an enbedded web
page within the host conputer or securi2Qy panel, an HTM. file is
transferred. Wthin the HTML file is a reference to an encapsul at ed

graphi c i mage frdmitoBO12 isaithehed iford eiyweall display anit) The bpdra@scssem da@r exanpl e,
a regional map, the faQiIitK féoor | an, or  an individual roomlayout. Also

20 referenced i%% ipstalledrinp s : e2lgng withiagy, Insernefbravses sefiwanee d
communi cat i ons HyRgE 9[%8% a%h‘dtémﬁﬂf@(l}?}hc&&ﬂ &3@8&[ QURN4.§ osPaWned  and

operates in taridemw th the browser war e, Intarning real-tinme
conmuni cat i ons gréatér).tA bocal cachecdirectory i7 b istihstallediwdticweb page sppyet The

cogmuni cations sqoftware.querias _and. monitors the condition of 25 the
paﬁg}-l/ poi nt sté?‘ﬁ% SBPP‘FH& %H‘HF@?%S%{-%@P“" rPﬂﬁ“tli‘)Q“Fszg'PPm'ﬁ“sand as new

status is receigdiew bEmER ifﬁéﬁtk?ﬂﬂﬂ@_ﬁﬁﬁ%&%&tﬂhﬁs, &E&#Qufa?é&s 806 WO
01/ 16912 PGT/ USOM3974 -21 atop the graphics display, the 1cons

representing t femmyaications pregrams,and docat data filesdepi cted site/point. In an

exenpl ary enbodi nent,, th | X states represented by the icons; (1)
ALARM (point/site itﬁ‘ al aneeRPEREY” Do edged), (2) 5 ACKNOAEDGED

(ACK' D) ALARM ( poi ntFiguiré & detaiiodcteemdispthy gisphiosdnisbaests. oThésecurity nonitor),
( % RECENT AL A&Mmgggngta(rg i:(;n(lamon to the screens available to the host computer,
remote computer and mobile computer users. These display components
are made available through, for example, the use of standard browser
technology, encapsulated graphics data and real-time communications
programs. When the browser software initializes, it generates the window
15 frame 802 on the display 800. When the browser addresses an embedded
web page within the host computer or secﬁrity panel, an HTML file is
transferred. Within the HTML file is a reference to an encapsulated
graphic image file 804 to be displayed. This file represents, for example,
a regional map, the facility floorplan, or an individual room layout. - Also
20 referenced in the HTML file is the execution of an encapsulated
communications program 806. This communications program is spawned
and operates in tandem with the browser software, maintaining real-time
communications with the site containing the embedded web page.
The communications software queries and monitors the condition of
25 the panel/point status of the remote sites. Upon initialization, and as new

status is received, the communications program “paints” new icons 806



recently in alarm, (4) NORMAL (point/site not in alarm, (5) D SABLED
(point/site disabled) and (6) FAIL (point/site not respondi ng). These

di fferent wg@neszal | ow the nonitoring user to determ ne trcT/USHOR3E and 10
recent |ocation of an intrusion, provide the visualization of multiple
points of intrusion, and the ability to visually discrin nate between
legitinate and falsely-triggered alarns. Al conmunications anong the

net wor ked conponents are transferred using standardi zed data packets of
any known network protocol. 15 4. System Conmuni cations a. Security

Panel - Host Conmuni cations Figure 9 details the comruni cati ons between the
security panel 206 and the host corrputer21202. Upon the application of
power, the security _panel_ sends a PowerUp Message 902 to its desjgnated
host conput er |pamthambssd@nlay@ammm@mgbewwmer sends
a HEALTH STATUS E:ﬂ:ls?@gmﬂﬁt agramto each security panel. A repeated
failure to receive a“response packet 906 indicates to the host conputer
that the panel conmmuin améxempdaryiembodiaent, shdre dreasivdstates repoesented by tieat ed.

data fi e 25 vndaonein( ALAFERgkis b at Se RRD: A0 securi by
pane#, the host SR Eﬁew"ﬁa@ggﬁéﬁg‘g@%%%ﬁﬁ%&o the security

pane Until aninitial status een rmned, a i cons are
represent ed w t h acknowledged bg Sd@driBGhohiRe) (3BRECENT2ALARMI(MWINt/siten (such as a

et or mi ned o bb B RLRGE: IVORRET, (ot i abRm), GhPisabbfp e '°
successful recei %oiggsi&rmsaegdj\qnds(gﬁyﬁ, (FORRANE BoPrR6Honing].0 Thésecauses t he

host conputer to repaint the screen icons to represent their current
det er ni ned condi wifferent\atates allowcthe mioaitorning yser tordetarmineLhe ewzens and

10 recent location of an intrusion, provide the visualization of multiple points
of intrusion, and the ability to visually discriminate between iegitimate and
falsely-triggered alarms. All communications among the networked
components are transferred using standardized data packets of any known

network protocol.
15 4. System Communications
a. Security Panel-Host Communications

Figure 9 details the communications between the security panel 206
and the host computer 202. Upon the application of power, the security
panel sends a PowerUp Message 902 to its designated host computer IP

20 address. On regular intervals, the host computer sends a HEALTH
STATUS REQUEST 904 datagram to each security panel. A repeated
failure to receive a response packet 906 indicates to the host computer that
the panel communications link has failed and its icon is updated. When
received by the host computer, this message is logged into a local data file.

25 When initially engaging communications with the security panel, the host
computer sends a POINT STATUS REQUEST 908 to the security panel.
Until an initial status has been determined, all icons are represented with an



the security panel sends a PO NT STATUS nessage 912 to its designated host
conputer | P address. Upon its receipt, the host conputer repaints the

i cons t ayoenie@ent the current status. 10 When a noni t gsdrngsop@sdrft or at t he
host conputer wants to acknow edge an annunci ated al arm condition, an
ALARM ACK packet 50 is sent to the security panel, along with a reference
to the alarm being acknow edged. When received by the security panel, the
condition of the point is updated and a new PO NT STATUS nessage 916 is
sent back to 15 the host conputer. Again, the receipt of this packet causes
the host conputer to repaint the icons on the screen. If the nonitoring
operator wants to disable a point, gré@p of points, or an entire site, an
ALARM DI SABLE nessa 918 | s _sent (contalnln a mask reference for the
point array). deapdgualyas pyeircleawith 1. S% the requestgepsatedly condition(s)

I s(are) 20 nodi Efﬁhaﬂ termingd-to HESS W] n response.
lts receipt bfb ost corrputerhg- e |consaﬂ‘“tsfﬁéx%Ekll;m'd':l

reparnts th screen di spl ay.
b. Renpt e Conpuwithra FAHL icGpnput er Conmuni cations Figure 10 details

conmuni cat i ons bet n the rmte C d the host conputer 202.
When the renpte co é‘f‘ccﬁ%s g@?@@%’éﬁ&%ﬂ%@%@%ﬁ@ system
it sexecutes a Goiged e%@té&rﬁ)\‘i&?io ilht’ﬁégcre&ﬁiéﬁﬁélﬁréﬁl'@seﬁpﬂgﬁc'[s to the

Internet or Ethernet network (e. gﬁ? Internet Service Provider (ISP)

di al -up, |ocal cheenpietesmingd donditidro Wlen an\gnabled/ poiat st8esiiaselBanged00R3974 - 23
actively connecgted the g r oNser hu ess of the
host conputer, e%ﬁ'i“ﬁt& 589# m%ﬁ ﬁ%g%é)r&s‘i%ﬂggérver 1002.
When accessed, hbfiofipRRE teaddteds. Upor &k réceipt e Bost bip Aifge tiefM. file
1004 t hat def| nes the host and/or security panel web page(s). 5 The HTM.

file includes t¢pmsferepresertdhegureentstaiBihi cs file. If the current version of
thg fi '_e does not | QeRb! Ymbiitoting o}:&ﬁm&ﬁ(‘i‘ﬁ&ﬁoﬁ%ﬂﬂiiﬁt@fw%@%er

acknowledge an annunciated alarm condition, an ALARM ACK packet 50
is sent to the security panel, along with a reference to the alarm being
acknowledged. When received by the security panel, the condition of the
point is updated and a new POINT STATUS message 916 is sent back to
15 the host computer. Again, the receipt of this packet causes the host
computer to repaint the icons on the screen. If the monitoring operator
wants to disable a point,4group of points, or an entire site, an ALARM
DISABLE message 918 is sent (containing a mask reference for the point
array). When received by the security panel, the point condition(s) is(are)
20 modified and a new POINT STATUS message 920 is sent in response. Its
receipt by the host computer repaints the icons on the screen display.
b. Remote Computer-Host-Computer Communications
Figure 10 details communications between the remote computer 204
and the host computer 202. When the remote computer user wishes to
25 attach to the security system, it executes a compatible browser software
~ package and connects to the Internet or Ethernet network (e.g., Internet
Service Provider (ISP) dial-up, local hardwire, and so forth). When



makes a request 1006 for the HTTP transfer of the graphics file fromthe
host conputer. Once received fromthe host conputer in transfer 1008, the
gr aphi cs fwéewiesr2l ocally stored (in cache directory) and peraseyRsseged on
the 10 browser screen. The HTML file then instructs the execution of a
conmmuni cati ons program Agai-n, if the current version of the file does not
| ocally exist, the renote corrputer browser requests the HTTP transfer of
the file fromthe host conput er via request 1010. Once received fromthe
host conputer in transfer 1012, the 15 communi cations programfile is

| ocally stored and i nedi ately executed at step 1014. This programruns in
tandem wi th the existing browser softwar&-and does not prevent or hinder
any normal browser activity. Once started, the conmmunications program

begi ns a conti nuAgEvelH WW@éaﬁménecwﬁtﬁl&W%QoméP@ﬂ%Omet he vari ous

panel sites via na ié!ﬁ’ 0 et QD recei ves
t he response stat us ne Etﬂeéée@%?@?&@?&t@ﬁ% I'cons overl ayl ng hgf%raphl Cs
screen are repainted tWhematcesséd; tidembedded web servatsofiwafe ddwnleads de  \When t he
renmote conputer user._selects the jcon of a site for nore detail, the

br Iowser dsof t war e HKEML filgd004 that defings,the hostand{pr seqpsity panchweb pagess)- ¢ he y
sel egte securlt W( Eﬁ%ge?ﬁg&ﬁré&gog fed fife Mﬁg.;égar wi thin

the panel in step orm comruni c ons wtht nel in a
manner sim | ar t oetsien ofithe fite doesi noti loé¢allyexjseahe rmndtheompmer browsgrut er and

Figure 9. WO 01/16912 PGI/ 39 Re cur Panel

Conmuni cat i ons FiTBke&2 Hq“ﬁgﬁg% OT %W@Mﬁﬁ&f@i’ﬁﬁé@ﬁﬁ%@eme
conputer 204 an%o&ﬂ"&nﬁﬂféﬂr'Oﬁe%@ﬁbd%@ﬁlmgﬁiﬁstrc@ﬂﬁﬁﬂrﬁpﬁﬁiﬂe‘irloggl'tﬁé access
to the 5 security panel throcagh the host conmputer via a hyperlink

connecti on. When graplliescfile is loedlly storedhincache chnec@w@adutﬂlsm@eﬂmnawress of

t“e1§§ggf;ggzpan%mwse%%sr%w%H&mﬁfém CinkliGers BEUrkkoR3pg! | S embedded

communications program. Again, if the current version of the file does not
locally exist, the remote computer browser requests the HTTP transfer of
the file from the host computer via request 1010.
Once received from the host computer in transfer 1012, the

15 communications program file is locally stored and immediately executed at
step 1014. This program runs in tandem with the existing browser
software and does not prevent or hinder any normal browser activity. Once
started, the communications program begins a continuous polling sequence,
requesting the status of the various panel sites via requests 1016. When the

20 communications program receives the response status messages 1018, all

 the icons overlaying the graphics screen are repainted to indicate the

current status of the sites. When the remote computer user selects the icon
of a site for more detail, the browser software can immediately hyperlink to
the IP address of the selected security panel (connecting to the embedded

25 web server within the panel in step 1020), and perform communications
with the panel in a manner similar to that described with respect to the host

computer and Figure 9.



When accessed, the enbedded web server software downl oads the HTM. file .
1104 that defines the security panel's web page. The HTM. file 10 i ncl udes

t he requ, 9191969ﬁf a graphics file. If the current versi%W-ile does
not localTy exi'st, the renote conputer browser requests e transfer.
of the graphics file 1106 fromthe security panel. Once received fromthe
security panel in response 1108, the graphics file is locally stored (in
cache directory) and is displayed on the browser screen. The HTM. 15 file
then instructs the execution of a conmunications program Again, if the
current version of the file does not locally exist, the renpte conputer
browser nmakes a request 1110 for .the HI®P transfer of the file fromthe
security panel. Once received fromthe security panel in response 1112, the
communi cations programfile is locally stored and i medi ately executed 20

at 1114. This programrupns in tandem w th the existing browser software
and does not prevent or RematerSeswity ¥apekonypyigationsct i vity. Once started,

the commnications AR RS HE comfietie YorweblPli riflor SOHBREF
requesting the status of the various points via a status Teguest 1116.
When t he comur0éand thesequrisy panel 26 e Theesentoteecongpmiper igains a¢cess withs nmessages

1118, all the icons overl.ayi the graphics screepn . are repaipted to
i ndi cate the C&P%mgte!l{baé'sﬁf%?ﬂ@tgwﬁvw Per gseny 3974 -25
d. Mbbi | e- Securgifedtedan€browssiy Qire@bd Meﬁm&skﬁdﬂ%kﬁiritggwm cations

bet ween the nobile conputer 208 and the security panel he nobil e
conput er 208 gatekinglocenacct o thesccurityqpanel! § epbedded wieb pagehl 2wi r el ess | ocall

W rol a5 et orar Epesid, i ehelbdd Syl oy oY= dPuBRR B BERML 2, o7 cphone
networks. The fidol104 thardefihey the Bicoriyanelayf wettpage) The HEXMLGile referencing a
| gcal |y held web _page 1202. The HIM. file references _both a graphics
dil8pl ay file 13sdudes theseference of a graphics file. If the current version of the file
does not locally exist, the remote computer browser requests the HTTP
transfer of the graphics file 1106 from the security panel. Once received
from the security panel in response 1108, the graphics file is locally stored
(in cache directory) and is displayed on the browser screen. The HTML
15 file then instructs the execution of a communications program. Again, if
the current version of the file does not locally exist, the remote computer
browser makes a request 1110 for the HTTP transfer of the file from the
security panel. Once received from the security panel in response 1112,
the communications program file is locally stored and immediately executed
20 at 1114. This program runs in tandem with the existing browser software
and does not prevent or hinder any normal browser activity.
Once started, the communications program begins a continuous
polling sequence, requesting the status of the various points via a status
- request 1116. When the communications program receives the response
25 status messages 1118, all the icons overlaying the graphics screen are

repainted to indicate the current status of the points.



encapsul at ed comruni cati ons program 1206 -(V\,hi ch is already installed in 10
the nobile conputer). After the screen is :painted with the graphics imge,

the commuRi§ainesfas Programis executed at 1208. This progpgfseupisbiaues to
search via the wireless interface card for a broadcast packet containing

an address, such as an encrypted |P address, of the |ocal security panel.
Once the BROADCAST ADDRESS nessage 1210 is received by the 15 nobile
conmput er communi cations program the address is decrypted and the browser
is directed (hyperlinked 1212) to the IP address of the security panel.
Execution after this point is identical to the renote-security panel
comuni cations, and reference is made to €2%e description of Figure 9
regardi ng the connection activities. 20 It will be appreciated by those
skilled in the art that thdMobilesSequrityi RBanelConynmunicatione enbodi ed i n ot her

specific forns w thout_.de tJ from 1 Lrit nti al
characteristics theredt g'“%ﬁé E’g§ h‘é"aﬁg’s%"& &?ﬂ%&'ﬁéﬂ?’? uter 208 her ef or e
considered in al landepdeehs t;ﬁnélelolﬂ I'ThetrficHile\cBmp ﬂ@rzmp%alﬁseﬁcéds%% The
scope of the invention is |nd| cated by the appended 25 clains rather than

t he foregoing demrmmlamu@awmml@saltmnm engblediby there neani ng and

01/ 18012 Pt USo0TBaEs -t ERb 37 Bt ¥ngetc Wele B Rt U8 Pt o 1 <.

1. Apparatus for ropfiniied tdeistingRlGlar isphoncnehgorks. THE wobily comp@br | ocat ed
at the space, said security panel having a  plural Iiﬂ%dOf sensors; and 5 a

moni toring syst erﬁfPWPefrseﬁlé'WHﬁgxqcﬂ@ﬂ reforencing slogelly kald web page 192. t he space
fromthe securit yrRAFPMICHR reflrddEls B a YripBfts disPlal WRE L20A Ml %RO! -

encapsulated communications program 1206 (which is already installed in

10 the mobile computer). After the screen is painted with the graphics image,
the communications program is executed at 1208. This program continues
to search via the wireless interface card for a broadcast packet containing
an address, such as an encrypted IP address, of the local security panel.
Once the BROADCAST ADDRESS message 1210 is received by the

15 mobile computer communications program, the address is decrypted and
the browser is directed (hyperlinked 1212) to the IP address of the security
panel. Execution after this point is identical to the remote-security panel
communications, and reference is made to the description of Figure 9
regarding the connection activities.

20 It will be appreciated by those skilled in the art that the present
invention can be embodied in other specific forms without departing from
the spirit or essential characteristics thereof. The presently disclosed
embodiments are therefore considered in all respects to be illustrative and
not restricted. The scope of the invention is indicated by the appended

25 claims rather than the foregoing description and all changes that come
within the meaning and range and equivalence thereof are intended to be

embraced therein.
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sai d nonitoring systemincluding a graphic interface to display said

I nformation as nultistate outputs associated with each of said plurality of
sensors. 8 Appar atus according to claim1, wherei wctlzu k is an

Et her net™® P 3. Apparatus according to claim1, rmni toring
15 system incl udes encapsul ated communi cations programs. 4. Apparatus
according to claiml, wherein said information is

standard Internet browser. 20 5. Apparatus accordi erein
said information is displayed using a bitmap reprganm Mﬂmﬂm space,
with icons overlaid on said bitmap to identify sai d sensor

status. 6. Apparatus according to claimel, wherein said information |s

di spl ayed using an icon on a display to represent a condition of each
sensor. WO 01/ 3¢t 3s ClaimddIe©O 23974 1111111 111111 1Fijb berer 1 1 bs
-27 7. Apparatus according to claim6, wherein said condition can be any
of said multistate dutpuApparaus fosmanitoring a SPacefCOMATISNG:| t | st at e out put s

cai d° mitistate oufpHaoppRRCRHed & sl LRl ERD el Bnfa L2000 21

in an 5 al arm(pnﬁdityloﬁsensm;ﬂaxﬂthlrd of said nultistate outputs being an
I ndication that sald sensor is n In_an alarmcaondition. 8.  Apparatus. in

ac®ordance with cl aRfROnItoripg:system éF‘?i’e‘VH!SrFG?It% ion fegarding. 4
i ndi cation tha,sSahtt fERIN selitfty Pafe o¥irSARwEK usiig a network protocol,

said monitoring system including a graphic interface to display said
information as multistate outputs associated with each of said plurality of
Sensors. '
10
2.  Apparatus according to claim 1, wherein the network is an
Ethernet network.

3. Apparatus according to claim 1, wherein the monitoring

15 system includes encapsulated communications programs.

4. Apparatus according o claim 1, wherein said information is

received using a standard Internet browser.

20 5. Apparatus according to claim 1, wherein said information is
displayed using a bitmap representation of said space, with icons overlaid
on said bitmap to identify said sensors and their status.

6. Apparatus according to claim 1, wherein said information is
25 displayed using an icon on a display to represent a condition of each

SEnsor.



9.. Apparatus in accordance with claim7, wherein said condition can
further be an indication that said sensor.has been failed. 10. Apparatus in
accordancavowrieorzl aim 1, wherein nonitoring 15 of said dPGIUSEN/239M4
di_stinguish false alarns from genuine alarns. 11. Apparatus according to
claim1l, wherein nonitoring of said display can be-used—totrack
sequential activation of said sensors, yet provide i I ng

t he nost recent sensor placed into an alarm 20 c.ondlmmnm:ln“;umgmf
according to claim1, conprising: a renote nonitoring systerm whi ch can
access said information. 25 13. Apparatug, according to claim1,

conprising: a nobile conputer which can attess said information. WO
01/16912 PCT/ US00/ 23974 1111111~~~~ [ L111111121 11]11] 6‘% L L a-28 14.
Appar at us accor di ng t d- cl af’FParan§aerozing to,claim i+ whergin;s °B€a'bli spI ayed
as a hierarchy Ofbe%%keamﬁﬁlt&ﬁeéoummmtq&asi @ﬁfsftopﬁ?dinﬁlfﬁhat@fm
hi erarchy of screen displays showng nultiple facilities being m)nl tored,
and with at Ieastbemganaulicaﬂourtbat aIWlﬂl@&lMﬂOﬂdﬂDn,hysqoonﬂ/oﬁal@ 5 access

to floor plans fo of SldfaCI| ties aratus acecording to claim
13, wherein sai d ™8 ﬁg%/t 'ﬂ‘i’ﬁﬂi’é‘s‘h‘* Sig SENSOE, Wa %E"(,c BA nf or mat i on
cont gi ned wi t hi naﬁﬁ*ﬂr&oﬁ%ﬁﬁ wmnalofs&@mﬁu@swésuﬁts% gaﬁwa&ﬁﬂnaddress
nmessage broadcast by at | east one of said nobil e conputer and said

security panel . 2t sqidsenser issnofircan alrmy condlitionai m 15, wherein sai d nbile
conput er accesses said information via a wirel ess network. 15 17. Apparatus
according to claim 16, wherein said wreless

8. Apparatus in accordance with claim 7, wherein said

condition can further be an indication that said sensor has been disabled.
10
9. Apparatus in accordance with claim 7, wherein said
condition can further be an indication that said sensor has been failed.

10.  Apparatus in accordance with claim 1, wherein monitoring
15 of said display can distinguish false alarms from genuine alarms.

11.  Apparatus according to claim 1, wherein monitoring of said
display can be used to track sequential activation of said sensors, yet
provide information regarding the most recent sensor placed into an alarm

20 condition.

12.  Apparatus according to claim 1, comprising:

a remote monitoring system which can access said information.

25 13.  Apparatus according to claim 1, comprising:

a mobile computer which can access said information.



network includes a cellular tel ephone network. 18. Apparatus for nonitoring
a space, conprising: 20 a security panel located at the space; and a

supervi itoring systemfor receiving real tinme J n

regar di ﬁgégl#éplgpace fromthe security panel nonitoring ésd}{s,‘?gg%ger a )
network, said nonitoring systemincluding a graphic interface to display

I nformation that distinguishes false alarns fromactuat—atarns—25 19.
Apparatus according to claim 18, wherein the n ded er net
network. WO 01/16912 PCTJUSOQ 23974 1111111 1ljmﬂ”’mzmmmml 1111 ~ M
S -29 20. Apparatus according to claim18, whereln ng system
I ncl udes encapsul at ed conmuni cati ons prggrans. 21. Apparatus according to
claim 18, wherein said information is 5 received using a standard |nternet
browser. 22. Apparatds agppdratusaccofisg iddihdl, wHersiR sdid sifofndtiohor mation is
di spl ayed using a bitmap representation of said space, with icons overlaid
on said bit map Cibbe displayed\as adrierarchy, of display sereqms; With atleast ong lpvekdf Appar at us

according to cl.ai E!l'ﬁ't]]?)/\?? | ' M@Egﬁ ' S| yed using an icon
on a display tgﬁ?gior esen gfgf?cor‘l%?a?%n 0 a%@ghefﬁé%l?g 24. Apparat us
accordi ng to cnmnitoed, andwitleatleastone additibinali level ofisaid hieraxclyy proeididg nmul ti state

outputs, at least a fjirst_of said l.ti.state outputs being an indication
that a sensor P@FWM&PW%&H&PF?%?C Me¥cond of said nultistate

out puts being an indication that said sensor was recently in an

15.  Apparatus according to claim 13, wherein said mobile
computer includes: '
means for accessing information contained within said security panel
10 via use of an encrypted address message broadcast by at least one of said

mobile computer and said security panel.

. 16.  Apparatus according to claim 15, wherein said mobile
computer accesses said information via a wireless network.
15 |
17.  Apparatus according to claim 16, wherein said wireless

network includes a cellular telephone network.

18.  Apparatus for monitoring a space, comprising:
20 .a security panel located at the space; and
a supervisory monitoring system for receiving real time
information regarding the space from the security panel monitoring system
over a network, said monitoring system including a graphic interface to
display information that distinguishes false alarms from actual alarms.
25 '
19.  Apparatus according to claim 18, wherein the network is an

Ethernet network.



alarmcondition, and a third of said nultistate outputs being an indication
20 that said sensor is not in an alarm.condition. 25. Apparatus according
to claim@domesmrei n nonitoring of said display can be umcEiUsSoo23974ck
sequential activation of said sensors, yet provide information regarding
the nost recent sensor placed into an alarm 25 condirtion—Wo-01/16912

PCT/ USO0I 23974 1111 11 111 111211111211211112111 C L 1 omaw iinaPs .
Appar atus according to clai'm 18, wherein said infor na“ijm&&"’E@H”' | ayed
as a hierarchy of display screens, with at | east one |lev podiga’ e

hi erarchy of screen displays showing nultjple facilities being nonitored,
and with at |east one additional |evel of29aid hi erarchy providing 5 access

to floor plans for anﬁqof said facilities. 27. Apparatus according to claim

18, wherein said supe |soﬁ9parﬂ9ﬁ%°8ﬂ%t°§3}%‘9’e‘ﬁ’l“@ehe m@l@mﬁut er which

i ncl udes: neans § ?W g;‘g% E%nwthl n said security
panel 10 via us€e o an encryp addr ess nessa roadcast by at |east one
of said nobile conmputer and said securlty panel. 28. Method for nonitoring
a space, conprising t steps: _local]. oyt s froma plurality
of sensors |ocated at Ef'he XEB"E‘B%\E@,‘” toy ﬂﬂ’sﬁ’t"gﬁe ?ﬁééﬂfﬂ%’ﬁq@ it

assogi ated W th geg{va§usingh sbalistd IReRef Browsér. real tinme, over a network
using a network protocol, to a supervisory nonitoring system said

informati on representing nultistate outputs associated with each of said
plurality of sensors. 2%.0 Apparatus according to claim 18, wherein said information is
displayed using a bitmap representation of said space, with icons overlaid
on said bitmap to identify said sensors and their status.
10
23.  Apparatus according to claim 18, wherein said information is
displayed using an icon on a display to represent a condition of each

sS€nsor.

15 24.  Apparatus according to claim 23, wherein said condition can
be any one of multistate outputs, at least a first of said multistate outputs
being an indication that a sensor is in an alarm condition, a second of said
multistate outputs being an indication that said sensor was recently in an
alarm condition, and a third of said multistate outputs being an indication

20 that said sensor is not in an alarm condition.

25.  Apparatus according to claim 18, wherein monitoring of said
display can be used to track sequential activation of said sensors, yet
provide information regarding the most recent sensor placed into an alarm

25 condition.



29. Method according to claim28, wherein said information is transmtted
usi ng encapsul ated comuni cations programs and a standard |nternet

br owser Met hod according to claim28, wherein s bwérg t| on
transm tWégl,?%"Sal d supervi sor s di gbf at the WO

01/16912 PCT/ US00123974 |~ ii |]~I~ 11 Ilit *cLns -31
supervi sory nonitoring system l I" “ presentation of said space,
with icons overlaid on said bi said sensors and their

status. 31. Method according to cI aim 30, wherein a status of each of 5
said sensors is constituted by any one of nmultistate outputs, at |east a
first of said nultistate outputs being3an indication that a sensor is in
an alarm condition, a second of said nultistate outputs being an

i ndi cation that sai . S e yparatiacterding th Ylaind 18/ whdréihhiddnfdrmativn and a
third of said nultistate outputs beln an indication that said sensor is
not in an al ar reaadedlispiayed as ?LBICEPZ“hYI\?Lf Y HETeERY iWith atdeast epedeveBof wher ei n

said informatiq sSrRLAY itoring system as
a hierarchy of &ﬂgﬁ ay‘;’scr eens, ﬁ@nafshs'hgﬁhge@l@aﬁ%\#e&ﬁve?ﬁgf sai d hierarchy
of screen di splmymtoredmndngthrmlldasqﬂmaﬂdmoﬂlalﬂevelsofmmmgemhypmmngand with
at | east one additionﬁl 1 IeveI S@Ig gl erarchy providing access to

fl dor plans foraCsesy tQfloatplan fP%lE‘Fyi ?ft CIGHES. \bt hod according to clai m 28,
wherein said supervisory nonitoring systemis a nobile conputer which
accesses information 20 contained wthin a security panel at said space
via use of an encry®Zed a&ﬁnamamdimgeobhm&&,awherciysaid shpervisoryne of said

mobi |'e comput er an%rmg systelxslefs ) ;nowe Qomputer which includes:

means for accessing information contained within said security panel
10 via use of an encrypted address message broadcast by at least one of said

mobile computer and said security panel.

28.  Method for monitoring a space, comprising the steps:
locally monitoring outputs from a plurality of sensors located at the
15 | space; and o
transmitting information associated with a status of said sensors, in
real time, over a network using a network protocol, to a supervisory
monitoring system, said information representing muitistate outputs

associated with each of said plurality of sensors.

20
29.  Method according to claim 28, wherein said information is
transmitted using encapsulated communications programs and a standard
Internet browser. '
25 30. Method according to claim 28, wherein said information

transmitted to said supervisory monitoring system is displayed at the
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supervisory monitoring system using a bitmap representation of said space,
with icons overlaid on said bitmap to identify said sensors and their status.

31. Method according to claim 30, wherein a status of each of
said sensors is constituted by any one of multistate outputs, at least a first
of said multistate outputs being an indication that a sensor is in an alarm
condition, a second of said multistate outputs being an indication that said
sensor was recently in an alarm condition, and a third of said multistate

outputs being an indication that said sensor is not in an alarm condition.

32. Method according to claim 28, wherein said information can
be displayed at said supervisory monitoring system as a hierarchy of
display screens, with at least one level of said hierai'chy of screen displays
showing multiple facilities being monitored, and with at least one additional
level of said hierarchy providing access to floor plans for any of said
facilities.

33.  Method according to claim 28, wherein said supervisory
monitoring system is a mobile computer which accesses information
contained within a security panel at said space via use of an encrypted
address message broadcast by at least one of said mobile computer and said

security panel.



