System and- met hod for exchangi ng data between a first data processing
system and a second data processing systemvia an at |east partly
public comuni cation network 5 The present invention relates to a
devi ce and nmethod for exchangi ng data between a first data processing
system and a second data processing systemvia a conmuni cation
network at |east partly accessible to the public. The present
invention relates particularly to a systemfor surveillance of a
first location froma second | ocation, naking use of such a device.
10 When data is transmitted froma first data processing systemto a
second data pr diyessiang mx;tbctdeﬁar vichaggigdntahéteadn a)ﬁrsﬂéﬂtu\@rdeeainglsmaﬁ
partly accessi h as th

Cormuni cat i on Aa5p badd EackRick ine 4itin 05 I 1en{h et o SymBpifRifes, ©
protocol. In addition to havi ng var i oustvaatizant ages, these protocol s
have the 15 drawback that persons with malicious intent, who have
access to the relevant communi cati on network at |east partly

accessi bl e5t o Thtpreputihvafiorhtay & ndeaze emhméthctd;ﬁ)r mhmging dath betasen a
"hacking") to connunlcatl n

net wor kgi )n r e %??@%Frg&gsgré ygtgl%}rﬁge?&g?&adap& I?lcessm(g ?ﬁ%u P’Bﬁu%lﬁag‘togcol
when t hey seenewodpplest paily yecesibbrte sempublich Mbsmsnmnm rehtes patoybalyt y

sonewhere on i s i of.t en ssi bl
because they na EJ]{Q&Q%%: fu: ftljlg%teo f%%?gﬁgggég?ngﬁga&one?@%“% PS8R/ or

setting error suchfadedee.i nst ance fi revval s, routers or applications

l'i nked tophe comunication network at least partly accessible to the
publi c. 51 Known security techni ques, such as firewalls, which are
general |y i npMéwedited tagsngitiéd fivam e fissollaw prosessingsysierstio 4 bectiel datapasswihg

and thus for gkd‘%% ﬁg l:&ré[mﬁdl&hon Jé?\gorf(uﬂgésl aEﬁ)Q%c%élgf;ch? %gﬁ&ﬁm ugl?as EI: ng

systens |ink e conmmuni cati on netwo
accessi bl e t oindrest, plabislﬂ@,de efrdmnhvaicatidngroteapdst evwsllctbelipteptt piomcslives e

systens, can Srnfg%H i
t herefore be %@‘?‘3@&%@8@"3%%%&%6@ I elds bis ag‘ﬁagiafg%%@ﬁgﬁﬁ%er e 19%1
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care systens E(Qﬁmu]ﬁ&iﬂ&gné?&/&ﬁ at 1R44t gé?ﬁye&cesrslﬁg% Ehzﬂlgli‘ée&ahl MG E ({1]%0
at t at

| ocation or object or for conmuni ion wth ocat’l on or
obj ect . referred to as “hacking®) to data processing systems linked to the communication

network in relatively simple manner via such a communication protocol when they see
an opportunity to present themselves as a trusted party somewhere on the

20 communication network. This is often possible because they make skilful use of
software errors, user errors and/or setting errors of for instance firewalls, routers or
applications linked to the communication network at least partly accessible to the

public.

25  Known security techniques, such as firewalls, which are generally implemented as
software solutions, can still be bypassed and thus form a security risk. The functioning
of the data processing systems linked to the communication network at least partly
accessible to the public, and the other systems coupled via these systems, can thus be
accessed. The security of the data cannot therefore be guaranteed.

30
Two fields of application where this is considered particularly problematic are those of
security and health care systems for, among other purposes, remote surveillance of a

location or object or for communication with that location or that object.



In the case of a security system such systens can obviate the
necessity for the presence of a physical person at the |ocation for
surveil |l ance, reduce the nunber of security personnel present,

i ncrease the sense of security of security staff present, and create
the possibility of checking the existing security by providing neans
enabling renote 5surveillance of this |ocation, often (comercial)
prem ses such as a bank or a shop, for instance that of a jeweller. A
security systemfor instance conprises a sensor such as a door

contact or a notion detector at a first |ocation for the purpose of
gener at i ng an latharcase of gseabritybyscin, sieh Jaﬁ;teummsm*ttvﬁmme ﬁlecassii}efbﬁﬂﬁ presence

| ocati on. Thi ] e via t|o ifically
assi gned i nf rZ"E?ﬁ}&{ A el)é 1Jigiﬁfleng glﬂ%%rﬁgﬁ{] "quﬁ‘gefgs%él&l d

| ocation - a mpepomtl pngsentantrefeﬁ ﬂemgeﬁnewm;eaiﬁse@nqrstacfbp&ésreml and@eeate-thd he
signal is con nal. discernible . to a securi

sugh as a Vi s%g{ bﬁﬂgio%thgﬁk%gﬁg% IR TS il P,}, BiQEme Fans oy Fi{?%s‘ﬁar d at
t he second 3| ocawvéilmee afithis ltcemtlalheo:fiaﬂécomtmamalﬁ meihees auph a0t Hatinoratsho, dorbe

taken. In so armsignal is also passed on to energency
servi ces sucg%ﬁgaﬁ€ﬁﬁat%flf%weﬁor a private security conpany. A problem

wWth a system as descrl bed above is however that a large part of the

al ar m 20si gnal,s Ystems i ri red
presence of a’bur g|3‘a|5)§}ae§.‘¥?ﬁ¥st%ng§§ Il|:lp(§ne aoSFnsgﬁ?"\/gf’ﬁ Or% 5‘3)/“10“
ani mal s, weat Wdetecto@halfitsi lorsiof Saxdlie pmgpose tﬁtgemans)tmgmaia@{ygraﬂwmsn 8d or
oper at ed qgl'“ ﬁ“g?s% efda}]; Egcg (f:llocea?gn %%fh@ﬁe?sﬁfg ae%ﬁgl%enaangne Lorﬁigt her

reasons, so t arm I'S gener a PP feof is

t hat ener gencypeséicwllmsgmdldfmstgemret,&rmsmtaRE’TI\bm’rIShE. basis of an
alarmsignal, and that a private security conpany nust be brought in,
or an owner or manager of the location hinself nust himherself carry
out an ins pec-#’sit th second location - a reporting centre, emergency centre or control room - the

signal is converted into a signal discemible to a security guard, such as a visible, audible
15  ortactile signal. The security guard at the second location can then decide which
follow-up action should be taken. In some cases an alarm signal is also passed on to

emergency services such as the police or a private security company.

A problem with a system as described above is however that a large part of the alarm
20  signals generated by these systems is not triggered by the presence of a burglar at the

location for surveillance, but by animals, weather conditions (such as a storm), wrongly

adjusted or operated equipment, insufficient technical maintenance or other reasons, so

that a false alarm is generated.

25 A result hereof is that emergency services no longer take action on the basis of an alarm
signal, and that a private security company must be brought in, or an owner or manager

of the location himself must him/herself carry out an inspection.

It is therefore becoming increalsingly more usual to provide means for verifying the

30  alarm signal, which enable an operator at the control room where the alarm signal
comes in to determine the validity of the alarm signal. It may also be the case that a
security guard at a control room must carry out an inspection at his/her own initiative -
forAi.nstance at set times - separately of any alarm signal or, conversely, is already aware

of the arrival of for instance a supplier at a point in time when the location is unmanned

2



It is therefore becom ng increasingly nore usual to provide neans for
verifying the 30 alarmsignal, which enable an operator at the
control roomwhere the alarmsignal cones in to determne the
validity of the alarmsignal. It may also be the case that a security
guard at a control roomnust carry out an inspection at his/her own
initiative - for instance at set tinmes - separately of any alarm
signal or, conversely, is already aware of the arrival of for
instance a supplier at a point in tinme when the location is unmanned
or unguarded. In order to enable surveillance of the |ocation at that
monent there arwngukdeddy order taddbleisomeitlacp obthe Ipbaios entbgmsnsucthera sre
contacts and i . . I QVI i ng. uch as
caneras w th WA oh oS Z e B o e o LB S o T he
first | ocati onudiftienel reedihyineaps archab eanmerasivgthathichGin Pheratendad form a more
audi ovi sual r T B3N I i Vi : r ignal can form
part of a cl oglgtg{k%:&l ]:I&g%l t t(?ert\(?clycgltl\f‘ﬁ(;lna'ﬂfsegllse[f1agvn]1IE %;\ﬁ]l C rl%is'{sEn%l's ual ly
i npl enrented using a first data processing system adapted to
comuni cat e Vi &; ' [ . [ net
protocol - in oragu® FARLATOR, HahORP et e Bl 1B Shdbihn
t he second 10lkclsatdisnit telendioo pysieonahiblyisabsdly inggehéntadsisiog a e dgency
services, the . ' - ' : [
Tnked via o Shnnunf sAREE kAt SKhAh ol S b Blich BEBIIE0 6R0Re
at the second meeepraerol Whirddr to sxchinge deitibgive thefirstdonation getle secaadt he
communi CatipOn |RGR50GR oplifhafYIESS oBftonSiChheRRd 810! BR%RLALOSRE . The
first data processing é)yste‘ and 1he seco ata pt’ocess?ng SyStem
. are usual |y | isysteagatyhedirsidocationidn be hted pharatcoymunightion comtevmkyithandatshi ch
a communi cati gp B led j oIl .
operated for ?egsgngg%%lms?tnpléf8??&%%&ﬁb%%fﬁ?%§%@§%&{% I'S #ClajtretV eﬂru3
usual for t he cemmnprasionprplocplin gicstiongsush as the mtemhet pracbeol Fhefird dafeer ent
connection, sueR.Q%, LARARAE LEAL AR pL-ded GRERG &ha i
connecti on. ZgDa%a, g%%r ??%st ance vi sugﬂcmt‘%%ﬁ recor ggg]ﬁlgc%w%anat
| ocation flér duaptweitlyipablicaictwarle or Whishe cammipication potased, for fristnee thkat a
processing sy shi&hdhotdcBE id Al B rdaQins SHEM ity AR &i&ﬁaﬁqpﬁnﬂ@ﬁ a
processing systemat the control room and comand data, for Instance
for operati ngUfuatior the algropraignd itfelfrto bemmsmitied yianiifopins canneqigh.epiheds thear e
transmtted foomehiREtidRsantkatdepRbRCBRRLAG. System at the control
roomto the first data processing systemat 25 the first |ocation.
However, the danger of these data processing systens being hacked
makes t he 2ysenafs, Ar GEIBREGALI ARG Mot RlocdtRASY: SPRLTIINAECREST DI ©
to the public less attractive wthout further protection against this
hacki ng. | n t Fresoteddrommafissisiste nieressingsrsiem gidhelapntion ks syrvellEceias t he

data processi B&oﬂ&&%ﬁb&%g@&ﬁ@ﬁ aBYSERIEI robM kB cbRmbd¥ieiatidfoR instance for
processing system 30 This 1S because a_person with malicious intent

can gai n acceSReHBesFrrding oot sasgtinkEhe vigw! pptsiagere Banspéted from the

comuni cat i 0N sREANREAPracessHRAYst@s aft8d &dnto3sm RS BRHdLpHdsinAGHeR St t O
one of the _locatjons by means of hacking the data processing System

associ at ed® wi {1 RIS ScHP Vo hsdargsepl thess difg Presessing agiemarbeing bickedt
the data procemkdsige wde of a communication network at least partly accessible to the public less

attractive without further protection against this hacking. In this case improper data
exchange can take place with the data processing system and other systems linked to the
data processing system.

30
This is because a person with malicious infent can gain access to all locations and
devices linked to the communication network as soon as he/she has managed to gain
access to one of the locations by means of hacking the data processing system

associated with this location. By then posing as a regular user of the data processing

3



system of the communi cati on network which has been hacked, he/she is
considered to - be a trusted party on other communicati on networks

| inked to the data processing system and can al so gain access
thereto in relatively sinple manner. 5Wth a data processing system
it is possible to exchange not only data such as audi o, video and
control information, but also conputer viruses, (spam e-mail and
data frommalicious persons trying to hack into the conmmunication
network. These data are all transported indiscrinmnately over the
same communi cation connection. In the known security systens the
security agai riystempiidsicoaplecaliat actwsiivdivgdas bednchadkesidhdishefioconsitired to

instance a f.irpwaklisted paat an Siher }é&ﬁmmané/?hﬁ&wéﬂkg hnl@a@l Utth@'aétaaﬂrgceg
on software, the seCLérlt can be %?/tgasse ﬂ%{}‘ i ndl ng out a passwor

an encrypti on KE§TGICSEN AR PRY 2GRS BErelody eé"%rf‘i’i&“?”“er " O
Products Hel p Manage Medical Information Security in Conpliance with

H PAA 15Regul i | €S, .
I nc. discl %geg&&shg{lga}t% pré%f\l/ﬁé! Wans 8&59'#%&{%3 I‘?ggl?%?%? audio
Tecton Li mi t ed'degpafontp} 'gfﬁrnlwépm @h@l?ﬂ:@mmtes yiruses. depsm) epeaihaoe idata from |

Tool ki t" descrnnahxasljsapezﬁmblt@iag It@ﬁade[ntb\Mb Mloﬁﬁiw\ﬁﬁt\lﬁ&ktﬂéﬁe 848 are all
connected vi a an.| rea 20net wo

npan
net work. The dat f”foge‘fh 'Scr{rﬁnatelﬁtom%rt % 5T6° 6 %m'%'ﬁ??é'g? 8‘3‘7"19§t'°f'hﬁ‘st¥? ffnown
R5232 format, s@tHrityesysieasciba sesrribyorpainst wedenirdhist tiata eXkoienges isi sandied |Hp for

for mat . Thl©h Unist:ide Shalsas oP@a&aeéHcryﬁp&J wmg 3%44‘53%%8&2% tﬂ:%—%&%ﬁ sgﬁﬁ:ﬁ‘é éat >
in ar agr a S
to Pp dgt ap. n [3?”&@ Cat“g’ ﬁ}yé?%?ﬁ’ py { fl‘*ﬁ"lS oub g PRSWRrd, @ﬂ@ﬁﬂé&t%%@v of %ma*g

of canera’s t hia¢ ofcafiwpreedose Et hernet - protocol - packages is nentioned.
However, it does not describe the coupling of two |P networks via a
dat a connectl on inaccessible to data traffic according to the

| nternet prot o2 Froghieds Helk Manpen Medicab infermatien Bequaty ib Comalisaes with HIMa
pur pose i 5t Repulations”, IBFFRE® MENDIGER OwRICombitegt Tahndlbifesp Nas eicloses

invention to REOYI gy TRINAHACGHH OGO laim

The Tecten Limited folder "High Performance |P solutions — Network Toolkit” describes
a combination of twe RS232 networks that are connected via an internet, a local area

20 network of a company network. The data within the networks to be connected is thus in
R8232 format, while the connection between both networks is in [P format.

The United States Patent Application US 2006/139162 describes in paragraphs [0024-
0027] an “Axis"-streamer, conveﬁing RS 422 data to IP data in order to transmit this
25 data. Furthermore, the use of camera’s that can produce Ethernet-protocol-packages is
mentioned. However, it does not describe the coupling of two IP networks via a data
connection inaccessible fo data traffic according to the internet protocol. Besides,

protection of data is not described as a purpgse in it at all.

30  Itis therefore an object of the present invention to provide a method according to claim
8 and system according to claim 1 for e_xchanging data between a first data processing
system and a second data processing éystem via a communication network at least
partly accessible to the leinc which at least partially obviates the above stated
drawbacks.

35
It is a further object of the present invention to provide a system for surveillance of a
first location from a second location, wherein the first and the second location comprise

4



8 and system according to claim1l for exchanging data between a first
data processing system and a second data processing systemvia a
communi cation network at |east partly accessible to the public which
at least partially obviates the above stated drawbacks. 35 It is a
further object of the present invention to provide a systemfor
surveillance of a first location froma second | ocation, wherein the
first and the second | ocation conprise a data processing system
adapted to comuni cate according to a conmuni cation protocol making
use of the above stated nmethod. The invention provides for this

pur pose a comadaiapeaicessing Syssireatiapted toexmhanigate gecoding to Hconraurdcation
conmuni cati on P)%c\ép&k}ﬁ(. tusl east . o%gtla%d%%tﬁedssi ble to the public,
between a firSt connuniccaton netwWor K W th at |east one data
processi ng system for instance a conputer or a security camera, and
a second commuyhi Lon networ k. wth at | east.one data.processin
system wherei n% %‘g%%gﬂg{ogldﬁsf%été%ssﬁ é’ges%/cso ens. 1c5t?%1s S%mbtf%ﬁx‘fqlgn Ene (gta’
comruni cat é aceoramngnication netvvrkuatilasitpaoly aprestide olthe mwibbie, detwetrhefiki r st

dat a processi . i.s l.i.nked via.,a first coupling to the
comuni cat i ongﬁ%ﬂi\%ﬁﬁéﬁ &]Tvgrg(s“fl{hpag%? ftﬁn%%a?a S50 SP’%{QIPT@Q%?%TCF% and
t he second datempreroes sicogtysystrernmd s sdcomk@thnuin&atdonsetanidwitioatitasinget 0

t he conmuni cat;j 2 t S artly accessible tao the public,
wher e the | ShERRSHAE LR, phERR boBAlrto-BREE SR snl Pl 1o
coupl i ngs conpemsescae gdateing tmnerinmwiratiorarcoss, Wieeeid the fat datd pradebding
accordi ng ,},0 C icat otocol. 15 A co ni cation network
2t Teast o part ryat S TRRAA LSO BIRRRER: colmuthBRTR PR s P AEL

i nvention nustcceside todhepubiby siddiztketand dEa progesging syatem is tinked viacatdood
net WOI‘_k or  Pri:yif, %%%Mgclag&n%%%%tléagtn M Ia%rbess';i epoutgtlal Colhé wherein
accessi ble for at ever reason or nmay be wFarYy way ‘susce it Be to
hacki ng, such ttesngntichPs Hasetrifddie thata feastone off thoeoufings edmmisks sdagh as
the internet, .jntLanet rakdaN, %E! : b . XDSL,
an | P-based vvicrlg]l etss égﬁrgr%l%llggogﬁagrﬁ Net Wor ,toi n&%}o&%ﬁ%&}ca fao ‘LAN,
W MAX, EDEE, UMTIS or a satellite network, a GSM GSMlata, HSCSD, | SDN

or PSTN net work., 28 . fat AeRon eSS Oﬂ%ﬂlgfa%@etssqﬂ% &qﬂ%@g&;ggégaﬁgng & pgputer,

but also digital security caneras er syste 1 are adapt ed
to generate datcseniviavensior zmstigiso e aprderstaod éaimednzg paivate aeremrericglion nawork oor

rel ated prot Oﬁﬂlra’te %m&ﬂoﬂoﬁ?eﬁﬂ%ﬁ% itsguﬁfaglr?gf%gﬁ%?orﬁhgﬁef‘gﬁas& or

protocol. Such systens can be via an o
interface to ElEDeBMIYHRE sisPerHblaéa hookikg. uch as an IP-brged fixed sevwusitdiioe t o

the publiey wWagkBiktuthe &%ﬁ&mﬁe@te&%ﬁeimm,%,@ﬁa@;a'b&eorgg-

net wor k communi cation protocol, and can in particular conprise
prot ocol fr omPSheangPdased Ffirelepecommuaipatonnchrasie diclyding)GPRE, W-DANgr X, 75.

Oni ng to the qanplttHALIUAITY HACERER fhborkidrdMec N, FREIPNERE 40N

protocol it is not possible for malicious persons to gain access,
fromthe comBnflasi™srk network at |east partly accessible to the
public, such as an LP-based fixed or w rel ess comuni cati on work, an

| SDN or a _PSTN conmmuni cati on network, by neans of the used
25 A data processing system can comprise a computer, but also digital security cameras or

other systems which are adapted to generate data which can be transported via an
internet protocol or related protocol, or which are adapted to communicate via such a
protocol. Such systems can be linked via an analog or digital interface to the
communication network at least partly accessible to the public, wherein the

30  communication protocol can comprise a network communication protocol, and can in
particular comprise a protocol from the group of the internet protocol (IP), V.110, or
X.75.



5conmuni cati on protocol to the data processing systemlinked to the
coupling that is inaccessible via the applied communi cation protocol.
In order to enable communication via the coupling inaccessible to the
used conmuni cation protocol, the data nust be converted according to
the used 10 communi cation protocol to a data format such that the
coupling can be accessed. The coupling inaccessible to the used
communi cation protocol is provided for this purpose in an enbodi nent
of the present invention with a protocol converter for converting
data according to the used comuni cation protocol into data suitable
for transport Osigg ot coplipg ibrigg innacsissibthe utdd comeunisidn @aiordnit abi on

protocol, whi can _for. 15.1nstance
connecti on, %QSS&? Uf!ér I@%%hoél e on” Borgam G5ty "C6h tﬁ%%%%%”&@“artegﬁﬂﬁ gt o
t he RS232 pr otpartly Iacce§§ﬁ:éeste tiequuhlag tuch AsarciRrbasedifed akeirddat fonaimunddatdn g

and a digital rm er enbodi nent .t he pres vention
provi des a coanmg}(m ARl sy%sﬁ em 61|mc§t6)§1§|§6\é0|ﬂf,|%§ﬁ§gns ?H’ﬁufq%rst

| ocation, $uc homulaca(tlompwmcchtatlﬂe dptn @rocseiag sfsteanlirked @ab@uplogaliat Gn
usi ng audiOV| 0 caneras or

ans._suc e
ni cr ophones s fmﬁew€qFa : %?mP%%QPngﬁMmghese recordi ng neans are
here linked to a first data proceSS| ng systemsituated at the first

| ocation and accorda nce wi.th.a det. i.ned

communi cati o nﬁ|{o(r?r(c)1 g@éﬁgﬁgﬂmmum lgl%wélc ESPdr S “i‘acgcetgﬂgl ggrtg%%sﬁfl i nvention
further 25 conwnmsasnmnpmﬁtdoﬁednmnmﬂmbuahaﬁmakmﬁ&@gsﬂmﬂndiIocation
for displgyin . rded t S f.or st ance.vj.a a
war i ng. st ynarwaHEEP BELYES Bub Bl RN R cpun R cabEiod e 1R

moni tor. The repbnglweccdaile todn ulmi @mnmnmhtani pbcyoca)l igipeheridled ﬁ;ﬁdﬁﬂpumg)sar

d DVS 1t
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audi o recordi n@oxﬁmgﬁeﬁﬁ@shsﬁ@pmgmslyatoamammwaa smtarbﬂafphrmmmomufvwathe
| oudspeaker, biinBARLBRI0 ol Al SREAIIGIL NG YR AT IHED A5 P

nmoti on or conta &t sensor, age
detector, 13 In@@n@@OQNQEQJmhoﬁauedmgam@nmpwmnmSymtemﬂMmcmmawmmen

motion det ect chcordgng§ %@ksw&ltﬂ%sef Joﬁﬁetcu?IHQaﬁ ﬁle?ff- {%F rﬂfa da%glag and a

processing systemis a ation connec

exchangi ng r eéigitddeimdat a generated by the recordi ng neans. In an _
enbodi nent of the present invention the alarmsignal of the sensor is
al so exchanged via the conmmuni cation connection. The conmunication -
connecti on cofprfugess embodimens thegrGens inpieitivg providss e seriubhmgcation datean for

traffic aggor gi-fgudnge 48t S G350 LH Bl &g&m@mm e i Q&O%Q%salasn

use of a coupling which is I nactessi bl € accor |ng o the Use
comuni cat i onUykERvgieuisual Fsordipg mepmsesueloasdiideg carperasng ny¢rehones sitraietat fon

cannot exchangg RByiohMinaleaBIRA AL Ms 23 YER BRI TRHE Blta Mol NSRS sysitRP2M
e-mai |l and data from malicious
situated at the first location and are operated in accordance with a determined

communication protocol. The system according to the present invention further
25  comprises a control room situated at the second location for displaying the recorded
data to an observer, for instance via a warning signal such as a light or a sound, or an

indication on a monitor.

The recorded data can be generated by a video recording or reproducing system such as
30 acamera, a DVS (digital video streamer), a DVR (digital video recorder) or a CCTV
system, by an audio recording or reproducing system such as a microphone or a
loudspeaker, by a data recording or reproducing system such as a motion or contact
sensor, a breakage detector, a switch, a fire detector, a license plate or face recognition

system, or a video motion detector.



10 persons, fromthe comunication network at |east partly accessible
to the public to the first or the second data processing system or
fromthe first data processing systemto the second data processing
system or vice versa, other than defined for this inaccessible
coupling. 15 The comruni cation system according to the present

i nvention can be adapted for this purpose such that the first data
processing systemis coupled to recording nmeans for providing
recorded data froma first |location, for instance a video canera or a
m crophone, and the first data processing systemis adapted to
transnit the Peserdtiededahafiacamdricisagnt dath hecdssihesyatemiis ot@adlnidatot he
second data pr, i n femvia the n_networ k ile
the second dat 5811%1%?%0(1:1 éag éfiagrﬁt% " emlfan‘cf'rl]n § recoréed @%&e{l%at?(gw tgfélff&%rd’Pﬁ Eleéns\l\ﬂ
recorded dat aah omhardlmm ef ﬂzepresaant avengowthe alime agnad)mﬁ rhél' fe@sofr isra% emamgeu ng
bet ween the fi cessin tem and ni ca

net wor k at Iegéaﬁil ep)%)r u)}l% ﬁg%necglélll ?ﬁe (foﬁ%ﬂ%%{?n Cog'éeﬁ %@&pﬁs%ét least a

i naccessi blse vma:hhg)mattqastbdmodamheff‘cratcertho fireak@ixohmualkatidnpeotsetond
coupling between the second data processing systemand the 25
comuni cation network at |east partly accessible to the public can be
i naccessi bl e {ivang torthd uss bnweplinigevhichtieimedcenibid ;ocnding whke wed bot h the

first and the essin tem.can ri se one, or

data processi n%%%%? tl%g éﬂge 3 %8cé’¥(§ & &e&%sgﬁg&) §’9t§°tne°ﬁ’i'nc95?‘f°]63élge
further adapt esy mmntcrdeédatze smmmtmtdr vipseS Qsphinpe-abd enid/c&uta feontimkKcious
convert t nds .into accordin

i nt er net gtﬁot §8r§+n\é ng%gé'@%% igfLip %H%Wgrgggfé?sgﬁarﬁﬁrl thesrsﬁ eto ﬂ’&pgbl{cﬂ%ﬁ‘e
adapted to tr &irgmithe mmdedat&pdabamacsmndlongomdletfhﬁ dauatpmmtsm@systmml to
the first dat ive
command dat a gjngg&ﬁg?{ﬁo%a[g %@‘%S@em%%%vﬁaaf% an de eV| 8r aﬁﬁ?s‘ﬁ’e
coupl ed to theodplingt data processing system and Whl ch is adapted to
execute the command data which can further conprise a sound signal, a
spoken nmessage, a video signal, a voice response system a DITM
system a léon{Thotomynupicatiorf system adewdingto sheqinesars itvienthnicagbe alapiFdfoc taer a,
a | ocking devi Qe s i Vi ce
can be utili zg‘%‘s ﬁ%] OWQ%EE%S%ES{B?‘% aggﬁ?ﬁ e L&Preg:térr%%gnm% %%%nqgak to
a person pres éﬁ’ﬁ’ldalg redgede dats fromgdastilesationg for frstangerzstiden cemera oopen an
entrance to a pakdnoRd add\e Hisf $k I

ni ght delivery, t%msvm tche fﬂs ﬁaé{g&%é&?ﬁ&?? aﬁnﬁgﬁa@#agg%%gg'?%gﬁd or -
in the case oﬂaféﬁ@a@%é@thﬁmwt@mt@pl b dire seepud date procwsiopesmeiathe
machi ne 1@0““@6&&&&%&9&@&@@&%@8 éé@&l’ddﬁt@ Ssaﬁ&;ste?:[ﬂggﬁ eﬁ? t hat

adj ustment or sw tch-on or swtch-off I's n ddition to
surveil | ance EPPTC@B‘F&Q@COfﬂwa‘@dm‘?hS@'a@flabhsef}wleml@t(',{bp fiishepuplingt he

present inven Bét@@enctﬁé"fngﬁiaﬂﬁf&e&%g@&érﬁ Md tH@EoMﬁncaﬁ ndlik Qﬂga%hparﬂy

el derly people or %nttl ents requiring care. In such a case
control room Pescsb éﬁlewb]é%ﬁﬁéh@e@lbeﬂﬁécem vip for finstansqheintatest pratoees s

to carers. |naddl {cbeHa cBQplﬁQ BEitREd Y RERRLE ﬁ?&ceésﬂ%%%ét&? dthd 1S

further pOSSI bl e using Eresent invention to s ata present
on one of ?hec‘aﬁﬁ@l‘fﬁl%%?f gt le3ss pasiipaccengible tathe pablicenn be inpasessible via

simlar persofy 08k the/Stehddf FHIBE1 Pikrein both the first and the second data processing

system can comprise one or more data processing systems.

The second data processing system can be further adapted to receive commands from
30 the observer and to convert the received commands into command data according to the

internet protocol. The second data processing system is here then adapted to transmit

command data according to the internet protocol to the first data processing system,

which is adapted to receive the command data and to forward the command data to a



20lt is the case in all applications of the present invention that,
in contrast to a link between a plurality of data processing systens
whi ch i s based on the conmunication protocol, data traffic over the
| ink not accessible via the communi cation protocol is nmade possible
by physical settings of the coupling that is inaccessible via the
comuni cation protocol. It is hereby not possible for a malicious
person to enter the 25first or second data processing systemfromthe
at |east partly public conmunication network, or to enter the second
data processing systemfrom or having entered, the first data
processi ng sysitem wideh iscapledes tha first dateproassiidestbinfasd whidh & apapd@iassi ng
systemfrom aqr_havi ng entered, . the second data processin stem
si nce uni nt endec u%\élfea%%(néﬁg%agaew% B PR CORrSG 2 F"é‘nﬁ%}@%gg‘?ﬁ%ile.

Uni nt ended dat@segs haiige sipml panict euspard yystamf a POSFIshdtan, o] siead foraf

m suse, such as .m suse .of..sof re error i suse of .software
settings, s uc%e%%e UL lnéé?lfgf %8@2%%%.%%%5%%@ a grodpgiion Baghing,

i nvention Secording neans at the first |ocation generate a broadband
audi ovi sual si.gnal i ch nmust .be.carri to the control room_ The
control roo mlhggnsa{”o?\gé}fee%vﬁ%?ag b 8“@%?869 agggr?né’ﬁ%r?tﬁf agghet“(?n%‘ﬁ [} to speak

di fferent camtragersbnppoae dt thafiktiecaipg ©efor Gistatdtrty Spenlaf Btintdto @kHaEHS t O

be able to track. the i es nerat.ed by. these caneras., Operati

means are fur t%'hf‘ l;I‘FStﬁorcggégeIlﬁf?r % %lgﬁgbgtaaltg?g ﬁg?é%i%ﬁﬁ%?%%{gﬁigh%g R 8t °1£glnot e
operation of kidyhtsitmgionor iotieensetd visp@sed toublh, of $or pisedeib opdtateaeRties .
In additiqp, 5.the. operator can s K r tely to.a person .present at
the first qpocév F%ﬁ?asgoﬁ?: éegesrm Iéleé;rr?rgcg‘?lyﬁra?%go 15 %F?{J%IBW f Wﬁﬁ%’t"ﬂéﬁ
second | ocat i ewitdhyoffilsaasssafy. a t wo- way conmmuni cation connection. The
recording nmeans are here linked to a first data processing system
which is operated according to the intenet protocol. The first data
processi ng sy &t alditios td suriedldnaci cdl objhes, ithetcometmicdioh hgsteaondingad e
processi ng sy i i ontrol room .10Situated bhetwee
Phe T rst Jdat Hepie BrbitBh 86 e hsdd 16 m Rl n o b Sl GF o el BrgRes
syst em ar é5oneeqoringoare Ipsish o cok theoonter remsis whingdd by omesot (bs porftiveroom
recorded data [ t j AL .0f.ocol i n . saf e mat
whi ch does. noP el o thg By Bl Bl PSRl Rl B8RS E AT o
a si gnal whi chossidls using fhefporsed itventive tesecuraldhte piesenher encafithe dara bogyssing
vi deo signal, ;an.( - aud] I I AN RS j[Aterface with a
very specifi c,sﬁ15 %@g%%gﬁ%gﬂgg@%@%tpggg ?egsll@%@&%@%'l converter is
formed here by a first sub-device which converts a video signal
accordingzh0 khemk BiETRN RHRLEGR: (8 pits GATh A, ¥

signal) into an anal og \_/iagféo s(:ﬁlgr?aﬁl. pAgeélg\ﬁ/lﬁkJ%:?glgl\}\Elfa{i aggb%ééﬂﬁgound
suitabl e for betveensuppalie of datagprodesibng swysteonikich is Phsed oh ths cgmmenisitioo
video signal |de8dadiPurtnc GO 115k Rord6eE S YR GicgR! §s 1t
into a signal 1Dv\,hicch i srtrlan_'sport.‘g%P(()at v%éa t%e F%?g@%&?l@%ﬁﬁ%%g@gl and
which is fed madanpssiblebyplysigaltsaitipesod dwsorriing het ie magdestitievigthst r ol r oom
via the used coRIURLGAE hBRACE WRkitby INGoSH! a3

| i kewi se be forned bay af)vi deo st reasrlrer%ev?%g%ﬁlt?céﬂﬁé%%cﬁ%@ﬁﬁm%f
the preser? i fiveertseend dife pwerssingsystsmprdomere at least partly public communication

network, or to enter the second data processing system from, or having entered, the first

data processing system, or vice versa: to enter the first data processing system from, or

having entered, the second data processing system, since unintended data exchange via

the coupling is not possible. Unintended data exchange is particularly not possible by
30 means of'n:u'suse, such as misuse of software errors, misuse of software settings, such as

user settings.

In an embodiment of the present invention recording means at the first location generate

a broadband andiovisual signal which must be carried to the control room. The control
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conprises a second protocol converter, which can be identical to the
first, for the purpose of further increasing the |level of security.
25 In a further enbodi nent the operator can nmake a connection with
the first location fromthe second location in order to carry out a
preventive check or to carry out a virtual inspection round or to
perform additional services for clients, such as for instance
assisting renotely controlled night deliveries or checking and
operating installations 30 and machi nes. The invention will now be
elucidated with reference to the follow.ng figures, in which: Figure
1 shows a fi r stoneisladaptenithate toénable ay speearvrfto selax diffareat cagerdadigposaidio tdi ng
to the present_jnyention: . Figu 2. shows second e i nent of a
system f or exE:S agﬁéqrrslléwﬁg 5° lélcoéofgfﬁoﬁgab]t%éo Fﬁg%r%lg%eﬁlgeqe%%%ir{%ﬁ?

Fi gure 3 showsamerthDpelatbrgnosihneafurtbér peesant Streperhinre meovabla baphangs od &dra
according to th resent i.nvention: S5Figqure.4 sh a fourt s
rbodi mont | of b ERERE ot AR b Hler SN4GS Sonch BiOE T pactiien T pasti,

i nvention; 5 Filguperator shopskaenfdtfly o agremod presmt atolie fastdyeati@iymichas a driver
exchangi ng data,accardi ng.to.the present .invention. 10 Fi gure shows
2 Tirst enbodEREariFHaryR daRecRs Kodn e ath S va sirarcag
sensors from theegiooufheotcoalimymeads &t bers linled dh Dfiandhtavirclesingagasm whigh

means and di sp| i nt, i,s .coupled a i st ,location 105 ta.
data processi %go%évgeﬁ g%ﬁ%@%@ eﬁrfc/te%ﬁé’éée%?ﬁog iﬁP%ﬁTSE daltaeﬁ’rg‘iFFsélfgostStg’%}ésﬁ@%’d
(CCTV) 100. Thi thd iosedt oithecadond tigh protsiionsysyeait sitmidddn theomtrol room.

dat a-co i cat, connecti-on . wWith a.first protocol nverter. 200.
Vi deo dat 2011 Sivodfeh eERAACHS P adth bede Bsind £ 3l R 3mSRt Bins
t her eof can berefogelot morp pEtaclaionotians evttichreo @B (sy tha rdcheled datnechrimp tethe as
to be convert I verter. 200 t ata 405 accordin o]
t he internet gl?%r?% gqﬁ&gfﬁtgian%gfgg?&ﬁ%‘?hvﬁ} %e%ﬁ’r&r‘u‘?\‘?’ (;ﬁlaetulmour%loﬁ P o‘f%%tgl%,eé
These dat a 408atar/s ¢xpapls i 4 sighl Whichhstteeoiouminn be sitieble B0Bretan (dnakg)
conmmuni cati on 4 k ible.to the public.
Via the commu H{a g%t o Er(i alrll gatg\z}\lgé)kahglgg}gg@% é%%% af(fﬁ%?f'aé% witha vety sp edthc

15 predefined data protocol. The protocol converter is formed here by a first sub-device

which converts a video signal according to the internet protocol (a so-called streaming
video signal) into an analog video signal. A device which has been found suitable for
this purpose is a video streamer. The thus generated video signal is fed to a second sub-
device which once again makes it into a signal which is transportable via the internet

20 protocol and which is fed to the second data processing system at the control room via
the used communication network. The second sub-device can likewise be formed bya
video streamer device. In an embodiment of the present invention the second coupling
comprises a second protocol converter, which can be identical to the first, for the
purpose of further increasing the level of security.

25 )
In a further embodiment the operator can make a connection with the first location from
the second location in order to carry out a preventive check or to carry out a virtual
inspection round or to perform additional services for clients, such as for instance
assisting remotely controiled night deliveries or checking and operating installations

30  and machines.

The invention will now be elucidated with reference to the following figures, in which:
- Figure 1 shows a first embodiment of a system for exchanging data according to

the present invention;



20 partly accessible to the public the data 405 according to the
internet protocol are forwarded to a first control room 300, which is
| i nked via a second protocol converter 310 to the comrunication
network 400 at |east partly accessible to the public. The second
protocol converter converts the data 405 according to the intend
protocol into video data 115, audio data 125" and control data 135",
which are forwarded to first 25control room 300. Figure 2 shows a
subsequent enbodi ment of the present invention, wherein a nunber of
sensors fromthe group of alarmdialers, audio and video recording
nmeans and di spl-ay Bgue psterts aisecombemlbcelﬂnm offd system f@eathatgingl @i dccording
data processing sy, r.ed cl osed- 30circuit television system
100. The cl osed- C|t§t(t:hﬁer8trgs? V\??%%M system 100 is in data-

comuni cati ng conrégire b‘)shqmstahhzal dmbodimepiradt eystdm foo exchiidetiy d2Q GecoAlit} 10
data 126 or contrqh‘}%gge 6191{ conbi nations thereof can be fed to
prot ocol converter vi'a' the connection. Also linked to pr ot ocol
converter 200 i-s Wiglze4 slwmraafom&mbmﬁlmexht of & exsietiefer ssichie@ing dhta adcbfilitg0
protocol converter 46 sg;ltotvgn )l converter 206 converts video data
116, audi o data 178 SRS E A } tata 136 to data 406 accor di ng to the
i ntemet protocol. P‘igleséshsbmsa fﬂﬁ@mbmdmenﬂoﬁgsysmmtfbmxbhﬁngmgéatpambﬂmglto
are transmtted by onverter 206 to the comunication
network 400 at | eaﬂééfjlgrgst68 lﬁ englcces& ble to the public. Via the

comuni cation-network 400 at | east partly accessible to the public

t he data 6 r t 1nter.ne t oc are forwarded.to the
first con?@olg or:)é% g%‘gsgafs/\rlgteﬂ%omme tOf%e e\?fngmé’e%leogbwnlgr rofl%t% of
converter 310sensprs fiegm demmanpiof alhnnndlalmelamdnolandl&ﬁecamdréag meqamid esasplay
accessi bl e to, I n onvert rt ta
305 accor di ng" Mo RE T phpied B RRS 1 4 8h 0 b SANE Sl Bl SRR 5
125' and cont mmmtmveﬁwll%st@mmm 180 eTHe glopa¥ dedit tetevisha sfstens t 00dont r ol
room 300. 10 Jhe ﬁg%gj t hat
or ot ocol convertc g&fﬁ@&%%?@ﬁ]glﬂpa {'1#19%5%0 rtl&r@%o aﬂgg :#a?gqu
comuni cal$n gawq dataji28 eocqnanbiaal 186 8r COPrbmabmlﬂlm;mﬁ vmheefcd t@@ﬁ)tmh for

i nstance be f - B&Y B BY Okl 55 I
vi deo canera 18 via for |ﬁstar¥f(§e9 Sttsﬁ‘g%g?wan& El%)og%ge&e?z&qgé&g
resul t this 19estrodngtorbe swmebroappior sdilgartiodutaryniatoeproagdous| y
in situati onsTpRess: &3 fXkaakhig £061€biveRk 0 b

present at a | ocatl on, alvvhlc ex(ljfs;}tlrﬁ yst emrmab?dtﬁyb e 1&}‘&}%%&,&
repl aced. Rea%QS’riiéleP%PaIﬂhF@eW tbéhepmbhn 8&ﬁsth§¢ccgrlam<@tjoralpﬁp¥®ké®0 @ilcast
security gert ahﬁf@:%&%ble% the ﬁﬁtﬁﬁtﬂ]leYdang adMER B Sierh @ r&&{%har@
closed-circuit television system present” I nventi on

possi bl e, on foreargedde 3 figst CCHIHOHP?IEé@@A “éli@ihSQ linkgd vig asgeonéprptore) corvsttérde a
security systSmiikobfiisicARARGSH 408 ook PRESTHRG, BYSLAE BRI N0
hacked, wherein an inproved inmage quality or 71 nmage transm ssion speed
can al so be a¥RE\wEdCScanverter pyverss the data 05 apeording ©3hedpiemet irgtogad into

prot ocol convgldsedata2Q9, audio data 125' and control data 135', which are forwarded to first
25  control room 300,

Figure 2 shows a subsequent embodiment of the present invention, wherein a number of
sensors from the group of alarm dialers, audio and video recording means and display
equipment is coupled at first location 106 to a data processing system formed by closed-
30  circuit television system 100. The closed-circuit television system 100 is in data-
communicating connection with a first protocol converter 206. Audio data 126 or
control data 136 or combinations thereof can be fed to protocol converter 206 via the
connection. Also linked to protocol converter 200 is video camera 103, which provides

video data 116 to protocol converter 206. Protocol converter 206 converts video data

10



Figure 3 shows a third enbodi nent of the present invention, wherein
both the closed- 25circuit television systens 100, 105, 106 di sposed at
first location 105 of figure 1 and at first |ocation 106 of figure 2
are linked via the respective protocol converters 200 and 206 to the
comuni cati on network 400 at | east partly accessible to the public.
Such an enbodi nrent can be applied particularly when a plurality of

| ocations nust be nonitored fromone control room Data traffic
cannot t.ake place between the locations for 30 surveillance in any
way via the internet protocol, since each of the locations is coupled
to the comunil¢@rhdindaied2omk c40R] ddta | Bas tatpdda dcyoraiﬁgmsthé ilntemet grotob.
public via a I r.which i s . inaccessi

pr ot ocol . Ei gﬁglgste%gtg ﬁ()%c@gr%?%? tthFI mter% H)é:(r)] L are tfantﬂﬁll%teg b t:oq convelefer

i nvention, whép@tortheacosmnmivdtigomrtwok 400cnoma£@ﬁhlyscdessnk@|ﬂ thﬂpﬁlb]&: Vi thel
prot ocol conv . tion

partly access?%ﬁﬁ?lgﬁgﬂé&gh %ﬁogggggy rty%a'?sm ﬁ&) BubgngTeaatﬁta 4@&( he

i nt er net p|50t oowidigg te teontwaetgpeaodobart: frewsmdedtn dheciorsttcomtol rawori (B 20hichwdai ch

is linked via d efe 330 to the col n
net wor k 400 athﬁ]félg}é ase?o Hp{/‘) %:gg%oélsf{; Ottg[bi eI HOn 0 %@Q&fl ?:?ﬁ

can be nade spwﬂyaa:nsd]lnztbyhermbbc Whe dfccmndq:rcmmt cankrerrenmlﬁrexﬁﬂﬁta 4820. The
second protoc t Q r ordi ng .to the
i nternet prot gl(::cg %ﬂhe%terﬁ& rcg&{ﬁl’% i‘%p dg{ %‘89 afe %amgcro Bdefol

data 135', whilgH vehi@latrdsbnsardddttedlefmstbm&nonrnt300.ontroI room 300. The
third prot col converter 330 converts the data 405 according to the

internet protocol to video data 115", audio data 125" or control data
135", whi ch aflke ¢mbodgndnt shogn tofigune?2 hacthmdvmmg'emt poecshcdR@rter PBSisch an

embodi ment pr g%wga@c%whﬂ R0V %aﬁg.s %R?Eo ﬁaﬂg%&lﬂ?wdéo%aw %9 p%‘otoco

| ocations for eguar I ng, € con ons afe’a resen
wherein it i scwsmrtip@candowmstwtbe@zrm@heahyragrldﬁommecahmbm able to

connect] on !¢ o fiblsEATHS Ol ANILEORR RESR0F 05010 QM YD

an enbodi ment can for 1 nstance provi row
first contlfol elfﬂb@iweﬂtFanc@mpalied@almeuleréeaﬂvwmomyhﬁ emtenonso’dmeraolexmto:@rrs

have different, EEQV&Eﬁt I%w%g 3}3{ g{)m Pf%g'énE ala 15 ﬁgﬂ Gk, e dt%gt%ﬁstt&y}ngg £$tzed

to detect and eal ban e a secon
can for inst ah@@ﬁlﬁ'@e@ﬁ répdaced 8@5189@5 igethis DWYthq reoistsly erastcd eppriveng.

Figure 5 s hov‘@ecﬁ% c@r‘ﬁﬁ&;}iﬁr orqgeaﬂlﬂ’ HEdRG V%%tm%&g o 2&%%%503%&&"1&:@& 'te?éf\}fsm hi z

ermbodi ment conpri Ses the enbodi ment o I's cou
a simlar enb&gicreric Bewnt pgaterhmakeg étﬂgﬁlsihlﬂg Olpthe\bmlie@ ap hleeaémﬁaﬁmage

that for '205t @5@&:@1 5 ﬁfbxg@é)a s%!:tgﬂﬁgystemlﬁheés%hﬂﬁggf aa&a?aﬁyr&)é%smg system bem%

closed-circuit television system 10 recel ved Irst contr
room 300, canh#ked ghesinge dupreved 1mggquehty@bmaggtraqs@@qp5g@eql fanlebsd boi a a

protocol convei&kd Bylfhking existing camera 103 directly to protocol converter 206.

Figure 3 shows a third embodiment of the present invention, wherein both the closed-

25 circuit television systems 100,105,106 disposed at first location 105 of figure 1 and at
first location 106 of figure 2 are linked via the respective protocol converters 200 and
206 to the communication network 400 at least partly accessible to the public. Such an
embodiment can be applied particularly when a plurality of locations must be monitored
from one control room. Data traffic cannot take place between the locations for

30  surveillance in any way via the internet protocol, since each of the locations is coupled
to the communication network 400 at least partly accessible to the public via a protocol

converter which is inaccessible to the internet protocol.
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to the comunication network 400 at | east partly accessible to the
public, which is shown twce in the drawing for the sake of clarity.
The first control room 300 can here 30 be a control roomof a private
security firm while the second control room 520 can be that of an

of ficial body such as the police. In this way the functionality of
"external rerouting” is provided, and unintended data exchange via
this inaccessible coupling is made even nore difficult. In addition
to the shown enbodi nents, the present invention has nany ot her
variations which are all ‘covered by the following clains. d ains:

1. Comuni cat i drusybthews § Gtk kobtraingdnn of tapresentiatantien) wherefniarssdond control

communi cati on K. owi,th at. | east ,a firs t  0ocessin §Sésten]
adapted to co ﬁ%ﬁl?@g Ié”k\‘? fi glataﬁhem% prrl?atg?orll% nvf)rrt%ls?)@% ﬂ?e c?%n&mpmg“? g’f
comuni cat i on 4b@etdenstkpartiv actessile toghspublic sethanidtadas sccprlingesthk igersyt St em

adapted to co l£a ceordi.ng. to.the Jjnternet otocol:. 1Quia: a
third connuniggﬁﬂgﬁnég)m%@itgpmgggg?mﬁh?%??mggggggiﬁﬁ%ﬁ?%wfﬁgmgublic,
wher ei n: - 5t herdtacobdonvkaten3 Iorio te ssmgnisafioh eehwork 400 akledt pirtdy @cdskibisto

coupling to t e H}‘liicrd comuni cati on network; and 15- the second data
processing systemis linked via a second coupling to

A connection can be made simultaneously here with two control rooms 300, 320. The
second protocol converter 310 converts the data 405 according to the internet protocol
10 to video data 115, audio data 125' or control data 135', which are transmitted to the first
control room 300. The third protocol converter 330 converts the data 405 according to
the internet protocol to video data 115", audio data 125" or control data 135", which are

transmitted to the second control room 320.

15 Such an embodiment provides the advantage that, in addition to multiple locations for
safeguarding, multiple control rooms are also present, wherein it is possible to reroute -
an existing communication connection from a first control room to a second control
room. Such an embodiment can for instance provide a backup provision for the first
control room. It can also be used when different control rooms have different powers. A

20  first control room can here be authorized to detect and deél with bank robberies, while a

second control room can for instance be authorized to deal with hostage situations.

Figure 5 shows yet another embodiment of the present invention. This embodiment
comprises the embodiment of figure 4, which is coupled to a similar embodiment 500.
25 Such a coupling provides the advantage that for instance a video signal, which is
generated by closed-circuit television system 100 and received by a first control room
300, can be forwarded to a further control room 520 linked via a protocol converter 510
to the communication network 400 at least partly accessible to the public, which is
shown twice in the drawing for the sake of clarity. The first control room 300 can here
30  be acontrol room of a private security firm, while the second control room 520 can be
that of an official body such as the police. In this way the functionality of “external
rerouting” is provided, and unintended data exchange via this inaccessible coupling is

made even more difficult.
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the third comuni cati on network; characterised in that at |east one
of the couplings conprises a video connection inaccessible to data
traffic according to the internet protocol, wherein 20- said one of
the couplings further conprises: - a first video streaner adapted to
convert a video signal according to the Internet protocol into an
(anal og) video signal; and a second video streaner adapted to
convert the (analog) video signal into a signal which is
transportable via the internet protocol. 25 2. Conmmunication system as
claimed in claiml, characterized in that the third comrunication

net work at | edstddiamttd the slpesmitolliments, thdygregenttihventiomshaa maoyathietivaddtion
network from Sh UL OMP, o&é E,&g(ﬁﬁ;bast fixed conmuni cati on network
such as the in erné%,cﬁ 'Rt Panet., Cexeranet, LAN, WAN, VPN, HFC, cable
or X-DSL; - an |P-based w rel ess communication network, including
GPRS, WLAN, W MAX, EDGE, UMIS or satellite; - a GSM GSMlata, HSCSD
- an | SDN;, 35- a PSTN.
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3. Communi cation systemas clainmed in any of the foregoing clains,
characterized in that at |east one of the couplings conprises at

| east one of: an anal og data connection; - a digital data
connection. 5 4. Communication systemas clained in any of the
foregoing clains, characterized in that - the first data processing
systemis coupled to recording nmeans for providing recorded data of a
first location; 10- the first data processing systemis adapted to
transmt the recorded data according to the used comuni cation
protocol to the second data processing systemvia the third
comuni cat i on Gkdtmaor k; - the second data processing systemis at

| east adapted to reproduce the recorded data to an observer at a
second |l ocation. 15 5. Conmuni cation systemas clainmed in claim4,
characteri zed ' n t HePmpHeatiPRBsen fRgeeeEgdaie. RAWRANdi ng recor ded dat a
conpri se neans from the gfieugonthunication network, with ¥i Be€ 4 @&OHAl Meoc@Esing

TP T o B RSP SRRl Y
an
- a second communication netwaork, with at least a second data
processing system, adapted to communicate according to the internet
protocol;
10 via:
a third communication nefwork at least partly accessible to the public,
wherein:
- the first data processing system is linked via a first coupling to the third
communication network; and
15 - the second data processing system is linked via a secohd coupling fo
the third communication network;
characterised in that
- at least one of the couplings comprises a video connection
inaccessible to data traffic according to the internet protocol, wherein
20 - said one of the couplings further comprises: _
- a first video streamer adapted to convert a video signal according to
the internet protocol into an (analog) video signal; and
- a second video streamer adapted to convert the (analog) video signal
into a signal which is transportable via the internet protocol.
25
2. Communication system as claimed in claim 1, characterized in that the third
communication network at least partly accessible to the public is a
communication network from the group of:
- an IP-based fixed communication network such as the internet,
30 intranet, extranet, LAN, WAN, VPN, HFC, cable or X-DSL;
- an |P-based wireless communication network, including GPRS, W-
LAN, WIMAX, EDGE, UMTS or satellite;
- a GSM, GSMdata, HSCSD;
: - an ISDN;
35 -a PSTN.
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an audi o recording or reproduci ng system such as a m crophone or a

| oudspeaker; - a data recording or reproducing system such
as a notion or contact 25sensor, a breakage detector, a switch, a
fire detector, a license plate or a face recognition system or a

vi deo notion detector. 6.Conmunication systemas clainmed in claim4
or 5, wherein t he second data processing system
is adapted to receive commands 30fromthe observer; - the second data
processi ng systemis adapted to convert received conmands to data in
data formats suitable according to the used communi cati on protocol;

t he second dat3a prGoessnicgiosysisem | s atkpéddnt any refndime tfoegsm@ndaims,

35data according t ghdrhiQete %EQ%P%io?fﬁeBB i gcs%{ngﬁsafs*;\?|e§jstéﬁéo. at a

processing system - the first processing systemis adapted to
recei ve the command dat &P @nalogdataconneqtigg fjrst data processing system
is adapted to forward t-heaigarms@neatien.t o a device which is coupl ed
to the firgst data processing systemand , 5which is adapted to
execute thé conmand data. 7. Comrunication systemas clained in claim
8, wherein thé conwemaurieation agystenh ozse reldimesm in henygr @fu theofforegeing oskziuds,
signal; 10- a spokeiurdBtshad®i that

- the first data processing system is coupled to recording means for

providing recorded data of a first location; '

10 - the first data processing ‘system is adapted to fransmit the recorded
data according to the used communication protocol to the second data
processing system via the third communication network;

- the second dafa processing system is at least adapted to reproduce
the recorded data to an cbhserver at a second location.

15 ,

5. Communication system as claimed in claim 4, characterized in that the
recbrding means for providing recorded data comprise means from the group
of:

- a video recording or reproducing system such as a camera, a DVS

20 (digital video streamer), a DVR (digital video recorder) or a CCTV
system;

- an audio recording or reproducing system such as a microphone or a
loudspeaker;
- a data recording or reproducing system such as a motion or contact

25 sensor, a breakage detector, a switch, a fire detector, a license plate or

a face recognition system, or a video motion detector.

6. Communication system as claimed in claim 4 or 5, wherein
- the second data processing system is adapted to receive commands
30 from the observer;
- the second data processing system is adapted to convert received
commands to data in data formats suitable according to the used
communication protocol;
- the second data processing system is adapted to transmit command
35 data according to the used communication protocol to the first data

processing system;
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- a video signal; a voice response system a DIMF system

- a control signal for a device such as lighting, a PTZ canera, a

| ocki ng 15device or a production nmachine. 8. Method for exchangi ng
data, between - a first comunication network, with at |east a first
data processing system adapted to comrunicate via the internet
protocol; 20and a second communication network, with at | east a
second data processing system adapted to comrunicate according to
the internet protocol; via: 25a third communi cati on network at | east

partly accessible to the public, wherein: - the first data processing
systemis |inked via a -fthe §tst dgia prdcaginpeysthe i$ hbaptedciomateniechd cahmand
net wor k; and - the second data processing system

is I|nked via a second couPlln to 30the third comunicati on networKk;
characterised in that -the fTirst data processing system is adapted to forward the command

data to a device which is coupled to the first data processing system and |
5 which is adapted to execute the command data.

7. Communication system as claimed in claim 8, wherein the command data are
chosen from the group of:
- a sound signal;
10 - a spoken message;
- a video signal;
- a voice response system,
- a DTMF system,
- a control signal for a device such as lighting, a PTZ camera, a locking
15 device or a production machine.

8. Method for exchanging data, between
- a first communication network, with at least a first data processing

system, adapted to communicate via the internet protoco!;

20 and
- a second communication network, with at least a second data
processing system, adapted to communicate according to the internet
protocol;
via:
25 a third communication network at least partly accessible to the public,
wherein: -
- the first data processing system is linked via a first coupling to the third
communication network; and
- the second data processing system is linked via a second coupling to
30 the third communication network;

characterised in thatc
- at least one of the couplings comprises a video connection
inaccessible to data fraffic according to the internet protocol,
comprising the steps of:
35 - converting by a first video streamer comprised in said one of the
couplings a video signal according to the internet protocol inio an
(analog) video signal; and
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- at | east one of the couplings conpri'ses a video connection

i naccessible to data traffic according to the internet protocol,
conprising the steps of: 35- converting by a first video streaner
conprised in said one of the couplings a video signal according to
the internet protocol into an (anal og) video signal; and -
converting by a second video streaner conprised in said one of the
couplings the (anal og) video signal into a signal which is
transportable via the Internet protocol.

- converting by a second video streamer comprised in said one of the
couplings the (analog) video signal into a signal which is transportable
via the internet protocol. '
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