WO 99/ 05847 - -
PCT/ GB98/ 0207
VON ToRI NG A BGRBRIEATI ON NETVIORK The preseﬁ’FTﬁ]Gr‘n%W’on

relates to a communication network such as a - teleconmmunications network
and nore particularly to the nmethod of apd apparatus 5 for nonitoring
communi cati ons and-conmmuni cation patterns, for exanple, to detect

fraudul ent use of a"teI'ecmgﬁﬁmhwegmﬁmhﬁ,PN NETWORK There are nmany
applications where it wou € use t or

comruni cation patterns in a network. One such application is for detecting

fraud in a tel emanmegerﬁaqhwmsn naswds ananﬁeau% tnét i;ps%%aéed in a

t el econmuni cations 10 network, Is often as a re or gani Psed
ring of acti vielepommypisgiigns nefork a"d Mangy Pertierdarly; to thamfjpdc@@ﬂtapqenaukl y

since he wigl fd?%orﬂbﬁrﬁ;c&dnilrnm&’aﬁoﬁs“%ndf éo?dl‘ﬁl}”uﬁ%n Bﬁ{érr?s for exgltr}glev‘ﬂ bertiite

acconplices tg do this for Current t'ection of
ri nglrrgader S 08'3%4&‘&5“ preRf ﬁP&%fb@“’P'%ﬂﬁ'&F? pagwark. Si gnl f | cant anount of

anal ysis which is priefeosrg®shngTabpilchtichs WatieRgit |mﬁ:hﬂ%e&!£@ﬂmosb&£blé5o m3ftdrer ed
data. Since this Brocess is far fromreal time, the fraud ring exists for

| onger than i §°’B’@ wgﬁ}@n MAREEs g} g,network One such ap@hcpgondﬁ fgbae@gfmg)fraq(hlg

present i nventitelacdnimricavibsienawsiki NaHerOfravaing paﬂisetrated 0P ddictbhPuhRhtions
noni tori ng1§ommng?'cag| on, patterns ovgr a network and for nonitori n&\F

conmmuni cat | on23E¥; s, ft6 AR aursHi of A9 Yaanised ingoCTHARVRY- f HoneNsr e
activity 20 vingisuder isfrarely esagipiqeickif sintd BE GAMALD Rty Oftke RRY WaGdGUent calls

1)1[1 accordancebw Jvilﬂ R Léc%ﬁ\tpliéﬁ%% th'sh > resent i nvention provides a nethod

Currently the detection of ringleaders of such fraud groups requires a

significant amount of analysis which is performed off line using large amounts of
16 gathered data. Since this process is far from real time, the fraud ring exists for
longer than is perhaps necessary.

It is an object of the present invention to provide a method of and an
apparatus for monitoring communication patterns over a network and for monitoring
communications over a network which can be used to detect frauduient activity

20 within, for example, a telecommunications network.

In accordance with a first aspect the present invention provides a method of
monitoring cormunication patterns over a network, the method comprising:

an initial step of associating a mark with one or more entities in the
communication network; '

25 a detecting step of detecting communications between the or each marked
entity and at least one further entity; and

a .marking step of associating a mark with each further entity that
communicates with the or each marked entity.

This aspect of the present invention also provides apparatus for monitoring

30 communication patterns over a network, the apparatus comprising:

initial marking means for associating a mark with one or more entities of the
communication network;

detection means for detecting communications between the or each marked
entity and at least one further entity; and
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10 and marking is carried out by associating a mark value with each entity that
communicates with an entity previously marked, where the mark value is calculated
as a function of the mark value of the previously marked entity. In this way, the
'diffusion’ of communications throughout the network from an origination point or
entity can be monitored by looking at the values for each entity. Those entities

15 which communicate with marked entities more frequently will accrue a higher value
and thus the spread of communications can be monitored with a higher degree of
acouracy.

One method of calculating the mark value comprises passing a fraction of
the mark value. of the previously marked entity to each entity that commmunicates

20 with the previously marked entity.

In order to generate an average picture of communication activities between
marked points in the communication network, the mark values can be made to fade
with time. In a fraud detection system this enables the removal of suspicion from
legitimate users who may have happened to have made a single call or infrequent

25 calls to a suspicious user,

The mark values used can be calculated in many different ways. If a
communication is detected between marked entities, the mark values associated
with each of the entities can be changed as 3 function of the current mark values of
the entities.

30 Points of high network activity e.g. fraudulent activity can be detected by
comparing the mark values associated with the entities with a predetermined range,
and identifying the or each entity having a mark value associated therewith which is
outside the predetermined range. In this way, in a fraud detection system when the

fraudulent activity reaches a certain level i.e. the mark values or suspicion values
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a generating step of generating a signal indicative of the detected
communications between the marked entities.

This aspect of the present invention also provides apparatus for monitoring

20 communications over a network, the apparatus comprising:

marking means for associating marks with entities in the communication
network;

detection means for detecting communications between the marked entities;
and

25 generating means for generating a signal indicative of the detected
communications between the marked entities.

In accordance with this aspect communications between marked entities are
detected and in a fraud management system communications between marked
entities could be indicative of fraudulent activity.

30 . . -In one embodiment mark values are associated with the entities and the
mark values of the entities which are in communication are detected. A value for
the communication is generated based on a function of the detected mark values for
the communication. The value for the communication can then be compared with a
predetermined range and it can be identified whether the value for the
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10 identified by user related code as communication origination, e.g. in a
telecommunications network an entity can comprise a charge card number or a
personai number. The user related code may be used at any communication node
and since charge cards and personal numbers are particularly prone to fraud, the
ability to associate suspicion with such a user related code is important. It is not

15 sufficient to merely associate suspicion with communication nodes since charge
cards and personal codes may be used on any communication node for making a
fraudulent communication. '

Embodiments of the present invention will now be described with reference
to the accompanying drawings, in which:

20 - Figure 1 is a schematic drawing of a telecommunications network employing
a suspicion system in accordance with an embodiment of the present invention;

Figure 2 is a schematic diagram of the suspicion system of Figure 1;
Figure 3 is a schematic drawing illustrating the 'diffusion' of suspicion
throughout a network;

25 Figures 4a and 4b comprise a flow diagram illustrating a method of
monitoring fraudulent activity in a telecommunication system in accordance with one
embodiment of the present invention;

Figure 5 is a flow diagram illustrating a method of monitoring fraudulent '
communications in accordance with an embodiment of the present invention; and

30 . Figure 6 is a flow diagram illustrating the automatic assignment of suspicion
to an entity in a communication natwork.

Referring now to Figure 1, there is illustrated schematically a
telecommunications network utilizing the suspicion system in accordance with a

known embodiment of the present invention to monitor fraudulent activity.
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the marked entities; and 25 generating nmeans for generating a
signal indicative of the detected communi cati ons between the marked
entities. In accordance withs this aspect comruni cations between
marked entities are detected and in a fraud nmanagenent system
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10 Such types of fraud management systems are well known and are outside the scope
of the present invention. The honitoring of the communications by the fraud
management system are passed on to a suspicion system 5 which has a suspicion
database 6 associated therewith.
Figure 2 illustrates in more detail the suspicion system 5 and database 6 of
15 Figure 1. A call information interface 10 provides the suspicion processor 11 with
call information from the network of switches 3a, 3b and 3c. The suspicion
processor 11 calculates a suspicion value for each point in the network in
accordance with the call information and the calculated suspicion values for the
points in the netv;'ork are stored in the network suspicion database 14. The
20 suspicion processor 11 calculates a suspicion value for calls between suspicious
points in the network and if a call has a suspicion value higher than a threshoid, the
suspicion processor 11 can cause the alarm unit 12 to warn an operator that a
suspicious call is being made., A timer 13 is provided for decaying or fading the
suspicion values for the points in the network in order to remove suspicion from the
25 legitimate customers over a predetermined pariod of time.
Figure 3 illustrates the principles of the passage of suspicion over a network
of nodes A to B. Node A is initially marked as suspicious and is assigned a suspicion
value of 100%. A call is made ta node B which is therefore assigned a siuispicion
value of 50%. Node B then makes a call to node C and node C is thus assigned a
30 suspicion value of 256%. Subsequeantly node A makes a call to node C and thus the
suspicion value of node C increases to 75%. Node D makes a call to node C and is
thus assigned a suspicion value of 37%. Node C then makes a call to node F and

_node F is assigned a suspicion vaiue of 37%. Node F then makes a call to node G
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line. = The suspicion value is likely to be based on the severity of the recorded

incident, for example, a call of slightly long duration would have a suspicion which is

20 a lot lower than a call to a known fraudulent location which would in turn have a
lower suspicion than a suspicion based on a telephone number which has been
barred recently.

Once a suspicion has been recorded for a user, there are a number of
opportunities for using this information pro-actively.

25 If a call is made from a telephone which has a suspicion associated with it,
the telephone. number that is dialled can also have a suspicion value associated with
it. The suspicion value associated with this new number will have a suspicion value
which is lower than the telephone making the call. If the dialled number aiready has
suspicion rating, the new and old ratings will be combined with an appropriate

30 function. Such a function may be to add the two values together to increase the
rating for that telephone, take the highest value of the two, or take an average of the
two for exampls. This latter approach is iliustrated in Figure 3,

Also, a suspicion rating for the actual call being made can be determined.

For example if a call is made from one telephone number to another telephone
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To provide the most complete information a ‘pointer’ to the call record
which details the call made can be stored for each suspicious call. In this way a
trace can be performed of where the fraud chain and gang network exists.

15 Figures 4a and 4b ars a2 flow diagram iliustrating the operation of an
embodiment of the present invention in a telecommunications network wherein
telephone numbers comprise the origination ID and destination 1D and user related
code in the form of a charge card number or personatl number can be used by a user
to make a call from any origination 1ID. Since charge card numbers and personal

20 numbers are particularly susceptible to fraud in view of their portability within a
telecommunications network and the ease with which they can be fraudulently
obtained, it is important to be able to assign suspicion values not only to actual
physical nodes i.e. numbers within the telecommunication network, but also to user
related code such as the charge card number or personal numbers or any other entity

25 which identifies an origination or destination within the network.

In step S1 the fraud management system receives a call attempt. In step
S2 it is determined whether there is a charge card number or personal number
associated with the call attempt. If there is no number associated with the call in
step S3 the origination ID and destination ID are obtained from the call information

30 and in step S4 it is determined whether the origination ID has a suspicion value
associated therewith. If the origination ID has a suspicion value associated
therewith, in step S5 it is determined whether the destination 1D has a suspicion
value associated therewith. If both the origination and destination {Ds have a

suspicion value associated therewith in step S6 the suspicion values of both the
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the possibility of a high degree of fraudulent activity taking place. If in step S10 the
threshold is not exceeded or in step S8 there is no suspicion value associated with

16 the destination or the origination IDs the process terminates in step S12.
. If in step S2 it is determined that the call attempt has a charge card number
or personal number associated therewith, in step S13 the charge card number or
personal-number, origination ID and destination ID are read and in step S14 it is
determined whether the charge card number or personal number, origination 1D, and
20 .destination ID each have a suspicion value. If they do, in step S15 the suspicion
values of all of these are increased. If not, in step S16 it is determined whether only
the origination ID and the destination ID both have a suspicion value. If they do, in
step S17 the suspicion value of the origination ID and the destination ID are
increased and a fraction of the combined suspicion of these is assigned to the charge
25 card number or the personal number. If the origination ID and the destination ID do
not both have a suspicion value in step S18 it is determined whether the origination
ID and the charge card number or personal number only both have a suspicion value,
If so in step S19 the suspicion value of the origination ID and the charge card
number or personal number are increased and a fraction of the combined suspicién
30 value is assigned to the destination ID. If in step S18 it is determined that the
origination ID and the charge card number or personal number do not both have a
suspicion value, in step S20 it is determined whether only the destination ID and the
charge card number or personal number both have a suspicion value. If so in step

821 the suspicion value on the destination ID and the charge card number or



suspicion values are used in order to illustrate the principles with

r ef er'‘ence togl 3, any suitable nmethod can be used_to cal cuI ate the
passage of su 7 val ues over the network.’ PCT/GBY§p2077

accor dance W|th the principles of Figure 3, initially a fraudster's

tel ephone 10 activity is registered as gnhusual on a fraud detection

system This may result in a nunber of aI arns bei ng rai sed, and
possi bly the e e furt usa Wien t he
cal | has been%&E’"aZt"g'?’e {geq@der&%eéjun%sgﬁ '%{‘g LS esaﬁ“ﬁ%'c'g“ "a‘Hﬁi/‘sbe

associ ated w tahsmmd WYsthe pmglrwt!dratlabaﬁemv\ttep: 8200t iai diserhniretisthat oslySfHeCi Ous
t el ephone nu r ci,on | and the
”%@étﬁna{.c%% Q?J thW c;rhv 8{5 lejd rw%gp 8:1 u;?e dsqulalsmer do no}\; g‘l’tﬁt R

t el ephone 15 owner ter nat e integrate
nor mal bi | | i ngushigierbegius, in step Sg2 !thmdghrmlm@nalmhermmysmee:d thvo oriigihattien i@,duced.

Thus, the sys&m&%nat%%a&%maraé Béd numberaartdz%ﬂsl rruﬂ,bgm\}aves&sg%m{nf $gd

detection rate it is preferred to operate ystem o
suspi ci on val yalups If th%éldg? U’OST%SB%\:@efCFCBw phthesve-emlbm yalod ist #nsigned tr thed

i nci dent, for @A hizh d8 n%ahéveoj su&b‘bﬂnr\/lalﬁel i sflws%\%' 8791y, %zgaq\t
han au ent

suspicion which is 20 a |ot |ower known fr
| ocati on whi cRh&BHsPigiop yalug has ﬁ‘?i’!?@eda in step s?’b%é? d%‘e@pﬁ@l whetherghe auspisigni ci on

based on a tehapbabe tHalahege WhHd Crhun{%@ﬁ osbSé‘rQonal numBé&! R ofigRSidh! | nge?r ﬂ}e

Once a susql cion._has been recorded for user, there are a nu

oppor t uni t i 8s 4PHNatA Rgs prrater F*Fi'f"é‘i‘?ﬁi‘ﬁsb?ld pFG°a’EtSFQPe?%5 arpajarm is generated| f g

call is made fitf soniMstep|S2BRAS BrodksGE tdrdMmatad.s Ui, FiPR REaMined i ctepd B4 t
the tel ephone. have a suspici on val ue

u hat di al |.ed can al so
associ ated w tsﬂg 1 ﬁzb "‘fﬁ@iélﬂféﬁf*@le{)we\i‘%‘@é card WP X Pelend PP thaw
nunber wil |l havignamusp:r Glha)ﬂhsﬁﬂdﬂoﬁ ID have #BispitionSvallRViRSodidiéNtHehvithetigphone

maki ng the call e. di er already has a suspicion rating,
t he new and oIpGDCF%ﬁ h r\?/lltﬁ% " p%ggﬁt@)l ned with an appropriate 30 function.

Such a fundbion rrayTHas {no thisl cenbodintend suspicies vtamgetdnerspteadi ﬂﬁl@a&& tl’ﬂﬁ

;\a/lfalr ggef 81[ E E%le&%rﬁ&m%?no F%}@grkt P’ Q;?ﬁp Rée]t L‘%Jg"a'*g‘%“n’éaé?ﬁs "%au?qi ‘g?'?nat ed in
Fi gure 3. suspicigysqeintyi. @usipwmng pumbsgrs ngtilﬁrarerttdnel rawtbees indlad hetbetiadf made
can be det er My \Rdpicion valudfF a BEiRTRItFe hdtwBrkGRdves ioﬁtsﬁgqeprét{e%f?igg rJnSL gphone
nunber to anot her tel ephone
exceeds a threshold, this can be brought to the attention of an operator of a fraud
20 management system to allow intervention e.g. by preventing further calls to and/or
from that point in the network. In this way a call can be barred before the call is
completed i.e. as soon as the call attempt is received thus allowing the provision of
an automnatic fraud prevention system. .
Figure 6 is a flow diagram of the operation of a system for detecting
25 fraudulent calls. In step S30 a fraud management system receives a call attempt. In
step 531 it is determined whether there is a charge card number or personal number
associated with the call attempt. If not in step S32 the origination ID and the
destination 1D of the call are determined and in step S33 it is determined whether the
origination ID or the destination ID have a suspicion value associated therewith. If
30 there is no suspicion value associated with the origination ID or the destination ID
the process terminates in step S37. If there is a suspicion value associated with the
origination ID or the destination ID in step S34 a suspicion value is assigned to the
_call based on the suspicion values of the origination ID and/or the destination ID. in
step S35 it is then determined whether the suspicion value for the call is above the



7 nunber and bot h have Suspicion val ues. associated therewth, the
telephone ca may be very suspicious for fraud rela
An extensi on“}too”ltofﬁ% idea is that a call nade from any nuh%@?g#()ﬂ@?nunber

whi ch has a suspicion value will cause the nunber calling to al so be nade
suspicious 5 i.e. to be assigned a sugpicion value (as the node D has
acquired a suspicion val ue for calling the node Cin Figure 3). In the

ar rangement q;\regﬂoqy & n§} ﬁﬁgé&rﬁ%\%\ibeﬁrﬁﬁgﬂ;e%no{}leq F37 v ﬂ‘l HE s g:%%\e\glufeq Q%te h used

i ngoi.ng and outgol ng ent Va
one for outgaeihé qbaw thecthtesbéie inostere 536 en alerme isrdengrated! | Tdis can either allow I n

addi t1,0n. £0, 5 B} 5 fauitilaglrAthn ¥kt o bBE AR Faniliy SHBALAL AR C21 | S

10 made in to or t nunber out ng and 1 ncomn uspi clrous calls
can be c caarafidlly . at the activity, or the cgihe Wﬂ@mﬂ@a'MGveB@#pl ete information a

‘pointer’ o the cglj, gts&csfad it is dmhﬁ.hedﬂ%aalthée b ers’ér% e?rdemaaeerb@f stored

for each suspicious call. In this way a trace can be perfornmed of where
the fraud chaersoaplcnugibeg asroeiise Wl@krf@t%ﬁ" ipsstep S39 the chargp pasd nymbemer 4b are

a flow di agr gigrdchbiUsiinitat, Icn@mram PSR irRiRatin l@nare read SHPR0EE R0 it he

present invention in a teleconmnunicati ons network wherein tel erphone

nunbers conpryet¥mingd Vﬂﬁt’gﬁf 1Bt Fofree Brd RHMBRYTi ReEONE USen agoinatian PePrat ed
code in the fdsstindgtbn aocmégae swatnnwﬂwassee»a@e rtRérB@ith. NUIMRE teeaprdeessused by

r n [ n | D, n har r
ﬁulrjr;gr S an1(9 :)%Fg‘ngﬁgﬁ % sctgp SS'; ?mo%ve\éerothlce ?\gxlreoa suspmto%l va uee, lcn ?teg %4(1:aa d

suspicion value is assigned to the call based on the suspicion values of the charge

card number or personal number, the origination ID and/or the destination ID. In step

$42 it is determined whether the suspicion value for the call is above the threshold.

If not the process terminates in step S37. If the suspicion value for the calfl is above

15 the threshold an alarm is generated in step S36 in a manner as described
- hereinabove.

This method allows for the manual or automatic contro! of calls in a
telecommunications network. When calls are made between highly suspicious points
in the network, the call made will thus acquire a suspicion value which can aliow the

20 call to be barred if necessary.

Figure 8 is a flow diagram of a method of initially automatically assigning a
suspicion value to a point in the network based on previously determined fraudulent
activity. In step S50 the fraud management system raises an alarm for a suspicious
call. In step S51 the origination ID and destination ID are sent to the fraud

25 management system supervisor. In step S52 the supervisor can assign a suspicion
value to the call origination, and/or destination and in step S53 the suspicion value is
stored in the suspicion database for the call origination and/or destination. The call
origination and/or destination i.e. the entity in the communications network can
comprise any information identifying a communication location, communication

30 node, or a user e.g. telephone number, personal number or charge card number.
Thus when calls are subsequently made from or to the origination ID with the
_Suspicion value, suspicion values will permeate throughout the network in

accordance with the calls made between suspicious points as described hereinabove.



20 nunbers are particularly susceptible to fraud in view of their
portability within a t el ecommuni cati ons network and the

whi ch t hey cHP BESH audul ent | y obtained, it is i nportrﬂf&?%o@g able to
asgsi gn suspicion values not only to actual physi cal nodes i.e. nunbers
w thin the tel ecomunication network, by also to user rel ated code
such as the charge card number or personal nunbers or any other entity 25

wnch i dentiries aﬂgﬂou uﬂ%é QPanJ.mgrS?tde&alééaoﬂerX‘ﬂwL&b lcmﬁuﬂﬁp{%skhave

In step S1 the fra ement emrec a ca
S2 it is det dween rrtedcnhaétdsebenmmdtrmﬂysfnan Gimaoriginatiam do N dbssination pe.r dmeml

nunber t ' - cal [: S, N
associ at ed W%%ﬁ-%%%aﬁgrﬁ%%ewesm%& é'b‘ﬁ@%qmée 5%'%00 na n?cg{r'l nget% des?l nation
| D are obt ai rmeeseht inventiva isalise dppliicablertoiroere %mpundnethods-t@pcmmcahens

det er m ”Eds""ﬂ%@ Qﬁ impIS Qfﬁl'rﬂé;%tdf%PﬁbDlrhéh%h%n%%p?deﬁiaﬂf‘b&ﬁ'o‘f‘ﬂwe destin BRoci ated

therew t h. e origl nation as a suspl Cl on val ue assocCl ate
therewith, i nansmeepl Ghoties ¢an heanarked. nlgo. fpropeansanak fumbgsswheteaipgrson bahias a

suspi cion 'ngfftéf@phaﬁé AGrhBdrefd ARy Wr&{&ed ki +8HnBnd REmBErk SH Baleh@hcand

destination | ave suspi ci on val ue associated therewmth in step S6
t he suspi ci or#P@al ybere ghe Jisehis; hath the personal number and the ultimate destination

8 ori gi %ﬁh%e@ﬂuﬂxbfeh@ancﬁﬁ'ﬁérl@ﬂ i &Qﬁnﬁﬁ@enh&ﬁs%%%ﬁphc%iﬁeQ@idﬁmﬁfbe
origination ID has a suspi ci on val ue associated therewith, in step S7 a

fraction dP tiudgpisyfelesemmunications netyork wherpIhera aresmatestham ayo partisipants
associ ated W ¢.§. ihRende sidyahvddion & whdn d donfdrétize S8l hds been sétfupdet erm ned that

the originati On l D qt?lgtslghn%e g%\s/eentainéelflw%g \ %I %rz]asvbaéletlil %eg'tzs % S IhaeEelnabove with

reference to a telecormmunications network, the present invention is applicable to

any network to enable the monitoring of communications between marked nodes

15 and to build up a pattern of communications from one or more marked nodes or

points in the network, This simpie labelling technique can provide useful information

for the management or control of any kind of network such as a network of

computers. The information can for instance be used to obtain a pattern of network
traffic originating from a point in order to design efficient network connections,

20 Although the present invention has been deécribed hereinabove with

reference to specific embodiments, it will be apparent to a skilled person in the art

that mcd_iﬁcations are possible within the scope of the present invention as defined

by the appended claims.



5 therewith, in step S8 it is determ ned whether the destination ID has a
slspi ci on val ue associated therewth and if so in ste ction of
the desti nat YO P4 suspicion value is assigned to be %ﬁ%ﬁﬁ’é@ W th

the origination ID. Wen the suspi cion val ue associated wth the
destination |ID and/.or the origination |IPhave beﬂwmmn )i | ps S6,
S7 or S9, in step S10 it is then determ ned whet her | | Mﬂ val ue
for the origination ID or the destinagjgpd D is greaté&r fhan & threshol d.

If it is greater than the threshold, l—rr‘!sﬂ"f’ep S1 1 an alarm can be generated
in such a manner as to bring to the attention of an operator of a
fraud managegent sysf, f mioRforiRgS Sdrthididatio f natefMs ItV € RRVGk, eaudul ent
activity takiq?lg plaasce.g‘ﬁ_]lo?j ?n stepr 18 rﬁh‘é' ° F'Ehr“aesholedea?s not exceeded or
in step S8 tmethodepmPGsiBespi ci on val ue associated with 15 the destination
or the originationgg keid r@edpro@%%%:ciaﬁﬁérg I Swith 1 ofd QP ke - entities in the | 1
in step S2 it is determned that the call attenpt has a charge card nunber
or personal somsenicationfietweky therewith, in step S13 the charge card nunber

or personal nugaefectiry e BRHtORInGRoflinReRdrsRIWAR thPoPb&H RakeNd i N
step S14 it is determ ned whet her the charge card nunber or personal

nunber, or i gieRtyiaed a1 isastang futher GV Mt i on | D each have a suspicion val ue.
I f they do, in step mRingh6tepUsMiaSidRiating a \WrkiOit0feash | fuRhert BRRG BaE

increased. If not, in step,S1 6 |t is determ ned whether only t he

ori gi nati &R I°H"M'°PW§VH§‘§PF RLEA°E A SASFEN- have a suspicion value. If they
do, in step S17 the suspicion value of the origination ID and the
destination I.D are i pcreased and fraction of the coniined suspicion
of these is :fEsi gnéd“?tg"‘{]?lc rc“ﬁ‘g(rjtﬁégﬂ%q e R EEPete sf%earg‘gé?@dﬁaéﬁ“ unber .
| f the origi nedp @ra chrbedingt foha pldsfityi afabmownic&icls. not both have a
suspicion value in step S18 it is ‘determ ned whether the origination | D

and the charge card nunmber or personal nunber only both have a suspicion
val ue. 181 3.50 | A raetbpd Si@rdingetoslaipi icoropin 2 whereh thehwarksrasghciaded with| D and

the charge Caeragh markeB4HBE/ ndd'a &%{é%?éaid%%é sfthCohiBfiles 3 EtiafRg adndrk act '| on

of the conbined suspicion 30 value is assighed to the destination |ID.
in step S18 ivalueswiteeachpnity thatagommunicates wih japj 98ty Bisvipesha merkede stifhar ge

card nunber GhaR&kHE Bahg BBRSEd 49 aMHctiBPbMhE MRk Falue of the PalioGdiP hak@bue, " in
step S20 it is determ ned whether only the destination ID and the

charge card rffber or personal nunmber both have a suspicion value. If so in
step 20 . :

4, A method according to ciaim 3 wherein said marking step comprises passing
a fraction of the mark value of the previously marked entity to each entity that

communicates with the previously marked entity.

25 5, A method according to claim 3 or claim 4 including a reduction step of

reducing the mark values with time.

6. A method according to any one of claims 3 to 5 wherein if said detecting
step detects a communication between marked entities, said marking step includss
30 the step of changing the mark values associated with each of the entities as a

function of the mark values associated with the entities.

7. A method according to any preceding claim including the step of identifying
communications betweesn marked entities.



S21 the. suspicion value on th and the charge card number or
9 personal nunber are in Bm cﬂm‘ hction of the conbi ned
suspi ci on valVQS8/ep8d7 assig ation ID. | frqrfﬁ%ofw"SZO it

is determ ned that only the destination ID and the charge card nunber
or personal nunber do not both have a 43 suspicion value, in step S22 it
I s determ ned whether only one of the origination ID, 5 the destination ID
or the charge card nunber or personal nunber have a suspicion val ue. |f
they do, in step S23 a fraction of the suspicion value is assigned to the
ot hers whi ch glo notA hmﬂmdaaasuﬂinbaboamyv«aieuﬂ cléihsi?ntstﬁeinclﬁdiﬁg 1 $tepSDH, S21

whcther the SRR, FoRuladfs SBRyeARRY pires oA Rl « GhHORT

nunber, the omngnwmamgm aSDaoiurtch@ o thdesmknaralum of Dthes mgrkedt entitiehian t he
threshol d. udidktish€P S25 an alarmis generated If not in step S26
t he process |s ermnated. Also, if it is deternmned in steps S14, S16,
S18, S20 and S22 that neither the charge card nunber or personal nunber,

the origigati OrA .lnahea abdWraislpRtdidiatd iRdudidy #8\efepd of uan,samaq Vst

associated therewith process is termnated in step S26. 15
Thus in this fémmwmtuyu\yﬁh @irstretaimined range. araeaerating: eagnaiufc theyalue

t el ecommuni cagglog%qug PRlikteiniinddGafgedance with comuni cations nmade between
suspicious points i.e. tel ephone nunbers and/or personal nunbers in the
network. |

10. A method according to any one of claims 3 to 6, 8 or 9 including the steps
of comparing the marks values associated with the entities with a predetarmined
range, and identifying the or each entity having a mark value associated therewith
which is outside the predetermined range.
15

11. A method according to any preceding claim wherein the entifies of the
communication network include communication nodes as communication originations
and/or destinations.

20 12. A method according to claim 11 wherein the entities of the communication
network include purported users identified by user related code as communication
originations and/or destinations.

13. A method according to any precsding claim wherein in said initial step the
25 one or more entities in the communication network are initially marked with
respective unique marks, and in said marking step each entity that communicates

with the or each marked entity is marked with the respective unique mark.

14.. A method according to any one of claims 1 to 12 including the step of
30 storing the identities of each entity in each detected communication with a marked
entity.

16. - A method according to any one of claims 1 to 12 including the step of

storing information on each detected communication with a marked entity.



a_suspicion value for a point gm’m "' Ies outside a predeterm ned
range i.e. ;6?43 ds a thresh m"H ﬂrbrought t @ck ppntion of
an operator 1999 ﬁud 20 nmanagé€nefit system | ow i nterv&%’?iﬁ&gn e.g. by
pr.eventing further calls to and/or fromthat point in the network. In
this way a call can be barred before thescall is conpleted i.e. as soon
as the call attenpt is received thus allow ng the provision of an
a]tjt;)gat iC fr?ud prfevent [ 0{1 Snytemd oot - fFi ggrle 5t S ?I fl O\IN di ?gram
o] e operation of a systemfor detecting raudul ent calls. In step
S30 a fraud Frﬁnagehﬂﬂ‘h%dy%qc@ﬁ“ﬂé%éPY/E@C"é"Q%H‘q‘ma'!Q!‘@P?ﬁt‘he preliminarystemofs3 i t

i's det er ni nedeMiRhiAG WHidMERItY if 1Re EdMIMEHcatioh AetMIDS ko B mafked Makd inisaDer
associated with the call attenpt. If not in step S32 the origination ID and

t he dest PYRIEEH 9PrEYioysRommynications kyspidieMitSd and in step S33 it is

det er m nedswhet her the origi nat | on I D or t he destinati on | D have a
susp|C|on vaIHe as OCI ﬁd t her ew there is no i ci on val ue
associ ated wilth thd BehgPnek f'l?ﬂ“?’lﬂgo?°"?’ﬁ‘§"‘i§’8§'is| A% BT 3 % ¥MDcess

term nat es i GompRging>37. If there is a susp| cion val ue associ ated w t h t he
orlglnatlonIDor t he estlnatlfonl kgpf}ﬁ ﬁ hc on val ue i
assigned to the 2 BB[Y"H56RS o%s?chaém% L’J'éaﬁl cVon 0 er eis ?H‘E'USPFtéqrhat i on

| D and/ or theeteski nation ID. In step S35 it is then determ ned whet her

the suspighon val ug %t%&tlrﬁdqﬁ 5 Y hetbalngl%?%ﬁlukﬁ jons betwee the @gn}(ed entit] jesi,

10 t hr eshol d. roces ermnates Tnh s
suspi cion valenpg for the caII I s above the threshol d in step S36 an

alarmis generat eda Jmeﬁatﬁanstgg)tpte rge@ér!rtgiy a signal indicative of the detected
communications between the marked entities.

15 18. A method according to claim 17 wherein said marking step comprises
associating mark values with said entities, said detecting step includes detecting the
mark values of the entities in communication, and said generating step comprises
generating a value for the communication based on a function of the detected mark
values for the communication.

20 ..

19. A method according to claim 18 including the steps of comparing the value
for the communication and a predetermined range, and identifying the or each

communication having a value outside said predetermined range.

25 20. A method according to any one of claims 17 to 19 wherein the entities of
the communication network include communication nodes as communication

originations and/or destinations.

21, A method according to claim 20 wherein the entities of the communication
30 network include purported users identified by user related code s communication

originations and/or destinations.

22..- Apparatus for monitoring communication patterns over a network, the
apparatus comprising:



t he oper.ator of a fraud manage op the call manually or to
| ook ‘nore carefully at the mim’m ﬂ% call could be automatically
prevent ed. BYO9S84T ¢ i step c erm ned t haPCYVRBIN2(7E 5

charge card nenber or per sonal nunber associated with the call, in step
S39 the charge card nunber or perso nunber, origination ID and
termnation ID are read and in step S40 i's det erm ned whet her the
charge card nunber per sonal : or| ginatiaon 1D or destination ID

have a suspicion v& 'ﬂ% E%W&?’é‘ ??é?“é?\?”tgt? Mk WHy oneifE MerpeBties efithe

term nates |nc@ﬁrﬁmn&3|?m nbfwdalqwever they do have a suspl cion value, in step
41 .a suspi ci on, val.ue i based on the suspi.cion
val ues of the char gigtection E'ﬁ?’&f r'?[uf’r%&?“"@rmﬁ'g}“gﬁﬁté‘i"sr?ﬁ%e@f’ the prceagh |"Eﬁ"§‘3t| on 1D
and/ or the desitityahd atledsDond furthbcgntity; and42 it |s det erm ned whet her the
suspi cion value for_t above the thr ot. t he process
ternminates 1n step rg%rgnglq!eqqs‘e?ogugsapg?t&g Jalnge 1”‘65h e é‘éﬁhef.@f'&bat}?é 15

t he t hr eshol deammanhieates wits tigoorenet markediestitep S36 i n a manner as descri bed
her ei nabove. This method all ows for the manual or automatic
control of calls in a t el ecommuni cati ons network. Wien calls are nade
bet ween hi ghl 23.susphppacss padording to claim 22 hehaneit weidkdetédtion gudans rand esaidi | |

LS aoaut e el el ol a1 Rafopl! ol ool 108 Sfhof 3bd o' ol PR 100 | |

necessary. w di agra initially
aut omat i cal® ycemmugjedtiens.a suspicion value to a point in the network
based on previously determ ned fraudul ent activity. In step S50 the
fraud managenent systemraises an alarmfor a suspicious call. In

step S51 the 8fi gi NARHAEANY FFcArdinadesalaimaa3 encleim 23 wheteir thegnark @svociated 25

nmanagenment sy {ftRBash/Rarél ity hhdla 5&!6@ and 3ail %rﬁﬁ&lﬁéé‘iswédaﬁéﬂ 16 88400iBte?
suspi ci on value to _the call origination, and/or destination and in

step S53 the &Rk ¥plyp Witk gzeh patity that ¢ copwunigaten Witheanerdinl ereyausinmarade f or

the call or§ gbﬁtﬁ'td ealcwling/ s nebAs Valdebd @rfunckidR of2hé mark val®d bOtHeiréwsusfnd/ or
destination i. the entity in the comunicati ons network can conpri se
any informati B'ﬁ' lTeﬂé’r‘?n"fyl ng a comruni cation |ocation, communication 30
node, or a user e.g. telephone nunber, personal nunber or charge card

numnber . us s are subsequent |y e fromaor
origi nation | QWI t \r']\ﬂ phera us acc:ordc ing to claim ltlergm said marking means is adap%ed to
pass a fraction of the mark value of the previously marked entity to each entity that

20 communicates with the previously marked entity.

26. Apparatus according to claim 24 or claim 25 including means for reducing
the mark values with time.

25 27. Apparatus according to any one of claims 24 to 26 wherein if said detection
means detects a communication between marked entities, said marking means is
adapted to change the mark values associated with each of the entities as a function

of the mark values associated with the entities.

30 28. Apparatus according to any one of claims 22 to 27 including means for
identifying communications between marked entities.

29. Apparatus according to any one of claims 24 to 27 including means for

identifying communications between marked entities, and means for assigning a



suspi ci on val ue, suspicion va‘i| m i Wﬁ[e throughout the network in-
accordance w alls mad ous points d
her ei nabove. W8 shrikr l EI II aﬁCﬁ&ﬁ%%@?
Al t hough in the enbodi nents descrl bed her ei nabove conmmuni cations have

been described as being directly fromangorigination to a destination i.e.

di rect communi cati ons between single entities in the tel econmunicati ons
network, the yajye B§ Qﬁ@menﬁﬂwe%rﬁfhndaﬁor%l §§) a%Rkido f\aé}l ﬁ\etrgamaﬁlegom he X
nmet hods of communications. 5 For exanple, a ca may be diverted. In such
an ar r angenenfatkgt Bntifes fmeenyaaticatiat-i on entities i.e. nodes can be

mar ked. Al so, for personal nunbers where a person has a single

t el ephone nunber and calls are routed to tel ephone nunbers in dependence
upon wher e t h&%user®APETatYSACROTEIRA 1, RiTLRinciHding Bveansfar cqmepaing theexalue of

destinati o the o‘oeinﬂmew \nmb@fedsanmba: faRgds QAd mEBR 1BF GdRiting W/ EEHa BN 1S
al so applicable tglﬁl dent fra,ud In a tel ecommuni cations network where

there are ror D& 'ﬁ%ﬁs'ﬂ%l |p6?dﬁ%?ﬂf“'s"e fang& g. in a three way conversion or
when a conference call has been set up. Al t hough the present
I nvention as $ s begn descri bed herei nabove w reference to a

a

t el ecommuni cati‘ons i e 1 RN IS S ﬁf\/‘é'ﬁ‘[’\so"l"f' 1% 220 3Ri ¥t nefuging  any
network to enalehres tive comparingr ikieg nidrk Celies Nassatibed Switht wReenttRek agthnades 15
and to bUI ttern of _co ni.cat. osfromoeor nore mar ked, nodes
or p0|cg\t E'%d%e{%ﬁ@ dﬁeaf‘%r%‘% nrggu g W’S 3" P3RS Pf ﬁﬁcht B MaYIRe R ovi de
usef ul i nf or maalueassociated therewithewhiolnizpeatsidet the predexatmindd radgeany ki nd of
network such as a network of

32. Apparatus according to any one of claims 22 to 31 wherein the entities of

the communication network include communication nodes and communication

15 originations and/or destinations.

33.- Apparatus according to claim 32 wherein the entities of the communication
network include purported users identified by user related codes as communication
originations and/or destinations.

20
34, Apparatus according to any one of claims 22 to 33 wherein said initial
marking means is adapted to initially mark the one or more entities in the
communication network with respective unique marks, and said marking means is

adapted to mark each entity that communicates with the or each marked entity with
25 the respective unique mark.

35. Apparatus according to any one of claim 22 to 33 including means for
storing the identities of each entity in each detected communication with a marked
entity. .

30
36. Apparatus according to any one of claims 22 to 33 inciuding means for
storing information on each detected communication with a marked entity.



conputers. The information can for instance be used to obtain a patt

nét wor k

ern of
i ci ent

traffic originati m In order to design eff
net wor K conn™& 9965847 20 m’mmﬂ Hlmu]ul’ present i nEEHGEHONES been
descri bed herei nabove with r &f er erfe st o*speci fic enbodi nents, i

be apparent to a skilled person in the

t will

that nodifications are

possible within the scope of the presen | nvention as defined by the

appended cl ai_ns

CLAI M5

1. A et Rdd of ARRARTHS AERRITIRS APnARY ©8F 196 Piaims 22rs3®insiudipo Taeans Y ¢ he
nmet hod conpr igsteRdiningdwhich entity malheld&hﬁﬂtﬁicaﬁdrﬁﬁetw&kaﬁsl@%eahiaﬂ&d Ebyr@dick with

one_or nore entiti

onmuni cati on

inth
Cet oot mo ot Ete)preiigod,Bepit bagest arUP UGS GREMPEEEEIY Y BE%ach mar kad
entity and at |east one further entity; and a marking step of
assomatl ng quark W th ea}ch further entltc\étthat 10 co nicates wt
k (

each nm

10

15

20

25

30

or monitering communi

& ent 'Apg,aratus

comprising:

ons over a network, the apparatus

marking means for associating marks with entities in the communication
network; _

detection means for detecting communications between the marked entities;
and

generating means for generating a signal indicative of the detected

communications between the marked entities.

39, Apparatus according to claim 38 wherein said marking means is adapted to
associate mark values to said entities, said detectiop means is adapted to detect the
mark values of the entities in communication, and said generating means is adapted
to generate a value for the communication based on a function of the detected mark
values for the communication.

40. Apparatus according to claim 39 including means for comparing the value
for the communication and a predetermined range, and means for identifying the or

each communication having a value outside said predetermined range.

41, Apparatus according to any one of claims 38 to 40 wherein the entities of
the communication network include communication nodes as communication
originations and/or destinations.

42, Apparatus according to claim 41 wherein the entities of the communication
network include purported users identified by user related cods as communication
originations and/or destinations.

h the



2. . A met hod according to claim1 wherein said detecting step and said

mar ki ng carried out for a plurality of comunjcations

3. A nethog according to claim1 or claim?2 wherein thgcﬂﬁ?%mﬁgg00|ated
W th each marked entity has a value and said marking step conprises
associating a mark - value with each enyity that comunicates with an
entity previously marked, said F:Naj e being calculated as a
function of the mark val ue of the prev -mar ked entity. 20 4,

A met hod according to claim3 whereim 5a|u marki ng step

a fraction of the mark value of the ] I
t hat communi cates with the pge\ F‘gég%ﬂ%\y
nmet hod according to claim3 or cla-n F ng a red ctB@NSEtp of

reduci ng the mark values with tine. 8 A et gecording to any
one of clainms 3 to 5 wherein if said detdeting step det- ts a
communi cati on between nmarked entities, sajd nalflgg step i ncl udes 30 the

h

§S passi ng
y—t0 |each entity
: ey . DATAS {5. A

step of changing the mark val ues as<ociated Wi ch of the entities as a
function of the mark val ues associ atje é]th, entities. 7. A
met hod according to an precedlng‘fﬁeurn ¢l udf®gthe—stepof identifying
communi cati ons between|marked entiti}es.

DLE
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13 . 8 A nmet hod according to any one of clains 3 to 6 including

t he steps of i dentifying comruni cati ons between marked entries, and
assi gni ng a vHOR¥7 ¢ he comuni cation as a function ofFCUEBYEIN val ues
of .the marked entities in 5 conmunication. 9. A et hod
according to claim8 including the stepgygf conparing the val ue of t he
comuni cation with a predeterm ned range; and generating a signal if the
val ue is outside the predeterm ned range. 10 10. A et hod
according to any one of claims 3 to 6, 8 or 9 including the steps of
conparing the marks val ues associated with 'the entities with a

pr edet er m ned range, and identifyipgsthe, or each entity having a mark
val ue associated therewith whi ch i de the predeterm ned range. 15
11. A met hod according to any preceding claimwherein the entities of the
conmmuni cation network include conmuni cation nodes as conmuni cation

origi nations and/ or destinations.

10\ CALL INFORMATION
INTERFACE

13y l .

TIMER FOR

SUSPICION NETWORK
DECAYING > _
SUSPICION PROCESSOR SUSPICION

DATABASE

l 14
12

] _ALARM UNIT FOR
SUSPICIOUS CALLS
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20, 12. A nmet hod according to claim 11l wherein the entities of the
comuni cat i onwo 9g/essevet wor k i ncl ude purported users identifjigg. 0 E T

rel ated code as communi cati on originations and/or destinations.

13. A nmet hod according to any preceding claimwherein in said initial
step the 25 one or nore entities in thgmgommunication network are
initially marked with respective uni que marks, and in said marking
step each entity that communicates Elgi the or each marked entity is
marked with the respective unique mark. '+ 14, A et hod according to
any one of clains 1 to 12 including the step of 30 'storing the identities
of each entity in each detected comuni cation with a marked entity.

15. A met hod according to any one of clains 1 tg~TA ncluding the step of
@ a marked entity.

storing information on each detected communi cg.}o}
14 o

50%

17%
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16. A met hod according to any preceding claimincluding the prelininary

st ep: of determ ning which entity in the comunication ng%Q ‘hs to be
mar ked in sal® PHE al step based on previ ous conmuni C y sai d
entities. 5 17. A nmet hod of nonitoring comuni cations over a

net wor k, the nethod conpri si ng: 4 a marking step of
associating marks with entities in the conmuni cation network; 10

a detecting step of detectlng connunlcatlons bet ween the marked entities;
and a gemerattnygsSte generating a signal indicative of t he
det ect ed congyhi TS iN&S\/&&r\- he marked entltles 15 18. A

met hod accordi ng™t'¢ cl ai ATTEMRAer ei n} sai d mar ki ng {g nmpri ses

associ ating mark v ' ' lities, said det¥cting step includes
detecting the mar k val ugs of the entities in conmunication, and said
generating step conprises generating a value for the connunication
based on a function of ted mark val ues for the conmunication
20 19. A neth cl ai 8 i p€l ud\ng t he steps of
conparing the vgh A iy S ' | ang a) predeterm ned range,
and identifying the E 0 ni cati on\havi a val ue outside said
predet er mi ned range. -R_~A et hod accor i to any one of clainms 17

to 19 wherein the entitie
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23. Appar atus according to claim22 wherein said detection nmeans and

said’ mar I@é,(ggwgf,ﬁns are adapted to detect and nark sai bcgprigoss for a
plurality of 1 comuni cat i ons. 24. Apparatus according to claim
22 or claim23 wherein the mark associ at ed with each marked entity has

a value, and said marking means is adapgjgd to associate a mark val ue
with each entify that conmunicates with an enti L ously marked, 15

2 0
and"to cal cul ate the nark value as a ffunction of the mark val ue of the
previ ously mar ked |entity. 29. Apparatus a¥cording to claim 24
wherein said r ki geans.i s adaptedlto pass a fraction of the mark
val ue of the previjously n& ked entitty tojeach entity 20 communi cat es
with the previqushi penR& pntity. | § 26. Appaf at s according to
claim 24 or cldi mr c:iﬁcz ng nmeans %or reduci ng X mark values with
time. 25 27. A} accordiing td any one off cl&igg 24 to 26
wherein if saiq dg ntﬁcma means r%q}, ts a co nist bet ween_pgar ked
entities, said mar @@E i s @ ed to cha& B Nark val {ies
associated with edeh i@ {entitied ¥Wsta| functio %mgoﬁ e mark|&llues
associ ated with trgémi%ig_és 30 |2B8.5 | Appars zs_,-_—&émﬁcgn to a ne
of clains 22 to 27F iid means flow | ident fg(ﬁ%-ﬁ)ﬁ’m .
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29. Appar atus according to any one of clains 24 to 27 including nmeans

f of i dentWa 9905887comruni cati ons bet ween narked entiti ePCTGRBABENS f or
assigning a 16

value to the identified comruni cations_as a function of the mark val ues of

t he mar ked entities in comunicati ¢f® 30.

to claim 29 including nmeans for conparing the val ue of

communi cation with a predeterm ned range,

i f

according to any one of clainms 24 to 27, 29 or 30 incl
conparing the mark val ues associated with the entities

and neans f

the value is outside the predeterm ned range..

pr edet er mi ned range,

mar k
range.

val ue associ ated there

Fig.5.

and neans

—+

] ldentifying the or
@5 ich is outside
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32. Appar at us according to any one of clains 22 to 31 wherein the

enfities of %he communi cati on network incl ude connunigg@hg es and
communi cat i ovCH 5’Wiginations and/ or destinations. . par at us

according to claim 32 wherein the entities of the comrunication net wor k
I ncl ude purported users identified by Nl rel ated codes as conmuni cation

originations and/or destinations. 20 34. Appar atus accordi ng to any
one-of clainms 24 to 33 wherein said initial mar ki ng means i s adapted to

initially mark t@% one or nore entities in the conmuni cati on network
W th respective 1 ' ' '

; 0 mar k
each entity that! communi cates with the or each marked entity with 25| the
respective uni qe mark. 35. Appar atus accordi gg to any one df
claim?22 to 33 ijncl udi ng neans for storing the id ities of each
entity in each jetected communil Gat,k win almarked /\entity. 30 36.
Apparatus according to any one|d® X s 22 {0 33 i I§d ng neans for
storing informatj on on each det egf%gﬁqﬁ'@m tati on Witdy a\marked entifty.
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17 37. Appar at us according to any one of clains 22 to 36 including
means for wnéﬁ%ﬁgnining which entity in the comruni cat potveBesiogemk is to
be marked by sai initial marking neans based on previous
connunlcatlons by said entities. 5 38. Apparatus for nonitoring
comuni cations over a network, the app@f@at us conpri si ng:

mar ki ng means for associating nmarks with entities in the comunication

net wor k; detection neans for detecting conmunications between
the marked entities; 10 and . generating .neans for generating a
signal indicative of the detected ni cati ons between the marked
entities. 39. Appar at us accora?ng to clai m 38 wherein said marking
neans is adapted to 15 associate mark values to said entities, said
detection neans is adapted to detect the mar k val ues of the entities in
conmmuni cation, and said generhting nmeans |Is adaptefl to generate a val ue
for the communication basggom FMSRAISES A AFM dptected mark val ues
for the conmunicati on. Appar atus accorg@ling to claim 39

i ncludi ng nmeans for conparing.Lha_uaLue, focthe communi cation and a
predeterm ned range, and neans for ident]ifying the or each

communi cati on having a val ue outside saild predeterm ned range.
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4. Appar at us accor di ng to any one of claims 38 to 40 wherein the
entities of 25 the communicatiagn network i ncI ude commnl cat | Operea

_.ﬂ: by
conmuni cati on origi nation OaE H@s ¥V N t;}vw} _
Agpar at us accor diP@€To claim ORGANBETIRY T ITE CBESMi cati on

netvor k | iy, PHOREY 46611568 RIS LR el R Lo S ARRP ey e
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