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RECEI VER WH Y MODULE TECHNI CAL FI ELD This invention relates to a

system for controlling the transfer of 5 informati on between a r i ver and
lik 290:

“.a security modd especially for a pay tel evision syskleP§Ptembge s to a

met hod of controlling the transfer of -.1 scranbl ed i nformati on. BACKGROUND
. OF THE I NVENTI ON A pay tel evision descranbling systemis conposed
receiver 10 and a security nodule. This nodul e may be detachabl e
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provi di ng descranbling vectors, 0 I ntrol words. The existing
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| atter reply by providing the information necessary for descranbling. At a
given tine, for theThsneaventorsnlbtesdo-a lsystede dst cordtdlingthesgansfiet wf nodul es
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bytes/s), déeleusidersystey, asewelias itafamethiodnof nootraléng ttbe bransfeasf it

publicly, fgr, LBoMh@idhe Internet. Such a systemis described in the
docunent "DVD @gndl trﬁgna lAc'cess" witten by David Cutts in the journal

called "Electronics & 25 I o) i neering Journal" of February
1997. It is described a s&%@gj&wgﬁ %/%’Hg@'%{nbl e audi o and vi deo
streans com ng fromdifferent service providers. The security nodul e,

call ed CA (Conditi oAglayAet®ssidn idestcirantblogsystdmdecongosad df kereceiver ol wor ds
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descrambling authorization and by providing, as required, the information
necessary for operating the descrambling module, for example by
15 providing descrambling vectors, also called control words.

The existing systems use receivers which interrogate their
security modules, and the latter reply by providing the information
necessary for descrambling. At a given time, for the same transmitted
broadcast, all the security modules reply with the same information.

20 Because the information flows between the security module and the
receiver at a low rate (of about 20 to 30 bytes/s), defrauders may use this
information in order to broadcast it publicly, for example via the Internet.

Such a system is described in the document "DVD Conditional

Access" written by David Cutts in the journal called "Electronics &

25 Communication Engineering Journal" of February 1997. It is described a

standardized system to unscramble audio and video streams coming from

different service providers. The security module, called CA (Conditional

Access) is in charge of delivering the control words CW. This module can

additionally uses a smart card (SM) for the descrambling function. Once

30 the information are descrambled in the CA module, the control words CW
are returned in the decoder for obtaining the uncoded information



Broadcasti ng: Datacare 2, an Over-Air Enabled System for General Purpose
Dat a Channel s", published on August 15" 1988 in the journal BBC Research
_and Devel opnment Report No 10, it is described an i ndependent 5 nodul e
(Condi tional Access Mdule) in charge of receiving and decrypting the
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or at a 25 subsequent step. The receiver provides no neans of access to
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enbed, in the video transm ssion stre%mé S%?i nf o({ ma}i,on for rogranm’ ng
this key into the sOrSYCRSREYBYATPALSEADRE W3ed RBNSECHIE 1BFeHsH (Pes. The
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necessaky for the rati : Y2 to the
recei VSP (typicall ;)tfﬂ%c@t] r&%ﬂ%&}t%@ﬁég%ﬁéﬁi%fﬁ%%%Pﬁﬁgﬁéﬁhwgh&us
transferrednd t he skecaiMery isoduinee enthigptuniquanessnipoeveitts othaispullione or 5

nore uni qu%%ﬁhg@%tpﬁ_;eﬁﬁﬂﬁs GHEER froth tah@wﬁ'!g”&h%r Frégﬁi/éﬁ%rt/oSWBH( Wit}ﬁoUPdU: €

pair. Any nethod o cryption can be used provid the security nodul e
knows it, ah8 SesEripeFeduE PIoNKRS FoREis BEIRSSSondi ng net hod of decrypti on.
Once this information has been received by the receiver, it is then

decrypted by the said receiSUVMARYI@OR MelEKMDENTEINOd of decryption and 10
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One possible means of programming this key into the security
module is to use the central information system which manages the group
of receivers and which can embed, in the video transmission stream,

30 information for programming this key into the secret non-volatile memory of
the securnty modules. The formatting of this procedure is, of course, kept
secret.



20 transm ssion control system Moreover, the invention relates to a method
of controlling the transm ssion of |nformati on between a receiver and a
security nodul e, especially for a pay television systerq characterized in
“that at |east one unique matching key is stored, on tht! Sfptemhet 2002 t he
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Chsutc 151t S machiled pnidenbite d bygRPSatoha KRR HENS SMGBeEVRIGTRS 1 esul
is used as gtbrdds,ort thes obieuhghd emuttie roteiee 4rel; e eie @théhBarduirp trent
connected tQ |t. belr(1j damaged. Certain types of receivers have a detachabl e
descranbl i nsge r%a"ul lﬁﬂ s nodul e is responsible for a nunber of operations,
anong 20 which is t he operation of descranbling the signals received
Confidential infornbhe omvestiomealsor deletes rted ebetyatan fore ddscernbling

seour Uy gyt hialshashabls dossy agkhish A cTheraRehan sm o

encryptio t he conmuni cati on, descri above t ween ver and a
securi 29 ndERNENISSIONHANEO! SY&teBYred, as |t is, between the det achabl e
security 25 nodul e and the detachable descranbling nmodul e.

Moreover, the invention relates to a method of controlling the

transmission of information between a receiver and a security module,
especially for a pay television system, characterized in that at least one
unique matching key is stored, on the one hand, in the receiver and, on the

25 other hand, in the security module and in that the information transmitted
between the receiver and the security module is encrypted and decrypted
by means of at least one said unique encryption key.

This solution according to the invention solves the problem
posed. This is because:

30 - a security module inserted into a recewver other than that for
which the said security module has been matched will provide this other
receiver with a stream of confidential information and/or of information
necessary for the operation of the system which is encrypted with a key
that does not correspond to that used for decrypting it. The result is

35 therefore unusable;



Li kewi se) the nethod of matching, described above) between the security
nodul e and the receiver is then transferred, as it is, between the
detachabl e security nodul e and the det achabl e descranbllng nodul e.

" -Descranbl ed signals are then transferred between the 30 Sphtembapked2
descranbl i ng nodul e and the receiver. -ftre mechani sm of encrypting the
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bet ween the securitd $ieRMe cindonfidentiateiniemation tamsior refngffermation as | t
i's, bet meeméc@esé@c@r\fﬁé @waﬁmoﬂﬁﬁ@@w@hﬁcsm %FH b%c@?@“bﬁ) ule -5 The

functi ons provi qd/et achabl e déscranpl 1 ng dul e an t achabl e
security ntﬁﬂﬁ‘l”@ ﬁj'gté' B & SBYRabYe e 8 R g XTH@JTQ&?"(%IW%W’& dthchabl e
descranbl i ﬁbemwlpmwmﬂigdhisestré'ém mm.uegtn@mkmr AEtER3ey infeematsve 1s
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OF THE FI %%@s@rggluﬁltéﬂ Iwg{lgtrﬁém%ngo_nfi guration enploying a receiver

and a detachabl e Secu i gure illustrates a configuration
enploying a receiver, a detachable descranbl i ng nodul e and a det achabl e
security modul e. Figiisenachanismsthast e adventageyaf aet using ippoypeaigdatar ecei ver
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15  provides a pseudo-random result. If the result is not recognized as being
false and if this result is used as it is, this could result in the receiver or the
equipment connected to it being damaged.

Certain types of receivers have a detachable descrambling
module. This module I1s responsible for a number of operations, among
20  which is the operation of descrambling the signals received Confidential
information 1s then transferred between the detachable security module
and this detachable descrambling module. The mechanism of encryption
of the communication, described above, between a receiver and a security
module is then transferred, as it is, between the detachable security
25 module and the detachable descrambling module.

Likewise, the method of matching, described above, between
the security module and the receiver is then transferred, as it is, between
the detachable security module and the detachable descrambling module.

Descrambled signals are then transferred between the

30 detachable descrambling module and the receiver. The mechanism of

encrypting the communication, along with the mechanism of matching,

described above, between the security module and the receiver, is then

transferred, as it is, between the receiver and the detachable descrambling
module.



The receiver Ain Figure 1 receives a stream of scranbled video information
1 froma source such as a satellite receiver or by cable. This stream of

. the order of several negabits per second, is shaped in the 30 receiver A
and then transmtted to a control unit B which is responsible for 11

Sept enber 2002 _g_the descranbling and® f or managi ng the authorization for
access to the scranbled video information. To do this, this control unit B

periodi cal | y i nt er r bgRfiections rRievideran Besdeiacheplernserambling raathde 3)
whi ch repligffd tthet botdcAbbRY swcliitya nséd@anmaly sentident bal Hata spé or of

data necessary for he ,operatjion of the contrgl unit B_(channel  4) These
exchanges trHQéUlﬁI' g@ﬁe@@ ?%R%Cﬁa@(@sd%%ﬁaeﬁ’ﬁ"gée&aeﬁw PogrSe e'&i‘aﬁfj"”ﬂ%e
m cr opr ocessecisamibrs nestried dboveaid didre tomsfdreedrasakat s, Abevaimaghdé o t he

encrypt fon agoRcr R R BRREPb TR e BB I EMats the confi denti a

data and/or the data 10 necessary for operation of the control unit B
(channel 4) towar dsint3ietheecasiosedeshrib®hiabdvey the matehingiley too kelye macei ver A

d witt ' : ' ' ti
and wri ttend Aséd %o %Tc%ﬁ?aab&ﬁeé?\cﬁﬁéé%fgéi‘hg%ll)&a& bt Bgdgge?%éés%fa I on

Hque to this system The ﬁ@ roadcasting o I's Information
4 will no I'8hgePeming: thRy SY§ten o iyt PRR§ Perdragdion; nby héevais@dof t he
latter, sineepéfteyehare not 15 in possession of the same key K, the
information streamis conpletely inconprehensible. By neans of the

i nfor ion 4, the ntrol unit .B can recover the descranbl ed video signal
2, thingbbei ng pr’ocetggéaoglxﬁr?ﬂgﬁh? ﬁgﬂas%agfeeﬁeqw%m&gﬁ'd form (PAL, SECAM
NTSC) to the video nmonitor. A variant of the invention enploys encryption,
of the sane kind, 2beofdetdehdbié¢ odaaciaomblBgsenodile tand db¢ acktddhabsecurity
nodul e C ei i US] .he sane key K or using a different key J, which is
uni que and %@E‘Mﬁgﬂgg&the system forned by the receiver A and the

det achabl e security nodule C. Thus, any attenpt to recover the key K from
t he information st ri8gfegeiver ﬁﬁ@léh%ﬁéfrﬁ%ﬁpﬁ desaradbling mosiuRigure 2
illustrates a variant using a detachabl e descranbling nodul e D which

i ncorporates the coherreceivsr anBthe detdvhabkasescramelisgseobitginydgdeo stream 1
is shaped by the receiver A and sent to the detachabl e descranbling nodul e

Cecetvd A and the Herhdrr cvhefla Matclfnd A9 8 I i B IAREREI Mea (o
t he conver smulpmn.ebé(a\mmewereomam&dmwe qiwhﬁ@nﬂh& agMeoiin aplBs @pplit he
detachabl e @etﬁlérdstey?f{‘%gﬂt&gﬁpelfggetok%véﬁ'g'l ﬁ}a‘f? iﬁgﬁ ?B%égi"!s\ﬁeércﬁ%_ctro% ggd%rp% of the

det achabl e descranbling no I nstea ere he
i nf or mat i onofgteiNs @éauBpMaid det achabl e security nodule C to the detachable
descrarnbling nodule Dis encrypted and 35 therefore of no val ue to anot her

det achabl e descranbl i ngBRYEBIEESCRIPTIOISE]E FHICFIGORRES 7 It may thus be
seen that the information sent to the receiver A consists of a stream of

descra%l ed video igf gqt' \le :an rﬁﬁ&i ) L; exanpl e

for illicit copies. ﬁ'@%qne’”@%%&nt o%?nﬁﬁ‘éraﬁlﬁﬁ\r}en | Sk%gtﬁég‘%’?gg%”éo% S

encrypt ed | detehbalbletsashaly modelscr anbling 5 nodul e D before being. sent to
yp g g

the receiver A for descranbling by the . decrypting unit E . This operation
is carried out usi ”B@réﬁe} ifusteRBST A1 Soyuratich thepIbPRg! ¥efeddi@gt achabl e

descranbl i ng nodul e system -Consequent | the inforpmation stream6 no
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t he sane key K'.
Figure 3 illustrates a configuration employing a receiver and a
25 detachable descrambling-security module.

DETAILED DESCRIPTION

The receiver A in Figure 1 receives a stream of scrambled video
information 1 from a source such as a satellite receiver or by cable. This
stream, of the order of several megabits per second, is shaped in the

30 receiver A and then transmitted to a control unit B which is responsible for



10 The receiver A may add, to the scranbled video stream 1, control
information intended for the det achabl e descranbling nodule D. In order to
prevent this information from being public and from opening a door to
"-understandi ng the encryption mechanism) this informatitinSerteaber ¢802d by
the encryption unit E in order to obtagn a scranbled video stream6 15
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decoder using control words (information necessary for descr anbl ing the
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and a securrhaye rdib ote difféuld.n one enbodi nent of the invention, the unique
encryption key Kis comon to a group of receivers. This possi billty i's

advant ggeous, for 0 ) C mhlch t he
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module D and the delachable security module C. The key K is written in a

secret part of the detachable descrambling module D instead of the

receiver A. Thus, the information provided by the detachable security

module C to the detachable descrambling module D is encrypted and

35 therefore of no value to another detachable descrambling module D.



30 personal nunber is respected, the matching conformty test then being
carried out on nore than just the group part of this nunber. 11 Sept enber
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" -connected to security neans (C, D, F), this receiver (

descranbling information fromthe securirty neans (C, D, F), characterized

- in that at |east sonme of the information (4, 6) sent fromthe security
neans (C, D, F) toltmeyrtaoeibeesegmhatr theeinboryatied dant do uhe gaeeigacAypti on
Key. 2. PayoddsIC6eR! 40la Y o YDRREALANGALS (idhkiRibn SNANRAtEM 480 110 that
t he uni que encryption key 1s common t0 a group of receivers. 3. Pay-TV
reception sadibmexplosedi rfgr texaonpipmiar 8liciR, copies: alet enezuanant atthet | east
sone 012 th%veﬂﬁlghmhéoﬁtré%nd@éi§€éﬁcr‘hﬁt@ﬂ‘ thhéetg@ﬂaﬁﬁibléA)jz&&SMi ecurity
nmeans : i S encr e uni que encryption key. 4, -

recept i%n @M@%@c@g?[ﬁyﬁﬁl Q)Sé‘git?rgh% ‘ie(?eé’,ercﬁaf%@ﬁéfziy%'qgn%yh-ﬁ[‘? t he
receiver (-Apciyptihgdest &' péersopalationrbeariedd ot usiyg laekeyr Kt spatificohlye
securlty MRANSKEC rdleifel: AlddiEihiOSI Rk Enb g ! fialdlkd ELCRYNRM (A) 10
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4, charact gahzR0understiRld dhI¢ bPQRS PBEivEADRYIrgARBdapRS K&y Rart specific to a

group of receivers and a part "specific to onereceiver and in that the

conformty of the matching is,verifi n the part specific.to the group of

Foceivils) 8 Pay- He Braron” Bl ifadt ot R e afde S

char act er i zedtrohinfdratatiohenteecedver tiie\Hetautlabtiedescramblingimanile [{.Bp and in

that the s ARY i ; it e ) in

whi ch t he ?g#ﬂtéeoﬂg?%ﬁ%%ﬁ Qirsd@alt@h f?"zfﬂ %Efﬂfé] @&'&%ﬁﬁé@r%@% a(qéognecessary

for the opéy anderstardingghesranmtiammechBisins thisoindemationHaysrivyptedept i on

system accgydiBOoh @yl TRELR Srdef 8T sy bzwﬁh{bgég"@idéd‘gtrééﬁwué' ty means
able desc dule

conprise a detac r anbl |_n9-sec_ur| ty nodu conprising a control
unit (B) aRanteiviBg @nctyplesiceniret Mormadion. units being responsibl e for
descranbling and for authorizing the video information. 11 Sept enber 2002
-10 8. Pay-TV recepligws Syiluetraenposarigni of eibei ween(idh eomrech atlet o

- D F) . 1hi o e y .

Peeur Y, TR Dscklip! MRS £ B 8B 08 P AATRE o

security nmesasrarobing-secuiitylemnadbiblfe slidwurfungtiorodefl éhig Cmarhde aisddbachabl e

d mbl i ' j URSo t ' - j hat at
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bei ng tsent ugﬁqdéwer@w@@ma%? Q]@é@ﬁ@nﬂa it ﬁé‘égwa_/(\[}lr&@)’wﬁg@n gﬁt agiaabl e

securi mo means of a uni que engr i an . 9. Pay-
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modul e ( ©) the control information contained in the scrambled video stream T may be
encrypted by means of a unique encryption key by the unit E before it is

sent to the detachable descrambling-security module F.

30 In all the examples described in relation to Figures 1 to 3, the
matching may be checked. In the case of Figure 1, the receiver A writes a
personal number, for example its serial number, in the detachable security
module C. Thus, the receiver can at any instant verify that the detachable
security module C is indeed that which is intended for it. In the context of

35 the example illustrated in Figure 2, the check may be made at two levels,
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11. Pay-TV reception systemaccording to Caim 10, characterized in that
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& ()-1z, 1048b 0 1

z[S(B? "liO%otf% %e&d y 002]59%(@ 2 Ehopng: E2NE (Oliseeing f&;&a‘g ] $10%b2
e 130 itorkjatieniromind seclih eeomEs . F. chasamterded i that

I't-110%b& s(dme'oT tHel OfFdpdat(or (4, 6) sent from the secunity means (C, D, F) to the

receiver (A) are encrypted by a unique encryption key.

2. Pay-TV reception system according to Claim 1, characterized in
that the unique encryption key is common to a group of receivers.

3. Pay-TV reception system according to Clam 1 or 2,
characterized in that at least some of the information (3, 5) sent from the
receiver (A) to the securnty means (C, D, F) is encrypted by a unique
encryption key.

4. Pay-TV reception system according to Claims 1 to 3,
characterized in that the receiver (A) includes a personal number which
may be written in the security means (C, D, F), it being possible for the
said receiver (A) to verify at any time the conformity of this personal
number written in the said security means (C, D, F).

5. Pay-TV reception system according to Claim 4, characterized in
that the personal number comprises a part specific to a group of receivers
and a part specific to one receiver and In that the conformity of the
matching is verified on the part specific to the group of receivers.

6. Pay-TV reception system according to Claims 1 to 5,
characterized in that the receiver (A) includes a control unit (B) and in that
the security means consist of a detachable security module (C) in which
the confidential information (4) and/or the information (4) necessary for the
operation of the controf unit (B) is stored.

7. Pay-TV reception system according to Claims 1 to 5,
characterized in that the security means comprise a detachable
descrambling-security module (F) comprising a control unit (B) and a
security unit (C"), these units being responsible for descrambling and for
authonizing the video information.
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information (4) necessary for the operation of the control unit (B) is
encrypted before being sent to the detachable descrambling module (D) by
the detachable security module (C) by means of a unique encryption key.

9. Pay-TV reception system according to Claim 8, characterized in
that at least some of the information (3) sent from the detachable
descrambling module (D) to the security module (C) is encrypted by a
unique encryption key.

10. Pay-TV- reception system according to Claim 8 or 9,
characterized in that the detachable descrambling module (D) includes a
personal number which may be written in the detachable security module
(C), it being possible for the said detachable descrambling moduie (D) to
verify at any time the conformity of this personal number written in the said
detachable security module (C).

11. Pay-TV reception system according to Claim 10, characterized
in that the personal number comprises a part specific to a group of
detachable descrambling modules (D) and a part specific to one
detachable descrambling module (D) and in that the conformity of the
matching 1s verified on the part specific to the group of detachable
descrambling modules (D).

12, Pay-TV reception system according to Claims 9 to 11,
characterized in that at least some of the information (5) sent from the
receiver (A) to the detachable descrambling module (D) is encrypted by a
uniqgue encryption key.

13. Pay-TV reception system according to Claims 9 to 12,
characterized in that at least some of the information (8) sent from the
detachable descrambling module (D) to the receiver (A) is encrypted by a
unique encryption key.
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TV reception system between a receiver (A) and security means (C, D, F),
these security means sending to the receiver (A) descrambling information
allowing the decryption of the video and audio signals, characterized in that
at least one unique encryption key is stored, on the one hand, in the
receiver (A) and, on the other hand, in the security means and Iin that the
information transmitted between the receiver (A) and the security means is
encrypted and decrypted by means of at least one of the said unique
encryption keys.

16. Method according to Claim 15, characterized in that a number
personal to the receiver (A) is written in the security means during an
initialization operation and in that the receiver (A) may check at any time
the conformity of this personal number written in the said security means.

17. Detachable security module (C) intended to be connected to a
receiver (A) as part of a Pay-TV reception system, which includes at least
one non-volatile memory intended for storing the confidential data and/or
the data necessary for operating the descrambling system and the means
of transmission with the receiver (A), characterized in that this detachable
security module (C) includes means for encrypting the transmission and in
that this memory also includes at least one encryption key which acts on
the means for encrypting the transmission.

18. Detachable descrambling module (D) beeing part of a pay-TV
reception system, comprising a control unit (B), first means of transmission
(3, 4) with a detachable security module (C), second means of
transmission (5, 6) with a receiver (A), and a non-volatile memory,
characterized in that it includes first encryption means and in that this
memory includes al least one encryption key which acts on the first
encryption means intended for encrypting the transmission of the first
transmission means (3, 4).
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RonanAri al Euri er akptdesataeiH DeRdMentD) according to Claim 18,

" #39%& () * dharatREZ3498 188t it Trc1d BB CPEERTIehSHNERGRSAWY\ARYZn\ that this
memory includes at least one encryption key which acts on the second
encryption means intended for encrypting the transmission of the second
transmission means (5, 6)

20. Pay television descrambling receiver (A) comprising means of
transmission to security means (C, D, F), as well as a non-volatile memory,
characterized in that it includes means for encrypting/decrypting the
transmission from and to the security means (C, D, F) and in that this
memory includes at least one encryption key which acts on the means for
encrypting/decrypting the transmission.



