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100-\

THE USER STORES AT THE MOBILE DEVICE HIS PASSWORD AND
INFORMATION THAT RELATES TO HIS FACIAL IMAGE

h 4

110\

WHEN THE MOBILE DEVICE IS IN A LOCKED MODE, IN ORDER TO UNLOCK
THE DEVICE, THE USER INSERTS HIS PASSWORD

\ 4

120\

THE INSERTED PASSWORD IS COMPARED WITH THE USER’S STORED
PASSWORD

A

130-\

DETERMINING WHETHER THERE IS A MATCH BETWEEN THE INSERTED
PASSWORD AND THE STORED PASSWORD

h 4

140~\

ONCE A MATCH HAS BEEN DETERMINED BETWEEN THE INSERTED AND
STORED PASSWORD, PROMPTING THE MOBILE DEVICE CAMERA TO
CAPTURE AN IMAGE

h 4

150\

PROCESSING THE IMAGE CAPTURED BY THE CAMERA

A

160-\

INVOKING A FACIAL RECOGNITION PROCESS AND COMPARING
INFORMATION RETRIEVED FROM THE CAPTURED IMAGE WITH STORED
INFOORMATION THAT RELATES TO THE USER’S FACIAL IMAGE

h 4

170\

IF THE RETRIEVED INFORMATION MATCHES THE FACIAL IMAGE RELATED
INFORMATION, UNLOCKING THE MOBILE DEVICE

FIG. 1
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STORING TWO TYPES OF A USER’S IDENTIFICATION DATA AT A MOBILE
DEVICE

v

WHEN THE MOBILE DEVICE IS IN A LOCKED MODE, IN ORDER TO UNLOCK
THE DEVICE, THE USER FIRST INSERTS HIS PASSWORD

4

THE INSERTED PASSWORD IS COMPARED WITH THE STORED
IDENTIFICATION DATA OF THE FIRST TYPE

A 4

DETERMINING WHETHER THERE IS A MATCH BETWEEN THE INSERTED
PASSWORD AND THE STORED IDENTIFICATION DATA OF THE FIRST TYPE

h 4

ONCE A MATCH HAS BEEN DETERMINED BETWEEN THE INSERTED AND
STORED IDENTIFICATION DATA, PROMPTING A USER INTERFACE OF THE
MOBILE DEVICE TO RECEIVE IDENTIFICATION DATA OF THE SECOND TYPE

h 4

PROCESSING THE IMAGE CAPTURED BY THE CAMERA OF THE MOBILE
DEVICE

v

INVOKING A FACIAL RECOGNITION PROCESS AND COMPARING
INFORMATION RETRIEVED FROM THE CAPTURED IMAGE WITH THE STORED
INFOORMATION OF THE SECOND TYPE

A 4

IF NO MATCH WAS FOUND IN STEP 260, RETRIEVING AND MATCHING USER’S
IDENTIFICATION DATA OF THE SECOND TYPE OF A DIFFERENT CLASS WITH
STORED DATA ASSOCIATED WITH THAT DIFFERENT CLASS OF DATA

A 4

IF THE RETRIEVED INFORMATION MATCHES THE STORED IDENTIFICATION
DATA OF THE SECOND TYPE AND OF THE DIFFERENT CLASS, UNLOCKING
THE MOBILE DEVICE

FIG. 2
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300\

STORING THE USER PASSWORD AND INFORMATION THAT RELATES TO HIS
FACIAL IMAGE AT A MOBILE DEVICE

A

310\

WHEN THE MOBILE DEVICE IS IN A LOCKED MODE, IN ORDER TO UNLOCK THE
DEVICE, THE USER INSERTS HIS PASSWORD

A

320\

THE INSERTED PASSWORD IS COMPARED WITH THE USER'S STORED
PASSWORD

A 4

330\

DETERMINING WHETHER THERE IS A MATCH BETWEEN THE INSERTED
PASSWORD AND THE STORED PASSWORD

A

340\

ONCE A MATCH HAS BEEN DETERMINED BETWEEN THE INSERTED AND STORED
PASSWORD, PROMPTING THE MOBILE DEVICE CAMERA TO CAPTURE AN IMAGE

350

PROCESSING THE IMAGE CAPTURED BY THE CAMERA

h 4

360\

INVOKING A FACIAL RECOGNITION PROCESS AND COMPARING INFORMATION
RETRIEVED FROM THE CAPTURED IMAGE WITH STORED INFOORMATION THAT
RELATES TO THE USER’S FACIAL IMAGE

h 4

370\

IF THE COMPARISON FAILS DUE TO LACK OF DETAILS IN THE CAPTURED IMAGE
TO ALLOW THE COMPARISON, GRANTING A LIMITED ACCESS TO THE MOBILE

DEVICE
v

380\

PROMPTING THE CAMERA TO CAPTURE ANOTHER IMAGE

v

39(}\

PROCESSING THE NEWLY CAPTURED IMAGE TO DETERMINE WHETHER IT CONTAINS
ENOUGH INFORMATION TO CARRY OUT A FACIAL RECOGNITION PROPCESS

h 4

40(1\

IF AFTER REPEATING STEPS 380 AND 390 NO IMAGE HAS BEEN CAPTURED THAT
ALLOWS CARRYING OUT THE FACIAL RECOGNITION PROCESS, RE-LOCKING THE
MOBILE DEVICE

FIG. 3







