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M:ETHOD SYS’I'EM FOR DEPLOYING SMART CARD APPLICATIONS .
OVER DATA NETWORKS

Cross-Reference to Related Application
This application claims priority to applicant’s co-pending application having

U.8. Serial No. 60/125,154 filed March 19, 1999

Field of Invention

The present invention relates to 8 method and system for sending data and
other information based on protocol-smnda.r&s developed by the International:
Standards Organization (ISO), related to smart card applications, and more
particularly to a method and system for deployment of smart card appﬁcaﬁons on

data networks, such as IP and broadband in view of ISO-7816.

.Background of the Invention

Smart cards have been employed in the field of fimancial transaction systems
to store vﬁlue, owing to their ability to contain cryptographic engines and stnré sectet
keys seﬁurely. As such, they have come to be regarded as a cheap tamper-proof
repository for secure _data; such as loyalty value, personal identification (19)]
information, and even cash valuc | |

All smart card applications are built around a standard speciﬁe;:l by the

International Standards Organization (ISO) as ISO-7816. This standard specifies a



framework for stoﬁﬁg data within the card and a basic operating Application
frogrammi.ng Interface (APT) for commanding the card to perform its functions.

| All smart card applications reqm.rmg cryptographic authentication usually
require two or more smart cards, one card held by an entity desiring auﬂicnﬁcaﬁon
axid another card held by an authenticating anthority that carries out the
autheﬁticating protoco! defined by the application. This authentication process
involves the two smart cards exchanging data in some form of a challenge and
fesponse scenario.

The ISO—7SI6 committee was well aware thg,tmény applications would
require multiple smart cards, as well as non smart card devices, to support the
applications. These devices includé user interface displays, data storage, and-
keyboards, The committee also knew that these smart card devices and non-smart
card supporting devices would need to be addrssa;blc from within any card or dzvice
within the application. As a result, the committec specified that smart card devices
and supporting deviccs_ could optionally comﬁmnicate with each othar on a simple
bus network, for which a protocol for an application componeat device_was described
1o facilitate interaction between the devices over this bus.

The name given to the protocol was T=1, and it mercly required that any data
going into or out of any component device within the application be prepended with
a header that specified the d.evice address from which ihe data was sc.nt, called a
Source Node Address,‘and a device address, to which the application desired the data

be sent, called the Destination Node Addrass.



10

15

20

Under the protocol, the T=1 Router within the applicatioﬁ would route data to
the Destination Node Address specified in the header. Application designers who
did not desire to avail themselves of this feature would use the T=0 protocol, in
which no header is prepended to data going to or from the smart card. | |

Typical applications for the T=1 protocol are microprocessor-based purchase
terminals for smart card based cash applications, in which the T=1 addressable nodes
are al\.:vays.hard-wire connected together and consif:quently reside on the same circuwit
board. These terminals typically are used in retail establishments to transfer value
from & customer’s smart card - to the merchant’s smart card  However, there is a
growing need for these same appﬁcaﬁons to run in topologies where the T=1
addressable Nodes c::mnot be wired together as they are in an embedded terminal.
One such topology is a network application where one smart card may be on a
personal computer (PC) on the Internet and anmhe‘f may be in an Internet Secver.

The ISO committee did not address the issue of smart cards and their
supporting non-stoart card application components dommunicaﬁng over a network.
Consequently, no standards currently -_cxist in the ISO-7816 specification for
connecting smart card application components over a network.

There is therefore a recognized need in the art for an application that connects

and allows for secure and quu:ck data ‘l:ransfer over networks.
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Summary of the Invention

An embodiment of the preseut invention advantageously permits ISO-7816
Sma:t cards and their non-smart card supporting devices to be connected and interact
over IP, broadband and Wide Area Networks (W, AN) networks using the T=1
protocol, just as if they were come&ed locally. The invention takes 2 node address
naT=1 -emhedde& terminal and maps each address into a network address, such as a
Univers.al Resource Locator (URL), such that different coroponents of tﬁe terminal

that are T=1 addressable may exist throughout, for example, an IP network. The

| advantages offered by the ijuvention include security and speed, resulting in increased

ease of use. Furthermore, the invention gives the smart card antonomy and

independence by enabling it to contain within itself all the network addresses of the

_components of the application of which it is a part.

Smart card addressable nodes and non-sma;rt card addressable nodes can send
and receive data to and from any other Addressable Node with no “kmowledge” of
where those addressable nodes may be located _(e.g.,_ in the microprocesso?s memory,
on a device commected bf serial IO line, or on a computer on a remote network). This
provides an improvement over the prior art by allowing embedded smart ¢ard
applications to be ported to large networks with little modification.

The present invention also allowé new applications to be developed that can
avail themselves of a network connectivity mechanism that allows proérams inside

the smart cards themselves to autonomously configure the network topology and then



10

15

20

issue commands to send and receive data to the application components of the

network.

In one embodiment, the present invention relates to a method for routing data
between a microprocessor on a smart card anda compoﬁent device over at least one
network. The method comprises smding dafa from the microprocessor on the smart
card to a router through a smart card addréss handler. The router is preferably an |
extended T=1 router and includes a first extondsd routing table. The datais then
routed over the network. In routing the data, the data is sent from the routerio a
network-coupled address handler to the network. The data from the smart card may
be routed to an internet protocol network, to a broadband network, to a wide area
network or another network through which data is ﬁormally sent. The data is
received at a second rouier that is hard wire comected to the coroponent device. In
receiving the data at the second router, the data is ;‘eceived from the network and sent
through a second nétwork-coupled address handler to thé second router. The second
router is preferably an extended T=1 router and comprises a second extended routing
table. The data is then sent from the second routerto the component device through

2 node address handler. In one embodiment, the second component is a security

access module. The security access module may be a second smart card that

anthenticates the first smart card. In another embodiment, the component device may
be 2 terminal application responsible for starting and operating a terminal, Ina
further embodiment, the component device may be a data storage device, responsible

for storing data from smart cards in non-volatile memory. In another embodiment,
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the component device may be a terminal having & display device and an input device,

‘such as akeyboard or a mouse.

In another embodiment, data is routed between a first cluster and & second
cluster over at Jeast one network. The date is sent from the first cluster to a network

by sending the data from a first component device through a first node address

' handler to a first router and through a network-coupled address handler to the

network. In §nc embodiment, the first component device is a smart card having a
micropracessar. The first m@ter is preferably an cxtended T=1 router, iné_luding a
first extended routiﬁg table. Froin the network, the data is received at the second
c]ﬁster. To receive ﬁxe data at the second cluster, the data is received from the

network at & second network-coupled address handler. The data is then sent through

~ a second router and a second node address handler to 2 second component device. In

one embodiment, the second component deviceis 2 security access module,
including a second smaxt card that a@mﬁcﬂes 2 smart card from the first claster.
The second router is preferably an extended Te= router, incInding an extended routing
table. |
In another method for sending data between a frst cluster and a second
cluster over at least one network, the' first cluster may comprise roore than one
component device, where cach component dcﬁce has 1ts own node gddmss bandler
associated with it. Data is sent from the first clusterto a network by seﬁding data
from one of the component devices‘ through the node address handler associated with

the component device to a router. The router is preferably an extended T=1 router,
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including an extended routing table. From the fouter, the data is sent th:ough' a
network-coupled #ddreés handler to the.network, In one embodiment, 2 ﬁrst
component device in the first cluster is a smart card having a microprocessor. A
sccond component device in the first cluster may be a torminal baving a display
dévice and a keyboard. The data may be sent from the first cluster to the second
cluster over an intemnet protocol petwork, over a broadband network, over a wide arca
network or over another network through which data is normally sent. The data is
received from the network at the second cluster. In an embodiment of the present
invention, the second cluster may inch:de more than one component device, where
each coraponent device has its own node address handler associated x.vith it.

In receiving the data at the s?cond chaster, data is received from the network ata
second network-coupled address Bandler and sent through a router to one of the
component devices via the node address handler as;sociated with the component
device. The router is preferably an extended T=1 router, including an extended
routing table. In one embodiment of the present i:_nrention, a first component device
inlthe second cluster is a security access module, incluv;'lin,g a second smart card tha_t.

authenticates a smart card in the first cluster. A second component device in the

~ second cluster may be a data storage device, wherein the data storage device and the

smart card send and receive dat_ausingthenodéaddrcss_handlers and the second
router. Among other finctions, the data starage device may be responsx;ble for
storing data from smart cards in non-volatile memory. In another embodiment, 2

third component device in the second cluster is a clearing and settlement device.
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Another embodiment of the present invention relé.tes to a system for routiﬁg
data between a smart card having a microprocessor and a component device over at
least one network The system includes means for sending data from the Qmart card
to a first router. The means for sending the data from the smart card to the first
router is preferably a first smart can_i address handler. The system further comprises
means for routing the data over a network. The means for routing the data over the
network preferaBly inclnde the first router and a first network-coupled address
handler. The first router is preferably an extended T=1 router, including an extended
roufing table. In an embodiment of the present invention, the data.. may be routed
over an internet protocol network, over a broadbami netwark, over 2 wide area
network or over another network through which data is normally sent. An
embodiment of a system for Touting data between a smart card and a component over
a network further comprises means for receiving tiie dataata secopd router. The
ﬁleans for receiving the data at the second router preferably comprises a second
network-coupled address handler. The second router is also preferably an extended
T=1 router, including an extended routing table. An embodiment 6f the system of the
present invention also. comprises méa.ns for sending the data from the second router
to the component device. The means for sending the data from the second router to |
the component device preferably comprises a nodﬁ address handler. Inone
embodiment of the present invention, the component device is a se;zuri.ty access
module, including a second smart card that authenticates the first smart card. In

another embodiment, the component device may be a terminal application
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responsible for starting and operating a terminal. In a further embodiment, the
component device may be a data storage device, responsible for ston'ng data ﬁ:bm
smart cards in non-volafile nianory. 'In another embodiment, the compounent device
may be & terminal having a display device and a keyboard.

Another embodiment of the present invention relates to a system for routing
data between a first cluster and a second cluster over at Icast one nctwork The
system compriscs means for sending data. from the first cluster to thc at least one
network and means for receiving the data from fhe at least one network at the second
cluster. The means for sending the data from the first cluster to a network preferably
comprise a first component deﬁce, a first node address handler, arouterand a
network-coupled address handler found in the first cluster. In one cprodiment, the
first componem; device is a; smart card having a mictoprocessor. The router is
preferably an extended T=1 router, in-cluding an extended routing table. In another
embodiment, the first cluster may comprise mc;ré than one component device and a
node address handler associated with each component demce In addition to a smart
card, another component device in the first cluster may be a tcrmmal having a dmplay
device and a keyboard. In addition to communjcaﬁng with each other, the
component devices in the first cluster may also commumcate with component
devices in other clusters by ut:hzmg a system of the present mvcnuon. In a preferred
embodiment of the present mvennon, the means for sending data ﬁ'om the first
cluster to the at least one network further comprises a network-coupled address

handler coupled to each netwark. The first cluster may send data to the second |
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cluster over an internet protocol network, over a broadband petwork, over 2 wide area
network ot over another network ﬂarqugh which data is normally sent. According to
an ebodiment of the present invention, the means for receiving the data from the
petwork at the second cluster coﬁpﬁse a second network-coupled address handler, 2
second router, a second node adc.!rass handler and a second component device. In one
embodi_ment; the companent device in the second cluster is a security access module,
inchuding a sccond stoart card that authenticates the smart card in the first chuster.
The second router is preferably an extended T=1 router, including an extended
routing table. In another embodiment, the second cluster may comprise more than
one component device and a node address handler associated with each component. |
For example, if a first component device in the second cluster is a security access
module, a second component device in the second cluster may be a data storage
device. The data storage device and the smart carr:l' would preferably communicate
with each other using the node address bandlers and the second router. Ina still
ﬁzriher emquiment, a third component device in the second cluster may be a
clearing and settlement device, which preferably conmmumicates with the other
components using the node address handlers and the second router.

A still further embodiment of a system for routing data between at least two

. clusters over &t least one network comprises a first hard wired cluster comprising at

least one component device, a node address bandler associated with each component
device, a router and at least one network-coupled address handler. The system

further comprises a second hard wired cluster comprising at least one component

10
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device, a node address handler- associated with each coroponent device, a router and

at least one network-coupled address handler. A component device in the first cluster

sends data via the node address bandler associated with the component device in the
first cluster to the router in the first oluster, | The router in the first cluster sends data
through a networl-coupled address handler in the first cluster to a network. The
router in the second cluster receives tﬁe data from the network via a network-coupled
address handler in the second cluster. A component device in the second cluster
receives the data from the router in the second cluster via the node address handler
associated with the coﬁzp‘onmt device in the second cluster. The routers in each |
cluster are extended T=1 routers. The data maybe sent over an intemet protocol
neiwoark, over a broadband network, over a wide area r;etwﬁrk or over another
network through which data is normally sent. A cluster ﬁay be coupled to more than
one network thmugﬁ a network-coupled address handler associated with each
network. For example, a cluster may be coupled to both an internet protocol network
and a broadband network throﬁgh a hetWOrk-coupled address handler associated with
each network. Additionally, each cluster may be coupled to the same network
through more than one network-coupled address handler.

Additdonal objects, advantages and novel features of the invention will be set
forth in part in the description which follows, and in part-will become more apparent
to those skilled in the art upon examination of the following or may be leamed by

practice of the invention.

11
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Brief Description of the meings

Figure 1 iltustrates a T=1 Routing Table instituting the ISO-7816
speciﬁcaﬁons. )

Figure 2 illustrates an Extended Routing Table according to an embodiment
of the present invenﬁou. |

Figure 3 {llustrates an Extended Routing Table according 10 an embodiment
of the present invention.

Figure 4 is a schematic diagram which illustrates an overview of examples of
key componemg and the flow of data between the key components for an
embodiment of the present invention m which data is ée.nt between three clﬁsters over
a broadband network and an intetnet protocol network.

Figure 5 is a flow chart which illustrates an embodiment of a method af the
present invention for sending data between a smart‘card and a component over at
least one network. | _

F 1gure 6 is a flow chart which illustrates an embodiment of a method of the
present invention for sending data between a first chuster and a second cluster over at
least onc network.

Figure 7 is a schematic diagram which illustrates an overview of examples of
key components and the flow of data between the key components for au
embodiment of the present invention in which data is sent fiom a sma.rtca:d toa

component over an internet protocol network,

12
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Figure § is a schematic diagram which illustrates an overview of examples of

" key components and the flow of data between the key components for another |

embodiment of the'prc-:sent invention in which data is sent from a smart card to a
component over an internet protocol network or over a broadband network.

Figure 9 is a schematic diagrem which illustrates an overvisw of examples of

- key components and the flow of data between the key components for another

embodiment of the present iﬁvenﬁon in which data is sent from a first cluster to a
second cluster over an internet protocol network, over a broadband network or over a
wide area network.

Figure 10 is a schematic dlagram v;rhich illustrates an overview of cxamples
of key components and the flow of data between the key components for another
embodiment of the present invention in Whi_ch datz is sent between three clusters over

an internet protocol network.

‘Detailed Description of the Invention

Figure 1 shows a T=1 Routing Table 5 implied in the ISO-7816 specification

for use with an embodiment of the present invention. Since the application expects

-all the Addressable Nodes to be resident on the same circuit board, the sole function

of the Routing Table 5 is to map cach of the cight possible Node Addresses to &
software procedure.

In figure 1, the No&e Address 10 is the T=1 node address assigned to the

component 20 by the application and may have any of the values {0—7}. The

13
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Routing Table 5 illustrated in Figure 11s for a simple Hypotheﬁcd embedded
application according to an émbodjment of the present invenﬁon.' In this
emtbodiment, Nods Address 0 is assigned to the smart card requiring authentication
and Node Address 1 is assigned to the user interface. Node Address 2 is assigned 10
.the smart card providing the authentication, and Node Address 3 is assigned to 2
logging program that stores trmtion activity records in memory.

The ISO-7816 specification also specifies 2 Router program that has the
Won of handling all communications between the addressable Nodes of the
application, the routing algorithm being:

while (ORIGINATOR_SAD is not equal DAD)

{ Routing_Table[ DAD] .Node_Address_Handler(Transm."t, .S'AD

ApplicationData);

Routing Tablef DAD] .Nbde_4ddres:_ﬂ'andler(Receive, DAD,

ApplicationData) } |

Retwrn response ApplicationData to ORI GINATOR _SAD
Where ORIGINATOR_SAD'is the Source Node Address of the originator of a
message consisting of ApplicationData destinedto a Destimﬁon_ Node Address,
DAD. The DAD may change each time new ApplicationData is received from a
Node Address, which of course gives any Node the freedom to route Applicati_onDé.ta
1o any other Node in the system before it returns a response to the '.

ORIGINATOR_SAD.

14
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An embodiment of the present invention includes a Routing Tabie Extension
to the Routing Table in Figure 1 and an Extended T=1 Router. An Extended Rnuting
Table 25 is shown in Figure 2, in which the simple exubedded application described
by the Roﬁting Table in Figure 1 has been modified to run in accordance with an -
embodiment of the present invention. The Node Address feld 30, as m the original
R§uti:ng Table, is the T=1 Node Address assigned to the component 45 by the
application and may have the vaiués of {0-7}.

The Coupling field 35 specifies how the component 45 is connected to the
local Router, It may have the values of {Coresident, Input/Output Device
(IODevice), Network, NotConnected}. .

The Corcsident Coupling type Spéciﬁes that the component 45 is a program
on the same cm:mt board as the Routing Table 25 and that its Node Address Handler
40 is a software procedure. In the Routing Table m Figure 1, all of the Node
Addresses have an implied Coupling type of “Coresident” .

According to an embodiment of the present invention, the IODevice Coupiing |
type specifies that the component 45 addressed by the Node Address 3C isonanIO
device copnected to the same circuit board on which the Routing Table 25 is resident.

The Network Coupling type specifics that the component 45 addressed by
Node Address 30 is not resideat on the eizouit bosrd cx which the Routing Table 25
resides, but resides on a processor that is connected to the circuit bo'ard. ofthe
Routing Table by a network cormection. Entries in the routing table h#ving a

coupling type of “Network™ may also specify the network address and port number of

15
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the node in the ﬁeids “Nétwoﬂc Addrcss”‘ and “Port”' of the extended routing table.
Figures 2 and 3 shc;w extended routing tables 25,50 having Network Address 47,72 |
and Port 49,74 felds.

The NotConnected Coupling type specifies that no connection exists in the

application with any Node Address marked NotConnected.

An embodiment of the present invention defines addressable Node
components that share the same cireuit board or hardware or are otherwise not
Coupled by Network coupling as Clusters. A single Node by itself on a circuit board

without any other components sharing the hardware with that particnlar Node is

- considered one Cluster. The application configuration described in the Routing

Table in Figure 1 for one embodiment would consist of a single Cluster. The
configuration in Figure 2 for one bodiment consists of two Clusters, one to
encompass Node Addresses 0,1,3,7 and one't.o cn;;;)mpass Node Address 2.

In an embodiment of the present.invenﬁon, each Cluster contains an Extended
Routing Table, which specifies the path to the other addressable Nodes in the
application. Nodes that reside in other Clusters are marked with a Coupling tyj:c of
Network. Figures2 and 3 present the Extended Routing Tables 25, 50 of the two
Clusters belonging to 4 simple hypothel:iﬁal applicatioﬁ in éﬁcordance with an
embodiment of the present invention.

In an embodiment of the present invention, Node Address f-l'an&lers are
defined by the invention to be programs caﬂable by the Invention’s Extended Router

to send ApplicationData to 2 Node associated with the Node Address Handler and to

16
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receive ApplicationData from the Node associated with the Node Address Handler.
Accordingly, the invention specifies that the Node Address handlers have 2 send and
receive interface. | | .

Node Address Handlers of the Coresident Coupiing type in an embodiment of
the present invention, represent a program that writes the ApplicatiohData toa
display scresn and then returns. Node Address Handlers of the I0Device type call
device drivers controlliné the compﬁncnt Nodes, such as smart card r;adcrs attached
toa scn'al-porr.. Finally, Node Address Handlers of the Network Coupling type call
Send and Receive programs that have passed ApplicationData to and from
Transmission Centrol Protocol/Internet Protocol (TCP/IP) Sockets, Asynchronous
Transfer Mode (ATM) Charmels or the data channels defined by any data
transmission protocol, such as frame relay or system netwark architecture (SNA).

The Network Address field 47, 72 (Figs. 2 and 3) of the Network Coupling
type in an embodiment of the preseat invention represents the network address of the
machine or cluster in which the node described by this entry resides. Values that this

field may take in the case of an IP network are a URL or a four part IP address as

 given in the extended routing tables 25, 50 shown in Figures 2 and 3.

The Port field 49, 74 (Figs. 2 and 3) of the Network Coupling type in an
embodiment of the present invention represents the port identifier by which the
process implementing the node within the machine or cluster is known., The Port _

Held can be used by the Systmn to locate a specific node within 2 machine or cluster

17
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when multiple nodes are in'the same cluster or machine, and therefore share the same
network address. |

Figure 4 is a schematic diagram which illustrates an overview of examples of
key comfonents aﬁd the flow of data between the key components for an

embodiment of the present invention in which data is sent between three clusters over

a2 broadband network and an internet protocol network. In Figure 4, th_e comipopent

devices 90, 100, 155, 180 of the application, both smart card and non-smart card, are
distributed in three Clusters 75, 80, 85 over two networks, a Broadband network 125
of the kind found in Cable television distribution and an IP network 130 of the kind

used to deliver Internet content. Cluster A 75 is a cable television set top box with a

" smart card reader 90 and a user display apparatus 100, such as, for example, 2

television screen. Cluster B 80 is a server connected to the cable operator's

broadband beadend 125 via ATM chamnels 135. The server has a smart card 155,

which is used to anthenticate requests from the sﬁbsmiber‘s smart card 90. Cluster C
$5isa reﬁmtc server on the intemnet 130 thé.t logs authentication activity.

Each Cluster has an Extended T=1 Router 110, 145, 170 and an Extcnded
Routing Table 115, 140, 165, which links Node Addresses to network charmels or
locally connected IO devices. Each component device 90, 100, 155, 180 has a node
address bandler 95, 105, 150, 175 associated with it. |

The present invention may also be used as a nei;vork bridge to ;onnect stoart
cards and non-gmart card supporting devices that ar.e not connected to the same

netwark. For example, in Figure 4, the Transaction Log 180 for the application is

18



10

15

20

located by itself in Cluster C 85, which has no direct connection with the smart card
90 in Cluster A 75, but the Cluster A smart card 90 can send ApplicationData to the
Log 180 because the Cluster B Server has both a Broadband conncction via two of its

network-coupled address handlers 135, 137 at Node=0 and Node=], and an IP

 connection via a network-coupled address handler 139 at Node=3. Node=3 has been

- configured with a TCP/IP connection to connect with the same in Cluster C 85 , the

cluster with the Transaction Log 180.

' The advantages of a system according to the embodiment shown in Figure 4
include security and speed. The secﬁ.ﬁty results from taking advantage of the natural
authentication properties of the smart card devices, such that the need for third party
authentication packages requiring, for example, certificates and certificates servers |

may be avoided. Because the invention allows transactions to occur over networks as

if they were occurring off-line between physicall)‘r comnected, secure devices, the data

remains encrypted, thus avoiding the need for use of a secure sockets layer (SSL).

The speed of the system results from taking advantage of such things as Intemet-

based high data rate specifications for sound. Further, the invention aliows for direct
communication between a smart card and a server, through bypassing of, for
example, a browser.

Figure 5is a flow chart illustrating an embodiment of a method ofthe present
fveuntion for sending data between # smart card and a component &evicc over at least
one network, According to this embodimenr, data are recei_ved 185ata ﬁrét router

from a microprocessor on a smart card through a smart card address handler. The

19
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first router preferably comprises an extended T=1 router having an extended routing
table. The data are then routed 190 over a network by sending the data from the first
router through a network-coupled address handler to 2 network. The network may be
an internet prdtocol network, 2 broadband network, a wide area network, or any other
network over which data are normally sent. The type of netvvork-cqupled address
handler will depend on the network. For example, if the network is a broadband
nctw'ork, the network-coupled address handler will be an asynchronous transfer mode
(ATM) channel. The data are received 195 from the network through a network-
coupled addréss handler at a second router. The second router also preferably
comprises an extended T=1 router having an exténded routing table. The data are
sent 200 from the second router to a component device through a node address
‘handler. The component device may be, for exam‘pl'e, a data storage device, a
terminal havmg an input device and a display dev%f:e, a terminal gpplication, 2
clearing and settlement device or a security access module. A security aceess module
may further comprise a second smart card that authenticates the first smart card. An
example of a finction of the terminal application would be for starting and operating
aterminal. Examples of funetions of a data storage device include storing data from
smart cards in non-volatile memorf and logging transaction activity. An example of
a function of a clearing and scttlement device is the uploading of smart ca:ci
transaction data to a bank’s server. o

Figure 6 is a flow chart ﬂlustraimg an embodiment of 2 method of the present

invention for sending data betwesn a first cluster and a second cluster over at least

20
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one network. According to this embodiment, data are sent 202 from a first cluster

having an extended T=1 routerto a network. The network may be an intermet

protocol network, a broadband network, & wide area network, or any other network
over which daﬁ ars normally sent. Sending of data from the first cluster preferably
farther comprises sending the data from & first component device through a first node
address handler to the first extended T=1 rmiter and through a first network-coupled
address handler to the network. The first compoﬁcnt device may be, for exanple, &
smmart card having a microprocessor. According to this embodiment, the data are then
received 205 from the network at a second cluster ha:v:fng an extended T=i router.
Receiving of data st the second cluster preferably further comprises receiving the
data from the network at a secc;nd network-coupled address handler and sending the
dats through the second extended ’f=1 router and 2 second node address handlerto a
second component device. The component devic‘c‘-ﬁay be, for example, a data
storage device,  terminial having an input device and a display device, 2 terminal
application, a clearing and settlement device, a security access module or other
component device or application that uses a T=1 router. The extended T=1 routers
preferably further comprise extended routing tables. The first and second clusters

may each compriss more than one component device. For example, the first cluster

- may comprise a smart card having a microprocessor and a terminal having a display

device and an input device. The second cluster may comprise, for cxaraple, a
security access module for authenticating a smart card in the first cluster and 2 data

storage dsvice for logging transaction activity. Each component device in a cluster
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prefersbly has its own node address handler associated with it. Although the sbove

description relates to the transfer of data from a first clusr& to a second cluster, data

may élsb easily bé sent from the second to the first cluster using the same method.
 Other embodiments of the present invention relate to systems for routing data

petween T=] applications over a petwork, Figure 7 is a schematic diagram which

illustrates an overvicw of examples of key components and the flow of data between

the key components for an embodiment of a system of the present invention in which
data is sent from a smart card to & component device over an internet protocol
network, Figure 7 shows an extended T=1 router 260 that recsives data frorm a smart
card 250 having a microprocessor through a node address handler 255. The data is
xﬁutcd over an internet protocol network 270 from the extended T=1 router 260
throngh & network-coupled address handler 265. The data is received at another
extended T=1 router 280 from the intemet protocoi network 270 via & network-
coupled address handler 275, The data is sent from the extended Te=1 router 280
through a node address hander 285 toa comfonenfc device 290. The extended T=1
routers 260, 280 preferably further comprise ext&ed routing tables. The component
device 290 may be, for example, a data storage device, a terminal having an input
device and a display device, a terminal application, 2 clearing and settlement device,
a security access module or other component device or application thai uses a T=1
router.. .

Figure 8 is a schematic diagram which illustrates an overview of examples of

~ key components and the flow of data between the key compenents for another

22



10

15

20

eopbodiment of {he present inveation fn which data is sent from 2 smart card to 2

component over an internet protocol network or over a broadband network. In the

embodiment'shom in Figure 8, data is sent from a microprocessor in the smart ca:rd
325 to 2 node address handler 330. An extended T=1 muta having an extended
routing table 335 receives the data lfrom the node address handler 330, The extended
=} router 335 is coupled with both an intemet protocol network 350 and a
broadband network via two network-coupled address handlers 340,345, The data
may be sext over the internet protocol network 350 or the broadband network 355.
The data is received at a second c#tended T=1 router 370 having an extended ;;ﬁﬁng
table from the internet protacol network 350 via network-coupled address handler
360 or from the broadband network 355 via network-coupled address handler 365.
The data is sent from the extended T=1 router 370 through 2 node address handler

375 to 2 component device 380. The componeat device 290 may be, for example, a

data storage device, & terminal having an input device and a display device, 2

terminal application, a clearing and seftlement device, a sceurity access module or
any other component device or applicatiﬁn that uses a T=1 router. This embodiment
may further comprise the sending of data through a wide area nétwork or other .
net(vvork through which data is normally sent.

Figure 9 is a schematic dfagram which illustrates an overview of examples 'of
key components and the flow of data between the key components -for .another
embodiment of the present invention in which data is sent from a first clusterto a

second cluster over an internct protocol network, over a broadband network ar over a
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wide area networlc Figure ¢ shows a ﬁ:st cluster 505 having two component
devices, & smart card 400 and & terminal including a display device and an input
device 410, Eachofthe component devices 400, 410 may send data to an extended
Tw] router having an extended routing table 420 through respective node address

handlers 405, 415. Extended T=1 router 420 in the embodiment shown may s;nd

 data over three networks, an internet protocol network 440, 2 broadband network

445, and a wide area network 450. | Any nefwork through which data is normally
transmitted may be used with the present invention. Data may be mﬁmd from
the extended T=1 router 420 to ons of the netﬁrorks via the network-coupled address
handlers 425, 430, 435 coupled with the respective networks 440, 445, 450. A
secand cluster 510 receives the data from one of the networks 440, 445, 450 at one of
the network-coupled address handlers 455, 460, 465. Each network is coupled 440,
445, 450 with an address bandler 455, 460, 465. ‘The data is sent from one of the
network-coupled address handlers to an extended T=] router having an extended
routing table 470 in the second cluster 510. The data may be sent from the T=1
router to a component device in the second cluster 510 via a node address handler.
The embodiment of the present invention shown in Figure 9 comprises three
component devices in the second cluster 510, a security access module 490, a data
storage dcvict_:. 495 and = cleating and settlement device 500. As noted above, the
security access module 490 may further comprise 2 second smart caId ;hat
authenticates the first smart card. Examples of functions of the data storage device

495 inclode stnnng data from smart cards in non-volatﬂe memory and logging
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transaction activity. .An example of 2 function of the cleaﬁng and seﬂmmt device
500 is the uploading of smart card nansacﬁon data to a bank’s server.
Figure 10 is a schematic diagram which illustrates an overview of examples

of key components and the flow of data between the key components for another

- embodiment of the presént invention in which data is sent between three clusters over

an internet protocol petwork. Figure 10 shows three clusters 555, 560, 565 in
different geographic locations, each ha;ving an extended T=1 router, 590, 600, 625.

In this embodiment, the three clusters 555, 560, 565 are able to send and receive data
from the other clusters over an ﬁema proiocol network 570, the world wide web. A
frst cluster 560 comprises a reloada‘pie. card 610, which sends data through 2
reloadable card handler 505 to the extended T=1 router 600. The extended T=1
router sends the dats through a network-coupled gd&rcss handler 615 to the world
wide web 570. The data may be roited over the world wide web to component
devices in the other two clusters 555, 565; The second cluster comprises three

component devices, a clearing and settlement device (operating through a modem)

.575, a security access module (SAM) 580 and a data storage device 585. Each of

thesc component devices can send and receive data from an extended T=1 router 590

' via a node address handler 577, 582, 587 associated with it. For example, the

~

security access module 580 may send and receive data from extended T=1 router 590
through = security access module handler 582. The extended T=1 router 590 sends
and receives data from the world wide web 570 through a network-coupled address

handler 595. The third cluster 565 comprisés two corﬁponmts, a terminal application
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630 and a user interface illustrated in Figure 10 by an HTML display 640 and HTML

" forms 645. In one embodiment, the user interface sends and receives data from an

extended T=1 router 625 in the third cluster 565 through a node address handler,
shown as 8 user interface handler 647. The terminal application 630 sends and |
receives data .ftom'the extended T=1 touter 625 through its node address handler,
shown.as a texminal application handler 635. The extended T=1 router 625 likewise
sends and receives data ﬁom the world wide web through a network-coupled add:es§
handler 620.

Ax example of the operation of the system sﬁown in Figure 10, may involve a
user inserting a reloadable card 610 in the first cluster S60. The reloadable card
handler 605 'recei\?es' data from the reloadable card and sends it to-the extended T=1
router 600. The datais fouted over the world wide web 570 from the extended T=1
router 600 via the network-coupled address handlér 615. The dara from the
reloadable card 610 may be identification information for authentication of the
reloadable card 610. Tn such 2 scenario, the data would be routed from the world
wide web 570 to the seconé cluster 555. 'fhe data would be sent from the world wide
web 570 to the e)_:tended T=1 router 590 through the network-coupled address
handler 595. From the extended T=1 router 590, the data would be sent through the
SAM handler 582 to the secuity access module 580, whers the reloadzble card 610
would be authenticated. Data relating to the authentication ﬁay be sa-z.xt,,.to the dafa

storage device 585 in the second cluster 555 through the SAM handler 582, the
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extended T=1 router 590, and the data store handler 587, Likewise, the data rglating
to the authentication may be sent to & component devite in the third cluster.

The type of network-coupled address handler in each embodiment of the
present invenption will depend on the network. For example, ifthe network is a
broadband network, the network-coupled address handler will be an asynchronous

transfer mode (ATM) channel.

In the present invention, each component device is capable of sending or

receiving dara from other coﬁponcnt devices in the same cluster and of sending and

receiving data from component devices in other clusters by implementing the systems

- and methods of the present invention.

Various prefer;:ed eﬁ:bodimenté of the invention have been described in
fulfillment of the various objects of the invention. It should be recognized that these
embodiments s:e merely illustrative of the prindples of the present invention.
Numerous modifications and adaptations thereof will be readily apparent to those
skilled in the art without departing from the spirit and scope of the present invention.

Accordingly, the invention is only limited by the following claims.
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What is claimed is:
1. Amethod for routing data between & WiCrOProcessor in a smart card

and a component device over at least one network comprising:

receiving data at a first router from the microprocessor in the smart

cads

rouiing the da_ti over the at Jeast one network;
receiving the data at a second router; and
sending the data from the second router to the componeni device.
2, The method of claim 1, whersin receiving data at a first router further
comprises receiving data at an extended T=1 roufer. |
3. The method of claim 2, wherein routing the data over the at least one
network further comprises routing the data over an intemnet protocol network,
. 4. . Themethod ofchim&whmhr@gﬁc data over the at least one
network further comprises routing the data ov.cr a broadband network.
5. The method of claim 2, wherein routing the data over the at least one
network further. comprises routing the data over a wide area network.
6. The method of claim 2, wherein receiving data at an extended Tél

router further comprises receiving data at an sxtended T=1 router having an extended

 routing table.

7. The method of claim 2, receiving data at a first router from the

microprocessor in the smart card finther comprises sending the data from the
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microprocessor in the smart card Hrough a first smavt card address handler to the first
_router. .

8  The mefhod of claim 2, wherein routing the data furfher comprises
sending the data from the first router through a first network-coupled address handler
1o the at least one network. _

| 9. The method of claim 2, wherein rcc;iving the data at the second router
further com;ﬁsés receiving the data fromi tﬁe at least one network and sending the
data through a second network-coupled address handler to the second router.

10.  The method of claim 9, wherein sending the data through a second
network-coupled address handler to the second router fiurther comprises sending the
data through a second network-coupled address handler to a seconded extended T=1
rom&. |

11 'I'he method of claim 10, wherein ;enaj;g the data through a second
network-coupled address handler to a seconded extended T=1 router further
comprises sending the data through a second network-coupled address handler to 2
seconded extended T=1 router having a sm@d extended routing table.

12.  Themethod of claim 2, whereju sending the data from the second
router to the component finther comprises sending the data from the second router
through a node address handler to the component device.

13.  The method of claim 12, wherein the component de;vic; comprises a

security access module,
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14.  The method of claim 13, wherein the secuxity access mddxﬂe
compris&s- a second smart card that authénﬁcat&e-thc ﬁrsf smart caI_d.
15.  The method of claim 12, wherein the component device comprises a
termiinal application. |
16.  The method of claim 12, wherein the component device comprises &
data storage device.
17.  The method of claim 12, wherein thc component deﬁce Comprises a
terminal having a display device and an input device.
18. A method for routing data between a fixst cluster and a second cluster
over at least oﬁe network comprising:
| sending dat:;. ﬁ:onﬁ the first cluster to the at Jeast one network; and
receiving the data from the at least one network at the second cluster;
wherein the first cluster comprises a first extended T=1 router and the
second cluster comprises a second extended T=1 souter. |
19.  The method of claim 18, wherein sending data from the first cluster to
the at least one network firther comprises sending data from the first cluster to an
internet protocol network. |
20.  The method of claim 18, wherein sending data from the first cluster to
the at least one network further comprises sending data from the Grst clusterto a

broadband network.
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21 The method of claim 18, wherein sending data from the first cluster to

e

the at Jeast one netwark further comprises sending data From the first clusterto a

~ wide area network.

22.  The method of claim 18, wherein sending the data from te firs
cluster to the at least one network further comprises sending the data from a first
component device through 2 first node address handler to the first extended T=1
router and through a first network-coupled address handler to the at least one
network. | |

23.  The method of claim 22, wherein sending the data from the first
companent device further comprises sending the data from a microprocessor in 2
smart card.

24.  The method of claim 22, wherein receiving the data from the at least
one neiwork at the second cluster further compﬁséé receiving the data from the at
least one network at a second network-coupled' address handler and sending the data
through the second extended T=1 router and a second node address handlerto a
second component device.

25.  The method of claim 24, wherein sending the data through the second
cxtended T=1 router and the second node addrcﬁs handler to the second component
device finther comprises sending the data through the second extended T=1 router
and a second node address handler to a éectuity access modnle. o

26.  The method of claim 25, wherein the seéurity access module further

comprises a second smart card that authenticates a first smart card in the first cluster.
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27.  The method of claim 24, wherein the second extended T=1 router

comprises a second extended routing table.-
28.  The method of claim 18, wherein the first extended T=1 router

comprises a first extended routing table and the second extended T=1 router

comprises a second extended routing table. '

29.  The method of claim 18, wherein the first cluster comprises mote than
one component device and a node address handler associated with each component
device.

30.  The method of claim 29 wherein sending the data from the first cluster
to the at least one network further comprises sending the data from one of the

component devices through the npde address handler associated with the component

~ device to the first exiended T=1 rouler.

31.  The method of claim 30 wherein sending the data from the first cluster

to the at least one network further comprises sendmg the data from the first extended

T=1 router through a network-coupled address handler to the at least one network.

32.  The method of claim 29, wherein sending the data from one of the
components further compnscs sending the data from a microprocessor in a smart
card.
33.  Themethod of claim 32, wherein a second component device in the
first cluster further comprises 2 terminal having a display device and an input device.
34.  The method of claim 18, wherein receiving the data from the at least . |

one netwark at the second cluster further comprises receiving the data from the
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network at a second network-coupled address handler and sending the data through
the second extended T=1 router and a second node address handler to a second
component de;ﬁce. | |

35.. The method of claim 34, wherein the second component device
farther comprises & security access module that anthenticates a smart card in the ﬁr#t
cluster.

36. The method of claim 18, wherein the second cluster comprises more
than one component and a node.address handler associated with each component.

37.  The method of claim 36, wherein receiving the data from the at least
one network at the second cluster further comprises receiving the data from the
network at a second network-coupled address handler.

38.  The method of claim 37, whercin receiving the data from the at least
one network at the second cluster further compzisés sending the data through the
second extended T=1 router to one of the component devices via the node address
handler associated with the component device.

39, The method ofclaim 36, wherein a first component in the second

cluster further comprises a security access module that authenticates a smart card in

the first cluster.
40.  The method of claim 39, wherein a second component in the second

cluster further comprises a data storage device.
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41.  The method of claim 40, wherein the data storage device and tﬁe
security access module send and receive data using the node address handlers and the
second extended T=1 router. .

42,  The method of claim 40, wherein a third component in the second
cluster further comprises a clear%ng and settlement device. -

43.  The method of claim 42, whereiﬁ the data storage device, the security
access module and thf.i clearing and settlement device send and receive data using the
node address handlers and the second extended T=1 router.

44. A system for mﬁﬁng data between a smart card and a component
device over at least one network comprising:

means for sending data from the smart card to a first router;
_ means for routing the data over the at least one network;
wmeans for receiving the data at a 'sécﬁnd router; and
means for sending the data from the second router to the cc;ml-)onent
device,

45.  The system of claim 44, wherein the first router further comén’#es an
extended T=1 router. .

46.  The system of claim 45, wherein the at least one network further

comprises an internet protocol network,

47.  The system of claim 45, wherein the at least one neﬁvoik further

comprises a broadband network.
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48.  The system ofclaim 45, wherein the at least one network farther

comprises a widc' area network.
| 49. | The system of claim 45, whereip the extended T=1 router further

comprises a first extended routing table.

50,  The system of claim 45, wherein the means for sénding the data from
the smar card to the first router further comprises 2 first smart card address hander.

51.  The system of claim 45, whercin the mcaﬁs- for routing the data further
comprises the first router and a first network-coupled address handler.

52.  The system of claim 45, wherein the meﬁ for receiving the data at
the second router comprises a second network-coupled address handler.

53.  The system of claim 45, wherein the second router further comprises a
second extended T=1 router. |

54.  The system of claim 53, whetein the second extended T=1 router
comprises a second extended routing table, .

35.  The system of claim 45, wherein the means for seuding the data from
the second router to the component dcvi&e further comprises a node adﬁrcss hand]er.

56. The system of claim. 45, wherein the component device further
conipris&s a security access module..

57.  The system of claim 56, wherein the security access module further
compnses a second smart card that anthenticates the first smart card.

58.  The systemn Qf claim 45, wherein the component device further

comprises a terminal application.

35



10

15

20

e L moosL ox

59,  The system of claim 45, wherein the cqmponept device further

comprises a data storage device.

60.  The system of claim 45, wherein the component device further
comprises a terminal having a display device and a keyboard. .

61. A system for routing data between a first cluster and a second cluster

over zt least one nctwork comprising:

means for sending data from the first cluster to the at least one

network; and

means for receiving the data from the at least one network at the

second cluster.

62. The system of claim 61, wherein the at least one network further

_ comprises an internet protocol network.

63. The system of claim 61, wherein the at least one network further
comprises a broadband network. |

64.  The system of clzim 61, wherein the at least one network further
comprises a wide area network. .

65.  The system of claim 61, wherein the means for sending the data from
the ﬁm cluster to the at least one network further comprises a first component

device; a first node address handler, z first extended T=1 router and a network-

" coupled address handler found in the first cluster.

66.  The system of claim 65, wherein the first component device further

comprises a smart card.
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67. The systeﬁ'x éf claim 65, wherein the first extended T=1 router forther
comprises a first extended routing table.

68.  The system of claim 65, wherein the first cluster further comprises
more than one component device and a node address handler associated with each |
component

| 69.  The system of claim 68 wherein the first component device further
comprises a smart card.

70.  The system of claim 69, wherein a second component device in the
first cluster farther comprises a terminal having a display device and an input device.

71.  The system of claim 65, wherein means for sending data from the first
cluster to the at leést one network firther comprises a network-coupled address
handler coupled to each network.

72.  The system of claim 65, wherein 1;hc means for receiving the data from
the at least one network at the second cluster further comprises a second network-
coupled address handler, a second extended T=1 router, a second node address
handler and a secbnd component device.

73.  The system of claim 72, wherein the frst component further

comprises a first stnart card and the second component further corprises a security

access module.

74.  The system of claim 73, wherein the security access module flJi'thex_'

comnprises a second smart card that authenticates the first smart card. --
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75.  The system of claim 72, wherein the second extended T=1 router
further @mpﬁses an extended routing table.

76. . The system of claim 72, wherein the second cluster comprises more
than one component device and a riode address handler associated \f\rith each
component.

77.  The system of claim 76, wherein a first component device in the
second cluster further coﬁ:prises a security access module farther comprising a smart.
card ﬁat authenticates a smart card in the first cluster.

78.  The system of claim 77, wherein a second component device in the
second cluster further comprises a data storage device.

79.  The system of claim 78, wherein the data storage device and the
security access module in the sééond-cluster com‘;mmicatc using the node address
handlers and the second extended T=1 rouler.

80.  The system of claim 78, wherein 2 thn‘d component device in the
second cluster further comprises a clearing and seftlement device.

81.  The system c;E claim 80, wherein the clearing and settlement device
communicates with the other component devices using the node address handlers and
the second extended T=1 router.

82. A system for routing data between at least two clusters over at least

one network conprising:
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a frst hard wired cluster comprising at least one coIr_IPC’I"’nt device,
node address handler associated with each componént device, a router and at least
one network-coupled address handler; and |

a second hard wired cluster comprising at least one component device,
a node address handler associated with each component device, a router and at least
one nctwork-couﬁed address handler

wherein the ai least one component device in the first cluster sends
data via the node address handler associated with the component device in the fitst
cluster to the router in the first cluster, wherein the router in the first cluster sends
data through the at least one network-coupled address handier in the first cluster to
the at least oﬁc ;1etwork, wherein the routerin thc second cluster receives the data
from the at least one network via the at least one network-coupled address handler in
the second cluster, and wherein a component device in the second cluster receives the
data from the router in the second cluster via the at least one node address handler
associated with the component device in the second cluster.

83.  The system of claim 82, wherein the routers further comprise |
extended T=1 routers.
84, The system ol claim 83, wherein the at least one network further
comprises an internet protocol network.
85. The system.of claim 84, wherein a second network fmt.izer comprises 2

broadband network.
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86.  Thesystem of claim 85; wherein a third network further comprises a
wide area network. |
87.  The system of claim 84, wherein a second network further comprises a |
wide area network.
88.  The system of claim 84, w'herein a second network ﬁxr.thcr comprises a

second internet protocol network.
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