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METHOD SYSTEM FOR DEPLOYING SM.ART C.ARD APPLICATIONS 
OVERDATANETWORKS 

Cross-Reference to Related Application 

This application claims priority to applicant's co~pending application having 

U.S. Serial No. 60/125~ 154 filed March 19, 1999 

Field of lnYention 

The present invention relates ·to a method and system for send.lug data and 

10 other information based on protocol standards developed by the Inte:n.ational · 

Standards Organizatjon (ISO), Tela.ted to smart card applications, and more 

particularly to a method and system for deplo~ent of smart card applications on 

datanetwoiks, such as IP and broadband in view ofIS0-7816. 

15 . Back.ground of the Invention 

Sm.art cards have been employed in the field of financial transaction systems 

to store value, owing to their ability to contain cryptographic engin~s and store secret 

keys securely. As such, they have come to be regarded as a cheap tamper-proof 

repository for seCUTe data, such as loyalty value, personal identification (ID) 

20 information, and even cash value:. 

All smart card applications are built around a standard specified by the 

International Standards Organization (ISO) as IS0-7816. This standard specifies a 
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framewOTk for storing data. with.in the card and a basic operating Application 

Programming Interface (API). for commanding the card to perform its functions. 

All smart card applications requiring cryptographic authentication usually 

require t\vo or more smart cards, one card held by an entity desiring authentication 

5 and another card held by an authenticating authority that carries out the 

authenticating protocol defined by the application. This authentication process 

invelves the two smart cards exchanging data in some form of a challenge and 

response scenano. 

The IS0-7816 committee was well aware that many applications would 

10 require multiple smart cards, as well as non smart card devices, to support the 

api:)Iications. These devices include user interface displays, data storage, and· 
:-! 

keyboards. n1e committee also knew that these smart card devices and non-smart 

card supporting devices would need to be addressable from within any card or device 

within the application. AB a result, the committee specified that smart card devices 

15 and supporting devices could optionally communicate ~th each othar on a simple 

bus network, for which a protocol for an application component device was descn'bed 

to facilitate interaction between the devices over tbis bus. 

The name given to the protocol was T=l, and it merely required that any data 

going into or out of any component device within the applicati~ be prcpended witQ, 

20 a he8;d.er that specified the device address .from which the data was sent. called a 

Source Node Address, and a device add..-ess, to which the application de.sited the data 

be sent, called the Destination Node Address. 
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Under the protocol, the T•l Routerwitbin the application would route data to 

the Destination Node Address specified in the header. Application designers who 

did not desire to avail themselves of this feature would use the T=O protocol, in 

which no header is prepended to data going to or from the smart carci. 

Typical applications for the T-1 protocol are microprocessor-based purchase 

~for smart caid based cash applications, in which the T-1 addressable nodes 

are always hard-wire connected together and consequently reside on the same circuit 

board. These tenninals typically are used in retail establishments to transfer value 

from a customer's smart card· to the merchant's smart card. However, there is a 

10 growing need for these same applications to run in topologies where the T=l 

addressable Nodes carmot be wired together as they are in an embedded termin81. 

One such topology is a netwo.tk application where one smart card may be on a 

personal computer (PC) on the llitemet and an.other may be in an Internet Server. 

The ISO committee did not address :the issue of smart cards and their 

15 supporting non-smart card application components communicating over a network. 

20 

Consequently. no standards currently exist in the IS0-7816 specification for 

connecting smart card application components over a network. 

There. is therefore a recognized need in the art foT au application that connects 

and alloW$ for securl!! and, quick data transfer over networks. 
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Summary of the Invention 

An embodhnent of the present invention advantageously permits ISO~ 7816 

smart cards and their non-smart card supporting devices to be connected and interact 

over JP, broadband and Wide Area Networks (WAN) networks u&ing the T--1 

5 protocol, just as if they were connected locally. The invention takes a node address 

m a T=J embedded terminal. and maps each address into a network address, such as a 

Univer$al ResoUICe Locator (URL), such that different components of the terminal 

that are T=l addressable may.exist through.out, for example, an !P network. The 

advantages offered by the invention include security and speed, resulting in increased 

10 ease of use. Furthermore, the invention gives the smart card autonomy mid 

independence by enabling it. to contain within itself all the network addresses of the 

components of the application of which it is a part. 

Smart card addressable nodes and non-smart card addressable nodes can send 

md receive data to and from any other Addressable Node with.no "knowledge" of 

15 where those addressable nodes may be located (e.g., m the microprocessors memory, 

on a device coIDJected by serial IO line, or on a computer on a remote n~rk)- This 

provides an improvement over the prior art by allowing embedded smart card 

applications to be ported to large networks with little modification. 

The present invention also allows new application! to be developed that can 
. . 

20 · avail themselves of a netwods: connectivity mechani~ that allows pro~ inside 

the smart cards themselves to autonomously configure the network topology and then 
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issue commmds to send and receive data to the application components of the 

netwodc. 

In one embodiment, the present invention relates to a method for routing data 

between a microprocessor on a smart card and a component device over at least one 

5 network. The method comprises sending data from the microprocessor on the smart 

card to. a router through a smart card address handler. The router is pteferably an 

extended T=l router and includes a first extended routing table. The data is then 

routed over the network. In routing the data, the data. is sent from the router to a 

network-coupled address handler to the network. The data from the smart card may 

10 be routed to an internet protocol network, to a broadband network, to a wide area 

network or another network through which data is normally sent The data is 

received at a second router that is hard wire coIJilected to tl1e component device. In 

receiving the data at the second router, the data is received from the network and sent 

tbrou.gh a second network-coupled address handler to the second router. The second 

15 router is preferably an extended T111=l router and comprises a second extended routing 

table. The data is then sent from the second router to the component device ~ugh 

a. node address handler. In one embocliment, the second component is a security 

access module. The security ac:c;ess module may be a second smart card that 

authenticates the first smart card. Jn another embodiment, the compo~t ~vice may 

20 be a terminal application responsible for starting and opera.ting a ternrlnal. In a 

.further embodiment, the component device may be a data storage device, responsible 

for storing data :from smart cards in non-volatile memozy. In another embodiment, 
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the component device may be a terminal having a display device and an iiiput device1 

such as a.keyboard or a mouse. 

In another embodiment, data is routed between a first cluster and a second 

cluster over at least one network. The data. is sent from the fust cluster to a network 

5 by sending the data from a :first component device through a first node address 

handlez: to a first router and tbrough a network-coupled address hmdler to the 

ncrtwork. In one ernbodl:m.ent, the .first component device is a smart card having a 

mforoprocesscrr. The fimt muter is preferably an extended T-1 router, inc~uding a 

first extended routing table. From the network, the data is received at the second 

10 cluster. To receive the data at the second cluster, the data. is received from the 

network at a second netw'ork-coupled address handler. The data is then sent through 

a second router and a second node address handler to a second component device. In 

one embodiment, the second component device is a.· security access module, 

including a seoond smart card that authenticates a ·smart card frOm the first cluster. 

15 The seco.11d router is preferably an extended T:= router, including an extended routing 

table. 

In another method for aending data between a first cluster and a second 

cluster over at least one network, the first cluster may comprise more than one 

component device, where each component device has itS ov.n node addrc.s~ bandJer 
. . 

20 associB.ted with it. Data is sent from the first cluster to a network by sending data 

from one of the component devices through the node address handler associated with 

the component device to a router. The route.r is preferably an extended T=l router, 
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mclucling an extended routing table. From the router, the da.ta is sent through a 

network-coupled address handl.e.r to_ the network. In one embodimen~, a .first 

component device in the first cluster is a smart card having a microprocessor. A 

second component device in the first cluster may be a terminal having a display 

5 device and a keyboard. The data may be .sent from the first cluster to the· second 

cluster <?Ver an intemet protocol network, over a broadband netwo~ over a wide area 

network or over another network through which data is normally sent. The data is 

received from the network at the second clustsr. In an embodiment of the present 

invention, the second cluster may include more than one compOTient device, where 

10 each component device has its own node address handler associated with it. 

In receiving the data. at the second clustert data is received .fi'om the network a.t a 

second network-coupled address handler and sent through a. router to one of the 

component devices via the node address handler associated with the component 

device. ~router is preferably an extended T=l roul:er, including an extended 

15 routing table. In one embodiment of the present invention, a. first component device 

in the second cluster is a security access module, including a. second smart card ~t 

authenticates a smart card in the :first cluster. A second component device in the 

second cluster may be a data storago device, wherein the data storage drocc and the 

~card ~end and ~eive q.a~ ~the node addres~ handlers and the second 

20 router. Among other :fimotioJ1S~ the data storage device may be responsible for 

storing data from smart cards in non-volatile memory. Jn another embodiment, a. 

third component device in the second cluster is a clearing and settlement device. 
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Another embodiment of the present invention relates to a system for routing 

data between a smart card bavlng a microprocessor and a component d~e over at 

least one network. The system includes means for sending data from the smart card 

to a first router. The means for sending the data ftom the smart card to the first 

5 router is preferably a fiTSt smart caid address handler. The system further comprises 

means .for routing the data over a network. The means for routing the data over the 

network preferably :include the first router and a first network~coupled address 

handler. The first router is preferably an extended T=l router, includfag an extended 

routing table. In an embodiment of the present invention, the data may be routed 

10 over an internet protocol network. over a broadband network, ov_er a wide area 

network or over another network tbrougb which data is normally sent .Alt 

embodiment of a system for routing data between a smart card and a component over 

a network further comprises means for receiving tlie data at a second router. The 

means for receiving the data at the second router preferably comprises a second 

15 network-coupled ad.dress handler. The second router is also preI-erably an extended 

T=l router, including an extended routing table. An Blll.bodiment of the system of ~e 

present invention also comprises means for sending tb.e data. :from the second router 

to the component device. The means for sendmg the data from the second router to 

the com.ponmit device pr.cfcrably comprises a node address handler. In one 

20 embodiment of the ~ent invention, the component device is a security access 

module1 including a second smart card that authenticates the first smart card. Jn 

another embodiment, the component device may be a terminal application 
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responsible for starting and operating a ~1. In a further embodimen~ the 

component device may be a data storage device, responsible for storing data from 

smart cards in non-volatile memocy. Jn another embodiment, the component device 

may be a terminal having a display device and a keyboaid. 

Another embodiment of the present invention relates to a system for routing 

data between a first cluster and a second cluster over at least one network. The 

system comprises means for s=nding da.ta from the first cluster to the at least one 

network and means for receiving the data from the at least one network at the second 

cluster. The means for sendlng tb.e data from the first cluster to a network preferably 

10 comprise a first component device, a first node .address handler. a router and a 

network-coupled address handler found in the first cluster. In one embodiment. the 

first component device is a smart card ha:\.ing a microprocessor. The router is 

preferably an extended T=l router, including an extended routing table. In another 

embodiment, the first cluster may comprise more than one component device and a 

15 node address handler associated with each component device. Jn addition to a smmt 

card, mother component device in the first cluster may be a terminal having a display . 

device and a keY.board. In addition to communicating with each other, the 

compone.nt d=viccs in the .first cluster may also communicate with component 

devices :in other· clust;ers byutilizing a system of the prcsent·invcnti.01L. In a preferred 

20 embodiment. of the present inventio~ the means for sending d8.ta from the :first 

cluster to the at lem one network further comprises a network-coupled ·address 

handler coupled to ea.ch network. The first cluster may send data to the second 
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cluster over anintemet protocol network, over a broadband network, over a wide area 

network or over mother network tbrough which data is nonnally sent. According to 

an embodiment of the present invention, the means for receiving the data from the 

network at the second cluster comprise a second network-coupled address handler, a 

. 5 second router, a second node address handler and a second component device. In enc 

e:i;nbod~ment, the component device in the second cl'LiStcr is a security access module, 

.including a second smart card that authenticates the smart card in the first cluster. 

The second router is preferably an extended T=l TOuter, including an extended 

routing table. In an.other embodim~ the second cluster may comprise more than 

10 one component device and a node address handler associated with each component 

For example, if a first componei;rt device in the second cluster is a security access 

module, a second component device in the second cluster maybe a data storage 

device. The data storage device and the smart card· would preferably communicate 

with each other using the node address handlers and the second router. In a still 

15 further embodiment, a third component device in the second cluster may be a 

clearing and settlement device, wh'ich preferably communicates with the other 

components using the node address handlers and the second router. 

A still :further embodiment of a system fo.r routing data between at least two 

olµ.sters over at least QDe netwQrk cmnprlses a :first hard wired clU$1=r comprising at 

20 least one component d~ice~ a node address handler associated with each component 

device, a router and at least one network-coupled address handler. The system 

.further comprises a second hard wired cluster comprising at least one comp~nent 

10 



device, a node address handler associated with each compODent device, a router and 

at least one network-coupled address handler. A component device in the :first cluster 

sends data via the node address handler associated with the component device in the 

first cluster to the router jn the first cluster. The router in the first cluster sends data 

5 through a network-coupled address handler in the .first cluster to a network. The 

roU;ter iJ:t the second cluster receives the data from the nenvork via a network-coupled 

address handler in the second cluster. A component device in the second olustcr 

receives the data from the router in 1he second cluster via the node address handler 

associated with the component device in the second cluster. The routers in each 

10 cluster are extended T=l :routers. The data may be sent over an intemet protocol 

·network, over a broadband networ~ over a wide area network or over another 

network through which d8.ta is normally sent A cluster may be coupled to 1nore than :: .. 
? .• 

one network through a network-coupled address handler associated with each 

network. For example, a cluster may be coupled to both an intmnet protocol network 

lS and a broadband network through a netWork-coupled address handler associated with 

each network. Additionallyt each cluster may be coupled to the same network 

through more thsn one network-coupled address handler. 

Additional objects, advantages and novel features of the invention will be set 

~in part in tb.c description which follows, and in part will become more ~pp~ent 

20 to those skilled in the art upon examination of the fol1owing or may be learned by 

practice of the invention.. 
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Brief Description of the Dn:wings 

Figure l illustrates a T-1 Routing Table instituting the IS0-7816 

specifications. 

Figure 2 illustrates an Extended Routing Table according to an embodiment 

5 of the present invention. 

Figure 3 illustrates an Extended Routing Table according to an embodiment 

of the present invention. 

Figure 4 is a schema.tic diagram which illustrates an overview of examples of 

key components and the fl.ow of data between the key components for an 

10 embodiment of the present inventio.n in which data is sent between three clusters over 

a broadband network and an internet protocol netw'?rlc. 

15 

Figure S is a flow chart which illustrates ~ embodiment of a method of the 

present invention for sending data between a smart card and a component over at 

least one network. 

Figure 6 is a flow chart which illustrates an embodiment of a method of the 

present invention for sending data between a first cluster and a second cluster over at 

least one network. 

Figure 7 is a schematic diagram which illustrates an overview of examples of 

key components and the flow of data between the key components for an 

20 embodiment of the p.reSent invention in which data is sent from a· smart card to a 

component over an internet pt'Otocol network. 
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Figure 8 is a schematic diagram which illustrates an overview of examples of 

key components and the flow of data between the key components for another 

embodiment of the present invention in which data is sent from a smart card to a 

component over an internet protocol network or over a broadband network. 

5 Figure 9 is a schematic diagram which illustrates an oveniew of examples of 

.10 

key co.tµponcnts and the flow of data between the key components for another 

embodiment of the present invention in which data is sent from a first cluster to a 

second cluster over an internet protocol network1 over a broadband network or over a 

wide area network. 

Figure 10 is a schematic diagram which illustrates an overview of examples 

of key components and the flow of data between the key components for another 

embodiment of the present invention in which data is sent between three clusters over 

m internet protocol network. 

15 Detailed Description of the Invention 

Figure l shows a. T=l Routing Table 5 implied in the ISO-7816 specification 

for use with an embodiment of the present invention. Since the application expects 

all the Addressable Nodes to be resident on the same circuit board, the sole function 

of the Routing Table 5 is to map each oftb.e eight possible Node Addresses to a 
20 software procedure. 

In :figure 1, the Node Addr:ess 10 is the T=l node address assigned to the 

component 20 by the application and may have any of the values { O - 7}. The 
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Routing Table S illustrated in Figure 1 is for a simple hypothetical embedded 

application according to an emboc:liment of the present invention. In this 

embodiment, Node Address 0 is assigned to the smart card requiring authentication 

and Node A.d.dless 1 is assigned to the user interface. Node Address 2 is assigned to 

5 the smart card providing the authentication, and Node Address 3 is assigned to a 

10 

15 

logging program that stores transaction activity records in memory. 

The IS0-7816 specification also specifies a Router program that has the 

function ofba:ndling all communications between the addressable Nodes of the 

application, the routing algorithm bemg: 

while (ORJGIN.ATOR_SAD is not equal DAD} 

{Routing_ Table[ DAD].Node_Address_Handler(Transm!t, SAD, 

ApplicationData); 

Routing_Table[ D.AD].Node_~ddress_Handler(Receive, DAD, 

ApplicationData)} 

Return response ApplicationData to ORIGINATOR _SAD 

Where ORIGINATOR_SAD is the Source Node Address oftbe originator of a 

message consisting of ApplicationData destined to a Destination Node Address 
~ 

DAD. The DAD may change each time new ApplicatlonData is received from a 

Node Address, which of course gives any Node the :freedom to route AppllcationData. 

10 to any other Node in the system before it returns a response to the 

ORIG1NATOR_SAD. 
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An embodiment of the present invention includes a·Routing Table Extension 

to the Routing Table in Figure 1 and an Exte.nded T=l Router. An Extended Routing 

Table 25 is shown jn Figure 2, in which the simple embedded application described 

by the Routing Table in Figure 1 has been modified _to run in accordance with an 

S embodiment of the present inventi.o.n. The Node Address field 30, a.S in the original 

Routing Table, i5 the T-1 Node Address assigned to the component 45 by the 

application and may have the values of f 0 - 7}. 

The Coupling field 35 specifies bow the component 45 is connected to the 

local Router. It ma.y have the values of {Coresident, lnput/Output Device 

10 (IODevice), Network, NotConnected}. 

15 

The Corcsident Coupling type specifies that the component 45 is a program 

on the same circuit board as the Routing Table 25 and that its Node Address Handler 

40 is a software procedure. In the Routing Table iri Figure 1,_ all of the Node 

Addresses have an implied Coupling type of "Coresidenf' . 

According to an embodiment of the present invention, the IODevice Coupling 

type specifies that the component 45 addressed by the Node Address 30 is on an IO 

device connected to the same circuit board on which the Routing Table 25 is resident. 

The Network Coupling type specifics that the component 45 addressed by 

Node Address 30 is not resident on the ci~uit board on which the Routing Table 2:5 

20 resides, but resides on a processor that is conn.ected to the circuit board of the 

Routing Table by a n~ork connection. Entries in the routing table having a 

coupling type of '"Network'' may also specify the network address and port number of 

15 
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the node m the fields c~etwork Address,,· and "Port" of the extended routing table. 

Figures 2 and 3 show extended routingtables25,50 ha'\ingNetworkAddress47,72 

and Port 49,74 :fields. 

The NotConnected Coupling type specifies that no connection exists m the 

5 application with any Node Address marked NotCm:mcctcd. 

An embodiment of the p~sent invention de1ines addressable Node 

components that share the same cii-cuit board or hardware or arc otherwise not 

Coupled by Network coupling as Clusters. A single Node by itself on a circuit board 

without any other components sharing the hardware with tba.t particular Node is 

10 considered one Cluster. ·The application configuration described in the Routing 

Table m Figure 1 for one embodiment would consist of a single Cluster. The 

configuration in Figure 2 for one emboctiment consists of two Clusters, one to 
. . . . 

encompass Node Addresses O,l,397 and one to encompass Node Address 2. 

Jn an embodiment of the presentinvention, each Cluster contains an Extended 

15 Routing Table, which specifies the path to the other addressable Nodes in the 

. 20 

application. Nodes that reside mother ClU$IS are marked with a Coupling type of 

Network. Figares 2 and 3 present the Extended Routing Tables 2S, SO of the two 

Clusters belongin.g to a .simple hypothetical application .in accordance with an 

embodiment of the present invention. 

Jn an ~bodirnent of the present invention, Node Address Handlers are 

de.fined by the invention to be programs callable by tbe Invention's Extended Router 

to send ApplicationData to a Node ·associated with the Node Address Handler and to 
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receive ApplicationData from the Node associated with the Node Address Handler. -

Accozclingly, the invention specifies that the Node Address handlers have a send and 

receive interface. 

Node Address Handlers· o!the Coresident Coupling type in an embodiment of 

5 the present invention, represent a. -program that writes the ApplicationData to a _ 

display screen and then returns. Node Address Handlers of the IODevice type call 
. 

device drivers controlling the component Nodes, such as smart card readers attached 

to a serial port. Finally, Node Address Handlc:s of the Network Coupling type call 

Send and Receive programs that have passed ApplicationData to and from 

10 Transmission Contl"ol Protocol/Internet Protocol (TCP/JP) Sockets, Asynchronous 

Transfer Mode (ATM) Charm.els or the data channels defined by any data 

transmission protocol, such as frame reiay or syst~ network architccturc(SNA). 

The Network Address field 471 72 (Figs. 2· and 3) of the Network Coupling 

type "in an embodiment of the present invention represents the network address of the 

15 machine or cluster iii. which the node described by this entry resides. Values that tbis 

field may take in the case of an IP network are a URL or a four part IP address as 

given in t'he extended routing tables 25, SO shown in Figures 2 and 3. 

The Port field 49, 7 4 (Figs. 2 and 3) of the Network Coupling type in an 

embocµmcr:rt of the present .im"'CD.tion represents the port identifier J?y which the 

20 process implementing the node within the machine or cluster is known. The Port 

field can be used by the system to locate a specific node within a machine or cluster 

17 



when multiple nodes are in the same cluster or machine, and therefore share the same 

network address. 

Figure 4 is a schematic diagram which illustrates an overview of examples of 

key components and the flow of data between the key components for an 

5 embodiment of the present invention in which data is sent between three clusters over 

a broadband netwoTk and an internet protocol network. Tn Figure 4, the component 
. . . 

devices 90, 100, 155, 180 of the application, both smart card and non-smart card, are 

distributed in three Clusters 75, 80, 85 over two networks, a Broadband network 125 

of the kind found in Cable television distn'bution and an IP network 130 of the kind 

10 used to deliver Jntemet content. Cluster A 75 is a cable television set top box. \Yi.th a 

· smart card reader 90 and a user dispJ ay apparatus 100, such as, for example. a 

television screen. Cluster B 80 is a server connect~ to the cable operator's 

. broadband head.end 125 via. ATM channels 135. The server has a smart card 155, 

which is used to authenticate requests from the sitbscriber's smart card 90. Cluster C 

15 85 is a remote server on the intemet 130 th.at logs authentication activity. 

20 

Each Cluster has an Extended T==l Router 110, 145, 170 and an Extended 

Routing Table 115, 140, 165, whic~ links Node Addresses to network channels or 

locally connected IO devices. Each component device 90, 100, 155, 180 has a node 

address handler 95, 105, 150, l 7S associated with it. 

'Ihe present invention may also be used as a network bridge 1o connect smart 

cards and non-smart card supporting devices that are 11ot COIJilected to the same 

netwo:-k. For ex.ample, in Figure 4, ihe TI3.llsaction Log 180 for the application is 

18 



located by Itself in Cluster C 851 which bas no direct connection with the smart cS:rd 

90 in Cluster A 75, but the Cluster A smart card 90 can send ApplicationData to the 

Log 180 because the Cluster B Server has both a Broadband comlection via two of its 

network-coupled address handlers 135, 137 atNode=O an.dNode=l, and an IP 

5 connection via a network-coupled address handler 139 at Node==3. Node=3 has been 

configured with a TCP/IP connection to connect with the same in Cluster C 85, the 

cluster with the Transaction Log 180. 

· The advantages of a system according to the embodiment sho'\'m in Figure 4 

include security and speed. The security results from taking advantage of the natural 

10 . authentication properties of the smart card devices, such that the need for third party 

authentication packages requiring, for example, certificates and certificates servers 

may be avoided. Because the invention allows transactions to occur over networks as 
. 

if they were occurring off-line between physically connected, secure devices, the data 

remains encrypted, thus avoiding the need for use of a secure sockets layer (SSL). 

15 The speed of the system results from taking advantage of such things as Intemet-

20 

based high data ra:te specifications for sound. Further, the invention allows for direct 

communication between a smart card and a server, through bypassing of, for 

example, a browser. 

Figure Sis a flow chart illustrating an en;i.'l?odllzient of a method of the pn;:s!=Dt 

fovei.1tiou for sending data between a smart card and a componeJlt device ~ver at least 

one network. According to this embodiment, data arc received 185 at a first router 

from a microprocessor on a smart card through a smart card address handler. The 
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first ToLLter preferably comprises an extended T== l router ha.ving m extended routing 

table. The data a:re then routed t 90 over a network by sending the data from the first 

router through a network-coupled. address handler to a networlc. The network may be 

an internet protocol netwotk, a. broadband network, a wide area network, or any other 

5 network over which data are nonnally sent. The type of network-coupled address 

handler will depend on the network. For example, if the network is a braadband 

network, the rietwork-coupled address handler will be an a.synchronous transfer mode 

(ATM) channel. The data are received 195 from the network through a network-

coupled address handler at a second router. The second_ router also preferably 

10 comprises an extended T-1 router having an extended routing table. The data. are 

sent 200 from the second router to a component device through a node address 

. handler. The component device may be, for example, a data· storage device, a 
\ 

ten:ninal having an input device and a display device, a terminal ;i.pplication, a 

clearing and settlement device or a security access module. A. security access module 

15 may :further comprise a second sma...1: card that authenticates the :first smart card. An 

example of a function of the temrinal application would be for starting and operating 

a terminal. Examples of functions of a data storage device include storing data :from 

smart cards in non-volatile memory and logging transaction activity. An example of 

a function of a: clea.rin.g il.D.d .settlement devico is the uplo~g of s~ card 
20 transaction data to a bank's server. 

Figure 6 is a flow chart illustrating an embodiment of a method of the present · 

invention for sending data between a :first cluster and a second cluster over atleast 

20 



one network. According· to this embodiment, data are sent 202 from a :first cluster 

having an extended T=l router to a network. The network may be an internet 

protocol network, a broadband network, a. wide area networ~ or any other network 

over which data are nonnally sent. Sendlllg of data from the first cluster preferably 

5 further comprises sending the data from a first component device through a :first node 

addres~ handler to the .first extended T=l router and through a first network-coupled 

address ~dler to the network. The first component device may be, for example, a 

smart card having a microprocessor. According to this embodjment: the data are then 

received 205 from the net'h"Ork at a second cluster having an e.."ttended T=l router. 

10 Receiving of data at the second cluster preferably :further comprises receiving the 

data from the network at a second networlc-coupJed address handler and sending the 

data. through the second extended T=l router and a second node address handler to a 
I. 

second component device. The component device· may be, for example, a data 

storage device., a terminal having an input device. and a display device,. a terminal 

15 application, a clearing and settlement device, a security access module or other 

20 

component device or application that uses a T=l router. The extended T=l routers 

preferably further comprise extended routing tables. The first and second clusters 

may each comprise more than one component device. For exam.Dle the :first cluster . ' 

may. comprise a smart card having a microprocessor and a terminal having a display 

device and m input dcv.icc. The second cluster may comprise, for example:, a 

security access module for authenticating a smart card :in the .first cluster and a data 

storage device for logging transaction activity. Each component device in a cluster 
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prefe!ably has its own node address handler associated with it. Although the above 

description relates to the transfer of data from a .first cluster to a second cluster, data 

may also easily be sent from the second to the first cluster using the same method. 

Other embodiments of the present invention relate to systems for routing d~ta 

5 ·between T=l applications over a network. Figtl!e 7 is a schematic diagram which 

.illustrates an overview of examples of key components and the tlow of data between 

the key components for an embodiment of a system of the present invention in which 

data is sent from a sman card to a component device ovc:r an internet protocol 

netWork. Figure 7 shows an extended T-1 router 260 that receives data from a smart 

10 card 250 having amieroproceS$or through a node address handler 2SS. The dat.a is 

routed over an internet protocol network 270 from the extended T=l router 260 

through a network-coupled address handler 265. the data is received at another 

extended T-1 router 280 from the intemet :pTotocol networlc 270 Via. a net.work­

coupled ad.dress handler 275. lb.e data is sent from the extended T•l router 280 

15 through a node address hander 285 to a component device 290. The extended T-1 

routers 260, 280 preferably :further comprise extended routing tables. The component 

device 290 may be, for example, a data storage device, a terminal having an input 

device and a display device, a temllnal application, a clearing and settlement device, 

a security access module or other component device or application that uses a T=1 

20 router. 

Figure 8 is a schematic diagram which illustrates an overview of examples of . 

key components and the flow of data between the key components for another 
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embodiment of the present i~vention in which data is sent from a smart catd to a 

component over an internet protocol network or over a broadband network. ln the 

embocliment shown in Figure 8, data is sent from a micropro·cessor in the smart card 

325 to a node address handler 330. An extended T=l router having an extended 

5 routing table 335 receives the data from the node address handler 330. The ex.tended 

T~ 1 router 33.5 is coupled with both an internet protocol nerwork .3 50 and a 

broadband network via two network-coupled addiess handlers 340, ·345, The data 

may be sent over the in1cmet. protocol netwot:k 350 or the broadband network 355. 

The data is rcc:cived at a second extended T=l router 370 having an extended routing 

10 table from the intemet protocol network 350 via :network-coupled address handler 

36~ or frOm the broadband network 355 via network-coupled address handler 365. 

The data is sent ftom the extended T .. l rollter 370 through a node address handler 

375 to a component device 380. The component device 290 may be, for example, a 

data storage device, a terminal having an input de'Yice and a display device, a. 

15 terminal application, a clearing and settlement device, a security access module or 

anr other component device or application that uses a T=l router. This embocliment 

20 

may further comprise the sending of data through a wide area network or other 

network through which dma is nonnally sent. 

Figure 9 is a schematic diagram which illustrates an overview of exaciples of 

key components and the flow of data between the key components for another 

embodiment of the present invention .in which data~ sent_ from a first cluster to a 

second cluster over an ~tem.ct protocol network, over a broadband network or over a 

23 



wide area ·network. Figare 9 shows a first cluster SOS having two component 

devices, a smart card 400 and a. temlinal including a display device and an ll:Jput 

device 41 o. Each of the component devices 400, 410 may send data to an extended 

T-1 router having an extended .routing table 420 through respective node address 

5 handlers 405, 415- Extended T-1 router 420 in the embodiment shown may s_end 

· data over three networks, an :i!ltemet protocol netWorlc 440, a broadband network 

445, and a wide area network 450. Any network 'through which data. is normally 

transmitted may be used with the p.rescnt invention. Data may be transmitted from 

the extended T-1router420 to one of the networks via the network-coupled address 

10 handlers 425, 430, 435 coupled with the respective networks 440, 445, 450. A 

second cluster 510 receives the &!.ta from one of the networks 440, 445, 450 at one of 

the network-coupled address handlers 455, 460, 465. Each network is coupled 440, 

445, 450 with an address handler 455, 460, 465. ·The data is sent from one of the 

netwoik-coupled address handlers to an extended T-1 route:r having an extended 

-.15 routing table 470 in the second cJuster 510. The data may be ~ent from the T=l 

router to a component device in the second cluster Sl 0 via a node ad.dress handler. 

The embodiment of the present invention shown in Figure 9 comprises three 

component devices in the second cluster 510, a security access module 490~ a data 

storage dev~. 495 and a. clearing and settlement device 500. As noted above, the 

20 security access module 490 may further comp.rise a second smart c.mi fuat 

authenticates the :first smart card Examples of functions of the data storaae device 
~ 

495 include storing data from smart cards in non-volatile memocy and logging 
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transaction activity . .An example ofafunctionofthe clearing and settlement device 

500 is the uploading of smart card transaction data to a bank's server. 

Figure ~ o is a schematic diagram wbich illustrates an overview of examples 

ofkey components and the flow of data between the key components for another 

5 embodiment of the present invention in which data is sent betwe-..Jl three clusters over 

an internet protocol network. Figure 1 o shows three clusters SSS, 560~ 565 in 

different geographic locatiom, each having an extended T=l router, 590, 600, 625. 

In this embodiment, the three clusters 555, 5601 565 are able to send and receive data 

from the other clusters over an internet protocol network 570, the world wide v.:eb. A 

1 O first cluster 560 comprises a reloadable card 610, which sends data. through a 

reloadable card ·hmdler 605 to the extended T=l router 600. The extended T=l 

router sends the data through a network-coupled address handler.615 to the world 

wide web 570. 'Ihe data may be routed over the World wide web to component 

devices in the other two clusters 555, 565. The second cluster comprises three 

15 component devices, a clearing and settlement device (operating through a modem) 

. S75, a se9Urity access module (SAM) 580 and a data storage device 585. Each of 

tb.esc component devices can send and receive data from. an extended T=l router 590 

·via a node address haIJdler Si1, 582,. 587 associated with it. For example, the 

security access module 580 may send and receive data from extended T=l router 590 

20 through a security access module handler 582. The extended T-1 router 590 sends 

and receives data from the world wide web 570 through a network-coupled address 
. . 

handler 595. The third cluster 565 comprises two components, a terminal application 
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630 and a user interfhce illustrated in Figure 10 by an HTMJ.. display 640 and HTML 

· fo.rms 645. In one embodiment, the user interface sends and receives data from .an 

extended T=l router 625 m the third cluster 565 tbrough a nocie address handler, 

shown as a. user interl'ace handler 647. The tenninal application 630 sends and 

5 receives data from ·the extended T=l router 625 through its node address handler, 

shown-as a terminal application handler 635. The extended T==l router 625 likewise 

sends and receives data from the wDrld wide web _through a network-coupled address 

handler 620. 

An example oftbe opera.ti011. of the system shown in Figure 10, may involve a 

l O user inserting a reloadable card 610 in the :first clust~ 560. The reloadable card 

bat1dler 605 receives data from the reloadable card and sends it to·the extended T=l 

router 600. The data is routed over the world wide web 570 from the extended T=l 

' 
router 600 via the network-coupled address handler 615. The data from the 

reloadable card 610 maybe identification inf'om:iation for authentication of the 

15 reloadable canl 610. In such a scenario, the data would be routed from the world 

wide web ~70 to the second cluster 555. The data would be sent from the world wide 

web 570 to the extended T-I router 590 through the network-coupled address 

handler 595. From the extended T=l router 590~ the data would be sent through the 

SAM handler ~82 to the secorityaccess module 580, where the reloadable card 610 
. . ·. 

20 would be authenticated. Data relating to the authentication may be santto the data 

storage device 585 in the second cluster 555 through the SAM handler 582, the 

26 
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extended T=l router 590, and the data store handler 587. Likewise, the data relating 

to the authentication may be sent to a component device in the third cluster. 

The type of network-coupled address handler in each embodiment of the 

present invention will depend on the netvrork. For example, if the network is a 

5 broadband network, the network-coupled address handler will be an asynchronous 

transfer.mode (ATM) cbaDD.el. 

In the present invention, each component device is capable of scndmg or 

receiving data from other COIIlponcnt devices in the same cluster and of sending and 

receiving data from component de-vices in other clusters by implementing the systems 

.10 and methods of the present invention. 

15 

Various prefe-rred embodiments of the invention have been descnoed in 

:fuliillment of the various objects of the invention. It should be recognized that these 

embodimen~ are merely illustrative of tb.e principles of the present invention. 

Numerous modifications and adaptations thereof Wm be readily appatent to those 

skilled ~the art without departing from the spirit and scope of the present invention. 

Accordingly, the invention is only limited by the following claims. 
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What is clmmedis: 

1. A method for routing data bet\yeen a microprocessor m a smart card 

and a component device over at least one network comprising: 

receiving data at a first router from the microprocessor in the smart 

5 card; 

routing the data. over the at least one network; 

receiving the data at a ·second router; and 

sending the data :from the second router to the component device. 

2. The method of claim 1, wherein receiving data at a. first router further 

10 comprises receiving data at an extended T=l router. 

3. The method of claim 2, wherein routing the data over the at least one 

network further comprises routing the data over 271 internet protocol network. 

4. The method of claim 2, wherein roUting the data over the at least one 

network further comprises routing the data over a broadband network. 

15 5. The method of claim 2, wherein routing the data over the at least one 

network further.comprises routing the data over a wide area network 

6. The method of clajm 2, wherein receiving data at an extended T-1 

router further comprises receiving data at an extended T=l router having an extended 

routing table. 

20 7. The method of claim 2, receiving data at a .first router from the 

microprocessor in the smart card :further comprises sending the data from the 
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microprocessor in the smart card through a first smart card address handler to the :first 

router .. 

8. The method of claim 2
1 
wherein routing the data further comprises 

sending the data from the first router tbrough a first network-coupled address handler 

· 5 to the at least one iletWOrk. 

. 9. The method of claim 21 wherein receiving the data at the second roater 

:fUrthcr comprises recei"1ng the data from the at least one-network and sending the 

data through a second network-coupled address handler to the second router. 

10. The method of claim 9, wherein sendfog the data through a second 

l 0 network-coupled address handler to the second router :further comprises sending the 

data. through a second network-coupled address handler to a seconded extended T=l 

router. 

11. The method of claim l O, wherein sendhig the data through a second 

network-coupled address handler to a seconded eXtended T=l router further 

15 comprises sending the data tbrougb. a second network-coupled address handler to a 

seconded extende~ T=l router having a second extended routing table. 

-· 
20 

.•. ·1 

12. The method of claim 2, wherejn sending the data from the second 

router to the component further comprises sending the data from the second router 

through a node address .handler to the component device. 

13. The method of claim 12, wherein the component devic~ comprises a 

security access module. 
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14. The method of claim 13, whereinthe s_ecurity access module 
. . 

comprises a second smart card that authenticates· the fu'St smart card. 

15. The metbod of claim 12, wherein the component device comprises a 

tenilinal application. 

5 16. The method of claim 12, wherein the component device comprises a· 

data storage device. 

17. The method of clatm l~ wherein. the component device comprises a 

tem1inal having a display device and an input device. 

18. A method for routing data between a :first cluster and a second cluster 

10 over at least one network comprising: 

15 

sending data from the first cluster to the at least one network; and 

receiving the data from the at least .one network at the second clus~er; . 
wherein the first cluster comprises a first extended T= 1 router and the 

second cluster comprises a second extended T-i router. 

19. The method of claim 18, wherem sendllig data from the first cluster to 

the at least one network :further comprises sending data from the .first cluster to an 

inter.net protocol network. 

20. The method of claim 18, wherein sending data from the :first cluster to 

the at least one network fultber comprises sending data from the ~t cluster to a 

20 broadband network. 
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21. The method of claim 18, ·wberein sea.cling data :from the first cluster to 

the at least one network fbrther comprises sending a.at.a. from the :first cluster to a 

wide area network. 

22. The method of claim 18, wherein sending the data from the :first 

5 cluster to the at least one network further comprises sending the data from a .first 

comp~ent device ~ugh a first node add.t'ess handler to the :first extended T• 1 

router and through a first network-coupled address handler to the e.t least one 

network. 

23. The method of claim 221 wherein sending the data from tbe first 

10 component device further comprises sending the data from a microprocessor in a 

smart card. 

24. The method of claim 22, wherein receiving th~ data from the at least 

one network at the second cluster :further comprise$ receiving the data :from the at 

least: one netwoik at a second network-coupled address handler and sending the data 

15 through the second extended Tml router and a second node address handler to a 

second component devi~e. 

25. The method of claim 241 wherein sending the data through. the second 

extended T=l router and the: second node address handler to the: second component 

device furthE;" co:i;nprises sending the 4ta Un-ough. the second extended T==l router 

20 and a second node address handler to a security access module. 

26. The method of claim 25, wherein the seCurity access module :further 

comprises a secon~ smart card that authenticates a :first smart card iu the first cluster. 
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27. The method of claim 24, wherein the second extended T-1 router 

comprises a second extended routing table.· 

28. The method of c1aim 18, wherein the first extended T=l router 

comprises a first extended routing table and the second extended T=l router 

5 comprises a second extended routing table. 

29. 'Ihc method of claim 1 S:r wherein the first cluster comprises more than 

one component device and a node address handler associated with eacb component 

device. 

30. The method of claim 29 wherein sending the data from the first cluster 

10 1'o the at least one network further comprises sending the data :from one of the 

component devices through the npde address handler associa1ed with the component 

device to the first extended T•l IOuler. 

31. The method of claim 30 wherein s~ding the data from the first cluster 
. . 

to the at least one network further comprises senqing the data from the :first extended. 

15 T=l router through a network-coupled address hantiler to the at least one network. 

32. The method of claim 29, wherein sending the data from one of the 

components farther comprises sending the data from a .microprocessor in a sman 

card. 

33. The metbod of claim 32, wherein a second component device in the 

20 :first cluster :further comprises a tenni.nal having a display device and an input device. 

34. The method of claim 18, wherein receiving the data from the at least 

one network at the second cluster fbrther comprises receiving the data from the 

32 

.... -: ...... · .... ··~ : .·. 



-:· ... ; 

\'\\11\11\ \\\1\\.111\H\l\I \\\ti\ , ·. 
. *' C L· M· S 

network at a second network-couPled address handler and setldi ng the data tbr01.1gb 

the second extended T=l router and a second node address handler to a second 

component device. 

35. The method of claim 34, wherein the second component device 

5 .furtb.e:r comprises a. security: access module that au'tb.en.ticates a smart card in the first 

cluster. 

36. The method of clahn 18, whetein the second cluster eomprises more 

thaJJ one component and a node.address handler associated -Mth each component. 

37. The method of claim 36, wherein receiving the data from the at least 

10 one network at the second cluster further comprises receiving the d~ta from the 

network at a second network-coupled ad.dress handler. 

38. The method of claim 37, whe:rcin receiving the data. from the at least 

one network at the second cluster further comprise~ sending the data tb.rou~ the 

s~nd extended T=:"~ router to· one of the component devices via the node address 

15 handler associated with the component device. 

39. The method of claim 36, wherein a first component in the second 

cluster further comprises a security access module that authenticates a smart card in 

the first cluster. 

40. The method of claim 39, wherein a second component in the second 

20 cluster further comprises a data storage device. 
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41. The method of claim 40, .wherein the data storage device and the 

security access module send and receive data using the node address handlers and the 

second extended T=l router. 

42. The method of claim 40, wherein a third component in the second 

5 cluster fLniher comprises a clearing and settlement device. · 

43. The method of clmm 42, wherein the data storage device, th~ security 

access module and the clearing and settlement deVi.ce send and receive data using the 

node address handlers and the second ex.tended T= 1 router. 

44_ A system for routing data between a smart card and a CC?mponent 

10 device over at least one network comprising: 

means for sending· data from the smart card to a .first router; 

means for routing the data over the at least one network; 
. 

means for receiving the data at a second router; and 

means for sending the data fronl. the second router to the component 

15 device. 

45. The.system of claim 44, wherein the :first router .t'ilrcher comprises an 

extended T•l router. 

46. The system of claim 45, wheieir. the at lc:ast one network further 

comprises an inter.net protocol network. 

2(} 47. The system ofclaim.45, wherein the at least one network further 

comprises a broadband network 
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48. The system of claim 45, whexein the at least one network further 

comprises a wide area network .. 

49. The system of claim 45, wherein the extended T-1 router further 

comprises a fi:rst extended routing table. 

5 50. The system of claim 45, wherein the means for sending the data .from 

the smart card to the first router fw:ther comprises a first smart card address handler. 

51. Ihe system of° claim 45, wherein the means· for routing the data further 

comprises the first router and a ~ network-coupled address handler. 

52. The system of claim 45, wherein the means for receiving the data at 

.10 the second router comprises a second network-coupled address l1andler. 

53. The system of claim 45. wherein the second router further comprises a 

second extended T-1 router. 

54. The system or claim 53, wherein the second extended T=l router 

comprises a second extended routing table. 

15 55. Ihe system of claim 45, wherein the means for sending the data from 

the second router to the component device .further comprises a .node address handler. 

56. The system of claim 45, wherein the component device further 

comprises a security access module .. 

57. The system of claim Sis, wherein the security access module :further 

20 comprises a second smart card that autheziticates the first smart card. 

SS. The system ofclaim.45, wherein the component device further 

comprises a terminal application. 
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59. The system of claim 45, wheremthe cc;>mponent device :further 

comprises a data storage device. 

60. The system of claim 45, wherein the component device further 

comprises a terminal having a display device and a keyboard .. 

5 61. A system for routing data between a first cluster and a second cluster 

over at least one network comprising: 

means for sending data from the first cluster to the at least one 

network; and 

means for reoeivmg the data from the at least one network at the 

10 second cluster. 

15 

62. The system of claim 61, wherein the at least one network further 

comprises an internet protocol network.. 

63. The system of claim 61;t wherein the at least one network .further 

compri~es a broadband networlc. 

64. The system of claim 61, wherein the at least one network further 

comprises a wide area networlc. . 

65. The system of claim 61, wherein the means for sending the data from 

the :first cluster to the at least one network further comprises a first component 

device; a fust node address handler, a first extended T=l router and a. network-

20 · coupled address handler fowid in the first cluster. 

66. The system of claim 65, wherein the first component device further 

com.prises a smart card. 
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67. The system ~fclaim 65, wherein the first extended T=l router further 

comprises a :first extended routing table. 

68. The system of claim 6SJ wherein the first cluster further comprises 

more than one componentdevice and a node address handler associated witb each 

5 component 

69. The system of claim 68 wherein the first component device :further 

comprises a smart card. 

70. The system of claim 69, wherein a second component device in the 

first cluster further comprises a tenninal having a display device and an input device. 

10 71. The system of c.lalln 65, wherein means for sending data from the :first 

cluster to the at least one network further comprises a network-coupled address 

handler coupled to each network. 

72. The system of claim 65, wherein the means for receiving the data from 

the at least one network at the second clU.ster further comprises a second network.-

lS coupled address handler, a second extended T=l router. a second node address 

20 

handler and a second component deyice. 

73. The system of claim 72, wherein the .first. component further 

comprises a fiist smart card and the second component further comprises a security 

access module. 

74. The system of claim 73, wherein the security access module .furthe;r 

comprises a second smart card that authenticates the first smart card. 
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75. Tue system of claim 72, wherein the second extended T=l TOuter 

further comprises ~ extended routing table. 

76. The system of claim 72, wherein the second cluster comprises more 

than one component device and a node address handler associated ~rith each 

5 component 

77. The system of claim 76, wherein a first component device in the 

second cluster .:further co~1ises a security access module further comprising a smart 

card that authenticates a smart card in the first cluster. 

78. The system of claim 77, wherem a second component device in the 

10 second cluster :further comprises a data storage device. 

79. The system of claim 78, wherein the data storage device and the 

security access module in the seCOild·cluster communicate using the nOde address 

handlers and the second extended T=l router. 

80. TI1e system of claim 78, wherein a third component device in the 

1:5 second cluster further comprises a clearing and settlement device. 

81. The system of claim 80, wherein the clearing and settlement. devfoe 

communicates With the other component devices using the node address handlers and 

the second extended T=l router. 

82. A system. for routing data between at least two clusters over at least 

20 one network comprising: 
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a. .first hatd wired cluster comprising at least one compoI1cnt device, a 

node address handler associated with each component device,, a router and at least 

one network-coupled address handler; and 

a second hard wired cl~"'ter comprising at least one component device, 

S a node address handler associated with each component device, a router and at least 

one nei:work-coupled address handler 

wherein the at least o.nc component device in the first cluster sends 

data via the node address handler associated with the component device in the fitst 

cluster to the router in the first cluster, wherein the router in the first cluster sends 

10 data tbrough the at least one network-coupled address handler in the first cluster to 

the at least one network, wherein the router in the second cluster receives the data 

from the at least one network via the at least one ~etwork-coupled address handler in 

the second cluster, and wherein a component device in the second cluster receives the 

data. ftom the router in the second cluster via the at least one node address handler 

15 associated with the component 4evice in the second cluster. 

83. The system of claim 82, wherein the routers further comprise 

extended T=l IOU1Cl'S. 

84. The system. of claim 83, whercin the at least one network :further 

comprises an intexnet protocol network. 

20 85. The system of chdm 84, wherein a second network further comprises a 

bro:a.dband netwm:k. 
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86. Tue system of claim 85, wherein a third network further comprises a 

wide area network 

87. The syStem of claim 84, wherein a second network further comprises a 

wide area network. 

88. The system of claim 84, wherein a second network .further comprises a 

second mtemet protocol network 
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