
Methods and apparatuses are disclosed for providing cryptographic assurance
as to whether a particular data item is on a list. Typically the data item
would be a digital certificate and the list would specify revoked
certificates. The list of data items is typically converted into a set of
ranges in which no data items exist, then the ranges are used as leaf nodes
to construct a hash tree using a cryptographic hash function. The root node
of the hash tree is digitally signed. A cryptographic confirmation whether
a particular item is on the list consists of the range including the item
in question, the hash tree nodes necessary to reconstruct the root from the
range, and the digital signature on the root node. Verification of the
confirmation involves testing the digital signature on the root node and
checking that the root node can be constructed from a leaf node whose range
includes the item in question.    


