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-1- TITLE OF THE | NVENTI ON SYSTEM FOR SECURELY STORI NG
AND DI STRI BUTI NG DI G TAL CONTENT, PROCESSES TO BE

| MPI XMWW I N THE SYSTEM AND DATA FORVAT AND
STRUCTURE THEREFOR 5 BACKGROUND OF THE | NVENTI ON

Field of the Invention The pregsent invention relates
to a systemfor securely storing and distributing a

di gital content, pr%ﬁ%&gm ed in the
system and 10 dat e therefor,
parti

such %‘;gqgéﬂgocune an asgbow sulqifcognigieﬁn Eaﬂnd‘gméﬁm'

i ma m@mmmswmmmmMem

through a digital content storage medium such as a

di sc, a DVD DATA PORMAT ARDSTRUCTURE THEREFOR

i npl ementi ng unique bionetric information inherent in
a particular person such as a 15 fingerprint and an
iris as unique personal |dent|f| cation (PLD) to

identify the paoRatBisky GASESIY BN MY r ed user

fr [ user Descri ptl on of the Related Art
Qﬁ%ﬁ%ﬁ%re many data protection systens that
can s 2 ‘ﬁ‘?{t d ring and
pas,s,\/\/‘cl?r&%l T%é1 ts%‘rvg ed@%%oﬁ gan?&zl%?g f%:%béueﬁ Storing

I eigifidedng B digitll ebhteat, ProdassrRsStcle mspleméhtediin chasgstem, and
DVD disc and distributed to a specific person who

k s farinet paglsstosafureBhendom gartiaidatiy; aclates tagpyblecting erdigital
the designated specific person can restore the

s CPRIBI SHCIy AS adlostsPb A FHSHPEIAL CoRieat AR AN iRaetend relates

SHRrGobSE b R cpn dar R Ch e GERRRT SR pifctn

' ueH as Q(‘Cfly%%j fﬁX@ugfeé? a’.fr#?i 2 A58 @Q&ﬁ‘ &ﬁ&?yst erT?lementmg

perm ssion ri g protection can

degiiges WisinétsicalnigeiiohOirliRecht BORY pafidule Persshasich as a
the "sensitive information that have been encrypted

arfohgetpring chridnam iG99 adi wuicue pBdnalidentification (PID) to identify the
particular person as a preferred user from other users.

Description of the Related Art
Currently, there are many data protection systems that can scramble

important data on the basis of a password. The scrambled important data can
be recorded in a storage medium such as a CD disc and a DVD disc and
distributed to a specific person who knows the password. By using a dedicated
application, the designated specific person can restore the scrambled or
encrypted important data from the CD disc or the DVD disc. Those
applications are for sharing or storing all types of sensitive information in an
encrypted form and for assigning detailed permission rights. A user of a
protection system can decide who is allowed to read, copy, write or share the
sensitive information that have been encrypted and stored in a CD disc, a DVD
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di sc, or other storage nedia such as audio, video,
spreadsheets and presentations. Accordingly, the user
can mail or share encrypted information stored in a
CD disc and only an intended recipient of the CD disc
can access to the 5 contentsgof the CD disc. One

typi cal comrerci al product has been provided from

RCH Company thar Lsagalled Ectypt Caae” (IEIEL 12 ana

ht ¢ :/_Vﬁ/\w.ricoh.conﬂredia/--cd-r/rr point. htm).
Alll:)(l)’? gFar?rnSduct is called "TrueCrypt", which is a free

open- aQl&ifigl Bfe udkP cBAThAPE §ihrs ShéBied information stored in a
(refertohtty’]/www truecrypt.org/). Ih these prior

args  disowad ednly tdneirgendedardeipidiitesh S1ecODt Uzt @npasesotd the
is easily forgotten, |lost, stolen, or hacked.
Fuonteats ofithe £L4dis¢.er ent password is required for each

different CD disc, a _user night be in_copfusi when
r emenSBE ityRical cpmmmesrial proguciBasResn .Vl%f &aﬁnt f-gmpany

7 OB e Eited SRRSTRE el hE i, BPfprt Y 39T, compeny:

COpe Nl ick oo el R heintgn o1 11 cult L0
transter ownersnip or IiCense of a disc unless a
passwahethef prdtiicEls dhrel ¥Tsusbaper witidH il fifeer gith-source disc
peopl e. Security-wi se, sharing the sane password with

s everyption software (sfayutd hétpd/awyer.teecrve

thereto, follow ng patents_are supposed to be rel evant
to thil thesePERt artgyBAVEYSH; there ig asprablgra fuuckghat a password is

7,020,057 B2 titled "Apparatus and associ at ed
néaf‘ﬁ‘g’dtgf%’&?nblps"i’ ﬁ‘i?geﬂ"r Pﬁga%ﬁtent protection to

optic r%egmg_aé%g : I ﬁ%ﬂ*&:‘h’é " :

2. US %I{’Zﬁ‘tg "o, ?vggdlls;Z {kltsﬁié‘ py-p@g% ggtzglgc a
O Riskf Aightditekn @BAfusidhOVIRG feienitbedi@eSplhfilitg ofifhstiveids.

3. U S.gtgatent No. 6,950,941 Bl ti?ls%d "g:%py

pr ot eEurthernsgref ssmdtonesp) de¢rptien ofsdontegén aellD disc m&y result in

long delay when the user tries to view contents of the CD.

More, it is very difficult to transfer ownership or license of a CD disc
unless a password of the CD disc is shared with different people. Security-wise,
sharing the same password with several people is quite dangerous.

In addition thereto, following patents are supposed to be relevant to the
present invention:

1. US. Patent No. 7,020,057 B2 titled “Apparatus and associated
methodology of imparting content protection to optically recorded data for
secure reproduction”,

2. U.S. Patent No. 6,738,331 B2 titled “Copy-protected optical disk and
protection process for such disk”,

3. U.S. Patent No. 6,950,941 B1 titled “Copy protection system for portable
storage media”,
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4. U. S. Patent No. 7,062,686 B2 titled "Data copy
protection using reproduction error determ nation and
predeterm ned pattern recognition", 5. U S. Patent

No. 7,162,642 B2 titled "Digital content distribution
and nmethod", 5 6. U S. Pateng-No. 6,982,110 B2 titled
"Infornation recording medi um and manuf acturing

Vet RO RSN o 60 <8R, B (iRATA] oY oRrosction *eing

f /1 »
ol el sys?&r%e#%rrﬁ‘u%g@] £ BBy Hobet e,
PTOVISNGaRRIVEEY, 164 B2 RRGEMDMR dorfid, kifikion and

titled "Secure disk drive conprising a secure drive
key anethode | D for |nplenent|ng secure conmuni cation
over a public network", and 10. U S. Patent No.

6,%11].8.1 Pateat Not 166382, E&Bﬂeﬁ‘@ftdeﬂnfomadon orcarding medium and
distri butl on ] DvDs". SUMVARY OF THE
| NVERR8HE 6%?3 %ﬁol:n consi deration of the

by e om0t o 8 RS o Sl 0P tecure

of 't he present 1nvent’ron s t0O provi

SeC Uil idPbf DdiwaRd gdt21 ri buting a digital content,
processes to be Inplemented in the system and data

f 8. M. S aPetest Nolg, Pe%2 T h Bedted, “Medthahanid epstethi ot @uthenticating
bionetric information inherent in a particular person
such user and prayisting sarvicelnd an iris as 25 uni que

personal identification &M[) Lo identify the
pat-t H:ﬁi %ﬁf%feN% o249t Biltidied ‘Sepurg fisladriveepamprdsing a secure

gener cur. t nforrratl on _and the | at est
Oror 4t R s PuRF Ebibolifls FTR? ot ot ot Spustc
|denykghﬁﬁi@gg) tags, SD nenory cards, USB flash
menories as a Pl D storage device to store the unique

- 410. ®).8) PAEnSR6.U6,61Y,81DBY tildd Weculdelédtetific béhtast\disibution
t he above object, t he present invention provides,

accordiCids ammd BVDESpect thereof, a system for securely
storing and distributing a

SUMMARY OF THE INVENTION

Accordingly, in consideration of the above-mentioned problems of the
prior arts, an object of the present invention is to provide a system for securely
storing and distributing a digital content, processes to be implemented in the
systemn, and data format and structure therefor, which uses unique biometric
information inherent in a particular person such as a fingerprint and an iris as
unique personal identification (PID) to identify the particular person from other
persons as well as generating related security information and the latest
storage technologies such as RFID (radio frequency identification} tags, SD
memory cards, USB flash memories as a PID storage device to store the unique
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digital content conprising: (a) a personal
identification (Pl D) database and 5 nanagenent server
including, (1) a local PID register nodule for
registering user's PIDinformation locally, (2) a
renote PID register server npdul e for registering
user's PIDinformation renotely, (3) a database for

securely stari.ng a .plurality of user's PID

|$@é"‘m§¥ é’dﬂ'ﬂ?’a\aug?ovi di ng network access through

its ,l,;rq:g t gha adrh

managi ng r%kge plurality o af%q%@b%&? ﬁﬁ orrm%l{ngerVIdeS
aSackOrdify o EPhS RSt Beréls! @Eﬁ(ﬂem%kdse@ﬁ}el stBth LeddRétribafing a

scanning user's PID i nfor mati on | ocal | y so as to

r edigisd] eontdre comeprisng| @) a pémsonat identifieatihe(Fila)t daabese and
through the local PIDre |ster nmodul e; (b) a content
priBaRRgemst Aqrver inelnding: (b losal/ BID registerimaguly for registering

(Stiree B REHRsonn Bealy” 18 Horesite HDetbaster REvroode o
I
sys?gm%%nera egDr an %Ogﬁé}grg{e D, %ﬁ%ﬂﬂ’a&?@%‘a&?ﬁ% Sstormga

f i drarefliff ofidfs P t¥Smetion! dAd BF prdvRiih@ Retwosk a@ce@é ghrlodkh its

content” storage witer for witing the encrypted

diIER/AP aofdseibdile, #)ddagabese manfgesor Shanpge thed plunlity of
(4) a PID reader for scanni ng user's PID information
t nseryiPHP dnfonnatiasy 5 ¢s thbe inserted opdeletast anddd)i RID (esa)der for

a PI D storg%_e ﬁdmvw ter Oéég;%%:%@%dﬁg users PID
agaﬁf%g%s@érz?o e Bl 0B 1D GEBRE PP ) R

USSbteStidal %c[‘fcﬁa‘,ﬁ%hh&@ 564! Hﬁ’olucﬁ:ﬁ%,o 1)CANkEAenP | YRR for

cl1 ent for verifying user's PID In t|on and

I egepgtiakiadigital oA tint & chsirRNat ¥idrirptiorkieeishednigl generated on the
decrypting an encrypted digital content stored in a
dilgistsadf 2r's GiPeantd BI stogagendayiaeniD ahd systameganerated random

pl ayback client includin 1) a digital, _content
P hive s PLaddp mba%a@??as&m % o g o) o desal

cont am; froma i taI ont ent st U
< (BB o Yyt R W, ﬂ%%%%ﬁgq%@ o008 digita
' %ﬂ&?&ts MheliftFh s‘% ﬁé&&érfﬁ{r lisét’sT1B information

|nforrrat|on as a pre -5- user, (3) a PID storage
I agdhegistdr U Ve tl'feOtﬁseE’@dPﬂD ﬁl@foﬂﬁ&ﬁbﬁ (3 BD Sibidgk Peaddd Bawriter
to an PID storage device to be provide together with
t Her dimjfiigaldatntbent retdinggdatamfginurgn (RID starageotdevibg Do be

regi ster m)dule for registering the user's PID
accompanied by the digital content storage medium, and (6) a local PID register

)

module for registering user’s PID information locally; {(c) a content playback
client for verifying user’s PID information and regenerating content and
encryption keys and decrypting an encrypted digital content stored in a digital
content storage medium, the content playback client including, (1) a digital
content storage reader for reading an encrypted digital content from a digital
content storage medium to be supplied, (2) a PID reader for scanning user’s
PID information to register or verify the user’s PID information as a preferred
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information renotely, and (5) a content decryption
filter driver; and (d) a 5 network for providing

net wor k connecti on anong the PID dat abase and
managenent server, the content protection and

di stribution server and the -pgentent playback client,
the systemfor securely storing and distributing a

N e

C . . .

o2} Pl AL SR U LRI ke B S Bl i torage
andeditad, @hex Pédota D asgistn motiBleafte "RigistdiRigV &@ie user’s PID
stores and manages a plurality of user's PID

i ifformation renotely,sted €8) bocaitent decryptian diltgr duivelr;tdad (d) a
the content protection and distribution server

erfisitypils for preiding rewrEntcoaRertion; eawnghthee P ygatabase and
|

digital content ip a digital conten t or age nedi u

R AREIP SeBisHt HHA, B Bite Bt et SIS GG i, GG A the
se C ﬁgﬁ Seeurgty r t|?ﬂ r P
se{(:%r%lrr%tylgﬁ n g{r et o%ltei #Sgéh _ S or%%"@é‘gi"‘g@ H%n utng a
t Nagitdiebfitdft BhitalbRHIEI R (HaP al Bgithd BhtehPisIRRBASPLadd securely
encryption key, and that the content decryption filter
dratsrediis a digitalaahetht Bedragemedivin laad slisttibatddatper prefiares] user
digital content storage reader driver |ayer_for

E el ﬁwgdllgiﬁalefroymti st@ragﬁigfa%@@, and thlat the P database) and
H 20 . . . I .

o BRGNS JEVeT AR n?ﬁ?@gltsﬁ iRty B Gt g PAD information

¢ HBbSted ROURCAYRERTC or ol e A pEAER aniCiisBibusion

StRHRY %.nélg()ité?& di%}a?%ﬂeﬁ@ afldl SIrfER BRNERGY A rcﬁ@éﬁ Ehntent in a

user | her object and further features of the

pradigiet comterntstoragt hledimappal ahht e kbot@nt hprotection and
foll ow ng detail ed description when read in

c clijtributiom nsexiverh créates aecaritya ifbrgatinmavdaney sstores - thgRIsEFUrity
DESCRI PTI ON OF _THE DRAW NGS FI 1is a block diagram
ofiniermalen i £B P SEQTRET Jevdten rarlﬁ’ hafranigns £ 5@?@@@0%18 used
di,gi tal content show,ng syst rchitect ur ogding. .
¢ 68 Pl Ah it B9, RS PR B S SR R e 5o
gsaélﬁcz{n @ WeRiteh 2510 WAEmAaRIr UrRSS dipfh] SR Rtdkagd RakiBSdriver

layer for passing and interpreting massages and data transferred between a file

(0

systern and the digital content storage reader, and that the encrypted digital
content is decrypted on the fly by the content key on the basis of the user’s PID
information and the PID storage device ID and the system generated random
user ID.

Other object and further features of the present invention will be apparent
from the following detailed description when read in conjunction with the

accompanying drawings.
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distributing a digital content according to the

enbodi nrent of the present invention. FIG 3 is a

fl omchart showi ng a process for recovering a protected
10 preferred digital content and view ng the protected
preferred digital content by-g- preferred user
according to the enbodi ment of the present i nventi on.
FIG 4a is a flowehart show ng 1o Sex -0
generating a F&= oD SHE-C T y—accor di ng
to the enbodi nent of the present invention. FIG 4b
shows a data structure of the 16-byte content key. 15

FIG BI1Gs1 &4 bk koW fystedh RF 6@ Fely fsts n:%eélﬁ{&btﬂlﬂtm
a first encryption ey for encrypting the 16-byte g

c antligithl éemtersthshuwing sfstéin atbhisturedicegrdingg tdhan embodiment of
enbodi nent of the present invention. FIG 6a is a data
stthapreseat sven@irbyt e disc ID to be divided into two

group %FIG% a data structure of t he 6bte

di sc b iy i i ARGWINRoa BFSERS ot securely;

[FPA R Mol o

a%oérﬂjoﬁg to the enbodi nent of the present invention.

25 FIG 8 shows a structure of a mnor PID (personal

i dent FiG.c8t isom) fibwelghrt Sdopdrig ian Ppratess rfor rédddedng o irotgcted
to the enbodi nent of the present invention. FIG 9a

s Hualerrgd shigitat contentaind viewingithe pritevted prefarred digital content by a
|den ification (| D) of the 4 mnor PID and an |IP

RIFiEEEd Riser %Foseﬂtlg m%@mwrae%@ft@ PLeSERfRYSHioRo - 7-

Lhit RS e BRRER B procg b weenode 238 HE Ao
Of contdift iy BbARAin E't@tl:%%ﬁﬁl%&ﬂl@n@&tﬁ@ of the

i
present inventionR. FIG 10 is a bl ock di agram of the

cont eFIG.dRCcshaws Ddathishieturd of el 16sh@amontent keytl G 1.
DETAI LED DESCRI PTI ON OF THE | NVENTI ON
FIG. 5 is a flowchart showing a process for generating a first encryption

key for encrypting the 16-byte content key shown in FIG. 4b according to the
embodiment of the present invention.

FIG. 6a is a data structure of 16-byte disc ID to be divided into two
groups.

FIG. 6b is a data structure of the 16-byte disc ID being divided into two
groups.

FIG. 7 is a flowchart showing a process for generating a second encryption
key for encrypting secret data in 16 bytes according to the embodiment of the
present invention.

FIG. 8 shows a structure of a minor PID (personal identification) flag
supporting 4 minor PID according to the embodiment of the present invention.

FIG. 9a shows a structure of the minor PID storing identification (ID) of

the 4 minor PID and an IP address and a port number of a server according to
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[ Enbodi nent] Prior to detailing an enbodi nent of the

present invention, background of 10 the present

invention is described first It is commonly known that

everyone has sonme uni que and inmutable bionetric

i nformati on, which is inhereng-in each person and

never stolen by other person. One exanple of unique

biometrig. i nformation is a fingerprint, whichis

c&ﬁgFEf“%ﬁ““g“é% '?i?egF“P? “and furrows on a surface

Of 3 HAOY sholf ) driidtuld HIRERE I Ao 88 length and data of
plicati

successtulTy ‘used 1 n nunmerous ap ns such as

Pehs Anainok PEN hibddr&iakitd thed @hbédimehiel the PYeht Boéhtim. and
banki ng. Further, by virtue of the |atest storage

t echnbiagi(ess,a blosit diaggen df thecenrertiiechption fiRet riter atiben in
freg»ency identification) tag, an SD nenory card and a
USBG. 14 ash drive, which are large in menory size but

smal | in physica [ze 1S 20 conmpnl v _provided as a
personal i dentPEIAILED DESCRIETION O, TH INVENTION, | ,¢

PID) storage device. Futhernore, unique PID

information and rel ated security information can be
ngﬁﬁﬂdhﬂmﬁﬁch a PID storage device. The PID storage
device can be sent to a preferred user together with

a di gPtiat tocdethiting antembg@imentiofite prbsenb iidentont ikickgroand of
preferred digital content, such as a CD disc and a DVD
ditbe praseneinventiny is desaibeddirsthe preferred user. Mre,
basic_content information in a PI.D storage, devi ce_ can

be ealdiiFyOmPeRidNAT that SEFRRE Msst SEPrBigieoany gnmutable

e oo Rl R BB B Bor R RaRY e by
SRREG b&sorlOhe leddinBle b'aRiqhB MioRbrR MkdAbn GO %eéﬁﬂm,

st orage nedi um reader such ‘as a DVD disc drive,

r adtideh & cbinglst af a sedsaofiridpee bAd fifows 6h @ duatace @A @ifer. Such
storage nedia or a DVD disc. 5 Mdireover, in the
preefngerpiint bas ibeen ssiecassfully useflonmeumerousnapplicatorsesuch as
informatjon are stored in a PID storage device that is

r RAFTOPAbIENTiEton fr qrindipalivestigatinhend BANkBg be
L anshEIh&s oy ifud §'the 1testSioidl (RRnbBERL W sorE dvilE such

as an RFID (radio frequency identification) tag, an SD memory card and a USB

flash drive, which are large in memory size but small in physical size, is
commonly provided as a personal identification (hereinafter referred to as PID)
storage device.

Furthermore, unique PID information and related security information
can be stored in such a PID storage device. The PID storage device can be sent
to a preferred user together with a digital content storage medium, which
contains a preferred digital content, such as a CD disc and a DVD disc to be
distributed to the preferred user.

More, basic content information in a PID storage device can be easily
viewed by just scanning the PID storage device through a corresponding PID
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time wthout issuing a new digital content storage
medi um A system according to the present invention
can support the strong 10 encryption algorithms such
as AES (Advanced Encryption Standard), Blowfish and
Triple-DES (Data Encryption Sgandard). Further, the
systentinplenents a content decryption virtual drive

so as to al | o yé ﬁﬁﬁg\%@ er to% ?%ac(@% spegd is

'dg?ﬁcgf&l[ Oﬂia%gﬁ‘ (ﬁlgllmconpe; sr?%éage nmedi um Ssl,}%: asa

aspeD c@cm'@ Qzﬂidﬂ%aﬂ§a@§é@1 b&It@:&rs%&r%ﬂ ih B dififl S¥teBftorage
More, the systemprovides a real-ti ne decryption

prediasr addVhlligc. a user is hardly di sturbed by
decryg@on del ays. Moreover, the system can permt

t r ansMeredvery bwibe SPTEpEnr inveitinns esesturity informiagen gind license
cantent .in a digit.al ntent stora nedi um o an
udBjormafon prg,sto %ﬁ‘dfli% %&ﬁdﬁ é]FaW ﬁ'?éﬁ‘s‘ense

Ac%é)r |ng]%l at?%‘ﬁ?&}(edz % +%§gﬁeg"§betf%rh%da 'Xs mt:meto
angné h&th&h@ié&ﬁﬂ ahdW&igi tﬁ)b%h%m SriethBEnip the

enbodi nent of tﬁe present invention. 25 In reference

to tha sps@npactyrdifg dbathengteser fivehtsn eanesigstrirehé strong
of the present invention is described in detail next.

FleBcryphion algdritbmis stichgwsaiid {Adyangest Bneryptiors Standard), Blowfish
st oring.and distributing _a djgital content show ng

Fﬁ?ﬂ?‘%%@@% gr gtaylard- an enbodi nent of -9-
the p In Fl G tem.i

conpot‘ﬁi'ﬁ SN et Ssparenh AR Vb v spas o

SIER 0551 O MRS 6 o

t %ntdﬂt@tdi@d ab@a@tar&ntémrsaﬁegﬁﬁmer ve)" 1, the
"content protection and distribution server” 2 and 5

t he " Eartherrhore| aylatecwritslr f@ra digBaluragent storage medium such as a
|nfornat|on processi ng devices such as a so-called
VDgurpesis alsoriptserricd i hesEed® i on and a personal

conpu PC) .as wel.l, as_a,network connectabl e
i nf orh@ﬁ&ﬁ 5}%@3&9}4& %%mgmef o0 process, so that a user is
hardly disturbed by decryption delays.

Moreover, the system can permit transferring ownership or license of a
digital content in a digital content storage medium to another user and also
sharing the license among several users without disclosing any secret
information.

Accordingly, a digital content is securely protected and distributed in the
systern according to the embodiment of the present invention.

In reference to the accompanying drawings, a preferred embodiment of
the present invention is described in detail next.

FIG. 1 is a block diagram of a system for securely storing and distributing
a digital content showing system architecture according to an embodiment of
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i nstance, a digital hone electric appliance and a
portable term nal such as a PDA (personal digita
assistant) and a cellular phone. 10 Further, in the
system according to the enbodi nent of the present
invention, a digital content-ps encrypted and securely
stored in a digital content storage nediumsuch as a

CD.di sc and a DVD di The encrypted digital gontent
bt P oy T Rl (e Pttt e ) difibese

st FabhBthEs defuc 1 P4 SR DrdaElon Bnd dBEER Sorvdst 2, 2
C Ogbkend ?lﬁigﬁaél@ oRfred 40 A nefidries eERMOsUGE “PNYl dabdiasd and

part of processes could be carried out in a

h andnagemeamiserveat,the Fomoaeinprovéctibh earslyditteittion server” 2 and

furthernore described in detail next. Firstly, the

" Ahp “gentemtplaykack digntgknses infismadion-proeesaing sleyiges such as a
eferred user's PID informatjon that is

manages ., 20
re‘é*‘g%?‘sﬁi SFOFIGERIRPSE (COMPRT e By WOHREAtOP) 4510 4 tRE53ANE] SRRFPUter

S er” { S [ " .
pi{BCT EB el o 45 by oolebiBle SAPRARIG g fvice, for
USEESR) D i . LD -
3B PUSILORE Aol o DML AR s o
r R (reiscial digital aseidtidre) arldoa telluldrqgionker i ng preferred
user's PID information renotely, a 25 database |Ic for
st or i Hyrthep| iy &h¢ tsystefn @cedrdingetp dbercmsbqiment of the present
information, securely  and for_ providi ngsnetwork access

on (
t H%l‘étmﬂ?naaﬁ@saf eonferids engyptadand,sscursly sigrpl ina digital content
"dat abase nager,” |d managj n e..plugality of ..
or e edBE Hibnana R il A YTl R hachyBled digia
Szdgg%ﬁy, thg%@g%?gnt p?ﬁgé{liég%%ﬁ%%dﬁgari 1ati onbutedtoa
SereRfredisencrypts a digital content and wites the
encrypted digital content into a digital content
st or afurthednom gushibulisbauii@stiod chatromrtsses t¢ he detailed could
"content protection and distribution server' 2 creates
seReumRisrmented [y seffvys RIpdugancethat gapast ef fhe; processes could
irgornagéd on.n.a R D s‘té%%age devi ce such as an RFID
tagecaﬁ Q .

g. %tdﬂtae]ﬁ%rd% ion and distribution server”
2 1S FUEh BELpGATROP AL Qhteth is furthermore described in detail next.

Firstly, the “PID database and management server’ 1 stores and manages

preferred user’s PID information that is registered locally or remotely. The “PID
database and management server” 1 is further composed of a “local FID
register module” 1a for registering preferred user’s PID information as unique
PID information locally through a PID reader le, a “remote PID register server
module” 1b for registering preferred user’s PID information remotely, a
database 1c for storing a plurality of preferred user’s PID information securely
and for providing network access through a TCP/IP access module therein, and
a “database manager” 1d for managing the plurality of preferred user’s PID
information stored in the database 1c so as to be inserted or deleted.
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"PI D dat abase (DB) file" 2a for storing preferred
user's PIDinformation, a "digital content storage
witer"” 2b for witing an encrypted digital content
into a 10 digital content storage nedium a "PID
reader” 2c for scanning userlgoPlD i nformati on to
register or verify the user's PID information, "PI D

st or age ader & witer” 2dfor datal 0 or
ot B, the cRoient Brotedin ahd disibg encrypts a

PSR Y 9 f@mﬁ’?‘f& Aol b B4 ABtal content

dls$_$ Hk@gjmgucﬂlggglmﬁb@l*egl ster nodul e" 2e for 15
reg| ering user' PID information locally, and a

' cont fatthpr, thetdontént protkction @itdigpibutionaetiet 2 aleates security
content together with a second encryption key that is
gdniormation end staredhthe secafityusformation i & Pil stesageodevicp|sDch as
storage device identification (ID), and user |ID that
i S W8y generated by the system Thi rdly, t he

[ Cont 286 QAR el ld aR il ERebF s AibkPramposed ofa

i nf or mati on egenera con

angrrs eLAkshs8 'VOIRY H1é0Ba KBY StorfRd pRAGTHR Uler’ @ PIIS NAfYRLAGN, a
digital content 'stored in a di gltal content storage
medigital cohltent ' starapewtitgd? Al fiaociritigd M ericrpied digitall bitent into a
conposed of a "digital content storage reader"” 3a

s igited scoatedV Btorage enédinmy, e dPIRY readesn 8¢ \ipt echardiigg tuskr’s PID
content out froma digjital content storage mnedi umto

bénferaation fp eggister gp YsTie dbe usesy BB infyrmatignnpndD

ﬂir%d% :\%ﬁ'e #)%:tratlon t%g{ae i, St e{rﬁ%%%%taaé_gpgpm storage
Wdebﬁé PI'D storagﬂdev ce %ﬁc&ﬁf&ﬂ’c Q{om%‘ uﬂ?gﬁmg e

Into I'S acconpa

d !e@hﬁ@itecmigttarﬁont&it% a:@ethmsutwu 8 URCAINEID zbglsw%ucnnedze for
digital content, a "renote PID register - 11 nodul e"

3degistering gusere PI[h gnfosmatisn Flb@]lynfamdnat foontard nmoeducyorl’ ®f for
t he dat abase 1c_ through the "renpote PID register

s SNGBPLRE d (digital wo?wnﬁ Hegetherpwathy absa@gnca ﬁamﬁﬁla dJesirethat is
3%¥%ﬁ‘% rP"%/tB? Pgmﬁlutr ? }’%4’41@?‘218}}%% Sporage device
o EHeERkaSH DY Bhlt Bler 10 4Bt iy et stedtby %ﬁ%ﬁ%m- |

St or agRirdIgades “doAy&it ﬁﬂy@%kt &lieRESS vaffles 1184rQ PICRinf8rmation,
message and data transferred between a file system and

t lregéhdtraged alcontent key and first and second encryption keys, and decrypts

an encrypted digital content stored in a digital content storage medium.

The “content playback client” 3 is further composed of a “digital content
storage reader” 3a such as a DVD drive for reading an encrypted digital content
out from a digital content storage medium to be distributed, a “PID reader” 3b
for scanning user’s PID information to register or verify the user’s FID
information, a “PID storage reader & writer” 3c for reading data out from or
write data into a PID storage device that is accompanied by the digital content
storage medium storing the encrypted digital content, a “remote PID register
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content storage reader"” 3a, wherein an encrypted
digital content is decrypted on the fly by a first
encryption key that is regenerated by a preferred user
based 10 on user's PID information, PID storage device
ID and user ID that is randonhy- generated by t he
system The "content decryption filter driver" 3e wll

( redile e 3o eimiio e o mfpm%x‘??érg’rﬁ&gv?%eiﬁ fatabese 1c
rranage#‘e&i n@%?l{#gw cong(a on arﬁ%?ab""‘se"’md

di @hhhRldr ReSBF by Wy 8'the rleBforkeh rahara “cBh&)ﬁ@ 86dtyption filter

client™ 3 respecti veI y A digital dontent described in
t hdrivept@xdi nent of the present invention can be
applicable to any type of digital content such as

JPEG Hergyaona they c;@umﬁ tdeanygition &ltgrt daveraddiinellacatad between a
flet%=l 20 F]g%érherl a d taI %gnt cg)g%gﬁmpass and

neqﬁ%nl%‘ A el %@ﬁ%ﬁaﬂkaﬁ%ﬁﬁ%ﬁ 1S 3 End the “digial
( Righertr FeddeP! 9 Qllersint £ ehybfd BYBlSRhASE N BbYpted

to the enbodi nent of ‘the present inventton, It IS
al drotiedly(19a st 8AEPliGH ket bt B refdhetatbd O lazlﬁéferred user based
personnel in a provider or a 25 distributor of a
di gl nedr sddntinfermationicfIDnetorage elevicy iand tserﬂﬁelggtis vandomly
|n|t|aI|Z|ng the "content protector” LN
#@cﬂf%?maﬂaled@flﬁnﬁuﬁqcaﬂ)@gr@éﬁr drzveff ot will be
cg t of distribution of a digital content. The
lon strategy defines a block cipher algorithm

such u&ﬂg RS ndt6rif\BSs h I@%é] RreadNS&M 2hd th
- 12 generafing % randomﬁ&ggsp%lf@e red key Iength) for ©

t Ntdph@Clpréidien epMbrkt Bbhnddish aseapt thevaPIRRabase and
| ength keys and preferred plain-text block size such

asnagageient séR8r’bl,tthe rfcorétt- riotectibm andsdistsibubionserver” 2 and
encryption strategy i s not defl ned, a default
erfbe yeanta payback § s WFF‘@GWO the syst em accor di ng

233:2 %‘é’&%ﬁboﬁl '[fc?, gg‘?resEnE er?zttbgn Inttutf\?enmn

| WENEE thééblé %o fa('#r @E%f &g rc%flte&fe aRhUSEh image, a

wants to prefe user-to register his P
document and a digital audiovisual file.

Further, such a digital content can be generated outside the system and
imported by an administrator through a digital content storage medium, a
network file sharing program or an FIP (File Transfer Protocol) site.

In the system according to the embodiment of the present invention, it is
allowed for an administrator or an authorized personnel in a provider or a
distributor of a digital content to define an encryption strategy for initializing
the “content protector” 2f in the “content protection and distribution server” 2
for a project of distribution of a digital content. The encryption strategy defines
a block cipher algorithm such as the DES, the AES and the Blowfish, a seed for



5

i nformati on such as his fingerprint on the database |Ic
in the "PID database and managenent server" 1 or on
the "PID DB file" 2a in the "content protection and 10
di stribution server” 2 through any of the 'local PID
regi ster nodule"” la in the “RpD database and
managenent server"” 1, the "local PID register nodule”
2a in the "cqftent protection and dj stri

2 Sainbrating & FAIATE Hey DIFGIE R 19%; RS lor the, Bl gAhsg algprichm

AR eIt DR
calbat FRAS el 085t el S Bbe plefeBA SAAER HIEGK ke st as
1564 egah by bithind F3dbi ThUER L ah $neSPROE dirhitgl I AstdHfined,

the "PiD reader” le in the "PlID database and

e adptnen tergpeyption” sttategyl isegpsliedr ed the dybent adcabaliveg 1to the
by way of the 'local PIDregister nodule" la, or

scemn ent ohthe pgtsenhvertian. r eader” 2c in the

"cont n:ﬂé%rot ection and djstribution server" 2 and

r egi stRIAY YA AFEOTABES 7| TIDSmER! Qe GreseRE IWEBEA. 1tis
HEE RS APl yh8 o Qb8 100 d 18 P

want's
I epirelafion dush Bk Rid ﬁ}{gémti RNthe SRR RAN the MDA base and
the "PID reader” 3b inthe "content playback client’
3. mhfAagdhhéntGeser” Benam aet 1FID DB Blet D4 @ thad “comtehs protection and
transmtted to the database Ic in the "PID database

10 andiswibtaign reerver’s2 thrsuigh anyt dithe fhcal (D registsr engdehuly” 1a in the
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regi ster nodule” 3d in the "content playback client" 3
25 Tan dlafabase ap %F@%@qrﬁrg.l, e lpcnl Mibregister module” 2a in

t e B PR TR RE SRt Lt g ool ogiter
prﬁggﬁ&egdg%&@‘wwmé%g ac‘ﬁen@?}'.y the adm ni strat or

has the right to acc ta 1n the "database" Ic or

the " Ridde [BPetifitAly, BRcase the Uner Wilits td Dedidter BisSPIEMinformation
according to the enbodi nent of the present invention,

i tlocallydbis FEY irtformationess' salhdd imfloongh ithe “PI® reader” le in the
transmtted through a pre-established SSL (Secure

So a@fﬂgt&ba% pmd FIRREFTGHE sameer® | @n_étr@giﬁpt@dr%ﬂ@t%tabasl? lc by
TRV 90 B B RSB B L Sl S R e
Derepiel 2k i Y Dol Bofckl, SN BB ek il Hisered
Cr QPHROPEP B file'F2H b REJOf Bie “Iotall D reyisiet Modkanei Ng to

t he enbodi ment of the present
On the other hand, in case the user wants to register his PID information

remotely, his PID information is scanned in through the “PID reader” 3b in the
“‘content playback client” 3. In this case, scanned his PID information is
transmitted to the database 1c in the “PID database and management server” 1
through the “remote PID register module” 3d in the “content playback client” 3
and the “remote PID register server module” 1f in the “PID database and
management server” 1 by way of the network 4. The user’s PID information is
securely protected from any disclosure. Only the administrator has the right to
access data in the “database” 1c or the “PID DB file” 2a,
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invention, it is allowed for the adm nistrator to
create a new project for distributing a preferred
digital content to a preferred user who has previously
10 registered his PID information. In the system
according to the enbodi nent efi3the present invention,
a user's fingerprint functions as unique PID

B
U Nfverfa! tifseéefg{e%fﬁﬁf Sderd %o]j gtjze;oﬁﬂéﬁcﬁ{; iscgég?ﬁ%\l?g %‘Iﬁlg%gh a

funct!oné as a PI'D storage vice, .
f '{;Btétds_ﬁﬁbﬁsl@éﬂ 8SDi(Ghcuaé S@ﬂfﬂt@ﬂ%yéi‘[ Rl gom B WenoR P Daregister
DVD witer functions as the "digital content storage
wrmbéult” 3. toRinet nemotei FIDX tegistersseevaramoduld? 1Y arel piatected by
enbodi nent of the present invention, an RFID reader

f URERE eRAYIIpetEc qhpTr gnethed ©rra auklic-key @ivptagraphie) algorithm
and fi rint reader functions.as the "PID reader”

[ cuchasgh BSA (Byept e fseuman) PUlc key SORIRERRBY di ng

to th%‘u?ﬂ;@ ] 5%?{ I pyv.entd '

which'i’s aﬁﬁﬁﬁgéﬁe g)i% §ch{ngal ftlﬁ;n{l%u%ﬁl 8enieﬁ¢ |§er e%resent
t higberition, i8NS AlloWed oL Ak ealidihidtRRoS X5 @8tk 04 1RA€ roject for
digital content storage nedium functions as system

c atisteibuting ar prgferted. dijial eontemt th e mryfeted wer ovta gy p@viously
t he enbodi nent of the present invention, 25 RFIDID,

whicgistered his P doferm@tigbr each RFID tag, functions as

Cecur SR FURPsoof PR fadhe SrboHRHr BP OTe . JBRRRgion, o

e PR PR RBEEs P, i e Bhiaue PID
Priffopfiation i8thetll Bt fdriithtl Ofhe SAsY @hcryption by fob decrypting the
reference to FIG 2, a process for Securely storing

arghefifRéd iphefeirad) dipgitdl gbhht, CONRIID thy faiheidysdemPID storage
according to the enbodi ment of the present invention

i leviesca Cbrer PHDddisaiunctiens as £d@itabcordent storage madium, and a
showi.n

.a process for securely storing and, 5
di 1SV PiHiles figesions o ther digiak ombent siospeh WEF o2tne
enbodi t _of the present jnvention. The.process.is
o e EREn T U SVRERT St I Pl iR SE Tt present
di iBldrtRil BARATAAEbAurkcRBhE A HEPPITP BRI AP RMBer & writer” 2d
and a fingerprint reader functions as the “PID reader” 1c, 2c or 3b.

Furthermore, in the system according to the embodiment of the present
invention, disc ID, which is a unique GUID (globally unique identifier) that is
randomly generated by the system for each digital content storage medium,
functions as system content storage ID.

More, in the system according to the embodiment of the present invention,
RFID ID, which is a unique ID for each RFID tag, functions as PID storage ID.
The PID information is read out securely from the “database” le in the “PID
database and management server” 1 through the “network” 4 or locally from
the “PID DB file” 2a in the “content protection and distribution server” 2.



10

15

20

25

In FIG 2, an adm nistrator or an authorized personnel
in a provider or a distributor of a digital content
creates a new project and defines an encryption 10
strategy for initializing the "content protector" 2f
in the "content protection and4di stribution server” 2
so as to project distribution of a digital content

(510 n B TRSIELE, Yoo B AE e, Pt o

Bl gafthis r e | r ﬂ%”%ﬁ-ﬁ%ﬁnn' e e
ke@i@'t%lng%%télf?%?t gsg?%%kﬁg!?dﬁ'ﬁ%g g’lngori thm aneg{t Sctle Eresent
pr elveditictisflesdribe@th delailGlexsi ze 15 such as 64-bit,

128-bit and 256-bit. Further, the adm nistrator adds a

di gi t #MGcdhtiena flovdhaet shoivinge ve prasgss poo | sectrels tst@ring and
5102), wherein a digital content can be generated

soWE g auligital ccamtentsgeroeding it thepembediment g gieapresent
SHEpTR Bt e A e eein By SR gerufly sggins and

a HSEMHUNAG 8 @B&?ﬁﬁ;g{engnpgggﬂgo user firstly

registershis formati on such as a fingerprint on

the " datFahagean h@ministrater or Bh Auiiidrila SRrsdnteMNABATRIE or a

server" 1 or on the "PID DB file" 2a in the "content

pr diseituitanof andigdalsonidom icremte ss® newrprojcteendidéfines alfl écryption
informatjon such as a fingerprint tenplate 11 by

s cHFRipgGior initializing thec'epntent protactury B irhihe “‘ppentprotection and
reader” le, 2c or 3b, wherein the fingerprint, tenplate

| SOREIEER ReEvers 2,5 a0 PRI ARAMITOR! B gl @htent (step

d . i 3
TRy D A blon AU SR Bl LRl SIS suc e e
Prefs! RIABS indf HeMBlbRAsh, Kabdd Bt Fenbiiting %na&nlt%?%"%ﬂg@md

dat abase and nanagenent server” or fromthe "

f i key'leBgth for thheblédoniphat alpprittan tdareh pasierell plaintext bleok size
server" 2 (step S103). These information and secret
datushasdit-big, 128ebippnd @66t di gi tal content, the

preferred user's inf,orrmtian ang, the fingerpr.int

t enpl T HecAdminRianpldsa tigitleonteynicHie newly created
pr [ istribution server” 2. 1n the *content
orAbEEt 1tb S Btk SRl hiEine Gin 1P aifran R Bomere
120tSiHe tROSystthl i IhpdreliShtabn Qidid] oRENERbrass medium, a
randomy generated (step S104)-

network file sharing program or an FTP site.

On the other hand, a user who wants to be a preferred user firstly
registers his PID information such as a fingerprint on the “database” 1c in the

“PID database and management server” 1 or on the “PID DB file” 2a in the

“content protection and distribution server” 2 as unique PID information such
as a fingerprint template 11 by scanning in his fingerprint through the “PID
reader” le, 2c or 3b, wherein the fingerprint template is called user’s unique
PID information or secret data (step S201), and then request his preferred
digital content.

The administrator further selects a preferred user from the “database” 1c
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Length of the content key 12 is defined by the
encryption strategy. Further, a first encryption key
14 for encrypting the content key 12 is 10 generated
in the "content protection and distribution server” 2
on the basis of the fingerprijpt tenplate 11, system
content storage ID such as disc ID which is a unique

gJétD rgﬁﬁ?a%% %ener?t ed b¥ the " nten%r gﬁbgﬂﬁ d2a1n
or B oot Gl ol df @fb%?%r"é'i%ﬁ”ﬁ@%)hﬂ?e”ew

the " apREE HiolhRldRCAnd Qe&@tddéth%fchk&ét ﬂférbréﬁ‘eh‘éardtg@al cBntent,

second encryption key 15 for encrypting 't

f i thge rppeferibd t ap@tsatiffolrhation t Aed ﬂw:rtﬁtgeq:&tm itémplate 11 are
random y generated on the basis of PID storage I D, the

di wansrmtted 4n thenjcentest protectiondndidisttibuntiompetvetdfe when

the new proj ect mas created tep S 106 20 More

the "é’&ﬁ‘t“‘erﬁ"nﬁﬁ“& Jch gamtenshey 12 for

teﬂgr s the r@ref ont g@@;ﬁm %tw[sﬁggp S104).
pfﬁér%ﬁi@ﬂ&x@'c%ﬁeﬁkk&;&’ﬁ%ﬁe b§tt§‘é“éi{c¥f§ectl s a%re‘?ure' y

prot ect ed.” Nbr eover content pro

di st r iFithedNa FREtVEricry ot RéY R4 Sfof BRcryplng @Ré ebhitekE ket A2 is
by using the first encryption key 14 (step 5108). In

adgtneraged irh&lee‘toontﬂhh @rdtcctmneand fistrilmtionosereant2 on the basis of
di stribution server"” encrypts the secret data

( fiRdERpmrmt tt@abreatb Wsienp GoRtEnh gtorags IDswshcrs disc ID, which

encr ptl on k&éﬁﬂpé%#é@fl%%%@lg% Ei nal the ion and
pr&&%h‘uBH @pRrdb st df g&gl t Séﬁt&Et st%gégeoﬁta u(}jﬂ‘gl d_ fhe time

encrypted preferre cont ent

COéﬁcﬁdlétemh&ﬂén%%r@%t&ﬁaéé&%d?ﬁéﬂmoﬁonsequem ly,
S

the preferred digital content 1 securely stored
i n t héudihgtrmate, annﬁmnﬁma&mnqge&nadmunxﬂﬂmmﬂmﬂMntbewa? 2, a
ot her hand, the "PID storage reader & witer" 2d in
t heecord ﬁpéﬁlph% risy ek femen@ypting the foggrerink amplate 21 or the

\é\n(r)i te t ekﬁel%%aglgﬁ)gge secr Eogf%j,aégﬁ?:}gp thr%gggt‘éh%ﬁtdelsc ID,

Wi 4D o%%#é) Wame and the time and date when the new project was created

(step S106).

More, the “content protection and distribution server” 2 encrypts the
preferred digital content 13 by using the content key 12 (step S107).
Consequently, the preferred digital content 13 is encrypted and securely
protected.

Moreover, the “content protection and distribution server” 2 encrypts the
content key 12 by using the first encryption key 14 (step S108).

In addition thereto, the “content protection and distribution server” 2
encrypts the secret data (fingerprint template 11) by using the second
encryption key 15 (step S109).



i nformati on such as systemID, the disc ID, atitle,
the owner's nane, a conpany nanme, the tine and date
when the new project was created and a 10 comrent
(step S111). Hereupon, the systemID is a unique GUD
to indicate that the digital 1jgentent storage nedi um
21 is created by the systemaccording to the

enbodi.g f the present invention . a.result, th .
i o1 1 Al i, e R R sl it 2 e okl PRifestion
en f di g'! Berfel
di%é‘%l%ﬁ?%g{o?o&ﬁ?gd?pre e%ﬁgﬁ%?ﬁq% toggp%er O\?\An%eﬁt 16to0a
t haigith 1 Roorit@tagBrage th6dug? 2N eeRpISTHOM thnédd@eRE! @ preferred
data by way of nmail or courier. Inreference to FIG

3, digitgdroontens 18 ds sacascly storenbintthe dipital asitat sorafenmedihm 21.
digital content 13 stored in the digital content

5 st or a§¥ thedetlier hand et ‘BID storagrerraiden &dweites\ 8d an dhe “content
viewi ng the protected preferred digital content 16 i
oPecton B SR BBEGR RREK: 2 Willes B P e st d 18 and
i ' " t .cl i y - .

5" e R et MO PP SeBeRR v 2 ey il erions
prigf@fiadien AP 8 rStef] TO! Ahe CRRL AN 2 2ME, VB VWWASErSNBame, a
protected preferred digital content by a preferred

U S zea yomathe,otHeotirh andndae vt thef ndw @rgjectswds created and a

invention. 25 In FIG 3, in case the preferred user
10 wegomment {#epnbl bl Desupen.cihepyateny Hds acurgqenEUID to indicate

> 106 SRt oy tpremamifieR 21 1 AR it gl aboording
[ ' . devi 22, h

B bot e O neek bl Hibelion 21 01 200 (o on Sach

as a ally rddud The Higithl Bt Sor emeffiubh ma&%ﬁrﬁ@ft@,ﬁg@g the

the "content playback client” step S301).
t hncipitédl preftrbgbdigialointeht\We ¢61 be Adstrithutbd €0 160 prefitted user
pl ayback client' 3 reads out the encrypted secret

15 dapgether, withsheREY stotage dewiee 88 tredoaged) ¥ith3he setrett deta by way of
information fromthe PID storage device 22 distributed
t JGRY AEFOUREh the digital content storage nmedium 21

SLOr ! 9 LSRN SENARCY. 2oL BF Bebvelthg UL 8 She ol iferrea

digital content 13 stored in the digital content storage medium 21 created as

mentioned above and viewing the protected preferred digital content 16 is

20  described in detail next, wherein the process is implemented in the “content
playback client” 3.

FIG. 3 is a flowchart showing a process for recovering a protected
preferred digital content and viewing the protected preferred digital content by a
preferred user according to the embodiment of the present invention.

25 In FIG. 3, in case the preferred user wants to view the protected preferred
content 13 securely stored in the digital content storage medium 21 when he
recetved the digital content storage medium 21 together with the PID storage
device 22, he must firstly scan in his unique PID information such as a
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Furthernore, the second encryption key 15 that was
used to encrypt the secret data (fingerprint tenplate
11) is regenerated on the basis of the PID 10 storage
ID, the disc ID, the owner's nane, the tinme and date
when the new project was creajed (step S303). The
regener ated second encryption key 15 decrypts the

encr ypt ed secret data 18 (step S30 and . then th
FIRGURBIT BY LSkt e AP FRaHS ToBd0E, Gin Sk RBedk Ay, 3 (sep

t covered flngerprlnt tenpl ate 11 is used to

verlflg the 15 user's unique PID information or the

fi ngepprthat thd 3PIU\’%§3r§§eaPééﬁ€r '&‘“E&&V'Séuﬂ the ¢cdnted® playback
step S301 whether or not the user's fingerprint

malieie S rehdd otihthe drichgred seapét datanibatie dnkrypitd poldfibkey 17
In case the fingerprint matches with the fingerprint

t enoll ether information droe thesPRestofage dlevice 32|désj$ibut¢dewgﬂﬁher with
the preferred user. Oherwi se, he is defined as

i @%gﬂaetaéscemenwwrﬁg% Rassligme? || siqrings thee peryptgd an R&)tected

- Bl duail® SR PYBL o key 14 that was usec

to enpiMALbde, GR Qk%ﬁ&ia&&&p&ﬁ1ﬁéﬁ?@tﬁ%ﬁﬂasiﬂ%ﬂ%oéﬂ&%ptﬂm

first encryption key 14 decrypts the encrypted

C%Bél%ﬂfdakee érpiriit eempBie )11) G réde@ernnt oarthe basis of the PID
t he user efined as an 1illegal user, the "content

plstorbee l@,ctheedlsc 1B, thej ewne’'st hanesthe’ tine eqdedate WEnTte new
content key 12 that is decrypted in the step S307 is
t PAPISFleWRR dreaded fidep SS0H): e treersrptedosropnd iegerptipn ey 15

3e in th content pl ayb lj ent t
%ﬁﬁw PRy aR et i 08, 66 S04 65 dprE IR hecrprint

f&&ﬁ JfeB¥Rfeggnd a digital content storage drive

drlvg ayer such as a DVD drive driver |ayer so -18-

as tospesesdinbl, i AicBetd FRESPHAS tafflath?| B id Qs&E to verify the
transferred between the file systemand the digital

conﬁémhnmpeﬁﬁgﬁﬁmﬁumbnwﬂﬂwﬁhgﬁmdntdunmms5aapmﬂﬁnpnwmuﬂy
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and
In case the user is verified as the legal user, the “content playback client” 3

regenerates the first encryption key 14 that was used to encrypt the content
key 12 (step 306). Then, the first encryption key 14 decrypts the encrypted
content key 17 (step S307). On the contrary, in case the user is defined as an
illegal user, the “content playback client” 3 rejects the user’s request.

The content key 12 that is decrypted in the step S307 is transferred to the
“content decryption filter driver” 3e in the “content playback client” 3. The
“content decryption filter driver” 3e is disposed between a file system layer and
a digital content storage drive driver layer such as a DVD drive driver layer so



viewed by the legal user. In this connection, the
encrypted preferred digital content is decrypted in
10 real -time, so that the | egal user can use a nornal
application software such as M WORD, MS EXCEL and
PDF Viewer for view ng the di-ggt-al content w thout
any di sturbance of decryption delay. Additionally, in
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in his Dinformation or his fingerprint so as to be
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m nor IDinformation or the mnor -19- user'
f i ingedithor, i is Bakiealy alldvweel fop theclBgal ke r dPthesdigital content storage
re-encrypted by the new first encryption key. Al the

15 | niedivm i2d rtostransier his ovmership os lioersgcof dbe idigitap 2ontent storage
updated in accordance with the m nor user.. Further,
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| nfrangfet botheOdighthinednténtNgofpe i Meduml B& Sthdis 2@/ long as his PID

20  information or his fingerprint is registered in the PID storage device 22 as major
PID information or a major fingerprint. In this case, firstly, the legal user or the
major user must scan in his PID information or his fingerprint so as to be
authenticated. Then another user or a minor user to whom the license or
ownership is transferred is required to scan in his PID information or his

25 fingerprint, wherein the minor user’s fingerprint is protected as new major PID
information or new secret data and saved in the PID storage device 22.

At the same time, a new first encryption key for encrypting the content key

12 is generated on the basis of the minor user’s PID information or the minor




fingerprints are protected by the second encryption
key 15 for the secret data. Furthernore, a m nor user
nmust scan his fingerprint first when he wants 10 to
view the protected preferred digital content 13. In
this case, his fingerprint isigverified whether the
scanned fingerprint mat ches with the registered
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(nCount) of a counter "i" and a |oop counter "j" to a

10 bytoeview Hireprotéctes prefereed: digital contept 8. Inghis qase.dyis ﬁn@q;pnint is
In this case, the byte . 25 nunber of the content
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content key according to the embodiment of the present invention, and FIG. 4b

20 shows a data structure of the content key in 16 bytes.
According to the embodiment of the present invention, a 128-bit (16-byte)
content key for encrypting a digital content is generated as follows.
1. Set a count number (nCount) of a counter “i” and a loop counter 4” to a
byte number of a content key respectively (step S401). In this case, the byte
25 number of the content key is 16, so that “i = j = 16”, that is, “nCount = 16"
2. Generate a seed for a random number generator (step S402), wherein
the “GetTickCount{) function” can be used to retrieve a number of time in
milliseconds, which is elapsed time since the system has been activated.



"nCount", that is, "nCount - " (step $406). 7. Judge
the "nCount" whether it is equal to zero or not (step
S407). In 10 case the "nCount” is zero (Yes), a
128-bit (16-byte) content key is obtained. In case
the "nCounY' is not zero (No)goreturn to the step S404
and repeat the above procedures until the "nCount"”
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reference to FIG 5, a process for generating a first

enprogimmaimglaygudpet(stepSd0gpt s t he 16- byte content key
is described in detail next. FIG 5 is a flowhart
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as disc IDis'in "L" bytes. reinafter the system

cont erm Jsidge dige “nCoure” gbeticrdals equad e eretrt wotastefl $107). In
ID. 25 2. Divide the L -byte disc IDinto two groups

10 5 uestse dbe GnGoynt isazrto Grashin 228-bist(HrbEBh eynterkkesiscbtained. In
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| DRI, adb, TMkeréi agikes|i18]1 dridc eClkey{Dft @énotéd die hibst Blghlficant byte
B[1] are always allocated in 5 Goup 1, and two nost
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FIG. 5 is a flowchart showing a process for generating a first encryption

key that encrypts the 16-byte content key shown in FIG. 4b according to the
20 embodiment of the present invention.
A first encryption key for encrypting the 16-byte content key shown in FIG.
4b is generated as follows.
1. Assume that system content storage ID such as disc ID is in “L” bytes.
Hereinafter the system content storage ID is generically referred to as disc ID.
25 2. Divide the L-byte disc ID into two groups such as Group 1 and Group 2
(step S501).
Hereupon, each step of dividing disc ID is described in detail next with

reference to FIGs. 6a and 6b.



respectively in FIG 6a. (b) The disc IDis divided

into Goup 1 and G oup 2 on the basis of date 10 (DD
MM YYYY) when the project was created, which is one of
the system content storage ID. Each byte of the disc
IDis allocated as follows: ¢2)-1n case "DD' is an odd
nunber, then B[2] is allocated in Goup 1 and B[3] is

in G .. In,case the "D .is an even n e t hen

s3] O G iegtoftB st ohie-PVi oD heiPEGnh 7 eroups,
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B[7] is in Goup 2. In _case the "YYYY" is an even

nuGERID, 1.tanshtvey most significant) bytesa tleaf i5nBlEr Hiand1Blne apf glways

Is.jn G,aqup.2. The,.disc.IQ Ls al sq _djvided into

o BRIRIGHECEBL S T00 dihD i Qe oS A6 ienurn A ghe most
. i ec : i gh.d of e

oy SRR RIS BIPTE SLEHEY MY TR BB apg B4

| Sregpdctivaty @IFRS 6ol | ows: (1) In case "HH' is an odd

nunber, then B[8] is allocated in Goup 1 and 25 B[9]

IS i n(pThepdige 1D s disgied tilve Giddp 1 andGreupr2 ontlhebasis of date

then B[9] is allocated in Goup 1 and B[8] is in

10 G0 MM YYYY) | whera dlee 'popiecti was eresdier, iidehris arieenl Bjel gfstem

A SR Aok
s’ Tl e BOUE ch Aol i e Wlegfed Ebrehlh 1 and
G oup 1mE8ds iBldlpiS éhrbag H“IBD” {dank @R hﬂ&m@gﬂiﬁh B3] is

an even nunber, then B[13] is allocated in Gou

and B[ 12Jlod¢zsied in Groaippl and B[] 9 mKidupteps (b) and (c)
are repeated until all the bytes of the disc ID are
15 di vi dé‘g In gase ‘WM i axcedd pumnbsr, then {ids aiocated puGroup hand
narti ro Hiplis in Ttotip 2. 35 case the Ttk S Bn SUeh miutiber, then B(S] is
allocated in Group 1 and B[4] is in Group 2.
{3) In case “YYYY” is an odd number, then B[6] is allocated in Group 1 and
B[7] is in Group 2. In case the “YYYY” is an even number, then B[7] is
20 allocated in Group 1 and BJ[6] is in Group 2.

(c) The disc ID is also divided into Group 1 and Group 2 on the basis of
time (HH MM SS) when the project was created, which is one of the system
content storage ID. Each byte of the disc ID is allocated as follows:

(1) In case “HH” is an odd number, then B[8] is allocated in Group 1 and

25 B[9] is in Group 2. In case the “HH” is an even number, then B[9] is
allocated in Group 1 and B8] is in Group 2.

(2) In case “MM” is an odd number, then B[10] is allocated in Group 1 and

B[11] is in Group 2. In case the “MM” is an even number, then B[11] is
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for Goup 1 and H2 for Group 2 (step S502).
Configurations of HL and H2 are shown in FIG 6b. 10
4. Append Hl1 to major PID such as a fingerprint
tenplate to construct a new bl ock of data and
calculate its hash code of H3afstep S503). 5. Use the
Bl owfish algorithmto encrypt H3 by H2 so as to be a
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process for generating a second encryption Kkey that

encr ypt sllseatedin Gadup 1 and B[18] ism Groaprdli ng to t he

enbodi nrent of the present invention. 20 A second

encr y(d)iThe stens fbbeand id ayp renegtedonnsiliall thedwias of the disg ID are
generated as, follows. 1. Assune that system content
st@wgﬁé“}tﬁe%%rrg@élp\éf%&mﬂ in"L" bytes. 2. Divide
the L-b ' [
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reference to FIGs. 6a and 6b. FlI 6a 1s a data

st sHooLinheFIQ 6B.6- byte disc ID to be divided into two
groups, and FIG 6b is a data structure of the

16- by the Agipernd HD toginajgr &Iy isuda as at fgemprint Agmplpte tpegnstruct a
O e e X

o gni £ S BBy BloRluh g G By 7o 05 be o firs
R D 488 008, RS frgt o ProRkey (oIAP cBftehiDhey is
bydsingfiL- 1] and B[ L-2] are illustrated as B[ 14] and

B[15] respectively in FIG 6a. (b) The disc IDis
di vi déual refatencGto HiG.17 am ¢ra@ess for Zenarating & sedosd @ncggtion key

that encrypts secret data is described in detail next.

FIG. 7 is a flowchart showing a process for generating a second encryption
key that encrypts secret data in 16 bytes according to the embodiment of the
present invention.

A second encryption key for encrypting 16-byte secret data is generated as
follows.

1. Assume that system content storage ID such as disc ID is in “L” bytes.

2. Divide the L-byte disc ID into two groups such as Group 1 and Group 2
(step S601).

Hereupon, each step of dividing disc ID is described in detail next with
reference to FIGs. 6a and 6b.

FIG. 6a is a data structure of 16-byte disc ID to be divided into two groups,
and FIG. 6b is a data structure of the 16-byte disc ID being divided into two



(DD MM YYYY) when the project was created, which is
one of the system content storage ID. As shown in
FIG 6b, each byte of the disc IDis allocated as 10
follows: (4) In case "DD'" is an odd nunber, then B[ 2]
is allocated in Goup 1 and -BB3] is in Goup 2. In
case the "DD' is an even nunber, then B[ 3] is

aIIocate J B i,S i (5) In
Ca%rgupw p@%ﬁ%ﬁﬂé§hgdq?gﬁs 4|Tyt? ocated in
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i mllaba)lleﬁ i Grbup Cake FIGheo4, e isciIB ifih ¢§ ejytdsufrbﬁéequéh’&ﬁ two
B[7] is allocated in Goup 1 and B[6] is in Goup 2.

5 2omeet) sighificeiits byte® B[E-Lland Bilv2ldere {lmsta@doagp B.[lﬁn@nd B[15]

n.th baS|s of time (HH MM SS) when the

pr??fs&ﬂ“ SPed, \Nhl ch is one of the system
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al |l oc | A Oc an o

numpe vt ey Bl Bdn | 'tﬁe ﬁJr&JB&a&rSQ créht&d OWRich @MNshe B ﬁléen Eystem

in Goup 2 I'n case t s an éven nunber,
Bl @htértt stothgalD. daihotmi il FO06) ehcla bsteRif She disc M iSAldated as
2. (5) In case "MM' is an odd nunber, then B[ 10] is
10aIfDMedin G oup 1 and B[ll] is in Group 2. In case
is an_even nunber, then 11]. is al]ocated

t h MV
in e&ﬂﬁnfa%@%‘imn?%dnﬂmewbe@ 278 alleegyed in Grayp 1 and
SS” dd th B » |l ocat e
croup 3 SRR SR iy BB 2901 f el ey ingg Bl e
an even g, ed in Goup 1
and \é[ 12] 1's |n @%ﬁbﬁ@h%%%ﬁ}}oﬁ ?ps (b) and ?c)
are r{ﬁ}@ﬁbﬁ&eWisﬁﬁbdd hﬂnﬁ&%eﬁ@[#]ﬁgaﬂb&ﬁedﬁ@ﬁﬁlp Pand
divided into either Goup 1 or Goup 2. 3. Calculate a

15 hash codiSifienn €aohp @. S chse thet MMF tupn svahntirdier, then B(S] is
getting HL for Goup 1 and H2 for Goup 2 (step
5602) . clpsaterinderanmsl sad BR isia GroupZe

(6) In case “YYYY” is an odd number, then B[6] is allocated in Group 1 and

B[7] is in Group 2. In case the “YYYY” is an even number, then B[7] is
allocated in Group 1 and BJ6] is in Group 2.

20 (c) The disc ID is also divided into Group 1 and Group 2 on the basis of
time (HH MM SS) when the project was created, which is one of the system
content storage ID. Each byte of the disc ID is allocated as follows:

(4) In case “HH"” is an odd number, then BJ[8] is allocated in Group 1 and
B[9] is in Group 2. In case the “HH” is an even number, then B[9] is
allocated in Group 1 and B[8] is in Group 2.

(5) In case “MM” is an odd number, then B([10)] is allocated in Group 1 and
B[11] is in Group 2. In case the “MM” is an even number, then B[11] is
allocated in Group 1 and B[10] is in Group 2.




shown in FIG 6b. 4. Append H1 to PID storage |ID such
as RFIDID to construct a new block 10 of data and
append the new bl ock of data to the disc ID (step
5603). In case RFIDID is not available, append H 1
directly to the disc ID. 5. €al4cul ate a hash code of
the new bl ock of data so as to obtain H3 (step S604).
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to the naweHRd®h dadd ¢aRa tieth @foupent i oned above,
and then calculate its htaB%mcode of H4 (step 5606).

8. UsddjtTie &Eps\t) ahddt)goe irératddountilcall/fite tytedyf tHe diss ID are
as to obtain the 20 second encryption key (step
5 Sedivided dntoeitheseraidl enGrait2.on key for the secret

data i, s obtained. A data formaf secret dat 0 be..
storeoa'lcl‘ﬁij Bqﬁsbr ‘é??fé'@Fggﬁcg&) @@%Gﬂ"‘é’e’ﬂl"?‘ﬁg‘%g‘g@g}ll
ne S 0. ] I | g p

Sy SR R B2 G GRufi A 84 5000, COMPR R 8} e ez e
dagihviPid Bd. gg. the system ID field is generated by

the system according to the present invention and

conf ordmapbend He 0 PR starngelD suth s3yRFENE tindomistrust @ hagdlock

ID such as disc ID: This is a unique GU D, -25- which
10 j sofydaid evadyappendrthe awwollock of dgtat terthaclissr B (sien §603HeIn case

T Sl e o PG AR Bl 101 7O°
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I n§gd4mati on and able to be shown upon scanning
through a PID storage reader such as an RFID reader.

4. OmeeiSet anaitBber ldfivaluestoahs itine (HMMMMESS)| gt i) nVAE= HH +
15 prlsfijl\/?(-:'-t SS”I tIf ;12 owner’s name is in “k” bytes, then do Name[i] = (Nameli] +
nValj%256, where “i” =0, 1, ..., (k-1) (step S605).
7. Append H3 to the new name data constructed as mentioned above, and
then calculate its hash code of H4 (step S606).
8. Use the Blowfish algorithm to encrypt H4 by H2 so as to obtain the
20  second encryption key (step S607).
9. The second encryption key for the secret data is obtained.
A data format of secret data to be stored in a PID storage device is
described in detail next.
The secret data contains following fields:
25 1. System ID: This is a unique ID code to indicate that data following the
system ID field is generated by the system according to the present

invention and conforms to the data format.

2. System content storage ID such as disc ID: This is a unique GUID,




non-secure information and able to be shown upon
scanni ng through the PID storage reader. This is a
field nust be filled by either the user 10 or the
system wherein the systemobtains the data fromthe
database |Ic in the "PID datalkgse and nmanagenent
server" 1. 5. Date: This is a date when the digita

cont ent ra di.um was ted. It is non egur e
i nf or mat‘%&%‘ é% tgﬁnf)‘@t%ﬁm mﬁ?ﬁy% present
t hrough :
o 18 o pRRERE %ﬂt@%&%ﬁéﬁdﬁ%% 4ERTD disc
when t heurfPbeeidivas created. A format of the tinme is
"HHMVBS'. 7. Comment: This is added while creating the
di gi t @. Tidet This istassigged fore theudigithl corstend stosggeumedium while
information and able to be shown upon 20 scanning

5 t hr ough cr¢ating)the projecight is @a@@ccurs infoppation apd able to be shown

(protected) This is encry a first en
key t hatUPORSCARRING é’amsﬁ ﬁhf re@ﬁewu%’sseﬁva%ﬁﬁ
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fingerprint data length: This is a field of show ng
dat a | ernhé FIDistdrage reader. Thisuger figld mhust T, filleHjbyr eiffieDthe user
i nformati on such as najor fingerprint tenplate: This

10is dat ®@rdhe systemppberein Hpesystan obtaipgthe data fpgn thejdatabase
M nor PIDfIag s m nqQr fingerprint Iag This is
a flag f]Grm% é;%ﬁsﬁéﬂa‘?ﬁxﬁégmgﬁ hlas minor
fi d t
(| 09T bl SRR, PR A SRR By v

finger prck&ltted D ian&Ps&furEniﬂﬁhthQ: (d4Hd@ble B be shown upon

fingerprint tenplate): If the mnor PIDIs stored in

t he dat abasgingcthedugh fiee 'PRD Bstorigahesaderanyd foranageniiet date is
server" 1, there exists corresponding mnor PIDID in

1516 byt eSDBIMMI¥® .bits that is a hash code
6. Time: This is approximate time when the project was created. A format

of the time is “HHMMSS”.
7. Comment: This is added while creating the digital content storage

medium. It is non-secure information and able to be shown upon
20 scanning through the PID storage reader.

8. Content key (protected): This is encrypted by a first encryption key that
is derived from information of user’s PID such as a fingerprint template,
the system content storage ID and the date & time when the project
was created.

25 9. Major PID data length such as a major fingerprint data length: This is
a field of showing data length of the major fingerprint.
10. Major PID information such as major fingerprint template: This is

data of the major fingerprint template.




of the mnor PID. If the minor PIDis stored |ocally,
there exits mnor PID data |Iength being foll owed by
the corresponding mnor PID data 10 In reference to
FIG. 8 - 9b, a data structure of the mnor PID flag
being stored in a PID storagegdevice and a data
structure of storing mnor PIDIDand m nor PIDdata

are descr.i bed etail, next. 8 sho
ot r uctr o P1f S Spre 48 s, fpese V@gu | fop fag for

Elrrt[))odl a&l?{wﬁ‘{g tl'he p@é@gn?%?gplﬁ%sée%?ga%o ﬁl%eglr%? are

above, tdipsit9indhBly/th Sliphott td infthe D 1AV bRy

many mnor PID are suppor and how to support the
m nor 12| MidcecRID YIDOo {mir@irofirgdeyprint IDj0bhelD Wirsinort R (minor
m nor PID flag shows that the PID storage device can

5 support ﬂlﬁgmyemb@r) K ¢he minoPID is-storedgin timedaitgb@e lc of
of mnor PID fla divided into two areas, that
" i nor Fﬂ‘?) 3@%@ SANG N FANREFBFTP| HIYSCcat oﬂﬂere exists

bits". ! ; D1,.;
b oo FHESSRHRRRY bud 410 156 AR or P el s coce
descri ptdf% nSAGIPE. If BiR ﬁﬂwr PIDR!sthiel? 16Gngetekd efitd dhinor
referred to as "PIDI". Wth respect to the mnor PID

enabl i nPIDidasa lehpthaifasy folfbdkad by ﬂamﬁami@ﬁm&@m data.
(one), the mnor PIDis enabled. In other words, the
10 mi nor hugeferense & Filied + 8b, ada@smactpreoofe@medmrg’ﬂﬂélhgbeﬂlg

content. On _the contrary, in case the " PI D" is e%
tostore@"m(azlapo‘;toraeﬁ ée\%%m @ldeta iD ID and
vvords nor al | oned to access the
pr%%%gt@gd&%?%eﬂ d% "Wt h respect to the

i NOr §ii DB AR blhaihls E"ﬁctdrg ofaqﬁmof flas S8 ing far minor

"1" (one), the mnor PID1s rermteyst

WOPIDS thatfis, fiun8findH der’s PHD Qbastdingito ahPbibaindiA$E the present
provided in the "PlID database and nmanagenent server" 1

15 i nnvertem.t he mnor PIDis enabled. 5 On the contrary,
in case the "PIDI" is equal to "0" (zero), the m nor

PI D i és meetimeg ahase.cle minosFhR flagds acflag e shewisg hovpmany

| s st or | ocal | % En PI D st ora? ths‘:dew Cﬁgp 0oVl d(;\er%felﬁt%tely

' SIn other words, the minor PID ﬂag shows that the PID storage device can
support how many minor users.

20 In FIG. 8, one byte of minor PID flag is divided into two areas, that is,
“minor PID enabling bits” and “minor PID location bits”, They support four
minor PID: “PID0”; “PID1”; “PID2” and “PID3” respectively. In the following
description, each of the four minor PID is generically referred to as “PID{”.

With respect to the minor PID enabling bits, in case “PID{” is equal to “1”

25  (one), the minor PID is enabled. In other words, the minor user is allowed to
access a protected digital content. On the contrary, in case the “PIDi” is equal to
“0” (zero), the minor PID is disabled. In other words, the minor user is not

allowed to access the protected digital content.



enabled. FIG 9a shows a structure of the mnor PID
storing identification (ID) of 10 the 4 mnor PID and
an | P address and a port nunber of a server according
to the enbodi nent of the present invention, and FIG
9b shows a structure of mneg7PID storing data |ength
and data of the 4 minor PID according to the

enbodi nt of t e Rresen nve eac «yn
e BRIRRET E e B, rcqse B 15 G o 1

se@ﬁé)r ﬁ%og 6%%219 @?’SB%? ? Iﬁﬁ%@ oF" 4&‘%% PfD is stored

dafnad BE P d 31 Ba SPPIRGIRIER itk ﬂ&e‘mrdats]basé%n&hﬂdﬁhgeﬂ'xeﬁt Gerver” 1 in
9b, each of the four mnor PID data is headed by 2

bytess thofmimenD iPelnlded.a | ength in case the m nor PID
is stored locally. In reference to FIG a content

5 decr y$in Bif ¢qnteesy, larqa%thq flla%g%m?édor‘q (Zfz@ dbe mipaer PID is
1G 1

ol ol o MErTb pe Ao @Ef RPB el dp PR, Bprees

Thg&icgoﬁ& g{r?tg H'E%S HFHAP@%C driver %Sgle i nn&% PID 1s

cryption
"capibpat pl ayback client” 3 provides kernel |ayer
decryption of a protected digital content or encrypted
25 di Flitiaba chotve i stencinedof theamdhiogiRIBI storiig etentifitarioagD) of
medi um such as a CD disc and a DVD di sc.

10 Cotrectymanar RID and are P address Malppnemébgr of@ sager according to
pfr?ﬁ:e;%s%y@%' ot Bl BB hudSidto IR, 5 Shote Srstragtre of
Y B0 0] 5o LR ork i B of oo 11 i 10 e

deghisliefifbAhe hﬁnﬁé&lﬁrﬂg through the layer. The
"content decryption filter driver" 3e is designed to

be | o0& &G Vg Rack ID 0fo(10 ﬁﬁﬁaﬁ Plipissyatpesid ofs1 28bitseifl thepminor
As shown in FIG 10, the "content decryption filter

15 d r P! Enabledsambhwbdd:’}b‘l bytes o€ sefue 1P brtes of pprimumber

rol 5 deV|ce obj ect 3el, a

" n’i‘fﬁﬁ‘?‘c‘ﬁﬁn t?l?arSFé‘Pd CI:J;’)Cﬂ;’)z)nl toring FDO)"

E(E)%) ; Q’E oT he&h% g&# r%%ho‘i!k?’!l]ﬁm%%\l 1%?1 %ﬁé& iI?‘XPJ% bytes
3eqt IﬁiEEGr Pﬁ? dathgﬁ@tHhh BhefROmidSprDSis $6iéd 1oeslly.

In reference to FIG. 10, a content decryption filter driver is described in

20  details next.
FIG. 10 is a block diagram showing a configuration of the content
decryption filter driver according to the embodiment of the present invention.
The “content decryption filter driver” 3e in the “content playback client” 3
provides kernel layer decryption of a protected digital content or encrypted
25  digital content stored in a digital content storage medium such as a CD disc
and a DVD disc. Consequently, a user can directly access to the protected
digital content as a normal file. The kernel layer is a layer placed on the top of a

file system driver stack, that is, a “digital content storage medium file system




next. The CDO 3e | is a permanent nodul e of the
"content decryption filter 10 driver" 3e and exists
whenever the "content decryption filter driver" 3e is
| oaded. Major tasks of the CDO 3el are to comuni cate
with the "content playback ekBent"” 3, to listen for a
signal fromthe "Mnitoring FDO' 3e2 and to contro

| oadi ng of ,t.he "Decrypti FDO' 3e3.. Further, the CDO

s S0 Rnd i calfesricn BRrine HibugbihaiAger 15
"cont « D | L r ) sj%ﬂ&ﬁ y

pl aybgcﬁ:]ll% cli en{taécg{b&f)heﬁléig%%ﬁéﬁ%%lﬁgy ac ﬁocr:‘ﬁ lg%?éﬂ gzﬂrenan
seoQS(o?@.%hgl sy sty ERbobRd! Gp! A8 SRAWBEA, FIGICIB, the t&tent
control information is a content key for decrypting a

e ndgoyyition fitieg dtiedr” 3e tntomnposed of thmesndayide@bjects Smitns at ‘eentrol
system cache _and nenory mapped files. On the other

5 hagiyice dtiect dRPERT 3¢, & fraemitaingeiiter device gbisck (Monritaging FDO)
) S oS e i e Toby b P e, o o
I n I t
Fur PRESEL, HIE ypriEu ¥H® 28 R Ble TAyERIID: 363 is detatied

clgani ng the system cache when the CDO 3el is

informed of that a "digital content storage nedi um

vol unThde®@iDOe3el ss anpamminert nZikhildhef thd ficdnbentndedsfpion filter
3e2 is also a permanent nodul e of the ""content

10 dedrivppt Boand pxistswhenevesithe Seontent deoryption Slfenginivert $ris loaded.
e g R B0 e e b R B S b
36 i niti . . : T ae2 .oa.

S 3B e LR OBlning Ry £ MRy o
I Hgaéig?&&ﬁqf%%e kplo” 3e3he nounting IRP is

gener ated when digital content storage medium

vol umiFugigiet,chie CBONBeINiseshlp Rile rdRirhyinichieoh ah&zihed bethden the
disc is inserted into the "digital content storage
15 1 ¢'qdmient gacryptien filen driver’ B¢ @1d-@’ “content gilayback client” 3. The

CDO 3el i diately after intercepting the muntin .

| FieoRlerh play hastectient;  sends qopHELmIGFRAOn tA Ehe BECsdal, wherein

reguest .t he . cont.ent. | ayba client" 3.for the . .
B endel iRl s o PRYBRN el b Bberrini s Hiypted digta
content, a command for cleaning the system cache and memory mapped files.

On the other hand, the content playback client” 3 registers signal events

20 at the CDO 3el so as to receive information coming from the “content
decryption filter driver” 3e such as a mount notification.

Furthermore, the CDO 3el is also responsible for cleaning the system
cache when the CDO 3el is informed of that a “digital content storage medium
volume device” is unmounted.,

25 The “Monitoring FDO” 3e2 is also a permanent module of the ““content
decryption filter driver” 3e and connected with the “digital content storage
medium file system device stack” 31 when the “content decryption filter drive”
3e initiates the “Monitoring FDO” 3e2.




content. Wien the CDO 3el receives the content key
fromthe "content playback client” 3, the CDO 3el
creates the "Decrypting FDO' 3e3 and 10 attaches the
nmounting IRP to a newly nounted "digital content
storage nediumfile system ed@9i-ce stack" 31.
Simlarly, when the CD or DVD disc is unnounted, the

o ol darn e beniStd k07 o Ble B Biogdo! nirepa e /0
BBkl R, T BEnioBRE P! B 3t BSOSt

encrypted digital content by using the content

Theofugs tediukeyoliufnel daitet i irolen@n and asoslybyhéha CIDQ@r DVD
3el. Once the content key is |oaded, the "Decrypting
FDdisc 3= tserted rineptie frbigited tcontentvistarhgeareader”e3a. €the “Monitoring
whenever the user wants to read data such as a fjle )

5 andPOFi3ed arasifigs fthe FRP Bel dmigediataly afiss Anteprepting the mounting

Y A e e
OPERPLATCELE 8 [ e Bk, WP xR D63 i

I egfitéiet. OWhéh tBetODY BeBtreb@add b chiteff i@yt fomr eadi“Ghtent
IRP is a file content reading I|IRP, the data to be

r epldyloack diety (3, ethe THO Qetrgpates thet Deangtivgs FBY” 3e3 and
through higher |ayers to a correspondi ng user's

10 appitachigs | e, mpangingt IREY to & anewha apopated g "digital  ctents storage
detached_froma "digital ,content storage nmedi um
voﬂnﬁa’ém&ig{‘?isé’@teﬁ'bﬁl 5&%% 32 and dest?oyed when the
unmoutP AR o2 (Cl0 BOBTT Gl D il orkifricg PO

Pr 2SL8hndl8 YAER o thEEIRY SEEM cleadOREH O] &fthe@ndNRletes the

enbodi nrent of the present invention uses unique
bi mertory mapped flesat i on i nherent in a particul ar person
such as a fingerprint and an iris as unique persona

15 | dent iThe¢Retwptin®FBP” 133 iraesversthe eheryptad: digital gpnigat by Hsing
from ot her ersons as wel| . as, gene atincg rel t%gll
Pagjs By the CDO 3el.

s etigrqopiFnt T TRt POV KEYL A éoardﬁaé@f gnay
R e e e o
UN AR drkr8ftdd Sfeheldrthe WP Rk @ read data such as a file and
directory from a file system. When the “Decrypting FDO” 3e3 receives a reading
20 IRP, the “Decrypting FDO” 3e3 checks a type of reading operation. In other
words, the “Decrypting FDO” 3e3 checks whether the reading IRP is file content
reading or directory list reading. In case the reading IRP is a file content reading
IRP, the data to be read are decrypted. The decrypted data are passed through
higher layers to a corresponding user’s application.
25 Further, the “Decrypting FDO” 3e3 is detached from a “digital content
storage medium volume device object stack” 32 and destroyed when the “digital

content storage medium volume device” is unmounted.

As mentioned above, according to the present invention, the system




Further, according to another aspect of the present

i nvention, the system can realize protection over a
digital content such as docunent, an audiovisual 10
content and an inmage, while the digital content is

di stributed through a digital3pentents storage nedi um
such as a CD disc, a DVD disc and a USB fl ash nenory

T R et B 25 LGE e
R e SRR B8 8 Bl sy

Whizhigué persoRdeiRbhtEitafias (MBEH He itﬁ@%aﬁﬂ%e k4ot from other
refe?gngg to a specific( Eﬁbodiﬁgﬁt t ereof,1¥% is
appasarnt askhatll nengerehativge sclawddsdoueit iimbamatich and the latest
variations in configuration, materials and the

5 arsteragentechnelpgiesy fusheas BRP tdgs/i 8Ps memorgecardde USB flash
W t hout, depart ] formthe invention concept disclosed .
hePETITieadls A Bk toTaEe t18, StPEe g M@ﬁjea&’glar Segurity
th ?m%lﬁ led in the art that various nodifications
and varr ations could be made in the nethod field in
the muegRAtad 1c04h 'érlk%;b%ctd& ' ]
scope of the inven ionfﬂ%31- vwwxﬁﬁéﬁ%%%?RE%?%%£§Fhiﬁwmmn
S yirereafizr proaetioe loyersd digitalbeantehtdiushrdshdicuf@ns, & gudiatisual
content conprising. (a) a personal identification

10 ( mopyent angloars snaged winde doe digiel comtendris distrilhutad tigrough Ja digital
local PID register nodule for_re isterk&g user's PILD

| OBHSRLE [SI9ToES Bediup. Such as,2, Ghliee, 4 BB gisetand adySR flash
no, . i stering. L' 2l D infornmation,. )
S B el b idl® ok Mot & bk8R in a particutar
| , il . _ . . .

périr Stctfas HEfierpriblt Shd BhOHIRN WPl AN iR AqPID)
a tdadehis thepitagaar patonBBRNHEr peisor, ural i ty of
user's PID infornation so as to be inserted or

15 del et &hilesthd invention has been described above with reference to a specific

embodiment thereof, it is apparent that many changes, modifications and

variations in configuration, materials and the arrangement of equipment and
devices can be made without departing form the invention concept disclosed
herein,

20 In addition thereto, it will be apparent to those skilled in the art that
various modifications and variations could be made in the method field in the

present invention without departing from the scope of the invention.




(5) a PID reader for scanning user's PID information
locally so as to register the user's PID information
to the database through the 1ocal PID register
nodul e; (b) a content protection and distribution
server including, (1) a contegt-protector for
encryptlng a digital content by using a content key
Qn the basis of user's PID and PID
and system gener at ed randontuser I D
(2) a PID database file for storing user's PID
information, (3) a digital content storage witer for
wrg ti Rgsyéteﬁa ﬁP%dﬁél?@t&lr%‘a&ﬂ' distFigltRE b diggtabediteht @mprising:
content storage nediu 4) a PID reader for scanning
user' ) Ph Dparsdrial nielendfication r PID)s database arg) inigndgement server
user's PID information, (5) a PID storage reader &
wineludingor writing data to orreadnn;data from an

P o S O AR e S B

reglster for registering user's PID information
I ocal I y (ccﬁq‘kﬂ1 ’content pl ayback client for verifying
user's PhPal RSB0 s&f8e RRiREd M FpRstaad eRbrs PID
key and encryption keys and decrypting the encrypted

di gital cohtfemiatbnaenmdtély} t he digital content storage
medi um the content playback client including, (1) a

di gi tal Bbﬁtdembagc &r sgenrclyadening @ plurelitstiofigserfsePID information
encrypt ed dlg content frontthe di gi tal ,content
storage mef@i® ding, peveak pooesy, throyghe #go ICPAIP access
scanni ng u‘sl}eﬂrdﬂf PI D information to register or verify

t he user’ S nformation as a preferred user, (3) a

\E\)/:ril:)tisngr at a tothgh%fagstorg[geﬁ?glce ?ﬁ&@é prowde FID

t oget her WrifhmidiRntiogistta e ntited b dsletydagred medi um

(5) a PID reader for scanning user’s PID information locally so as to
register the user’s PID information to the database through the
local PID register module;

(b} a content protection and distribution server including,

(1) a content protector for encrypting a digital content by using a
content key being generated on the basis of user’s PID and PID
storage device ID and system generated random user ID,

(2) a PID database file for storing user’s PID information,

(3) a digital content storage writer for writing the encrypted digital
content to a digital content storage medium,

(4) a PID reader for scanning user’s PID information to register or
verify the user’s PID information,

(5) a PID storage reader & writer for writing data to or reading data
from an PID storage device to be accompanied by the digital



(4) a renote PID register nodule for registering the
user's PID information renotely, and (5) a content
decryption filter driver; and (d) a network for
provi di ng network connecti on anong the PID dat abase
and managenent server, the ceopgent protection and
distribution server and the content playback client,

the system for securel toring and distributing a
di gi t al coﬁ?’%‘i‘f{l??tﬂﬁgﬁé’?{e&&lﬂaf‘% terized in that a

digital t i 53%% 2 r inforfhati
digital @Z%tlgégtl 1—J’sItEoI‘lri‘3 g%%‘gﬁﬂ&?ﬁq{}}n [ smll’%y%%c{rgdﬁ téo a tion
preferred wsanythrough the digital content storage

medi um and that the PID database and nanagenent

ser velc) & epeenanlaybhack giient forpierifpingt yseos Bife infernPition and
information registered locally or renotely, and that

t Hegensrating theconteat keynang engyption keysiasg desrspting the encrypted
encrypts a digital . content and wites the epncrypied

a1 Pt Sarfste oreth i e oAl FomFn sitees Fgeinitgy the content
m%g% t. e content protection and

distri Et%?%?}tlg@rh\j/%%

"creates security information and
stores t aS&?&l' | dantdrit! b Eireéﬂérrfoﬁ?ea'an%' HOEAGYpted digital
devi ce, gﬁd hat the conit%nt decryption filter dri vecz1gl
I s al | ocat ednteat fsewntha digitabcatarttestoragy aredanm tabe sgppliet,
content storage reader driver layer for passing and
i nt er pr efd) agPih seasge Jorm sepnyung userh Eiler paemde yegister or

file systemand the  digital content storage reader,

and t hat tPf%“&ﬁ-E‘?})B?rég& I&i of’ﬁ‘ﬁh%ﬂ?@ﬂefﬁecggﬁrypt ed on
the fly t V. ' rat 0 -

basi s of EY _eﬁg)ssgt?&ég B’%’Be%( %f%ﬁ%?%olﬁ&%ﬁ‘g%?%ﬁ%?ég ‘Hg&g data
storage dey GRe P abrakd Bedits 46 BeOHOtHE (tBLthaNHAR the Bdigital

ID. 2. A process for securely storing and distributing

a digital conteabstotapelgediimpl enented in the system for
securely storing and distributing a digital content

as cl ai niéllai merobtei RID, registerp foo wegistefing theeuser's PID
steps of.

information remotely, and
(5) a content decryption filter driver; and

(d) a network for providing network connection among the PID database
and management server, the content protection and distribution server and the
content playback client,

the system for securely storing and distributing a digital content further
characterized in that a digital content is encrypted and securely stored in a
digital content storage medium and distributed to a preferred user through the
digital content storage medium, and

that the PID database and management server stores and manages a
plurality of user’s PID information registered locally or remotely, and

that the content protection and distribution server encrypts a digital
content and writes the encrypted digital content in a digital content storage



creating a new project defining an encryption strategy
for initializing the content protector in the content
protection and distribution server so as to project
distribution of a digital content; adding a digital
content to the newWwy created-ggoject as a preferred
digital content, wherein the digital content enables
to q§ nﬁ ]ted through a digital content storage

work file sharing or FTP (file transfer

t f
ot ab ) ihe Epftept (obolblbl &id MstBalioh | Q" Ereates, sccurity
t hgtoRh RS2 hAd 38Red theRebiity MfofARE N & PIreStbi«Re deliee, and

di stribution server, generating randonly a content Kkey

f or etieatythé icomtehh decp-yplﬁcm filoet diivgt isahllocatedt sativedyy a tileesystemn
content protection and distribution server; generating

a layqrs@nfgn%rfglasﬁlonomggt fsb?l’aafnd‘ﬁ%ﬁrl dngrhéay@brfpémam and
by the -34- content tectio and dlstrlb i on serve
oﬁn'ieﬁ%feaa%.rga%%enﬁ %f R the
|que |dent|f|er) and rel ated

a

of%ghﬂgal %?na%%%n géneratlng a second encryption key
for enghyRe 'eﬁgr_y&:% &BftAISdorfidt s Ribclypled GRS by the content
protection and di stribution server "on the basis”of PID
Stkey dgpingimgetarated, on tHeebasis ofiihe GidePs P infotrahtsh ahtiehe PID
i nformation; encrypting the preferred digital content
bystarage d@meelﬁlambt}leusmshemegmmtedwanqgnbumIDon and

di stribution server encrypting the content key by the
first encryption key in the content protection and

dist n rets y t.h

c b it ok i SRR BB b BB gy 1 be
t egﬁ&é deodi SRR AN o
cglﬁ'1 ﬁlt%r%f%ﬁgggfe nedlrﬁrrl;ogy&u& nyg t he di gl taI co%th%aé digital

stconhtepe adelatréd inclaiie1 cont ent protection and
di stribution server;
the process comprising the steps of:

creating a new project

defining an encryption strategy for initializing the content protector in the
content protection and distribution server so as to project distribution of a
digital content;

adding a digital content to the newly created project as a preferred digital
content, wherein the digital content enables to be imported through a digital
content storage medium, network file sharing or FTP (file transfer protocol);

selecting a preferred user from the database in the PID database and
management server or the PID database file in the content protection and
distribution server;

generating randomly a content key for encrypting the preferred digital
content by the content protection and distribution server;

generating a first encryption key for encrypting the content key by the



witing the encrypted content key and the encrypted
secret data to the PID storage device together with
the unique GQUID, related other information by using
the PID storage reader & witer in the content
protection and distribution -ggrver; and distributing
the digital content storage nmedi um and the PID storage
device to the preferred user, theﬁﬁroce_ss further

c heArderteprotestion angistribution seppnon the baas;d ihe preferzed user's
! e | . )
oI R, 2 Bty A el B Ll et 4ol relgpec other

USElforidiiedoh either the local PID register nodules in

the PID database and managenent server and in the

cont egen@athg @l seetnd Bcrypticn ke Wi edlryfting dhe Gecreh@ata by the
renmote PID register nodule in the content playback

cl ¢amvient prottctivraand HistrikutionssePred onrthe basis bR storage device ID,
transm tted fromthe renpte PID register -35- nodul e

i ntherinigentUHp apaglatediother infprmatioRihe renmote PID

mnag SRERPELE Hie PPt dietal S By e ARG & in the content
( SEOW RS QK HisthiBYEI sdrdk, and that the preferred

user's PID information Iis’read out as secret data from
the danaRptig Ghetddatdtitkegabplins irkt bleryptior\ kB dfie content
for recovering and viewing a preferred digital content

i npratectips andisistabuibrgsdaredr; cont ent st or age nmedi um

storing the preferred digital content in a content _
pl ayb&BRIYEHNg thet spcpd daiB| Bhilhe cantent ratestion @rds distribution
securely storing and distributing a digital content
as®™Ct4inmed in claim1, the process conprising the

st eps : [ l‘cﬁﬁgiﬁqg Bl;)],ijiqj-&?ﬁq_{zd . r

a prefvg‘;urngdﬁlgsezlr y sglgkml ng 'S b%t?é]??rl%%?icg{rl]@np&omge
t hinedilitn &%) \RlikY HeadRital Forithet SBRIENRIrR] BY RIRE koteh® Protection
when receiving a distributed digital content storage
mezhdidistriteridnrsgrvencr ypt ed secret data, an encrypted
content key and other information froma distributed

PI D stBitigdhg ensryptegycontant feynang thesenerypjed pecgetdata to the PID

storage device together with the unique GUID, related other information by

using the PID storage reader & writer in the content protection and distribution
server; and

distributing the digital content storage medium and the PID storage device
to the preferred user,

the process further characterized in that user’s PID information of the
preferred user is previously registered into the database or the PID database file
by the preferred user through either the local PID register modules in the PID
database and management server and in the content protection and
distribution server or the remote PID register module in the content playback
client, and

that the user’s PID information is transmitted from the remote PID register



& witer to in the content playback client;
regenerating the second encryption key for encrypting
the secret data on the basis of PID storage device
ID, the unique GU D and related other information;
decrypting the encrypted secrgg-.data to recover the
preferred user's PID information stored in the

‘.1'. Bofn %ﬁ@eé’fagme et L e féeﬂ% FPABIeE Sefyep module
%ﬁ%ﬁ%ﬁn& |on rra ches g}eﬁ@%e pﬂ%e ijus'estééléi"sg SSL

[ n(s@&[{%tsbél&tldy%ﬂ%ﬂﬁ&d ng the first encryptl on key for
encrypting the content key in case the user is

veri f ithat g preferjedaiser’s D usformatiordid fgdlout $8rsecret data from
wherein the content playback client rejects the user

i ntheadstahase oty PIDsdgtabapedileas an il | egal user; -36-
decrypting the encrypted content key and passing the
decrypted content key to the content decryption filter

s praebal B JhEbak A fnie E insffit ol bfent in o
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content decryption filter driver. 4. A pro

s hiaw & n@néshteplayhaekesient &b el Rtpleinghied! inCai¥ Spdterfit for @dcurely
ina distributed digital content storage nediumto be

i ngbung and distributing s¢igitelmohtunt as elaimed in daion lng and
distributing a digital content as clained in claiml,
mhereltheﬁr%%?mm@esé@sa’legal user defined as a

anot natadEaRe PP a@froasﬁm{ﬁaf ggsgs 5 DRl oy Sehfning
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UsEeitig aldigriBlissd difitdl eonhDstoipe agldayi ce so as to
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format, = wherein user's PID of the nmajor user

depforewtian fiem) 8 ndlﬁtnblfpﬁ FHP staragdevicadyikringe RII? ﬁ@rage reader
& Pl D.i nf or qa Cﬁgﬁtected by a content key
fo

v toin the p %P

regenerating the second encryption key for encrypting the secret data on
the basis of PID storage device ID, the unique GUID and related other

information;

decrypting the encrypted secret data to recover the preferred user’s PID
information stored in the distributed PID storage device;

verifying the user’s PID information registered by scanning in the step of
registering PID information whether or not the use’s PID information matches
with the preferred user’s PID information;

regenerating the first encryption key for encrypting the content key in case
the user is verified as the preferred user or a legal user, wherein the content

playback client rejects the user in case the user is judged as an illegal user;




scanning in essentially the mnor use's PID

i nformation; verifying the mnor user's PID

i nformati on scanned in the step of scanning in the
m nor user's PID informati on whether or not the mnor
use's PID information matchegew th the m nor PID
informati on added to the PID storage device in the

fésgvo{ %{1 ghPI D i n{ %r rrag%.&rlﬁgf the m noﬁrhgu eﬂ-y@ted content
[
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m nor user, cont ent
pl aybaekdiff itBO toréEired (disifal SotBAf ftﬁelé%@{ytptéd tal
j udged as %n |Itplegal ttﬁgser decr%tr ng the encrypted g

C ocdraanit ik eyalliime throgght thee comtarnt detipptiot Alteradriven; and
-37- decrypting the preferred digital content by the
content decryption filter driver. 5. A process for

%nsferrrn%g)ﬁvm rshrp or Irctga']sqrsfoeﬂ_ggcﬁ%érlbut (.js]:q;edma

dl gl conten &glga{ifi%a al m ]f%lg\%érel n gﬂ'?%’s m for
“S%uréﬁﬂ BnkinARHtng na'%%%loé&ﬂeﬂtnaél it Bt 1,

Pl D storage evi ce as nmj Or information can

r eghewin hpréfennd fuser onadegi ngepdefiriedesss® mdjoriuser can share a
distributed digital content storage nmedi umto anot her
usprefegreddigitad sentgpbwith anothee userto Healglined,asa nhiner wser,

right o transfer the mnershrp or license, the

proce f: scanning in

oo ﬁgﬁatd?%%ty”? et .En% s E”ﬁrbIS?%Pgi bé Pl &Fa mipor wser to
USgle @iStribtitddd Pi® sﬁr@é@&é\@& & a8 Wbe%ﬁﬁ{o?tPlﬁ%ﬁarﬁfauBﬁ‘%y the

major PID information and to be stored In

di legalidset defirfédds Hinajor gBerlieVddeidapes Rithtd mdeﬁxreavuata format,
encryption key for encrypting a content key on the
bawhereirofisers Fln efitheanajor R is defneadets roajor Rl indommation, and

content key js re- encrmPt ed by. the new encryption
key: Avherein the minor PID ormatlon is protected by a content key for secret

data;

scanning in essentially the minor use’s PID information;

verifying the minor user’s PID information scanned in the step of scanning
in the minor user's PID information whether or not the minor use’s PID
information matches with the minor PID information added to the PID storage
device in the step of adding PID information of the minor user;

recovering the content key by using the major PID information in case the
user is verified as the added minor user or a legal minor user, wherein the
content playback client rejects the user in case the user is judged as an illegal
user;

decrypting the encrypted content key by using the major PID information;

and




updating all information in the distributed PID
storage device on the basis of the new major PID
information o f the minor user. 6. A process for
generating a content key to be inplenented in the
systemfor securely storing-&7d distributing a
digital content as clained in claiml1l and the process

Eg;tze urel. s_liorlng H Kol trlgqlﬁtiil p%g%&eéghﬁm?%ﬁmr

th§ﬁ§etreps of. setting a counter "i" to be equal to a
byte nunber of a key length of a content key; -38-
setting a | oop counter "j" to "i"; generating a seed

for a random nunber generator; setting the seed in
t h8. r ahdwocess rfoe tragsfeening ownershémer dicemsy of aadistrilmted digital
nunber that falls in [0, 255]; setting an (i _- j)th
by@@t%ﬁit StPRage sRedivn. todse mie@emé igdhe sywiten fop ﬁ%mly storing
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wherei n the uni que IDis assuned as "L" bytes,

medigital cangiti storage trheliainesandthémhsel as dlrnijloi'h&etlin qu& the
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271 oc rHgEhg ledsbni? %54%???:&" o P Aot O Afpemiontec:
the prpigch % i3 PAD @bt M M uded ko akkoba bkétgctédasnew
third byte B[2] in the group 1 and a fourth byte B[ 3]

| Nsecret data or new major PID information and to be stored in a distributed PID

-
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storage device;

generating a new encryption key for encrypting a content key on the basis
of the new major PID information, wherein the content key is re-encrypted by
the new encryption key; and

updating all information in the distributed PID storage device on the basis

of the new major PID information o f the minor user.

6. A process for generating a content key to be implemented in the system for
securely storing and distributing a digital content as claimed in claim 1 and the
process for securely storing and distributing a digital content as claimed in
claim 2,

the process comprising the steps of:

setting a counter “I” to be equal to a byte number of a key length of a

content key;




the group 2 in case the "DD' is an odd nunber, (2)
allocating the fourth byte B[3] in the group 1 and the
third byte B[2] in the group 2 in case the "DD' is an
even nunber, (3) allocating a fifth byte B[4] in the
group 1 and a sixth byte B[5}3gn the group 2 in case
the "MM' is an odd nunber (4) allocating the sixth

bytegg anﬂFr’}e roup,, z;ndtheflfth byte B[4] in
the g MM is an even number, (5)

al | oc [ e _group 1 and a

ei ght %%?Eﬁ%?ﬂ -@g?%g?rﬁe%%e&p’gﬁlg A'tase the

" Wse&ﬁg&ﬁeeégaiﬂwﬁ@%tndﬁﬁuﬁ%géﬂmﬁ ng the eighth
byte B[7] in the group 1 and the Seventh byte B[6] in
t he gigengraéing A raadem hienbeY YHAf fallsing0, 25850 number, and

further wherein remaining 6 bytes of the unique GUID
ar e alspbiegtard (i nj)dc btedefrtbe aantamt theyeto(heHthe\ggBratefl gandom

ﬁ ect is created as follows, (1) allocating a
[ L’B{rte B[8] in the grouplandatenth byt e B[ 9]

|n LN._case the "HH' is an odd nunber, (2)
aIIoca |n§'l g t” %C?byte B[9] in the group 1 and the

ni nthr@ga DY R Mh&Refes H' is an
even nun‘og1 E{%%%bdglgls%égg“ ng an@gi)event n llg{/tte )'E_%'[ 10] in

the group 1 and a twelfth byte B[11] in the group 2

in case the "MM' is an odd nunber, (4) allocating the
tﬁklff%pﬁxn&sﬂﬂfgﬂkyatmgahbsgﬁmnnunknahqyﬁmdbeksnenthayuobe
byt e B[lO] i.n the group 2 in case the "MM is an even

m}ﬁ%?é?mere o ) thscoSteRs ﬁlet mm?%ﬁtqﬁldoylieerrﬂrt]h@}s a daymed in
13
O it R pdiain a%v»'“ o e g

the f %p%{f%é{ﬂ ] -he group 1 and t he
thirtgg{]{nﬁ%e 12] t;}%st eog'roup 2 in case the "SS"
IS an (\@vidingUhb aidiqid FUIBRRHL N tdshiaitd BoY gréiipp whidttein two

until all the bytes in the systemcontent ID are

dileasy significant byteh E{0]pnolip(1]) are gimaupaliicated in a group 1, and
wherein two most significant bytes (B[L-1] and B[L-2)) are always allocated

in a group 2, and
wherein (L-4) bytes of the unique GUID are allocated in accordance with a
date (DD MM YYYY) when the project is created as follows,
(1) allocating a third byte B[2] in the group 1 and a fourth byte B[3] in
the group 2 in case the “DD” is an odd number,
(2) allocating the fourth byte B[3] in the group 1 and the third byte
B[2] in the group 2 in case the “DD” is an even number,
(3} allocating a fifth byte B[4] in the group 1 and a sixth byte B[5] in
the group 2 in case the "MM” is an odd number,
(4) allocating the sixth byte B[5] in the group 1 and the fifth byte B[4]
in the group 2 in case the "MM” is an even number,

(5) allocating a seventh byte B[6] in the group 1 and a eighth byte B(7]



(c) calculating a hash code for each group and

obtaining H1 for the group 1 and H2 for the group 2;
(d) appending the HL to a master PID infornmation so as
to construct a new block of data and to calculate its
hash code of H3; (e) encrypti-mg-the H3 by the H2 so as
to be the first encryption key by using t he Blomﬁish

1201, e BB
Jecrer Eﬁtﬂ@%ﬁﬁﬁ%ﬁ%’ﬁﬁﬁfﬁ%ﬁﬁ? AP 8ebnte byte

processes a%fg GheBbup 2 ﬁ@sg%éwwweénﬁmﬁw fnd

t he uni que 'S assumsd to be in "L" bytes, the’
pr OCESf&rtheﬂWI‘Jleﬁsnmgemh.ﬁmsg epsted of fiR) udique dAUID bheallocated in

unique GUDin "L" bytes into two groups, wherein two

| eagrordsangniwithctame (5NN SSdjendhd pREaqt)s qle@tedlaﬁéglk)ws

allocated,in a grou and ere| nt nost )
signifi C&Htauﬁﬁ EFLﬂ'l tﬁ]pgr?ulgﬁéxg%&%hbyteBp]m
al | ocat ed r r es of the

uni que GUI [Shglg?m%? cefse ?ﬂ{%‘?&g’or ncjzlén% h a date

(DD MM YY1\ L BjoF irf e $ 4l iVSinth b
(1) allocating a h|rd oyPg&B[ int gp?ouplanda yte

fourth byt @[aﬁ]mégromng&asame?“ﬂwlea&@v&munm@r i's

an odd nunber, (2) allocating the fourth byte B[3] in

t he grou;tﬁ}lallacmmgml elaventh fytecB[18] 2] thergrowe 1 gnglug telitly byte
case the "DD' is an even nunber, al | oc t|ng a

fifth byteﬂﬂhl]muthewpg%wsq “&/ﬂQ’ bey; 5]

in the 0 se.th n odd

al | ocat i g‘a altﬁﬁgg? B&BV %]I\MIM th gggﬂﬁn#agﬁgh? %ge)venm
fifth byte aaRr

even nurrberb%e% gléaeé\?glr’]ktgh bytlge1 B[ 6 ﬁﬁb&n
group 1 ﬁ)%@cﬁr@&&uﬁi&:ﬁhﬁiﬂ B[12) i hige groeshpl anara Qﬂﬁﬁenth
the "YYYY" is an odd nunber, and (6) allocating the

ei ght h byt éyBj B[13] in thegrgmo2 m dasertbe (3% is en edd munyber, and

(6) allocating the fourteenth byte B[13] in the group 1 and the

thirteenth byte B[12] in the group 2 in case the “SS” is an even
number;
(b) repeating the above step (a) until all the bytes in the system content ID
are divided into either groupl or group 2;
(c) calculating a hash code for each group and obtaining H1 for the group
1 and H2 for the group 2;
(d) appending the H1 to a master PID information so as to construct a new
block of data and to calculate its hash code of H3;
(e) encrypting the H3 by the H2 so as to be the first encryption key by
using the Blowfish algorithm; and
(f) obtaining the encryption key for encrypting the content key.



B[6] in the group 2 in case the "YYYY" is an even
nunber, and further wherein remaining 6 bytes of the
unique QU D are allocated in accordance with time (HH
MM SS) when the project is created as follows, (1)
allocating a ninth byte B[ 8] -4p-the group 1 and a
tenth byt e B[9] in the group 2 in case the is an

upl]&‘lnber %ﬁallom%}%thegienth byt.e E{irpL |n the secret
aﬁ&aﬁevent#{{i}yt e %Ff% the groﬁ)%cf Sgath%q/eﬁ Lrﬂgla.lms 1

byfeoiihl g | wheéteinthe g&m @Uﬂjﬂ isEREAmed o bé/M “IP Sy, odd
nunber, (4) allocating the twelfth byte B[11] in the
grouptheprmbetasfmr@msmt‘dest&gstoé B[10] in the group 2 in
case the "MV' is an even_nunber ). allocating a

t hi r t é3rilividisng thepinigye GUIPhia “gtr dwéseqmmawa roups; sderein two

el i EHOCHR B e R el i
IgPoLBWHC asé-&%‘l'ﬁ s{é@é}y ‘éﬁ@@é EX‘E nuﬁ%%ﬁ%fé(%ﬁﬁeaﬂocated

r eipeagrolp 2 BRdabove step (a) until all the bytes in

the systemcontent ID are divided into either group 1

or groderdn lxchytesbfiHealniqge &UTBsdTe Glideatéd in aamitdgiceupith a
and obtaining H1 for the group 1 and H2 for the

rdsip (D W)ﬁ@amwhanm@emecpnpwm@s&ugwage devi ce 1D

¢ ﬁleaﬁleﬁv%ﬁ%@é&%%‘? sty B i e dalt c@?d:&mwegﬂwm
(1) ottt RO W P R, o

f
case an (Nams ﬁ]ﬁ6+ﬁ%%5? ] iRYthE Srows eﬁ{d“t‘r‘ikgthlrd byte

“"Name[ i ] wherein i =

..., and (sz]lﬂxmég)oupmﬁrawﬂldwwah@vﬁemm dat a
and calculating its hash code of H4;

(3)allocat|ngaﬁfthbyteB[4]mthegrouplandasxxthbytcB[S]m

the group 2 in case the "MM” is an odd number,

(4) allocating the sixth byte B[5] in the group 1 and the fifth byte B[4]
in the group 2 in case the "MM” is an even number,

(5) allocating a seventh byte B[6] in the group 1 and a eighth byte B[7]
in the group 2 in case the "YYYY” is an odd number, and

(6) allocating the eighth byte B[7] in the group 1 and the seventh byte
B[6] in the group 2 in case the "YYYY” is an even number, and

further wherein remaining 6 bytes of the unique GUID are allocated in
accordance with time (HH MM SS) when the project is created as follows,

(1) allocating a ninth byte B8] in the group 1 and a tenth byte B[9] in
the group 2 in case the “HH” is an odd number,

(2} allocating the tenth byte B[9] in the group 1 and the ninth byte

B[8] in the group 2 in case the “HH” is an even number,




(h) encrypting the H4 by the H2 so as to be the second
encryption key by wusing the Blowfish algorithm and
(i) obtaining "K' as the second encryption key for
encrypting secret data. 9. A data format of secret
data being stored in a PID stgnage device to be

i npl emented in the system and the processes as cl ai ned

in clai 1 through 5, the d ormat conpri sing:
- 42- syg?%mﬂpmngan%@%ﬁmféﬁpﬁnc@&rw gnd a telfth byte
gener at ed Y, G t. .S

that is a u .1%}% %ﬁg‘ o2 %‘e&%gﬁlc?owggagn%%@%g y the
system f of) Qacdtirf Qiet@e]fﬂpﬁj}'t_%rﬁ[lﬂltﬁfﬁﬂ:egrﬁﬁﬂ' UBhd @he eleventh
title that is a title of a digital content” storage

medi um  an Bl obintheRrags? gnetbedhe fMN iy @abvernmuahber,
the project, wherein the owner's name nust be filled

by ei t hefS)allaeasingor thitteendh dyyterBHh2] b thae giotp Hand a fongeenth
a database; a date that is a date when the digital

content st PHyBlIRbEN HAeraiR? Eueasy the wWhd e an ofi dugies and

is formatted in. " Yo b t .S Li en th

di gi tal i%ﬁ?%?ﬁm&%%ﬁ% @?ggtn%d‘?nen%?yﬁeﬁnang the
the tine i shi-REAB! b E['j‘.2\" H R oup® &9 EE he? S s an even
while creating the digital content” storage nedi um

wher ei n t hengoperent i s non-secure information and

shown by scanning through a PID storage reader; a

cont erfle) rkpsatingshe abowerstery (3} antibsll theduites inkbg systafnorontent 1D

PI D data | ength showing a data length of major PID
i s Gagshinto eithgr groURIengPeR Ration that is data of

" e e S50 DR B e
T e Peflt icmmpion | ocally o vemotely “and mpor,
(o TePos e TR 6 bt Bt Tt e, o
block of data and appending the new block of data to the unique GUID;

{e) calculating a hash code for the new block of data as H3;

(D) setting “nVal = HH + MM + SS8”, and then in case an owner’s name is in
“k” bytes, performing “Nameli] = (Namef1] + nVal)%256”, whereini =1, 2, ...,
and (k-1);

(8 appending the H3 to new name data and calculating its hash code of
H4,

(h) encrypting the H4 by the H2 so as to be the second encryption key by
using the Blowfish algorithm; and

(i) obtaining “K” as the second encryption key for encrypting secret data.

9. A data format of secret data being stored in a PID storage device to be
implemented in the system and the processes as claimed in claims 1 through 5,

the data format comprising:




in the database of the PID database and nmanagenent
server. 10. A data structure of the mnor PID flag as
claimed in claim9, wherein the data structure
conprises 4 bits of mnor PID enabling bits and 4 bits
of mnor PID location bits. -443- 11. A data structure
for storing mnor PID ID and m nor PIDdata as cl ai msd

inclaim, dat a str ture co in erver
addr eSYSiEH Iﬁ gﬁt '8&9‘?315

Iegc;]nﬁ%%énp &ﬁwgbwgé%ggzﬁ Eﬁ%tgln%)ent cr )t/ér}tn;d(;n fi randomly

dr patRkatb@ bhehd SRkEHEH e UipithlOrtu SoRakOmedRBEUT ¢ el y
storing and distributing a digital content as clained

i n cl aitidelthat istectitdd of d digitad @ohient stdeageypédiam; fi | t er
driver is an upper Iayer pl aced at the top of a file
syst erindpymers samekassighededuypg sreatidatof tbamelecpa@lmrmg the

through the conten t|on filter driver,

WHEVRSTS RaTRE SRRt éﬂﬁggwy% 5@ Wer 108 the sysrem by data
ke I (ljﬁ% .decryption of an encrypted digital

content ored in a di gital content storage nedium

SOt hgt ddte YRS is GOdatd Wit th ﬁé&?%&&ﬂ@sﬁ?&%ﬁﬁ&ﬁﬁm is created,
digital content as a nornal , and wherein

c owherein thectaypisiformdtiddiarDIDMMEYYYs designed to be

| oaded when an OS (operating systen) is booted up,

t he cdime mhatdi@ciﬁmptwlmn the td'@itabl content storpre siedjimas created,
coniro| device Obj ect for communicating with the
cofhersin ths s isd Rmé@m MMaBtioring filter deV| ce

|ogj th g mt?raﬁ@g‘aFD%ﬁC{eﬁ tﬁFﬂ? nltorln %sepfngfiium,

dr yqt device .
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c ohiréuigh a PID storage reader;
a content key that is encrypted by another key;

major PID data length showing a data length of major PID information;

major PID information that is data of major FID;

a minor PID flag indicating how many minor PID information are
supported and how to support the minor PID information locally or remotely;
and

minor PID ID, wherein the minor FID ID is a hash code of the minor FID
information or the minor PID data in case the minor PID information is stored

in the database of the PID database and management server.

10. A data structure of the minor PID flag as claimed in claim 9, wherein the
data structure comprises 4 bits of minor PID enabling bits and 4 bits of minor

FID location bits.




.43.

11. A data structure for storing minor PID ID and minor PID data as claimed
in claim 9, the data structure comprising:

server [P address in 4 bytes;

port number in 2 bytes; and

PID ID in 128 bits, wherein each PID ID exists in case each PID is
enabled.

12. A content decryption filter driver to be implemented in the system for
securely storing and distributing a digital content as claimed in claim 1,
wherein the content decryption filter driver is an upper layer placed at the top
of a fille system driver stack and decrypts a data packet passing through the
content decryption filter driver, and

wherein the content decryption filter driver provides kemel layer
decryption of an encrypted digital content stored in a digital content storage
medium, so that a user can directly access the encrypted digital content as a
normal file, and

wherein the content decryption filter driver is designed to be loaded when
an OS (operating system) is booted up,

the content decryption filter driver comprising:

a control device object (CDO) for communicating with the content
playback client;

a monitoring filter device object {monitoring FDO), wherein the monitoring
FDO is a permanent module of the content decryption filter driver; and

a decrypting filter device object (decrypting FDO) for decrypting an
encrypted digital content.



