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- TITLE OF THE INVENTION PORTABLE ELECTRONIC APPARATUS,
PROCESSING APPARATUS FOR PORTABLE ELECTRONIC
APPARATUS, AND DATA PROCESSING METHOD IN PORTABLE
ELECTRONIC APPARATUS BACKGROUND OF THE INVENTION

This invention relates to a portable electronic apparatus such as a smart
card (IC card) in which an integrated circuit (IC) chip comprising a writable
or rewritable nonvolatile memory, a CPU and the like is 10embedded and

which executes various typesof proegssingsbaseg-an ¢ommands supplied
from the outside, a processing unit of the portable electronic apparatus,

and aPdata ddce STimy ethod inthe jodhtable eleBironic Apparatti®ABIRUS FOR
rece;%egears, a smart card as a portable electronic apﬁgratus has broad%

spre ﬁ%ﬁﬁ@s%E%@TEBN&arﬁB@W%ar%ﬁ% SheRUskd ot
only 3.3 Greditcar %%ﬁ%%ﬁaﬁdgfcﬁfﬁ fifcard.a fawawd card, a

commuter pass or t e in payment of 20commercial transaction but

also as an ID card such agarenpioyeecardaia membershigicard or an
insurance card in various fields. In the smart card, an IC chip having a

CPU, variou§ memories: atéommunaication interfaceantahe fikeissctronic
embedded. In such a smart 25card, various data used for various use

applicHtBAs ard o8 ih filds f VRAUs fyPES in 4 ddta hiemary. Borch an

examgﬁ%. ?E%%Hagfégﬁﬂ%g?%EM”9@?8”%éﬁﬁﬂﬂ@?ﬁ@ok”W¥%¥HB@e or

processing by use of the smart card is stored for each data row by using

the file #vwhicicthe data ferithe Unit ofidhe data rowcrecend) iscstoredi ke is
embedded and which executes various types of processing
based on commands supplied from the outside, a
processing unit of the portable electronic apparatus,
and a data processing method in the portable electronic
apparatus.

In recent years, a smart card as a portable
electronic apparatus has broadly spread in various
fields. For example, the smart card has been used not
only as a credit card, a cash card, a prepaid card, a
reward card, a commuter pass or the like in payment of
commercial transaction but also as an ID card such as
an employee card, a membership card or an insurance
card in various fields. In the smart card, an IC chip
having a CPU, various memories, a communication
interface and the like is embedded. 1In such a smart
card, various data used for various use applications
are stored in files of wvarious types in a data memory.

For example, in the smart card, log data indicating a
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In general, the smart card executes processing corresponding to a
command from an external apparatus while receiving supply of a power
from a reader/writer which is the external apparatus. In such a smart card,
if the supply of the power from the external apparatus 10 is blocked during
the execution of the processing, the processing is forcibly discontinued.
For example, in a system which supplies the power from the reader/writer
to the smart card set at a predetermined position, when the smart card is

extragted fron therabouse, Lapredsterminad-pasitien, the supplyofthe smart

power is blocked to forcibly discontinue the processing. If the
processing is sliscontirued durirg datadapgdate prodessingisuchtassddtale in
writing or rewriting, the data is not updated to a correct state, and

20fredflieritly Fata Brdakdbwh Stafe. W8 partiectlar MheEhtart £arl dffgcord) 1s

contac Iessetgt?e is configured to receive the supply of the power from the
reader/writer by radio communication. Consequently, in the smart card of

the contactless typs, dhe supplyof the pewes 28iseasily blocked slusinging
the processing, and there is a hich possibility that the above data
breakdownamightdéely. roa sasewhene! the dataccanest be updatagba Batus

the correct state, in the conventional smart card, it isgudged that the

breakldwn of tRE Bata ockuTs RitereBy astBribe refiom bfthé Talg =/ W1 ter
becomes upusable,ar the smart card jiself js discarded Geplacedlnare card,

5However, in a configuration in which when the breakdown
if the supply of the power from the external apparatus

is blocked during the execution of the processing, the
processing is forcibly discontinued. For example, 1in a
system which supplies the power from the reader/writer
to the smart card set at a predetermined position, when
the smart card is extracted from the above
predetermined position, the supply of the power is
blocked to forcibly discontinue the processing.

If the processing is discontinued during data
update processing such as data writing or rewriting,
the data is not updated to a correct state, and
frequently has a breakdown state. In particular, the
smart card of a contactless type 1is configured to
receive the supply of the power from the reader/writer
by radio communication. Consequently, in the smart
card of the contactless type, the supply of the power
is easily blocked during the processing, and there is a
high possibility that the above data breakdown might

occur. In a case where the data cannot be updated to
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of the data occurs owing to a communication defect other than a security
attack, the storage region of the data or the smart card itself is discarded,
the smart card cannot efficiently be employed. 10Moreover, the
application of the smart card usually proceeds with a series of processing
in accordance wth a predetermined command order. Therefore, if an error
is detected with respect to a predetermined command during the series of
processing, the series of processing have to be performed again . from

the begianingr Fhatisswhes the error witbyespect te the pedetermined, it
command is detected dur ci the series of processing, a processing

efficiehey is@06r 20For example; catedhnology disciosédtin JpacRat

Appin. KORAI Publication No. 2007-257542 is a technology which stores

the upPEHIRAY valud ot TRE Aukier OF poceSSing fmiés o ERe Humbar e/

of the progessing times,. Evan with the technplagy disclosed 25in Jpn, Pat.
Applh. KOKAI Publication No. 2007-257542, it is difficult to improve the
aboveipeerprocessing effigiency r4BRIER SUMMARYWQENTHEe breakdown
INVENTION An object of one configuration of this invention is to provide

a smart caftbwhichds escellent avprogessing efficientyidiaingrthedefect
occurrengce of an error, a smart card proce singﬁgparatus, and a smart

card proRadsiny &stent Actbiditg 10 5A aSpett'St the présint ifehtion ot the
there jgprovided.a podable.electronic apparatys;CoMPHsIng a;storage unlt,

configured to store various 10data, a communication unit configured to
performadatacannot efficiently be employed.

Moreover, the application of the smart card
usually proceeds with a series of processing in
accordance with a predetermined command order.
Therefore, if an error is detected with respect to a
predetermined command during the series of processing,
the series of processing have to be performed again
from the beginning. That is, when the error with
respect to the predetermined command is detected during
the series of processing, a processing efficiency is
poor.

For example, a technology disclosed in Jpn. Pat.
Appln. KOKAI Publication No. 2007-257542 is a
technology which stores the upper limit wvalue of the
number of processing times to limit the number of the
processing times. Even with the technology disclosed
in Jpn. Pat. Appln. KOKAI Publication No. 2007-257542,
it is difficult to improve the above poor processing

efficiency.
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communication with an external apparatus, a detection unit configured to
detect data having data abnormality in the data stored in the storage unit
in a case where an abnormal data confirmation command is received from
the external apparatus via the communication unit, and a notification unit
configured to notify the external apparatus of response data including
information indicating the data in which the data abnormality has been
detected by the detection unit. 20According to an aspect of the present
invention, there is proviged-a portallerelectronig @pprRratis comprising a
communication unit configured to communicate with an external
apparatus, adeteetier tinit Configuredid detect alcommand ebor doggoaion
25first command received from the external gpparatus via the

commihiCatiGH it Aofirst FRASHISSR protesding Unf tohfigiel 1o

transmit the command etrot to,the 3 external aoparatys based on the,
detection of the command error by the detéction unit, a second

transission peocessing unitrepnfiguresktoitnansipib eemmand ermal a smart
information to the external apparatus based on a second command
receivEd-flommhe es@arngl pFaratus via the communication unit to inquire

about the error, and a command processing L%nlf[t onfigured totexecute y
processing B&Sed S &A%hird cOMMERE corresSponting fo-the first™ ~ 7 ==+

command received from dhe 10extemal appaatus viasthe commpupigation

unit to transmit an execution result to the external apparatus.

Accordingotoi an agpectof the peesent inveatidn gtheredtistipsovideda various
processing apparatus for a portable electronic apparatus comprising a
comnfilficatioh GRtESEoHfghied o Conmmtpitate Withdhe porgplecrm data

electronic a paratus, a first transmission Pro%essing Uni% configured to . .
chqﬁ)%catlbn w13 an eﬁpe na a% aratus, - %e ection
transmit a first command to the portable electronic ‘apparatis via the

commuynication ity @ first reseption processingrinit configured toggeeive1 ity
20response data indicating a command error due to the first command

from the porabisEkectroniceapparatus viss theregramunication unitcase where
second transmission processing unit configured to transmit a second

comnidhdBiRGHIFe aB6tthe Stror 16 e portabideétrontc *ecetved from

the external apparatus via the communication unit, and
a notification unit configured to notify the external
apparatus of response data including information
indicating the data in which the data abnormality has
been detected by the detection unit.

According to an aspect of the present invention,
there is provided a portable electronic apparatus
comprising a communication unit configured to
communicate with an external apparatus, a detection
unit configured to detect a command error due to a
first command received from the external apparatus via
the communication unit, a first transmission processing

unit configured to transmit the command error to the
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25apparatus via the communication unit, a second reception processing
unit configured to receive command error information from the portable
electronic - 6 - apparatus via the communication unit, and a command
processing unit configured to transmit a third command corresponding to
the first command to the portable electroni¢ apparatus via the
communication unit. Additional objects and advantages of the
invention will be set forth in the description which follows, and in part will

be obyious frem the descrption, 95 arayRe leaenetkhy:practice of the e

invention. The objects and advantages of the invention may be realized
and 10obtained by nteanisyofithe insttusrentalitiesrand, comisinationls

particularly pointed out hereinafter. BRIEF DESCRIPTION OF THE ,
SEVERAL VIEWS OF PHETSRAWING ™ TR A&compaiing dFiinge: *

which are. incorporated in apd constitute a partof the specification, o v s

15illustrate embodiments of the invention, and together with the general
descriptiongiven abeve-and the-tetailed deseription of thenemhodinentsnal

given below, serve to explain the principles of the invention. FIG. 1 is a

diagransehematicaliyrsHowing@r2ocorstitution exaiple of asmurteargoout

mocegﬂggé;gggw and a command processing unit configured to
execute processing based on a third command
corresponding to the first command received from the
external apparatus via the communication unit to
transmit an execution result to the external apparatus.

According to an aspect of the present invention,

there is provided a processing apparatus for a portable
electronic apparatus comprising a communication unit
configured to communicate with the portable electronic
apparatus, a first transmission processing unit
configured to transmit a first command to the portable
electronic apparatus via the communication unit, a
first reception processing unit configured to receive
response data indicating a command error due to the
first command from the portable electronic apparatus
via the communication unit, a second transmission
processing unit configured to transmit a second command
to ingquire about the error to the portable electronic
apparatus via the communication unit, a second

reception processing unit configured to receive command

error information from the portable electronic
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including a smart card (a portable electronic apparatus); FIG. 2 is a block
diagram schematically showing a hardware constitution example of
the smart card; 25FIG. 3 is a diagram showing a constitution example of a
file stored in a data memory; FIG. 4 is a diagram showing a constitution
example of data management informationy  _ FIG. 5 is a diagram
showing a data format controlled (set) by control information; FIG. 6
is a diagram for schematically explaining a communication procedure of
the smapgard @ndwa reades/ wridemin aicaseiwhererthe smarscard-ommand
performs normal processing; FIG. 7 is a diagram for schematically
explaining asohmaunication proceguredf the shan said-and thel rd command
10reader/writer in @ case where an update error of data occurs in the

smarF@a?H??R?.@?;r‘ég dﬁ%r&rﬂ%h&vﬁ‘ﬁfa CoRSfhton exampI&sran e
abno%@@é%ﬁ%ﬁggﬂg@%&%ﬁ%ﬁ@”@ﬁg;the communication unit.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a diagram schematically showing a
constitution example of a smart card processing system
including a smart card (a portable electronic
apparatus);

FIG. 2 1s a block diagram schematically showing a
hardware constitution example of the smart card;

FIG. 3 is a diagram showing a constitution example
of a file stored in a data memory;

FIG. 4 is a diagram showing a constitution example
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FIG. 9 is a diagram showing a constitution example 150f response data
with respect to the abnormal data confirmation command, FIG. 10 is
a diagram showing a constitution example of an abnormal data update
command; FIG. 11 is a diagram showing a constitution 20example of the
response data with respect to the abnormal data update command,

FIG. 12 is a flow chart for explaining a flow of abnormal data confirmation
processing; FIG. 13 is a flow chart for explaining a flow of
25abpegrmaldata apsatenproeessingrma thlen 14 is a diagram showing an
example of the format of an error inquiry command; - 8 - FIG.15is a
diagram shdWifig ah exanaple bt theaformap ol egordetall zedporsaidata;
FIG. 16 is a diagram showin% an example of error management

inforrﬁﬁwggo}gdi@n(ﬁﬁ}arki g nTeM6R? FIG™ 1714 fidiw ¢hart showing a
flow of procgsging in 3 smartgard Processing. apparatus-until, cxplaining a

communication procedure of the smart card and a
reader/writer in a case where the smart card performs
normal processing;

FIG. 7 is a diagram for schematically explaining a
communication procedure of the smart card and the
reader/writer in a case where an update error of data
occurs in the smart card;

FIG. 8 is a diagram showing a constitution example
of an abnormal data confirmation command;

FIG. 9 is a diagram showing a constitution example
of response data with respect to the abnormal data
confirmation command;

FIG. 10 is a diagram showing a constitution
exanple of an abnormal data update command;

FIG. 11 is a diagram showing a constitution
example of the response data with respect to the
abnormal data update command;

FIG. 12 is a flow chart for explaining a flow of
abnormal data confirmation processing;

FIG. 13 is a flow chart for explaining a flow of
abnormal data update processing;

FIG. 14 is a diagram showing an example of the

format of an error inquiry command;
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one command is completed in a series of processing; and FIG. 18 is a
flow chart showing a flow of processing in the smart card until the
command is 10completed in the series of processing.  DETAILED
DESCRIPTION OF THE INVENTION Hereinafter, first and second
embodiments of this invention will be d_esc?bed_with reference to the
drawings. 15First, the first embodiment will be described. FIG. 1
schematically shows a constitution example of a smart card processing
system inclugding a smastLcard {a portableselegtropic %@pé@H@1®®@i€9e
to the first embodiment of the present invention. 20As shown in F:G. 1, the
presefivsmart cafd pracessirgsystemssconstitutestaf a smart card 1, a
smart card processing apparatus 2, a communication network 5, an
information cehfter 6-&nd the? lilke- THeRihfothiAion Teffer GidToonRetedIB T OF

the smart card 25Qroce§sm% aaPPgEat% gr\g% thl(?1 communjcation network

managementc 1nro .WOrKing, memory;
5. Thé information center 6 is a server apparatus which generglly v

manages datarufilized in the;present smart: cardsysiemalngdthepresent

smart card system, the information center 6 functions as a superior
apparatusositls iespech tethersmart card! processing iappasgtosesi2ns until
Moreover, the communication network 5 is a communication network such

as a pubfic fEPRONe ﬁétm%ﬁ%}%tﬁﬁoliﬁqaaiowanfégtiﬁﬁ Aefvsrkng/ and
The smart cag prosessing. 20pRtalus 2 1o ananaarglys el o

constituted of an electronic computer main suchas a persona
compyier RG) 1adhe AOsmartsard procassinghapparatus 2 eRentd is

comprises a
completed in the series of processing.
DETAILED DESCRIPTION OF THE INVENTION

Hereinafter, first and second embodiments of this
invention will be described with reference to the
drawings.

First, the first embodiment will be described.

FIG. 1 schematically shows a constitution example
of a smart card processing system including a smart
card (a portable electronic apparatus) according to the
first embodiment of the present invention.

As shown in FIG. 1, the present smart card
processing system 1is constituted of a smart card 1, a
smart card processing apparatus 2, a communication
network 5, an information center 6 and the like. The
information center ©6 is connected to the smart card
processing apparatus 2 via the communication network 5.

The information center 6 is a server apparatus which

generally manages data utilized in the present smart
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rain control unit 11 and a hard disk drive (HDD) 12 as a storage unit. In
the smart card processing apparatus 2, the PC 10 is connected to a
keyboard 13, a display 14, a reader/writer 15 and a printer 16. The PC 10
has 15a function of transmitting a command to the smart card 1 via the
reader/writer 15, a function of performing various types of processing
based on the data received from the smart card 1 and the like. The
main control unit 11 comprises a CPU 17, a 20memory 18 and the like.

The CRULL % is<a upit whigh performs datapregessing-such as.caledlatione
processing. The CPU 17 performs the data processing in accordance with

a progremrThé imemorig:compfises & working memenprnahich dlapa ratus
for an operation is 25 temporarily stored, a program memory in which a

progréft-to B& eREGed By the G317, Cortroluats SRd the ke Bre @ F =3
stored and e Jke.Accardinalgseh &2 L 0seonstitifion, i the main

control unit e CPU 17 executes the program stored in the memory
18 to sealizenvariousdypeseiproeessing. as 2he D d 2ds e pewritable
large-capacity nonvolatile memory. The HDD 12 functions as an auxiliary
storage tnitrorcexamplebihithe IHODOL Z @lectivhiadaatiles 1o -
are stored as confidential information. The data of these eIectEOn.ic data

files stored in e BT 12C@h b fransmittedto ToMTe sthart card via the
readerfyriter 15 ungder the control of the.maingontrol unit 14, The. computer

keyboard 13 functions as an operation unit which is operated by an

operaterief the $nastieardproeessing apparatusn@.Fhe keyioard 18nsthe

used by the operator to input various 150perating instructions, data or the

|Wefﬁﬂ@d§p@9rd processing apparatus 2, a PC 10 comprises a
main control unit 11 and a hard disk drive (HDD) 12 as
a storage unit. In the smart card processing apparatus
2, the PC 10 is connected to a keyboard 13, a display
14, a reader/writer 15 and a printer 16. The PC 10 has
a function of transmitting a command to the smart card
1 via the reader/writer 15, a function of performing
various types of processing based on the data received
from the smart card 1 and the like.

The main control unit 11 comprises a CPU 17, a
memory 18 and the like. The CPU 17 is a unit which
performs data processing such as calculation
processing. The CPU 17 performs the data processing in
accordance with a program. The memory 18 comprises a
working memory in which data for an operation is
temporarily stored, a program memory 1n which a program

to be executed by the CPU 17, control data and the like

are stored and the like. According to such a
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14 is a display unit which displays various pieces of information under the
control of the PC 10. The reader/ writer 15 is an interface apparatus
for communicating with the smart card 1. The reader/writer 2015 is an
external apparatus having an internal memory, a communication control
unit and the like (not shown). Moreover, the yeader/writer 15 is constituted
of an interface corresponding to a communication system of the smart
card 1. When the smart card 1 is, for 25example, a contact type smart

card, the, keadariwriter 15 is eomrstitided of-acontact ynit to pe physicayry 17
and electrically connected to a contact unit of the -11 smart card 1 and
the likesecuMoreaver, whentthe saiartcatd s Bhcontasctiesg type Smarecalize

card, the reader/writer 15 is constituted of an antenna for performing radio
comnidricaton Vil fe §harte&§r8 3 54 C8mmunication controller and the

like. The reagg %(\;vg?éuéﬁlpﬁgorysf MP respect tq 5@6 sma ;\tpcaaéqg

power supply, ¢ ply, reset control, and transmission receptlon of

the datan By sueh funclionsrthe reader/writer 15 performsdhe 19activation
(start) of the smart card 1, the transmission of various commands, the
receptior b irerackriowledgmentstof thé' ransmitteellcomarantdsantdhe 12,
like based on the control of the PC 10. Next, a hardware

constftdfion-&xcam e st the Shiart 18card 1 will be ‘destRBed \Whef tRe
Smanéé%%%d@ﬁ%%@%tq%§89m¥f{8n. The data of these electronic

data files stored in the HDD 12 can be transmitted to
the smart card 1 via the reader/writer 15 under the
control of the main control unit 11. The keyboard 13
functions as an operation unit which is operated by an
operator of the smart card processing apparatus 2. The
keyboard 13 1is used by the operator to input various
operating instructions, data or the like. The display
14 is a display unit which displays various pieces of
information under the control of the PC 10.

The reader/writer 15 is an interface apparatus for
communicating with the smart card 1. The reader/writer
15 is an external apparatus having an internal memory,
a communication control unit and the like (not shown).
Moreover, the reader/writer 15 1s constituted of an
interface corresponding to a communication system of
the smart card 1. When the smart card 1 is, for
example, a contact type smart card, the reader/writer
15 is constituted of a contact unit to be physically

and electrically connected to a contact unit of the
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power from the smart card processing apparatus 2 including the PC 10
and the like via the reader/writer 15, the card is activated (brought into an
operable 20state). For example, when the smart card 1 has a contact type
communicating function, that is, when the smart card 1 is a contact type
smart card, the smart card 1 receives the $ pply of an operation power
and operation clock from the reader/writer 15 via the 25contact unit as a
communication interface. Moreover, when the smart card 1 has a

contagtigss-typs,commynigating functign, that is, when the smart - 12 -
card 1 is a contactless type smart card, the smart card 1 receives electric

waves from thereader/writér<ld viaanamenna asdhé camnwnicatioactless

interface, a modulation/demodulatibn circuit or the like, and 5 generates
an opkratRnPEweér &3d Bperalitn ERtRTFOM TAc 8lectit waveLpypiituted of

bower, source UNIL(NGL show) wierehy e smart Se Aevated: i ch the
IG. 1is applied to,

When the 1C processmgr s@stem showrt in or example,

a paygientsysigpnoha creditbdflcard o thenlikes thatds, whenithe smartiike.
card 1 functions as the credit card, the smart card processing apparatus 2

correSfondsde RO Siterminal GroATMr Acuges of thebmastgaed ta cardthe
possessor) inputs an external input of personal identification number (PIN)

or the™15 fike By 55e of tHE KBYbGAFILS! METEDYET, THE B card 1™
Storesc%’}?‘ﬂ}%ﬁ”?" %_11'3 far, ‘?@%%’%&éé%r)ficé"‘é'é’%@tpir&%%e%sﬁ‘gcﬂfe data. By

matching/mismatching with respect to the external input PIN. Moreover,

the sreart gard: & eandyagtiomrot.anlyras the-cresit cesd hut- 20:als0 ase
for example, a toll payment card of ETC (ETC card). That is, the smart
card Bcan be abplied 3¢ aplurality of appligatiohsca raFiG. Xissa block
diagram schematical% showin%a hardware constitution example of the

[

smart card 1 25aCE0ring 6/ the grésert SHBGdITent © ~oCob on of the

acknowledgments of the transmitted commands and the
like based on the control of the PC 10.

Next, a hardware constitution example of the smart
card 1 will be described.

When the smart card 1 receives the supply of a
power from the smart card processing apparatus 2
including the PC 10 and the like via the reader/writer
15, the card is activated (brought into an operable
state). For example, when the smart card 1 has a
contact type communicating function, that 1is, when the
smart card 1 is a contact type smart card, the smart
card 1 receives the supply of an operation power and
operation clock from the reader/writer 15 via the
contact unit as a communication interface.

Moreover, when the smart card 1 has a contactless

type communicating function, that is, when the smart
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In the smart card 1, a module M is embedded in a housing constituting a
main body B. The module M is - integrally formed by connecting at least
one IC chip C to an external interface for communication (a
communication unit), and embedded in the main body B of the smart card
1. Moreover, as shown in FIG. 2, th Smodule M of the smart card 1
comprises a CPU (a control device) 21, a data memory 22, a working
memory 23, a Program memory 24, a communication unit 25 and the like.

Furtheemare; in 3 constitution example shewsrin FIG o2, the maie bedy card
is provided with a magnetic 10stripe 20. The CPU 21 controls the
wholelsmartecard s1 e CPUE2 ¥ aperatés baséd on tise dentlol program > via
or the control data stored in the program memory, 24 or the data memory

22 to FealFB AHFusFENCiohsC TRE GBI ABY exkalfes for exafple, the
program a}c %ﬁgg@&g%g&(ﬁ'{f&@Ogeréqrpggﬁicgpe@{@nﬁqg&grpl ohthe

smart car oreover, the CPU 21 executes an application program
correspangling tosthenutiization purposead the smasieard ditorperfosak  £rom
various types of operation 20control in accordance with the operation
modetdf¢he savart éardvBves The dat® prehoRC2 Befotlekample ta shown) ,
nonvolatile memory such as an electrjcallg/ erasable programmable read

only MERERPIEEPROMYSrta fiddt ROM R WHiRh Te 25data can be
written and rewyitten, The- control pragram, and vargus datacorrespending ; s

to the use application of the operation of the smart card 1 are written in

the applied to, for example, a payment system of a credit
card or the like, that is, when the smart card 1
functions as the credit card, the smart card processing
apparatus 2 corresponds to POS terminal or ATM. A user
of the smart card (a card possessor) inputs an external
input of personal identification number (PIN) or the
like by use of the keyboard 13. Moreover, the smart
card 1 stores an internal PIN for performing
verification processing of matching/mismatching with
respect to the external input PIN. Moreover, the smart
card 1 can function not only as the credit card but
also as, for example, a toll payment card of ETC (ETC
card). That is, the smart card 1 can be applied to a
plurality of applications.

FIG. 2 is a block diagram schematically showing a

hardware constitution example of the smart card 1
according to the present embodiment.

In the smart card 1, a module M is embedded in a

housing constituting a main body B. The module M is
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to the standard of the smart card 1 are defined, and various data are
written in the files. The example of the files stored in the data memory 22
5will be described later. The working memory 23 is a volatile memory
such as an RAM. The working memory 23, also functions as a buffer for
temporarily storing the data which is being processed by the CPU 21. In
the working memory 23, for 10example, information indicating a file or

app"%ﬁ@@d}%’ﬂl@za eynrgntstate and the-like are-stored, s« Thepregramip c
memory 24 is a nonvolatile memory such as a mask ROM in which the
program fen tke:centrad, lcantrot datecand the likevarerbeferehand stored.

The 15program memory 24, in which the control program, the contro| data
and tHeTREIBF Stbtetin B mahufactbring SR the siaft GrdisPody B of

incorpargted,in the smgt qard 1, The control proaram, the control data .
stored in the program memory 24 controls the basic operation 200f thé

smart:caud, andriseferebang dneorparaied in-aggordance withthe (a control
specifications of the smart card 1. The communcation unit 25 is an
interfatevforebnitiunieatihgtwith¢he smabt’card processing apparats2s, a
including the PC 10 via the reader/writer 15. When 25the smart card 1 is

realiz&d 48 1AE CBRTAC f/ps smart CaFEtRe Coimtilihicktibh unt 287 TN

constityted of a:communigation coptrol unit,and 2 contaet unit sothat s 1oy 4y
FIG. 2, the main body B is provided with a magnetic
stripe 20.

The CPU 21 controls the whole smart card 1. The
CPU 21 operates based on the control program or the
control data stored in the program memory 24 or the
data memory 22 to realize various functions. The CPU
21 executes, for example, the program of an operating
system to perform basic operation control of the smart
card 1. Moreover, the CPU 21 executes an application
program corresponding to the utilization purpose of the
smart card 1 to perform various types of operation
control in accordance with the operation mode of the
smart card 1.

The data memory 22 is, for example, a nonvolatile
memory such as an electrically erasable programmable
read only memory (EEPROM) or a flash ROM, in which the
data can be written and rewritten. The control program
and various data corresponding to the use application

of the operation of the smart card 1 are written in the
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the units physically and electrically come in contact with the reader/writer
15 to transmit and receive signals. Moreover, when the smart card 1 is
realized as the contactless type smart card, the communication 5unit 25 is
constituted of a communication control unit such as the
modulation/demodulation circuit for performing the radio communication
with the reader/writer 15, the antenna for transmitting and receiving the
electric waves and the like. 10Hereinafter, the first embodiment applied to

the smart capd processing system having:the abaue gonstitutian wallbe £i1es
described. First, the files stored in the data memory 22 will be
describedra5bt3.d3 isca diagrara shiowing adonstititien exampleefrtiel are
files stored in the data memory 22. FIG. 3 shows the constitution
examfrRifMeAluraity ol fles i Whithtmfotiatish toheBrminy apfurafity ot -

applications is_stored. ‘Ic'ge file 20constitution shown in FIG. 3 is_ based on 55
toms et i [STIECTETE A TS 1o ch it o SHowR erIE i L
varioug;files defined; in A SQUIECZ816-4 are managed by a tree structure.

As shown in fIG. 3, in the data memory 22, there 25are defined the

plurality of fil&s having lalhierarehicalstiictdre constiftaed bt anmaster/fileuch as

(MF), g‘ndefgzi(l\:fla.ted %i{?e(%@iﬂ ggneéeggrqtggyyﬁlgél Fa)l so functions as a
buffer for temporarily storing the data which is being
processed by the CPU 21. In the working memory 23, for
example, information indicating a file or application
having a current state and the like are stored.

The program memory 24 is a nonvolatile memory such
as a mask ROM in which the program for the control,
control data and the like are beforehand stored. The
program memory 24, in which the control program, the
control data and the like are stored in a manufacturing
stage of the smart card, 1s incorporated in the smart
card 1. The control program or the control data stored
in the program memory 24 controls the basic operation
of the smart card, and 1s beforehand incorporated in
accordance with the specifications of the smart card 1.

The communication unit 25 is an interface for
communicating with the smart card processing apparatus
2 including the PC 10 via the reader/writer 15. When
the smart card 1 is realized as the contact type smart

card, the communication unit 25 is constituted of a

communication control unit and a contact unit so that
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- 16 - and the like. According to the example shown in FIG. 3, in
hierarchies next to the uppermost hierarchy of a master file (MF) 31, a first
EF (key EF) 32, a first OF (DF1) 33, a second DF (OF2) 34 and a third DE'
(DF3) 35 are present. Under the first DE (DF1) 33 and in hierarchies next
to the DF1, a first EF (EF1-1) 36 of the DFl-and a second EE (EF1-2) 37
of the DF1 are present. Under the second OF (DF2) 34 and ir hierarchies
next to the DF2, a first EF (EF2-1) 38 of 10the OF2 and a second EF

(EF2-2) 39.0f the DR2 arepresentand ThesME3Lisipositiongd atithe ontact
uppermost position of the file constitution with respect to various files
storedrirtthetdatamemiery 221 Tiver respettive: Difs(DF1, 45DF2 <l DE3)
are provided corresponding to the applications. Each DF functions as a_ |

folderttspondini tb¥dth appiicatior: fi coREEquertes at leadt fiiet - 17
DFs asmany asde aoplications qig defiged in. Ina,data, memopt.22, £at or

EV is adatafile inw 20actual data is stored. That is, in each EF under

the DEndatasusedsindbe application correspepgingtodhe Dinisstoredol unit
Moreover, as shown in FIG. 3, the EF may be provided in a hierarchy right
understhe IME 31; Therkey FE B2 whoderindiGa Blisa data filelip vitsieh a

key 25(key information) for establishing an access right and the like are
Store&.%%?é%@le?,gefanﬁplﬁg%%%ecgﬁglﬁﬁﬁSﬁt-lW ke i

reader/writer 15, the antenna for transmitting and
receiving the electric waves and the like.

Hereinafter, the first embodiment applied to the
smart card processing system having the above
constitution will be described.

First, the files stored in the data memory 22 will
be described.

FIG. 3 is a diagram showing a constitution example
of the files stored in the data memory 22.

FIG. 3 shows the constitution example of a
plurality of files in which information concerning a
plurality of applications is stored. The file
constitution shown in FIG. 3 is based on items defined
in ISO/IEC7816-4. In the file constitution shown in
FIG. 3, various files defined in ISO/IEC7816-4 are
managed by a tree structure.

As shown in FIG. 3, in the data memory 22, there
are defined the plurality of files having a
hierarchical structure constituted of a master file

(MF), a dedicated file (DF), an elementary file (EF)
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corresponding to the DF include a credit, an ID card, and a reward
system. In the example shown in FIG. 3, as the applications
corresponding to the DFs, an application for X company (e.g., the DF of
the credit 5card for X company), an application for A company (e.g., the
DF of the reward system for A company) apd an application for B
company (e.g., the DF of the reward system for B company) are assumed.
In the file constitution shown in FIG. 3, the applications for X, A 10and B

companiesate proyided with-DFd; 952 @ndiPE3 .seapectivelyn bithis n
case, under the DF1, data used in the application for X company is stored
in theFEE1-13and therEE 12 dMoreevers yndepthehBF2rdatamised imterarchy

application for A company is stored in the FF2-1 15and the EF2-2.
Next, % con&ttStieH exdmple Ot data arfagehietlt iffbrnidtion willbe’2: 2

described. FiE,4 3 a diagram %h%g@%ﬁe genipRexample of the.datg; »y pp

management information. 20Each data in the data mémory 22 is managed

by the data management kfernmationshown inElGE Aest B@AtAaDF1) 33 and
management information 40 is stored in a management region of the data
memary (BFRRRON) 22s Thetfata: manageRitnt irfofmatioh 407is(EF1-1) 36
constituted of a data 25registration number 41, contral inform%g](:)n 42 f\nd

a vacaht fdforP 3. TRE data>RgRtratch nUiber i< datd in Gting 2TC

present. Under the second DF (DF2) 34 and in
hierarchies next to the DF2, a first EF (EFZ—I) 38 of
the DF2 and a second EF (EF2-2) 39 of the DF2 are
present.

The MF 31 is positioned at the uppermost position
of the file constitution with respect to wvarious files
stored in the data memory 22. The respective DFs (DF1,
DF2 and DF3) are provided corresponding to the
applications. Each DF functions as a folder
corresponding to each application. In conseqguence, at
least the DFs as many as the applications are defined
in the data memory 22. Each EF is a data file in which
actual data is stored. That 1is, in each EF under the
DF, data used in the application corresponding to the
DF i1s stored. Moreover, as shown in FIG. 3, the EF may
be provided in a hierarchy right under the MF 31. The
key EF 32 shown in FIG. 3 is a data file in which a key
(key information) for establishing an access right and
the like are stored.

Moreover, examples of the application
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- 18 - the total number of pieces of control information registered in the
management region. The data of the data registration number 41 varies
by addition and deletion of data (i.e., the control information) as a
5management target. The control information 42 is the registered control
information (group). The vacant region 43,is a vacant region in which the
control information can additionally be registered. As shown in
FIG. 4, the control information 42 is 10constituted of data identifier

information 4posetting addressdniprmatien 46eseftable size informatiogard,
47, security condition information 48 and the like. The data identifier
informatiors 454s/imfolnationem . iddicdting axideniifersfopidentifyingG. 3,
data (a data 15row3(.jj;’he data identifier information 45 is used when the
exterRdl apjFaraRie deSRinatES tHePdats SRARNHRE shiarE Eard T redives,

for XATAle. 8 command ta designate na Lispifer ANe £l 2080 creait

access %rget from the reader/wri , the smart card 1 20searches for
the datardentifiersinfesmation, 45 which piatchestthe designated idendifier,

as the data of the
(e.g., the DF of the reward system for A company) and
an application for B company (e.g., the DF of the
reward system for B company) are assumed. In the file
constitution shown in ¥IG. 3, the applications for X, A
and B companies are provided with DF1l, DF2 and DF3,
respectively. In this case, under the DFl, data used
in the application for X company 1s stored in the EF1-1
and the EF1-2. Moreover, under the DF2, data used in
the application for A company is stored in the EFZ-1
and the EF2-2.

Next, a constitution example of data management
information will be described.

FIG. 4 is a diagram showing the constitution
example of the data management information.

Each data in the data memory 22 is managed by the
data management information shown in FIG. 4.

Data management information 40 is stored in a
management region of the data memory (EEPROM) 22. The
data management information 40 is constituted of a data
registration number 41, control information 42 and a

vacant region 43.

The data registration number 41 is data indicating



10

15

20

25

access target. In consequence, the smart card 1 obtains, as the access
target, the data of the data identifier information 45 which matches
the designated 25identifier. The setting address information 46 is
information indicating an address (a head address) on the data - 19 -
memory 22 in which data having the identifier indicated by the data
identifier information 45 is stored. That is, the data of the identifier
indicated by the data identifier information 45 is disposed in the address

on Sthe datamemaryRsindicated: by-the satting addeessinfornation 46.

The settable size information 47 is information indicating the settable size

of therdatasThatsd, the ddta correspending to ¢l control Tiferrdation edn the
be 10set with a variable length in a range defined by the settable size

inforristioh 47 For'exaniple, WHA Tre rangb designdtéd By thé seftasia”
size infoimation 474 not satisfied (€.g.when A willp cammepd oL 1) a5 a

data exceeding the designated range is received), the access to the data

is cangegledyprehibited): ge £ The sesudyconditionrdftormationd84s is the
information indicating security conditions with respect to the data- That is,

the secmitystevditiorr informratiomn4® thcates theoseeility coRdifoNS e
20satisfied when_the data of the control information is %ccessed read o

writteRE EoP exarple, Viheir e Corditiond indiRatBt-by the Secuiri) - ©
conditior-infarmation 48 are, pot satisfied ,the;access ta the.daja is

canceled (prohibited). 25Moreover, in the present embodiment, as the

As shown in FIG. 4, the control information 42 is
constituted of data identifier information 45, setting
address information 46, settable size information 47,
security condition information 48 and the like.

The data identifier information 45 is information
indicating an identifier for identifying data (a data
row). The data identifier information 45 is used when
the external apparatus designates the data. When the
smart card 1 receives, for example, a command to
designate the identifier of the data as an access
target from the reader/writer 15, the smart card 1
searches for the data identifier information 45 which
matches the designated identifier, as the data of the
access target. In conseguence, the smart card 1
obtains, as the access target, the data of the data
identifier information 45 which matches the designated
identifier.

The setting address information 46 is information

indicating an address (a head address) on the data
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security condition information 48, information is stored which indicates
whether or not to execute an - 20 - abnormal data confirmation command
described later (or an abnormal data update command). As to the data
which is not subjected to data update from the external apparatus even in
the case of data abnormality, the security fgndigon information 48 is set
so that the execution of the abnormal data conformation command is not
allowed. For example, as to data which prohibits any data update on any

condifien,dhe segutity canditionsigformation 68 isiset se that tihre exegutioncated
100f the abnormal data confirmation command is not lowed. However,
unlikéoyornhal d#da apddte; thef abmornme] dater bpdate Commard describedlhat
later is a command to be executed only when the security conditions

descried 1515t A& safisfieds Thagist e abnorfit dafpdiate the data

processing described later Is progessing to,be exgeuted oply WAIE » 44055 on
security properties are acquired. In consequence, even the data to allow

the exacutign ©f the abrermal data confirmation camemasd bythe saeurdly s
20condition information 48 is assumed to have high security properties of

the dataformEsriexamiple, as to data which is to be held as it is in a case
of data abnormality (an error state), the security condition information set,

so that the 258Recifliohdt tfie SbAGrMA PE 2bhfthation command € hiot™

allowed, and.as o data which isjo,be rawritten-intg conggt data iptie 55 the

case of the data abnormality
data corresponding to the control information can be
set with a variable length in a range defined by the
settable size information 47. For example, when the
range designated by the settable size information 47 is
not satisfied (e.g., when a write command of the data
exceeding the designated range is received), the access
to the data is canceled (prohibited).

The security condition information 48 is
information indicating security conditions with respect
to the data. That is, the security condition
information 48 indicates the security conditions to be
satisfied when the data of the control information is
accessed (read or written). For example, when the
conditions indicated by the security condition
information 48 are not satisfied, the access to the
data is canceled (prohibited).

Moreover, in the present embodiment, as the
security condition information 48, information is

stored which indicates whether or not to execute an
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- 21 - (the error state), the security condition information 48 is set so that
the execution of the abnormal data confirmation command is allowed.
Next, a constitution of the data will be 5described. FIG. 5 is a diagram
showing a data format controlled (set) by the above control information.
As shown in FIG. 5, data 50 is constituted-qf data length management
information 51 and a data portion 52. 10The data 50 shown in FIG. 5 may
be the whole data file or a record in the data file. The data length

managementinforpation:-51 is headardafopnation of thesdatapand isster (or
information indicating the size of the data portion 52 or ftc like. The data
portionrs 2iisred I Bddtadnain budjedfehe darand) In the copstitiforfiata which
example shown In FIG. 3, in the data portion 52, \%Eluralit of data row

53 (53K, 558) CAPBE Sidtad  tHa 'exaltpié Shovid THFIG 5, The dhts

rows éﬁ@ﬂ‘&%@ ate.stored in the data. 2Qportion 52.,Fach daia row 53ne
(53A or 533) comprises an identifier 55 (55A, 55B), a length 56 (56A,

563), astual data 26{BifA,12%2) antldata validitydhanagementinfarimationhe
58 (58R, 585). The identifier 33 is information for identifying .
25theatsta voWS3 if Thé ate BOOTHE idefdifier 55 formation command 1s

not allowed. For example, as to data which prohibits
any data update on any condition, the security
condition information 48 is set so that the execution
of the abnormal data confirmation command 1s not
allowed.

However, unlike normal data update, the abnormal
data update command described later is a command to be
executed only when the security conditions described
later are satisfied. That 1is, the abnormal data update
processing described later is processing to be executed
only while security properties are acquired. In
consequence, even the data to allow the execution of
the abnormal data confirmation command by the security
condition information 48 is assumed to have high
security properties of the data.

For example, as to data which is to be held as it
is in a case of data abnormality (an error state), the
security condition information 48 is set so that the
execution of the abnormal data confirmation command 1s
not allowed, and as to data which is to be rewritten

into correct data in the case of the data abnormality



10

15

20

25

the information which is unique to each of the data rows 53. The length 56

is information indicating the - 22 - size of the actual data 57. That is, the
data continued from the length 56 and having a data length indicated by

the length 56 is the actual data 57 in the data row 53 identified by the
identifier 55. 5The actual data 57 is the enfily (the main body) of the data

in the data row 53. That is, when the identifier 55, the length 56 and the

data validity management information 58 are the management

information efithercasrespondingrdata sow,theentih d0efithe datef o rmation
managed by the management information is the actual data 57. The

data ¥&lidity managemeheinforhrationr 8us e nfahage menp ifehdtion? -2

for confirming the validity of the data row. The data validity management
infornTaibiT 1858 ?soﬁke%?%}a%rﬁﬁe;%%%éw tife’ validity of the data row is

confirmed bythe exclusive, OR of,theddenfifier,Jength-and,actyal data or
the like, Next, a procedure of the access to the above data will be
describes- 206#48t, the procedure of the access as normal
FIG. 5 1s a diagram showing a data format
controlled (set) by the above control information.
As shown in FIG. 5, data 50 is constituted of data
length management information 51 and a data portion 52.
The data 50 shown in FIG. 5 may be the whole data file
or a record in the data file. The data length
management information 51 is header information of the
data, and is information indicating the size of the
data portion 52 or the like. The data portion 52 is a
data main body of the datsa.
In the constitution example shown in FIG. 5, in
the data portion 52, a plurality of data rows 53 (534,
53B) can be stored. In the example shown in FIG. 5,
the data rows 53A and 53B are stored in the data
portion 52. FEach data row 53 (53A or 53B) comprises an
identifier 55 (55A, 55B), a length 56 (56A, 56B),
actual data 57 (57A, 57B) and data validity management
information 58 (58A, 58B).
The identifier 55 is information for identifying
the data row 53 in the data 50. The identifier 55 is

the information which is unique to each of the data

rows 53. The length 56 is information indicating the
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Processing of the data will be described. FIG. 6 is a diagram for
schematically explaining a communication procedure of the smart card 1
and the reader/writer 15 in a case where the smart card 1 23performs the
normal processing. As shown in FIG. 6, on receiving a reset signal
from the reader/writer 15, the smart card 1 seturns an - 23 - ATR signal to
the reader/writer 15. The reader/writer 15 which has received the AIR
signal from the smart card 1 successively transmits various transact.-

comraands (arigns copmandsinetiding. a demandifer then2aceess to the
data). In response to these transaction commands, the smart card 1

executes tvanioas typestofprecéssimfinching theeonitrod of daataccessgth
When the processing normally ends, the smart card 1 transmits a

respdﬁé@%ﬁéﬁbﬁﬁn&YhetH@rn}ﬁ%ﬁﬁhan%ﬁth%sl&a{b%eﬁ&gBf’l&bﬁjﬁ'ﬁf‘aﬁ?f o™ the
. f%%dsngg%f 15 id%\%’ﬁ@@%Qu@qgf theaccess inthecase of the

occurrence of an error (the abnormality) in the processing of the data will
be describedthe actuklGdaisa diagiamifaesehematically explainingbody)
15the communication procedure of the smart card 1 and the reader/writer
15 in afcaseewherectheupdate erdeofidata veeursiinalie Sfartéerd 15he

identifier 55, the length 56 and the data validity
management information 58 are the management
information of the corresponding data row, the entity
of the data managed by the management information is
the actual data 57.

The data validity management information 58 is the
management information for confirming the validity of
the data row. The data validity management information
58 is used, for example, when the validity of the data
row is confirmed by the exclusive OR of the identifier,
length and actual data or the like,

Next, a procedure of the access to the above data
will be described.

First, the procedure of the access as normal
processing of the data will be described.

FIG. 6 is a diagram for schematically explaining a
communication procedure of the smart card 1 and the
reader/writer 15 in a case where the smart card 1
performs the normal processing.

As shown in FIG. 6, on receiving a reset signal

from the reader/writer 15, the smart card 1 returns an
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As shown in FIG. 7, the smart card 1 receives the reset signal from the
reader/writer 15, and returns the 20ATR signal to the reader/writer 15. The
reader/writer 15 which has received the ATR signal from the smart card 1
successively transmits various transaction commands (various command
including the demand for the access to the data). 25It is assumed that an
error occurs in the processing of the data update command among the
transaction commands. For example, in a case where the - 24 - supply of

the pgwer frogy the regderwriteri-is forcibly stopped duking dataspdate: cer
processing (a case where the smart card 1 is extracted from a
predétermimedrproeessirgrpasition ontheéilike) saweror dccurs imthesdatat
update of the smart card 1. For example, when the update processing of

the dSEEROW 58RSRBRAIH FHE. 1SN EfF o Bihenthe TERTTAG Of tHe
actual data >7A is halfway, discoptinyed), the actual data 574 indigates an ;.
abnormglfnvaﬂ i L%i'o f

ue. In this 10case, the abnormal state of'the data row 53A is
judgegdayethe eenfirmatien efthe validity hased o8 the data validityansaction
management information. When the reset signal is received again
from thewresges/writdrel Ssafterthe dcduirense ofitheseriorindbtha daas of
update, the smart card 1 returns the ATR signal_to the reader/writer 15.

The reag&fritet 45 cH Aas Fellited the ATR SignalFo fsmare  Then
card 1 gycgessively transmits various trapsaction.commands. (yagioys

commands including the demand for the access
transmits a response indicating the normal end and the
absence of abnormality to the reader/writer 15.

Next, a procedure of the access in the case of the
occurrence of an error (the abnormality) in the
processing of the data will be described.

FIG. 7 is a diagram for schematically explaining
the communication procedure of the smart card 1 and the
reader/writer 15 in a case where the update error of
data occurs in the smart card 1.

As shown 1in FIG. 7, the smart card 1 receives the
reset signal from the reader/writer 15, and returns the
ATR signal to the reader/writer 15. The reader/writer
15 which has received the ATR signal from the smart
card 1 successively transmits various transaction
commands (various command including the demand for the
access to the data).

It is assumed that an error occurs in the
processing of the data update command among the

transaction commands. For example, in a case where the
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20to the data). On receiving such transaction commands, the smart card 1
notifies the reader/writer 15 of a response indicating that the previous
transaction processing does not normally end (a response indicating that
the abnormality is oresen On receiving, from the smart card 1, the
response indicating that the previous Lranﬁactiog processing does not
normally end, the reader/writer 15 transmits - 25 - the abnormal data
confirmation command to demand the confirmation of the

presencgfabsenee of the,abparmal data.{2n receidny the abnormal data
confirmation command, the smart card 1 performs processing to judge
whetheror ot thes atacatohatmalitywisdaresentrial @eaeh datacrows Stoged in case
the data memory 22. In a case where the data row having the data

abnoMA&Ikg i<fotndr e siiafttatd 1 frdishhikCicctherealewriter 15, a

response including the identifier indicating the data Qro l%a ing{é e data
abnoprﬁaﬁltﬁ Sﬁr?géleeian the informati ngﬁld;%c%%ﬂg]?hei entifier opthe

abnormal data,dhe reader/writer dsprocgssesdhe dataowhavingdhed 1.
abnormal data. For example, in a case where the information to be stored

15in the datx amamery 2thefthersmantdaikl isrmanaged pyafsupgetiofata row
apparatus (e.g., the information center 6 or the smart card grocessin

apparatis 26 tRe TBadefuriter 135 1t i€ 1 8 cast WHere e E8Wg&tt ing of
data to,he writen in the-dataypwiiydged to,8¢ 20anormal i manaoed by

the superior apparatus, the
actual data 57A indicates an abnormal value. In this

case, the abnormal state of the data row 53A 1s judged
by the confirmation of the validity based on the data
validity management information.

When the reset signal is received again from the
reader/writer 15 after the occurrence of the error in
the data update, the smart card 1 returns the ATR
signal to the reader/writer 15. The reader/writer 15
which has received the ATR signal from the smart card 1
successively transmits various transaction commands
(variocus commands including the demand for the access
to the data). On receiving such transaction commands,
the smart card 1 notifies the reader/writer 15 of a
response indicating that the previous transaction
processing does not normally end (a response indicating
that the abnormality 1is present).

On receiving, from the smart card 1, the response
indicating that the previous transaction processing

does not normally end, the reader/writer 15 transmits
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reader/writer 15 receives, from the superior apparatus. the correct data to
be written in the data row judged to be abnormal. On receiving the correct
data to be written in the data row judged to be abnormal, the
25reader/writer 15 transmits, to the smart card 1, a command indicating
that the data row judged to be abnormal isypdated with the correct data
(the abnormal - 26 - data update command which is different from a usual
data update command). On receiving the abnormal data update

command, the, smatticard d-performs proeessing e Mpdatedhe qemand the
5designated data (the abnormal data) into the correct data. When the

updatecot fhe-dataicorresporicingotodthe mbadenakdata uptlateheormbmandma 1
is normally completed, the smart card 1 transmits a response indicating

the uptiié confpletictrd tRéteadéifvite R P65 AecSaingy toXheé 10aBGve "
processing, in the smart card 1 and the smart_card system, it is possiple to
Cocurchy Eunfith dhd Batd Bbrior eIty Jomaalat by ths orseis L3 B8 Sucge

discoptinuance of the,processingJn the datarupdate pracessingsent in each
Furthermore, in the smart card 1 and the smart card 15system, it is

possiblette updates intoghie torrebkedata ttherdate iy which thérdata case where
abnormality has been confirmed. Next, the above abnormal data

confiriiafioA Tbfmartd Al BE UeSBfbeth DBFIETE 14 tidgfamshbdiigla the

ConSﬂgﬁg%%?§§¥¥§e1 transmits, to the reader/writer 15, a
response including the identifier indicating the data
row having the data abnormality.

On receiving the information indicating the
identifier of the abnormal data, the reader/writer 15
processes the data row having the abnormal data. For
example, in a case where the information to be stored
in the data memory 22 of the smart card 1 is managed by
a superior apparatus (e.g., the information center 6 or
the smart card processing apparatus 2) of the
reader/writer 15, that is, in a case where the correct
data to be written in the data row judged to be
abnormal is managed by the superior apparatus, the
reader/writer 15 receives, from the superior apparatus.
the correct data to be written in the data row judged
to be abnormal. On receiving the correct data to be
written in the data row judged to be abnormal, the
reader/writer 15 transmits, to the smart card 1, a
command indicating that the data row judged to be

abnormal is updated with the correct data (the abnormal
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of an abnormal data confirmation command 60. The abnormal data
confirmation command 60 shown in FIG. 8 is a telegraphic instruction
message in a case where the reader/writer 15 instructs the smart card 1
25to confirm the abnormal data as described above. The abnormal
data confirmation command 60 is constituted of.a command header
portion 61 and an Lc portion 62. Furthermore, the command header
portion 61 is constituted of a command class (CIA) 63, an instruction (INS)
64, adisstzparameter (RhH5andva second pdranfeter (R2) BoBimthesual
CLA 63 and the INS 64, information indicating that the command is the
abnoffadledata €hfirfiafBiresthmand is stored. In the CLA 63 and the
INS 64, cod% information assaqciated with the a

bnormal data.confir té% tn
command is s%or%%?%%%lgu eofatﬁg(ﬁ)%al da£ &gt C% ! ©

mart car lul?as a ?UFIC'[IOF] of

judging,that the cade infarmationsindhe ClA 63 anddhe NS 64 iskhe
abnormal data confirmation command. Such a function is realized, when
the CRLE2hexeedtesdhe pragranestorediinlthe pregrammmentdry 2dorrect
15The first parameter 65 and the second parameter 66 are information

indicatbthe PHrametets of BR&BnStnat datd ebrfirmatioR SBRManE =° the
For example, i'lth%@rﬁitcf%%lrn arq:eetercg%gg&h% §eﬁ%r%%8%r?§‘eé|8¥n?a§’et98d, the

parameter is Stored'w icates a range as an 20abnormal da

confirmation takget in awcase where the rangeas theiaknaraal datache update
confirmation target is limited. In the Ic portion 62, there is stored
informatioplindicating the: lengtteefihe data irea chBe whets tHeddard o the

attached to the command. However, in 25the presen e{nbodément, an
data iEPet ttacRéEfSthed, 1n the smart car and the smart

card system, it is possible to securely confirm the
data abnormality generated by the forced discontinuance
of the processing in the data update processing.
Furthermore, in the smart card 1 and the smart card
system, it is possible to update, into the correct
data, the data in which the data abnormality has been
confirmed.

Next, the above abnormal data confirmation command
will be described.

FIG. 8 is a diagram showing a constitution example
of an abnormal data confirmation command 60.

The abnormal data confirmation command 60 shown in
FIG. 8 is a telegraphic instruction message in a case
where the reader/writer 15 instructs the smart card 1
to confirm the abnormal data as described above.

The abnormal data confirmation command 60 is

constituted of a command header portion 61 and an Lc
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abnormal data confirmation command 60. FIG. 9 is a diagram snowing a
constitution example - 28 - of response data 70 with respect to the
abnormal data confirmation command 60. The response data 70
shown in FIG. 9 is a telegraphic response message output from the smart
card 51 to the reader/writer 15 after executing the processing with respect
to the abnormal data confirmation command from the reader/writer 15.
The response data 70 is constituted of a data portion. 71, a first status
codey2raricha seeond statis eede 73, Inttithe dateapartionadsr portion 61
information indicating the identifier of the abnormal data is stored. In the
statug 8oges 72 andtE3! théreds etsrea acodetindicating that the a1
response data 70is inform tiog Which og_ifiecs the data fow ju

dtob .
the aBASIAAT5 AT a¢ i ‘abhormal dataconfifmation result. ¥ ?G%T(? N

is a dgaqug%sl%fyngg@t(&nsqiwipn@g(ample of an abnormal data update
command 80. The abnormal data update command 80 shown in FIG. 10

is a telegraphic imstsuctioh rigssage indecaliNg 20that the ceaderivwriter 15
requests the smart card 1 to execute the abnormal data update

procesaitgToF updatiitpihedeta FRIGERND Havetthe R abRGrmAIRY fhto

thec%%%?f%%%€§£§sgw%%£% 0%% stored. In the CLA 63 and the

INS 64, code information associated with the abnormal
data confirmation command is stored. The CPU 21 of the
smart card 1 has a function of judging that the code
information in the CLA 63 and the INS 64 1is the
abnormal data confirmation command. Such a function 1is
realized, when the CPU 21 executes the program stored
in the program memory 24.

The first parameter 65 and the second parameter 66
are information indicating the parameters of the
abnormal data confirmation command. For example, in
the first parameter 65 and the second parameter 66, the
parameter is stored which indicates a range as an
abnormal data confirmation target in a case where the
range as the abnormal data confirmation target is
limited. 1In the Lc portion 62, there is stored
information indicating the length of the data in a case
where the data is attached to the command. However, in
the present embodiment, any data 1s not attached to the
abnormal data confirmation command 60.

FIG. 9 is a diagram showing a constitution example
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The abnormal data update command 80 is constituted 250f a command
header portion 81, an Lc portion 82 and a data portion 83. Furthermore,

the command header portion 81 comprises a command class (CLA) 84,

an - 29 - instruction (INS) 85, a first parameter (P1) 86 and a second
parameter (P2) 87. In the CLA 84_andhthe INS 85, information

indicating that the command is the abnormal data update command is
stored. In the CLA 84 and the INS 85, code information associated with

the abmorraaidata ¢ipdatescoromanetis stored cthe EPth21 ebthersmartdata
card 1 has a function of judging that the code information in the CLA 84

and the NS85 isitha abpormalrd4ta update 10command. Such a function

is realized, when the CPU 21 executes the program stored in the program
memory 24. 118 t6 DRSS t ttﬁez n%%]‘%a“( datd up%gt'e (r:%orﬁr%aaﬁd is a

Com@%ﬂdegﬁff%%@é rom datasupdate command: Iherefore. coder card

information”which is 15different from the usual data update command is
defined withuespeeidiad¢he abnarmnalldata fipdateccommandgThé&rst
parameter 86 and the second parameter 87 are information indicating the

pararRétefs o tHedabhormal BakeGpdate coifmard: Farekafilé in the

20first parameter 86, there is stor NP-Iqaindicati EF as a dat gile in
. } . Th
which” Iagd: Ir“oa\‘/\ll[‘%lgrfhec a ngrnrr(?al data UE gtert%?gge%?s%t%%e%ﬁ\/lgreover, ©

in the secopd parameterf7, an idgntifier indieatingrthe data tow@sw@ion 71, a
rewriting target is stored.

first status code 72 and a second status code 73. In
the data portion 71, information indicating the
identifier of the abnormal data is stored. 1In the
status codes 72 and 73, there is stored a code
indicating that the response data 70is information
which notifies the data row judged to be the abnormal
data as an abnormal data confirmation result.

FIG. 10 is a diagram showing a constitution
example of an abnormal data update command 80.

The abnormal data update command 80 shown in
FIG. 10 is a telegraphic instruction message indicating
that the reader/writer 15 requests the smart card 1 to
execute the abnormal data update processing for
updating the data judged to have the data abnormality
into the correct data as described above.

The abnormal data update command 80 is constituted
of a command header portion 81, an Lc portion 82 and a
data portion 83. Furthermore, the command header

portion 81 comprfses a command class (CLA) 84, an
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25In the Lc portion 82, information (Lc) indicating the length of the data
attached to the command is stored. In the example shown in FIG. 10,
the-data of - 30 - the whole data row to be updated is attached to the data
portion 83 of the abnormal data update command 80. That is, the data
stored in the data portion 83 is the data (identifier + length + normal actual
data) of the 5 whole data row to be updated. In the Lc portion 82,
information indicating the length of the whole data stored in the data

portion-83 issterask (1NsFIGs11 is ardingtarp shawiga conpstituian and a
example of response data 90 with respect to the 10abnormal data update
comnsawb80. paThegesponseZdatd 90 shown in FIG. 11 is a telegraphic

response message outgut from the smart card 1 tg the reader/wrijter 15

after executihf thé Processiy With réspect tthd Hbrnormar Bata Update
15command.80 fgm ihereaflerWier 13, THE resRonss AR 0 i8ara update

constit t status code 91 and a second status code 92. The first
status-erde. 94 and tbe sesand status bede 92 age infarmatien indicating code
the update result of the abnormal data with respect to 20the abnormal

data uptareBemimend 80°oFdEEREMpletWheh the provessihgds tipdariate

the data row into the normal data is co etgﬁl, c%det%indiscrgtigg thceard 1 has
completBABt the tpdafe s the abhdrmialdata are stored i the status

codes,9%gnd 92.0f the respense,data 90. 2BNext,abnorwraldaldion in the

confirmation processing executed in response to the abnormal data

confirgiation £omdand £0Tassdescribed Eheve wilb be desddlied impdate
command. Such a function is realized, when the CPU 21
executes the program stored in the program memory 24.
It is to be noted that the abnormal data update command
is a command different from a usual data updaﬁe
command. Therefore, code information which is
different from the usual data update command is defined
with respect to the abnormal data update command.

The first parameter 86 and the second parameter 87
are information indicating the parameters of the
abnormal data update command. For example, in the
first parameter 86, there is stored EF-ID indicating EF
as a data file in which a data row as the abnormal data
update target is stored. Moreover, in the second
parameter 87, an identifier indicating the data row as
a rewriting target 1is stored.

In the Lc portion 82, information (Lc) indicating
the length of the data attached to the command is

stored. In the example shown in FIG. 10, the data of
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- 31 - detail. FIG. 12 is a flow chart for explaining a flow of abnormal

data confirmation processing. It is to be noted that each processing shown

in FTC. 12 is, for 5example, a function realized by executing the program
stored in the program memory 24 by the CPU 21. In a case where the

CPU 21 of the smart card 1 receives the cggnmand from the reader/writer

15, the CPU confirms the CLA and the INS in the command header

10portion to judge the contents of the received command. Here, the CLA

and INBdnithe comiaanrd beaderpastiomplithe=receedtcominand are the
code information indicating the abnormal data confirmation command 60.

That g2 ite makticaird A hasfretbivedthe BbAdrmaltdatt R SesfirAftoand 80.

command 6Q (step,811). When the CPU 21 receives the abnormal . i
data C ﬁm]aéi()n%%?nrégﬁﬁ 60, the ek § adf?rgfa piggé: of gcr)lnt?;o%l s the
infornaation 42 #1)-from the data.mapagementipfarmation storeddn the, ¢ the
management region of the data 20 memory 22 (step S12). On reading the

first piecelef control indermatidned 2;thie CGRU 21 Tead$,cout to therwarking 2,
memory 23, the identifier 55, the length 56, the actual data 57 and the

data valitiytaragemertifforhaforn 58 astheWwhaé daberowisde data

corresspcoonrdirég gStot he c n%ré)l in(f)or‘rc'nlatirg)n8 l:l)asses an the setting
address Tiformation 48 in the réad control information if?g'tep 813). - 32

: FIG. 11 is a diagram showing a constitution
example of response data 90 with respect to the
abnormal data update command 80.

The response data 90 shown in FIG. 11 is a
telegraphic response message output from the smart card
1 to the reader/writer 15 after executing the
processing with respect to the abnormal data update
command 80 from the reader/writer 15. The response
data 90 is constituted of a first status code 91 and a
second status code 92. The first status code 91 and
the second status code 92 are information indicating
the update result of the abnormal data with respect to
the abnormal data update command 80. For example, when
the processing to update the data row into the normal
data is completed, codes indicating the completion of
the update of the abnormal data are stored in the
status codes 91 and 92 of the response data 90.

Next, abnormal data confirmation processing
executed in response to the abnormal data confirmation

command 60 as described above will be described in
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On reading the whole data row 53 onto the working memory 23, the CPU

21 performs predetermined calculation for confirming the validity of the

data with respect to the identifier, length and actual data 5in the data row
(step S14). This calculation is calculation (error check calculation) for
calculating a value to be compared with the data validity management
information. The contents of this calculation are not limited to a specific
system. For example, the above 10calculation may be AND calculation of

all theelatd, lexclusive OR (MR) calculation or CRC calculation. When the
above calculation is completed, the CPU 21 compares the value

calculated by tfe abévé Tarufation illia vakRfreadrotf 48 ¢ datal 10w of

validity management 15information, in the data row, to udgeﬂhether r
Q& 3 . % be
not bo nt%ren{/ga ué%1 r%aee%ggc 16{?188—? ](gt%p%a%ies T g case Whlesreﬁ’t IS

judged as the-result of the above-camparisonthat bathrthe valuesinatcho r
each other (the step 515, YES), the CPU 21 judges that any data

20abnaermality js Rotfpresentdn the datezoiv borresporidingto théeontrolram
information. In this case, the CPU 21 judges whether or not the next

contr8lGAftfatitn i€ Hrésent (t8p BIBF TV isjldged bRsed 6N, for -
example, the data egisraiion pumber et ine 25pymber o . ieces o

the read control information Wﬁether or not the next control information is
presept.dn d,ease-wherasihisjndoed thatihe nextepntrol 33+ 15, the CPU

information is present (the step S16, YES), the CPU 21
confirms the CLA and the INS in the command header
portion to judge the contents of the received command.
Here, the CLA and INS in the command header portion of
the received command are code information indicating
the abnormal data confirmation command 60. That is,
the smart card 1 has received the abnormal data
confirmation command 60 (step S11).

When the CPU 21 receives the abnormal data
confirmation command 60, the CPU reads a first piece of
control information 42 (#1) from the data management
information stored in the management region of the data
memory 22 (step S12). On reading the first piece of
control information 42, the CPU 21 reads, out to the
working‘memory 23, the identifier 55, the length 56,
the actual data 57 and the data validity management
information 58 as the whole data row 53 corresponding
to the control information 42 based on the setting
address information 46 in the read control information

42 {(step S13).
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reads the next control information from the data management information
(step S17). On reading the next control information, the CPU 21 returns to
the step 313 5to repeat the execution of the above processing. Moreover,
in a case where it is judged that the next control information is not present
(the step 316, NO), the CPU 21 transmitsztp the reader/writer 15,
response data (the telegraphic response message) in which the 10status
code indicating that execution conditions are incomplete is set.

Moreover, ima case auhese itris judgetasitheaesultzobthecabovethe working
comparison that the value calculated by the above calculation does not
matcheie 18valae of fite 8EA validity Afanapeniert #FomratdiEGhe step

315, NO), the CPU 21 judges that the data abnormality.is Present in the
data F6Ww cOrraSpHuing fo tHe Controt iHformation™ nlﬁ%wl%st Xaéje%, tgé%lﬁ%ta

21 copfirms basgd op the security copditiondpformation A820in the ual data
control information 42 whether or not the abnormal data confirmation
command 66 canthe executed-with ségpect td'thesdatatfowl5X ion is
corresponding to the control information 42 (step S20). For example, ina

case Where e aprorhfal Bata E6rihativh Conthiand 60 2BwittrreSpedt-1ng @

to the data row cannot be executed (the 520, the execution is not
allowéd). e %%f??l?%ﬁ%%t%%towthg}l V315 gata g??hlglgﬁ manag%ment

€ reader/writér 1 e response

- 34 - {the telegraphic respansednessage) ¥ whichdhe status £oden are not
indicating security abnormality is set (step 321). Moreover, in a case

where. thel exetution of theealhifdrmal dataewonfirBratior canmmeand B0avidibove
respect to the data row is allowed (the step 520, the execution is allowed),

the CPYULS tedotaE iRde RBIKING nemony'23: Warrﬁgti&%%d%?inﬂatﬁg)t’

(he PIOgESHINg YUt jesheehin the, AONOMNA dlpta forfitnation eramand

(i.e., the abnormal data confirmation processing) is normally
When the above calculation is completed, the CPU 21
compares the value calculated by the above calculation
with a value read out as the data wvalidity management
information in the data row, to judge whether or not
both the values meet each other (step S15).

In a case where it is judged as the result of the
above comparison that both the values match each other
(the step S15, YES), the CPU 21 judges that any data
abnormality is not present in the data row
corresponding to the control information. In this
case, the CPU 21‘judges whether or not the next control
information is present (step S16). It is judged based
on, for example, the data registration number and the
number of the pieces of the read control information

whether or not the next control information is present.

In a case where it is judged that the next control
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10completed (step S22). This information recorded in the working memory
23 (the information indicating that the abnormal data confirmation
processing has normally ended) is held until at least the abnormal data
update command is executed as described later. This is 15because the
normal end of the abnormal data confirmatign processing is the execution
condition of the abnormal data update processing described later.

When the information Indicating the completion of the abnormal data

confirmationprecessing isrecorded Qiprthe warking memers23, thaCRUU 21
21 records, in the working memory 23, a head address of the data
memary2Bsintiekich ¢bes idemtifierdf the Uatasdw i stbredhas tive Heaad:
address of the data row in which it is judged that the data is abngrmal

(step.@??.%nfd?é%%ﬂrbn%%%a%lgddr(_e_sg?ec%?&éi&fhgthghe next
working memory. 23 e GRUZL reads outheidentier of thedatagott o 513

which has been judged to have the data - 35 - abnormality. On reading

the ideagtifierof the data rove whichhaskeempidged-te have thesdatag .
abnormality, the CPU 21 sets, in the data portion 71, information
indicafingehe ddentifier of thesdata iewshavihgithe Bkt dbhdmtality,cariee <t
transmits, to the reader/writer 15, the response data (the telegraphic

responiSE niessaBy 76T which the Statts TodEShdicatimy thiat te >+ °7 MO/

222;“9?13& data;confirmaion processing has nommallyonded.is,set {Stepesponse
.data (the telegraphic response message) in which the
status code indicating that execution conditions are
incomplete 1s set.

Moreover, in a case where it 1s judged as the
result of the above comparison that the value
calculated by the above calculation does not match the
value of the data validity management information (the
step S15, NO), the CPU 21 judges that the data
abnormality 1s present in the data row corresponding to
the control information. In this case, the CPU 21
confirms based on the security condition information 48
in the control information 42 whether or not the
abnormal data confirmation command 60 can be executed
with respect to the data row 53 corresponding to the
control information 42 (step S20). For example, in a
case where the abnormal data confirmation command 60
with respect to the data row cannot be executed (the
step $S20, the execution is not allowed), the CPU Z1

transmits, to the reader/writer 15, the response data
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10Next, the abnormal data update processing executed in response to the
abnormal data update command 80 as described above will be described
in detalil. FIG. 13 is a flow chart for explaining a flow of abnormal data
update processing. It is to be noted 15 that each Processing shown in
FIG. 13 is a function realized, for exarpplc—:‘3 When the CPU 21 executes the
prodram stored in the program memory 24. When the CPU 21 of the
smart card 1 receives the command from the reader/writer 15, the CPU

confirms, the- 20CLA andithe NSIp.the caaurangtheaderportion tojpdgeatus
the contents of the received command. Here, it is assumed that the CIA

84 anchihe INGI85 irt thescommandtheaglen pontiohi8lyofithe seteivedepr S21) .
command are code information indicating the abnormal data update

command 2580 STH4t is, the stharfcard T Ras r&%ﬁe%ﬁﬁ@%%%?malfd&ge
“pdagbgggzms d%%@%%%%%%%g he P21 receives the abnormal .,

data up £36 - command 80, U 21 first judges whether or not

the abnermal-data-genfirmationgesamand hasngsmally ended (sfiepS32).on is
This judgment is executed by confirming a response situation with respect

to thezdbnoretdl dataheorifitkhalibn cemmmdsd. Whehltise ebove abnaigistry 23,
data confirmation processing has been performed, the information,

indicatingthEEthEAbridihaf 8t Eontiimatibh Prate’sighaindhmaty T ¢SPect
e”degfgs f@ﬁgfda%%@ﬁtag working memery 23, Therefore the CRY 21 pe

10confirms the information stored in the wo king memory 23 to confirm

whetheses Res thesabnrorsal gataneenfirmationprecassing has endedh11y
completed (step S22). This information recorded in the
working memory 23 (the information indicating that the
abnormal data confirmation processing has normally
ended) is held until at least the abnormal data update
command is executed as described later. This 1is
because the normal end of the abnormal data
confirmation processing is the execution condition of
the abnormal data update processing described later.

When the information indicating the completion of

the abnormal data confirmation processing is recorded
in the working memory 23, the CPU 21 records, in the
working memory 23, a head address of the data memory 22
in which the identifier of the data row is stored as
the head address of the data row in which it is judged
that the data is abnormal (step S23). Furthermore,
based on the head address recorded in the working
memory 23, the CPU 21 reads out the identifier of the

data row which has been judged to have the data
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The step 532 is processing to judge the execution conditions of the
abnormal data update processingln 15the present embodiment, the
normal end of the abnormal data confirmation command is assumed as
the execution condition of the abnormal data update processing. However,
the execution conditions of the abnormal data update processing are not
limited to the above example 20as long as security properties with respect
to abnormal data update (e.g., the update of the data which cannot be

updated,with, a usyal datg. Lpdate cammand) capbe;acauiredsFehe data row

example, the abnormal data update processing may be executed on an
executiohctonditioro2sthat) thécalehormahdata cdnfirmation eommardlhasy, the
just normally ended. In this case, only in a case where the abnormal data
updatefébmirhafié i$reckived fomthé PI7Leiermal appafatagatLion

immediately after the 'external apparatus is-notified of the normal end of
I th
the abﬁ]o%rlnga?%:éflagcgr%ﬁmja%%ﬁ%&%rﬁgn&%hgtré%ngﬁ%gl &a?gr&f)%g%eng ©

procegsipg is stastedh pin-g casawvhere ifdsjudged:as thedesulhgbWiSiriter
confirmation that the abnormal data confirmation processing has not been
executéd (thesste 5827NO)dthecCRUI]. transmits; 1o the resslernsiter

15, a telegraphic response message in which a status code 1_0indi.cating|C

that c@ﬁ&iﬁéﬁ@bﬂ&&mw@&@ﬁﬁ&ﬁatus code indicating that

the abnormal data confirmation processing has normally
ended is set {(step S24).

Next, the abnormal data update processing executed
in respdnse to the abnormal data update command 80 as
described above will be described in detail.

FIG. 13 is a flow chart for explaining a flow of
abnormal data update processing. It is to be noted
that each processing shown in FIG. 13 is a function
realized, for example, when the CPU 21 executes the
program stored in the program memory 24.

When the CPU 21 of the smart card 1 receives the
command from the reader/writer 15, the CPU confirms the
CLA and the INS in the command header portion to judge
the contents of the received command. Here, it is
assumed that the CLA 84 and the INS 85 in the command
header portion 81 of the received command are code
information indicating the abnormal data update command
80. That is, the smart card 1 has received the
abnormal data update command 80 (step S31).

When the CPU 21 receives the abnormal data update
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data update processing are not satisfied (the execution conditions are
incomplete) is set (step 533). Moreover, in a case where it is judged by
the above confirmation that the abnormal data confirmation 13processing
has been executed (the step 532, YES), the CPU 21 confirms whether or
not the data row designated by the rec_eiv%dFabQormal data update
command (i.e., the data row as the target of the abnormal data update
processing) is valid (step S34). That is, in the 20processing of the step

534, the. RU21seompatesthg idantifier.of the data rowstared in the dafa e

portion of the received abnormal data update command with the identifier

of theziata rewjudged: ta-bave thedata abnormality. byske abnomial gatamded
confirmation 25processing-. In the above abnormal data confirmation
processirgPinforationtindicalig giecead sl eSS o e idehtifierof.tHeing 2

data row judged to have the data, - 38 - abnormality is recorded in th
o e B e S e L e AR ar e

data rowjedged tq bave thedata abnproality, baged,on the,headhaddressa
recorded in the working memory 23. That is, the CPU 21 judges whether

or notdthe fead identifiep matelwesithe idertifies storee nttherdata pottion of
the abnormal data confirmation command. In a case where it is judged

by thel&BGVERiBGATENt Rt TRE idehtifierdf thesdata Tew iidgedad have

the 10 data.abnormality does not.match the identifier stored,in the dat
as norm g% de§3§%“£%corded

. CconLlrmatlion cessin a en
portion 0]? ea normalpdra?a conf}rn?atlon comman l¥1e step

the CRY 21kanspits. 19 thereaderhwiter tpdesponse datadthery 21
telegraphic response message) in which the status code indicating 15that
the abrorrhakdatatiisdate provessingris aovakowed the working memory

23 to confirm whether or not the abnormal data
confirmation processing has ended.

The step S32 is processing to judge the execution
conditions of the abnormal data update processing. In
the present embodiment, the normal end of the abnormal
data confirmation command is assumed as the execution
condition of the abnormal data update processing.
However, the execution conditions of the abnormal data
update processing are not limited to the above example
as long as security properties with respect to abnormal
data update (e.g., the update of the data which cannot
be updated with a usual data update command) can be
acquired. For example, the abnormal data update
processing may be executed on an execution condition
that the abnormal data confirmation command has Jjust
normally ended. In this case, only in a case where the

abnormal data update command is received from the
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is set (step 535). In this case, the CPU 21 may notify that the identifier of
the data row judged to have the data abnormality does not match the
identifier of the data row designated by the abnormal data confirmation
20command. However, when there is a possibility of a problem in security,
the response data 90 does not include_info§ ation indicating a reason why
the update processing is not allowed. Moreover, in a case where it is
judged by the 25above judgment that the identifier of the data row judged

to have the data @%’ pality matghes;theddentifierstorediin the.data, 5
portion 83 of the -39 - abnormal data update command 80 (the step 534,
YES) aheGRUZ] fusthes carfirens witethee onnatithe lengthof thendatabnormal

row designated by the identifier is valid (step S36). In the processing of
the stéf S365 e EPW 52 Pludgesiiitther 6rnctiRe 1higth efthe dREF6F
the update stored in the %@tglptortcilon 83 of the received abnormal data

updatgrc%?nerﬁaﬁa?i.el.jc’theﬂengt% of the abnormal data update command

stored in the 1,¢ portign 82) matchesithe dengih of the datarfowjudged 1o this
have 10the data abnormality (the length of the data row in which the
storageopdsition of the idbatifieris spétifiethby tlehead-addressaédarded

in the working memory 23). In a case where it is judged by the above

judgight $5hat e ettt o thetata foi e Update-tieshctEmatch i) -

o e s oy Mg e e e g i s s 20

telegraphie desponse Message) 90 ydiethey which a status code
indicating that conditions for executing the abnormal
data update processing are not satisfied (the execution
conditions are incomplete) is set (step S33).

Moreover, 1n a case where it is judged by the
above confirmation that the abnormal data confirmation
processing has been executed (the step S$32, YES), the
CPU 21 confirms whether or not the data row designated
by the received abnormal data update command (i.e., the
data row as the target of the abnormal data update
processing) is valid {(step S$34). That 1is, in the
processing of the step 3534, the CPU 21 compares the
identifier of the data row stored in the data portion
of the received abnormal data update command with the
identifier of the data row judged to have the data
abnormality by the abnormal data confirmation
processing. In the above abnormal data confirmation
processing, information indicating the head address of

the identifier of the data row judged to have the data
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20status code indicating that the abnormal data update processing is not
allowed is set (step S37). In this case, the CPU 21 may notify that the
length of the data row judged to have the data abnormality or the length of
the data for the update designated by the abnormal 25data confirmation
command is abnormal. However, when thgée is_ the possibility of the
problem in the security, the response data 90 does not include - 40 -
information indicating a reason why the update processing is not allowed.

Moregygb fﬂ@;@@f? where il s judgediby the-abpyejudgmeatthal thes |
length of the data for the Supdate matches the length of the data row
judgethtorkaverthe data abrOrnidlity ¢he step836,N¥ES)j¢he CRIgR10oE the
calculates the data validity management information by predetermined

calcufidtion (Caltuletion &@o@&i’é’ckﬁ%h@@%ﬁe&?@ﬂ@“&&%ﬁ%r tfgsed on
updats (the J0identfier, the \enath and e actyal datal.stated indhe faga

portion normal data update command 80 (step 538). In
conseguances as the cersect valug,etthe data row judgedrehavedhe lata
abnormality, the identifier, the length, the actual data and the data validity
manageemenitinfermatdicaresobitaimetiden t Vherrthetdatavaliditphe data
management information is calculated to obtain the correct value of the

whol@ 8atal Ry, the EPY SPTENARS thE Whote Hath P8R jhade s 8 RA0E -
the data abnormality Into the identifier, the 20lengin. ihe agal data.and, ggmen -

the data validity management information obtained as the correct values

of therdata rowe(stepdhat is; e GPU-2E data row judged to have the
data abnormality does not match the identifier stored
in the data portion of the abnormal data confirmation
command (the step S$S34, NO), the CPU 21 transmits, to
the reader/writer 15, response data (the telegraphic
response message) in which the status code indicating
that the abnormal data update processing is not allowed
is set (step S35). 1In this case, the CPU 21 may notify
that the identifier of the data row judged to have the
data abnormality does not match the identifier of the
data row designated by the abnormal data confirmation
command. However, when there is a possibility of a
problem in security, the response data 90 does not
include information indicating a reason why the update
processing 1s not allowed.

Moreover, 1in a case where it is judged by the

apove judgment that the identifier of the data row
judged to have the data abnormality matches the

identifier stored in the data portion 83 of the
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overwrites the data (the identifier, the length and the actual data) given as
the data portion of the abnormal. 25data update command and the data
validity management information calculated by the predetermined
calculation from the head address of the data row recorded in the - 41 -
working memory 23 and judged to have the gdata abnormality.  When
the rewriting of the data with respect to the whole data row judge-d to
have the data abnormality is completed as described above, the CPU 21

transmits Jethe reader/whigr 13, therespensendataythestelegraphic veg)
response message) 90 in which the status code indicating that the

abnornhal dakd updatéyrotessing has normalheended isrset {stepi340).ength
10As described above, in the first embodiment, when the command

receiveld frovh tHE téadetiviiteF 181¢ frietathoriaf datdSeonfifmation s valid

command, th rt card 1 detects the data row judged to have da
abnormaﬁi%? frecs)r%nrg[ e da%1 rgwg store ?ns%%ngatQ%S%eemggefz,éa%]%d’ #ne cru

transmits,tadbe seadesivwier 45, a sesponse irclyding dhe idantifigk a for the
indicating the data row in which tne data abnormality has been detected,

and indickting the moemalend ot theedlnarmat data dohfierhatioe received
processing. Furthermore, when the smart 20card 1 receives the abnormal

data GSUHte BBMmMEHTfroMINE Te SABIRFEr i%_a%d'théké%e&ﬁﬁjcﬂ?h of the
conditions-of fhe abnemaldatadindate, rosesaing ae satfied he smac; o,

card executes processing to update the data judged to have the data

abnorgmlitynite-thescatrect length of the data row judged to have
the data abnormality (the length of the data row in
which the storage position of the identifier is
specified by the head address recorded in the working
memory 23).

In a case where 1t 1is judged by the above judgment
that the length of the data for the update does not
match the length of the data row judged to have the
data abnormality (the step 836, NO), the CPU 21
transmits, to the reader/writer 15, the response data
(the telegraphic response message) 90 in which the
status code indicating that the abnormal data update
processing 1s not allowed is set (step S37). In this
case, the CPU 21 may notify that the length of the data
row judged to have the data abnormality or the length
of the data for the update designated by the abnormal
data confirmation command is abnormal. However, when
there is the possibility of the problem in the

security, the response data 90 does not include
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25data in accordance with the abnormal data update command. Examples
f the execution conditions of the abnormal data update processing include
a condition - 42 - that the abnormal data confirmation processing has
normally ended, and a condition that the abnormal data confirmation
processing has just normally ended. Accoygding to the above first
embodiment, when the 5data abnormality occurs in the smart card 1
owing to the defect of the communication, the data judged to have the

data abnormalits ean beuipdatedito normal data. 4n gonsegueneareven if
the data abnormality occurs, the storage region of the data memory 22 in
the 1@smart caichd orthesmartidard<ditself is not wasted, and the

efficient employment of the smart card 1 and the data region of the smart

card 1 can bETESRIEHE NeXt, éllsé?@ogrﬁj SRBB8IntentWill BEESEriFa. K
smarta%%géi,g%g E%%leﬁﬁg@cﬂpgaﬁ%[é@rtnf%@ agmagtearde . ipe

processing s according to a seco odiment can be realized by

a hargdwarer-congiitionsdescsibedrin the first embogdimentwith refergsee to

to FIGS. 1 and 2. Therefore, in the second embodiment, the smart card

(the portapletélectiofic 20apparsds)tand thessmateafBprocéssing the CPU

system have L : .
21 calculates the data validity management information

by predetermined calculation (calculation for error
check) with respect to the data for the update (the
identifier, the length and the actual data) stored in
the data portion 83 of the abnormal data update command
80 (step S$38). 1In consequence, as the correct value of
the data row judged to have the data abnormality, the
identifier, the length, the actual data and the data
validity management information are obtained.

When the data validity management information is
calculated to obtain the correct value of the whole
data row, the CPU 21 rewrites the whole data row Jjudged
to have the data abnormality into the identifier, the
length, the actual data and the data validity
management information obtained as the correct values
of the data row (step S39). That is, the CPU 21
overwrites the data (the identifier, the length and the
actual data) given as the data portion of the abnormal
data update command and the data validity management
information calculated by the predetermined calculation

from the head address of the data row recorded in the
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the hardware constitution shown in FIGS. 1 and 2, and hence detailed
description thereof is omitted. In the same manner as in the above first
embodiment, a smart card processing apparatus 2 25 transmits various
commands to a smart card 1 via a reader/writer 15, and receives a
response from the smart card. Moreover, I;pf,- smart card receives the - 43
- command from the smart card processing apparatus 2, executes
processing with respect to the received command, and returns the

execyfionyesylt:pithe-Processing aprespense datayin eopsegyence, the
smart 5card processing apparatus 2 records data in the smart card 1, or
readsedutahmalatd stored in the smart card 1. For example, when the
smart card processing system shown in FIG. | is applied to a payment

system of a TB&r&dit'tard B te- ik tRdt i5 e fiie Sk cafdRSS to the.
employed,as H‘aec%re%&aﬁ%c?&e‘%%t%@%ﬁk%ﬂ PN (i@d%t%‘egg&r%%rﬂ%'ﬁ‘f’% is

PIN input via a keyboard 13) input by a smart card user (a
possessaf)lis tansautterd Fem thecsnaard card presessing appamiusadits, to
15to the smart card 1 via the reader/writer 15. The smart card 1 receives
the eXtBal #iple PINtidismitéd frohethessran sardlprocedsihg
apparattﬁ 2 via %,communication unit 25, and temporarilg/,stores the PIN
ich

in the WorkiHo Ridhiory 23° AtontBP it 23 lof fite ~© 7 the status

code indicating that the abnormal data update
processing has normally ended is set (step S40).

As described above, in the first embodiment, when
the command received from the reader/writer 15 is the
abnormal data confirmation command, the smart card 1
detects the data row judged to have the data
abnormality from the data rows stored in the data
memory 22, and transmits, to the reader/writer 15, a
response including the identifier indicating the data
row in which the data abnormality has been detected,
and indicating the normal end of the abnormal data
confirmation processing. Furthermore, when the smart
card 1 receives the abnormal data update command from
the reader/writer 15 and the execution conditions of
the abnormal data update processing are satisfied, the
smart card executes processing to update the data
Judged to have the data abnormality into the correct
data in accordance with the abnormal data update
command. Examples of the execution conditions of the

abnormal data update processing include a condition
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20smart card 1 collates the external input PIN temporarily held in the
working memory 23 and an internal PIN held in a data memory 22 to verify
the matching/mismatching of both the PINs. The control unit 21 of the
smart card 1 transmits 25a verification processing result to the
reader/writer 15 via the communication unjt,25. R PC 10 displays, in a
display 14, the verification processing result - 44 - received from the
smart card 1 via the reader/writer 15. The smart card user (the card

possessor) refersdp-thecantents af the:display inithe display 44 ta gonfirm

the verification processing result- 5in the above application of the smart

plurality oipiédetermirgd consmands arléxesutddiitaddordaiveowiiti andata
execution order.to proceed with a series of processing sometimes. In such

a se_r%%rb{i2 Processiy, B SAartCFd N3continmE tRE EREctvEnsss of each
received command,; Yhen.an invalid command. (@ command errar) iSyhen the

detected during the series of processing, the smart card returns a

respafise dndipatingithat the earvmandihas:the efror to theysmarlt cardng to
processing apparatus 2. When one invalid command 15is received in the
series bEprdeéssing i acberdanea withaatdmmantlgiodp t6 peHeff the ©

series of processing again from the beginning, a prgcgg_scig%e fici%noc a1
lower82¥§ sbive tag%goﬁlré%?mnﬁ%lstrﬁaﬁac%r&) processing system og the
second,embodiment when 20the erratisdetected in therreceivedrmality
command during
occurs, the storage region of the data memory 22 in the
smart card 1 or the smart card 1 itself is not wasted,
and the efficient employment of the smart card 1 and
the data region of the smart card 1 can be realized.

Next, a second embodiment will be described.

An smart card (a portable electronic apparatus)
and a smart card processing system according to a
second embodiment can be realized by a hardware
constitution described in the first embodiment with
reference to FIGS. 1 and 2. Therefore, in the second
embodiment, the smart card {(the portable electronic
apparatus) and the smart card processing system have
the hardware constitution shown in FIGS. 1 and 2, and
hence detailed description thereof is omitted.

In the same manner as in the above first
embodiment, a smart card processing apparatus 2
transmits various commands to a smart card 1 via a
reader/writer 15, and receives a response from the

smart card. Moreover, the smart card receives the
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the series of processing, the processing can be performed again from the
received command. During the series of processing, when the
communication unit 25 of the smart card 1 receives a 25 predetermined
command from the smart card processing apparatus 2, the control unit 21
of the smart card 1 judges whether or not the cammand format of the - 45
- received command is correct. This judgment is realized by executing the
program for detecting the command format error stored in a program

memeydk Ay thereantrel ainit2ls n therprogram sremary 24 phthersmarnt
5card 1, for example, the correct format of each command is stored. In
consegifericestheccontrot shit 2 1Wudgeswhethet ok notihe foematiofabe
received command is that of the correct command stored in the program

meméty P AOWRER tHe"Saf Tard'E detétts theBrrGrihthé réceiv
commangk Je sMraard J-anupieg eommang SUALIRTRONSR O fife smart

smart card processing apparatus 2. The smart card processing apparatus

2 transmits, o thes=sypar ¢aschd aan erer Nauiy cosrnaad forikbinquiringnart
about the details of the error based on the command error response
received-via the peadesAviite PS5, Thee compunidatibnunit25-bthelswidrt card
card 1 transmits error detail information to the smart card processing

apparatus 2 based on the reception of the 20error inquiry command. The

gﬂancaﬁjpﬁ§ﬁs§wgmple, when the smart card processing system
shown in FIG. 1 is applied to a payment system of a
credit card or the like, that is, when the smart card 1
is employed as the credit card, an external input PIN
(i.e., the external input PIN input via a keyboard 13)
input by a smart card user (a card possessor) 1is
transmitted from the smart card processing apparatus 2
to the smart card 1 via the reader/writer 15. The
smart card 1 receives the external input PIN
transmitted from the smart card processing apparatus 2
via a communication unit 25, and temporarily stores the
PIN in the working memory 23. A control uﬁit 21 of the
smart card 1 collates the external input PIN
temporarily held in the working memory 23 and an
internal PIN held in a data memory 22 to verify the
matching/mismatching of both the PINs.

The control unit 21 of the smart card 1 transmits

a verification processing result to the reader/writer
15 via the communication unit 25. A PC 10 displays, in

a display 14, the verification processing result
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apparatus 2 transmits, to the smart card 1, a modifying command to
modify the error portion of the predetermined command based on the
error detail information received via thereader/writer 15. The 25control unit
21 of the smart card 1 receives the modifying command to perform the
series of processing again in the middle thgyeof based on the modifying -
46 - command. Furthermore, the control unit 21 of the smart card 1
stores the number of retry processing times based on the detection of the

commandkerat(esg.othe-RUmbeE ok transmissiop times,af theeieor defaik e -
information) and the upper limit of the number of retry times (e.g., the

upperllimit of ttre sumber ofthe tresvsmiddionr tinsesiofithe eprpsdetailrefers to
information). The number of the retry processing times (the number of the

execq—ti%?l tﬁﬁ@ét%ﬁ@th%fco?ﬁrﬁaﬁél.)si‘@]ﬁ(yreaqn hteipravided i the
ka'@%ﬂ%’?ﬁ:yt%% T%er%%peggl{ryg%f ?oné’é@k%%fr

“%J tI}% E%tﬁyttimes (the
upper limit e number of the execution times of the command) is

setting informatiem angds storegd in.ifesexamples thenprogramdmemery 24. a
15 When the number of the retry processing times exceeds the upper-

limit o thve- adiber of therrets tirmes; kel controlauriis2 b ofthersimart edrdl n
1 does not allow the execution of the retry processing. For example, in.a

case AHERF B HimBer5r the JOFEM provesSihg timeSexdesds the Uipper 2
limit of the pumber of the retry fimes, even.if.the copfioLunif 21 ofthe o s of

smart card 1 receives the error inquiry command from the smart card
processiogappanatys 2 theseentrol ahtdoesawt fransmitithe esrof detailveness

information to

of each received command. When an invalid command (a
command error) 1s detected during the series of
processing, the smart card returns a response
indicating that the command has the error to the smart
card processing apparatus 2. When one invalid command
is received in the series of processing in accordance
with a command group to perform the series of
processing again from the beginning, a processing
efficiency lowers. To solve the problem, in the smart
card processing system of the second embodiment, when
the error is detecfed in the received command during
the series of processing, the processing can be
performed again from the received command.

During the series of processing, when the
communication unit 25 of the smart card 1 receives a
predetermined command from the smart card processing

apparatus 2, the control unit 21 of the smart card 1

jJudges whether or not the command format of the
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25the smart card processing apparatus 2. In consequence, the smart card
processing apparatus 2 cannot receive the error detail information within a
limit time, - 47 - judges that the series of processing cannot be performed
again in the middle thereof, and performs the series of processing again
from the beginning. That is, the smart g:arcjfl groc_essing apparatus 2 starts
the Stransmission of the command to be first transmitted during the series
of processing. However, the smart card | may notify the smart card

processing:apparatiamsattheerrol detaikinformation indigatingthatthes 211 zed
retry is not allowed. 10Moreover, the smart card 1 can limit (set) the upper

limit & the rember of theretyrtirmesito drewith tespect ¢o arspecificmand
command in the series of processing. With such setting, when the

proceSSHGAitIF Fespectidthespetifit coRTAART FAIRTRICE, tife PYshafR
card rocessing apparatys 2 performs the series of processing of e . part
i in ﬁomt ) i PEOSG 14 ' i

application agai e beginning. Is a diagram showing

an example of theformateithe above eror irguiryscommand. rFAs sBeWRommand
in 20FIG. 14, the error inquiry command includes CIA (111), INS (112), P1

(113) 122 ¢ shd Le 1 5)ThecQuATs an abbreviationmoflclassi INS Is andges

instruction code, 21 is an instruction parameter, P2 is an instruction ,
whether or not the format of the received command 1is
that of the correct command stored in the program
memory 24.

When the smart card 1 detects the error in the
received command, the smart card 1 transmits a command
error response to the smart card processing apparatus
2. The smart card processing apparatus 2 transmits, to
the smart card 1, an error inquiry command for
inquiring about the details of the error based on the
command error response received via the reader/writer
15. The communication unit 25 of the smart card 1
transmits error detail information to the smart card
processing apparatus 2 based on the reception of the
error inguiry command. The smart card processing
apparatus 2 transmits, to the smart card 1, a modifying
command to modify the error portion of the
predetermined command based on the error detail
information received via the reader/writer 15. The
control unit 21 of the smart card 1 receives the

modifying command to perform the series of processing

again in the middle thereof based on the modifying
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parameter, and Le is an abbreviation of length expected 25in the
response data. The smart card Processing apparatus 2 transmits this
error inquiry command to the smart card 1 to inquire about the details of
the error - 48 - with respect to the smart card 1. FIG. 15 is a diagram
showing an example of the format of error detail response data. The error
detail response data includes error information (121), SW1 5(122) and
SW2 (123). The error information includes information indicating the error
portion{the;Aumber of bytes from the head of command APDU, the length
of the error portion) and information indicating an error reason (a reason
code). The SW1 drarSWeindicate therproedssing estlt sfthé efropmart card
inquiréf command. . . FIG. 16 shows error management information

stored i tR& WSkt meiory 23° As shotvh IRFIGS 18 he errdi=s Pased on
managﬁgl%ygew%%o%@cwsﬁmﬁémaer@m1%‘]3'-%99mm?é]dnumber ot

counter 132, a command execution 15allowing flag 133 and processing
state infarmations134 « idde erfordinformation 132 isthe sanie asdhe on) and

error information 121. That is, when the error is detected during the
execuUtivh oftRe processingiaseicor ifeysredeterifrietcomand, (thed - » the

error informatiLon 131 Z%ingigatin%the detai%s g{lthetdetected ergo(grils cimes of
stored Itr the wor ‘?“ng r%emor)? 23 IJi:‘ﬁee Command counter 132 ?nanagés
the nymber.of execytion fimes-afthe erropinquirycammang apd dhe upperet ry

limit of the number of the execution times. That is, the command counter

132 2bmanagesthe humdber of transmisson times béthexercort ion times of
the command) 1s stored in a counter provided in the
working memory 23. The upper limit of the number of
the retry times (the upper limit of the number of the
execution times of the command) is setting information,
and is stored in, for example, the program memory 24.
When the number of the retry processing times exceeds
the uppér limit of the number of the retry times, the
control unit 21 of the smart card 1 does not allow the
execution of the retry processing.

For example, in a case where the number of the
retry processing times exceeds the upper limit of the
number of the retry times, even if the control unit 21
of the smart card 1 receives the error inguiry command
from the smart card processing apparatus 2, the control
unit does not transmit the error detail information to
the smart card processing apparatus 2. In conseguence,
the smart card processing apparatus 2 cannot receive

the error detall information within a limit time,



detail response data (the number of the execution times) based on the
error inquiry command, and also - 49 - manages the upper limit of the
number. For example, the command execution allowing flag 133 is set to
1" until the :number of the execution times of the error inquiry command
exceeds the upper limit of the number_of the execution times. When the
number of the execution times of the error inquiry command exceeds the
upper limit of the number of the execution times, the command execution
allowing dlagsl3disset e '0schkhe-prosessing state infgrmatiomni3bis
10information indicating a state before the execution of the processing
based e flvepretietemined tontrmant dthieecaritrdl anif 210t thesmaptrms the
card 1 stores the state before the execution of the grocessin based on

the prédétermifiad BOMnTHH @fe ProckLsing Sate ifformiation 15£34) in 12~
the working.,mempry, 23 based gn the detegtion of the.errar of the ;v the

predetermined command. That is, the control unit 21 of the smart card 1
stores:therstatesbefore the executiomehthe prodessing fthe staterinthe ted
middle of the series of processing) in the working 20memory 23. In
consedjuehBd, Wwhen e Addlifgihgleppiinand #e modify 1se Bredetéttnifed r t

Commggld(ls {eceaived’otgeé:ontggl unsl'%n%]}-fgf 1C:II‘]{:leJ_”S aggaredsjs-fan reStagratUS 2
the processing%agecrf on mocﬁfylng comimiand from e State’h&fore

the exegution of the,pragessing baged an-45the predetermined cemmand,c
(the state in the middle of the series of processing) in accordance with the

processing gtate infotrmafidrotd4.. - 50 - Next, a flow of the command

processing in the smart card processing system according to the second
embodiment NG pe tescribe§ smart card 1 can limit (set) the

upper limit of the number of the retry times to one
with respect to a specific command in the series of
processing. With such setting, when the processing
with respect to the specific command fails twice, the
smart card processing apparatus 2 performs the series
of processing of the application again from the
beginning.

FIG. 14 is a diagram showing an example of the
format of the above error inquiry command. As shown in
FIG. 14, the error inquiry command includes CLA (111),
INS (112), Pl (113), P2 (114) and Le (115). The CLA is
an abbreviation of class, INS is an instruction code,
Pl is an instruction parameter, P2 1s an instruction
parameter, and Le 1s an abbreviation of length expected
in the response data. The smart card processing
apparatus 2 transmits this error inquiry command to the

smart card 1 to inguire about the details of the error
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‘via the reader/writer 15 (5142, YES), the main 25contr

First, the flow of the processing in the smart card processing apparatus 2
will be described. FIG. 17 is a flow chart showing the flow of the
processing in the smart card processing apparatus 2 until one command
is completed in the series of processing. 10A main control unit 11 of the
smart card processing apparatus 2 sets thg,command group for allowing
the smart card 1 to execute the series of processing. When the command
group for the series of processing is set, the main control unit 11 of the

15smayt-eardrperssing,apparatiyg:2- trapgmits the commands in order to
the smart card 1 by use of the reader/writer 15. When one command is

transmitted tolthe shiari car Hviactherreaderiiriter 45 (Sk4l), the nfairthe
contral unit 11 of the smart card processing 20apparatus 2 waits for the

receptioh 6t th& fesponsé o%?& from tHeSShart TartPf With ré8Fedis ke detall
command,(3142),0p regeiving Ihe response;data PHQHT&S"@F% ?ta'red Lyt

olunit 1

smart(qard)pregessing apparaius 2 judgeshased onfbefespanseidaidudes
from the smart card 1 whether the command has ended normally or in

error HIEPrBI43)nWhiehithe tesgorigecdatarecerved frorrthétdmaneaker of
1 indicates the normal end of the command (3143, NO), the main control

unit 11°0ffe Shidht &ata procsssing. apparatds 250dgesthat ot ©f the

pmmeé§¥@fNE%rtion) and information indicating an error
reason (a reason code). The SW1l and SW2 indicate the
processing result of the error ingquiry command.

FIG. 16 shows error management information stored
in the working memory 23. As shown in FIG. 16, the
error management information includes error information
131, a command counter 132, a command execution
allowing flag 133 and processing state information 134.

The error information 131 1is the same as the error
information 121. That is, when the error is detected
during the execution of the processing based on the
predetermined command, the error information 131
indicating the details of the detected error is stored
in the working memory 23. The command counter 132
manages the number of execution times of the error
inquiry command and the upper limit of the number of
the execution times. That is, the command counter 132
manages the number of transmission times of the error
detail response data (the number of the execution

times) based on the error inquiry command, and also
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5respect to the command has normally ended. In this case, if there is a
non-executed command in the command group for executing the series of
processing, the main control unit 11 of the smart card processing

apparatus 2 executes processing with respect to the next command.
10Moreover, when the response datarecgiyed from the smart card 1
indicates a command error (3143, YES), the main control unit 11 of the
smart card processing apparatus 2 transmits the error inquiry command to
the smatberrd l-via the readeriwriter 35 ($144mThedberroFdnguiyample,
command is a command to demand the error detail information indicating
the cohteneofthe ComiAand epror frohPthersindrt eard B When #ferffer ' 1
inquiry command is transmitted to the smart card 1 \éia the r%%decrévgritggf ror

15 (5124); thé HTaif 8BRS Ghit 112061 he Smatt card Processing
appargius 2 waits-for thereception of the.respgnse data;the errerdetgilper

information) from the smart card 1 with respect to the error inquiry
‘commdnd (3l 45y Here whenitheserrorietail infosmatioh<as thé the
25response data from the smart card 1 with respect to the error inquiry
commBHERFEEATS belreesived (5145 SNOY,thé Pais EBnfelumP 1 effeeds

smart card processing - 52 - aratus 2 judges that the commands en
in err%%lfs Z%:)’.el%t fgﬂcla%e?fir?e% IEgrheairlmq 88%1%1?0 u%% 1351(% tﬁé{%(r:ﬁlatr% 8§rd%lq§es’

procesging-apparatys 2judges thatthe wholg seriesofipyocessing have, o' .

the error. For example, when 5any response data cannot be received from

the smart The processing state information 134 1is
information indicating a state before the execution of
the processing based on the predetermined command. The
control unit 21 of the smart card 1 stores the state
before the execution of the processing based on the
predetermined command (the processing state information
134) in the working memory 23 based on the detection of
the error of the predetermined command. That is, the
control unit 21 of the smart card 1 stores the state
before the execution of the processing (the state in
the middle of the series of processing) in the working
memory 23. In consequence, when the modifying command
to modify the predetermined command is received, the
control unit 21 of the smart card 1 can restart the
processing based on the modifying command from the
state before the execution of the processing based on
the predetermined command (the state in the middle of
the series of processing) in accordance with the

processing state information 134.
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card 1 within a predetermined time, the main control unit 11 of the smart
card processing apparatus 2 judges that the command ends in error. On
receiving the error detail information from the 10smart card 1 via the
reader/writer 15 (5145, YES), the main control unit 11 of the smart card
processing apparatus 2 analyzes the receiygd error detail information to
judge whether or not the command ended in error can be retried by the
smart card 1 (S147). 15Here, in a case where it is judged by the error

detail informgtign received fromrtheismarbeargnt that the semmandrendes
in error cannot be retried (5147, NO), the main control unit 11 of the smart

card proeassing apparatas 25udgessthat the eocramandrendsdin eper szg-ond
(5146). In this case, the main control unit 11 of the smart card processing

appar%rﬂli’soﬁliﬂ_}fgé% fﬁ%“heb\ﬁhglééss%ﬁé??fprocessing endinerror. In
a case where. jti§ judged by-the errar dstail infarmation receiyed fromhe,

smart card 1 that the 25command ended in error can be retried (S147,

YES) cthednaineanieo] uigitddoef the smapt card processig-apparatus 2
prepares a correct command as the modifying - 53 - command again
(S148). Whehlfie mddifying cémmandis prepdred the i doherel afit the
11 of the smart card {)roc ssin%}ap aratus 2 transmits the prepared

modiffihg CoMMaAd 18 thé' Smafttard T4 e rsauer vt ts (S THo) S 2

Whenhe modifying copumand is t@&;{?ﬂ@%@&hﬁrﬁn@ﬂé%‘g phunit 11 of

the smart card processing apparatus 2 returns to the above S143 to wait

for the respenserfrpm the smart card 1 with respect to the modifying

command. 10Next, a flow of processing in the smart card 1

A main control unit 11 of the smart card
processing apparatus 2 sets the command group for
allowing the smart card 1 to execute the series of
processing. When the command group for the series of
processing i1s set, the main control unit 11 of the
smart card processing apparatus 2 transmits the
commands in order to the smart card 1 by use of the
reader/writer 15. When one command is transmitted to
the smart card 1 via the reader/writer 15 (S8141), the
main control unit 11 of the smart card processing
apparatus 2 waits for the reception of the response
data from the smart card 1 with respect to the command
(S142).
On receiving the response data from the smart card

1 via the reader/writer 15 (S142, YES), the main
control unit 11 of the smart card processing apparatus

2 judges based on the response data from the smart card

1 whether the command has ended normally or in error
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will be described. FIG. 18 is a flow chart showing the flow of

processing in the smart card 1 until one command is completed in the

series of processing. 15As described above, on receiving the command

from the smart card processing apparatus 2 (S151, YES), the control unit

21 of the smart card 1 judges whether or rat there is an error in the

received command (the command format error) (S152). When the

command 20received from the smart card processing apparatus 2 has a
correctformat (S1B&NQ@) ¢he senise] itk af thesmartcarfirbexetutesmart
the processing corresponding to the command (S153). Moreover, when

the efroris detéetétidn tee 25Esmprandlaéceived Fonitie siarear (5143,

processing apparatus 2 (S152, YES), the cantro] unijt 21 of the smart card
1 tranSmits %Réerergﬁ&ﬁlseg(%‘t%ﬁ&icgﬁﬁgt the' cBmnrahd Srnrlgrrt%o th& Smart

card progessing apparaius 2:via the communicatiop unit25,(154): Qn theyi th

other hand, the smart card processing apparatus 2 transmits, to the smart

card Lethparrorinquinecaramantddo higuirerakolt thedetails of the erndrs

based on the response indicating the command error received from the

smarteet 1 Vi thé eeadekfvriten 05, X O FSceiiIRg TR errdringlipy command

command from the smart card progessing apparatus 2, the control upit 21,1 n
control unit 11 of the smart card processing apparatus
2 executes processing with respect to the next command.

Moreover, when the response data received from the
smart card 1 indicates a command error (S143, YES), the
main control unit 11 of the smart card processing
apparatus 2 transmits the error inquiry command to the
smart card 1 via the reader/writer 15 (S144). The
error inquiry command is a command to demand the error
detail information indicating the contents of the
command error from the smart card 1. When the error
inguiry command is transmitted to the smart card 1 via
the reader/writer 15 (S144), the main control unit 11
of the smart card processing apparatus 2 waits for the
reception of the response data (the error detail
information) from the smart card 1 with respect to the
error inquiry command (35145).
Here, when the error detail information as the

response data from the smart card 1 with respect to the

error inquiry command cannot be received (8145, NO)j,

the main control unit 11 of the smart card processing
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10of the smart card 1 checks the command format of the received error
inquiry command (S155). When the command format of the received error
inquiry command is not appropriate or when the error inquiry command
cannot be received (5155, NO), the control unit 21 of 15the smart card 1
sets the command execution allowing flag=133 to ‘0" to prohibit the
execution of the command (5161). Moreover, when the command
format of the received error inquiry command is appropriate (5155, YES),

the 2@gpartpand 1checks the eemmandexesyiion alowngdlagl3srror
(51.56). When the command execution allowing flag 133 4s get to, for

example, 4@ (5156,1Y E8), the gortrolurit 2k ofthesniard ¢arehd prohibitst the
the execution of the command (5161). Moreover when the 25command

execﬁ%‘ﬁ%lo%ﬁ& fleg1333$ é@@toa@p@ﬁ%?‘?E%) ,thQ%%ﬁtrSFiﬁﬁt 5{1pf whole
the smagt.card &éug%%%g@ﬁ E@xgge%%%'o’éhoé the. %%’%‘manﬁo'i? aQS%‘%%B-l &, when
re it is judge IS

55 - In a case whe that the execution of the comman

allowed,the sspart sardih ehecksthe mumaber-efdhe execution times efiher
error inquiry command via the command counter 132 (S157). 5When the
numbes bflthe exedutionainfescelethe wohimand does nobreach the appérol

limit of the number of the execution times of the command (5157, NO), the
contr&Ttmit o?%et%aﬁ%aﬁltl%%661“@?91%@&?&?1%0?%%?}5&E%T 2 Judges

(3158t),h99 aﬁqgir@&rﬁlﬂgrﬁﬁr%nds in error.

On receiving the error detail information from the
smart card 1 via the reader/writer 15 (8145, YES), the
main control unit 11 of the smart card processing
apparatus 2 analyzes the received error detail
information to judge whether or not the command ended
in error can be retried by the smart card 1 (S147).
Here, in a case where it 1s judged by the error detail
information received from the smart card 1 that the
command ended in error cannot be retried (S147, NO),
the main control unit 11 of the smart card processing
apparatus 2 judges that the command ends in error
(S146). In this case, the main control unit 11 of the
smart card processing apparatus 2 judges that the whole
series of processing end in error.

In a case where it is judged by the error detail
information received from the smart card 1 that the
command ended in error can be retried (8147, YES), the
main control unit 11 of the smart card processing

apparatus 2 prepares a correct command as the modifying
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10information 131, the control unit 21 of the smart card 1 increments the
number of the execution times of the error inquiry command via the
command counter 132 (S159). When the command counter 132 is
incremented, the control unit 21 of the smart card 1 transmits the
response data as the error detail informatign to the smart card processing
apparatus 2 (S160). Moreover, when the number of the execution
times of the command reaches the upper limit of the number of the

executiontimes of the.commend (5157YEShdha28centiel unit2defthe i s
smart card 1 sets the command execution allowing flag 133 to 10' to

prohibit e exetutioh<ofrtlae. commmeand(S161).tUn thiscasehthescontrol card
unit 21 of the smart card 1 does not transmit response data such as the

error QeRAFRfOrRALIBARG 25tHE smart %3%8?0%%55?%& APPARARLS 2. W?éi?of ying
be ”Oé%%{?ﬁih% 8”‘?1%‘@@%@ éérfﬁ'nsg"%ioathﬁhsem%ret é:éredr%’g??f%' 0995

apparatus 2, the response data - icating that the command cannot

be retrieds insteadvattheqreondedaikipformationmandurthermoiends ted, the
described above, the control unit 21 of the smart card 1 may store the

state hefore the Begecutivhtofthe pfodessingrisasedwrrthegpredetesmired
command (the processing state information 134) based on the detection

of theagé?ﬁﬁ%?lﬂéer?or%%%riﬁe %?e&éi@rﬁi}ﬁgﬁ%oﬁﬂﬁén&f FHE%%arﬁBIE, the
Whe”ﬁ@%%%@Q'%me@ds‘?ﬁ&eépggg@g1t0 {he gommand judged 19,

have the 10command error is received, the control unit 21 of the smart

card heestakts the praeessing from the state before the execution of the

command on a condition that the state before the execution (the

processing st&et, a flow of processing in the smart card 1
will be described.

FIG. 18 is a flow chart showing the flow of
processing in the smart card 1 until one command is
completed in the series of processing.

As described above, on receiving the command from
the smart card processing apparatus 2 (S151, YES), the
control unit 21 of the smart card 1 Judges whether or
not there is an error in the received command (the
command format error) (S152). When the command
received from the smart card processing apparatus 2 has
a correct format (8152, NO), the control unit 21 of the
smart card 1 executes the processing corresponding to
the command (S153).

Moreover, when the error is detected in the
command recelived from the smart card processing

apparatus 2 (8152, YES), the control unit 21 of the

smart card 1 transmits the response data indicating the
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information 134) is stored. In a case where the 15control unit 21 of the
smart card 1 receives the command which does not correspond to the
command judged to have the command error (the command different from
the modifying command), the control unit returns to the state before
starting the series of processing on the copglition that the state before the
execution (the processing state information 134) is stored. That is, in the
smart card 1, the restart of the series of processing in the middle thereof is

prohibitegh-and theretry ©f the serigs-0fpregessing fremsthebegiming gt us 2

25the execution of another processing is selected. As described
above.ia the smartwwardipretessing:isyste@i-of thé sétond eémbodénerither
even if the error due to the predetermined command occurs during the

serieS B Broce’8ing e serrS b Pr 6 CEssig Garf BE pefibtfed aghfrsmits,
from the g)@gegﬁ{gg@agg%nfbeeﬁ determiped gﬁmrggn%g%gg%dltyg]g
command). In consequence, even if the error is generated during the

series gkprocessivguthesasiesof pracessing.can efficiently heqertormede

For example, in a case where a plurality of mutual authentication
processietivaes arelhecdssagy, WitenoherEOetroe duetoflgeeived from the
predetermined command is generated during the N-th mutual

authetfticatiorr frotessifhy and thie TGS Attheffidatibn processing is
performed again,from he first ime (the Beginning) . &fficisnR: RACAPES, +he

very poor. With the application of the smart card 15processing system of
the prasentembodimenicwhen sych aplutatisoizmutiiat avthentiedtiom it 21
processing times are necessary and the error due to the predetermined
commdnd-isyetierated TuFifg the Netlmutlst agthiemieaticrprotessiagthe
the rRCadnd gan 20eft 'Ci‘?ﬂ% j_b%p%%%%dd 5 1“%.8@69"%#1%3 e
whereé there is processing w requires a comparatively long timein the
first half,of the;setigs.afproeessing (read pracessing,or Write rogessifghand 1is
of data having a large size) and the
not appropriate or when the error inquiry command
cannot be received (S155, NO), the control unit 21 of
the smart card 1 sets the command execution allowing
flag 133 to '0' to prohibit the execution of the
command (S161).

Moreover, when the command format of the received
error inguiry command is appropriate (S155, YES), the
smart card 1 checks the command execution allowing flag
133 (8156). When the command execution allowing flag
133 1is set to, for example, '0' (S156, YES), the
control unit 21 of the smart card 1 prohibits the
execution of the command (8161). Moreover, when the
command execution allowing flag 133 i1s set to '1l'

(§156, YES), the control unit 21 of the smart card 1

judges that the execution of the command is allowed.
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25error due to the predetermined command is generated in the latter half
of the series of processing, when the series of processing is retried from
the beginning, the - 58 - efficiency becomes very poor. With the
application of the smart card processing system of the present
embodiment, even if the error due to the pg%detgrmined command is
generated during the series of processing, 5the processing can efficiently
be performed. Additional advantages and modifications will readily

occurttg those skilledh invthesart. ;kherefese.thernvention irits braader of the
aspects is not limited to the specific details and representative

embodimewntsd Oshowhlantdesdribedserein. Aecordinglyiaakioushe number
modifications may be made without departing from the spirit or scope of

the géterafiRvertie-dortept aluefified bythe Appendefciinis sRaTRe via
equivalents, MCSLLP -39 - WHAT 2'S<§&%LME.D IS: 1. A smart card

comprising:  a storage unit configured to store various data; a
communicatippdrit:configuredto parfarnedatace cempiunication With ame

external apparatus;
command does not reach the upper limit of the number of
the execution times of the command (S157, NO), the
control unit 21 of the smart card 1 acguires the error
information 131 (S158). On acquiring the error
information 131, the control unit 21 of the smart card
1 increments the number of the execution times of the
error inquiry command via the command counter 132
(8159). When the command counter 132 is incremented,
the control unit 21 of the smart card 1 transmits the
response data as the error detail information to the
smart card processing apparatus 2 (3160).

Moreover, when the number of the execution times
of the command reaches the upper limit of the number of
the execution times of the command (S157, YES), the
control unit 21 of the smart card 1 sets the command
execution allowing flag 133 to '0O' to prohibit the
execution of the command (S161). In this case, the
control unit 21 of the smart card 1 does not transmit
response data such as the error detail information to
the smart card processing apparatus 2. It is to be

noted that the smart card 1 may transmit, to the smart

card processing apparatus 2, the response data
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a detection unit configured to detect data having data abnormality in the
data stored in the storage unit in a case where an abnormal data
confirmation command is received from the external apparatus via the
communication 10 unit; and a notification unit configured to notify the
external apparatus of response data irlclugi@g information indicating the
data in which the data abnormality has been detected by the detection
unit. 152. The smart card according to claim 1, further comprising: an

abnormal data updateunit eonfiguseshtoupdateadatgdn whichithe datastead

abnormality has been detected in accordance with the abnormal data
updateicommandrinra dasex 20 whefe thexnatification unit notifies the

external apparatus of the information indicating the data in which the data .
abnormality f&< bB&AHetscted andF&T tHeSComrRkkation Binft 78¢dives, wri t

from external apparatus, an abnormal data_u te command t
t?g o%e{he %aga%a?ﬁﬁ%i?h %Yhesggré)dtahe %t%as gfore the

demand update of the ata abnormalit een

detectgg: cut 3ok he smattcardaccording te.elaim lowhereinthe determined
detection unit judges whether or not a value obtained by MVSLLP - 60 -

predetermined cdlcutationawits respectstoadata imclieding validityl 34) based on
management information matches the validity management information, to

detec fhe pIREERESABsENCe GrabiaFmal if thE Hafdlifclbdingthe
mem%f@@&%%?ﬁ%@éd command. For example, when the modifying

command corresponding to the command judged to have the
command error is received, the control unit 21 of the
smart card 1 restarts the processing from the state
before the execution of the command on a condition that
the state before the execution (the processing state
information 134) 1s stored. In a case where the
control unit 21 of the smart card 1 receives the
command which does not correspond to the command judged
to have the command error (the command different from
the modifying command), the control unit returns to the
state before starting the series of processing on the
condition that the state before the execution (the
processing state information 134) is stored. That 1is,
in the smart card 1, the restart of the series of
processing in the middle thereof is prohibited, and the
retry of the series of processing from the beginning or
the execution of another processing is selected.

As described above, in the smart card processing

system of the second embodiment, even if the error due
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5 information. 4. The smart card according to claim 1, further
comprising: a judgment unit configured to judge whether or not the
confirmation of the data abnormality is allowed under 10 security
conditions corresponding to the data in which the data abnormality has
been detected by the detection unit, _ rein the notification unit
notifies the external apparatus of security abnormality in a case where the
judgment unit judges that the security conditions 15 corresponding to the
data inyvhich the data-ahnormalit-hasheen detected are et sothat theries
confirmation of the data abnormality is not allowed, and the notification
unit nofifies theeextérng) apparates dktheaéspansestatanncluding itkee
information indicating the data in which the 20 data abnormality has been .
detedféd- P4 BaSe detd theljoliighient BAR fiRfestHattAE Recqrtythe

conditions, corresponding to the data in which the data abnormality has
boon Ko Eeuad 515 B og I cor D alos bf tha dats ShnoHralty &

?:IISOW%@-n?s%‘qu&ec%na@@@m agcardingde claim; L, futhencoraprising:i My the
series of processing, the series of processing can
efficiently be performed.

For example, in a case where a plurality of mutual
authentication processing times are necessary, when the
error due to the predetermined command is generated
during the N-th mutual authentication processing and
the mutual authentication processing is performed again
from the first time (the beginning), efficiency becomes
very poor. With the application of the smart card
processing system of the present embodiment, when such
a plurality of mutual authentication processing times
are necessary and the error due to the predetermined
command is generated during the N-th mutual
authentication processing, the processing can
efficiently be performed.

Moreover, in a case where there is processing
which requires a comparatively long time in the first
half of the series of processing (read processing or
write processing of data having a large size) and the
error due to the predetermined command i1s generated in
the latter half of the series of processing, when the

series of processing is retried from the beginning, the



10

-61 - an execution condition judgment unit configured to judge

whether or not abnormal data update is allowed with respect to the data
designated by an abnormal data update command, in a case where the
abnormal data update command 5 is received from the external apparatus

via the communication unit; and an abnormagl data update unit which

executes the abnormal data update demanded by the abnormal data

update command, in a case where the execution condition judgment 10

unit judgesthatthe ypdate of the-dafadesignateg; as thedatagf the.ation of
abnormal data update is allowed. . The smart card according to claim

5, whetein the: exectdion conditinsgudgmepttritjudges whetherarmot

the external apparatus has been notified of the data designated 15 by the
abnoﬁﬁﬁl%@%ﬁaateeé’(ﬁ’ﬁm%d%@ché%@éino\}\%ﬁicﬁ‘fhéaﬁtapark?ﬁjcﬁ'}ér%ﬁ{?med
has been det%cted, in a case Wgerg tg%?bn Enéal data gdg cammand.

u
. CO n S enerate serlie rocessin
IS recelv%lg%rom %he gxternzﬁ apparatus Vl%t € communication unit, an I

the ahnormal datasupdate Linit exegutesdhe abngunal2Ordatadpdate

demanded by the abnormal data update command, in a case where the
execution cohditiohijodgrmentiumitjueges tlratdhe ddtafdesigriated byihe
abnormal data update command has been notified as the data in which

the ddts bnormality HasBeemdetectalil 267 rid'smaft cafd accdrdfgto® e
claim 5, wherein the gxecytion condition judgmeptunitjudges whether.are o+
not the MCdl_LP
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and theilr equivalents.
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- 62 - external apparatus has just been notified of the data designated by

the abnormal data update command as the data in which the data

abnormality has been detected, in a case where the abnormal data update

command is received from the 5 external apparatus via the MOSLLP
communication unit, and the abnormal data update unit executes the

abnormal data update demanded by the’dbriormal data update command,

in a case where the executiggigqnq‘j%or&L tféﬂ_t judg(_es that the data
designated by the abnormal data update 10 command has just been

notified as the dada incwhighdhe daga-abnernality has been detected. S. A
data processing method in a smart card comprising a storage unit

configuredstocstereevarious data,fa gomeauriicationourit cenfigured tata ;
perform data 15 communication with an external apparatus, and a

procesging A eBAfigUré 8o %Qégu@%}éégéﬁﬁgj c&ﬁe@&ﬁmtqj& ta
C@gﬂmgggégq—iig%d yiadhe communicatin gPtl[E tpggﬂ%,hod comprising:

detecting data judged to have data abnormality from 20 the data stored in

the storage¢mitdn acaseniteredhe coawaand ceceivastfromdthe externay data
apparatus is an abnormal data confirmation command; and notifying
tABEXFER Al aphakatushst réspensetdaradndodibhdnformatios indidatingn a

the data jn which the data 25 abnormality has been detected by the
JEE&ING 9 The Hata BPO%%%@ Ny rhatHea according 10 clfie nds i

received from the external apparatus via the communication
unit; and

a notification unit configured to notify the external
apparatus of response data including information indicating
the data in which the data abnormality has been detected by
the detection unit.

2. The smart card according to claim 1, further
comprising:

an abnormal data update unit configured to update a
data in which the data abnormality has been detected in
accordance with the abnormal data update command, in a case
where the notification unit notifies the external apparatus
of the information indicating the data in which the data
abnormality has been detected and then the communication
unit receives, from the external apparatus, an abnormal
data update command to demand update of the data in which
the data abnormality has been detected.

3. The smart card according to claim 1, wherein the

detection unit judges whether or not a value obtained by
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- 63 - further comprising: judging whether or not to execute abnormal data

update with respect to the data designated by an abnormal data update

command in a case where the abnormal data update command is MCSLLP
received from the external apparatus; and executing the abnormal

data update demanded by the abnormal 8ata update command in a case

where it is judged by the judging that 1 th execution of the update of the

ﬁé@@é&ﬂﬂ%‘ét}y ihe anarmal data ypdate command is,allowed, 1010, |

mart card comprising. a communication Unlt con?guredato

carhmiihicatenwith gerexternal appatatusin ma r-getection upit copfigured
to detect a command error due to a first command received from the

éﬁ@ﬁ%lﬁﬁﬁéra%ﬁsf%f%atﬂf@borﬁmuﬁi%éﬁ@ﬁ uRite prefirst traisimissiore of
%rocessmgbu it COI‘]fI%;I%I’ed 0 transml command error to the external

Apparatus based’on the detection of tha Jo?ﬁmgﬁﬁ efror by the dBfsegigRment

uRik 208:-9ecoRd transmission processing unit configured to transmit
command error information to the external apparatus based on a second
commahd retéiwedfiont thenexterat apparajus wiadhe GomMmurication r
unit to inquire about the error; and 25a command processing unit
CofftRyuted P éxecute processing based on a third command

00”6599”9HE5%QQ€ unit configured to judge whether or not the
confirmation of the data abnormality is allowed under
security conditions corresponding to the data in which the
data abnormality has been detected by the detection unit,

wherein the notification unit notifies the external
apparatus of security abnormality in a case where the
judgment unit judges that the security conditions
corresponding to the data in which the data abnormality has
been detected are set so that the confirmation of the data
abnormality is not allowed, and the notification unit
notifies the external apparatus of the response data
including the information indicating the data in which the
data abnormality has been detected in a case where the
judgment unit judges that the security conditions
corresponding to the data in which the data abnormality has
been detected are set so that the confirmation of the data
abnormality is allowed.

5. The smart card according to claim 1, further

comprising:



- 64 - first command received from the external apparatus via the
communication unit to transmit an execution result to the external
apparatus. 11. The smart card according to claim 10, wherein the 5
detection unit detects the error of the data format of the first command,

and the first transmission processing unit transmits, as the command
error information, information indicating the details of the error of the data
format inythe ficst, 10 eommand « ; 0,124 The Smart Sﬁrdta%%‘%”j;%&o SiRim,
11, wherein the first command is a comimand recelvedlas one o pﬁurallty
dfucbmemahds te execute asesiesofmacessing, @hd:the thied eamevang i th
a command obtained by modifying 15 an error portion in the first

dsiimant. to 13eTHa shattedrdraceatdify te elaprni@r farthetata update
%oorrrrl]ﬁgsnigg: a HrSt stoargge Vijlqit confti%%redk;[o store a %mber of  retry

norma]d Bgse%gﬁﬁ,?e command

processing times with respec?goethe One COMMan ! '
defection ot the coramand £roki  rifh3ecidhstorage yniteqnfigured to
store an upper limit of the number of retry times with respect to the one
commandcand on urahtexerution judgment unit configured to judge that
25 the execution of retry processing is not allowed in a case where the
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command, in a case where the execution condition judgment
unit judges that the update of the data designated as the
data of the abnormal data update is allowed.

6. The smart card according to claim 5, wherein the
execution condition judgment unit judges whether or not the
external apparatus has been notified of the data designated
by the abnormal data update command as the data in which
the data abnormality has been detected, in a case where the
abnormal data update command is received from the external
apparatus via the communication unit, and

the abnormal data update unit executes the abnormal
data update demanded by the abnormal data update command,
in a case where the execution condition judgment unit
judges that the data designated by the abnormal data update
command has been notified as the data in which the data
abnormality has been detected.

7. The smart card according to claim 5, wherein the

execution condition judgment unit judges whether or not the
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upper limit of the number of the retry times. 14. The smart card
according to claim 12, further comprising: a state storage unit
configured to store a state information before the execution of the o
processing based on the first command, wherein the command MCSLLP
processing unit restarts the processing ggm_the state information before
the execution stored in the state storage unit in a case where the third 10

conmandiis seceived, andfeturns Lo astate befererthe start of the series

of processing which are being executed in accordance with a command
gresipdncludihgithe first command in d<ase whete a comnmand ofherthandata
the third command is received. 1515. A processing apparatus for a smart

ddrdWEdimprising: 92 t& cernrimicdtiohrurieorRitPe d - 6Hhfflnidete @ case

Wil the smarteards .., aistiranomission.processing uni confiaedto,
5’ transmit a first command to the smart card via the Communication unit;

2 fiest recaptioneresessing unit epnfigunad fa 1ecaive response datay

indicating a command error due to the first command from the smart card

via the tbmnadmication. 25iatie asetohd transhissien precessing whitiormal
%ggguggég%e demanded by the abnormal data update command,
in a case where the execution condition judgment unit
judges that the data designated by the abnormal data update
command has just been notified as the data in which the
data abnormality has been detected.

8. A data processing method in a smart card
comprising a storage unit configured to store various data,
a communication unit configured to perform data
communication with an external apparatus, and a processing
unit configured to execute processing corresponding to a
command received via the communication unit, the method
comprising:

detecting data judged to have data abnormality from
the data stored in the storage unit in a case where the
command received from the external apparatus i1s an abnormal
data confirmation command; and

notifying the external apparatus of response data
including information indicating the data in which the data

abnormality has been detected by the detecting.

9. The data processing method according to claim 8,
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MCSLLP - 66 - transmit a second command to inquire about the error to
the smart card via the communication unit; a second reception
processing unit configured to receive command error information from theﬁ\/i(;@i Lp
smart card. via 5 the communication unit; and a command processing” "
unit configured to transmit a third command corresponding to the first

command to the smart card via the communication unit.

further comprising:

judging whether or not to execute abnormal data update
with respect to the data designated by an abnormal data
update command in a case where the abnormal data update
command 1is received from the external apparatus; and

executing the abnormal data update demanded by the
abnormal data update command in a case where it is judged
by the judging that the execution of the update of the data
designated by the abnormal data update command is allowed.

10. A smart card comprising:

a communication unit configured to communicate with an
external apparatus;

a detection unit configured to detect a command error
due to a first command received from the external apparatus
via the communication unit;

a first transmission processing unit configured to
transmit the command error to the external apparatus based
on the detection of the command error by the detection
unit;

a second transmission processing unit configured to
transmit command error information to the external
apparatus based on a second command received from the
external apparatus via the communication unit to inquire
about the error; and

a command processing unit configured to execute

processing based on a third command corresponding to the
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first command received from the external apparatus via the
communication unit to transmit an execution result to the
external apparatus.

11. The smart card according to claim 10, wherein the
detection unit detects the error of the data format of the
first command, and

the first transmission processing unit transmits, as
the command error information, information indicating the
details of the error of the data format in the first
command.

12. The smart card according to claim 11, wherein the
first command is a command received as one of a plurality
of commands to execute a series of processing, and

the third command is a command obtained by modifying
an error portion in the first command.

13. The smart card according to claim 10, further
comprising:

a first storage unit configured to store a number of
retry processing times with respect to the one command
based on the detection of the command error;

a second storage unit configured to store an upper
limit of the number of retry times with respect to the one
command; and

an execution judgment unit configured to judge that
the execution of retry processing is not allowed in a case

where the number of the retry processing times exceeds the
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upper limit of the number of the retry times.

14. The smart card according to claim 12, further
comprising:

a state storage unit configured to store a state
information before the execution of the processing based on
the first command,

wherein the command processing unit restarts the
processing from the state information before the execution
stored in the state storage unit in a case where the third
command 1is received, and returns to a state before the
start of the series of processing which are being executed
in accordance with a command group including the first
command in a case where a command other than the third
command is received.

15. A processing apparatus for a smart card,
comprising:

a communication unit configured to communicate with
the smart card;

a first transmission processing unit configured to
transmit a first command to the smart card via the
communication unit;

a first reception processing unit configured to
receive response data indicating a command error due to the
first command from the smart card via the communication
unit;

a second transmission processing unit configured to
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transmit a second command to inquire about the error to the
smart card via the communication unit;

a second reception processing unit configured to
recelve command error information from the smart card via
the communication unit; and

a command processing unit configured to transmit a
third command corresponding to the first command to the

smart card via the communication unit.



