. THE | N\VENTI ON St orage Device, Data processing System and Data
“writing and Readout Method BACKGROUND OF THE I NVENTION Field of the
invention" - This invention relates to a storage device for storage of
optional data and the ~area nmanagenent information for supervising the
staté of the area in which to store the 1 data, a data processing system
and a data processing nethod enploying this storage devi ce. Descri ption

of the Relmq; OFTHE INVENJIQON now, a card type external storage device,
referred to hereinafter as a menory card, enploying a flash nenory
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This invention relates to a storage device for storage of optional data and the
area management information for supervising the state of the area in which to store the

~ data, a data processing system and a data processing method employing this storage
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Description of the Related Art

' ‘ Up to now, é card type external storage device, referred to hereinafter as a
' memory card, employing a flash memdry (electrically erasable programmable read-
| only memory (ROM)) as a recording medium, has been proposed as an external data
_storage.de'vice used for an electronic equipment.

In this memory card, optional data and the management information as ancillary
data are stored in a memory as a storage medium. When these data and the
management informz}tidn are sent from the mémory card to e.g., a host side computer,
the data or the management information is corrected for errors, using the error
cqrrection codes, to correct the data for errors produced by cell malfunctions, before
outputting the data or information.

As the above management information, the information for management of the

state of an area for data storage (area management information), such’as the



the data or the managenent ‘information is corrected for errors, using the
error correction codes, to correct the data for errors produced by cel

mal functi ons, before outputting the data or information. As the
above managenent information, the information for managenent of the state
of an area for data storage (area managenent information), such as the

2 information specifying whether or not #he area hol-ding the data on nenory
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hence the area managenent _information is usually adapted to be rewitten
by itself s§queses of the sterasdatae dat a. Also, if an error is produced
in the area managenent information, and a usual error correction code is

used to correctSinke tlmhmanmhhmge:ﬁemt informatior fsetherinfornationesdriceming an in-
memory area, that is information independent of data, there may arise the necessity of
rewriting the information after storage of the data, and hence the area management
information is usually adapted to be rewritten by itself without rewriting the data.
Also, if an error is produced in the area management information, and a usual
- error correction code is used to correct the information for errors, the error correction
codes need to be rewritten every time the information is rewritten. Thus, for the area
management information, the same information is desirably distributed in plural bits
and stored in this state in order to combat errors without employing the error
correction code for error correction. |
Meanwhile, if the same information is distributed in plural bits and stored in this
state to combat errors, the area management information occasionally cannot be
. corrected for errors on occurrence of malfunctions in plural cells in which the same
information is stored. It is therefore desirable that the area management information
once corrected for errors can be discriminated to be the information corrected for
errors, so that, in case of storage in the memory card next time, the data will be stored

in an area other than the area subjected to the malfunction.



codes need to be rewitten every tinme the information is rewitten. Thus,
for the area nmnanagenent information, the sane information is desirably
distributed in plural bits and stored in this state in order to conbat
errors without enploying the error correction code for error correction.
Meanwhile, if the sanme information is didtributed in plural bits and stored
inthis state to conbat errors, the area nmanagenent information
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It1s another object of the present invention to provide a data processing system

in which a storage device sends data to a data processing device in such a manner that
whether or not the area management information has been corrected for errors can be
discriminated and in which the data processing device discriminates whether or not the
area management infonﬁaﬁon has been corrected for errors in order to perform
defined data processing.
It is yet another object of the present invention to provide a data processing
method used in the storage device and in the data processing system.
In one aspect, the present invention provides a storage device including storage
- means for storing data and the area management information for supervising the state
of an area in which the data is stored, error correcting processing means for correcting
the area management infofmation for predetermined errors if such errors are present
in the area management-information read out from the storage means, a_nd data
| processing means for reading the aréa management information from the storage
means, supplying the area management information to the error correcting processing

means if errors that can be corrected by the error correcting processing means are

present in the area management information. The data processing means appends a



has been corrected for errors can be discrim nated. It is another -
obj ect of the present invention to provide a data processing system in

whi ch a storage device sends data to a data processing device in such a
manner that whether or not the area nmanagenent information has been
corrected for errors can be discrimnated and in which the data processing
devi ce discrimnates whether or not the area nanagenent information has
been corredlgd spedifigng ahe fladt @fdatort eofrettion o thefdrae dnalsdgenpemd aafsingion

It i's yet another object of the present invention to provide a data
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In another aspect, the present invention provides a data processing system
including a storége device for storing data and the area management information for
supervising the state of an area in which the data is stored, and a data processiﬁg
device for supplying data and the area management information to the storage device
or receiving and processing the data and the area management information outputted
by the storage device.

Ifthe area management information stored in the storage device has correctable
errors, the data processing system corrects the area management information for errors
and appends a flag specifying the fact of error correction to the area management
information corrected for errors to route the corrected area management information
with the appended flag to the data processing device. |

If a flag indicating the fact of error correction by the data processing device 1s
appended to the area management information entered from the storage device, the

data processing system recognizes, by the flag, that the input area management



4 flag specifying the fact of 'error correction to the area managenent

I nformation- corrected for errors, and outputs the resulting information.

In the present storage device, if the area managenent information read from
the storage neans has errors correctable by error correction neans, the
data processing device sends the area ranagenent information to the error
correction neans and appends a flag indicating the fact of error
correction infotretiom as thanagemeation icotrectedt famemrors; antedef do mparfams defined
out put the corrected area managenent information. I n anot her aspect,
the present prduessihgon provides a data processing system including a

st orage device for storing data and the area nanagenent infornation for
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for errors and appends a flag specifying the fact of error correction to
t he area nacageceng the area management information read out from the storage means for

errors if the area management information has correctable errors, and outputting the
corrected information with a flag indicating the fact of error correction appended
thereto. |

If a flag indicating the fact of error correction by the data processing device is
appended to the area maﬁagement information entered from the storage device, the
&m processing method recognizes, by the flag, that the input area management
information is the information corrected for errors, in order to perform defined
processing.
BRIEF DESCRIPTION OF THE DRAWINGS

Fig.1 is a block diagram showing the structure of a data processing apparatus.

Fig.2 is a block diagram showing the structure of a memory card. |

Fig.3 is a schematic view showing the structure of a storage area of a flash
memory. |

Fig4 i1s a schematic view for illustrating the distributed management

information.



I nformation corrected for errors to route the corrected area nmanagenent
information w th the appended flag to the data processing device.

If a flag indicating the fact of error correction by the data processing
device is appended to the area managenent information entered fromthe
storage device, the data processing syssemrecogni zes, by the flag, that
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defined processing. I n yet another aspect, the present invention
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storage neans and the area managenent information in order to supervise
the state olferng&i®a in which the data is stored, and correcting the area
managenent information read out fromthe storage neans for errors if the
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Fig.8 is a flowchart for illustrating an example of the readout processing for the
area management information in a memory card.

Fig.9 is a for illustrating an example of data processing in a data processing-
device.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring to the drawings, preferred embodiments of the present invention will
be explained in detail.

In an embodiment shown in Fig. 1, the present invention is applied to a system
1 made up of a data processing device 10 as a host-side device and a memory card 20
as an external storage device connected to this data processing device 10 via a serial
interface.

Although the system shown herein is adapted to exchange data between the data
processing device 10 and the memory card 20 via a serial interface, the present
invention is also applicable to a system in which data exchange is via a parallel
interface.

The data processing device 10, used in the present system 1, includes a data



appended to the area managenent information entered fromthe storage
device, the data processing nethod recognizes, by the flag, that the input
area nmanagenent information is the information corrected for errors, in
order to performdefined processing. BRIEF DESCRIPTION OF THE DRAW NGS
~Fig. 1 is a block diagram show ng the structure of a data processing
appar at us. " Fig.2 is a block di agram showi ng the structure of a
menory car dprocessing ufitd.13 forsexgcatihg asiehoed peogratpwisagak intersacing cuceit d2 far
storage area of a flash nenory. Fig.4 is a schematic view for
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6 Fig. 5i1s a schematic view showi ng an exanpl e of an-area nanagenent
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the structu gt%ncr)lfg art]ae s s the' Gata processing unit 11, and a controller 14 connected to the

data processing unit 11, serial interfacing circuit 12 and to the register 13 for
- controlling the processing by these components.

If, when the data processing unit 11 executes a defined progfam,-the data
processing device 10 has found that data needs to be stored in the memory card 20 as
the external storage device, the data pfoccssing unit 11 writes data for storage,
management information required for supervising the data or control data such as write
commands in the register 13 under control by.the controller 14.

The serial interfacing circuit 12 reads out the data for storage, management
in.formation or the write commands from the register 13, under céntroi by the
controller 14, and converts them into serial data which is transferred along With clock
signals and status signals. The management information is made up of the data
management information as the information for supervising the data and the area
management information for superviéing the status of areas in which to store the data.

Also, if the data processing unit 11 of the data processing device 10 finds that,
for executing a defined program, data needs to be read from the memory card 20 as
the external storage device, the data processing unit 11 writes the readout command

as the control data in the register 13 under control by the controller 14. The sernal



managenent i nformation. Fig.8 is a flowhart for illustrating an
exanpl e ofthe readout processing for the area nmanagenent information in a

menory card. Fig.9 is a for illustrating an exanple of data
processing in a data processing device. DESCRIPTION OF THE PREFERRED
EVMBODI MENTS Referring to the dra\/\ﬁngs, preferred enbodi nents of the
present invention will be explained in detail. I n an enbodi nent
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a serial interfa hough the system shown herein i s adapted to -
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in accordance with the readout command, is converted by the serial mterfacing circuit
12 into parallel data, which is written in the register 13. The data processing unit 11
reads out these defined data or the management information from the register 13,
under control by the controller 14, in order to effectuate the processing. Af this time,
the controller 14 discriminates the state of the area management information
transmitted from the memory card 20 from a flag appended to the information as later
explained in order to effectuate defined data processing.

There is no particular limitation to the data processing device used in the systerﬁ
of the present invention provided that it enables data exchange with the external
storage device, such as memory card 20. Thus, a variety of data processing devices,
such as personal computers, digital still cameras or digital video cameras, may be used.

In the present system 1, the data processing device 10 and the memory card 20
are intérconnected over.a serial interface, specifically, over at least three data lines
SCLK, State and DIO. That is, the data processing device 10 and the memory card 20
are interconnected at least by a first data line SCLK for transmitting clock signals
during data transmission, a second data line State for transmitting status signals

required for data transmission, and a third data line DIO for serially transmitting data



7 processing unit 11, for executing a defined program a serial
interfacing circuit 12 for exchanging data with the nenory card 20 as the
external device, a register 13 provided between the data processing unit
11 and the serial interfacing circuit 12 for transiently storing data sent
fromthe data processing unit 11, and axontroller 14 connected to the

data processing unit 11, serial interfacing circuit 12 and to the register
13 for conwritlehiingh¢ henpsrgaasd 20gridats heslbowdnpmtkatremory card 20f in ovdentd he
data processing unit 11 executes a defined program the data processing

devi ce 10 h@aHanpodatdwik tHédeaddtgtilest 0 be stored in the nenory card 20 as
the external storage -device, the data processing unit 11 wites data for
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regi ster under control by the controller 14, and converts theminto
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signals. The managenent information is made up of the data managenent
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managenent information -for supervising the status of areas in which to

store the data. Referring to Fig.2, the memory card 20 includes a flash memory 21 for holding
‘defined data or the management information on memory, and a serial/parallel-
parallel/serial interfacing circuit (S/P-P/S interfacing circuit 22) for exchanging data
with the data processing device 10. The memory card 20 also includes a register 23
provided between the flash memory 21 and the S/P-P/S interfacing circuit 22 for
transient storage of data or the management information supplied from the S/P-P/S
interfacing circuit 22 and an error correction circuit 24 connected to the register 23 to
correct the data written in the register 23 or the data management information for
errors based on the error correction code. The memory card 20 also includes a
converting unit 25 for converting the area management information read out from the’
register 23 into the information comprised of this area management information and
redundant data appended thereto (termed herein the area management flag) or
converting the area management flag read out from the flash memory 21 to the

original area management information. The memory card 20 further includes an error

correction unit 26 connected to this converting unit 25 for correcting.dn area



Al'so, if the data processing unit 11 of the data processing device 10 finds
that, for executing a defined program data needs to be read fromthe
menory card 20 as the external storage device, the data processing unit 11
wites the readout command as the control data in.the register 13 under
control by the controller 14. The serialg _
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discrimnates the state of the area managenent information transmitted
from t he nethses datarlinesSERKrStateiangd BPPdndbe senak ierfadtiog eircius il 2aaf thetdata
explained in order to effectuate defined data processing.
processing device 10 in order to exchange data with the data processing device 10 via
these data lines SCLK, State and DIO. That is, the S/P-P/S interfacing circuit 22
converts the serial data sent from the serial interfacing circuit 12 of the data processing
device 10 into parallel data which is written in the register 23. The S/P-P/S interfacing
circuit 22 also converts the parallel data read out from the register 23 to route the
converted serial data to the serial interfacing circuit 12 of the data processing device
10. The serial data is transmitted between the S/P-P/S interfacing circuit 22 and the
data processing device 10 over the first data line SCLK as synchronization is achieved
by clock signals sent from the data processing device 10. At this time, the data type
of the serial data exchanged over the tl'urd data line DIO is discriminated by the status
signal exchanged over the second data line State. The data types may be enumerated
by, for example, data to be stofed in the flash memory 21, data read out from the flash
memory 21 and control data fox-' controlling the operation of the memory card .20.
If data sent from the data processing device 10 is control data, such as the write

command or the readout command, the S/P-P/S interfacing circuit 22 routes the

control data to the controller 27.



There is no particular linmtation to the data processing device used in the
system of the present invention provided that it enabl es data exchange
with the external storage device, such as nmenory card 20. Thus, a variety
of data processing devices, such as personal conputers, digital still
caneras or digital video caneras, may bklused. In the present
system 1, the data processing device 10 and the nenory card 20 are
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for errors.

The converting unit 25 converts the area management information of the
management information read out from the register 23 into an area management flag,
while converting the area management flag read out from the flash memory 21 into
the original area management information.

If, for example, a 1-bit error is produced in the area management flag read out
from the flash memory 21 and routed to the converting unit 25, the error correction
unit 26 corrects the area management flag for errors. That is, the possible range of
error correction of the error correction unit 26 is pre-set such that the error correction
unit 26 performs correction for a 1-bit error. That is, the area management flag
specifying an error is classified into a flag indicating an error correctable by the error
correction unit 26 and a flag indicating an error uncorrectable by the error correction
unit 26. Thus, the area management information converted by the converting unit 25
from the area management flag is classified into the area management information not
corrupted by errors, the area management information corrected for errors and the area

‘management information corrupted by errors and cannot be corrected for errors.



In the file header are stored the information for accessing to the file and
the information required by a program executed by the data processing

devi ce 10. Referring to Fig.2, the nenory card 20 includes a flash
menory 21 for holding defined data or the managenent information on
menory, and a serial/parallel- paralle %seri al interfacing circuit
(S/P-PISinterfacing circuit 22) for exchanging data wth the data
processi ng devi ckhelContidlterdhoontralathe apermtion afrtbe mksvory-cangi 20 basezi3on the
provi ded between the flash nenory 21 and the S/IP-P/S interfacing circuit 22
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the S/IP-P/S -interfacing circuit 22 and an error correction circuit 24 :
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converting the area nmanagenent flag read out fromthe flash nenory 21 to

the ori gi n@f the managemertipfornation, tlee ares. manzgemensripfarmationqs ffust remted to

i ncludes an error correction unit 26 connected to this converting unit 25

for correctthexonvertirgunit 25 where it is converted to an area management flag which is
stored in the flash inemory 21.

Also, the controller 27 reads out data or the management information from the
flash memory 21 in accordance with the read-out command from the S/P-P/S
interfacing circuit 22 to write the read-out data or information in the register 23. At
this time, the controller 27 first sends the area management flag of the management
information read out from the flash memory 21 to the converting unit 25 where it is
converted into the area management information which is written in the register 23.

It is noted that, in writing the area management information converted by the
converting unit 25 in the register 23, the controller 27 appends to this area
management information a flag for discriminating whether the area management
information is not corrupted with errors as described above, the area management
information corrected for errors or the area management information corrupted with

errors and which cannot be corrected for errors.

To the controller 27 is connected a mistaken erasure inhibiting switch 28. If



10 managenent flag read out fromthe flash nmenory 21 for errors and a
controller 27 connected to and adapted for controlling the processing
operation of the flash nenory 21, S/P-P/S interfacing circuit 22, register
23 and the converting unit 25. The S/P-P/S interfacing circuit 22 is
connected via at |east the above-nentioh®d three data |ines SCLK, State
~and DIOto the serial interfacing circuit 12 of the data :£rocessing devi ce
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data lines SCLK, State and DIO That is, the S/IP-P/S interfacing circuit 22
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data processing device 10 into parallel data which is witten in the :
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over the second data line State. The data types may be enunerated by, for
exanpl e, da€Eased. be stored in the flash nmenory 21, data read out fromthe
fl ash
If the data, area management information or the write command to be stored is
sent from the data processing device 10 to the memory card 20, the S/P-P/S interfacing
circuit 22 converts these data into parallel data which is sent to the controller 27. On
the other hand, predetermined data or the management information is written in the
register 23 under control by the controller 27.
To data or area management information written in the register 23, an error

correction code for other than the area management information is appended by the

erTor correction circuit 24.

Then, based on the write command sent from the S/P-P/S interfacing circuit 22,
the controller 27 reads out-defined data and management information from the register
23 to write the read-out data or information in the flash memory 21. Of the
management information read out from the register 23, the area management
information is first routed to the converting unit 25 under control by the controller 27.

The area management information sent to the converting unit 25 is converted by this



menory 21 and control data for controlling the operation of the nenory card
20. If data sent fromthe data processing device 10 is control data,
such as the wite conmand or the readout command, the S/P-P/S interfacing
circuit 22 routes the control data to the controller 27.

The register 23 transiently stores datal&xchanged between the flash menory
21 and the S/P-P/Sinterfacing circuit 22. The error correction
circuit 24 “PpendRg upiAS toan earea snanagdoent dlagaThe\gantrodler 277nwrites thegiastaer
23 by the S/IP-P/S interfacing circuit 22. The error correction circuit 24
al so corr eghandgemnantibag aareoist] byrthecoheerftinginin2 i the2flaginghemidriytdn i n the

register 23 for errors. The converting unit 25 converts the area
management i nf oryieh Stpslied With a%aa&&%%mhﬂa %dﬂﬁiﬁ@dht&? d&ieé I®to
register 23 into an area managenent fl ag, | e converting t area

e o GBSl e L
in the ar eg mana ngeﬁer £J7 ag read out
The controller 27 then reads out data or the management information from the
flash memory 21 to write the data or information in the register 23 under the read out
command sent from the S/P-P/S interfacing circuit 22. At this time, the controller 27
first routes the area management flag read out from the flash memory 21 to the
converting unit 25. The area management flag sent to the converting unit 25 is
converted by this converting unit 25 to the area management information. If there is '
error correctable by the error correction unit 26 in the area management flag, the
controller 27 sends this area management flag to the error correction unit 26. The
controller 27 appends to the area management information corrected for errors by the
error correction unit 26 a flag specifying the fact that the information has been
corrected for errors to write the resulting data in the register 23.
Ifthe data management information of the data or the management information
written in the register 23 is corrupted with errors, the error correction circuit 24 .
connected to this register 23 corrects these errors based on the error correction code.
The S/P-P/S interfacing circuit 22 reads out the data or the area management

information from the register 23 under control by the controller 27 to convert the data



fromthe flash nenory 21 and routed to the converting unit 25, the error
correction wunit 26 corrects the area managenent flag for errors. That is,

t he possible range of error correction of the error correction unit 26 is
pre-set such that the error correction wunit 26 perforns correction for a
1-bit error. That is, the area managenedd flag specifying an error is
classified into a flag indicating an error correctable by the error

correct i on @minforrmtigndingo s¢ragl datawdach msosemh out fothedata preasssibgaemicet Hb

error correction wunit 26. Thus, the area managenent information converted
by the conyerti nglthough 2he foregoihpedescemptivanhgerbeeh fladg ¢85 appasdingi 2dlagt o
the area managenent information not corrupted by errors, the area :

managenent jndfcakigithe Tadt U eI rebrietion th the aPdimbhfodh&f infOHIRGRRRYrected
i nformati on corrupted by errors and cannot be corrected for errors.
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That is, the controll r[d%ga reads out data.ogr the mana ene(g%) i nformation

t enpor ar i | yeUFTEHAO; the %g?tét%ﬁm%mw "L‘Wé‘t‘PEé’l%‘i%@Fe Ti€RFo%%cor dance
with the wite command routed fromthe S/P-P/S interfacing circuit 22 to
store the read- oiadsitioncalthovghrthatforagoing drscriptiothhassbesnymade of a system in

which the error correction circuit 24 is provided in the memory card 20 and data or the
data management information is corrected for errors in the memory card 20, the
present invention is also applicable to a system in which the data processing device has
an error correction circuit and the data of the data management information is
corrected for errors on the side of the data processing device. In this case, it is the data
having appended error correction codes that is exchanged between the data processing
devipe 10 and the memory card 20.

The structure of the storage area of the flash memory 21 loaded on the mémory
card 20 is hereinafter explained. |

The storage area of the flash memory 21 is made up of a large number of cells
as storage units and is split into plural blocks as data erasure units; as shown in Fig.3a.
These blocks are classified into boot blocks, into which are stored boot data, that is
data initially read by the data processing device 10 on starting the memory card 20,
and data blocks into which are written optional data. To these blocks are allocated

physical addresses proper to the respective blocks.



O the managenent:information, the area managenent information is first
routed to the converting unit 25 where it is converted to an area
managenent flag which is stored in the flash nenory 21. Al so, the
controller 27 reads out data or the nmanagenent information fromthe flash
menory 21 in accordance with the read-ogé command fromthe S/P-P/S
interfacing circuit 22 to wite the read”out data or information in the
regi ster 23. At Ea¢h Blocknea datreeraswuterwiit &rd il ianeousdy Husminyenan eait for file
managenent flag of the managenent information read out fromthe flash
nmenory 21 t manhgement €tatng, theifile 2bstohal i@ drie drsplurd bleskiseadiintesigiel sy dat
managenent information which is witten in the register 23. It 1s noted

that, in wiid #find BRCRICAANGEHSURIE bi lxﬁ%ﬁﬁlé on converted by the
converting unit 25 in the register 2?},’?& e cor?trol | er 27 appends to this

mmnagenent 1 nf oFAgH PisAe it KiBores Al el B B LA e ntPlonieiSo ffBen

mmnagement  HHCGMRRIHER JeBPRBE LAaE 10 BetPss. and whi ch canmot. be correct ed
for errors. To the controller 27 is connected a m staken erasure
i nhi biting switc g im#ial state, all bits of each block are set to “1” such that bit-based
change is possible only from “1” or “0”. Th:crefore, if data made up of “1”’s and “0”’s
| is to be written in the flash memory 21, the bits for *1” are kept, while bits for “0” are
changed from “1” to “0” prior to data writing.
* If data, once writtén, is erased from the flash memory 21, data are initialized in
a lump on the block basis to set all bits of the block to “1”. This erases the data written
in the block in a lump so that the block is again in the state of allowing for data
writing. |
Each block of the flash memory 21 is made up of plural pages as data writing
or readout unit, as shown in Fig.3b. Each page represents a storage unit having a |
recording capacity of, for example, 512 bytes. When writing data in the flash memory
21, data read out from the register 23 on the page unit is written on the page basis in
the flash memory 21. When reading out daia from the flash memory 21, data are read
out by the controller 25 on the page basis and thence sent to the register 23.

Each page representing a data writing or readout unit has a data storage areaand

amanagement information storage area. The data storage area means an area in which



13 this mistaken erasure inhibiting switch 28 is on, the controller 27 does
not perform control of erasing data stored in the flash nenory 21 even if
control data conmanding. erasure of data stored in the flash nmenory 21 is
sent fromthe data processing device 10. Thus, it is possible with the
menory card 20 to switch by the m stakenzerasure inhibiting swtch 28
between the state in which the data stored in the flash menory 21 can be
erased and th¥THe gptiong data, @ndithe mpmagement wdormatiorestpragstare@meays &1 arcannot
be erased. If the data, area managenent information or the wite
command to Mwdish ¢ swre she afotmitionrédqurethfor mansganentdibath earittéh frothehdata
menory card 20, the S/P-P/S interfacing circuit 22 converts these data

into paral | gtorg @Wnﬁﬂaéén%férﬁléthﬁ?pontrm ler 27. On the other hand,
predeterm ned data or the managenent information is witten in the

regi ster 23 unde 3 ta orpsare
managenent infor%’tE %gﬁ{a%ﬁ“%%%‘rﬁ?ﬁ%ﬁgggl etaéfz,aggs, a:h%re%;mg%yﬁe&?gghc ¢
code for other, than the area nmanagenent infornmgtion i.s.appended by the
error corr e?‘f‘; ?t&h"‘?ﬁ%ryé?ﬁ & ezsgi_aas an overwiHg Ar eabfgag g&“%HFHEfqmapﬁné RRWEERR
fromthe S/P-P/S interfacing circuit 22, the controller 27 reads out
defined dat &itheut nbleskdased lumpedranitishzationn t fdier sgmneinang U3 bydesw i 06 thhe

read-out data or information in the flash menory 21. O the
management information storage area are set as a usual area for block-based lumped

initialization at the time of rewriting the information.

The management information is stored in the management information storage
area of each page constituting a block. Specifically, the so-called distributed
management information, as the information necessary for management
of the block in question, is stored in the management information storage area
in the beginning page of each block, as shown in Fig.3c. There is also stored, as the
spare distributed management information, the same management information as the
distributed management information stored in the management information storage
area of the beginning page in the management information storage area of each page
as from page 2 of each block. It is noted that the so-called additional management
information for eking out the otherwise deficient information is stored in the
management information storage area of the last page of each block.

Thus, the distributed management information for supervising the respective

blocks is stored in the management information storage area in each block in the flash



managenent information read out fromthe register 23, the area managenent
information is first routed to the converting unit 25 under control by the
controller 27. The area nmanagenent information sent to the converting unit
25 is converted by this 14
converting unit 25 to an area managenentl8fl ag. The controller 27 wites the
area managenent flag converted by the converting unit 25 in the flash
menory 21. memory Aloaded ppithememany card 29d8be i tign ps-dervthesheraaranot the
processing device 10 to the nenory card 20, the S/P-P/S interfacing
circuit 22.blekes questioremdbeieatingrend block ofithecpietand, iftheXile is constitufdieby
controller 27 then reads out data or the managenent information fromthe
flash menor gh2dl filkesyhd mfohRatied aﬂeéigiﬁgcmmb@m lihRagd)&an®Bé Scqhiréd B/fflﬁf]_
the read out command sent fromthe S/P-P/S interfacing circuit  22. At this

time, the Cﬂﬁh‘iﬁ’&tkﬁrmzﬁ% eﬁfeh?ﬁxf&ﬁﬁ&&énthe area managenent flag read out
Jgi to the )

fromthe flash nmenory converting unit 25. The area managenent
flag sent to thegconverting,unit 25 i convert ed. this cqnvertjng, unjt
25 to the area @Xa@%ﬁ?@%gmo 2‘?‘5&’13 IpANggrInent; @?gré’i‘?t&?n r‘?“’é@‘t E&C& Khe
the error correction %nit 26, in the area managenent flag, the

memory card 20 formulates the so-called collective management information as the

information for supervising the flash memory 21 in its entirety in order to store the
collective management information as a file in the flash merﬁory 21.

If data is to be exchanged between the data processing device 10 and the
memory card 20, the data processing device 10 usually reads out the collective -
management information from the flash memory 21 to obtain the information required
for accessing each block. This eliminates the necessity of accessing to the distributed
management information stored in ;ach block for each data accessing to enable more
expeditious data accessing.

The distributed management information, additional management information
and the collective management information will be explained more specifically.

The distributed management information is the management information for
block management stored in a 16-byte management information storage area provided
in each page. This distributed management information is made up of a l-byte

possible/not possible flag, a 1-byte block flag, a 4-bit last flag, a 4-bit reference flag,

a 1-byte management flag, a 2-byte logical address, a 2-byte connection flag, a 2-byte



controller 27 sends this area managenent flag to the error correction unit
26. The <controller 27 appends to the area managenent information corrected
for errors by the error correction unit 26 a flag specifying the fact that
the informati on has been corrected for,grrors to wite the resulting data
in-the register 23. | f the data management information of the data
or the managenent information witten in the register 23 is corrupted with

rs, thg. er | rcuit 24  c ed to this register 23
cor rect s t psuab ed Rk Bechdt HRfidor Sprof SBNERHBE R tid’a PO Girg Sror
SIP-P/IS interfacing circuit 22 r.ead t the data .or.the area. gepent .
i nf or mat i oRCFFORPR ﬂég’raég‘ﬁ%&mmfrgg-gnmﬁ&%ﬁ? , pqqgg)tlgfgﬁf PB?SP&??EI‘E EEDCE\
convert the data ) o : 15 or
i nf or mat i oflaglest fag and theseferonneding arestored dutheinitial 3-bide avprvoitessemgf the
devi ce 10. Al t hough the foregoing description has been made of

appendi ng managgmentitiforhatiogn stoeageadteaof error correction to the area
managenent information corrected for errors, it is simlarly possible to

append a flag spetiefusuabl3-Botel 264 ofthe Shdiigentedt ifohhafion Stordlse 84 Breéltofy 2
managenent information corrected for errors.
the management flag, logical address, connection addresses, reserve area, error
correction code for distributed management information and the error correction code
for data. The remaining 3 bytes of the usual area are set as a reserve area.
The possible/not possible flag denotes whether a block is in the usable state or
in the non-usable state. That is, if an error that. cannot be recovered is produced in a
block, the possible/not possible flag specifies that the block in question is in the non-
usable state.
The block flag specifies the usable state of the block. Specifically, the block |
flag indicates four states of "not used as yet”, “used at the leading end”, “used” and
“not erased as yet”. Of these, the block flag “not used as yet” specifies that the block
is not used as yet or already erased and is in an initial state, with all bits being “1”,
such that data can be written at once. The block flag “used at the leading end”
specifies that the block in question is used at the leading end of the file. The block flag
“used” specifies that the block in question is being used in other than the leading end
of the file. That is, if the block flag is “used”, it indicates that the block in question is

connected from other blocks. The flag “not erased as yet” specifies that datd written



In addition, although the foregoing description has been made of a system
in which the error correction circuit 24 is provided in the nmenory card 20
and data or the data managenent information is corrected for errors in the
menory card 20, the present invention is also applicable to a systemin
whi ch the data processing device has an error correction circuit and the
data of the data managenment information3® corrected for errors on the

e o o BERS RS G5 b BTl e, 0

processing ., device 10 and the nenory card 20. The structure of the
storage ar 8 ¥RAINGLNd "ssh menory 21 I'oaded on the memory card 20 is
her ei naft er expl ai ned. The storage area of the flash nenory 21 is

made up of a | alythepresent memosy icard 28, iSoneededdrita stoaed in theslplbck is exased,
plural blocks as data erasure units, as shown in Fig.3a. These blocks are

cl assi fi edtheblockdbig B! faskset fothe WMidre-eraved” stateathd) 9pthed@ifalléRatcd i thdat a
initially read by the data processing device 10 on starting the nenory card
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permits the memory card 20 to perform data erasure processing more efficiently.

The last flag is a flag indicating whether or not the file terminates with the block
in queétion and speciﬁcally is a flag specifying two states, namely a “blocks
continuing” and “last block”. The state "blocks continuing” specifies that the files
stored m ﬁe block in question are not depleted and continue to other block(s). The
state “last block™ specifies that the file stored in the block in question terminates with
this block.

The flag “reference” is a flag for designating reference to the additional
management information and specifically showing the two states of “no reference
information exists” and “reference information exists”. The state “no reference
information exists” specifies that there is no effective additional management
information in the management information storage area of the last page of the block.
The state “reference information exists” specifies that there exists the effective
additional management information in the management information storage area of tile

last page of the block.

The management flag specifies block attributes and, as an example, specifies



16 Each block is a data erasure unit and sinultaneously the m ni num

unit for file managenent. That is, the file is stored in one or plural

bl ocks and is designed so that the sane bl ock cannot be utilized by plural
files. Each bl ock is conposed of plural cells in each of which the

information that can take two states denoting "1" and "0" is stored.

In the initial state, all bits of each bjpck are set to "1" such that

bi t-based abattgBuiesuphas ke KlooRk beidg @fEadjonl? bloch or ah&atreh@e Quch hs i BlopRde
up of "1"s and "0"s is to be witten in the flash nenory 21, the bits for

"1" are ke%em@"&ls%;‘%ggﬂegﬁlef Phis rganfg %erﬁmﬁglcf r@vhé'the{] eflﬁaslgfﬂ nﬁtrlr%strtf&ngglt a

writing. once Wi i'S “erase fromt

dat a areln aljze onthe bl ock basis to set all bits of the

block to " Q’Hﬂé gr"&?e%a%?hgor%ata witten in the block in a lunp so that
t he bl ock |s aga,tﬂ n.the state of  allowing for data witing Each
block of the fIakhe gierl\pddress spaeifies the B:glﬁalmd&lreqﬁaéébebio@mwtlpnngheor
readout unit, as shown in Fig.3b. Each page represents a storage unit

havi ng a realoe difrthe dogmel. agdress if npdatedras! the dckasiontmay déheandiforté.pg diaba
in the flash nmenory 21, data read out fromthe register 23 on the page

UNit i S Wi tevaiting) MBawIEES thedlaed OF the m@gltalaﬁare@.eyﬁﬂé séiso Wfiethe Gl alueut

data fromthe flash nenory 21, data are read
of the logical address will not be owned simultaneously by plural blocks.

The connegtion address specifies the logical address of other blocks connected
to the connection block. That is, if the file connected to the block in question connects
to other block(s), the connection address indicateé the value of the logical address in
which the remaim'ng portion of the file is stored.

The error correction code for the distributed management information is the
error correction code for data of the distributed management information written in the
management flag, logical address, connecting address and in the reserve area.

The error correction code for data is the error correction code for data stored
in the data storage area of a page in which has been written the error correction code
for data.

The possible/not possible flag, block_ﬂag, last flag and the reference flag of the
above-mentioned distributed management information represent the information for
supervising the state of the data storage area, that is the area managemént information.

Since there arises the necessity for rewriting the reference flag independently’of data,



out by the controller 25 on the page basis and thence sent to the register

23. Each page representing a data witing or readout unit has a data
storage area and a managenent infornmation storage area. The data storage
area nmeans an area in which 17
to wite optional data, and the nanagene I nformati on storage area neans
an area in which to store the informati requi red for managenent of data

written in ithe ndatsabjested ROETONicOreREBALSTHY eirbf @bfBEGHLL0de for the E'B@ve-
managenent information storage area has an area of 16 bytes, of which the

first threemBifligfed iABlnRapUREN [ifEr Brt rflai8n 4 Wik ﬂ?tﬂﬁqe ABL QR

can be rewitten w thout bloc- |n|t| |zat|on ni ng

b f f
area for bl BERTnLARHE e AR (Sdati dhedth elhihErelindintgiatnat

i nf ormati on. The gerrent |nformat|on Is stored in the managenent
i nf or mat i or® éFﬁPﬁ%ém%g??éﬁe SaTE Glsca %QQ%%R%‘EYS‘ngﬂKcm fompataon itemt hy,

the so-called distributed managenent |nfornat|on as the information
necessary fendentmeombeterrorst the bl ock in question, is stored in the
managenment information storage area

Specifically, these items of the area management information are converted by
the converting unit 25 into the area management flag having appended redundant data
and is stored in an overwrite area of the management information storage area as the
4-bit information for the original 1-bit information and as tﬁe 8-bit information for the
original 2-bit information, as shown in Fig.5.

That is, the possible/not possible flag is denoted by the 1-bit information
“1” and the 1-bit information “0” if the block is in the usable state or in the unusable
state, respectively. For storage in the management information storage area, the
possible/not possible flag is converted to, for example, the 1-byte information
“11111111” or “*00000000” by appendage of redundant bits prior to storage.

The block flag is denoted by the 2-bit information “11”, “10”, “01” and “00™
if the block is “not used as yet”, “used at the leading end”, “used” and “not erased as
yet”, respectively. For storage in the management information storage area, the block
flag is converted to, for example, the 1-byte information “1111 11117, “1111 00007,
“0000 1111”, “0000 0000 by appendage of redundant bits for storage. |

The last flag is denoted by the 1-bit information “1” and the 1-bit information



I n the beginning page of each block, as shown in Fig.3c. There is also.
stored, as the spare distributed nanagenent information, the sane
managenent information as the -distributed managenment infornmation stored in
t he managenent informati on storage area of the beginning page in the
managenent information storage area of eagch page as from page 2 of each
block. It is noted that the so-called additional nmanagenent i nformation

for eking 60t fohe “bldeks ddigindig Ci aid "Iﬁgpbmf’oﬂedp‘écﬁ{'él&e@o'rrkté %e in the
managenent information storage area of the |ast page of each
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bl ocks Is stor d I n e nmanagenen or mat1 on storage area
in the flas
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bl ock in questlon Is the | eading end block of the file and, if the file is

constitut ed®88plural files, the information speci fyi ng the bl ock 1i nkage,

can be acquired by this distributed management infornation. By

col I ecting the dibst riferened flagagaiwaoted biothenl ibin informatibnbt Btkindtthe 1-b1t

menory card 20 fornul ates the so-called collective nmanagenent information

as the mformation “0” if “there is no reference information” and if “there exists reference
information”, respectively. For storage in the management information storage area,
the reference flag is converted into, for example, the 4-bit information *1111” or
“0000” prior to storage.

Since the area managément information is stored in the management
information storage area as an area management flag having the redundant data
appended thereto, the original area management information can be recognized by
comparing the numbers of “1”’s and “0”’s of the area management flag even if an error
is produced as a result of malfunctions of the cell holding the flag in question.

The additional management information is the information stored in the 16-byte
management information storage area of the last page of the block, and includes the
additional information for eking out otherwise insufficient information.

This additional management information is made up of, for example, a 1-byte
possible/not-possible flag, a 1-byte block flag, a 4-bit last flag, a 4-bit reference flag,

a 1-byte identification number, a 2-byte effective data size, a 2-byte error correction

code for the additional management information and a 3-byte error correction ¢ode for



i nformation for supervising the flash nmenory 21 in its entirety in order to
store-the collective managenent information as a file in the flash nenory
21. . If data is to be exchanged between the data processing device 10
and the nmenory card 20, the data processing device 10 usually reads out
the collective managenent information fromthe flash nmenory 21 to obtain
the information required for accessing é4ch block. This elimnates the
necessity ofdasmcessing to the distributed managenent infaormation stored in
each bl ock for each data accessing to enable nore expeditious data

accessi ng. ' ' ta. [ 14
I ng Thg]%sgibiéﬁlbflﬁgggg}'jmggﬁm%ﬂ fldgD[RE PR | BfbreddOfIsd &?@{qel erfor

managenent i nformati'on and Ive nmanagement i nformation w

<"t he manageRshon, bl stp opre e 3 bRl ERCPRETR' BeRpgTtoctt

managenent i.nformati on,storage area praqvide I n.each page. .This
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possible flag, a 1-byte block flag, a 4-bit last flag, a 4-bit reference

flag, a 1-Bheemensarenaon cotdefor &ezﬁﬁyﬂbutddag'angemﬁnﬁxmaﬁoﬁ-dmyhie used for

connection flag, a 2-byte 19
the identification number excluding the area management flag of the additional

management information, effective data size and data written in the reserve area.

The identification number and the effective data size are included in the
additional management information as the additional information which ekes out the
otherwise deficient distributed management inforﬁation.

Similarly to the distributed management information, ‘the additional
managemeﬁt information is the area management information such as possible/not-
possible flag, block flag, last flag and the reference flag, as the area management flag,
+ having the appended redundant data, and is stored in the overwrife area of the first

three bytes of the management information storage area.

In the 13-byte ususal é.rea of the management information storage area are
stored the identification number, effective data size, error correction code for
additional management information and the error correction code for data. The
remaining 5 bytes of the usual area a.fe set as a reserve area.

The identification number is the information for error processing. The value

of the identification number is incremented each time the block data is rewritten. If



di stributed nmanagenment information error correction code and a 3-byte data
error correction flag, as showmn in Fig.4. O these flags, the possible/not
possible flag, block flag, last flag and the reference flag are stored in
the initial 3-byte overwite area of the nmanagenent information storage
ar ea. : In the usual 13-byte area @fst he managenent information
storage area are stored the nmanagenent flag, |ogical address, connection
addr esses, areefor@faver,soet is@rodeasd awhi that theckeetior pliraltblodiv el ing Heg sarmat
i nformati on and the error correction code for data. The renmaining 3 bytes

of the usualogiéflaadir&sses the IdéntifREionemahBé: is used for ditPinRipaEhE) %@ﬂ{er the
possi bl e flag denotes whether a block is in the usable state of in the

non- usabl e rLo at v, ed
ina bl ockﬁﬁﬁe 13 thep Hlookls BRhr o5 MABIMICE R FRES bR e
guestion is. e _.non usabl e state. wnn JNE Dl ock flag s C|f|e the
usabl e stat %BOBP&E}PCT&&%@IP? rzngne frope "Y1 (R g &@ththeqe'&%i

states of not used as "used at the |eading end", "used" and not
erased as yé the valuerads e ndn@tlﬁcaim fibeper nmtlauyestta@hqpeumn@pdm fiewslogical

the block is not used as yet or already erased and is in an initial state,

Wit h al | bi addtess,teitid 0. Kihé idemtificktion manbéeexweets 255 at isreset tohdf therek
flag "used at the |l eading end" specifies that the block in question is

L R MOl e et e Sl ko
the identification number is valid. As for the boot block, such block having the same
identification number as the backup is the normal value. If the two values differ, a
larger value is used.

The effective data size indicétes the size of effective data in a block. That. 1s, if
there 1s vacancy in the data storage area in the block, the effective data size specifies
~ the value of the size of data written in the data storage area n question. At this time,
the reference flag is set to “reference information exists”. If there is no vacancy in the
data storage area in the block, the effective data size is set to “Oxffff” as the
information specifying that there is no vacancy in the data storage area in the block.
Meanwhile, the above-described distributed management information and the
additional management information are updated each time the in-block data is updated
so as to represent the latest information. |

The collective management information is the information formulated by

collecting the distributed management information of each block and is stored as a file



of the file. That is, if the block flag is "used", it indicates that the
bl ock in question is connected fromother blocks. The flag "not erased as
yet" specifies that data witten

20 in the block is not needed. In the blot block holding boot data, a boot
flag is "used at the |eading end". 2 In the present nenory card 20,
i f unneeded data stored in the block is erased, the block flag is first

set to the imdfe fusledémsiyale. Thdt is,fa ﬁteeaﬁﬂnécalléawﬁanagemm inf6 @E&8GH, Ng
time, the block whose block flag is "not erased as yet" is erased. This

permts t hew'l‘i?éfPsth@ﬁff@nﬁ@txé&f&%ﬁﬁﬂ&é@n‘?ﬁt@;f%ﬁﬁ% G‘cd?l"eg&ﬁstégé\ﬂefn?é R)rmulatﬁd

efficiently last flag 1s a aglnlcatlng her "or not
speci vi ng Eagr tedidubUfbdtufiibenl e fiBo ﬁﬁaﬂ??ﬂﬂﬁﬁogc it g tala Broge
questi on ar B¥AE HUPHRRCBIORRAo SHRWRE LB To q;fe@@%%%aeé%&é@e emafios;
bl ock" specifies that the file stored in the bl ock in question term nates
with this playdie stored in a soihdlédlagr dcrese phmakblocks.aThe dgtaf processmgydevicad 0
reference to the additional

usually acquires the information for accessing to each block by this collective
management information. |

That s, if the collective management information effective for the memory card
20 is stored as a file, the data processing device 10 reads out the file of the collective
management inforrﬁation to formulate a management table for supervising the memory
card 20. Meanwhile, the physical address of the biock, in which is stored the leading
end of the file of the collective management. information, is contained in a boot
address. The data processing device 10 accesses to the file of the collective
management information based on this physical address.

Referring to Fig.8, illustrative processing of transmitting the management
information read out from the flash memory 21 of the memory card 20 to the data
processing device 10 is hereinafter explained. It is noted that data processing shown
in Fig.8 represents an instance in which the area management information is converted
into a 4-bit-based area management flag which is stored in the flash memory 21 and

that the data processing in the memory card according to the present invention is not

limited to this illustrative case. The data processing shown in Fig.8 shows an instance



managenment i nformation and specifically showing the two states of "no
reference information exists" and "reference information exists". The
state ."no reference information exists" specifies that there is no
effective additional nmanagenent information in the nmanagenent information
storage area of the |ast page of the block. The state "reference '
I nformati on exists" specifies that there?bxists the effective additional

nmanagenent inwhiokeifithe atda hhgagemat AR inatidhds oBireeed o oémae, afag sEEéiBﬁ'ng
| ast page of the bl ock. The managenent flag specifies bloc

attributes Ik : : . :
E{l}g efféet ﬁrhg?éflﬁgﬁ E(T theodie _nflér’?a}gemené _%t;?mxaglog é]l?d the resultmg idf)lta is

21 an attribute such : ock being rea or an att ute
St 2 1l il D04 MR e SR e ERERAERRc  e 59%,
L e o b kS e G e
e.g., data rewiting. Meanwhile, the values of the |ogical addresses are
set so that mavsagement unfarmation and to transmit the resulting data in case the data
management information has been corrected for errors.
For reading out the management information from the flash memory 21 of the
memory card 20, an area management flag is read out at sfep S11 by the controller 27
from the flash memory 21.
Then, at stép S12, all of the area management flags are checked on the four-bit
basis by the controller 27 as to whether the érea management flagis “1111” or “0000”.
If the area management flagis “1111” or “0000”, the program shifts to step
S13 where the area management flag is converted to the area management information
by the converting unit 25 before the program shifts to step S16.
Ifthe area management flag is not “1111” or “00007, the program shifts to step
S14. Itis checked at step S14 by the controller 27 whether the area management flag
is “11107, “1101” “1011” or “0111” or whether it is “0001”, “0010, “*0100” or
“1000”. |
If it is found that the area management flag is none of 1110, “1101”,*1011”

“0111” nor 0001, 00107, 0100, “1000™, error processing is executed.

If it is found that the area management flag is one of 11107, “1101* *1011”



of the logical address will not be owned sinultaneously by plural blocks.
The connecti on address specifies the | ogical address of other bl ocks ]
connected to the connection block. That is, if the file connected to the
bl ock in question connects to other block(s), the connection address

I ndi cates the value of the | ogical addrgis in which the remaining portion
of the file is stored. The error“Correction code for the distributed
managenent ‘G bi'het oo ofs'00Ré ™, €100d0” cHIT0OET I BN dke poogrdat shiffs tohwep S15

di stri buted nmanagenent information witten in the managenent flag, |ogical

address, comwiret ertgr esidectivh isRftetiited B th€EQLY Cordé&fon unit 26. THI®T& doRfection
correction code for data is the error correction code for data stored in

the data st Qnhags éfe%ﬁté%fer?orp&ﬂ?eétfaz?h"@ %g???ﬁflg/%ﬁg PMﬂbtei'fgf Lhe Bld 9 %)?(the

correction code for data. possi bl e flag, blo

flag, last flag and the refer e flag of the ove- nenti on ISt r, ed
nmanagenent Fﬁ?agmggﬁﬂe?teﬁ?%slgg‘ﬁet?fgaiqﬂ??ﬁ’meiné 3&t1S a@ﬁﬁ@?\ﬂ%gilga ¢ hé?éi at e
of the dat a“féo a9 ,£a, that is the area management information. Since
there arises ln{e n@l:’ggs.?hw e coEReton vt Hecomeess dae Hagtag Lil Al teeoutpnt the
of data, 22

corrected flag to the converting unit 25. If the area management flag is any one of

“0001”, “0010”; "01007, “1000”, the emror correction unit 26 corrects the flag to

0000 to output the corrected flag to the converting unit 25. The area management
flag is converted in this manner by the converting unit 25 to the area management
information. To this area management information is appended a flag specifying tﬁe
fact of error correction for the area management information before the program shifts
to step S16.

At step S16, the data management information is checked as to possible
presence of errors. |

If it is found that there exists no error in the data management information, the
program shifts to step S18.

If it is found that the data management information is corrupted with errors, it
is checked whether or not the errors can be corrected. If it is found that the errors
cannot be corrected, the program shifts to step S17 to correct the errors by the error
correction circuit 24 before the program shifts to step S18.

At step S18, the area management information and the data management



it is not subjected to error correction by the error correction code for

t he above- nentioned distributed managenent information and is stored in
t he managenent infornmation storage area as a flag (area nmanagenent fl ag)
havi ng redundant data of a defined ambunt of the sanme code as the code
specifying the information itemin ordgy to conbat errors.

Specifically, these itens of the area managenent informati.on are converted
by the conwdprmatgonaettr@finiittedby tiee SPeB/Sintea Grirgitirddiel tathie digtAproe Bkt
redundant data and is stored in an overwite area of the nmanagenent

1 nf or mat i ondetios agm@igwitﬁ&h&@&mgs@lg[j nformation for the original 1-bit
information and as the 8-bit information for the original 2-bit

i nformation, as L0 Fl . ' ] i finot . nossi;hbl e
flag i s denoted ﬁ'@q{iﬁse&%‘g‘: (?pe?%?%r} ?rtx‘aghleo&nmgbiéC%gﬁlégaeg%%ﬁbqb{e%fl"ﬁgo(?#ﬁflflg%‘e 0"
If the block. is in the usable state.or, Ln the unusabl e at e,

respecti vel 9‘.“%%‘?‘“8%‘?’5&%“?%% ﬁ'énﬁﬁﬁﬁﬁjje At the msmeny icgrd §bépd§éf%§,eﬁﬂ%
possi bl e/ not possible flag is converted to, for exanple, the 1-byte

i nf or mat i onProcessing therqon sexpbansbath refeyengste Fimgeltds noted thataata priocessimg or

to storage. The block flag is denoted by the 2-bit information "11",
"10", "01" bndhe dota pidcessingldevide showman Rigddisaserfetriied ‘onsthd bdsig b€ a flag
| eadi ng end", "used" and "not erased as yet", respectively. For storage in

e Tnacrepcodatos s skttt ool adn Besier) e 2
to indicate the fact of error correction thereon. However, data processing by the data
processing device according td the present invention may also be that performed on
the basis of a flag occasionally appended to the data management information.

It is noted that data processing by the data processing device shown in Fig.9 is
the processing in which, if a flag specifying the fact of error correction is appended to
the area management information of the read-out block, this block is rewritten to
another block. The data processing by the data processing device according to the
present invention is not limited to this illustrative processing since defined processing
can be performed on the basis of the flag occasionally appended to the area
management information-corrected for errors.

When the data processing device 10 performs defined data processing on the
data and management information transmitted from the memory card 20, a designated

block is read at step S21 by the serial interfacing circuit 12. It is then checked whether

the designated block can be read correctly. If the designated block cannatbe read



"0000 1111", "O0000 0000" by appendage of redundant bits for storage.
The last flag is denoted by the 1-bit information "1" and the 1-bit

i nf ormation 23 "0" for
"bl ocks continuing " and "last block", respectively. For storage in the
managenent information storage area, the last flag is converted by
appendage of redundant data into, for éQaane, the 4-bit information

"1111" or 'coufetlyptheqrofgam shifisagS22 to processigiotke teading erblraby tise demobdlber by
the 1-bit information "1" and the 1-bit information "0" if "there is no

reference ijaf ormation" and if "there exists reference information”,
respectively. For storage in the nmanagenent information storage area, the

o omoe. L o TGPl ISR bl Yoo BAPL s ek B SR e B
Is stored i thechglnaggggr%t | pf ormati on storage area as.an area nanagenent
flag havi ndlagnepsatyungishs tact of cappLoEESiORstRPendrd to, thei frep mapagement

managenment information can be recogni zed by conparing the nunbers of " 1
"s and " 0" gnfornfatioarafthescadyentbiock] Kyt svioundrthatsushrfdag is not appended to the

area management information, the program shifts to step S28 to perform normal block
readout processing. |
If it is found that such flag is appended to the area management information,

the program shifts to step S23 where the controller 14 checks the condition and the
state of block rewriting. If it is found that block rewriting is not made, the program
shifts to step S28 in order to effectuate normal block read-out processing. Ifit is found.
that block rewriting is not made, the program shifts to step S24 where the controller
14 rewrites the read-out block to another block. The program then shifts to step $25.

At step S25, the controller 14 checks the possibility of re-utilization of the
onginal block. Ifitis found that the original block cannot be re-utilized, the program
shifts to step S26 where the controller 14 sets use addition for the original block. The
program then shifts to step S27.

Ifit is found that the original block can be re-utilized, the program shifts to step
S27 where the controller 14 updates the collective management information.

Ifthe collective management information is updated, the controller 14 performs

at step S28 the normal block readout processing to terminate the data‘readout



i s produced as a result of malfunctions of the cell holding the flag in
questi on. The additional managenent information is the information
stored in the 16-byte managenent inforpation storage area of the |ast page
of the block, and includes the additional information for eking out

ot herwi se insufficient information. Thi s addi ti onal managenent
information is made up of, for exanple, 33 1- byte possi bl e/ not-possible
flag, a 1-kytoeeddimek flag, a 4-bit last flag, a 4-bit reference flag, a
1-byte identification nunber, a 2-byte effective data size, a 2-byte error

correction coderfgy if ﬂﬁ’: ﬁ@Q'rﬁéﬂé@héfﬁ@ﬁﬂ)‘?ﬂﬁ%nk@é&H%%@%éﬂgrﬁcaﬁa% ﬁasz 4

error correction code f

et or ence gl SRERRL bf‘@?r%f&sp?&ﬁ? sdreph 120645 st At appdfts & fagse

for the di strlt}#ted |nformat|on The error correction code for
the additi oiP&Fl ? r‘s:ore%mrmcehﬁo the argsymappgeRenidnfemRation woaiphbr
the distributed managenent information and is used for the identification
nunber exclthgi regulting dataatontheadataprocessing aevideel @idOnt thenather imndgéfrerflag
information, effective data size and data witten in the reserve area.

specifying the fact of error correction by the data processing device 10 is appended to
. the area management information transmitted from the memory card 20, the system
1 of the present invention performs defined data processing based on this flag. For

example, a block having the area management information corrected for errors may

be rewritten to another block to improve data reliability.



The identification nunber and the effective data size are included in the
addi ti onal managenent information as the additional information which ekes
out the otherw se deficient distributed managenent information.

Simlarly to the distributed managenent information, the additional
managenent information is the area managenent information .such as

possi bl e/ not- possible flag, block flag2last flag and the reference fl ag,
as the areayrpaRdSTEMAIMMEYIS: havi ng the appended redundant data, and is
stored in the overwite area of the first three bytes of the nmanagenent

i nformation s ’ .oln the 13-byte ususal area of the
managenent @'n%ﬁt@nggfgﬁggfocroglg%mﬁ 3a are stored the identification nunber,
effective data size, error correction code,for additional nmanagenent

i nf ormati on and S{(p{gggrrpgqnscg I §W’&ng€@d%“4 éﬁe (fé?%.m%e“}e&trdf’% oD, ol 5
of the usual area are set as a reserve, area. . The identification
nunber is tSHPETVisBEthe state pban erqacin whishdbedat issteredal ue of the
identification nunber is incremented each tinme the block data is rewitten.
| f error correcting processing means for correcinganherares nfanagemesor t
I s produced such that there exist plural blocks having the sanme

information for predetermined errors if such errors are present in the area management

information read out from said storage means; and

data processing means for reading the area management information from said
storage means, supplying the area management information to said error correcting
processing means if errors that can be corrected by said error correcting processing
means are present in said area management information, said data processing means
appending a flag specifying the fact of error correction to the area management
information corrected for errors, and outputting the resulting information.

2. A data processing system comprising:

a storage device for storing data and the area management information for
supervising the. status of an area for storing the data, said storage device cofrecting the
area management information for errors if the stored area management information has
correctable errors, said storage device appending a flag indicating the fact of error
correction to the area management information corrected for errors; and

a data processing device fed with the data and the area management information

outputted by said storage device, said data processing device recognizing, if'the flag

o
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| ogi cal addresses, the identification nunmber is used for discrimnating
whet her the data witten in these blocks is new or old. Meanwhile, a
1-byte area is used for the identification nunber, its value ranging from
"0" to "255", with the initial value, that is the value of the

I dentification nunber initially set mheg using the new | ogi cal address,
being "0". If the identification nunber %xceeds 255, it is reset to 0. If

there exi sadipatmigthebfaocfetrar cogedtivh &rehR dregint@lagsuithe infoamblios koheetedy a
smal l er value of the identification nunber is valid. As for the boot

bl ock, suchobéReks 15'% *)él@ﬂetcﬂ% tﬁ@rﬁf‘}é t'aﬁi@?%da}xhgé’thbﬁf‘lrﬂyﬂﬂ%?ﬁstﬂa@ ﬁlé)ﬁ‘@lﬁ%' BrdaS

t he normal val ue. he two val I'arger val ue 1s use

The effecti e si.ze of eff tive data i bl ock.
That is. f*‘a?}a%e%%“? B AOS & B2 hEA LR RSy n ot et Jo Re it
effective data size |f|es .the value of the size of data witten in the
dat a st or ad&® a PSCSHR8t his time, the reference flagis set to
"reference |nforrrat|on exists". If there is no vacancy in the data storage
area in thé. md;@mpromsmgm&xodecmpnsmgze is set to "Oxffff" as the

I nformati on specifying that there is no vacancy in the data storage area in
t he bl ock. readiftg ouhddte stdrbé irnstorgednsais Arlthdiaséd bt gsneptiagaition

i nformati on and the additional managenent information are updated each

time the | Foblhieevidileitestattélablhres h WhidiPtHe i $eRorddiGmladt est

i nf or mati on. e col | ecti-ve nanagenent ormatidn i s the
i nformation for 'EUH@EEHg B area management information read out from the storage means

for errors if said area management information has correctable errors, and outputting
the corrected information with a flag indicating the fact of error correction appended
thereto.
4. A data processing method for reading out data stored in storage means, and the area
management information used for supervising the state of an area of storage of the
data, from said storage device, and processing the data and the area management
information by a data processing device, wherein
said storage device corrects the area management information read out from the
storage means for errors if said area management information has correctable errors,
said storage device outputting the corrected information having an appended flag
indicating the fact of error correction to said data processing device, and wherein
said data processing device recognizes, if the flag indicating the fact of error

correction to the area management information corrected for errors is appended to the
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collecting the distributed managenent information of each block and is
stored as a file 26 in the
flash.nmenory 21. That is, a file of the collective managenent information,
which is the informati on for managenent of all files, collected together,
Is formulated fromthe distributed managenent information of all bl ocks,
and stored in a data storage area of a fined bl ock, as shown in Fig.7.

The col | ectireg MBARGLAGBT! infOiRAIGH iseft oM the Stofi d'wica1 sipdtethie! Rfpfat Qrea
across plural blocks. The data processing device 1 usual |y acquires the

e ti o : I . _
| nf or mat | on s ERRERA R e BiBEhalin COERCAR fofEhiol?, in BIRANFRform
effective for tpe ne?r&égtpcard 20 is stored as a file, the data processing

& iFF&°HFMee col | ective managenenti nfornationt o

devi ce 10 rESgsteomn

formul at e amanagenent table for ,suPer Vi Si Qv%tl he, menory card 20. Meanwhil e,
the physi ca?- Hifitemagesevicsacposling tq ¢laymil yrhergingayd aigamanagemensipfoanation
the file of the collective management information, is contained in a boot
address. Ths cestitptedcles 2nnpitsd Gvi Zeadd veloress af noo léssethtin [ (@+3) shine bits are
collective nanagenent information based on this physical address.
present, said error correction processing means performs error correction.
6. The storage device according to claim 1 wherein said area management information
is constituted by 2n+1 bits (n>0) and wherein, if not less than (n+1) same bits are
present, said error correction processing means performs error correction.
7. The storage device according to claim 1 wherein said storage means is a flash .
. Iemory.
8. The data processing system according to claim 2 wherein said area management
information is constituted by 2n bits (n>2) and wherein, if not less than (n+1) same
bits are present, said storage device performs error correction.
9. The data processing system according to claim 2 wherein said area management
information is constituted by 2n+1 bits (n20) and wherein, if not less than (n+1) same
bits are present, said storage device performs error correction.
10. The data processing method according to claim 3 wherein said area management
information is constituted by 2n bits (n>2) and wherein, if not less than (n+1) same

bits are present, error correction is performed.

11. The data processing method according to claim 3 wherein said area management

* < L M H *



Referring to Fig.8, illustrative processing of transmtting the managenent
information read out fromthe flash nenory 21 of the nmenory card 20 to the
data . processing device 10 is hereinafter explained. It is noted that data
processing shown in Fig.8 represents an instance in which the area
managenent information is converted intQ a 4-bit-based area managenent
flag which is stored in the flash nenory~21 and that the data processing
in the menpiyrsaish %Ccfdhrsﬁhﬁgd bg 2hhq tﬂfﬁ@ﬁ'}taﬂdﬂﬂﬁé}%hpnfﬁ&laﬁ thahl(mnygaﬁx@
this illustrative case. a processing shown in Fig.8 shows an

i nstance 27 in which, if the
area nanag i e At ?reF%r%tngr{r%ﬁox;rgcté%r} }Se%?rf%mﬁor errors, a flag specifying

this effec ended to the are i nf rrratlon and t he .

Fesul t1ng Wt o THE BB BicebUEs oo BeaOBEs Hhoo PR o whERGR  Saiderea
according to the present invention, it is also possible to append a flag

i ndi cat i ngmanagement information is sonstititedh by 2nthits (922) andwrhegeine nqtrlessmham on
and to transmt the resulting data in case the data mnanagenent infornmation
has been c(i¥Bdaatk bits arerpresent, said storage deveaienfproistertdrecorrataganent
information fromthe flash nenory 21 of the nenory card 20, an area

nmanagenent 14| ThHe 8ta'piafeRitlg Retiid®itcording Yo EREMAPRhERA Saiddrea management
information is constituted by 2n+1 bits (n>0) and wherein, ifnot less than (n+1) same

bits are present, said storage device performs error correction.
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fromthe flash nenory 21. Then, at step S 12, all of the area
managenent flags are checked on the four-bit basis by the controller 27 as -
to whet her the area managenent flag is "1111" or "0000". If the area
managenent flag is "1111" or "0000", the.programshifts to step S13 where
t he area managenent flag is converted to the area managenent infornmation

by the conveSTORRCRINPEVDGE hebhFa PRRCESIINGNSERTEYSANG BAEH WRETING AND

| fthe area managenent flag i s not 'REAPOUT METHSSD0", the program shifts to
step Sl14. @ﬁgﬁl}c&cked at step S14 by the controller 27 whether the area

managenment "1110", "1101" "1011" or "0111" or whether it is
"0001", "0010", "0100" or "1000". _If it is found that the area
management fl ag iherperepegvidad a'storaga device foo outputting-data insuch@0fatiner that
"0010", "0100", "1000", error processing is executed. If it is found

that the arvezethenagertrdrrdd egrectiomnbaofbebhlMade 'chhOBe diskPikdinated, and a data
28 "0111" or one of "0001", "0010", "0100", "1000", the programshifts to

gg _epTﬁfer }Mg?éécsgrﬁfgéﬁsitégﬁﬁﬁ RREHPAstoPagt R ISRAN¥hE S 8at 16 8 daGYPrbESs Y ulild
in such a manner that whether or not the area management information has been
corrected for errors can be discriminated and in which the data processing device
discriminates whether or not the area management information has been corrected for
errors in order to perform predetermined data processing. There is also provided a
data processing method for the storage device and for the data processing system. If
there is aﬁy error correctable by an error processing unit 26 in the area management
information read out from the flash memory 21, the controller 27 furnishes the area
maﬁagemént information to the error correction processing unit 26 and appends a flag
indicating the fact of error correction to the area management information corrected

for errors to output the resulting data.

Figure 2



unit 26 executes error correction by conparing the nunbers of "0"s and "1"s
of the area nmanagenent flag. |f the area managenent flag is any one of
1110", "1101", "10111" "O0111", the error correction unit 26 corrects the
flag to "1111" to output the <corrected flag to the converting unit 25. If
the area managenent flag is any one of "0001", "0010", "0100", "1000", the
error correction unit 26 corrects the flag to "0000" to output the
corrected flag to the converting unit 25. The area managenent flag is
converted in this manner by the converting unit 25 to the area nmanagenent
information. To this area management iRpfgrmation is appended a flag
specifying the fact of error correction for the area managenent
i nformation before the prﬁi a-shfts to step S16. At step S16, the
n

dat a nmanagenent i nformati is chegked as to possible presence of errors.
If it is found that there ®&xi $s np error in the data nmanagenent
information, the program shi %E tp step S 18. If it i.s found that

t he data managenent informa}i @<t sjcorrupted with errors, it is checked
whet her or not the errors can%ﬁ@ cprrected. If it is found that the errors
cannot be corrected, the prpgramshifts to step S 17 to correct the errors
by the error correction ci ﬁuigl°1 before the pL¢gran1shifts to step S 18.
At step S18, the area nanaggﬁﬁrk, nf ormati on i:gjthe dat a nmanagenent
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29 information are transmtted by the S/P-P/S interfacing circuit 22 to the
data processing device 10 along with the status signal. _
illustrative operation of the data processing device 10 readi ng data and

t he managenent

noted that data processing by the data
performed on the basis of a flag

infornmation tran
error correctiongt
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processi ng devi c®
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present
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information transmtted fromthe nmenory card 20 to perform
defined processing thereon is explained with reference to Fig.9.
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can be perfornmed on the basis of the flag occasionally appended to the area
managenent i nformation corrected for errors. When the data
processi ng device 10 perforns defined data processing on the data and
managenment information transmtted fromthe nenory card 20, a designated
block is read at step S21 by the serial jigterfacing circuit 12. It is then
checked whet her the designated bl ock can be read correctly. If the

designat ed bl ock ¢
30 correctly, the rjgram shifts,{o Szgto process b} ock readi tg errors by
the controller W4} @ If t des| ghat ed block%h Been #khd correctly,
It is checked mﬂﬁt ag or not a a@ppeci fying the Ect of eryor
correction i s afBefd@d to the @reﬁadgn ement injorp®tijon of {he read-out
block. If it is g that suc$ f & not ap ef@led) §Z|t hau ajea
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state of block rewiting. If it is found that block rewiting is not nade,
the program shifts to step S28 in order to effectuate normal bl ock
read-out processing. If it is found that block rewiting is not made, the
program shifts to step S24 where the controller . 14 rewites the read-out

bl ock to another bl ock. The programthen shifts to step S25. At
step S25, the controller 14 checks the pp8sibility of re-utilization of the
original block. If it is found that the original block cannot be

re-utilized, the program shiftg to step S26 where t controller 14 sets
use addition for the original bllock. The progriamthen shifts to step S27.
If-it is found that the originall blockzan be rge-utiljzed, the program
shifts to step S27 where the cgntror J4-opdptes the collective
managenent i nformation. If the | ectijpe manpgenent information is
updated, the controller 14 perfqrns a:tn:&tep S2B the hormal bl ock readout
processing to term nate the dat g-fead e -----1
31 processing. Thus, if tlhe are& managengnt information stored in
the nenory card 20 has been corrected for errofs, the system1 of the
present invention appends a fl ad
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specifying the fact of error correction to the area managenent information
to output the resulting data to the data processing device 10. On the
other hand, if a flag specifying the fact of error correction by the data
processi ng device 10 is appended to the area nmanagenent information
transmtted fromthe nenory card 20, the system 1 of the present invention
perfornms defined data processing based on this flag. For exanple, a block
havi ng the area managenent information corrected for errors nay be
rewritten to another block to inprove data reliability.

32 WHAT IS CLAIMED IS: 1. A storage devpge conpri sing: st or age
means for storing data and the area nmanagenent information for supervising
the state of an area in which the data is stored; error correcting

processi ng nmeans for correcting.the area nmanagesent information for
predetermned errors if such eMors are present @mthe area nanagenent
information read out from sai d=storage neans; arﬁl = @ data processing
means for reading the area mangenent informati & gromJai d

FIG.5
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storage neans, supplying the area managenent information to said error
correcting processing neans if errors that can be corrected by said error
correcting processing neans are present in said area nmanagenent
information, said data processing neans appending a flag specifying the
fact of error correction to the area managenent information corrected for

errors, and outputting the resulting inf tion. 2. A data processing
system conpri si ng: a storpge device for dqtorindg data and the area
managenment information for supefvising the statjus of jan area for storing
the data, said storage device cofrecting the arlea narjagenent infornation
for errors if the stored area naTageanQ idformgtion Has correctable
errors, said storage device appehding aoﬁgg indicatirng the fact of error
correction to the area nanagenen |nfoEH§§¢(n1 cqrrectdd for errors; and
a data processing device fed witp-the Yg £ and-thhe arda nanagenent
information outputted by said sjorage ®evice, daid dgta processi ng device
recogni zing, if the flag 33
indicating the fact of error corfection to the drea ngnagement infornation
corrected for errors is appendej to the i ngt grea mdnagenent information
that the input area mgggm—
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managenent information is the information corrected for
perform predeterm ned data processing.
conpri si ng:
managenent i nformation
data is stored; and
out fromthe storage neans
has correctable errors, and outputting the corrected i
flag indicating the fact of error correcf/8n appended

A

errors, in order to

3. A data processing nethod
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34 area managenent information sent fromthe storage devices that thé input
area managenent information is the information corrected for-errors, in
order to perform predeterm ned data processing. 5. The storage device
according to claim1 wherein said area managenent information is
constituted by 2n bits (n[err]2) and wherein, if not |less than (n+l) same
bits are present, said error correctigpgprocessing nmeans perforns error

correction. 6. The storage_device accordin o claiml wherein said area
managenent i nformation |(§; | %ﬂb | r)] 0) and wherein,
i f not less than (n+l) sa %@}Ts%ééaw@ %@%ﬁfhﬁéﬁ‘ﬁiﬁ'\gr correction

processing means perfornms error correction. 7. The storage I ce _
according to claim1l where t abr— ry. 8. The
data processi ng system acc %8 1A éﬁgﬁﬁ \ .nr%ﬁﬁagad area nmanagenent

information is constituted by 2n bits (n[err]2) and wherei n, if not |ess
than (n+l) same bits are preafik 1561 GRY006 DFALICKRER p*zr(f*@?m error
correction. 9.. The data p| MMANAGEMEMIRLAGSOMO-bit BASI® ¢l aim 2 wherein
sai d area nmanagenent .
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~ information is constituted by 2n+l1 bits (n[err]0) and wherein, if not |ess
than (n+l) sanme bits are present, said storage device perforns error
correction. 10. The data processing nmethod according to claim3 wherein
sai d area managenment information is constituted by 2n bits (n[err]2) and
wherein, if not less than (n+l) same bits are present, error correction is
performed. 11. The data processing nethod according to claim3 wherein
sai d area nanagenent 35
information is constituted by 2n+ 1 bi?ég(n[err]) and wherein, if not |ess

than (n+l1l) sane bits are present,,error correction is perforned. 12. The
data processi ng met hod accordi ng f\o RFAPBATA wherein said area managenent
err

information is constituted by 2n biTs ) and wherein, if not |ess
than (n+l) same bits are[pPresen,Sal g Storage _devite e ﬁ%?hs error
correction. 13. The dat alor oo READBESIGNATEDBEOCK ng t & cl ai m 4 wher ei n
said area nanagenent information is congtituted by 2n+l1 bits (n[err]0) and

wherein, if not less than &gﬂ) sacA LEAR e _present, said storage device
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