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Description

Title of Invention
INFORMATION PROCESSING APPARATUS, TRANSMISSION CONTROL
METHOD, PROGRAM, AND INFORMATION PROCESSING SYSTEM

Technical Field
[0001]
The present disclosure relates to an information processing apparatus, a

transmission control method, a program, and an information processing system.

Background Art
[0002]

In recent years, apparatuses (or systems), such as mobile phones on which
contactless integrated circuit (IC) cards or contactless IC chips are mounted, capable
of performing contactless communication with readers/writers (or apparatuses with
reader/writer functions; the same applies below) have become prevalent. For
example, near field communication (NFC; hereinafter also referred to as “contactless
communication” in some cases) in which communication is performed with a
reader/writer using a magnetic field (carrier) having a predetermined frequency such
as 13.56 [MHz} and an apparatus (or a system) capable of performing contactless
communication with the foregoing reader/writer is being used.

[0003]

For the specifications of operating systems (OSs) mounted on ICs or NFC,
for example, various specifications have been defined by the industry associations
such as Global Platform (GP). As the specification regulated by GP, for example,

the specification disclosed in Non-Patent Literature 1 can be exemplified.

Citation List
Non-Patent Literature

[0004]
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Non-Patent Literature 1: GlobalPlatform Card-Card Specification v2.2-

Amendment C: Contactless Services v1.1

Summary of Invention
Technical Problem
[0005]

Apparatuses (or systems; hereinafter referred to as “information processing
systems” in some cases) capable of performing contactless communication with
external apparatuses such as readers/writers include, for example, communication
control apparatuses such as antennas or contactless frontends (CLFs) or information
processing apparatuses such as subscriber identify modules (SIMs) or universal
integrated circuit cards (UICCs).

[0006]

Here, when contactless communication is performed between an external
apparatus and an information processing system, it is desirable to prevent a process
related to contactless communication from being interrupted and to continue the
process related to the contactless communication. However, for example, when an
existing information processing system cannot receive a magnetic field (carrier) of a
predetermined frequency, the information processing system determines that a
process related to the contactless communication is uniformly terminated regardless
of a situation. Consequently, the existing information processing system lacks
flexibility.

[0007]

Embodiments of the present invention disclose a novel and improved
information processing apparatus, transmission control method, program, and
information processing system capable of continuing a process related to contactless

communication.

Solution to Problem
[0008]
According to a first aspect of the present invention, there is provided an

information
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processing apparatus including: a transmission control unit configured to, when first
carrier information indicating that no carrier is detected is acquired from a
communication control apparatus capable of performing contactless communication
using a carrier with an external apparatus, control a timing at which the acquired first
carrier information is transmitted to a transmission object configured to execute a
predetermined process according to the first carrier information. The transmission
control unit transmits the first carrier information to the transmission object when a
set waiting time has elapsed after the first carrier information was acquired. The
transmission control unit does not transmit the first carrier information to the
transmission object when second carrier information indicating that the carrier is
detected is acquired before the waiting time has elapsed.

[0009]

According to a second aspect of the present invention, there is provided a
transmission control method to be executed by an information processing apparatus,
the transmission control method including: a step of controlling, when first carrier
information indicating that no carrier is detected is acquired from a communication
control apparatus capable of performing contactless communication using a carrier
with an external apparatus, a timing at which the acquired first carrier information is
transmitted. In the controlling step, the first carrier information is transmitted when
a set waiting time has elapsed after the first carrier information was acquired, and the
first carrier information is not transmitted when second carrier information indicating
that the carrier is detected is acquired before the waiting time has elapsed.

[0010]

According to a third aspect of the present invention, there is provided a
program for causing a computer to execute: a step of controlling, when first carrier
information indicating that no carrier is detected is acquired from a communication
control apparatus capable of performing contactless communication using a carrier
with an external apparatus, a timing at which the acquired first carrier information is
transmitted. In the controlling step, the first carrier information is transmitted when
a set waiting time has elapsed after the first carrier information was acquired, and the
first carrier information is not transmitted when second carrier information indicating

that the
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carrier is detected is acquired before the waiting time has elapsed.
[0011]

According to a fourth aspect of the present invention, there is provided an
information processing system including: an information processing apparatus; an
antenna; and a communication control apparatus capable of communicating with the
information processing apparatus and performing contactless communication using a
carrier with an external apparatus via the anteﬁna. The information processing
apparatus includes a transmission control unit configured to, when first carrier
information indicating that no carrier is detected is acquired from the communication
control apparatus, control a timing at which the acquired first carrier information is
transmitted to a transmission object configured to execute a predetermined process
according to the first carrier information. The transmission control unit transmits
the first carrier information to the transmission object when a set waiting time has
elapsed after the first carrier information was acquired. The transmission control
unit does not transmit the first carrier information to the transmission object when
second carrier information indicating that the carrier is detected is acquired before

the waiting time has elapsed.

Advantageous Effects of Invention
[0012]

According to embodiments the present invention, it is possible to continue a
process related to contactless communication.
[0013]

In addition, the effects described in the present specification are merely
illustrative and demonstrative, and not limitative. In other words, embodiments of
the present invention can exhibit other effects that are evident to those skilled in the

art along with or instead of the effects based on the present specification.

Brief Description of Drawings

[0014]
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[FIG. 1] FIG. 1 is an explanatory diagram illustrating an example of the configuration
of an information processing system according to an embodiment,

[FIG. 2] FIG. 2 is an explanatory diagram illustrating an example of the configuration
of an information processing system according to the present embodiment according
to another example.

[FIG. 3] FIG. 3 is an explanatory diagram illustrating an example of a situation in
which instantaneous interruption is caused. |

[FIG. 4] FIG 4 is an explanatory diagram for describing an example of setting
information according to the present embodiment.

[FIG. 5] FIG 5 is an explanatory diagram for describing an example of setting
information according to the present embodiment.

[FIG. 6] FIG. 6 is a block diagram illustrating an example of the configuration of an
information processing apparatus according to the embodiment.

[FIG. 7] FIG 7 is an explanatory diagram illustrating examples of hardware and
software configurations of the information processing apparatus according to the

embodiment.

Description of Embodiments
[0015]

Hereinafter, preferred embodiments of the present disclosure will be
described in detail with reference to the appended drawings. In this specification
and the drawings, elements that have substantially the same function and structure
are denoted with the same reference signs, and repeated explanation is omitied.
[0016]

Hereinafter, the description will be described in the following order.
1. Information processing method according to embodiment
2. Information processing apparatus according to embodiment
3. Program according to embodiment
[0017]
(Information processing method according to embodiment)

First, an information processing method according to the embodiment will
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be described. Hereinafter, for example, the information processing method
according to the embodiment when a process related to the information processing
method according to the embodiment is performed by an information processing
apparatus according to the embodiment included in an information processing system
according to the embodiment will be described.

{0018]

When the contactless communication is performed between the external
apparatus and the information processing system as described above, it is desirable o
prevent a process related to the contactless communication from being interrupted
and to continve the process related to the contactless communication. Thus, for
example, in the specification disclosed in the above-described Non-Patent Literature
1, a function of “Continuous Processing” is provided. “Continuous Processing” is,
for example, a “function of holding, when the execution of a process related to
another communication interface except for the contactless communication is
requested while a process related to the contactless communication is performed, the
execution of the process related to the other communication interface until the
process related to the contactless communication being performed is terminated.”
[0019]

On the other hand, when contactless communication is performed between
the external apparatus and the information processing system, for example, the “case
in which the information processing system is instantaneously outside a magnetic
field (carrier) of a predetermined frequency and therefore the contactless
communication is not performed (hereinafter referred to as “instantaneous
interruption”)” occurs. Here, even when the instantaneous interruption is caused,
the information processing system enters the magnetic field of the predetermined
frequency again, so that contactless communication between the external apparatus
and the information processing system is possible.

[0020]

However, when the instantaneous interruption is caused, the information

processing system may determine that the process related to the contactless

communication is terminated without performing the contactless communication.
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Thus, when the instantaneous interruption is caused, the information processing
system cannot continue the process related to the contactless communication even
when the information processing system enters the magnetic field of the
predetermined frequency again.  Also, even if the information processing system is
configured to have the “Continuous Processing” function, the information processing
system cannot similarly continue the process related to the contactless
communication. .

[0021]

Therefore, in the present embodiment, the information processing apparatos
according to the present embodiment continues the process related to the contactless
communication by performing the process related to the information pl'ocessiﬂg.
method according to the present embodiment shown h{:j,‘e‘inaf fer. '

[0022] _ .
[1] Example of configuration of information processing systém accoﬁ'ding tb present »
embodiment

An example of the configuration of the information processing system
according to the present embodiment will be described as an assumption for
describing the information processing method according to the present embodiment.
[0023]

FIG 1 is an explanatory diagram illustrating an example of the
configuration of the information processing system 1000 according to the present
embodiment. In FIG. 1, an external apparatus 500 for outputting the magnetic field
of the predetermined frequency is also illustrated.  Also, in FIG. 1, a reader/writer
(which may hereinafter be referred to as “R/W?”) is illustrated as an example of the
external apparatus 500, Hereinafter, the magnetic field of the predetermined
frequency may indicate a “carrier” or “RF magnetic field.”

[0024]

The information processing system 1000 includes, for example, an
information processing apparatus 100, a communication control apparatus 200, an
antenna 300, and a processing apparatus 400.

[0023]
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In FIG 1, a UICC (or SIM) is illustrated as an example of the information
processing apparatus 100 and a CLF is illustrated as an example of the
communication control apparatus 200. In FIG 1, a device host (DH) is illustrated
as an example of the processing apparatus 400.

[0026]

FIG. 1 illustrates an example in which the information processing apparatus
106 and the communication control apparatus 200 perform communication via
communication interfaces such as a host controller interface (HCI) and a single wire
protocol (SWP). FIG 1 al§o illustrates an example in which the information
processing apparatus 100 and the processing apparatus 400 perform communication
via a communication interface based on the ISO7816 standard. FIG 1 also
illustrates an example in which the communication control apparatus 200 and the
processing apparatus 400 perform communication via an HCI or an NFC controller
interface (NCI). The communication interfaces for performing the communication
between the apparatuses included in the information processing system 1000 are not
limited to the examples illustrated in FIG. 1. For example, the apparatuses included
in the information processing system 1000 may perform communication via any
communication interface or protocol enabling the apparatuses to perform the
communication.

[0027]
[1-1] Overview of information processing apparatus 100

For example, the information processing apparatus 100 performs processes
based on various signals transmitted from the external apparatus 500 when the
various signals transmitted from the external apparatus 500 are received from the
communication control apparatus 200.  Also, the information processing apparatus
100 may perform the process, for example, in conjunction with an external apparatus
(or external device) such as the processing apparatus 400. Then, the information
processing apparatus 100 transmits response signals according to processing results
to the communication control apparatus 200.

[0028]

Also, the information processing apparatus 100 plays a role in performing a
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process related to an information processing method to be described below and
controls a timing at which acquired carrier information is transmitted to a
transmission object on the basis of the carrier information acquired from the
communication control apparatus 200.

[0029]

More specifically, the information processing apparatus 100 controls the
timing at which the acquired carrier information is transmitted to the transmission
object, for example, when the carrier information (first carrier information)
indicating that no carrier is detected is acquired.  Also, the information processing
apparatus 100 does not transmit the carrier information indicating that no carrier is
detected to the transmission object when carrier information (second carrier
information) indicating that the carrier is detected is acquired, for example, before
the carrier information indicating that no carrier 18 detected is transmitted to the
transmission object.

[0030]

Here the carrier information according to the present embodiment is data
indicating that the carrier is detected or data indicating that no carrier is detected.
That is, the carrier information according to the present embodiment is data
indicating whether the carrier is detected.  The carrier information according to the
present embodiment includes data related to an event notification, for example, such
as “EVT_FIELD_ON” (an example of data indicating that the carrier is detected) or
“EVT_FIELD_OFF” (an example of data indicating that no carrier is detected).
[0031]

Also, the carrier information according to the present embodiment is not
limited to the above-described example. For example, the carrier information
according to the present embodiment includes data having any format capable of
indicating that no carrier is detected such as a {lag indicating whether the carrier is
detected.

[0032]
Also, the transmission object according to the present embodiment executes

a predetermined process according to carrier information indicating that no carrier is
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detected to be transmitted by the information processing apparatus 100, As the
transmission object according to the present embodiment, a first transmission object
shown in the following (a) and a second transmission object shown in the following
(b) can be exemplified.

[0033]

(a) First transmission object

The first transmission object has a function of holding, when the execution
of a process related to another communication interface except for the contactless
communication is requested while a process related to the contactless communication
is performed, the execution of the process related to the other communication
interface until the process related to the contactless communication being performed
is terminated. Here, the above-described function provided in the first transmission
object corresponds to the above-described “Continuous Processing” function. That
is, the first transmission object according to the present embodiment has the
“Continuous Processing” function.

[0034]

Also, the first transmission object performs a “process of executing the
process related to the other communication interface for which execution is held by
determining that the process related to the contactless communication is terminated
on the basis of the carrier information indicating that no carrier is detected” as the
predetermined process according to the carrier information indicating that no carrier
is detected. That is, the first transmission object releases the “Continuous
Processing” function according to the carrier information indicating that no carrier is
detected to be transmitted.  Here, the first transmission object performs a process of
a command according to the contactless communication until the end if the command
related to the contactless communication is processed, for example, when the carrier
information indicating that no carrier is detected is acquired, and then determines that
the process related to the contactless communication is terminated.

[0035]
Here, as the first transmission object according to the present embodiment,

for example, a first processing unit (to be described below) provided in the
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information processing apparatus 100 can be exemplified.
[0036]

The first processing unit (to be described below) performs a process based
on various types of signals transmitted from the external apparatus 500, for example,
transmitted from the communication control apparatus 200 through HCI and SWP
llustrated in FIG. 1. As the process based on various types of signals transmitted
from the external apparatus 500, data processing of data transmitted from the
communication control apparatus 200 or data stored in a recording medium such as a
flash memory based on a processing request transmitted from the communication
control apparatus 200 can be exemplified.

[0037]

Also, the first processing unit (to be described below), for example, causes a
response signal to be wansmitted according to a processing result to the
communication control apparatus 200 and causes the communication -control
apparatus 200 to transmit the response signal to the external apparatus. Here, the
first processing unit (to be described below), for example, causes a communication
interface provided in the information processing apparatus 100 or an external
communication interface connected to the information processing apparatus 100 to
transmit the response signal to the communication control apparatus 200,

[0038]

Also, the first processing unit (to be described below) performs a process
based on various types of signals transmitted from the processing apparatus 400
through a communication interface, for example, based on the ISO7816 standard
illustrated in FIG. 1, as the process related to another communication interface in
addition to the contactless communication. As the process based on various types
of signals transmitted from the processing apparatus 400, data processing of data
transmitted from the processing apparatus 400 or data stored in a recording medium
based on a processing request transmitted from the processing apparatus 400 can be
exemplified.

[0039]

When the execution of a process related to another cornmunication interface
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except for the contactless communication is requested while a process related to the
contactless communication is performed, the first processing unit (to be described
below) holds the execution of the process related to the other communication
interface until the process related to the contactless communication being performed
is terminated. The first processing unit (to be described below) determines that the
process related to the contactless communication is terminated on the basis of the
carrier information indicating that no carrier is detected when the carrier information
indicating that no carrier is detected is transmitted and executes the process related to
the other communication interface for which execution is held.

[00440]

The information processing apparatus 100 controls a release timing of the
“Continuous Processing” function in the first processing unit (to be described below)
by performing a process of controlling the timing at which the carrier information
indicating that no carrier is detected is transmitted to the first processing unit (to be
described below) as the process related to the information processing method
according to the present embodiment. Consequently, the information processing
apparatus 100 can continue the process related (o the contactless comununication by
controlling the timing at which the carrier information indicating that no carrier is
detected is transmitted to the first processing unit {to be described below) even when
instantaneous interruption is caused.

[0041]

Also, the first transmission object according to the present embodiment is
not limited to the first processing umnit (to be described below) provided in the
information processing apparatus 100. For example, the first transmission object
according to the present embodiment may be an external apparatus having a similar
function to the first processing unit (to be described below). Also, a plurality of
first transmission objects according to the present embodiment, for example, such as
the first processing unit (to be described below) and the external apparatus having a
similar function to the first processing unit (to be described below), may be provided.
For example, in the information processing system 1000 illustrated in FIG 1, the

information processing apparatus 100 and/or the processing apparatus 400 can be
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exemplified as the first transmission object according to the present embodiment.
[0042]
(b) Second transmission object

The second transmission object performs the process related to the
contactless communication by executing an application.  As the process related to
the contactless communication to be performed by the second transmission object, a
process similar to the process related to the contactless communication in the above-
described first transmission object can be exemplified.

[0043]

Here, as the second transmission object according to the present
embodiment, the second processing unit (to be described below) provided in the
information processing apparatus 100 can be exemplified.

[0044]

The second processing unit (to be described below) performs a “process of
terminating the execution of an application corresponding to the process related to
the contactless communication by determining that the process related to the
contactless communication is terminated on the basis of the carrier information
indicating that no carrier is detected” as a predetermined process according to the
carrier information indicating that no carrier is detected.  As a specific example of
the process of terminating the execution of the application based on the carrier
information indicating that no carrier is detected according to the present
embodiment, “Deselect of Applet (application)” can be exemplified.

[0045]

The information processing apparatus 100 controls a termination timing of
the execution of the application corresponding to the process related to the
contactless communication in the second processing unit (to be described below) by
performing the process of controlling the timing at which the carrier information
indicating that no carrier is detected is transmitted to the second processing unit (to
be described below) as the process related to the information processing method
according to the present embodiment.

[0046]
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Here, for example, when instantaneous interruption is caused, the execution
of the application is terminated as in “Deselect of Applet in the case in which no
carrier is detected” defined in the above-described Non-Patent Literature 1. Also,
when the terporarily terminated application is re-executed thereafter, the execution
of the application is time-consuming.

[0047]

Consequently, if the temporarily terminated application is re-executed when
the instantaneous interruption is caused, there is a problem in that the transmission of
the response signal according to a processing result of the process related to the
contactless communication is delayed.  Also, when the transmission of the response
signal to the external apparatus 500 is delayed, the time-out of the process in the
external apparatus 500 can occur and the contactless communication cannot continue
as a result.

[0048]

On the other hand, the information processing apparatus 100 can control the
termination timing of the execution of the application corresponding to the process
related to the contactless communication in the second processing unit (to be
described below) according to the process related to the information processing
method according to the present embodiment. Consequently, the information
processing apparatus 100 can prevent the contactless communication from being
non-continuous, for example, when the time-out of the process in the external
apparatus 500 occurs as described above.

[0049]

Therefore, the information processing apparatus 100 can continue the
process related to the contactless communication by controlling the timing at which
carrier information indicating that no carrier is detected is transmitted to the second
processing unit (to be described below) even when instantaneous imterruption is
caused.

[0050]
Also, the second transmission object according to the present embodiment is

not limited to the second processing unit (to be described below) provided in the
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information processing apparatus 100. For example, the second transmission object
according to the present embodiment may be an external apparatus having a similar
function to the first processing unit (to be described below). Also, a plurality of
second transmission objects according to the present embodiment, for example, such
as the second processing unit (to be described below) and the external apparatus
having a similar function to the second processing unit (to be described below), may
be provided. For example, in the information processing system 1000 illustrated in
FIG. 1, the information processing apparatus 100 and/or the processing apparatus 400
can be exemplified as the second transmission object according to the present
embodiment.

[0051]

As the transmission object according to the present embodiment, the first
transmission object shown in the above-described (a) and the second transmission
object shown in the above-described (b) can be exemplified.  Also, the transmission
object according to the present embodiment is not limited to the above-described first
transmission object and the above-described second transmission object.  For
example, the transmission object according to the present embodiment may have
both a function provided in the above-described first transmission object and a
function provided in the above-described second transmission object.

10052]

When carrier information indicating that no carrier is detected from the
communication control apparatus 200 is acquired as described above, the information
processing apparatus 100 controls the timing at which the acquired carrier
information is transmitted to the transmission object.

{0053]

Also, the process in the information processing apparatus 100 is not limited
to the above-described process. o
[0054]

For example, the information processing apparatus 100 causes information
related to a processing time to be transmitted to the communication control apparatus

200. The information processing apparatus 100 causes a communication interface
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provided in the apparatus itself (the information processing apparatus 100; the same
hereinafter) or an external communication interface connected to the information
processing apparatus 100 to transmit the information related to the processing time to
the communication control apparatus 200.  The information related to the
processing time according to the present embodiment is transmitted, for example, at
the time of responding to a polling signal.

[0055]

Here, the information related to the processing time according to the present
embodiment is data indicating an estimate of a processing time when the process is
performed. As the information related to the processing time according to the
present embodiment, data indicating a parameter called “PMm” including a
maximum response time parameter indicating a maximum response time can be
exemplified.

[0056]

The information related to the processing time according to the present
embodiment is used to calculate a waiting lime (ime-out time) of the process in the
external apparatus 500.  The waiting time of the process is calculated on the basis of
the information related to the processing time according to the present embodiment
in the external apparatus 500, so that the external apparatus 500 can output an error
or proceed to the next process according to the waiting time of a process suitable for
the information processing apparatus 100.  Consequently, the information
processing apparatus 100 causes the information related to the processing time to be
transmitted to the commuuication control apparatus 200, so that the process related to
the contactless communication between the information processing system 1000 and
the external apparatus 500 is more smoothly performed.

[0057]

Also, the information related to the processing time according to the present
embodiment is not limited to PMm and may be, for example, any data capable of
being used in a process related to setting of the waiting time in the external apparatus
500.  Also, in the present embodiment, the waiting time may be previously shared

between the information processing system 1000 and the external apparatus 500
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rather than the exchange of data such as the information related to the processing
time being performed as necessary, or a specified time may be predetermined
between the information processing system 1000 and the external apparatus 500.
Even when the waiting time is previously shared or the above-described specified
time is predetermined, the process related to the contactless communication between
the information processing system 1000 and the external apparatus 500 can be
smoothly performed. Hereinafter, an example in which the information related to
the processing time according to the present embodiment is PMm is shown,

[0058]

[1-2] Overview of communication control apparatus 200

The communication control apparatus 200 performs contactless
communication with the external apparatus 500. For example, the communication
control apparatus 200 performs the contactless communication with the external
apparatus 500 by receiving a signal transmitted from the external apparatus 500 via
the connected antenna 300, performing load modulation, and transmitting a signal via
the antenna 300. As the antenna 300, for example, an inductor having
predetermined inductance can be exemplified.

[0059]

Also, the communication control apparatus 200 communicates with the
information processing apparatus 100 via communication interfaces such as the HCI
and the SWP.

[0060]

The communication control apparatus 200 causes various tvpes of signals
transmitted from the external apparatus 500, for example, transmitted via the antenna
300, to be transmitted to the information processing apparatus 100.

[0061]

Also, the communication control apparatus 200 determines whether the
carrier is detected and causes carrier information according to a determination result
to be transmitted to the information processing apparatus 100.

[0062]

Here, the communication control apparatus 200 determines that no carrier is
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detected, for example, when a voltage induced in the antenna 300 according to the
carrier is not detected for a set predetermined time or more (or when the voltage is
not detected for a time longer than the predetermined time).  Also, the
communication control apparatus 200 determines that the carrier is detected, for
example, when the voltage induced in the antenna 300 according to the carrier is
detected within the set predetermined time (or when the voltage is detected within
the predetermined time). Also, of course, the process related to the determination
of whether the carrier is detected in the communication control apparatus 200 is not
limited to the above-described example.

[0063]

In FIG 1, the example in which the communication control apparatus 200
performs the contactless communication with the external apparatus 500 via the
connected antenma 300 is illustrated.  However, the communication control
apparatus 200 may include the antenna 300.

[0064]
[1-3] Overview of processing apparatus 400

The processing apparatus 400 includes a processor that includes a micro
processing unit (MPU) or various processing circuits and performs various processes.
As the processes performed by the processing apparatus 400, for example, a process
in in conjunction with the information processing apparatus 100 through
communication, a process related to the communication with the communication
contro] apparatus 200, and a process that the processing apparatus 400 performs by

itself can be exemplified.

T0065]

The information processing system 1000 has, for example, the configuration
illustrated in FIG. 1.
[0066]

The configuration of the information processing system according to the
embodiment is not limited to the example illustrated in FIG. 1.
[0067]

FIG 2 is an explanatory diagram illustrating an example of the
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configuration of an information processing system 2000 according to the present
embodiment according to another example. For example, as in the information
processing system 2000 illustrated in FIG. 2, it may be unnecessary for the
information processing system according to the present embodiment to have the
processing apparatus 400.

[0068]

When there is no other communication interface in addition to a
communication interface related to contactless communication between the
information processing apparatus 100 and the communication control apparatus 200
as in the information processing system 2000 illustrated in FIG 2, the “Continuous
Processing” function does not work even when the information processing apparatus
100 has the “Continuous Processing” function. Thus, when there is no other
communication interface in addition to the communication interface related to the
contactless communication as in the information processing system 2000, it may be
unnecessary for the information processing apparatus 100 to perform a process of
controlling the timing at which the acquired carrier information is transmitted to the
first transmission object described above,

[0069]

The configuration of the information processing system according to the
embodiment is not limited to the example illustrated in FIG. 1 or FIG. 2.

[0070]

The information processing system according to the embodiment may be,
for example, an apparatus in which the communication control apparatus 200 and the
processing apparatus 400 illustrated in FIG. 1 are integrated.

[0071]

The information processing system according to the embodiment may be,
for example, an apparatus in which the information processing apparatus 100, the
communication control apparatus 200, and the antenna 300 illustrated in FIG. 1 and
FIG. 2 are integrated. When the information processing system is the apparatus in
which the information processing apparatus 100, the communication control

apparatus 200, and the antenna 300 are integrated, the integrated apparatus is referred
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to as, for example, a2 “microSD” in some cases. Here, “micro” is a size of a shape,
but the size is not necessarily uniquely designated and is not limited to various types
of standards including an SD card.

[0072]

For example, the information processing system according to the
embodiment may have a configuration in which the information processing apparatus
100 illustrated in FIG. 1 is internally included in the processing apparatus 400.
When the information processing apparatus 100 is configured to be internally
included in the processing apparatus 400, the information processing apparatus 100
is referred to as, for example, a trusted execution environment (TEE) in some cases.
10073]

For example, the information processing sysiem according (o the
embodiment may have a configuration in which the information processing apparatus
100, the communication control apparatus 200, and the processing apparatus 400
illustrated in FIG. 1 are integrated, that is, may have a configuration in which the
information processing system according to the embodiment is a single apparatus.
[0074]

‘When the information processing system according to the embodiment has,
for example, any of the several configurations described above, the information
processing apparatus 100 (or an apparatus corresponding to the information
processing apparatus 100) included in the information processing system according
to the embodiment can perform a process related to the information processing
method according to the embodiment to be described below.  Accordingly, when the
information processing system according to the embodiment has, for example, any of
the several configurations described above, it is possible to continue a process related
to contactless communication.

[0075]

In the information processing system according to the embodiment, the
information processing apparatus 100 can also be detachably mounted. When the
information processing apparatus 100 can be detachably mounted, the information

processing apparatus 100 is referred to as, for example, a “UICC” in some cases.
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When the information processing apparatus 100 may not be detachably mounted, the
information processing apparatus 100 is referred to as, for example, an “eUICC” in
some cases. For example, when the information processing system according to the
embodiment is a communication apparatus such as a mobile phone and the
information processing apparatus 100 does not store information necessary for
connection with a general public wireless line, the information processing apparatus
100 is referred to as, for example, an “eSE” in some cases. When the information
processing apparatus 100 can be detachably mounted, the information processing
apparatus 100 can perform the process related to the information processing method
according to the embodiment to be described below, for example, in the information
processing system according to any embodiment on which the information
processing apparatus 100 is mounted. In more detail, when the information
processing apparatus 100 is combined with the communication control apparatus 200
according to any kind of embodiment, the information processing apparatus 100 can
perform the process related to the information processing method according to the
embodiment to be described below. Accordingly, even when the information
processing apparatus 100 can be detachably mounted, it is possible to continue a
process related to contactiess communication.
[0076]
[2] Process related to information processing method according to embodiment

Next, the process related to the information processing method according to
the embodiment will be described. Hereinafter, a case in which the information
processing apparatus 100 according to the embodiment included in the information
processing system 1000 illustrated in FIG 1 performs the process related to the
information processing method according to the embodiment will be exemplified.
Hereinafter, the information processing apparatus 100 is referred to as a “UICC,” the
communication control apparatus 200 is referred to as a “CLE” and the external
apparatus 500 is referred to as an “R/W” in some cases. As described above, the
information processing apparatus 100 is not limited to the “UICC.” The
communication control apparatus 200 and the external apparatus 500 are not limited

to the “CLF” and “R/W” either.
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[0077]

Also, hereinafter, an example in which the transmission object (for example,
the first transmission object or the second transmission object) according to the
present embodiment is a component (for example, the first processing unit or the
second processing unit) provided in the apparétus itself is shown.

[0078]

FIG. 3 is an explanatory diagram illustrating an example of a situation in
which instantaneous interruption is caused. In FIG. 3, a reader/writer 10 for
outputting a magnetic field (carrier) of a predetermined frequency and an information
processing system 20 capable of performing contactless communication with the
reader/writer 10 using the magnetic field are illustrated.  Here, in FIG. 3, a portable
phone is illustrated as the information processing system 20.

[0079]

An RF magnetic field output by the reader/writer 10 does not constantly
extend in a semicircle state. For example, as shown in a region A or a region B
illustrated in FIG. 3, there is a region in which there is no RF magnetic field or
contactless communication cannot be performed for an RF magnetic [ield intensity
which is not operable in the information processing system 20.  Thus, if the case in
which the information processing system 20 moves along a path P illustrated in FIG.
3 is considered, instantaneous interruption is caused between the reader/writer 10 and
the information processing system 20 when the information processing system 20 is
positioned in the region A or B of FIG. 3. Here, the instantaneous inferruption is
likely to occur, for example, in units of 30 [ms] to 50 [ms].

10080]

Here, when the instantaneous interruption is caused, the contactless
communication is not performed and the information processing system 20
determines that the process related to the contactless communication is terminated.
Thus, even when the information processing system 20 enters the RF magnetic field
again as indicated by P of FIG 3, the information processing system 20 cannot
continue the process related to the contactless communication.

[0081]
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Also, when the information processing system 20 has the “Continuous
Processing” function, a process related to another communication interface which is
held may be executed. Consequently, when the information processing system 20
has the “Continuous Processing” function, the information processing system 20
cannot continue the process related to the contactless communication even when the
information processing system 20 enters the RF magnetic field again.

[0082]

Also, the reader/writer 10 calculates a waiting time (time-out time) of a
process using PMim included i the response signal to be transmitted from the
information processing system 20, for example, for a transmitted polling signal.
Because the reader/writer 10 can output an error or proceed to the next process
according 1o the waiting time of a process suitable for the information processing
systemn 20, the process related to the contactless communication is more smoothly
performed between the reader/writer 10 and the information processing system 20.
[0083]

Here, when the information processing system 20 has the “Continuous
Processing” function and executes the process related to another communication
interface by instantaneous interruption, the transmission of the response signal from
the information processing system 20 to the reader/writer 10 is delayed according to
the execution of the process related to the other communication interface. Also,
when the transmission of the response signal from the information processing system
20 is delayed, the unnecessary timeout is likely to occur in the reader/writer 10.
Also, when a value of PMm increases to reduce a possibility of occurrence of the
above-described unnecessary timeout, it is not possible to expect the optimization of
the process related to the contactless communication between the reader/writer 10
and the information processing system 20.

[0084]

Therefore, in the information processing system according to the present
embodiment, the information processing apparatus 100 continues the process related
to the contactless communication, for example, by performing (1) timing control

process to be described below.
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(1) Timing control process

When the carrier information (first carrier information) indicating that no
carrier is detected is acquired from the communication control apparatus 200, the
information processing apparatus 100 controls the timing at which the acquired
carrier information is transmitted to the transmission object (for example, the first
transmission object or the second transmission object) according to the present
embodiment. |
[0086]

More specifically, the information processing apparatus 100 transmits the
carrier information to the transmission object according to the present embodiment
when the set waiting time has elapsed from the acquisition of the carrier information
indicating that no carrier is detected. Also, when the carrier information (second
carrier information) indicating that the carrier is detected is acquired before. the set
waiting time has elapsed, the information processing apparatus 100 does not transmit
the carrier information indicating that no carrier is detected to the transmission object.
[0087]

As the waiting time according to the present embodiment, for example, one
common time in the application related to the execution of the process related to the
contactless communication can be exemplified. For example, the waiting time
according to the present embodiment may be preset or set at a timing similar to the
set time related to an existing “Continuous Processing” function.

[0088]

When the waiting time according to the present embodiment is one time, the
information processing apparatus 100 uses the one time as the waiting tme
regardless of the application related to the execution of the process related to the
contactless communication.

[0089]

Here, the application related to the execution of the process related to the

above-described contactless communication is executed, for example, in a

transmission object according to the present embodiment. That is, the application
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related to the execution of the process related to the above-described contactless
communication may be an application to be executed in the information processing
apparatus 100 or an application to be executed in the external apparatus.

[0090]

Also, the waiting time according to the present embodiment is not limited to
the above description. For example, the waiting time according to the present
embodiment may be set for every application related to the execution of the process
related to contactless communication. The waiting time for every application is set,
for example, when the application is installed. Also, the waiting time for every
application may be set, for example, at the similar timing to the set time according to
the existing “Continuous Processing” function.

[0091]

When the waiting time according to the present embodiment is set for every
application in the present embodiment, the information processing apparatus 100
uses the waiting time set for the application related to the execution of the process
related to the contactless communication, that is, the application for use in the
contactless communication. Here, when the application related to the execution of
the process related to the contactless communication is executed in the external
apparatus which 1s the transmission object, the information processing apparatus 100
specifies the waiting time set for the application by acquiring identification
information (for example, an application ID or the like) of the application from the
external apparatus.

[0092]

Hereinafter, an example of a timing control process according to the present
embodiment will be described. Also, hereinafter, the process of transmitting the
carrier information indicating that no carrier is detected to the transmission object
according to the present embodiment in the timing control process according 1o the
present embodiment will be mainly described.

[0093]
(1-1) First example of timing control process

The information processing apparatus 100 specifies a waiting time to be set
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using setting information stored in the recording medium, for example, such as a
non-volatile memory such as a read only memory (ROM) or a flash memory. The
information processing apparatus 100 transmits the carrier information to the
transmission object according to the present embodiment when the set waiting time
has elapsed from the acquisition of the carrier information indicating that no carrier
is detected.

[0094]

Here, the information processing apparatus 100 specifies the waiting time,
for example, when the carrier information indicating that no carrier is detected is
acquired. Also, the information processing apparatus 100 may specify the waiting
time regardless of the timing at which the carrier information indicating that no
carrier is detected is acquired, for example, at the startup tiroe.

[0095]

As the setting information according to the present embodiment, data
obtained by extending data in which the set time according to the existing
“Continuous Processing” function is specified can be exemplified.

[0096]

FIGS. 4 and 5 are explanatory diagrams for describing an example of setting
information according to the present embodiment. FIG 4 illustrates an example of
a specification for setting a set time according to the existing “Continuous
Processing” function defined in the above-described Non-Patent Literature 1. Also,
FIG. 5 illustrates an example of a specification for setting a waiting time according to
the present embodiment.

[0097]

In the data in which the set time according to the existing “Continuous
Processing” function is specified, the set time is specified by 2 [bytes] as an
execution environment (OPEN), for example, as illusirated in A of FIG. 4. In the
data in which the set time according to the existing “Continuous Processing”
function is specified, whether each application to be executed in the execution
environment corresponds to the “Continuous Processing” function is specified by |

[byte], for example, as illustrated in B of FI1G. 4.



[

10

15

20

30

27

[0098]

In the setting information according to the present embodiment, for example,
the waiting time according to the present embodiment is further specified by 2
[bytes] as illustrated in F1G. 5, for example, in addition to data illustrated in A of FIG,
4 and B of FIG. 4. Also, the waiting time according to the present embodiment is
not limited to that specified by 2 [bytes], and may be specified by data having any
data size capable of indicating the waiting time.

[0099]

Also, the setting information according to the present embodiment is not
limited to data obtained by extending the data in which the set time according to the
existing “Continuous Processing” function is specified. For example, the setting
information according to the present embodiment may be data in which the waiting
time according to the present embodiment is specified as illustrated in FIG. 5.

[0100]

Also, when the waiting time according to the present embodiment is set for
every application according to the execution of the process related to the contactless
communication, the setting information according to the present embodiment may be,
for example, data in which an application and a waiting time according to the present
embodiment are associated for every application such as data of a table format or a
database.

[0101]
(1-2) Second example of timing control process

The information processing apparatus 100 resets, for example, the set
waiting time, and transmits the carrier information to the transmission object
according to the present embodiment when the reset waiting time has elapsed from
the acquisition of the carrier information indicating that no carrier is detected.

[0102]

More specifically, the information processing apparatus 100 resets the
waiting time so that the waiting time does not exceed the time corresponding to the
information related to the processing time, for example, when the set waiting time is

fonger than a time corresponding to the information related to the processing time
o o
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according to the present embodiment such as PMm. Here, as the time
corresponding to the information related to the processing time according to the
present embodiment, for example, a value equal to or less than the maximum value
of a maximum response time parameter indicating a maximum response time
included in PMm can be exemplified.

[0103]

As described above, the information related to the processing time
according to the present embodiment such as PMm is used in calculation of the
waiting time (time-out time) of the process in the external apparatus 500, Thus,
when the set waiting time is longer than the time corresponding to the information
related to the processing time according to the present embodiment, the time-out of
the process in the external apparatus 500 occurs before the waiting time related to the
transmission of the carrier information has elapsed and consequently it is not
possible to continue the process related to the contactless communication,

[0104]

Also, the case in which the external apparatus 500 initializes the application
related to the execution of the process related (o the contactless communication (o be
executed at the information processing system side according to the present
embodiment, for example, when the external apparatus 300 temporarily stops the
output of the RF magnetic field, is also considered. At this time, when the set
waiting time 1s long and exceeds the time corresponding to the information related to
the processing time according to the present embodiment, the possibility of the
above-described initialization being interfered with increases.

[0105]

Therefore, the information processing apparatus 100 resets the set waiting
time on the basis of the information related to the processing time according to the
present embodiment as described above. The information processing apparatus 100
can reduce the possibility of the above-described initialization being interfered with
by performing resetting on the basis of the information related to the processing time
according to the present embodiment as described above.

[0106]
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The information processing apparatus 100 resets the waiting time, for
example, when the carrier information indicating that no carrier is detected is
acquired.  Also, the information processing apparatus 100 may veset the waiting
time, for example, when the carrier information indicating that no carrier is detected
while a command related to contactless communication is executed. Also, the
information processing apparatus 100 can reset the waiting time, for example,
regardless of the timing at which the carrier information indicating that no carrier is
detected at the startup time.

[0107]
(1-3) Third example of timing control process

The information processing apparatus 100 transmits the carrier information
indicating that no carrier is detected to the transmission object according to the
present embodiment, for example, regardless of the set waiting time on the basis of a
signal or information acquired from the communication control apparatus 200.

[0108]

More specifically, the information processing apparatus 100 transmits the
carrier information indicating that no carrier is detected to the transmission object
according to the present embodiment regardless of a set waiting time, for example,
when a signal of a predetermined pattern is acquired from the communication control
apparatus 200 or when information for designating an absent application i3 acquired
from the communication control apparatus 200. Here, the absent application
according to the present embodiment is, for example, an application which is not
stored in a storage unit (to be described below) provided in the information
processing apparatus 100 or an external storage medium connected to the
information processing apparatus 100.

[0109]

Here, as the signal of the predetermined pattern according to the present
embodiment, a combination of whether the carrier is detected such as
<"EVT_FIELD_OFE” “EVT_FIELD_ON,” “EVT_FIELD_OFE”
“EVT_FIELD_ON,” “EVT_FIELD_OFF”> can be exemplified. The signal of the

predetermined pattern according to the present embodiment is transmitted from the
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communication control apparatus 200 to the information processing apparatus 100,
for example, when the external apparatus 500 wrns on/off the output of the RF
magnetic field.

(0110]

Also, the signal of the predetermined pattern according to the present
embodiment is not limited to the above-described example.  For example, the signal
of the predetermined pattern according to the present embodiment may be a signal of
any pattern capable of being recognized by the information processing apparatus 100
such as <“EVT_FIELD_OFF” “EVT_FIELD_ON (for a predetermined time such as
a time of 10 [%] of the set waiting time),” “BEVT_FIELD_OFF">.

[0111]

When a process related to contactless communication between the external
apparatus 500 and the information processing system according to the present
embodiment is terminated and the external apparatus 500 turns off the output of the
RF magnetic field based on the fact that there is no next command (o be transmitied,
it is unnecessary to set the waiting time related to the transmission of the carrier
information due to the fact that the process related (o the contactless communication
is terminated. Also, when the carrier information indicating that no carrier is
detected after the waiting time has elapsed is transmitted to the transmission object
according to the present embodiment, for example, the time until the “Continuous
Processing” function is released is delayed by a set waiting time.

[0112]

Therefore, the information processing apparatus 100 transmits the carrier
information indicating that no carrier is detected to the transmission object according
to the present embodiment regardless of the set waiting time on the basis of the
signal or information acquired from the communication control apparatus 200, for
example, as described above. The information processing apparatus 100 can
prevent an unnecessary waiting time from being provided, for example, at the time of
intentional disconnection of contactless communication rather than instantaneous
interruption, by transmitting the carrier information indicating that no carrier is

detected to the transmission object according to the present embodiment regardless
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[0113]
(1-4) Fourth example of timing control process

The information processing apparatus 100 can also perform. for example, a
process in which the timing control process according to the first example shown in
the above-described (1-1) to the timing control process according to the third
example shown in the above-described (1-3) are combined.

[0114]

In the information processing system according to the present embodiment,
the information processing apparatus 100 continues the process related to the
contactless communication even when instantaneous interruption is caused by
performing the above-described (1) process (timing control process) as the process
related to the information processing method according to the present embodiment.
[0115]

Here, for example, the following method is considered as another method of
continuing the process related to the contactless communication in the information
processing system according to the present embodiment.

¢ The communication control apparatus 200 wansmits the carrier
information (first carrier information) indicating that no carrier is detected when the
set waiting time has elapsed after determining that no carrier was detected to the
information processing apparatus 100. When it is determined that the carrier is
detected before the set waiting time has elapsed, the communication control
apparatus 200 transmits the carrier information (second carrier information)
indicating that the carrier is detected to the information processing apparatus 100
without transmitting the carrier information indicating that no carrier is detected.
[0116]

As the waiting time set in the communication control apparatus 200, a
waiting time set for every type of NFC such as Type A, Type B, or Type Fand a
common waiting time regardless of the type of NFC can be exemplified.

[0117]

When the communication control apparatus 200 does not determine that the
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carrier has been detected before the set waiting time has elapsed after determining
that no carrier was detected as described above, the carrier information indicating
that no carrier is detected is transmitted to the information processing apparatus 100,
so that the information processing apparatus 100 does not acquire the carrier
information indicating that no carrier is detected, for example, even when the
instantaneous interruption is caused. Consequently, there is a possibility of
continuation of the process related to the contactless communication even when
another method of continuing the process related to the contactless communication is
used in the information processing system according to the above-described
embodiment.

[0118]

On the other hand, in the process related to the information processing
method according to the above-described embodiment, the information processing
apparatus 100 capable of performing the process based on various types of signals
transmitted from the external apparatus 500 performs the above-described (1)
process (timing control process). The information processing apparatus 100 can
find, for example, a state of the process related to the contactless communication, an
application for use in the process related to the contactless communication, or the
like. Conseguently, the information processing apparatus 100 performs the process
related to the information processing method according to the above-described
present embodiment, so that the information processing apparatus 100 can set a more
appropriate waiting time than when the process related to another method of
continuing the process related to the above-described contactless communication is
performed.

[0119]

Also, the information processing apparatus 100 can set the waiting time
regardless of the type of NFC corresponding to the connected communication control
apparatus according to the present embodiment, for example, even when the
communication control apparatus according to the present embodiment connected to
the information processing apparatus 100 changes, by performing the above-

described (1) process (timing control process).
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[0120]

Also, the process related to the information processing method according o
the present embodiment is not limited to the above-described (1) process (timing
control process). For example, the information processing apparatus 100 can
further perform the following execution process as the process related to the
information processing method according to the present embodiment.

(o121
(2) Execution process

The information processing apparatus 100 executes a predetermined process
according to the carrier information (first carrier information) indicating that no
carrier is detected to be transmitted according to the above-described (1) process
(timing control process).

[0122]

Here, as the predetermined process in the execution process according to the
present embodiment, a predetermined process in the above-described first
transmission object and a predetermined process in the above-described second
transmission object can be exemplified.

[0123]
(Information processing apparatus according to embodiment)

Next, an example of the configuration of the information processing
apparatus according to the embodiment capable of performing the process related to
the information processing method according to the above-described embodiment
will be described.

[0124]

FIG. 6 is a block diagram illustrating an example of the configuration of the
information processing apparatus 100 according to the embodiment.  The
information processing apparatus 100 includes, for example, a communication unit
102 and a control unit 104,

[0125]
The information processing apparatus 100 may include, for example, a read-

only memory (ROM) (not illustrated), a random access memory (RAM) (not
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illustrated), and a storage unit (not illustrated). In the information processing
apparatus 100, for example, the constituent elements are connected by a bus serving
as a data transmission path. Also, the information processing apparatus 100 is
driven by obtaining power from a battery such as a provided secondary battery or an
external power supply.

[0126]

Here, the ROM (not illustrated) stores programs used by the control unit 104
or control data such as calculation parameters. The RAM (not illustrated)
temporarily stores programs executed by the control unit 104.

[0127]

The storage unit (not llustrated) stores various kinds of data such as the data
related to the information processing method according to the embodiment, such as
the setting information, the applications, or the like. Here, as the storage unit (not
illustrated), for example, a recording medium such as a nonvolatile memory can be
exemplified. For example, the storage unit (not illustrated) may be a recording
medium having a tamper-resistant property or may be detachably mounted on the
information processing apparatus 100,

[0128]
{Example of hardware and software configurations of information processing
apparatus 100]

FIG. 7 1s an explanatory diagram illustrating examples of the hardware and
software configurations of the information processing apparatus 100 according to the
embodiment.

[0129]

The hardware (“H/W” illustrated in FIG 7) included in the information
processing apparatus 100 is configured to include a processor (not illustrated)
including an MPU or various processing circuits, a ROM (not illustrated), a RAM
(not illustrated), a recording medium (not illustrated), and a communication interface
(not illustrated).

[0130]

The processor (not illustrated) functions as the control unit 104 controlling
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the entire information processing apparatus 100. The processor (not illustrated)
executes software constituting the information processing apparatus 100. In the
information processing apparatus 100, the processor (not illustrated) serves as, for
example, the transmission control unit 110 and a processing unit 112 to be described
below.
[0131]

The communication interface (not illustrated) functions as the
communication unit 102 performing communication with another constituent
element, such as the communication control apparatus 200 or the processing
apparatus 400, included in the information processing system according to the
embodiment. As the communication interface (not illustrated), for example, a
communication interface related to HCI and SWP or a communication interface
based on the ISO7816 standard including an universal serial bus (USB) can be
exemplified. The communication interface (not illustrated) may be a
communication device using any scheme capable of performing communication with
another constituent element included in the information processing system according
to the embodiment. The information processing apparatus 100 can include one or
two or more communication interfaces (not illustrated),  As such an interface, for
example, an interface for a SD card or a high-definition muliimedia interface
(HDMLI) (registered trademark) can be exemplified.

[0132]

As the software included in the information processing apparatus 100, as
illustrated in FIG. 7, for example, a kernel (a kernel illustrated in FIG. 7), “Java Card
Runtime Environment,” “Issuer Security Domain,” and various applications (applets
illustrated in FIG 7) can be exemplified. An application included in the software
included in the information processing apparatus 100 can also be added as illustrated
as Addable in FIG 7. An application constituting software constituting the
information processing apparatus 100 may be erasable.

[0133]
Here, an example of software constituting the information processing

apparatus 100 illustrated in FIG. 7 and a relationship between the software
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constituting the information processing apparatus 100 illustrated in FIG. 7 and the
configuration of the information processing apparatus 100 according to the present
embodiment illustrated in FIG. 6 will be described.

[0134]

For example, the communication unit 102 is implemented by mounting a
communication protocol such as SWP in the kemel and “Java Card Runtime
Environment” is notified of information of EVT_FIELD ON or EVT_FIELD OFF
[0135]

“Java Card Runtime Environment” has a JavaCard virtual machine (VM)
for interpreting the Java (registered trademark) language and has a function of
executing the program. A Java Card function specified in Java Card Fourm is
provided, so that a plurality of programs are managed as an Applet and a switching
function is appropriately provided.

[0136]

The transmission control unit 110 or the processing units 112 (the first
processing unit 114 and the second processing unit 116 to be described below) are
implemented in the kemel or the “Java Card Runtime Environmen(” part and
described in a machine language (also referred to as Native) for fast implementation
on a processor in general,

[0137]

On the other hand, an Applet operable in the VM on “Java Card Runtime
Environment” can be described in an intermediate language such as Java (registered
trademark) to take advantage of a downloadable property on any information
processing apparatus and generally operated on the VM.

[0138]

“Issuer Security Domain” is logically located on “Java Card Runtime
Environment” and plays a role in managing various types of rights and a card state in
place of an issuer as a manager when an Applet is installed.  Also, “Issuer Security
Domain” is equipped with a key value and an authentication algorithm, for example,
to confirm whether various types of rights are possessed. Because at least one

“Issuer Security Domain” is located in the information processing apparatus, a
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method of performing implementation in a machine language in advance can be
implemented at a high speed. A secwrity domain for assisting “Issuer Security
Domain” such as a supplementary security domain is normally implemented in the
Java (registered trademark) language because its necessity changes according o a
condition. As in another Applet, the existence of “Issuer Security Domain” is
managed in “Java Card Runtime Environment,”

[0139]

The above-described Continuous Processing function implemented by the
processing unit 112 (more specifically, the first processing unit 114 to be described
below) is implemented, for example, when “Java Card Runtime Environment”
implements time management and interface management and the time is set through
“Issuer Security Domain.” Because the function is implemented in both “Java Card
Runtime Environment” and “Issuer Security Domain” as described above, the two
are generally collectively referred to as “OPEN.”

[0140]

When an Applet is installed, a tme of the continuous processing
individually set by the Applet is also transferred to “Issuer Security Domain” and
managed as an argument of a command.

[0141]

In “Java Card Runtime Environment” receiving event information
transferred from the transmission control unit 110, the processing unit 112 (more
specifically, the second processing unit 116 to be described below) can control the
timing at which carrier information indicating that no carrier is detected is acquired.
[0142]

The information processing apparatus 100 has, for example, the
configuration illustrated in FIG. 7 and performs the process related to the information
processing method according to the embodiment. It is needless to say that the
hardware and software configuration examples of the information processing
apparatus 100 according to the embodiment are not limited to the configuration
illustrated in FIG. 7.

[0143]
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Referring back to FIG. 6, an example of the configuration of the information
processing apparatus 100 will be described. For example, the communication unit
102 performs communication with each of one or two or more other constituent
elements, such as the communication control apparatus 200 and the processing
apparatus 400, included in the information processing system according to the
embodiment. As the communication unit 102, for example, a communication
interface related to HCI and SWP or a communication interface based on the
ISO7816 standard including USB can be exemplified.

[0144]

The control unit 104 is configured to include a processor such as an MPU
and serves to control the entire information processing apparatus 100.  The control
unit 104 includes, for example, a transmission control unit 110 and the processing
unit 112 and serves to lead the process related to the information processing method
according to the embodiment.

[0145]

The transmission control unit 110 plays a role in proactively performing the
above-described (1) process (timing control process). The transmission control unit
110 wansmits the carrier information to the transmission object according to the
present embodiment when the set waiting time has elapsed from the acquisition of
carrier information (first carrier information) indicating that no carrier is detected
from the communication control apparatus 200.  Also, the transmission control unit
110 does not transmit the carrier information indicating that no carrier is detected to
the transmission object according to the present embodiment when the carrier
information (second carrier information) indicating that the carrier is detected is
acquired before the waiting time has elapsed.

[0146]

More specifically, the transmission control unit 110 performs, for example,
the timing control process according to the first example shown in the above-
described (1-1), the timing control process according to the second example shown in
the above-described (1-2), the timing control process according to the third example

shown in the above-described (1-3), and the timing control process according to the
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fourth example shown in the above-described (1-4).
[0147]

The processing unit 112 has, for example, the first processing unit 114 and
the second processing unit 116, and plays a role in proactively performing the above-
described (2) process (execution process). The processing unit 112 executes a
predetermined process according to the carrier information (first carrier information)
indicating that no carrier is detected transmitted {rom the transmission control unit
110.

[0148]

The first processing unit 114 serves as the first transmission object
according to the present embodiment and performs a predetermined process in the
above-described first transmission object on the basis of the carrier information
indicating that no carrier is detected transmitted from the transmission control unit
110.  The second processing unit 116 serves as the second transmission object
according to the present embodiment and performs a predetermined process in the
above-described second transmission object on the basis of the carrier information
indicating that no carrier s detected transmitted from the transmission control unit
110.

[0149]

Also, the configuration of the processing unit according to the present
embodiment is not limited to the configuration illustrated in FIG 6. For example,
the processing unit according to the present embodiment may be a configuration
including one of the first processing unit 114 and the second processing unit 116.
Also, one or both of the first processing unit 114 and the second processing unit 116
may be implemented in a processing circuit separate from the processing unit 112,
[0150]

The control unit 104 includes, for example, the transmission control unit
110 and the processing unit 112, so that a process according to the information
processing method according to the present embodiment is proactively performed.
10151]

The information processing apparatus 100 performs the process according to
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the information processing method according to the present embodiment (for
example, the above-described (1) process (timing control process) and the above-
described (2) process (execution process)), for example, through the configuration
illustrated in FIG. 6.

[0152]

Therefore, the information processing apparatus 100 can continue a process
related to contactless communication even when instantaneous interruption is caused,
for example, through the configuration illustrated in FIG. 6.

[0153]

Also, the configuration of the information processing apparatus according to
the present embodiment is not limited to the configuration illustrated in FIG. 6.
[0154]

For example, the information processing apparatus according to the present
embodiment can be configured without including the processing unit 112 illustrated
in FIG. 6. Even in the configuration not including the processing unit 112, the
information processing apparatus according to the present embodiment can perform
the above-described (1) process (timing centrol process), for example, using the
external apparatus such as the processing apparatus 400 as the transmission object.
Consequently, even in the configuration not including the processing unit 112, the
information processing apparatus according to the present embodiment can continue
the process related to the contactless communication even when the instantaneous
interruption is caused.

[0155]

For example, the information processing apparatus according to the
embodiment can also include one or both of the transmission control unit 110 and the
processing unit 112 illustrated in FIG 6 (for example, realized as an individual
processing circuit) separately from the control unit 104,

[0156]

For example, when communication is performed with each of one or two or

more other constituent elements, such as the communication control apparatus 200

and the processing apparatus 400, included in the information processing system
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according to the embodiment via an external communication device havin g a similar
function and configuration to the communication unit 102, the communication unit
102 may not be included.

[0157]

The information processing system has been described above according to
the embodiment. However, the embodiment is not limited to this form. The
embodiment can be applied to, for example, any device capable of performing
contactless communication with an external apparatus such as a tablet apparatus, a
communication apparatus such as a mobile phone or a smartphone, a video or music
reproduction apparatus (or a video or music recording and reproduction apparatus), a
game apparatus, or a computer such as a personal computer (PC).

[0158]

The information processing apparatus has been exemplified in the
description as the element included in the information processing system according
to thé embodiment, but the embodiment 15 not limited fo this form. The
embodiment can be applied to, for example, a processing IC, such as a UICC or a
SIM. which can be embedded in the information processing system according to the
embodiment. In the embodiment, for example, the processing IC may be
detachably mounted on the information processing system according to the
embodiment.

[0159]

The communication control apparatus has been exemplified in the
description as the element included in the information processing system according
to the embodiment, but the embodiment is not limited to this form. The
embodiment can be applied to, for example, any processing IC, such as a CLF, that
can perform contactless communication with an external apparatus via a connected
antenna or an included antenna.

[0160]

The processing apparatus has been exemplified in the description as the

element included in the information processing system according to the embodiment,

but the embodiment is not limited to this form. The embodiment can be applied to,
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for example, a processing IC which is configured to include an MPU or various
processing circuits and can perform various processes.
[0161]

Also, although the external apparatus for outputting an RF maggetic field
{carrier) has been described as the present embodiment, the present embodiment is
not limited to such a form. The present embodiment can be applied to any device
capable of performing contactless communication with the information processing
system according to the present embodiment, for example, such as a readerfwriter or
a device having a reader/writer function such as a ticket gate of a transportation
facility.

[0162]

(Program according to the present embodiment)

It is possible to continue the process related to contactless communication
even when instantaneous interruption is caused when a program for causing a
computer to function as the information processing apparatus according to the
present embodiment (for example, a program capable of executing the processes
related to the information processing method according to the present embodiment
such as “the above-described (1) process (determination process)” or “the above-
described (1) process (determination process) and the above-described (2) process
{execution process)”) is executed by a processor or the like in the computer.

[0163]

Moreover, when a program that causes a computer to function as the
information processing apparatus according to the present embodiment is executed
by a processor or the like in the computer, it is possible to provide an effect provided
by the processing related to the information processing method according to the
present embodiment described above.

[0164]

The preferred embodiment(s) of the present disclosure has/have been
described above with reference to the accompanying drawings, whilst the present
disclosure is not limited to the above examples. A person skilled in the art may find

various alterations and modifications within the scope of the appended claims, and it
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should be understood that they will naturally come under the technical scope of the
present disclosure.
[0165]

For example, it has been illustrated above that a program (computer
program) that causes a computer to function as the information processing apparatus
according to the present embodiment is provided, but the present embodiment can
further provide a recording medium in which the above-described program is stored
together.

[0166]

The above-described configurations express examples of the present
embodiment and, of course, pertain to the technical scope of the present disclosure.
[0167]

In addition, the effects described in the present specification are merely
illustrative and demonstrative, and not limitative. In other words, the technique.
according to the present disclosure can exhibit other effects that are evident to those
skilled in the art along with or imstead of the effects based on the present
specification.

[0168]

Additionally, the present technology may also be configured as below.
ey

An information processing apparatus including:

a transmission control unit configured to, when first carrier information
indicating that no carrier is detected is acquired from a communication control
apparatus capable of performing contactless communication using a carrier with an
external apparatus, control a timing at which the acquired first carrier information is
transmitted to a transmission object configured to execute a predetermined process
according to the first carrier information,

wherein the transmission control unit transmits the first carrier information
to the transmission object when a set waiting time has elapsed after the first carrier
information was acquired, and

wherein the transmission control unit does not transmit the first carrier
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information to the transmission object when second carrier information indicating
that the carrier is detected is acquired before the waiting time has elapsed.
2)

The information processing apparatus according to (1),

wherein, when the execution of a process related to another communication
interface except for the contactless communication is requested while a process
related to the contactless communication is performed, the transmission object is a
first transmission object which holds the execution of the process related to the other
communication interface until the process related to the contactless communication
being performed is terminated, and

wherein the predetermined process according to the first carrier information
to be executed by the first transmission object is a process of executing the process
related to the other communication interface for which execution is held by
determining that the process related to the contactless communication is terminated
on the basis of the first carrier information.
(3)

The information processing apparatus according to (2), further including:

a first processing unit configured to function as the first transmission object,

wherein the transmission control unit transmits the first carrier information
to the first processing unit.
4

The information processing apparatus according to any one of (1) to (3),

wherein the transmission object is a second transmission object which
performs a process related to the contactless communication by executing an
application, and

wherein the predetermined process according to the first carrier information
to be executed by the second transmission object is a process of terminating the
execution of an application corresponding to the process related to the contactless
communication by determining that the process related to the contactless
communication is terminated on the basis of the first carrier information.

(5)
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The information processing apparatus according to (4), further including:

a second processing unit configured to function as the second transmission
object,

wherein the transmission control unit transmits the first carrier information
to the second processing unit.

(©)

The information processing apparatus according to any one of (1) to (5),

wherein the waiting time is set for every application, and

wherein the transmission conirol unit uses the waiting time set for the
application to be used in the contactless communication.

(N

The information processing apparatus according to aiy one of (1) to (6),
wherein the transmission control unit resets the waiting time so that the waiting time
does not exceed a time corresponding to informatidn related to the processing time
when the set waiting time is longer than the time corresponding to the information
related to the processing time indicating an estimate of the processing time when the
process is performed to be used in setting of the wailing time in the external
apparatus.

(&)

The information processing apparatus according to any one of (1) to (7},
wherein the transmission control unit transmits the first carrier information to the
transmission object regardless of the set waiting time when a signal of a
predetermined pattern is acquired from the communication control apparatus or when
information for designating an absent application is acquired from the
communication control apparatus.

&)

A transmission control method to be executed by an information processing
apparatus, the transmission control method including:

a step of controfling, when first carrier information indicating that no carrier
is detected is acquired from a communication control apparatus capable of

performing contactless communication using a carrier with an external apparatus, a
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timing at which the acquired first carrier information is transmitted,

wherein, in the controlling step,

the first carrier information is transmitted when a set waiting time has
elapsed after the first carrier information was acquired, and

the first carrier information is not transmitted when second carrier
information indicating that the carrier is detected is acquired before the waiting time
has elapsed.

(10)

The transmission control method according to (9), further including:

a step of executing a predetermined process according to the first carrier
information to be transmitted,

wherein, in the executing step,

when the execution of a process related to another communication interface
except for the contactless communication is requested while a process related to the
contactless communication is performed, the execution of the process related to the
other communication interface is held until the process related to the contactless
communication being performed is terminated, and

the predetermined process according to the first carrier information is a
process of executing the process related to the other communication interface for
which execution is held by determining that the process related to the contactless
communication is terminated on the basis of the first carrier information to be
transmitted.

(1D

A program for causing a compuler to execute:

a step of controlling, when first carrier information indicating that no carrier
is detected is acquired from a communication control apparatus capable of
performing contactless communication using a carrier with an external apparatus, a
timing at which the acquired first carrier information is transmitted,

wherein, in the controlling step,

the first carrier information is transmitted when a set waiting time has

elapsed after the first carrier information was acquired, and
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the first carrier information is not transmitted when second carrier
information indicating that the carrier is detected is acquired before the waiting time
has elapsed. '
(12)

The program according to (11},

wherein the program further causes a computer fo execute a step of
executing a predetermined process according to the first carrier information to be
transmitted, and

wherein, in the executing step,

when the execution of a process related to another communication interface
except for the contactless communication is requested while a process related to the
contactless communication is performed, the execution of the process related to the
other communication interface is held until the process related to the contactless
communication being performed is terminated, and

the predetermined process according to the first carrier information is a
process of executing the process related to the other communication interface for
which execution is held by determining that the process related to the contactless
communication is terminated on the basis of the first carrier information to be
transmitted.
(13)

An information processing system including:

an information processing apparatus;

an antenna; and

a communication control apparatus capable of communicating with the
information processing apparatus and performing contactless communication using a
carrier with an external apparatus via the antenna,

wherein the information processing apparatus includes a tansmission
control unit configured to, when first carrier information indicating that no carrier is
detected is acquired from the communication control apparatus, control a timing at
which the acquired first carrier information is transmitted to a transmission object

configured to execute a predetermined process according to the first carrier
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information,

wherein the transmission control unit transmits the first carrier information
to the transmission object when a set waiting time has elapsed after the first carrier
information was acquired, and

wherein the transmission control unit does not transmit the first carrier
information to the transmission object when second carrier information indicating
that the carrier is detected is acquired before the waiting time has elapsed.
(14)

The information processing system according to (13), further including:

a processing apparatus capable of performing a process in conjunction with
the information processing apparatus via communication by another communication

interface except for the contactless communication.

Reference Signs List
[0169]
10 reader/writer

20, 1000, 2000  information processing system

100 information processing apparatus
102 communication unit

104 control unit

110 transmission control unit

114 first processing unit

116 second processing unit

200 communication control apparatus
300 antenna

400 processing apparatus

500 external apparatus
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CLAIMS
Claim 1
An information processing apparatus comprising:
a transmission control unit configured to, when first carrier information
indicating that no carrier is detected is acquired from a communication control
apparatus capable of performing contactless communication using a carrier with an

external apparatus, control a timing at which the acquired first carrier information is

transmitted to a transmission object configured to execute a predetermined process

according to the first carrier information,

wherein the transmission control unit transmits the first carrier information to
the transmission object when a set waiting time has elapsed after the first carrier
information was acquired, and

wherein the transmission control unit does not transmit the first carrier
information to the transmission object when second carrier information indicating

that the carrier is detected is acquired before the waiting time has elapsed.

Claim 2

The information processing apparatus according to claim 1,

wherein, when the execution of a process related to another communication
interface except for the contactless communication is requested while a process
related to the contactless communication is performed, the transmission object is a
first transmission object which holds the execution of the process related to the other
communication interface until the process related to the contactless communication
being performed is terminated, and

wherein the predetermined process according to the first carrier information

to be executed by the first transmission object is a process of executing the process
related to the other communication interface for which execution is held by
determining that the process related to the contactless communication is terminated

on the basis of the first carrier information.

Claim 3
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The information proceésing apparatus according to claim 2, further
comprising:

a first processing unit configured to function as the first transmission object,

wherein the transmission control unit transmits the first carrier information to

the first processing unit.

Claim 4

The information processing apparatus according to claim 1,

wherein the transmission object is a second transmission object which
performs a process related to the contactless communication by executing an
application, and

wherein the predetermined process according to the first carrier information

to be executed by the second transmission object is a process of terminating the
execution of an application corresponding to the process related to the contactless
communication by determining that the process related to the contactless

communication is terminated on the basis of the first carrier information.

Claim 5

The information processing apparatus according to claim 4, further
comprising:

a second processing unit configured to function as the second transmission
object,

wherein the transmission control unit transmits the first carrier information to

the second processing unit.

Claim 6
The information processing épparatus according to claim 1,
wherein the waiting time is set for every application, and
wherein the transmission control unit uses the waiting time set for the

application to be used in the contactless communication.
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Claim 7

The information processing apparatus according to claim 1, wherein the
transmission control unit resets the waiting time so that the waiting time does not
exceed a time corresponding to information related to the processing time when the
set waiting time is longer than the time corresponding to the information related to
the processing time indicating an estimate of the processing time when the process is

performed to be used in setting of the waiting time in the external apparatus.

Claim 8

The information processing apparatus according to claim 1, wherein the
transmission control unit transmits the first carrier information to the transmission
object regardless of the set waiting time when a signal of a predetermined pattern is
acquired from the communication control apparatus or when information for
designating an absent application is acquired from the communication control

apparatus.

Claim 9

A transmission control method to be executed by an information processing
apparatus, the transmission control method comprising:

a step of controlling, when first carrier information indicating that no carrier
is detected is acquired from a communication control apparatus capable of
performing contactless communication using a carrier with an external apparatus, a
timing at which the acquired first carrier information is transmitted,

wherein, in the controlling step,

the first carrier information is transmitted when a set waiting time has elapsed
after the first carrier information was acquired, and

the first carrier information is not transmitted when second -carrier
information indicating that the carrier is detected is acquired before the waiting time

has elapsed.

Claim 10
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The transmission control method according to claim 9, further comprising:

a step of executing a predetermined process according to the first carrier
information to be transmitted,

wherein, in the executing step,

when the execution of a process related to another communication interface
except for the contactless communication is requested while a process related to the
contactless communication is performed, the execution of the process related to the
other communication interface is held until the process related to the contactless
communication being performed is terminated, and

the predetermined process according to the first carrier information is a

process of executing the process related to the other communication interface for
which execution is held by determining that the process related to the contactless
communication is terminated on the basis of the first carrier information to be

transmitted.

Claim 11

A program for causing a computer to execute:

a step of controlling, when first carrier information indicating that no carrier
is detected is acquired from a communication control apparatus capable of
performing contactless communication using a carrier with an external apparatus, a
timing at which the acquired first carrier information is transmitted,

wherein, in the controlling step,

the first carrier information is transmitted when a set waiting time has elapsed
after the first carrier information was acquired, and

the first carrier information is not transmitted when second -carrier
information indicating that the carrier is detected is acquired before the waiting time

has elapsed.

Claim 12
The program according to claim 11,

wherein the program further causes a computer to execute a step of executing
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a predetermined process according to the first carrier information to be transmitted,
and

wherein, in the executing step,

when the execution of a process related to another communication interface
except for the contactless communication is requested while a process related to the
contactless communication is performed, the execution of the process related to the
other communication interface is held until the process related to the contactless
communication being performed is terminated, and

the predetermined process according to the first carrier information is a
process of executing the process related to the other communication interface for
which execution is held by determining that the process related to the contactless
communication is terminated on the basis of the first carrier information to be

transmitted.

Claim 13

An information processing system comprising:

an information processing apparatus;

an antenna; and

a communication control apparatus capable of communicating with the
information processing apparatus and performing contactless communication using a
carrier with an external apparatus via the antenna,

wherein the information processing apparatus includes a transmission control
unit configured to, when first carrier information indicating that no carrier is detected
is acquired from the communication control apparatus, control a timing at which the
acquired first carrier information is transmitted to a transmission object configured to
execute a predetermined process according to the first carrier information,

wherein the transmission control unit transmits the first carrier information to
the transmission object when a set waiting time has elapsed after the first carrier
information was acquired, and

wherein the transmission control unit does not transmit the first carrier

information to the transmission object when second carrier information indicating
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that the carrier is detected is acquired before the waiting time has elapsed.

Claim 14

The information processing system according to claim 13, farther
comprising:

a processing apparatus capable of performing a process in conjunction with
the information processing apparatus via communication by another communication

interface except for the contactless communication.



