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(57) Abstract: The distribution of security certificate revocation information on a communications network is disclosed. An issuer
node (82) of said network periodically generates data representative of base certificate revocation lists (CRLs) (10). The issuer node

& (82) periodically generates data representative of incremental CRLs (50), the incremental CRL data (50) including attributes for a
& current list of revoked certificates and a digital signature of the most-recent base CRL (10). A relying node (86) requests current
incremental CRL data (50) from the issuer node (82). The relying node (86) reconstructs said most-recent base CRL by iteratively
updating the list of revoked certificates present in the previous base CRL data held with the list of revoked certificates held by
any intervening incremental CRL data (50). Additional forms of milestone CRI. data (60) and augmented CRL data (70) are also

disclosed.
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