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APPLI CATI ON SECURI TY I N AN | NTERACTI VE MEDI A
ENVI RONVENT STATEMENT OF RELATED APPLI CATI ON [ 0001]

wabeog/oeq2pl i cation clains the benefit of provi SPOIEE2006/024034

appl i cati on nunber 60/695,944, filed July 1, 2005,
which is incorporated by reference herein. BACKGROUND
[ 0002]APBOIRA FIIN SEEURHY DEWDEINTERAG ENE MEDIA & VIRONMENT

ST A BT GFRBE D AP ACATIOR | 0% Tt er act i ve

[loayjbac Khis ygjlieatonprisine e bgnefa beprovisional tapplidatiers mfngyer

B7so B pRET e 1. Aar s ettt QB bnk b g o’

BAEIGRBUINDI ous software. Malicious software coul d

the i i | k m.1 Q. i
B35, 6 iR oS Vi S8 ey R espfes during
b Aidedplagbacik. NTIRS g@dtér\éegra@hﬂwbaﬁhte&yﬁ\teqimm $8tems present

connected to a network. The software or user ;
BieRiST PRROTIUHIRSON Walfeenmag ot & orifiethie MRDBITHR Aerrigyaf therplayback
E&teﬁﬂ RnsCRIRY §RSRY2H SR ALEAGRIE NSl NRIBIBHY S Kare could

nsequently, 1t"is critical that the interactive

pausg tha diterastive etaybaskisyidem faalfimcBons@egther anddragemis peypde user

ﬁyw [0 af GhLtalth¥ P%ﬁ&cﬁ@}g}étegn RLQ¥E d6ithetiB foh network.

controls the pri'vileges o nsi gned applications in
Thesdfiwaledor ikeriimforamationicowd propegateiiom thel phaybackotystom to other

L ti di K . ; . . ! . .
?});rﬁ?ug:lgg lsy'g/s enllssattgcglergnrt] V{hlxre ﬁe&g}lagl O(E)J gé@ﬁﬂél&#}hgﬁ’sg%%t%gltthﬁ% teractive

nana
ghglpick estenaindiude adeduate skeority @sginimisvel y t o user i nput

gﬁgﬁ\tﬁm&g a synchroni zed real -tinme, frane-accurate
. Y

lications here are terned "i HD' applications
fenoshey lA[ Rbwite ;ﬁsﬁbnﬂis@i‘mﬁt&ﬁiwﬂid}ﬂ cohtrdly/Me (peivilégeabf unsigned
versatile di i a.. However, the disclosed,.securit
Sreatams & Gp BN R Bieskcie BRARedia rUTaYF TuTHOT el &
SMMIHRBATER (vhicARPSlicEBRR tRidally nladfR4hulfifedis ybjeesinciding
particul ar applies to application security, not, )
ewphish pudie angd Yigsp regpogsivdy Mspinpy exenty O sPRORiggd real-time,

RNk 6RO PasREAHHlidhHonsiHBfel ddHeRflkdaSDY Bglidhteons ¥StheYielate to
and further provides file formats that support

bigbwlefinifion DNix(dgite] veasatilel diskhmatlia- Boysves she diclosedspowy
@%tétn{] %sgg@ﬁz%w fo &b@rﬂ?@ﬁkﬁ\%}ﬁﬁﬁlﬁﬁb&iﬁ Qlﬁlirohﬁeﬁtg'ﬁbl?é;&meﬁﬂy.as

a stan one ha_r vvar e devi .ce, or ] a _t er nat lve as a .
$00dlhar dhapystenciatpagivuleuspplingjio applicaborpsepurey, nohceptent security,

BES S0RAneE  FRUEHEA fgﬁa%pﬁgatigh b ity SinOEH g 3 sigh et X §bm, and

further provides file formats that support security. Interactive multimedia applications run

on an interactive playback system (that is implemented as a standalone hardware device,
or alternatively as a software application running, for example, on a personal computer)
may be either signed or unsigned.

[0005] Signed applications are allowed practically unlimited applications. Unsigned
applications are greatly restricted in what the same can access. Moreover, if both signed
and unsigned applications are running, both are given only the security level and access
privileges of the unsigned application. Providing for unsigned applications allows for

home-authored discs customizable with rich interactivity features, but restricts access to
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[ 0005] Signed applications are allowed practically
unlimted applications. Unsigned applications are

w@e@anhizsrestricted in what the same can accesBCT/US2006/024034

Moreover, if both signed and unsigned applications are

runni ng, both are given only the security |evel and

acwerks, ¢ny.) the Intgas, afl strisiive ifoyredn stpfed wdthin the playback system,
unsi gned applications allows for

E) |O for
o“r‘fé1 Ht Ftéea di scs customni zable with rich

(0006} acBiguéed apphemioug /sy bdprovidedivith siediabfile €stats, allowing
honetvvorks e I nt %Pnet .and sens

ARG BT 650 FGisere et P Ha - SR g s Gl

BRIKODEZERIHBON GBTHEWOWNSGgned appl i cations may be
E)@BVI ded with special_file formats, allow ng

Br i Fige # v Rpwohaed 1isimegeetaqdat geSigRnERIDleges to

dsgo% AonBGheR% mre%tatds Negwaﬁoﬁslak@det&%d%m a disk.
SCRI PTI ON TH DRAW Fig. 1is. a

10088k haFig. P s afawchest Hblsaatrmtanmh of agsigning mtyileges to
ggi ﬂ\ééﬂoﬁg Fherb %eas?g?%ﬁ&eaété&m a\ﬁ’iaﬁélﬁ;atz | ‘%E?&éf‘%o dﬁﬁpai'gliba&ﬁg o 2
y

ications are detected fro
eck bysiwhart illustrating a method of assigning

I d '
b 2952164 AGRIA IR MEEE U SUGPRLNIE, Shalus
precpdrack system [0009] Fig. 3 is a flowhart

[ trat.i creati nof an aut ho entifier - keyed
Ldlohglit orali’g'w[qf)@i ephctﬁog ga%@?é%%’ton[ﬁ %epi cti on gf
Emammﬂ)msmmwm DETAI LED DESCRI PTI ON [ 00010]
|verrut| a a jcati S ar i.n whi.c
R0 FG S ke o R BB e B BE Sttt sS
E$FITRIVE td seBevRBI.UAL ERRDIEEIS b @fbnivirhlemerasd witlith be applidition that is
that i s accessed.b he user, in_which the user . .
agepterd &Y B ussid fﬂhf%é © WSqT, bmit AR I“QBHg?tGSTﬁe%We@BPIE’ﬁ%%@

ShaAk:Sstath) nlxﬁéaelha Bas6 ARSintdrAtBivi is%ﬁh%é Mbdwerh dﬁmc‘!&' \thﬁ fe
rrenua(gra phics which are rendered while Vi

radead Whledgo Rlays benegih ther, e:g001 g &70 lagss, en ¢ @all tmf“?’ g me-
%Mﬁ%ﬁé‘tﬁ%%@ NS AR tivity szelew %&reﬁéahlmx it ¥hatB¥s th BB the video

or exanple, to changes in how t he vi deo streamis
@tregmlayvémlaye[dooon] For exanple, an underlying video

@ylﬁe @orhéxg}?xpfgee{ﬂ ﬂd&flﬂﬂé%giﬁw E@f%@ﬁ ﬂgﬁ‘ﬁlﬁoﬁr;ﬁgﬁle e

e part or a come rector
gtapfme oveshapmiay e pert gf 3 ccanracmﬁyrhy the directorefi themmodiarsipeing, e.g., a

%r%%t'rlfgcil varqousrclzil%Xr%qoc%ﬂoﬁsoogeﬁgye& '31? to%co? e sicén%%sglf. 'irl%euser may,
employlng the remote control, switch to a view envisioned by any of those camera
locations.

[00012] As noted above, the greater capabilities of interactive playback systems present
greater opportunities for malfeasance. Malicious software could cause the playback
system to malfunction or gather and transmit private user information.

[00013] In the current system, interactive applications for use in the playback system
may be either signed or unsigned. Signed applications are those which inherit a root
certificate from a trusted root authority (e.g., a movie studio) and are considered safe.
[00014] Signed applications are given high-level access privileges. This almost-

unrestricted privilege allows access to, e.g., networking, file I/O, security and diagnostic
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enpl oying the renote control, switch to a view
envi sioned by any of those canera |ocations. [00012]

WQ@\200M00e81 above, the greater capabilities of PCT/US2006/024034

i nteractive playback systens present greater
opportunities for mal feasance. Malicious software
ABIsl zdld(:tm;&tecetsbl perpisaytisarigesy stowrmnd cetrieefdatadhat danto persist across
oa s 03?1}”& st private user infornation. [00013]
H § 8 SWPIAHem interactive applications for
[08e15]n Unsigpddaypliakiosy et thmothayhdnd, a¢ tivet losi-lgna deass pnv11eges

RSLAAT St in B0 Bt ane i Rt S iehiters ey may b

(igitet to the WhRonSIfulH BYrk@ldnguage, aOWSI 66 £ @Y cerédiobjects from the

Illwe ssrRDEYES I e ASE R irPCLETitR B Rafomisge

globMastiche a@%ngt finctBnPassoBSNIK biaghicd didrfenkd; Ghd SLEMPt Y
and di agnosti cAPlIs, and nmay access persi st ent st or age

PReT2I0BY-e and retrieve data that is to persist across

joduRgat irRRTevel ofti{iﬁctﬁﬁaﬂi ﬁr@fn‘bﬁ@accgsg W04z neH'?erkﬁiE es‘é!curl , or file

appl I"'cat i ons, he ott% nd, are given | ow| eve

HOc iy apenptitp e@}b@, ﬁmtrmsnum@ thi@ahownmms erdoadwgsquyqse from
Pl R0 01 5 R R 51 BT o

{08D017]as In meg:mbodmdnalarset@tﬁ pﬁﬂt&lq‘ns orpreseat onal thali digk, e.g., a HD-

PARIRLEI s Yl L5 B AR i eion

Rsfeaingad B, W thdﬂmgdha dik tssreadiedbrtis; plaaybdcmabml (stppi12). The

on This | | of f ti
RGPl TN e R RIGHRT FP PGSR gt & Pprs ppalzed
hle@a cOitdr sttbraquterinthes telsigRatiitereinis@f tl&mbﬁhdiﬁoﬁshﬁ’l tﬂbﬁmﬁa (step

nanespaces or | oad resources from per e
$Holbge sigaapue stafhs of ol @ﬁcaésee%ﬁtdﬁtﬁﬂgﬁ % vhg} fobe Wened, then a
Eﬁﬁl@hﬁﬁ%ﬁl&@ SropRhithAtigiPfbceds PRGdehbs dsfépQE}? ¢ ﬂié@f—gnmﬁfbt status of

a set of plications s present on _a nedia_disk
anyene agplj s dglgEminerkiods vasiged: teRAlbefdbe smpliFaiiengsre siven low
5&%&%@11&1@@ (s%p@lj” @ﬁat ?snﬂ‘ a¥ ufGshed Bﬂhie&ﬁ’éﬂ i9 mmi%%f a1 6dn@ﬁrently
sk is recelved by the aybac

gywing mpmlwa@@smyethermnm erymsieheds ey berestigied ko t%ﬁyn%@eé
DS RHERIG0L AT Bl LT Oy LA L
pfivitelges c&’ppﬂon@menmgiedapnlhethnedl a (step 14). If the

' tu
fds()?gg ar{o heB gm‘g ' Jlmg %ﬁl@lﬁlj n;f(ﬁ%dorﬁacy %glydtﬁ}e?{l}g%g{h%ghcmOns
Rfa&ed‘)hwel‘ne pllagbabit g;lste&r: Mﬁnpg ’t0\Elg égasar(pdib&imnh&)y belldadedmto

B8 BB 20, P RBbL S B TP

{s®3ty 26). If the signature status is determined (step 28) to be signed, then the apphcatlon

may be run at a high privilege access level (step 32). However, if the signature status is
determined (step 28) to be unsigned, then the application is run at a low privilege access
level (step 34). In this case, the application is run directly from the media (step 36), e.g. a
disk. This provides enhanced security, as all unsigned applications are then prevented
from running or loading resources from local persistent storage of the playback system. If
additional applications are loaded (step 38), then they may be tested or not for their
signature status: in general, they will be afforded a low access level (step 34). If an
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access privileges (step 22). That is, if an unsigned
application is running, all concurrently running

wapprieasi ons, whether signed or unsigned, mayPGEUS2006/024034

restricted to the unsigned application pernission
| evel . This prevents an unsigned application from
hepliestimgiinggrted eng thuy giveybigh edcess prighieass.raod thesiadaterhpplication is

| 0 SLm |.a
ﬁ;g?%%logﬁ%lﬁ&ggéﬁ 31 é%%ee%?lr &g?sts I3@5110 : Cq Iiogs;ra?s o%ge%w-aﬁ%egs level.
{00819} aRbfeokngdy Fige i foﬂaﬁmdrappig:ah@mﬂhg plaghackBystem may include

e e T e S R R

ifreductien &tdpetd) (16d the p%))acklsfrstdﬂne"ﬂﬂt gsnadch mdﬁtoﬁlhpl;ﬂlcbﬁon may be

det er.n tep .28). .t
SRR DA T wtieh SR e e stpnseuber and which
isriculady ﬁ@po’ia}m to Fdsbvua t{)of afpphd’hﬁoﬁd i @taxﬁisfeﬁtt sﬁér@ﬁd@e | those

e unsi en e

dtﬁrmned steg ne

&SB PREASP e Ppisis HhSt‘gf‘geatOISW i P‘@giétaatla@@?sdw&ﬂép be
p&ti®Bnt3dross ihPodafibrs. Case, the appl [ catl on is run
dlrectlihfromthe medi a (step 36), a disk. This

108201 d e Sherrilgy ddeatiSerds fien yssoca%te%wh elﬁgtncglr(étsp 46) of a directory

BRNAERY RS Alfor iRGRAAT GKE Qﬁpﬁgatfoﬁl?mn{ HRhEa by access only

['oadi ng resources from |l ocal persistent storage o? he

fhe dirprder coyespending to its@uthor idend ﬁeawmetse,séqnt goragar hel ffda shestbm,
tvlﬂ% t

stt]hg %pﬁ?aettont oW 1{ Ehle‘r}éotgg}ﬁ tﬁﬁ d‘h@%@dw%ﬁf Fh% agﬁl?c{a?&p%lél d‘nanage

Bubdum@sst tapuet] go(abb‘@mﬁéc)t dlrbcftoxamafb p&a octlmr Iamhon sdatd.gned

h

fiff " T Pet i e YR S klatp v e AN B Rt goe
hpplibatas es thatdigd, bocatingla aplﬂlchtmne‘ﬂ’&ﬂr drothbthdiskl, spseicsesstveral
| | 001 t o, Fi f d
5 pr ot Rg agpEinf] o Bee Sistbin ey o download.
gﬁiﬂieﬁﬂdife H giGdn rﬁecﬁ@ina@ﬁe @dﬁd‘nﬁéd v‘;ﬂean kihfle @iétﬁoﬂlb@{tlﬁéf But a given

ere ste on the nedi intro ucti on
al*ﬁor?éwsﬁé myltiple gredip, gmofher e %Péﬁn%maa bs g fo use the

Rl fies AlfbrRNd taay tﬂéeke?ﬂﬁ@ ﬁFﬁBQl‘ib plidhtion MR that different
identifier, which umfg identifies content authors,
§Ip

anplicatione ray be pigned; by slitieress ppm@@mngk‘dnﬁ% this embedigerspvould
RRPlY 581 LRRSr dePreRfio o ke UWsHoABEchaln &F-certifBASESinWBAAT the
can acceSs persSisStent storage to store and retrieve
battsignptuze wald dejesevep#ory be persi stent across
Preat I?]@P@ RE The author identifier is then
éggom zﬁlgaﬂssvmt eation (step 46) of a directory
{mgwl aThelstwicture ofvatigrad appdicaticdanneyf describefln Keferring to Fig. 4, a
%E‘P ?gl'ric)g? %ncé(; 1218 }ncglsie a %'nl?esrgl)é Q%ﬁc? gtsleg %éir%sp)glgceiﬁrl]e 54. The
pﬁmﬁs‘sﬂile 52 1§§1gfedg&eﬂ1 tH'dfmltHdr’Is eigaateteant catifitdteand authenticates all
% icati, nVIe\NSIt is rooted in that directory.
r‘fsgurf’?fe‘ rgﬁeﬁ?qcﬁsatl on can nanage subdirectories, it
A0IRt TR plivRionnSayhatd itckhadRitdy S2und dlaesontdadiles 54-58

aut hor's data
bundled into an uncompressed archive 48, The file format for archive 48 need not even

support encryption. The archive file 48 is in essence a container and generally does not
need to be signed independently. The manifest file 52 may reference each of the resource
files 54-58 of the interactive application. The archive 48 architecture may be specified
such that the archive 48 may be streamed efficiently, e.g., the signed manifest file 52 may
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[ 00021] The author identifier nmay be associated with
either a disk, including all the applications on that

wa@le@R/00:281 a si ngl e application, either on thatPdi/Ek2006/024034

spread over several disks, or otherw se |oaded into

the playback system e.g., via an internet downl oad.
P the Fest fisrvathimthg jageliye #ﬁonllawm;thme%@m of theckigniatuke without

| ée n% Iﬁiﬁ%h‘t‘il@ Qfcnlvde—ED @{1 u E) Y}e%f& sbf e\é?@n ltlll%iﬁna?' be backwards

i er may be e p
emipptiblreith preyouseneso use t he |dent|f| er referred to by

@Bﬁ%ﬁr en%‘t'ﬂgﬁtlc i caetﬂlg)érflgﬁarrlg1 {)Aé&g%é ﬁ{e}ﬂ )ﬁgé%f%? lgeyﬂt?e use of, e.g,,

Kb sBigsaton aadefmaglbgRr'F@cﬁzaS this enbodl ment woul d | ead

regati on of storage. Using the
mﬁﬁgm§$@es i nstead of the last signature

po02s] dim ®e eﬂa\dﬁpﬂe the ﬁmﬁwme%ﬁbmaﬁmwﬁﬁla&mg ake ofa

ﬂ’g’éﬁfr‘) %’8&‘5% wé ‘%ﬁlegr % lgl?ﬂ'g? SW'&S SR esting fefined

BPRP®B2TINE tlhﬂﬁvﬁ' R Holfeahg fubke? 0B et by bemslud&dd
resource file The rranlfest file 52 is signed with

TYRBCTESE hor' s signature and certificate and

aut heptdigat®s all the resources it references. [00023]

The application may have its manifest file 52 and all

r esouisedgmefured&ley- 58 bundl ed i nto an unconpressed

ar chi yey; ocfile format for archive 48 need not

even sup ort cryptlon The archive file 48 is in

essersReferensat ai ner and general |y does not need to be

si gne he mani fest file 52 nmay

referd(egrﬁ:egeq%gg{rd9?Eg %tﬁfe rgesource files 54-58 of the

[08026] ac Oiheeclappeits may bodetertieddy dlwi systedh8Dipesthviatues fon pech
d.such at th L chi v,

T S B PR T e T G T

GERTHYOATERAND BEINATURESI t hi n t he archive 48,

t he velflcatlon of..t he si ure wtho .
bl s eSiaiible. Bedruiret st ARSI b Erts AL dihe siggature
AEHBd u@defﬁardw dsiSlynaag e Mamkdviaf 5e ROATEHA R BneWahbhicalization
previous _ones, [00024] Authentication of the data in

wRibodpay e eaified i befaxcstyg Xl Cayenivalizatien 1 8 | The cggest method

:
b SRty i Sl SE S e W T

@fegrﬁé by sy yters fiop fhe idsptityey theaedia ps docak steragq Aressfiom pwhich the
ﬁcéﬁ%&ﬁfe ndation for XM.-Signature Syntax and
r ocessi ng f| ned by RFC 3275. In this way, the
CBRTWA@EMQQAHO%IJWMS may be included and

[00028] To provide a mechanism for revocation and replacement of compromised
applications, each interactive video and graphics application author can include a Content
Revocation List (“CRL”) which lists the bundle file digest values of revoked applications.
This CRL may be included in a separate file. This file contains a list of bundle signature
digests which have been revoked, and the signature of the content creator who authored
the disc. Assuming that the original author’s signature of each revoked application
matches that of the signature in the CRL file, the application digests listed will be stored in

the content provider’s restricted area of local storage and will be no longer allowed to run.
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supported: ds: Signature ds: SignatureVal ue
ds: Si gnat ureType ds: Ref erence

walsioReéesence/ ds: Di gest Val ue [ 00026] O her el ePENUS2006§24034

be determ ned by the system Digest values for each
resource itemincluded in the mani fest may be |isted
He (R ranchided fpanpphieation, it maRm sy ATES gAiEbIShGRATIIRES
{{Q‘Q,Qggo]mﬁg an exanple, the required certificate type
mag .g., X 509. The signature nethod as defined
BW sﬁbmmparpaémmfbar ey dasise RIgpIBleAhe revalied application with a

|
398U6E! LR SR I ARSI 85! T g op
Irwnd&eomneteé ahmeramay he czarsqhtatcherok tineint Hooe, seRSA -fGHAldated

| nf t-he tem fraom
Qi ke APl BTSSP i Al Bl R
appiicdtions eAlgypdtivelys ﬂhe meil@ roeking an epplictlidn IdobldGAsbisupply the
reEl\a{cem Tl é)glfl_l STS [00028] To provide a nechani sm for
voca hand repl acenment of conprom sed
mmeu] c alrhmslowm%mw deseitRe bnéﬁ:}ﬁ)sslble mmaﬂfr tgr @d@ﬁilvf file, along
i cation aut.hor en evocat i on
WB@?"“{W&&"L gsciing fre el HF{‘R& ‘Eﬁw"é‘ rtln@merogégﬂlewfamaésmay
B use@ VIRKEE t-ARDhbHEEdtRAS are TEHdS0 FeBkestR Yype® U%bi‘é@%tsi adlinSigned

separate file. This file contains a_ list of bund
jegeral yrrbifs AFfeSrmpPIaHiSHS #u¥ybit Basigned énjegen @nd B is n é2-b1t one.

Ah SRR ST tHpeak 1ntdn:§teﬁ @9 hﬁﬂg scﬁx’éf%%&:?wtmﬂ LB th s‘mg

di sc.” Assum ng t he  ori gi na aut or's signatur
iadicpfed B\hsleagn érmgr: br@dtq‘ts(a Af tha fepbtbglepinds owé prefivus ﬁgldarha,rrf@ld’
ﬁaﬁhet Gxea Sﬁghﬁlfda %'mc{'r&?edqg me' fﬁ’:‘?& L‘ég%e,qlsg(f &)t ?fel‘ {O%Bg gah\M &fj th

be Store e content provider cted area
fiddd dlexadeginagy ealamrwnﬂicatbé using the ﬁgd;i nogdtioowadt \ranabler-rtengﬁl

an _applic ven

Stk SehATRE ohifled hafBRAGHA Rl Ul gt s i
rarwionc&bltdnmgMImezVedrmqbytbe)sr re to replace the revoked

nha

applr- =] -SHeR—Thi-s—ean
acconpl i s N several di ffereﬁtyp‘?/vays Titl ngpﬁﬁ'hr ng .
on Inter nMa gonnect ed pI ayersum be Cdt_[‘ﬁ@@alﬁ& (ﬁ‘ﬁ)ﬁeoj(bytes
ttheir hone servers for updated must be : 0x69, 0x48, 0x44,
53 0x61, 0x72.
< Version Uis Version of the format
The value must be 0x01.
Resource Entry Length Uilé Length of this resource
entry.
Resource Offset Ui32 Byte offset of the resource
& by in the resource data block.
o]
5 E Resource Length Ui32 Length of the resource in
o "ﬁ bytes.
2 3]
= -
% § Resource Checksum Ui32 CRC-32 checksum of the
~ & resource bytes.
Resource Type
Resource Name Length Ui8 RNL
Resource Name Ui8[RNL] The filesystem name of the
resource.
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playlists or interactive video and graphics bundl es
whi ch specify newy downl oaded appli cati ons.

Wa\RdogoR8i vel vy,
al so supply the repl acenent

foll owi ng table describes

itself. [00
one _possi bl e

the nedi a revoki ng an appl i cat PCNUSO/G24034

030] The
format of the

ar chii ve fﬂ%@d along mﬁth c

£.4 1
Tl

.+
JIIUUI

Jnnenfﬁnﬂescr

I bi ng Gdnement

aothar faormtc

may

-7

g T

T O Q

T e

repr
" Dbi
and
i ndi
t he
t he
nane
used
val u
vari
be &

my
For

( 8- hi

ey
A
n

i &
appl

exanp

'O — ®

f t\/nnc II|/7 re

FReSuEE i Ui s i

is. a 32-hit one

vi ati o
,senfe a-unsi
5 an §2b|t un
AN array of t

E‘sﬂ‘ffgﬁ'@fﬁ@wswce

@g‘sqt A ggsource
Vlﬁ g resource data block.

i ResouesiIsgetiquar e

is indicated in

br ac¥i82s.  and
het ween t hose

Teemath of fap msaytce in
Witesckets. | f

Regrwpner{checksima pr

a_shorter nanme in

bvi dUS82fi el d,
di cated in th

CR@32fchedksiing of the
gefauededbytesan be

It esurdedyphe val ue

ate Lndicatad ||c-| ng

of that fi el
+tha Ovdd not

d. Hexadeci ma
ation. Al

e-P@ﬂﬂWﬁj§¥? h a

hd Heice resduite

nanes, may

de TF-8 Ubl
I¢ngt h%gf 5§éd by

3ytes§ﬂ38g531

]‘T 'iﬁ?éé}lk’tﬁﬂtﬂﬁﬁg of the

B

9
O

| (\‘IHhé féEodi’é’é’da'ta" fh‘ |
poqtp;pous

C SA oo

JIT 1T ©S50Ul L,CD
must be filje

-

nmes

tet—above:
e system nanes

an rehi vao

ot
file
root

thag
o

QUt s

Ot
W

of the file systemduring that ext
be made rel ati
so that absolute paths wll

If a nane results in

way,

cto

el ati ve ones.

i de

be ¢

ons

b 1 Ui o~

Il be extracted may

IIIC UIIC\/

all nanes w ||

ry,

of that directory,
i dered invalid.

[0033] The follog

of-y—a—whi-ct
be consi dere

t he name and

Lo
CATT AT OCTIT VO

d to be the
raction. In

ve to that
behave t he sane
a location

the entry may

W ng sections

iTed

rIOUS fielrds

more det Nt or nat1 oy about va
Hh3y co Crnpia ips W%arﬁ’ﬁyo@éhweﬂﬁﬁa? fesapreasingtedappye. For
&ﬁnﬁ%ﬁlé/ ?esblﬁ@éiﬁa[méﬂaﬁus@bé:ﬁl@ lsghtdnPRaAds of Mgfcal ORE. ’I'Ti@ﬁirgctory in
er

il @rcéfve filewilk hej e

used to _unig

uely 1dentify archives.

fract¢dapgy; be copsidered ’qomﬂgzrr@m qféhe file system

Qﬁﬁ%qhaﬁ%xﬁao‘ﬁﬁﬂuﬁﬂﬁ& vy, a1t fSaRE Wﬂi B4 m¥ @ zjéﬁﬁvé 1'8 tfng Birébtory, so

etc., i.e. 0x69,

0x48, 0x44,

Ox

th@? @sélntema@s il @d@sy thvﬁ@mz/@rrgha@w dniess| | aaamgmsulam a location

BhGiAl xpthgm@&w aw

archi ve
{09331k noWhefliowing seg(tpm@ give motendetailed information about various fields and

sections of the above exemplary archive file.
Archive Header
Magic Field

[0034]
the string “iHDar”, i.e., iHD archive, coded as a sequence of 5-character values in UTF-8,
ASCII, ete., i.e. 0x69, 0x48, 0x44, 0x61, 0x72.
Version Field
[0035]

or mat |ng

R pfll & 8

Sy paplae{)

fnv lgf
, one

This is a “magic number” used to uniquely identify archives. It may consist of

The version field allows an archive reader to read different versions of the

archive format. By looking at the version field, one can know what to expect in the

different sections of the file, and thus read information that was not present in some
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di fferent sections of the file, and thus read
informati on that was not present in soneversions of

wao b@7/003281 f ormat . The value of this field nay PET/US2006/024034

O0x01. Future versions may have values from 0x02 to

Oxff. Resource Catal og and Resource Entries [0036] The
Vedsids o€ EheCfﬂé folnmgr. iThe valde of this fiekieay tef e.ge8x0ir Eature versions may
entries. foll ows the same format. Resource
]ﬁﬁ’ﬂ’%)uisefﬁﬁ’? f}{ §’f§f This is the length, in bytes, of
R&eulﬁesaturogan@%{o)ardetﬂﬁ&le@ This value is used by

readers_who are re 0se versio he
B86] oncBestiies caeigdnsiute ARG oLRORFOR ST, Fash sty figovs
e EmhePRrmatof the format is seen by a reader made for

version 1, the reader can read the fields it knows
Resgvice ERy Length skip to the next resource entry since

NowWshik Gnd RAGMNin®ftel, e tHoYEJOBRE oA IS, "fiﬁ§%lﬁ§i@ used b
[)‘f?et 01038l ?% Pngfecates t he b?g}offset of the Y

reedsa s et b oms MbscR TS0 T HedeBTd oo Bt an
Iujcﬁﬁiwﬁﬁgipﬁjs;i F%e\ékﬁorﬂiégﬂg@ fongﬂslgéé%ﬁﬁ%ﬁ?&%ﬁne[cﬁqghg\]ersﬁﬁ £ the

resource ytes

reedap garcead me dialis B kapws alout angluhqwkllmo tthﬁelea?r@muv@ effry gince it

ho%rétﬁehl%n £3PH % qlftg for Bis equal to the sum of
u%tce orset and resour ce | ength. Resource

MGicsmffs{atOOM] Thi s repr esents a CRC- 32 checksum of

respurce, as def | SO 3 i
L‘ﬁg%]k s u s fsticals dhe ebogéjsegc}e/f e rgsou%)’c% hgk%%/sglrl}c I%%tg tﬁoﬂ)cﬁ The
offsct 6fthé ffse@sodrye i©0x@00esour ce transported over an

unreliabl e medium Because the CRC-32 checksumi s
RetorreeR&hed nor col lision-proof, it should not be

{89y f OThid i A6 MnbGai tiRedufcBds Btes.| I One needs to
aut henti cate resour ces, the SI gn tur %I sm

H040) i pEesmEFRARY Brge evperrps i thratcBivF phqBREEy offset

Tissis bgu a'i RAnMMEt XReedhirch Bffsel BRkDdSdutoe 1EREOUr Ce Nane
Length 0043] This is the length of the resource nane

Rasoyyce &3ieckp@ r esour ce name
[0041] This represents a CRC-32 checksum of the resource, as defined by ISO 3309.

Note that this checksum should only be used for simple verification of the integrity of a

resource transported over an unreliable medium. Because the CRC-32 checksum is neither
keyed nor collision-proof, it should not be used for authentication purposes. If one needs
to authenticate resources, the signature mechanism described above may be employed.
Resource Type

[0042] This is the MIME type of the resource.

Resource Name Length

[0043] This is the length of the resource name in bytes. The resource name
immediately follows this field.

Resource Name

[0044] This is the resource name itself.
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imredi ately follows this field. Resource Name [0044]
This is the resource nane itsel f. Resource Data Bl ock

WO 0®156)528he resource data bl ock contains all tPET/by10e6024034
for the resources, in the order they appear in the
resource catal og. There is generally no explicit
BRpatabite Bidekt ween two resources, as their offsets and

| engths_are wel | -k antities. 046] The s

BT be HEstirBed- AR e aRL Bt BRfspsones thE aer
tH&) %F!Ee&‘ firt % @080 bRalbg) STHerLHs igaritgally o @Rplist separgticarbetween two
nodul es, belqg execut ed b% augg uter..Generally,
IBYOgEFeRRS HSH QHEYs PR FOWEl-KRY™ BRBEYSSs, obj ect s,

[0648 O N eTHeSsy stk tnthy Ve lddschiYEER theBiceral ddatexPEf doftipler-executable
particul ar "tasks or inplenent particul ar abstract_ data

ingpegonsTveh aymroERTERURS S SHasHted Y6 WEPHRR{TrERYY-ipfostam
lgaéc@gés'imd@gcy,&gfgpﬁ#dﬁans@ BYECIQRBBPER NN BELst BBk, AE.hat

or me te processing devices that are |inked
nehfoun ghrtionledasks ot wardénems partieuigsekstraptdagp gipest Thesiysisen and

@%Hg&é{lmhyggféhvﬁxgﬁgﬁmdistﬂﬁﬁ&f&mtpﬁ%%ﬁ%ﬁoﬂﬁé’nt?@hére eRkEHe

_ renote conputer storage media
penfolroet bygremeteprocessing deyisectbatiapelinked Q@Qﬂg?l afigaumunications

i nst ' . L ch .
R LA ST SPGB DR AR SR R
Setlpuilend reataddngune dictage ardiaéndiniingavenbyisiozageaidiiaes.

hat. can be accessed b d includes both
(872 | EheRe GO e FeCHERE Do aBh Sitel b 04 Sna
iRty TRBM Bk dtRbicanedBY Computef refdableiphetia cande ang available media

[imtation, conputer readab i a C ri.s .

b B g BTDUS £ L 220 STk B BN OB S i,
(RPN & ndSHoB reE SvabRheHid. rfg} WEES dRarhple vkl abt liitaidd, computer
nonvol atil e, renovabl e and non renovabl e nedi a

feagrblarariiamay errantiPe GRIMPHIET Sage SRSIKANG Gymppical gyl of

ga& Bk A in AR d S VIR oRHild BRAGBEN IBatilé) $éihsiable@RS non-
ata structures, program nodul es or other data.

Rowpilemedis onplomentediinany methed e technglogy orsinrage; qfiinfagmation

- f r
o R 1 RS, P ey v
6oinputeyiirageahedil mkludesobuwigsenot Hedfadto, BAYA RSV BEPROM, flash
magnet i ¢ ..t ape j i : . -
L
bistical diskestdrhge, thaghetie dassetfesrmepnettrtapen thagirtic [disk aterage or other
accessed by .a.conputer., Co nication di ' |2
BRBB SCEbaiers PRAGE B e ML TR ALy gy R e
sirsrHation a8, wiisioghatiesied bl @somputet Gemnuaication media typically

embodies computer readable instructions, data structures, program modules or other data

in a modulated data signal such as a carrier wave or other transport mechanism and
includes any information delivery media. The term “modulated data signal” means a
signal that has one or more of its characteristics set or changed in such a manner as to
encode information in the signal. By way of example, and not limitation, communication
media includes wired media such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared and other wireless media. Combinations of

the any of the above should also be included within the scope of computer readable media.
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in a nodul ated data signal such as a carrier wave or
ot her transport nechani sm and i ncludes any i nformation

waledorwengl nedi a. The term "nodul at ed data si gnedT/UR®as624034

a signal that has one or nore of its characteristics

set or changed in such a manner as to encode

j0048]r maAithough niedchbe@hgnmiecnmivm exkEmplegningputisgsysteot
e h Ut
pupbséior §leCiabpuipsit aorﬁpming agstat envidohment&Rbry, confifuratiend. Hired

ot her. wirel ess, ned inatjons of t of, t.he
SRR P IF e 1}%3%6&565 {RiStEReR A0 mé%ﬁ%fbﬁ%? theSoope of
618 AinCfiora B8/ Bidkdvee the ot P8 sy sbdrh bmghnﬁmmlb aolt ten
connection with an exenpl ary conput

WHRIRPSHh ABRAVING 49% HERFPAGICK OEHYTRmERt telf file iy 3y @i pycombination of
SRkt NRbirad ih RHABGME Rehthg a@mmabmp%mm oBkvell known
speci al purpose_conputing system environnments
eqrriTutige Fystamsnenvirppaenis Apdi ey jogfigyaticasihehiry bs ﬂJé‘i%Ple jthat may be

I [

e b e e e

by@p daviessyinnbipresessorsiysiensl mioopigeessorthapqssystews.set tnbones
r t

B BB R bk Gt SO lbHolls, Rk R mcorfifters
mamtﬁalne ngmputws;d:)stmamd co@mtmg @wirofiments ﬂhatkmd\mlﬁ any of the above
conmput [ 9‘8 Y St rﬁg 1K enV| ronments, and/or configurations
&1t 5 HSHIE that may be used include, but are
[00&9] | nThesystems apénethodd dsaited heem m@éjeumplmmdﬁmsmware or

d- hel r | apt devi ces | tiprpcessor st ens,
v oo b bpé BiRBa S suft iy Lt BEf KBRSk A3t

osgr arkmg%gﬂeﬁmmm 614 [Refofridice fo theathods fllesteipddcing described
net wor m ni conput er s, i.nframe co S,
BSreiAE Bl G HHFET PRI SPSHTRdn TS el %Pﬁ%@nﬁﬂvdwy be
b&?orﬁb@ﬁpa@mee e8¢ otH&Wise @eci A Carld Bt kickBethddd Qb ]incliR
systens and net hods described herein may be
mep @H@ﬁ?@@ewﬁ thag thage fisclpred hgiewar e or bot h usi ng
E(ﬁ% n%ﬁ’tﬁﬁu&ﬁg ¥leinGhts 8f B PRbdnt ﬁﬂ&%n'o? tHeh:ﬁlb@Hﬁnent(s)

0050] The order of execution or perfornmance of
therdebdlee artidlesster"deny "tha dane seid| yedntendediomeay th%tthere are one or

ﬁﬁ)?ee&t éaélex}lém%] g‘ﬁﬁé t%hp O¥H §i§in peiﬁél(l?lﬁg " ardd éhtcwﬂn " are intended to

erren S e performed in a order,
bnirxeklswoahﬂamwsbatslfm@mby b@jaddetmaltdmentsrtéhqmltahd istgshelements.

d )
AR Ao R AR DDA il 058 e,
mfeﬂﬁﬁmWﬁhcmt degarting foom ﬂ]beccqnbﬁﬂhje m’eznm(m) 1tushmteadﬁd, thathl matter

[1] [1] [1] I.I .II t h [1] t
Rekok s BB o R 0P i
k&ies "conprising,” "including," and "having" are

i nt ended .t o o1 :
[0053] Although the subject matter has been described in language specific to

structural features and/or methodological acts, it is to be understood that the subject matter
defined in the appended claims is not necessarily limited to the specific features or acts
described above. Rather, the specific features and acts described above are disclosed as

example forms of implementing the claims.

10
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be inclusive and nean that there nmay be additional
el ements other than the listed elenents. [0052] As

wo an7oeeschanges could be nmade in the above  PCT/US2006/024034

constructions, products, and nethods w thout departing
fromthe scope of the invention, it is intended that
all matter contained in the de@MSdescrl pti on shall be

|0 SRS St Attt L L s

descranbemmentlcanmuagg specific to structur aI features
d/ I

That he. St B EBieaoh Bymbhere bt RERA P Bing e

i's not ne&gmﬂmnohglgfaphnst ed to the speC| f| c features or
acts desc eC| fic features

ov.e.
and act S odsge(%‘i“?ggtg% SIgHR gtgtru%bftﬁ‘ %tbo as exanpl e
for mec.of  iifihb eigRatiniestytus wesigred, tl‘ml goiiAg Mamilssioh BIshadch source

for ensuri urity of an.a catlon in an
interacti\ EQ%f oq%gaélﬁ'\‘/”o 1%‘% conprising: a.
receid/i ng ifhe ighdtinGatatud s lhﬂighﬁﬁﬁféhld&g/nhgﬁe@lhﬁﬁﬁ)hu&:ess toa
vi deo and frane hr onous, graphi cs; b. detecting the

si gnat ur e SS¥5¢ 0813 SiPRage &K REEHPTK GFOUTSe. | ¢ he

31 gnarheRethdBdflefaimg , SktBARLmpARE ifThe/HiRBnPe S RisRed, then
access to a source of |ocal storage and a network

r esoufEieg Permissionagesssiodiiat/read §ftcawsanﬂ diagnestig ARES. t hen
denyi Ty ekl Fl90 127RESH tﬁecﬁe?ecﬁ%’éoﬁg)rigés e RER a ﬁsﬂfeégﬁe

and a network resource. 2. claim1l
f ur t rAspocédadgyittsthe gpnhpatmeanﬁ dgieamining i§the masifess issigpadwith an

t hen Egllt%lr@g @c[nfé‘aﬁé'c gcess to file 1/0 and security
and di agnosltglﬁc é}{iﬁ&i met hod of claim 1, wherein

t-he dﬂﬁenqthngof@mr?’b whageindedipnlicationenitfiesn drq':hi‘ee which houses
asso %é‘hu?&fééft 53 ahl & 1%39%&;}%%{&@ ﬁleaﬁr?d \Qﬁetrah e zﬂﬁfe&t 'filo i the

the manifest I's si an aut S|gna
certlﬁrsidélemthdarCHive met hod of claim 3, vvher ein the

8p pI ' ﬁ%tﬂl%ﬂ?dco%iagh qswﬁé}elg El%e réﬁvevﬂs %[Borm%*J axl%ﬁ that1 ﬁlg archive may

nmani f est one resour
wher dierstredrpednefficiegt file is the flrst file in the

r C hl 6?%&({‘1 c!s}l%(l:aﬁmtl h%%h%%gggﬁ%ﬂ% é éherpé%pa renstztitnse is %{g%eci \{hen the
app11cat1on includes a signed root certificate, a content revocation list, or an author
identifier.

7. The method of claim 1, wherein the source of local storage is a directory keyed to
the author identifier.

8. The method of claim 1, further comprising if the signature status is unsigned, then
denying permission access to file I/O and security and diagnostic APIs.

9. The method of claim 1, further comprising if the signature status is unsigned, then
giving permission access to utilization of a markup language and utilization of the
objects consisting of: XML without I/O functionality, globalization, drawing
functions, and user input operations.

10.  The method of claim 1, further comprising if the signature status is unsigned, and
the application is received from an optical disk, then running the application only

from the optical disk.

11
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be streanmed efficiently. 6. The nmethod of claiml1,
further conprising if the signature status is signed,

wao b@n/ood2e1 appl i cati on i ncludes a signed root PCT/US2006/024034

certificate, a content revocation |list, or an author
identifier. 7. The method of claim 1, wherein the

dbur cthemethodt af clamal, Agther @nyridingect ory keyed to the
authoy id T thod of claim1, further
conpr%y nS‘@%‘?& %gﬂOtherﬁ%ﬁﬁ?t{é%’st atus is unsigned, then
denyimg pefetdcting thn s:gnztesstatus of thleendth@aapﬂ@baﬁai;url ty and
di agn StIC- Pls tho.

corrpr<|95| ng i fgﬁaémléel %;rt}lésto & “BYH lon ?rath%?f?ﬂ& thc?tf?élﬁs

gi vi ng perusigacd)theademse ;ieunmibrh aczeéslfﬁnbdﬂf apiplio@ioksifd both a

| anguage and uti]i on ects consisting of:
Xl\/Lgvm tg hout"1°f 6% {‘oﬁ%‘@{(’fm&‘?&iﬁ;ﬂ}gwﬁli%éh%?lufcf’a‘ﬁ on, draw ng

f unctd.ons,if &Bdlgustﬁfe StadRLF tmlh@]ilib‘atlm&d tﬁ@anoﬁ’@:@ apPcRA are both
of claiml fager conprl sin Pe si gnature status

’S et onelene e et BE e ssS 1 boGr Rk sieRsip apth o

optical disdlice bhRBallstofdpe Afd 4 Rwaikitbdogaki on only from
ige opti cal dISk 11. The rrethﬁg of claim1, further
mpr SRR 4 enswing spey akoners digh spmpREngn; b,

det ecd.i ng rta&b@vﬁg SRR ARk 3 Ap1Eba0f sysher, %%JH@J disk containing one
application; c. if the signature status of the

appl i cati of n%ﬂre tnpdications Wherehyihe rrpications i@plemgm diteractive video-
t hen denyi ﬁkﬁ’neoﬁlhgﬂr%ug BraBRiESHIn uﬁéra&% hnARRbdis Eﬁ\’ﬂ%ﬂﬁﬁent,

to both a source of |ocal storage and a networ

resout-ce; dstecting the sigpaturs sigiva piivash aprdicetionot thévmedia disk;
appligcati t

FEnei " RoLeSrabil SBRGEN BB R iR, B8} Bring high
appl i cati m¢§n1§$301b@ﬂ0¢55é0 erchi pppdication|to g abured afilagdstarnge and 2
net wor k rq@g,wﬁge . A nmethod for ensuring security

of a nedia dis conprising: a. receiving a nmedia disk
in a ¢l aybbik sigypatestatisiof anyedfitize appbdationnts ahsa'grreg theredenying

|mr::tr :r gg?: l/(g %\P{ %‘? %@?&ﬁg}(s ﬁlglh]r)er%?s 1on§%ce8 n’ﬁ% c?lssnF € gﬁlocal

i nteracti \smragslahﬂamelmﬂemwumenrrent b. detecti ng t he
gi 9 naA WluFid cﬁ ia ll)'llayba]::k sey%{:e {3P gpp ica 1Io|ns.o theor tlljle app 1cat10ns

1mp1ement interactive video-frame-synchronous graphics in an interactive

multimedia environment, comprising:

a network resource;

a source of local storage;

a device to receive an application incorporating interactive graphics and
video;

a processor to detect the signature status of the application;

wherein if the application is signed, the application is given permission
access to the source of local storage and the network resource; and

wherein if the application is unsigned, the application is denied permission

access to the source of local storage and the network resource.

12
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c. if the signature status of all the applications is
signed, then giving high perm ssion access to each

wa@pprioearsi on to a source of |ocal storage and BCTES2006/624034

resource; d. if the signature status of any of the
applications is unsigned, then denying to any of the
bppl i Betsysiers oficlgim & mﬂﬂe&ﬁi the pmc&tserssieteots thessignatmiee situs of the
| oca €.. . Al tinedi a
ol ayRERCHOLbe Aol « AR e SetiGrunpe popuPior] 4R

appl | desrmmig if malnﬁiliﬁ‘&tt is sﬁgneﬂ &vd:th Itheeauthor s signature and certificate,

-fr chr in an jnteractiv
| t ?l;ﬁg Sge e Hg?l ere ?;?p zmj)n cgntains gn archive w %lCh houses
reso uhmamaessﬁlu raﬁ@atqéast S1feabsobice FiRgY Brd WhedeM iielnirfest file is the
recei etsfaln. a % ication incorporating interactive
grap et Prﬁlé‘éf a processor to detect the

$6.9 N altersPstérh BF HGinO {3, theredip tte GRhhtar; statddak Sbhed fheh R
application is S|gned the ap gllcatlon is given,

per mi%BBligHonpEldes 4 Hereaod Geitienin f cogERirewraiongist gnan author
the neénagiek resource; and wherein if the application

I s unsigned, the application is denied pernission
Kb ceskherpsten of dlain Ko wereinghe poussesyt Jegal deraze ina diteatowykryed to

I eSoUhE il idehBBeSyst em of claim 13, wherein the
processor detects the signature status of the

4pp| i Batsydem of clrianth, mberimif Riefsignetufe stausds sigeddathenl thei t h

t he

& gnaBlicafBh lsiven B ERFIDLO o0 hdSedlBh} fiShadiSetic APLs
1%, The sygiem efivieim b3, avhaveindif thatsignetire states iapigneditharthe

cont ad gﬁ aﬂgngrchl ve whi ch houses the manifest file and

at g one resource file, and wherein the manifest

fil e 4.s t lenitd pgmissioh@cdess tblfée B0 ehd seeurity@Gnd Iiagncwsmm or
of cl a| m1l nat at us

o gned. "t i PRENEIM ctert [ BeARR e BaBh i feuts apg iieation
certifi catoéthea)bpom:emsﬁsnngvbcmﬁ, wnhd)utst/t() fuactioanliigglbisalization,
|dent|f|erd fu t d ? rp 16, wherein the
source of ragvggg §fb‘fnggaé’ “%eféPPa PRERUSPS keyed to the

201t hoTheisgleerh iof £l8iin 13, wherein the processor is configured to detect the signature

status of another application, and wherein

a. if the signature status of the application or the another application is
unsigned, then permission access is denied for both applications to both a
source of local storage and a network resource; or

b. if the signature status of the application and the another application are both
signed, then permission access is granted for both applications to both a
source of local storage and a network resource.

21.  The system of claim 13, further comprising if the signature status of the application
is unsigned, and the application is received from an optical disk, then the
application is only run from the optical disk.

22. A method of authoring secure applications , comprising:

developing an application implementing interactive video-frame-

synchronous graphics in an interactive multimedia environment;

13



18. The systemof claim 13, wherein if the signature

status is signed, then the application is given
w@enneeson access to file 1/0O and security anBCT/US2006/024034

di agnostic APIs. 19. The system of claim 13, wherein

if the signature status is unsigned, then the .

appl i cat i épnveingshe apphasign g # Fehivmiilgderspshaving 4 manifest file

170 and ,seedbhd ¥sind ffi.agnostic API's; or b. given

perni ssion access to ufilization of a markup | anguage

and uti | i gkposing within the roifes file aenifiostei qogtaining a@ignature; and

W t hout 1/ gﬂﬁ&' ' , I: ] $.NQ
functionségg% sér ?ﬁ%ﬁgbg%%%g??%%égg%ﬁg$ﬁg§§§§?en1of
2. ai ribe3ethodartelaim LR duythey comprining rmingé1 sguing thetapplication onto
dete&%ﬁ&@e signature status of another application,
and erein a. if the signature status of the
application or the another application is unsigned,
then perm ssion access is denied for both applications
to both a source of |ocal storage and a network
resource; or b. if the signature status of the
application and the another application are both
signed, then perm ssion access is granted for both
applications to both a source of |ocal storage and a
network resource. 2 1. The system of claim 13, further
conprising if the signature status of the application
is unsigned, and the application is received from an
optical disk, then the application is only run from
the optical disk. 22. A nethod of authoring secure
applications , conprising: devel oping an application

i mpl ementing interactive video-franmesynchronous
graphics in an interactive nultinedia environnent;
converting the application into an archive file format
having a nmanifest file and at | east one resource file;
di sposing wthin the manifest file a certificate
contai ning a signature; and di sposing the manifest
file at the beginning of the archive file. 23. The

nmet hod of claim 22, further conprising burning or
saving the application onto a disk.
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