
1/12

P
ee

r

E
n

do
rs

er

P
ee

r

E
n

d
or

se
r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r

P
ee

r
P

ee
r

P
ee

r

P
ee

rs

O
r

de
re

r
p

ee
r

O
rd

er
er

pe
er

O
rd

er
er

pe
er

O
rd

er
er

pe
er

O
rd

er
er

p
ee

r

O
rd

er
er

p
ee

r

C
li

en
t

F
IG

.1



2/12

Threshold
initialization setting

Encryption
Decrypted share

generation

Plaintext
message

Key distributor

1 2

Decrypted share key Ui

Decryption
Key

participant 1
... Decryption

Key
participant t

Decrypted share 1 Decrypted share i Decrypted share t

Joint decryption
Key

synthesizer

Plaintext
message

3

4
4

5 5

6
6

6

7

FIG. 2



3/12

Blockchain
node 1

Blockchain
node 2

Blockchain
node 3

Client 1 Client 2

3. Send the encrypted information and record
the encrypted information as a transaction on a

blockchain

4. Verify and
broadcast the
transaction

1. User A registers
information

5. Consensus among the blockchain nodes

8. Request to
obtain an access

right

2. Encrypt the
information

6. Update
a local
ledger

6. Update
a local
ledger

6. Update
a local
ledger

7. Obtain the
information

9. Send access
right information

10. Obtain the
encrypted

information

11. Obtain the
information

through decryption

FIG. 3



4/12

Proxy node

Proxy node

Common
node

Common
node

Common
node

Common
node

...

Blockchain network

Data
source/

Data owner

Data
request
node

FIG. 4a

A first proxy node receives a first request message from a
request node, where the first request message includes an

identity of the request node and an identifier of
to-be-accessed data

401

402

If yes, initiate a right verification request for the request
node to at least one second proxy node, and determine,

based on a feedback result of the at least one second proxy
node, provisioning of the first encrypted ciphertext

403

The first proxy node determines a first encrypted ciphertext
in a blockchain network based on the identifier of the

to-be-accessed data, and determines, based on the identity
of the request node, whether the request node has a right to

read the first encrypted ciphertext

FIG. 4b



5/12

A first node records an identity I of a
second node and access right

information R of the second node for
a first encrypted ciphertext Ea

501

502

The first node sends a transaction
request (I, R)

Determine
content of the
access right

information R

Generate a conversion key T
by using a private key of the
first node, a public key of the

second node, and an
encryption algorithm

Grant a right

503a

Cancel
the right

503b

Split the
conversion key T into n

partial keys Tn

504

The first node randomly
selects m proxy nodes, and
encrypts Tn to generate n

encrypted partial keys Tne,
where m≤n

505

Generate and send first
transaction information

(I, R, Tne, m)

506
A common node or a proxy node

broadcasts and stores a related
transaction (I, R, Tne, m) or (I, R)

in a blockchain network

507

FIG. 5



6/12

Data request
node

Common
node

First proxy
node Pm

Second
proxy node P

601. First request
message (I, Ea)

602. Forward the
first request

message (I, Ea)

603. Determine
whether the data
request node has
a right to read Ea

604a. Deny this
request, if the

data request node
has no right

604b. Initiate a right
verification request
(I, Ea) for the data

request node, if the data
request node has the right

605. Determine
whether the
data request
node has the

right to read the
first encrypted
ciphertext Ea

606a. Deny this request,
if the data request node

has no right

TO
FIG. 6B

TO
FIG. 6B

TO
FIG. 6B

TO
FIG. 6B

FIG. 6A



7/12

606b.Send the
decrypted partial keys
Tn, if the data request

node has the right

607. Receive the
partial keys Tn

sent by at least k
second proxy

nodes

608. Recover
and generate a
conversion key

T

609. Convert the
first encrypted
ciphertext Ea
into a second

encrypted
ciphertext Eb

610. Send the
second

encrypted
ciphertext Eb611. Send the

second
encrypted

ciphertext Eb

CONT.
FROM
FIG. 6A

CONT.
FROM
FIG. 6A

CONT.
FROM
FIG. 6A

CONT.
FROM
FIG. 6A

606b. Generate
partial keys Tn,
and send Tn to
the first proxy

node, if the
data request
node has the

right

FIG. 6B



8/12

Public key
encryption

Authorization

Plaintext
message

Delegator

701

702

Encrypted
cipertext

Ciphertext conversion
Semi-trusted

proxy

Converted ciphertext

Private key
decryption

Delegatee

Plaintext
message

703

704

705

707

Ciphertext
conversion key

706

708

Public key
of the delegatee

FIG. 7



9/12

F
IG

.8
A

8
01

:
E

n
cr

y
p

t
an

ag
e

a
by

u
si

n
g

a
p

u
bl

ic
k

ey
P

a
o

f
A

li
ce

,
an

d
g

en
er

at
e

a
se

c
o

nd
-l

a
y

er
ci

p
h

er
te

x
t

E
a

80
2

:
R

ec
o

rd
E

a
an

d
an

ow
n

er
A

li
c

e,
an

d
co

n
fi

rm
a

tr
an

sa
ct

io
n

8
03

:
G

en
er

at
e

a
co

n
v

er
si

o
n

k
ey

T
b

y
u

si
ng

a
pr

iv
at

e
k

ey
S

a
o

f
A

li
ce

an
d

a
p

u
b

li
c

k
ey

P
b

o
f

B
o

b

8
0

4
:

S
p

li
t

T
in

to
T

1,
T

2
,

an
d

T
3

8
0

5:
E

n
cr

y
pt

T
1

,
T

2
,

an
d

T
3

in
to

T
1

x
,

T
2y

,
an

d
T

3z
b

y
u

si
ng

p
u

bl
ic

k
ey

s
o

f
X

,
Y

,
an

d
Z

C
o

m
m

o
n

n
o

de
P

ro
x

y
n

o
de

X
P

ro
x

y
n

od
es

X
,

Y
,

an
d

Z
A

li
ce

B
o

b

T
O

F
IG

.8
B

T
O

F
IG

.8
B

T
O

F
IG

.8
B

T
O

F
IG

.8
B

T
O

F
IG

.8
B



10/12



11/12

F
IG

.
8C

C
O

N
T

.
F

R
O

M
F

IG
.8

B

C
O

N
T

.
F

R
O

M
F

IG
.8

B

C
O

N
T

.
F

R
O

M
F

IG
.8

B

C
O

N
T

.
F

R
O

M
F

IG
.8

B

C
O

N
T

.
F

R
O

M
F

IG
.8

B

81
3

:
R

ea
d

th
e

ke
y

se
gm

en
t

an
d

pe
rf

or
m

de
cr

yp
tio

n
by

us
in

g
o

w
n

p
ri

va
te

ke
y

s

R
et

ur
n

th
e

co
nv

er
si

on
k

ey
se

gm
en

t

81
4:

R
ec

o
ve

r
th

e
co

nv
er

si
on

ke
y

T

81
5:

R
ea

d
th

e
se

co
n

d-
la

ye
r

ci
p

he
rt

e
xt

E
a

co
rr

es
po

nd
in

g
to

th
e

d
at

a
ob

je
ct

1,
an

d
re

-e
nc

ry
p

tt
h

e
se

co
nd

-l
ay

er
ci

ph
er

te
xt

E
a

in
to

a
fi

rs
t-

la
ye

r
ci

p
he

rt
e

xt
E

b

81
6:

R
et

u
rn

E
b

8
16

:
R

et
ur

n
E

b

81
7:

O
bt

ai
n

a
th

ro
ug

h
d

ec
ry

pt
io

n
by

us
in

g
th

e
pr

iv
at

e
k

ey
Sb

of
B

o
b

81
2

:
R

ea
d

th
e

ri
gh

t
of

B
ob

fo
r

th
e

da
ta

ob
je

ct
1



12/12

Receiving unit

901

Processing unit

902

Sending unit

903

Control apparatus

FIG. 9

Network node

Memory

Processor

1003

1002

Transceiver

1001

FIG. 10


	1020008189-Drawings
	1020008189_amendment_drawings_clean

