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Met hod for safeguarding data traffic between a first

jgyg f nd a second ter ' -
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nmet hod for safeguarding data traffic between a

terminal and a .first networkk and a second term na
and a second network. The invention also relates to a
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i npl enented. Users of nobile tel ephones today havewods
be able to access not just a nobile radio network but
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netv\tdransmtted data to be d| spl ayed not on the nobile
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Met hods are known fromthe prior art, with which a
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and/ or the internet e second term nal is hereby

termigtalentwiddt edhitah tthee furaimad matindk aAm ke implemented.
aut hentication protocol, wth keys being used in the
prot ocol, which go back to the SIMor USIM nodul e.
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internet access i1t is particularly desirable for the
transmitted data to be displayed not on the mobile telephone

but on a further terminal, e.g. a laptop.

Methods are known from the prior art, with which a first
terminal in the form of a mobile telephone, containing a SIM
or USIM module (SIM = Subscriber Identity Module; USIM =
Universal Subscriber Identity Module), connects via a local
interface to a second terminal in the form of a laptop, the
laptop allowing access to a further network, e.g. a WLAN
network and/or the internet. The second terminal is hereby
authenticated to the further network via an authentication
protocol, with keys being used in the protocol, which go back
to the SIM or USIM module. Suitable authentication protocols
that can be used are for example the following: EAP-SIM (EAP =
Extensible Authentication Protocol; SIM = Subscriber Identity
Module; see document [1l]) or EAP-AKA (EAP = Extensible

Authentication Protocol; AKA = Authentication Key Agreement;
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Modul e; see docunent [1]) or EAP-AKA (EAP = Extensible

ti j Pr. [ Kpuz Aut henti cati on Key
PCT%@?&J@%Q@ /2 Zg)teog%gggurrentu-s[ 2]). The protocol
EAP-SIMis hereby used for GSM nobil e tel ephones and
t he protocol EAP-AKA is use@ for UMIS nobile

t el ephones. The aut hentication protocols EAP-SIM and
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termnal and the first termnal are involved in the

mobighee itliamhasfes-he aut hentication protocol. An exchange
of data is therefore required between the second
termnal and the first termnal via a | ocal
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data is thereby transmtted via this interface by
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the Bluetooth SIM Access Profile (see docunent [3]),
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sessj on keys to be known in the . second term nal. This
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whiceﬁ(paerneseaétnually used for communication between the mobile
telephone and the corresponding mobile radio network, are
transmitted via the local interface. These first session keys
are then used to calculate new session keys in the second
terminal, with which new session keys the authentication
operates via the authentication protocol. It can be
problematic here for the first session keys to be known in the
second terminal. This means that an attacker, who gains
control of the second terminal, also has access to the first
session keys and can impersonate the user of the first
terminal, for example making calls at the user’s expense in

the first network.

The object of the invention is therefore to create a method
for safeguarding data traffic between a first terminal and a
first network and a second terminal and a second network that

satisfies more stringent security requirements. The method is



the first network. The object of the invention is
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traffic between a first termnal and a first network
and a second term nal and a second network that
satisfies nore stringent secdurity requirenents. The
nmethod is to i 3 intended in particular to protect

. agai nst the attack descri bed . above. This object .is .
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aboddhe invention are defined in the dependent cl aimns.

Wth the clained nethod a first termnal is used,
whi ch can communicate with the aid of one or nore

. first sessi - ' e J4 second
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the nethod the first termnal is connected to the
clai@sond terminal via a local interface. The first

session key(s) is/are determned in the first

term nal and the second session key(s) is/are derived
WitH rdme tdle imed tmeddes] on fKigsat tRmaninsdcorid wssbi ofiich can

kev.(s) is/are transmtted via the |ocal _.interf.ace.b .
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~ second network via an authentication protocol with the
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session key(s) is/are derived from the first session keys. The
second session key(s) is/are transmitted via the local
interface by means of a security protocol to the second
terminal. The second terminal is finally authenticated to the
second network wvia an authentication protocol with the aid of
the second session key(s) and/or with the aid of keys derived
from the second session key(s). The claimed method is based on
the idea that the first session key(s) is/are not available to
the second terminal. Therefore functions that are actually
executed by the second terminal are moved to the first
terminal. In particular the second session key(s) is/are
derived from the first session keys in the first terminal.
Therefore an attacker, who gains control of the second
terminal, is no longer able to access the first session keys

and cannot therefore access the first network.

In a preferred variant the authentication protocol is
configured such that the keys derived from the second session

key(s) are generated as part of the protocol and used to



termnal. In particular the second session key(s)
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t erm nal herefore an attacker, who gains
control of the second termnal, is no |longer able to
access the first session keys and cannot therefore
access the first network. In a preferred variant the

aut henti cati on prot conf.i gur.ed such that t
protlgé%}:s &gnn@gds fﬁ%%fe(%lr’f € é: ggal rké)};(ost)oca anl'f}ie/or to
pro&%&ercaimIﬁ%aQardn af tie HeRlROhadbased to 4

protect the nessages of the authentication protocol

and/ or to pr ot ect comTunl cation in the second

netvvor nj isr st Q;%Ilyvq{ M
In oRg W (friothechefl st sess:i"g% eyi($) 15 are"*wérr]‘::t? the

firs@ewﬁleﬂu ikeye S| Mavedid éer@byt Reerfdragied emmanaIM Im’d)dule
this instance the authentication pr ot ocol is

on thesfidmall 4 5lot ddoltTEAP 1 QSREAP thepaudhgniiigation
protﬁ%}gcﬁerl;é %ﬁtéf@}a%l%t R praMcoiSuscrdmer (dadent it ensible

an alter nat i ve enbodi nent the first
Authmttmmdcmm PUIMES alet WK = aﬂnﬂ:admtfarr sidegdsidivoModule) . In

NCTENDAT AL RN N —

and t@ldN st Ideddiich Kt (&B)Celé/hﬁealgté%@“ﬂdtféﬁi 1191 PrUERCAHodule
is preferably EAP-AKA (EAP = Extensible

(USTALt=hémiivansadn SuRacsdder W@&ltzl%tf’#?&%@atqrbrt%;flrst
ternﬁoiq{ m)th1§1%1{soc%% V&%ﬂ&rp‘;‘pfdt{o%olar_}&

rmnal’s 1s  pre r ycon|guredva
preﬁMf&ﬂilquAH‘rtPG@f a@AP A mxmme and/hem t irdfartaireed Protocol;
interface in particular is an tsptl on. The second

ARA o AMER fHF U H P Mfidhi AT SR t he second t er ni nal
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The nexagor K nkgrfdge thﬁWGt%I dandotest tend Feand famviniesls 1s

pref%xga}:lalrxlerﬂn% (r:“?rt{nzheetd vih & fwu éeqeerssorfi"{ errrfea% .arl-{ agitueq;ooth

Security
and/or infrared interface in particular is an option.

The second network, which communicates with the second
terminal in the claimed method, is preferably a local network,
in particular a LAN and/or WLAN network. The local network can

in turn be connected to further networks, e.g. the internet.

In a further preferred variant of the invention the security
protocol, with which information is exchanged between the
first and second terminals, is configured as follows:

- a first signaling message from the second terminal is sent
to the first terminal, the first signaling message initiating
the derivation of the second session key(s) from the first
session keys in the first terminal;

- in response to the first signaling message a second

signaling message is sent from the first terminal to the



protocol, with which information is exchanged between
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signaling nmessage initiating the derivation of the
second session key(s) fromthe first session keys in

the first term.nal; .- in response.to the first .
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SIM™ Access Profile protocol, containing the first and
secweEdonraicgrdEl iing pressagdsly Fre qrteridssl Fawtfaaddt iS9Ab
and _r i rements f.or such .an_extend rotocol  are
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. niﬂgi i.n.the claimed nethod. The term nal hereby
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session key( fromth i rst session s. The
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termnal in the claimed method. Exenplary enbodi nents
suclofthate dithvaan ikh uged desdtiodd 19t damiinal in the claimed

method. The terminal hereby preferably comprises means for
determining the first session key(s) and means for deriving

the second session key(s) from the first session keys.

The invention also comprises a terminal, which is configured
such that it can be used as the second terminal in the claimed

method.

Exemplary embodiments of the invention are described in detail

below with reference to the accompanying drawing, in which:

Figure 1 shows an example of a scenario, in which the claimed

data traffic safeguarding method is used.

Figure 1 shows a first terminal in the form of a mobile
telephone 1, which is connected via a local Bluetooth

interface 3 to a second terminal 4 in the form of a laptop 4.



below with reference to the acconpanyi ng drawi ng, in
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betwgemtthe klantrevd @nd Hare WLAN network 6.

In the scenario in Figure 1 it is intended that a user of the
mobile telephone should be able to authenticate themselves to
the WLAN network via the laptop 4 with the aid of the first
session keys generated in the identity module of the mobile
telephone. The second session keys are derived from the first
session keys for this purpose. An attack, in which the
attacker gains control of the laptop 4, is a problem here, if
the first session keys are transmitted via the Bluetooth
interface 3 to the laptop 4 and derived in the laptop. In this
instance the attacker would gain knowledge of the first
session keys and could then impersonate the user in the mobile
radio network 2. To prevent such attacks, according to the
claimed data safeguarding method, the second session keys are
not derived in the laptop 4 but in the mobile telephone 1 from
the first session keys. The derived second session keys are

then transmitted via the Bluetooth interface 3 by means of a



attacker gains control of the laptop 4, is a problem
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| aptop is not able to set up a nnblle radio

connect.i on .USi th r.st ssi.on vention
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1YYy el iRt . I]ﬁ'l e fﬂlrxsgt @s@mﬂ@my embodiment
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n-the first exenpl ary enbodi ment
tel ddterAR-ISIIMapruat ododslee [ 1]) known from the prior
art is used as the authentication protocol for
aut hentication to the W.AN network. It is assuned
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involved in a so- called full authentication (see
[1) )ddaeventfyor the ausieor Artand vsed aso-tdw |saghentication

protoco&ilJt (¥“£d¥ﬂeﬁ¥}é§%f%ﬁh%““gﬂg ﬁﬁHN network. It is assumed

that the SIM module of the mobile telephone is only involved
in a so-called full authentication (see document [1], clause
3) and not a so-called re-authentication (see document [1],
clause 4.3). The exact message flow of the authentication
process is described in clause 3 of document [1l] (see in
particular Figure 1). The following steps are required for

authentication:

The mobile telephone 1 receives from the laptop 4 the protocol
identity (EAP-SIM), two or three GSM challenges RAND and the
parameters “Identity”, “NONCE_MT”, “Version List” and
“Selected Version”. The parameters “Identity”, “NONCE_MT”,
“Version List” and “Selected Version” are described in more
detail in document {[1). The mobile telephone forwards each of

the received RANDs one after the other to its SIM module. The



cl ause 4.3). The exact nessage flow of the

pCT/gfﬂz'@%Qt/io% %Ofg,n / PR3  Jopdeecr i bed in clause 3 of
ocunent ?]
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i.e. derivation of a response SRES and a GSM sessi on
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and MDY ddEiaR ESSFHES &3 dee ;ﬁfen@qflé& &¥erfihg Fember of
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ephone t calcul ates t EAP- SI M nast er
sesion Méys— a&s s anitbech ithe ﬁlalmisa.use 4.6 - according
to the followwng fornula (MK hereby represents a
second session key as set out in the clains): M =
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Version) an sends MK and the responses SRES to the
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formula (MK hereby represents a second session key as set out

in the claims):

MK = SHAI (Identity|n*kKc|NONCE MT|Version List|Selected Version)

and sends MK and the responses SRES to the laptop.

In the above formula “|” means concatenation. Identity refers
to the peer identity of the string without the zero characters
at the end. It is the identity of the AT_IDENTITY attribute of
the last EAP-Response/SIM/Start Packet or if no AT_IDENTITY
was used, the identity of the EAP-Response/Identity Packet.
The identity string is used without change and includes the
possible identity decoration. The notation n*Kc refers to the
n concatenated Kc values. The Kc keys are used in the same

sequence as the RAND challenges in the AT_RAND attribute.
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| aptop then calculates all further keys from M, in
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An extended Bluetooth SIM Access Profile is used to transmit
the parameters required to calculate the master key in the
mobile telephone 1. The message “TRANSFER_APDU_REQ” used in
the existing SIM Access Profile is extended to include the
parameters “AuthProt”, “EAP-Id”, “NONCE_MAT”, “Version List”
and “Selected Version”. Transmission of the EAP-Id is
optional, if the mobile telephone can derive the EAP-Id from
its own data. Two or three GSM challenges RAND also have to be
transmitted. Transmission of these challenges is already

considered in document [3].

The parameters used in the extended Bluetooth SIM Access

Profile are described in more detail below:

Parameter: AuthProt




b

the existing SIM Access Profile is extended to include
L Mo S I-ot P-1d", "NONCE MAT"

PCT 00 & 2%?3@?7‘%00w _MAT",

¢ /'E%%ry gn rLﬁl‘@tst / Sel ected Version". Transni ssi on
of the EAP-Id is optional, if the nobile tel ephone
can derive the EAP-1d from1Pts own data. Two or three
GSM chal | enges RAND al so have to be transmitted.

Tr ansm SI on of. ese .chal | is alread
B e S g SIS TIRRECKE
Lend®Hendeg, uet ooth SIM Access Profile are described

In nore detail below Paraneter: AuthProt r This

Paramataretld: tndikaardef ined z;m H?ém |Pclat6it<m>t|é? srrialydaferest
en X ter.d ed by the
Gro”é ugfg;c?t #rg%ec I a rﬁﬂt%elr est oup C%rﬂ(not essenti al

Pardnetdre valwaerd i @pp-ananetlere valQxexl EAP- SI M val ue =

Ox01 Paraneter: EAP-1d This paraneter contains the EAP
identity of the user (permanent identity or pseudonym

parai8ndd teds get out in [1], clause 4.6) used to
— derrve the naster key. Length vari abl e Paraneter |D:

Thig édmmefemearbriba e tmmapdbtﬂd%dimmﬂ rther ester G oup

(oA "t Com TSt EAR I v Cah g 40 (11,

claudd e£s9enidad t® ddievervaryd lnm)tézanaéyeter NO\ICE MT™
Thi s pararreter contains the NONCE_MI val ue of the EAP

Lengyder asiaksle® out in [1], clause 4.6) used to derive

rordfi RSk e LENAE P 098 SOTE e dlad terest

Group (SIG) (not essential to the invention)
Parameter values: Suitable coding of EAP identity (coding is

not essential to the invention)

Parameter: “NONCE_MT”

This parameter contains the NONCE_MT value of the EAP peer (as
set out in [1l], clause 4.6) used to derive the master key.
Length: 16 bytes

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of NONCE_MT (coding is not

essential to the invention)

Parameter: “Version List”

This parameter contains the Version List (as set out in [1],

clause 4.6) used to derive the master key.

Length: 2 bytes

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of Version List (coding is

not essential to the invention)



Goup (SIG (not essential to the invention) Paraneter
pcrr/‘!-:’i"2‘6%‘°4/0§‘é'9to@b' 2%%‘%'}’192@ _MI' (coding is not
sent’l Inventi on) aranmeter: "Version List
Th| S paramater cont ains the Version List (as set out
in [1], «clause 4.6) used tblderive the master key.
Length: 2 bytes Paraneter ID. to be defined by the
Bl uet ooth Special Interest Goup (SIG (not essential
to the invention) Paraneter values: Suitable coding of
Paraffit¥On "dedledrerdivag dipn-not essential to the
— _1tnvention) 11 Paraneter: "Selected Version" This
Thlqoa:raamte@rercmrman@st [rhes@edecsed/diesisdprof rtéleE/ﬂﬁP peer
r as set; jout 11, 6)
(as Sr?et (t[ &y CI_lé—’lrlllt A f%b%%se% éar ar?eﬁg% tt%‘ s\tl)C%r key.
Lengdef:i rzecbytt)est he Bl uet ooth Speci al | nterest Group (SI €)
(not essential to the invention) Paraneter val ues

Paragiftiegh| 1P cd@ ke ctelsaestiad s Slaetadd mpeqigindmterest

al t Q) TRSRA
Groxﬁﬁ_é}ﬁé‘ﬁ IRSI},&%DL%}’%E%@{L%H] st%gc;:rﬁ-g;?ned [ ng)t%he current
ParsspEacd ivediieon fuittedl® Motbaes o Prasflidargds dersdlon (coding

clause 5.2).. This nessage .shauld be extended to
is [okc | RREIHE ﬁ%’(eerln”ﬁ%?tl l'%No or three GSM

responses SRES al so have to be transmtted.

Transm ssion of the GSMresponses is already
The qasgats cTRANSRIGC ARV FEHE" Bfr smttéringgk fmjtde current
RF AR Gl AN SN IBAL Tt 108 (AL A | LildiRse 5.2)
SPe rmaf{)ll e te eog;one according to 11, (}tgse 6. Lenge
Thi<GndBdese should be extended to 1nclude the parameter “MK”.
Two or three GSM responses SRES also have to be transmitted.
Transmission of the GSM responses is already considered in

document [3].

Parameter: MK

This parameter contains the master key calculated in the
mobile telephone according to [1l], clause 4.6.

Length: 20 bytes

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of the master key MK (coding

is not essential to the invention)

When using a UMTS mobile telephone the EAP-AKA protocol known
from the prior art is used as the authentication protocol for
authentication in the WLAN network 6 (see document [2]).
Authentication here takes place as in [2], clause 3 (see the
figure in particular). It is assumed that the USIM module and
the mobile telephone are only involved in a full

authentication (see document [2], clause 3) and not a re-



Parameter ID: to be defined by the Bluetooth Speci al
r u )91(7'2‘@0{0%%?9”“ al to the invention)
PCT/L&%E%QE?@P%%@UQS(Z% L(J?ltabl e codi ng of the nmaster key MK
(coding is not essential to the invention) Wen using
a UMTS nobi |l e t el ephone t helZEAP- AKA prot ocol known
fromthe prior art is used as the authenti cati on
r ot,oc for, authenticatiaon th V\LANn
aum@?é"é 5‘%&8@9&56[32];& T é&i?l %ﬁl rglotbéL 65 ﬁli

exedu'ﬂ:e[sz]thec|@1§%vﬁn@%nﬁt&onfsl JWhRe igarRaidtetd &elow being
is assumed that the USIM module and the nobil e

desardlbgshdme more siebpiilnvel degumend flRl: aut henti cation
(see docunent [2], clause 3) and not a re or 1 12
aut hentication (see [2], clause 4.2). The nobile

The &r@kﬁﬂ.@nﬁel@fﬁﬁiﬂee&ddmﬁe@ lthad o cfteeetli dalenttity (EAP-AKA),
par anet ers bel ow being described in nore detall in

the dddumhatl jezige RISIDBHINe ang| éhisoparpaesieres Idgatity” from
r ot ocol [ tit haI

the éjefn %éﬁ%@&d t[%%ntlty }Jcﬁs%@’p gute. The

pardrrﬂa(tteqp fodﬂarftﬁrt\&a'r GferRANR fasits AT He 1H&1t&$ﬁ\ﬂu*ﬁaiﬂillkﬁ/ the
The paranmeter "ldentjty" here refers to the identity

userdar BAP t s dessiribedEdm meyreidiatdidedn f Zor £1da158 14-5-
in[2], clause 4.5. The follow ng functions are
executed on the USIM Execution of the UMIS

The dojdrawihng flundta difs ank fétgowsed desdtiebd@BIMy [ 6], in

Exe ar,_tqipg?qlfg\r verw?(escatlon W&@g}dtﬁcﬂé Sessioth

desé&eﬂﬁeﬂn agl | Kin \Mﬂﬁidlﬂﬁre%ﬂlﬂft%tflldrﬁtofseﬁmwrand MAC
keys as set out in the clains. The paraneters RES, CK

and gley ivataran afardie mespanssmREh andsheddift sassiigie keys CK

and m@l %M%%Seernrﬁey lII-e'sgaes]' gggikcrl b %}? c%ﬂ%g BfE i

the alises 4. The @mocometiar tRES hel adddviitngire transferred from

thoqg

the USIM module to the mobile telephone.

The mobile telephone then calculates the EAP-AKA master key MK
- as described in [2], clause 4.5 - according to the following
formula (MK hereby represents a second session key as set out

in the claims):

MK = SHAIL (IdentitylIK|CK)

and sends MK and RES to the laptop.

In the above formula “|" means concatenation. Identity refers
to the peer identity string without the zero characters at the
end. This identity is the identity of the AT_IDENTITY
attribute of the last EAP-Response/AKA-Identity Packet or, if
the AT _IDENTITY was not used, the identity of the EAP-



formula (MK hereby represents a second session key as

t ~el h lhai ' =“eSHAL (ldenti tyl 1Kl CK)
PCT@%Ogéﬁgéb%ﬁbazd%&éée;?éztomeﬁopgptop. In the above
formula "I" means concatenation. ldentity refers to
the peer identity string without the zero characters
at the end. This identity is the identity of the

AT- | | TY, attribute of the | ast : . .
ReSPRRPERLLRS G ARACKGEn: TP BABRS ¢ SEFANG fg used without
chanfl LRENGRTY Wag1telsUse@d poleibdentideytafyt BecoMtibd. The

esponse/ ldentity Packet. The identity string is used

hashyifumetiti onc I58Agd asd speicy filedl dded Stlhe possi bl e
identity decoration. The hash function SHA-1 is
specified in [5]. The laptop then cal cul ates all
The flapither theys danemldtes &l lpdirttidrakelyite fyess M) Keys
mentioned in clause 3 of [2]. The key deriv ti?w fcir
partdgud@Tatingy SHe SHOSmMKEN SafIPrtR oReds i iCdiedse Yt 121 The
key RHcGU&RAL e AAPIRA LAY P B R GORCIMSIiI@NSufficient
relating to CK and K. To transmt the paraneters
to pregentedheo legtoy dted nichehimsttar dricey domctlive ipmisi [relating
. telaggggr%(e, an extended Bl uetooth SIM Access protocol
o Gk Wi th which the paraneters are transnmtted
via the | ocal Bluetooth interface. The paraneters used
in the extended Bluetooth SIM Access Profile are
To tdessniffedtien pAgiamet@tsailePere} thheakid@ge the master

", TRANSF R ' 1S, caqnpt aj j 1t t
key slﬁlect:}% (%%ﬁolr%uﬁ(%?gdﬁ%m cc?ﬁdo [ Iég?legtlegeor 3]S,IM Access
proteanlsd .used, Thiismedsiadge t$teo wad dre teortse rded transmitted

. include the par . " Aut hP 3 d "EAP-1d". T
via o i SRS e T e B e n ehe

ext dRIEPIANR It el 1w e dehfkd b AdaMd taye QML dated HRE more
AKA chal | enge RANDI AUTN al so has to be
detail below:

The message “TRANSFER_APDU_REQ” is contained in the current
specification of the SIM Access Profile, see [3], clause 5.2.
This message should be extended to include the parameters
“AuthProt” and “EAP-Id”. The transmission of EAP-Id is
optional, if the mobile telephone can derive EAP-Id from its
own data. The AKA challenge RAND|AUTN also has to be
transmitted. Transmission of the AKA challenge is already

considered in document [3].

Parameter: AuthProt

This parameter indicates the authentication protocol used.
Length: 1 byte

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) (not essential to the invention)

Parameter values: EAP-AKA: value = 0x00



transmtted. Transm ssion of the AKA challenge is
Yy i de ' t [3]. Paraneter:
PCT/%E??@? 95%%p§ ga?§§8?279?6§p§§tes t he aut hentication
protocol used. Length: 1 byte Paranmeter ID. to be
defined by the Bluetooth Spekial Interest Goup (SIQ
(not essential to the invention) Paraneter val ues:

EAP- AKA; _val = 0x00 PCT/ EP2004/ 052909 /
Parapg§spi7 2860 S 14 Paraneter: EAP-1d This paraneter

ThlsCB@E@h@%e&h%oﬁﬁalh@eﬁhbtEA@f1H@Qtdﬁ9fof(ﬁﬁéﬁaﬁéﬁt
identity or pseudonymidentity as set out in [2

(perohaest 4dentised ompé@rad@@mhedﬁﬁﬁéw REy Setemythin (21,
vari,ahl e Par.anet n by the Bl uetooth

claug Eélg |ﬁFgrg§t% lve Eﬁ§l§fg?ngt%g dsential to the

Lengthvenhkqablgaraneter values Sui t abl e codlng of EAP

identity (coding is B not_essential to the inven
Paramie e 404y & o PRANGEERAPEY, RBSPP LIRS OGS, SPREGin LT est

croufly (638 (@RRE 'efs'sfe@ltel%ri of, the ShVerfgepgs Profile, see
clause 2. hi s nessage shoul d be extended to
Parameﬂeud@aﬂh@spaﬁanﬁa@ﬂe MedingTiod BAR ddepsisy RESddngo is
has to.b tran m t.t ed. Tra sm ssion of the AKA
not essentidal; a&?”@5ﬁ§1 red i n docunent [3].
Par anet er: NK Thi s paraneter contains the nmaster key

calculated in the nobile telephone according to [2],
The glesgagel. "FTRANSTFRAPRY_BRSRS P Septained, ifp the current

spec 1c%§:q.oqy téml‘:ht@ %%%P%J&e%%ecﬁr%flll@e ot [3@' 0‘6an1§| G)S 2.
not essentl al o the I nventl on) Par anmet er val ues:

ThisSuidsallge citiuigl de text emeitdert k eyndlkidec ddiengparameter “MK”.

The AKA response RES also has to be transmitted. Transmission

of the AKA response is already considered in document ([3].

Parameter: MK

This parameter contains the master key calculated in the
mobile telephone according to [2], clause 4.5.

Length: 20 bytes

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of the master key MK (coding

is not essential to the invention).
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PCT/%E?@?&%@%%@?EfZg%gpg%ﬁg%gﬁta traffic between a first

termnal (1) and a first network (2) and a second

termnal (4) and a second hetwork (6), with the first

termnal (1) being able to comunicate with the aid
Claiof one or nore first session keys in a first network

™) and the second terninal (4) being able to

conmuni cate with the aid of one or nore second session

keys in a second network (6), characterized by the

1. fddthmichdon egfeouangdng data dmgiffdic PRtweeneeniddisdd
t.0 _t.h e t er.mi_nal Via,a [ J r 3
t“a‘rml%tahlee(flﬁr s%t%lagéasglo@n é'lf(tg@riks/ @r)e aélgitc%r r%elr%tggl | ﬁc(étq"ﬁél%)al (4)
and fa rsdcordematialrk 1)6 )andvitthe tdec did stessirarinedy ((3)) being
is/are derived from the first session keys; -

, the ,
ables dcofPEREEi Gt ke hy ¢ (HfarBif (Fed Y% Hife Y &asion
keyd e 868 3 W dBANS )0TarRl SEUIEdA HRen10 (4 being

second termnal (4); - the second terminal (4) is
ableaftch exvmimgatiech ttep wiltdy ddromdd mdt Wovek QB Iase mgsendfsession
an _aut henticatiqn protgcol with the aid of the second
key s dak % P RIS )G R ®h the aid of keys derived

chardfdciadtitfed eso tthes eSSl lowikry (eps2. Method according to
claim1, in which the keys derived fromthe second

- theeddint Kerminadr o lgendr stameatgshrto dfhq iecond terminal
t t4i [ l,-and used to protect the
(4)3g§£§8é§€§1(¥ﬁé§éﬁﬁ engﬁdation prot ocol and/or to
- thw dtiecit cosmminirc &dyols)i nis tdmee shgenohimetdvonk .t first
Met hod accordi toclajm1 or 2, in i.ch the first
termidior (f)nqutqge ESNIHEL isT5¢ A 1&%(4”?&&/ asreeséeorr%"ed trom
the KBW$H) session keys;

- the second session key(s) is/are transmitted via the local
interface (3) by means of a security protocol to the second
terminal (4);

- the second terminal (4) is authenticated to the second
network (6) by means of an authentication protocol with the
aid of the second session key(s) and/or with the aid of keys

derived from the second session key(s).

2. Method according to claim 1, in which the keys derived
from the second session key(s) are generated as part of the
authentication protocol and used to protect the messages of
the authentication protocol and/or to protect communication in

the second network.

3. Method according to claim 1 or 2, in which the first
network (2) is a GSM network and the first session key(s)

is/are generated in a SIM (SIM = Subscriber Identity Module)



i s/ are gener at ed i'n a SIM(SIM = Subscriber ldentity

PCT4§#§@G@/d@g@b@P@O%@@@%@%%ﬁow 03P17200WUS 17 on the

st term nal Met hod according to claim3, in
whi ch the authentication protocol is an EAP-SIM (EAP
= Extensi bl e Authenticationl7Protocol; SIM=
Subscri ber Identity Modul e). 5. Method according to

| aiin 1 or in which the first network (1) is a
n %gn é:tv\i?lr e t(HLé first session key(s) is/are
generated in a USIM (USI M = Uni versal Subscri ber

Identiaﬁ Module) on the first termnal (1). 6. Method
Gacerdidmt®, Glaighidon imhaha@thdilg @atghsmtication

pro c(?%lo%y; a'ns FHNb M /'}I%E( EAR 'te@g'&%lhet%\uethentlc ion

entl cation rot ocol ntication Key
ProtAgrodensny) = 'Suﬁ\miﬂmm::ad@mrhlrtg/ tMocarie)af t he
preceding clainms, in which the local interface (3) is
a wreless interface, in particular a Bluetooth

5. a'iﬂa’t@fod 'é‘.‘crcf&{x%ﬁrig”tt%r fAGEm & d@tdqo%ﬁ%ﬁ@i RGhd Cfﬁ"sﬁ:

of the preceding claims, in which part of the second
netwq:ectk/\drllo (& a My oiwamt wordk ,then figmtt issdsaom H_eest)

/ or V\LAN et wor cord n one t he
o/ RS oot MR SO0 10,08 e
Idertdith UIRA HUGH IR first fddrsdirign@l)i.ng nessage from

the second termnal (4) is sent to the first termnal
(1), derivation of the second session key(s) fromthe

6. f 'l‘ffesc_tqoﬁfsd%c@]rcﬁ% é%e'q}%:?ﬂ‘@ ' %H'F%hl‘@l’f h:gltel;%\fﬂﬂeﬁtlcatlon

signaling message in t rst termna
protsm;ﬂndslagna‘émmg\ms(ﬁge 3 Eaxdeants ifrlemAuvtdhdrtristation

the second termnal (4) .in response
PrOttO&OtTtm% ustl q‘?g:lr%’s e A4HRE nd session
key(s) being transmtted 18
7. Method according to one of the preceding claims, in which

the local interface (3) is a wireless interface, in particular

a Bluetooth and/or infrared interface.

8. Method according to one of the preceding claims, in which
part of the second network (6) is a local network, in

particular a LAN and/or WLAN network.

9. Method according to one of the preceding claims, in
which the security protocol is configured such that:

- a first signaling message from the second terminal (4) is
sent to the first terminal (1), derivation of the second
session key(s) from the first session keys being initiated
with the first signaling message in the first terminal (1);
- a second signaling message is sent from the first terminal
(1) to the second terminal (4) in response to the first

signaling message, the second session key(s) being transmitted



¥

with the second signaling nmessage. 10. Method

pCT/%%Cﬁdillﬂgjztg(bgm/e jﬁfogﬁle;ﬁ ®&RA ng clains, in which

paranmeters fromt aut henti cati on prot ocol are
transmtted wth the first signaling nessage. 11.

Met hod according to claim918r 10, in which the
security protocol is an extended Bl uetooth SIM Access

il e protocol cont al ning the first and second
lt}% S‘r? erfrgmréfslz?d@sl ral , configured such that

it can be used as the flrst termnal (1) in the
met hod according to one of the preceding clainms. 13.
10. TMehhed ass@ndding bt AI%idh the mq@mmmlwrnqn which

t t f t ey.
par éor ger %O%F q{%]ﬁugtg:%ﬁt dsa;t;solrg% Ee%%ﬁ f¥om the S{}Ea&tsed
witlsadsd (ﬁ’lﬂeain;lghfb.ll'FEj maaageconfi gured such that it

can be used as the second termnal in the nethod
according to one of claims 1 to 11.

11. Method according to claim 9 or 10, in which the security
protocol is an extended Bluetooth SIM Access Profile protocol,

containing the first and second signaling messages.

12. Terminal, configured such that it can be used as the
first terminal (1) in the method according to one of the

preceding claims.

13. Terminal according to claim 12, the terminal having means
to determine the first session key(s) and means for deriving

the second session key(s) from the first session keys.

14. Terminal, configured such that it can be used as the
second terminal in the method according to one of claims 1 to

11.



