A shared storage network systemand a nethod for operating a shared
storage network system Background of the Invention 5 Field of the

I nvention The present invention relates to a shared storage network
systemand to a nethod for operating a shared storage network
system 10 Description of the Related Art The inprovenent of conputer
storage devices, e.g. hard disk, and of conputer storage managenent
is a main
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The simprovement of computer storage devices, e.g. hard disk, and of computer storage

management is a main issue in the development of computer technology.
i5
According 1o the so-called OceanStore system disclosed in [1}, a utility infrastructure is
designed to span the globe and provide continuous access to persistent information. Since
this infrastructure is comprised of untrusted servers, data is protected through redundancy
and cryptographic techniques. OceanStore objects are identified by a globally unique
20  identifier (GUID), which is the secure hash (SHA-1) of the owner’s key and some human-

readable name.
In the following, the data storing according to the OceanStore concept will be described.

25 Objects are replicated and stored on multiple servers. A replica from an object is located
th;ough one of two routing mechanisms. Objects in the OceanStore are modified through

, updates. In principle, every update to an OceanStore object creates a new version.
OceanStore objects exist in both active and archival forms. An active form of an object is

the latest version of its data together with a handle form update. An archival form

30  represents a permanent read-only version of the object.

Routing is realized according to the OceanStore system as described in the following.



probabilistic routing algorithm if a query cannot be satisfied by a

server, local information is used to route the query to a likely
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To prevent unauthorized reads, all data are encrypted in the system that is not completely

public and the encrypﬁoﬁ key is distributed to those users with read permission

("restricting readers”). To revoke read permission, the:owner requests that replicas to be

deleted or re-encrypted with the new key. A recently-revoked reader is still able to read old
20  data from cached copies or from misbehaving servers.

To prevent unauthorized writes, all writes are required to be signed so that well-behaved

servers and clients can verify them against an access control Hst (ACL), so-called

"restricting writers".
25 In[2], the so-called "PAST" system is disclosed.

PAST is based on a self-organizing, Internet-based overlay network of storage nodes that
cooperatively route file queries, store multiple replicas of files and cache additional copies
of popular files.

30 |
The naming features of PAST will be described in the following.



St orage nodes and files are each assigned uniformy by a distributed
identifier. A 160-bit filelDis conputed as the secure hash (SHA-1)
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PAST provides security features, as explained belo{v.

29 .
Each PAST node and each user of the system holds a smart-card (read-only clients do not
need a card). A private/public key pair is signed with smartcards issuer’s private key for

certification purposes.
25  [3] discloses the so-called Chord system.

. The Chord File System (CFS) is a peer-to-peer read-only storage system. CFS servers
provide a distributed hash table (Dhash) for block storage. CFS clients interpret Dhash
block as a file system. Dhash distributes and caches blocks at a fine granularity to achieve

30  load balance, uses replication for robustness and decreases latency .with server selection.
Dhash finds blocks using the Chord location protocol, which operates in time logarithmic

in the number of servers.



4 Naming is realized by the Chord systemas follows. Each Chord node
has a unique mbit node identifier (1D) obtained by hashing the

node's IP 5 address and a virtual node index. Chord views the |IDs as
occupying a circular identifier space. Keys are also mapped into -
this I D space, by hashing themto mbit key IDs. Chord defines the
node responsible for a key to be the "guccessor" of that keys ID. The
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asking an existing node to performa fookdp for n s successor. Then,
n asks that successor for its successor |ist.

The publisher inserts the file system’s blocks into the CFS system, using a hash of each

D

block’s content as its identifier. Then the publisher signs the root block into CFS using the
20  corresponding public key as the root block’s identifier. Dhash places a block’s replicas at

the k servers immediately after the block’s successor on the Chord ring.
The Chord system performs routing as described in the following.

25 A Chord node uses two data structures to perform lookups: a successor list and a finger
table. Only the successor list is required for correctness and the finger table accelerates
loo@ps. Every Chord node maintains a Iist of the identities and IP addresses of its r
immediate successors on the Chord ring. If the desired key is between the node and its
successor, the latter node is the key’s successor, otherwise the lookup can be forwarded to

30 the successor, which moves the lookup strictly closer to its destination. A new node 1
learns of its successors when it first joins the Chord ring, by asking an existing node to

perform a leokup for n’s successor. Then, n asks that successor for its successor list.



5 As explained in the follow ng, security features are included in
the Chord system Cients nanme a file systemusing the public key.
They can check the integrity of the root block using that key, and
the integrity of blocks lower in the tree with the content-hash 5
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It is an object of the present invention to provide a shared storage network system and a
20  method for operating a shared storage network system which are capable of sharing storage

of a computer system with increased efficiency and performance compared to the related
art.

The object is achieved by providing a shared storage network system and a method (which
25  in particular may include a storage data location scheme and a storage data fransmission

scheme) for operating a shared storage network system with the features according to the

independent claims.

, The shared storage network system according to the invention comprises a' plurality of
30  storage servers, each providing a storage portion of the shared storage network system,

each storage portion being divided into a pIuraIity of sectors, each sector being divided into

a plqrality of blocks, a virtual block identifier being associated to each of the blocks such

that the entirety of all of the virtual block identifiers of the blocks form a global block



6 address space in which each of the virtual block identifiers is

uni que. The shared storage network system further includes at |east
one storage client. The plurality of storage servers and the at
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further conprises a plurality of-local area networks, wherein the
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t he virt glabaltBlodkaddress space in which each of the virtual block identifiers is unigue. The .
20  shared storage network system operated by the method of the invention further comprises a
plurality of local area networks, wherein the plurality of storage servers and the at least one

storage client are grouped into the plurality of local area networks imterconmected
(preferably with optical channels) to form a global network. The method comprises the

step of adapting the at least one storage client to have read andfor write access to at least

25 one block of at least one of the storage portions associated to one of the local area
networks which differs from the local area network of the storage client, and the step of
interconneéting the plurality of local area networks such that iri case of a read or a write

access of one of the at least one storage client to at least one of the blocks, the virtual block

~ address of a block to which access is desired is translated into a physical block address to

30  identify the physical block associated with the virtual block.

A basic idea of the invention can be seen in that storage portions of a plurality of remote

storage servers (i.e. storage providing nodes of the network) mutvally form a huge global
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" 20  the invention.

The provided efficient virtual to physical block mapping scheme can enable the native
storage load balancing and data location hiding. The provided storage data fransmission
scheme can enable the flexible sharing and high utilization of the optical channel for the

25 I/O generated traffic to support a high-volume shared storage oven large scale networks.

In other words, a globally addressable storage system is provided with a global network,
preferably an optical network, as the interconnection network to support the shared storage
system over a large scale distributed network at low cost. An optical burst mode flow
30 control and an optical stop-over burst transmission scheme may be implemented to makes
use of optical burst switching in an advantageous manmer through dynamic connection
setup and release to increase optical networks utilization greatly to make it suitable for the

shared storage system, particularly in WAN (wide area network) or MAN (metropotitan
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dynamically. No longer will a server appear to be down when storage is being reconﬁgured

due to the interconnection scheme of the invention.
20
The shared storage system of the invention has a very simple and symmetric architecture.
It may make use of optical burst switch in an improved or optimal manner through
dynamic connection setup and release to increase optical networks utilization greatly to
make it suitable for the shared storage system in WAN or MAN context. The optical burst
25 mode flow control algorithm and optical stop-over burst transmission scheme adopted in
the system may be introduced to couple an I/O request with light path se{up tightly to
enable the flexible sharing and high utilization of the optical channel. A distributed block
address translation server (BATS) may be implemented to perform ‘the local to global
block address translation. It could help any local-oriented networked storage protocol, e.g.,
30  Fiber-Channel SAN, go to wide area. Lots of functions can also be provided by the BATS,

such as data hiding, simple access control and so on.
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be ef fi ciBrtinyentionrteaubes edhided sughgtsysempioramisinges WISy VI TIANSRRich are
(Quality .o{e Servi c %} support.. %ﬁé The invention teaches a shared
storing s?sfcé)ﬁ?%%‘?'f’g Y& %“’a?ﬂbﬁ P; PiEesrbly s opficak meyask system. Each LAN

cemprises one or more nodes (storage server, storage client) comprising a storage source

(storage server) providing storage resource to the shared storing system and/or a storage

20  consumer (storage clien{) consuming storage from the shared storing system. Each storage
resource is divided into sectors, each sector being divided into blocks. Each storage client
can access the storage sources of one or more remote storage servers. Storage resources
provided by the storage sources of the shared storing system form a single global block
address space in which each block is identified by a virtual block ID. For a communication

25  between a storage consumer and a storage source (i.e. read or writé requests concerning
data stored or to be stored in a remote storage portion), a Iocal to gldbal block address
translation is carried out, i.e. a particular virtual block ID of a block to which access is
desired is translated to a physical block ID to identify the physical block associated with
the virtual block:

30

In the following, preferred embodiments of the invention are described.
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the linking computer.

At least one of the local area networks may be an optical network or m'ay be a wired
network. Particularly, a part of the LANs may be realized as a conventional wired network,
20 whereas another part of the LANs may be realized as an optical network.

The shared storage network system according to the invention may be adapted to operate
based on the Storage Networking Industry Association (SNIA) standard. Particularly, an
implementation of the system of the invention in the block layer (layer II) of the SNIA -

25  shared storage model is advantageous.

A unique computer identifier can be associated to each storage server andfor to each
storage client and/or to each linking computer of each of the local area networks. The
unique computer identifier is preferably determined as a hash value, further preferably as a
30  cryptographic hash value, e.g. determined according to SHA-1, SHA-5 or the like. The
hash can be based on the internet protocol address (IP address) of the computer and on a
private key. Such a private key may be selected by a user of the system. By introducing

such a hash value, security can be increased in the system of the invention.
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or that clients or servers are renoved fromthe shared storage
system Preferably, the shared storage network system of the

i nvents onAitermagked} SHiedn | I n-case,of a read qr
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according to which a plurality of alternate paths between a pair of a storage client and a
storage server are stored in a routixig table at the storage client and/or the storage server.
20
According to another alternative embodiment, the shared storage network system is
adapted such that routing, in case of a read or a write access communication befween a
storage client and a storage server, is implemented by a static adaptive routing scheme,
according to which one or more fixed alternate paths between a pair constituted by a

25  storage client and a storage server are stored at the storage client and/or the storage server.

The shared storage network system can further be adapted such that, in case of a
predetermined global network path for a read or a write access communication between a
storage client and a storage server, one or more other storage clients and/or storage servers
30 along said path are implemented as cache storage nodes for temporarily storing data
transmitted according to the read or write access. If data are transmitted along a data path
located between a storage client and a storage server, intermediate computers albng said

path may provide the functionality of temporarily storing the data to be transmitted. Thus,
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(virtual to physical block address mapping scheme). Another key aspect can be seen in the

data transmission scheme (optical burst mode flow control and optical burst stop-over
- method). A further key aspect is directed to the combination of the above-mentioned two

20  key aspects, i.e. their common implementation within one system.

Although the above and below embodiments are described referring to the shared storage
system of the invention, these embodiments are of course also applicable to the method for
operating a shared storage system of the invention.

25
The above and other objects, features and advantages of the present invention will become
apparent from the following description and the appended claims, taken in conjunction
with the accompanying drawings in which like parts or elements are denoted by like
reference numbers.

30



10 Further, the shared storage network system of the invention may be
adapted to inplenment a storage data transm ssion schene conpri sing
an optical burst node flow control and an optical stop-over burst
transm ssion nmethod. This configuration enables flexible sharing and
high utilization of an optical channel for 1/0O generated traffic. 15
Summari zi ng, a key aspect of the inventjpn can be seen in the storage

data | ocat 3Rprp ongf’ﬁlétﬁf%i physi cal bl ock address mappi ng
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ot her obj JBtthe dpwangsi es and advant ages of the present invention wll
become apparent fromthe follow ng description and the appended
~clainms, taken in conjunction wth the acconpanying draw ngs in which
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are included to prBYSHY Asseciatian(SNIAYsterdaaddi ng of the invention and
consthpute a part of the specification illustrate enbodi nents of the
invention. 5 In the drawings: Figure | shows schematically the | ayer
st ruct ur e Figuwrer2ishuyst oshidnal Soapegerwek wistddn d@cori@Us tal preSe® einBbdifint of
(SNI' A) standard,

the invention,

Figure 3 shows a shared storage metwork system according to another preferred
15 embodiment of the invention,

Figure 4 shows a data path along which data are transferred between a source computer
and a destination computer via an intermediate computer, according to a
preferred embodiment of the invention.
20

Detailed Description of Preferred Embodiments of the Invention

In the following, the SNIA (Storage Network Industry Association) standard, which is
preferably included in the network architecture of the shared storage network system of the

25  invention, will be described referring to Fig.1.

, SNIA is a layer architecture for a network system of nodes sharing common storage

resources.

30  Similar to the OSI 7-layer model in conventional networking, the SNIA Shared Storage
Model describes common storage architectures. The layer structure according to the SNIA
standard is illustrated in Fig.1. In other words, the layering séheme of the SNIA Shared
Storage Model is visualized in Fig.1.



10 Figure 2 shows a shared storage network system according to a
preferred enbodi nent of the invention, Figure 3 shows a shared
storage network system according to another preferred 15 enbodi nent
of the invention, Figure 4 shows a data path al ong which data are
transferred between a source conputer and a destination conputer via
an internedi ate conputer, according tq a preferred enbodi nent of the
I nvention. 20 Detail ed Description of 5referred Enbodi nents of the
Invention In the following, the SNIA (Storage Network Industry
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Shar ed orage. Mdel . | lsualized in Fig. |. 14 According to the
SNI A I‘aygﬁy%‘gglfs’ igfdekhgmﬁ ?S@rﬁ“é?‘g?s %ﬂr?@chart@nﬁam4 ded a |ayer 1101
representing the I evel of storage devices of a storage network.
Further, a level Il 102 denotes a block |ayer representing host,

net wor k &méhediellvwing, laydr 118 10Hthe Sildidicarddeybr) 6f the SNIAN RSesHRLAYRIDSY be
ITa, {4l bdetj]cln.g. J\/breo:g%gil a layer Ili 103 is provided as a file/record
| ayer ~ inclu ?%ﬁ”ﬂ%‘tﬂ e and file systemand it thus subdivided into
two sublayers Illa, lilt.” Beyond this, a level IV 104 is provided as

an application layer. In the following, layer 11l 103, the
filelrechr¥erTHIEB pagks small dripes sush es files dleyte ¥8OovH)lahd databik wpks (lebads)

in more gl ghler entities such as block-level volumes and storage device logical units.

15  The two common implementations seen at level IT 103 are database management systems
and file systems. Both provide mechanisms for naming or indexing files or records,
enforcing access controls, performing space allocation and clustering, and caching data for
rapid access. In both cases, the file/record layes is located on top of one or more volumes:

large block-vector stores or byte-vectors provided by an underlying block store or

20  (sometimes) file system.

The functions provided by the file/record layer can be implemented in several different
places:

- solely in the host: these are the traditional host-based file systems and databases.

25 Imsuch systenis, the implementation of the file system or database resides completely in

the host, and the interface to the storage device is at the block-vector level.

- in both client and server: these are the standard “network’” file systems such as
NFS (Network File System), CIFS (Common Internet File System), etc. Such
implementations split their functions between the client (host) and the server system.

30

In the following, layer II 102, namely the block layer, of the SNIA layer model 100 wili be
described.



Layer 111 103 packs small things such as files (byte vectors) and
dat abase tuples (records) into larger entities such as bl ock-Ievel
vol unmes and storage device logical units. 15 The two comon

i npl ement ati ons seen at |evel 111103 are dat abase nmanagenent systens
and file systens. Both provide nmechanisns for nam ng or indexing
files or records, enforcing access conisols, perform ng space

al | ocat i onTapdbleti! $dver bhdid [ t : L.d;.26 .
both cases, the fil ey/er.gcor d&apgflﬁ?e?sﬁlg?%gttgdﬁ%ﬂt Sg&g*r t@ﬁ%ﬂgfwﬁ%%@ aceess
vol unes:  Edpigrceha SHPRRELS D¢ osmoreknear véxjors-of gedsige plookd.ded by an
underlying block store or 20 (sonetinmes) file system The functions
provi ded by the file/record | ayer can be inplenmented in several

di fferent URimeRE, d&eliityrel Bnt“Bﬁti@%Edraééz‘ge%ﬁceg st &gdigsl{ gl‘riléefsj %ﬂ@l—s,tate disks,

host - based file systens and dat abases. n such sy

i mpl ement atidbirpofdrivee Fhese desicaseranobe vsedadisectlyy omsibdesoragenitledt byide ltan be
the host, and the interface to &}2& storage, device is at the .
bl ock- vect $= PEAIE M9 PG, 8% FRoeg PAack vergrs B ingrease prdecrease thaie sige.cordpovide

"networ k" fhhgdsyst ens such as NFS (Network File Systenm), CIFS
(Common Internet File Systen), etc. Such inplenentations split their
functions between the client (host) and the server system 30 In the -

fol l ow ng, ¢l r 11102, nanely the bl ock l.ayer, of the SNIA | ayer

model 100 %ﬁﬁﬁ%‘é fe%’@&%‘?‘ﬁﬁ%‘ﬁ?yi‘?? g‘?ﬁfé?ﬁlﬂé 1dsy @ simpple fpHR HF | ngwiing\such as
storage t stEuegichiaek Nanted AL EATL)Y cXént ag icntaP U0 A

supports one or %lnre | i near \F/)(Itla‘c‘tor)gcpf %@giggﬁlgﬁ%gk%]{%ﬁ@%&%g?fm
data is stWiigdbedinddate)i apd (insreasingly) disypile escesuchirak di sk dri ves,
solid-state disks, 5 and tape drives. These devices can be used
directly, or the storage they provide can be aggregated into one or

nor e bl ockBluek tggregdtioni cveiptREEL 2 Poviteful @856f deRhiGusy A8 al’ ndHAY! Hbve many
redundancy. Secondary responsibilities of the bl'ock layer include a
sinpl e { o EIHRASES, $fdncledeh as® 10 SCSI Logical Unit Nanmes (LUNs),

cachi ng (and, I-Nsadd tkdnbigcient. €8skl 2C1aEaC Bk T Wetor by assembling several
smaller ones, or packing many small block vectors into one large one, or both.

- striping: apportioning load across several lower-level block vectors and the

systems that provide them. The typical reason for doing this is to increase throughput by

'increasing the amount of parallelism available; a valuable secondary benefit may be the

20  reduction in average latency that can result as a side effect.

Providing redundancy for increasing availability in the face of stoiage device failures. This
can be full redundancy (e.g., local & remote mirroring, RAID-1, -10...), or partial
redundancy (RAID-3, -4, -5, ...). Additional features like point-in-time copy can be
25  provided, which can be used to increase the effective redundancy level of a system, and to

assist recovery from other kinds of failures.

Referring to Fig.2, a shared storage network system 200 according to a preferred
embodiment of the invention will be explained.

30 _
The shared storage network system 200 comprises a first storage server 201 and a second
storage server 202 functioning as storage providing nodes, each providing a storage portion

203 of the shared storage network system 200. Each storage portion 203 of the first storage



write-behind data), and (increasingly) sinple access control. Bl ock
aggregation conprises a powerful set of techniques that are used to
serve many purposes. These include: 15 - space managenent:
constructing a large bl ock vector by assenbling several snaller
ones, or packing many small bl ock vectors into one |arge one, or
both. - striping: apportioning |oad acqgss several |ower-I|evel block

vectors agd, 81 HYHrPsdcd EI sfbr%%'éé E@A%E%ds@dﬁg{cf %{éﬂlﬁ%ﬁtﬁ?ﬁ# s%:%rs 204
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fallureslsaﬁﬁ gdring to Fig.2, a shared storage network system 200
accordi ng a preferred enbodlnent of the invention will be

expl ai ned. 30 The shared storage network system 200 conprises a first
storage server 201 and a second storage server 202 functioning as

st orage ﬂﬁﬁ\ﬁhéﬁeﬁg‘tﬁégfe@“v@&cwsféﬁ%@% iﬁﬂglea Cgtﬂpnmg@ fioat stapage QRSt 216 andea
shar S ra rtion 203 of the
fir s?gst tg?%ggacggé%g{reéter %?Hg%%%mfﬁé%gﬂ?é ﬁgﬂsgﬁ{}}‘ Q%Ser ver 202 is
divided into a plurality of sectors 204 (shown in Flg 2

schemat i as colu 2& trix), each sector 204 being divided

i nto ;‘%& r*é’t“?&e;ﬁe’&fef e k92 9By 9%? clignts; %51622%%@:9%:&@@ fiag to third

el ement s 16%a1 4rB nBRokES Q0B 0 086 Iﬂntefcﬁﬁfercﬁeﬂ% 6 5’% oﬁaf@ﬁ{ghj;u £96H %and a

matrix row). A virtual block identifier ocl a
the bl ocks 205 such that the entirety of aII of the virtual bl ock

i denj ifi b 0 ad.dress S

whi C% eac P&)ﬁtsﬂﬁ‘a tc{lj%?t‘é%O% 20 5 eaﬁ%f#q?bogave te access tg eac% block
205 of each of the siorage portions 203. Particularly, the storage clients 206, 207 have
access to storage provided by storage pottions. 203 related to a LAN 208 o 210 which is

located remote (L.e. associated to a remote LAN) from the demanding storage client 206,
207. '

20
- Thus, if one of the storage clients 206, 207 needs some storage resource, this storage client
206, 207 can access the storage provided by the storage servers 201, 202, i.e. can write

data to the storage of the storage servers 201, 202 and can read the information from there.

25  The first to third local area networks 208 to 210 are interconnected such that in case of a
read or a write access of one of the storage clients 206, 207 to at least one of the blocks
205, the virtual block address of a block 205 to which access is desired is translated into a
physical block address to identify the physical block associated with the virtual block.

30 The first local area network 208 comprises a first linking computer 212 being
interconnected as a link between the first storage server 201 of the first local area network
208 associated with the first linking computer 212 on the one hand and the remaining local

area networks 209, 210 on the other hand. In a similar manner, the third local area network



The shared storage network system 200 further conprises a first
storage client 206 and a 10 second storage client 207 each
functioni ng as storage consum ng nodes. The storage servers 201, 202
and the storage clients 206, 207 are grouped into first to third

| ocal area networks 208 to 210 interconnected to forma gl obal
opt.ical network 211. 15 Each of the storage clients 206, 207 is
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the storage portions 203. Particularly, the storage c
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t.he storaghe@ticenbmd 206, 207 needs sone storage resource, this

storage client 206, 207 can access the storage provided by the
storag® servers 201, 202, i.e. can wite data to the storage of the

st orage sefVvel.s..201, 202 read the information fromthere. 25
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clients 206, 207 to at |east one o

bl ock additbisdlesk 205h| ock 205 to which access is desired is translated
into a physical block address to identify the physical block
associated with the virtual block. 30 The first |ocal area network
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one hand and the remaining | ocal area networks 209, 210 on the other

hand. _ In a simlar manner, the third | ocal _area network 17 210 .
conpr i ses Cangeeaing the skired) swedgeuietworkl Syshak 200 shéwh 9 PIES! &d ﬁ"ﬁﬁrcﬁ storage
a

| i nk between t 207 of the third 1oc ar ea
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one hemd 300 i§ Béhstitfd By RIdreE@ orAHEA 4 M\%&% a0 B ot her
hand. 5 The Iinking coErypu ers 312, 513 %ac aﬁ(g%%%a%%%mf%aﬁélbﬁ?ﬁﬂp cal
t he trans@empigmesvork 305 Eaghllocal area network 306 comprises a first storage server 301 and

a second storage server 302 as storage providing nodes, and a storage client 303 as a
storage consuming node. The link between nodes 301 to 303 of each LAN 306 and the
optical domain 305 is performed by a linking computer 304 associated to each LAN 306,
20

Referring to Fig.4, an optical data path 400 will be described, along which data are
transferred between a storage client 401 and a storage sérver 402 via a plurality of
intermediate cache server computers 403, according to a preferred embodiment of the
invention. In other words, Fig.4 shows the optical burst stop-over method, which is one of

25  the key aspects of the invention

Fig.4 shows a scenario in which data are transmiited in a shared storage network system of
the invention. Data are transmitted from the storage client 401 to the storage server 402 via
an optical network 404. Along the data transmission path 400, a plurality of computers are
30  located functioning as cache server computers 403. The cache server computers 403 are

adapted to temporarily store data to be transmitted between the storage client 401 and the
storage server 402.



bl ock address of a block 205 to which access is desired into the
physi cal bl ock address of this block 205. 10 Referring to Fig.3, a
shared storage network system 300 according to another preferred
enbodi nent of the invention will be explained. Conpared to the shared
storage network system 200 shown in Fig.2, the shared storage

network system 300 shown in Fig3 is e symretric. The shared

st or age t ; 00 i.s constitutedq by a plurality of |ocal
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a second storage server 302 as storage providing nodes, and a storage
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are transferred between a storage client 401 a storage server
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accordin refer,red epbodi ment of the invention. In other

wor ds, Fi%é'%ﬂfséﬁ'ga I?ﬁ%&Sﬁf’&&i‘F APClst op- over method, which is one
of 25 the key aspects of the invention Fig.4 shows a scenario in

which data are transmtted in a shared storage network systemof the
i nvent i-odd PBHAIY aple LATh dnfercommbcfedotn fomm shorhgedcitorapt wbAorkOsyishie are
st or age | n.optical. network 404. _Al.opng the data L.
tranggi si’?‘éﬁn‘ﬁ%a ﬁg'ﬁé”o&? eISLfS' ST g strege chemisard '%QIE‘PE%GBI%%- A linking
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403 are adagqtkﬁ_g tQ tenrgorarlly store data'to be transmitte etween
the st or Jg&e Medesoal the 4-AMand e globgknetworky &r exgmplel optical domain.
follow ng, a detailed overview of structure and functionality of
enbodi ments of the systemof the invention will be given. In the
shared sTbusfasedemibe Fusationality aifférbmce] theanideoof tRagBteRDES K clfssified into
st orage [ storage client) could gommunicate with each ot her
t hr oﬁgh %@F%ﬂ?ghfgea?a Bgzoﬁlgﬁhsg?{ag%qrg > §ipyage clients and Imi:mg computer (also denoted
as block address tramslation server, BATS). A storage server node is a node to provide

storage resource to the shared storage network system, e.g. a storage server from a Storage
Area Network (SAN). A storage client node is a node to consume storage resource from
the system, e.g. a computer host. It is possible for a node to act as both server and client to -

20  consume some -storage from the system while also serving some storage fo others. In
addition to the storage server nodes and storage client nodes, an optional BATS node can
take over most of the functionality from the server and client node and natively extent any
local-oriented storage networking protocol, e.g. Fiber-Channel based SAN, to wide area
for long distance data sharing. '

25
Each node is assigned a unique 160-bit NodeID. The NodelD assignment is random
without any dependency on, e.g. the node physical location, and also no node information
should be able to be reconstructed from the NodeID. The neighbour of a node j is the node
with the smallest ID that is greater than or equal to j (With wrap-around). Each node is

30  associated with a public-private key pair. The NodelD could be computed as a secure hash
(SHA-1) of node’s IP address and the private key.

NodelD = SHA-1(JP Address, PrivateKey) (1).



be the optical links and a conmuni cati on channel, which could be a

| ow data rate channel, e.g. Ethernet or a dedicated optical channel.

A plurality of LANs interconnected to formthe shared storage network
systemare 10 provided, wherein storage servers and storage clients
are included in the LANs. A linking conputer (BATS) can further be
included in any of the LANs acting as amginterface between the nodes
of the LAN and the gl obal network, for exanple an optical domain.

Thus, based on the functionality di fference, the nodes of the system
can be cl alstheifeHowingothe Hlack ddeasss sthmofc&begmnne;s will b Rg&ilRal T8E block
st or age cIr (@ nd |.inkin ng 8‘? ut er Iso denoted as bl ock address
transi ati off CINCHR PRS OT the tREIPVEREB- | s a node to provide
sf orage resource to the shared storage network system e.g. a storage
server froma Storage Area Network (SAN). A storage client node is a
node t(’§3 co%ulmea@h hiodgm th@&}tstemeorﬂddnmaddrhgedjayraaﬁiique plysiBalGRoaKHdeYess, that

host . E@@ng de to.act as both server and client to
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based SAN™ 01 Fiial glock’ leﬁérg:mécar@s vEzente phiécal
I S assbgnafock KB hEMEaiBR=dI t Nodel D. The Nodel D assignnent is random

w t hout any dependency on, e.g. the node physical |ocation, and al so
no node inforrration should be able to be reconstructed fromthe

Nodei D. T n with the smallest ID
that is grigla e -t §é‘hg= gﬁgi;?f:gtaghfesﬁﬁ Weﬁgé“egr‘ﬁﬁ%ﬁ“%cﬁl%ﬁﬂeoﬂesﬁ the
30 associ anadalvmbbk Adpiebd, VirtpAl BRCRITK Syhi@is nsed | ﬂﬁu Qd& W ﬂvi%al block
conmput ed secure hash _(SHA-1) of node's I P addrfess an

private k Kiotias pscondspme 4 19( WAH@?‘&:‘@W!*WM@J Black Addrebs) NDWPhysical-

fol | ov ngBléékiDbkﬂﬁéh RAGLESS <@ f X will

described. This block address g‘%E%& lrlﬁs]&%ngﬂ' fcaﬁ ;!fgoclgevagglagctpsa pyrticular

t he i nventirgnl block derived from the Virtual-BlockID although the location of such physical
block has not be determined yet. The third one is the Deterministic Physical Block

Address, Physical-BlockID, which is used to address a unique physical block in the

system, and the location of such physical block is determined. A similar address scheme is
20 also employed for a sector as Virtual-SectoriD, ND-Physical-SectorID and Physical-
SectorID. The size of a sector is denoted as SectorSize, and an offset value characterizing

the sector is denoted as SectorOQffset.

A Virtual Block Address is described by the equation:

25
Virtual-BlockID = Virtual-SectorID * SectorSize + SectorOffset (2)
The Non-Deterministic Physical Block Address can be determined- A physieal sector
offset parameter PhysicalSectorOffset is introduced as
- 30

ND-Physical-BlockID = ND-Physical-SectorID + Physical-SectorOffset 3)

wherein



5 Wil e each block in the systemcoul d be addressed by a uni que

physi cal bl ock address, that is, all blocks in the systemshare a
singl e gl obal bl ock address space, each node also has it own virtual
bl ock address space. The virtual block address space at each node is
divided into sectors. The size of each sector is decided at each

node locally. The storage is normally ﬁllocated based on demand. A
virtual block has significance when a ysical 10 bl ock has been
attached. There are three types of block address schenmes defined in

t he syste f _ t

VTt um - B kD g PEE= b Bbu A HRodHs M RR D Pt @
| ocally. The second one is the Non-Determ nistic Physical Block
Address, ND:- Physical 15 BlocldD, which is used to address that unique
physi cal Bhck mapping to a particular virtual block derived from
the Vigtual - Bl ockl D al though the | ocation of such physical block has
not be determned yet. The third one is the Determ nistic Physical

Bl ock  AdHEhyesil-SetpeOfisk =BlopeddcidrS E@BI(S}MS%SeE@r@ﬂM %‘éto"i‘Séb?étQéé%))
physical block in the - system and the |ocation of such physi cal

bl ock is determned. A simlar address schene is 20 al so enpl oyed f of5)
a sector as Virtual -Sectorl D, ND Physical -Sectorl D and Physi cal -
SectorID. The size of a sector is denoted as SectorSize, and an

of f set valheSediarineicebisid sirags MEbcaB Qhit| DudeBleqfbras éﬁ%&ﬂf&ﬂﬁfoﬂ the

Virtual Block Address is descrl bed by the equation:

Vi rt dd) - BNBcRimsical-Blqokila derieed feom p VirtsaleBlocklD avill bSeleftd)ﬂogcﬁ&al(:jc th@3torage
The No t
hyst ol “ees el (5WE chRtorBh iR LHRES R BRRods S0 B HRFERA Shysipar

as 30 ND-Bloyklixaiill BEaskd Eb ZiobihPidestifyathe J4sival Blotk associated with that virtual

Physi cal -,Segt of O f set. wherein 20 ND-Physical -Sectorl D =
Nei gbbour %“ﬁh RPN ) “\FIPF’UQIVQ’S@CYHFQ%BIW%M%]@QW ppysical hieck can be

associated through the derived ND-Physical-SectorID by sending the SectorSize storage
15 allocation rcquesf to the node with the NodeID ND-Physical-SectorID and returning the
Physical-SectorOffset block of the allocated storage as the addressed block.

Due to the dynamic attaching of nodes to the system and detaching of nodes from the
system, the neighbour of a particular node can change with time. The free resource at a
20  server node is also changing with the time. Therefore, the exact physical block addressed
by a ND-Physical-Sector]ID is varied in dependence of the time. The non-deterministic
physical address scheme is only used before the real physical storage is allocated at a
remote storage server node. After storage has been allocated, only the deterministic address
will be used to address a particular physical block. However, by such non-deterministic
25  address scheme, any virtal block address is guaranteed to have one and only one physical
block associated even although the physical Iocation of such block is still non-

deterministic.



5 Physical -SectorOfset = {l og2SectorSi zel LSB (SHA-1(SectorOfset,
Sector Secret Seed)) (5) The Sector is the basic storage allocation
unit. During the storage allocation operation, the 10

ND- Physi cal - Bl ockl D derived froma Virtual -BlocklD will be used to
generate the storage allocation request to the correspondi ng storage
server node, and the returned Physical 5 BI ockIDwi |l be used to

0j obally 'MlgRkk hilodi6n BRMAGPBARIORE ARAAEIIA LI Vi1 L vl

bl ock. At a particula I me, given a Vir auni gue
physi cal bl ock can be associated through t he derived

ND- Physi cal - Se ri ing the SectorSize storage 15 all ocati on
request t%lhi’ﬁ@aclftﬁﬂ "tﬁ% EYENEB"]'IW EaSers@egmnErSm)d 6)
returning the Physical-SectorOfset block of the allocated storage
as the addressed bl ock. Due to the dynam c attaching of nodes to the
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a renote storage server node. After storage has been al | ocate
the det er Westaragecaliogationand 1P| rpqusst showld beoinsiiiel neif of segar, teigs ttﬂ&asector—bascd

physial ﬁhi‘ibc{:;mgﬁ?ﬂeﬁﬂé}ﬁ such non-determnistic 25 address schene,

any virtual bloc dress 1s guaranteed to have one and only one
physi cal bl ock aSSOCIated even aIthough the phyS|caI | ocati on of

such blo S of- t | i Stic. A bl ock allocation
oper at i oﬁﬁgf f_cﬁéée ﬁgﬂﬂ‘&f&éﬁ} E’ Byqlﬁalﬁéﬁpﬁpd Sgefordiges iSenviceBaramendet)y
BALLOC( ND- Physi cal - BI ockl D, ServiceParanerSet) (6) 5 However, due t

the dynami c systemre-configuration and the particul ar transm ssi on
manner avail able in the optical domain, it is expensi ve to perform

7%, Seecindes i cREHA A0 LIS R BTt PP i
adopt ed. Seqtarfiz Gnyetebiock opdretiombiartden Assuéd16n € atidnad IbISckAe ROt Rida@idAnce,
BALLOC operation will direct a storage allocation request for SectorSize storage to the

mstorage. server node ND-Physical-SectorID by employing a system like the Chord routing

method disclosed in [3] or the PAST routing method disclosed in [2]. If the server node

20  requested is out of space or dedicated for some particular users, the request will be
forwarded to the next neighbour till the allocation is granted. The IP address of the storage

server node that grants the allocation request plus the first block Virtnal-BlockID of the

allocated storage at the server node will be returned as the global Physical-SectorID related

to the allocated sector. All the following I/O operation on the virtual block Virtual-

25 BlockiD at the storage client node within this sector will directly operate on the physical
block "Physical-SectorID + Physical-SectorQOffset”. When a server node is going to detach

from the system, all the sysiem data storing on it need to be forwarded to its neighbour and

all the client nodes attaching to it may be updated.

30  In order to reduce the storage allocation delay during translating the ND-Physical-BlockID
to Physical-BlockID, the allocation for several continuous sectors can be aggregate& into
one BALLOC request as



the storage allocation and 1/0O request should be in the unit of
sector, e.g. the sector-based 10 BALLOC coul d be defined as

Physi cal - Sect or | D=BALLOC( ND- Physi cal - Sector| D, SectorSi ze,

Servi ceParanerSet) (7) 15 Based on equation (4), Nodel D and
Virtual -Sectorl D are used to determ ne ND-Physical- SectorlD. Once a
bl ock operation has been issued on a \c/#jl:tual bl ock w t hout

significa ratio ect a storage allocation
request fgﬁysgﬁzgﬁ }% g&i@&f&{% Pmcals%eﬁoa%% Seetpifaze, feeterNumber,
ND- Physi cgdry2eB84afer enpl oying a systemlike the Chord routing 3
met hod di sclosed in | or the PAST routing nethod disclosed in [2] .8

I f the server node 20 requested is out of space or dedicated for sone
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node Wi | Ibeheeaneﬂmrseﬂtr amd tchmtgiodbabulﬁhb@trf@é eﬁ@@i&[ﬂ ﬁéeﬂet—ﬁ%@er, Edb gy
al | ocated sector. : followng 1/O operation on the virtual

bl ock Vi roBERucHs SBP@& Catﬁd ghthestageaspaves| widhbrealo the nativblynloaérbalancing of

Phye! cal Tegiid e aRaa & Biuterts BONBE HRlworf sfiidim sng i atigition rquest

goi ng t 0 isleasiztto Hermm:teﬂ elus ys imsndficidnk résberce)vhibibiciat de %&c{ifekt@g s&9er fode.
need forwarded to.its nelghbour and all the clie nodes

attact PTYRET PLINDSEOL ponIRuays Seqiors 3t e fameserverisie be negotistedriatyecen the
al | ocat [ ngg,eh@/mg [ -
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be aggregat ed |nto one BALLOC request as 22 Physical-SectorlD =

BALLOC( Nigy Sect or. ect Sect or Nunbe
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t he sane astaxphgeedser ver node, the better 5 performance could be

achi/\iged during 1/0O operations since the |ight-path established

bet n the server and client node could be nore effectively used

However, The®i t ne .ser ,

Wil breiped hde&nragtdﬁ/ég @iﬂeﬁig;%éia ggﬁ%%{sﬁnékdr&)&&%ﬁg b t1E 7308 5 operate in a
very large scale. It is ideal for GAS to operate in the way that many nodes are attaching

and detaching dynamically to access and maintain a single giobal virtual storage. However,

- this dynamic operation mode assumes that there is some route available in the: optical
20  domain between any server and client node pair, and a client is also willing to store its data
into any unknown place. In order to adapt to the network infrastructure situation and the
variety of the usage, there are three operation modes defined in the shared storege network
system: A dynamic operation mode, a partially dynamic operation mode and a static
operation mode.
25

The dynamic operation mode is the general operation mode of the system. A complete
dynamic operation mode requires a fully adaptive routing algorithm, which can greedily
find the network-wide least-cost path.based on the dynamic link state and a custom-
designed cost function. A commonly used adaptive routing scheme takes Dijkstra’s
30  shortest path first algorithm. To perform fully adaptive routing in a folly wavelength-
convertible network, the problem is equivalent to the routing process in conventional
communication networks without any buffer. However, in the event that networks have no

wavelength conversion capability or are only partially wavelength-convertible, the



t he sector-based allocation in the shared storage network system and
the allocation request 1is easier to be rejected due to insufficient
resource avail able at the requested server node. 10 The proper nunber
of continuous sectors at the sane server is to be negotiated between
the server and the client based on the application requirenent and
the storage server situation. In the fpglow ng, operation nodes of
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t d t dapt t Kk
nf oot t ucT O o 8%, TS n e getiefisr ot yheafl fakeugbp et esed mesics into
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A dynami ¢ operatlon node, a partiall ynam ¢ operati1on nod
static opbe shdreshrigloek gzslpmasmmta@:f coupe thet contpubatits dompldxéty detainatd by

t f..t St A t t d
Coqui 1 es. 4o Aahii FHBECR P I OB B SRR by ansRseBee Ly adapive
t he natworrsutivigitratedgshaye At privdichly 5&%&‘3 ifanthgsdynamc link state and

a custom designed cost function. commonly used adaptive routing
schenme takes Dijkstra's 30 shortest path first algorithm To perform

fully adaghiyes vel e convertibl e net

t he probl g%n ﬂ%ﬂ%@%ﬁg} St K{%nnghgxcrhou?mﬁ% H%&'S@é% PR %o ﬁ%?&qdoﬁ’&tlb multiple
communi cataltenmamqim Eachvsduroe nodinis provited withoyeyaghg thﬁletlﬂewlﬁt‘ﬁﬂic atl{&?ﬁate
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Firstly, Wwhichis similar to a static operation mode. The difference between the partially dynatmc
operation mode and the dynamic operation mode is that the neighbour to send a request

+ will only be selected from those destinations listed in the routing table. The static operation

mode is preferably adopted when the client node would like to manually include several

20  server nodes in its neighbour list, e.g. for trust reasons.
Next, the block address translation server (BATS) will be described in more detail.

In additional to the storage server and client node, the BATS node is an optional

25  component of the system. One of the important assumptions of the system of the invention

is that optical connections are available between the client and server nodes as data channel

N - for very high performance I/O data transfer. The data transfer can be directly established
between the storage client and a storage server. However, this assumes ﬁlat every node has

a direct interface connection to the optical domain. A BATS node could be installed in a

30  LAN as the edge node to the optical domain, e.g. as an edge router. In this case, BATS acts

as an access point to the optical domain and its optical link could be shared by the nodes in

its local area. Since the communication between a BATS and nodes (storage servers,

storage clients) within the same LAN is a local area communication, a BATS node could



stable link state may result in a conflict of network resources
during resource reservation between two |ight-paths. Secondly, the
fl ooding of the link state fromevery node to the 5 whole network may
congest the control plane and disturb the other signal mechani sns.
Thirdly, the fully adaptive scheme can hardly take the path-based
metrics into consideration, such as t}ie potential bottleneck between

a node paj,f,:.; correlation of .the shared risk Lin roup
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ful | y adapiotocel,36tvidearess very high. In the light of the above

aspects, the fully adaptive 10 routing strategy may not practically
adopted in all cases. In partially adaptive routing, each
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which 1s sj.m.lar stat.ic,operation node. The difference between
the part ijg%tlrﬂ;‘? e@? %ﬁ}%e@ “Bt%é?cazil Fgeﬁ § Caﬁﬁﬁd@‘?év W heR &”&ﬁ?%q Bactongean
I's that tmuﬂﬁﬁ;gﬁb@uytﬁeqoggﬁﬁ]ngb . -will only be selected from
those destinations |i1sted in the routing table. The static operation

node is pref erdologal sivgecdliophand a temalt sioragersorver:\itach BATX had iis own virtual

manuahl y 2 rver. nodes in .its nei.ghbour list, e.q.
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system GREFAHPR ppde; vty thedpcal availabli sesvers @6 thenenly ysighhowr set.Hance the local
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client and server nodes as data c rvery
| / O dat aatlpestiongesnli T thedamatet BAREOE opesatione  di rect |y est abl i shed

bet 1 th t i ent t . Ho , this_ .
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t he conmuni cati on between a BATS an rvers, or age
clients) within the same LANis a |ocal area comunication, a BATS

nOde_zé;OUIIﬂe data transmission scheme described in the following is one of the main aspects of the

invention.

In the following, an optical stopover burst transmission scheme for the shared storage
network system of the invention will be explained.
25
An optical burst mode flow control scheme enables the flexible sharing and high utilization
of the data channel in the shared storage network system of the invention. A random
eligibility time transmission method provides the QoS (Quality of Service) differentiation.
Since an optical burst is transmitted just after a control packet without waiting for the
30  acknowledgement for light-path setup, the major disadvantage for the optical burst mode
flow control scheme is the existence of a burst blocking possibility at the intermediate
optical nodes between a source node and a destination node. Blocking can cause the

dropping and retransmission of the burst.. Low-level storage protocols, e.g. SCSI-based



24 natively extend any | ocal oriented storage transm ssion protocol,
e.g. Fiber-Channel protocol, to wide area. Once a BATS node is
installed in a LAN, it can help all the remaining server or client 5
nodes in the LANto talk to the renote server or client nodes. In
this case, only the BATS node need a gl obal NodelD and a
public-private key pair and the rest nogles in the LAN just need a

Nodel D wi t lprdi6€ad, ats BighBi iﬁt%lé‘réﬁl@@gﬁskefr 138s ¥edhe N6NY @1 dre 1B WMeretransmission in
functions can be sumarized by the foll ow ng two aspects: - aali'ocaﬁ
storage cl thenoptigall demaiiohe optigelagjepayer \barst (RasmisSitmiSicherse iis propused as an

<t oo vertraat, Shos oBATE buntuRef, Fin7 RF SRk 100 ph St o the

al | ocati oniiRpgtigd.ion in its local area under static operation node
with the local available servers as the only nei ghbour set. Once the
| ocal Yesource allocation succeeds, the newy active virtual block

dd i1l b t urned t | L ocat i It .to th t
BALLOC. opelomPicet S5 st craulipiiia shPimh otrths 9pbiEa) PAGh dp dife torage
server a siepvaraRds Whedh grithts theSBATL OCSopet o8 ha 8l %gﬂeﬁ,etﬂyﬁﬁfagégéwer node

attaching the physical block to its virtal block address spca
Based on t W&l functiom|as 8] peokarehd stosage sehwer BAT Shanintérmediatahedes hiong the optical

Non- Det er nj_nst . hysi cal ddress and send _the storage al] ocation
oqueet -t oPitR eV RPYRE At eadR i SR 100 gl Rio™aS 1 hPR Alena oo words,
schene (des@tenediatencdtiguté8| iy ) dataSpath Beffcch e sBBRED céif gndh deBffnation

i nvention. In the follow ng, an optical stopover burst transm ssion
schene f or COTHBIMYHBREACISS 8 CAGhe Storageir emperaldysioring detaitranemitiedalanig| the data
be expl ai g@% 25 An optical burst node flow control schene enabl es

the flexible sharing and high utilization of the data channel in the
shared storage network system of the invention. A random eligibility

time transp ssion t hod provides th S ality of Service)
di ff erent i‘glP ia’(?ﬁqéter? e °§_ : F‘I@ﬁﬂe‘eﬁgﬁtg&r B epsratienyinfigates Hyaf enceguch
contrals PaggdhebathiteRPétin s8Biet bR it efib@, AeAf h&g%@&%m dtR'will be selected
| i ght-path setup, the major disadvantage for the optica ur st m)ge
as the cache storage servers and corresponding size of storage will prepared. If k is set to
zero, the number of cache storage servers will be decided by the system based on the

;. transmission sitoation.

20  In the frame of the optical stopover burst transmission scheme, once ihe burst reaches any
of the cache storage servers, an ACK (acknowledgement) will return to indicate the
successful transmission. In case the burst is blocked at some parts of the rest journey, the
cache storage server will store the burst and take over the task to deliver the data to the
permanent storage server or the client node. If the immediate next node to the client or

25 server mode is prepared as a cache storage server, the storage traffic is always eligible to
send just after the control packet whenever the immediate corresponding wavelength is
available. By the optical stopover burst transmission scheme, the delay for waiting the
light-path set-up, which is the major overhead in the optical burst transmission, could be
neglected. Whenever the burst is blocked, a replica of the burst is stored in the cache

30  storage server without simply dropping ﬂ:;e burst and waiting for re-transmission. Such
cache copy could be used for future rea_d-head or write-back operation, and could even be

used for recovery or support off-line operation when the permanent storage server is not
available.



flow control schene is the existence of a burst bl ocking possibility
at the internediate optical nodes between a source node and a
destination node. Bl ocking can cause the dropping and retransm ssion
of the burst.. Low | evel storage protocols, e.g. SCSI-based 25
protocols, are highly intolerant to packet |loss or the |ong delay due
to the retransmssion in the optical glgmain. An optical stopover
burst transm ssion schene is proposed as an enhancenent of the
optical burst node flow control schene for the system of the

i nvent i onCofimion dpeeations are grovAdla@b@viae siréd§totapa NEwioss syafens 61 ﬁﬁ‘?nvéﬂﬂ%% as
the optical path t he storage server node which grants the BALL
SrpldinesLiafhy

operation WEE- the storage server node will function as
a pernmanent storage server and the internedi ate nodes al ong the
optical path will, function as cache storage servers for the storage

cl i ents noBkck rerddbtieropepitios makObd peAsMRdi 4 8rdep Wgét%iéoﬁih@%n&l&a{r&sion
path between a source conputer and a destination ~conputer may act as

a cache stghanerg differagbpeivery, & contenichagiakey,tcabesiniageHY), iausadtotiplement

data pat .. 0.t he .Ser vi,ceRar terSet for BALL

oper at | onﬁhdﬁ |£§les %ﬁ%ﬁﬂ%%glggﬁgﬁgﬁmﬁsbﬁ @Qﬁ‘fﬁ%ﬁﬁw ?mﬁmscgrtg‘ect?m‘éﬁ%ﬁ
client exists, at least (k-1) nodes on the path wll be selected as

t he cacheBst rage servers and correspondi ng size of storage will

pr epar ed. BlefkinageIly= SHA; 1(BlagkContens) nunber of cache storage servers (9)
wi || ;e decided by the system based on the transnission situation.
.20 In the frane of the optical stopover burst transm ssion schene,
once t he Iouhssysteemofihe imeytionftht bectors it sty RELwHET hST/OMpeAiEhn on the

(acknow ed e{mn‘%%1 Wi_| | retlurn to indicate_the successful
transm s§f"§ﬂ © Sforage, Jbe vrhole srctar F"@CW! the pddressed blnek lpeatess tepids dbe fasehed,
j our ney, ihdiead 699%%91% VRLE E3h Ve8Eropik lasfcRid LR P%:?&on?:}ggér%tgﬁ 1ROt

the task _to deliver data to the pernanent Storage se
cl i ent nofresion Contael CordedWiCkD e TheeXORotBlockinidgellt bf alhblooks Rfihiner séetor and

ey oBEDEEaR IS e S8a0RBLAT SF B REMEE Tob SRoBeBR iR bo nfedih gach
i mredi at élackreadwoirdopryativav @l eiify thé $ersion. The fanction of VCC is to invalidate a

sector for amy- further access for those who are holding the old VCC since the

SectorimageID needs to be verfied before access.

20 new SectorlmagelD = BWRITE(data, Physical-BlockID, old SectorimagelD, keys,
ServiceParameterSet) : (10)

new Sectorlmage]D = BREAD(data, Physical-BlockID, old SectorImagelD, keys,

ServiceParameterSet) ' | (11)
25

A read/write request on a particular virtual block will result in a read/writé operation on the

corresponding physical block at the local buffer if the sector is available. The real

operation on the remote storage server occurs in the unit of sector in case of that the

corresponding sector is not available at the local buffer or the data needs to be flushed
30  back.

In the optical burst transmission scheme which may be adopted in the system of tﬁe

invention, the burst could be accumulated in the unit of sector. Based on the application



avai l abl e. By the optical stopover burst transm ssion schene, the
delay for waiting the |light-path set-up, which is the major overhead
in the optical burst transm ssion, could be neglected. Wenever the
burst is blocked, a replica of the burst is stored in the cache 30
storage server without sinply dropping the burst and waiting for
re-transm ssion. Such cache copy coul &be used for future read-head

or write- bagkirapentatvism, th%ns\%&ﬂidnd 0fVE@B RfhotdlSetafOkeNEC %&ﬁfry 5’ umber of
support off-1jne operation en_t he permanent storage server

avai | abl e. COSMuERTAESIPTHEBidbs A frameorydieihacki i enethestshar ed st or age
network system of the invention, as explained in the followng. 5
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si mpl y Herqesedd ;lndfﬂer@m"}ﬂgwashl ng the content of the block as

Bl ockhnagel D = SHA- 1(Bl ockContent) (9) 10 In the system of the

i nvention, the sector is the basic data unit for the I/O operation on
the renote storage. The whol e sector, where the addressed bl ock

| ocates, tends to be fetched, |nstead of a single block. Each sector

i s assom ahedshared S@T%ﬁnéﬁfﬁ’p@@m qutivey- pipportyarad-only Ghating| TiEo deitable

(VCO) . f al | .bl.oc wi thin ctor and 15

the VCC %Pég@e‘g‘{%@ %‘i’ﬂ’or 5o aﬂﬁ%‘og i e%haeﬁ%%gr%?mwgé ppgve the
will bé ushared @me@gemenbbmdystema%vwwﬁe@ 0P RIGEKR &Jnid gra}iﬁfhbfc)smﬁafb%e read access
version. The function of VCCis to invalidate a seéctor fo

any
further a®fdstctos torqthers bHyovdmgBvsicalSeqierlb, Seviodmegeld SeltmarSccretSeed
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Ser vi cePasenvet. élBendtively0yn omaer S block wagidl Pam BREAREA102 portion of a sector

yS Ser vi cePar anet er Set) (11)

Physi cal - Blockl. d S )
25y %y prow?i’ngoll‘hyswglcéectorﬂgg§ector’lmachD a selected block offset order, and a list

15 of alternative Physical-SectorID at a cache storage server.

S'inee each node has a self-generated key pair, each sector allocated at a server is assocated
~with the owner’s public-key. A sector can be updated by a write operation, in which the
Physical-SectorID is encrypted by the owner’s private-key. Otherwise, the sector can be

20  read-only.

After receiving the indexing structure of a sector the read-only client will perform the
version checking in turn with close servers based on the routing information. The closest
storage server with the correct version is more likely to be selected for the data delivery.

25

Next, a read-head and write-back 0peratigﬁ is described.

The optical burst mode transmission scheme could enable easy sharing and high
utiliztation of the optical links. However, a disadvantage of the optical burst switching is
30  the blocking possibility at intermediate nodes, which may lead to the burst dropping. In a
storage system, the low-level storage protocols,r e.g- SCSI (Small Computer System
Interface), are highly intolerant to data loss and also the long delay due fo the data

retransmission in the optical domain.



A read/wite request on a particular virtual block will result in a
read/wite operation on the corresponding physical block at the

| ocal buffer if the sector is available. The real operation on the
renote storage server occurs in the unit of sector in case of that
the corresponding sector is not available at the |ocal buffer or the
data needs to be flushed 30 back. Insghe optical burst transm ssion
schene which nmay be adopted in the systemof the invention, the
burst could be accunmulated in the unit of sector. Based on the

appl i cat iWithake stomgeiallecstivn soMesi dffthe QPRmMEb OsveR] hRtmRAE 8etsisOkA06:
server ocgurs, unmber of continuous sectors could be read from or
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Physi cal - Sect or at a cache storage - Since each node has a
sel f-generated key pair, each sector allocated at a server is
assocate he qwner''s public-key. A sector can be updated by a
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SEIVer.,

Next, updating paths in the system of the invention is explained.
20
During the operation on the data at the local cache, sufficient information is logged to
replay update activity. Each current active sector is associated with a replay log to record
the difference o between the local cache copy and the one at the permanent storage server.
A sector replay log is identified by the old VCC and the current VCC of the sectof. In
25  order to reduce the size of the replay log, any operation that overwrites the effect ofl earlier
operations may cancel the corresponding log records. With the optical stopover burst
transmission scheme, multiple copies of data could be maintained at permanent and cache
storage servers. Any of them could be requested for the next block retrieval or update. In
order o avoid the version conflict, any update on the sector will lead to an immediate VCC
30 update on all the copies through the control channel to prevent any further access for the
old version. If the size of the sector replay log is under a certain threshold, all copies of

sector data can be updated by replaying the log to get the current VCC associated. Since all



Next, a read-head and wite-back operation is described. The opti cal
burst node transm ssion schene coul d enabl e easy sharing and hi gh
utiliztation of the optical |inks. However, a disadvantage of the
optical burst switching is 30 the blocking possibility at

i ntermedi at e nodes, which may lead to the burst dropping. In a
storage system the | owlevel storage pgotocols, e.g. SCSI (Small

Conput er Sygiveffard Mol 36 dhe o IR AP et sE8RE bnd Bes%ﬂi&ligoﬂé Bﬁssggtiafj replay

al so the long delay due to the data retransmssion int
domai n. 28logambe indegsated ad the peded rantingdhiompatidn exvhahging trowgh the control

several continupus sectors wil] be.,allocated at the s storage .
server. mFé%eggoc%ﬁfo&lzﬁawg “JiﬂFaoWi‘tPﬂlg Foiist &ﬁt‘%’éﬁ & %\‘E{Qfﬁf%rﬁu Qe have
usual |y habBedieeyndbc@fin@! Ghe Gebidrihge i srtifcatRewil LSAUES Hodife it best
those continuous 5 sectors fromthe next storage server wl e -
gener ated foswerditg t sogwdipdaled derviiis equired ophotcal st opover bur st

transm ssi on schenme, the bl ocked burst, which could contain one or
nore sectors, will be stored at one of the cache storage servers.

Toget her i i f&lﬁyﬁiﬁg},dS@ﬁ%ég%&? Q@ﬁﬁiwwgeﬁrf@%%@g@? 'Osg%{%ﬂ &eﬁle invention is

accessed, it is either |ocat n the” 10 client cache or

a cl oser cdasgdbedtorage server. A Sinmilar solution is used to enable
write-back opeartion. The data update is operated and |ogged on the
client's |l ocal cache, which is actually a persistent storage. Wen a

properLg angymto Qér{(u@ﬁtcﬂasg dfmsdeftionSReod Wil td@geﬂﬂ%ns Ehcwg%é u%lﬂ&?ﬁg Emplolyed.

wll be wite-back to the 15 renpte storage Server.
burst rel & eas§ obSEM vehich iscthe anast aidelyl doployat prgcol,hthe imitiatonhaddrkds) target

receive t t en _the burst reaches. the first .cache |,

st or age rsl‘1l grd \?‘% r§ Qﬁﬁg@i%ﬂﬁ%@ aattﬁ\é\lﬁa{éﬁ ac’? r?srefl'ﬁ‘:’s% ﬁ‘@ﬁ %ﬁ %ﬁ#‘?ff di‘%@'scﬁﬁ% rfigspriated
i s expl ai neith ea®DclBrs/reqgst 132 QPSrspbdification Wwiich dad domdist b ndi®9R performance
cache, suffi ci&t_ Jdnformation is_logged to replay update activity.

Each curr éi2VEHARLY repuregent-Saged o st dessificetiorn thepprmge Miffprential savicd will
the dikf er&%ﬁeéed)&\t%%aéc&}m!rﬁ‘ﬁ%de%&*@lﬂ&&ﬁ&ﬁd@ﬁ&é &a@?@cgcgﬁ%nhe

per manent storage server. sector replay log I's 1den y the
old VCC and the current VCC of the sector. In :

Now, burst mode data deliver will be explained,

The burst mode flow control method natively supports different responding time and burst -

20  blocking possibility by setting the burst eligibility time differently. The different service
level requirement from each class/request will be provided by a random eligibility time
transmission scheme. H'igherA piority class/request will usually have shorter burst
accumulated for burst relay during read-ahead/write-back operation, which leads to faster
responding time and less stop-over.

25

Next, cache storage allocation will be described.

The storage at the cache storage servers is shared among those storage clients that have a
route passing through such server. With read-ahead scheme enabled, while the storage -
30 client is served by the current storage server, the next storage server holding the data to be
sequentially accessed will continously provide the data in advance till either any further
notification from the client to stop the transmission or the local and intermediate cache

servers are out of storage. If more storage is ‘allocated for a client at the cache storage



25 order to reduce the size of the replay |og, any operation that
overwites the effect of earlier operations may cancel the
corresponding log records. Wth the optical stopover burst

transm ssion schene, nultiple copies of data could be nmintained at
per mmnent and cache storage servers. Any of them coul d be requested
for the next block retrieval or updat In order to avoid the

. : %0 . . .
Vee 30 uphbes e, PR HARERIRCR b Sesitiest Vhioh vl Testianast raponse.time.
prevent abwrifgithehetitebasks Spdrtior, BrgeP Isthryr ﬁ?d?:ﬁted' §t Eﬂ:gm Sgtﬁgé)fs%rg%}tegrill

sector replay log is_under a certain threshold, all copies o

data can 3&HpadmEediste updating epgraties, whightvallgdto kehd to fiast esvpodEGme. Even
associ at ed. .S . ervers . are |l ocated on one of the path .

bet ween ? emgosﬁﬁgneﬁanlthc? %3%% t§1gﬁgﬂaﬁb fo Lﬁ%é""?&@?ﬂ‘r Stogageaserveols Eempogpsily not
| Nt egbat adaliftld) if the cackd Qokake\bhaOSINGRAIRA R GHANG 4
control channel to synchro%i@ze the data w t hout us ngllé‘%gfog%ﬁ?ggmtém ¢
channel . cBetgyill ngt be epiedf ahpstoragedess. synchroni zed, the Sector| magel D
verification will be used to decide if request 5 forwarding to sone
updated server is required or not. In the follow ng, Storage QS

(Qual i ty SifceShe wiopade atheht RAciky SibAF: AbrveReisi YRR hld e85!

An 1/0 request cloaasﬁse cl assificati g% nmet hog vmxﬁ%P’ Bg%gn (t)]%' @ﬁg rs‘ﬁ’orgglé ¢
pr ot ocol 2ERpREIeHith cach requnst/elrssseBne ihitislhstoriage téwgenmper bomtelayy will be set.

Fopi S0 whtith 26 bovddd, SRk VAL pE BISGRR b Fa 1F Ghe BAIIDG pparsimto
Associ at @t puvifehamtasthraph agsver e Ba9sid ithat %@@aﬁ{) qrd friegt g%t "i’@éegg% g%EH)

consist of multiple performance ~or availability requirénent.
on the cleRISFMERLAE employed forgagh shient (The QS requitement will be widnitored Hased on

refl ect eghel HsthMPreBbAEE Smofa Wi mgﬁ iver and cache storage

al | ocati on. Nol\\%?rebur st’ n%lge %‘%a elblg\?arélr%ca\c/l\n% fivtgg Sgﬂﬁafeﬁgﬁ?mﬁémg‘?ﬂt??
nmode fl oWegontrol nethod natively supports different responding tine
and jhurst 20 bl ocking possibility by setting the burst eligibility
time differently. The different service |evel requirenent from each
cl ass/ r eBureist, aniihforietig busk dacthDYhaded SHRT QWO Biskd xsftﬂe'f‘ﬁY i
transm ssio gcherre. Hi gher piority cl asgl requestpﬁsvﬁnl usua ffnf/mﬂg]\%be
shorter B8 - accunul ated for burst relay during

r ead- ahemdhaidifoRima Gk «RRBFIR FHLIVira BibckS8dited %a{afésits egivenz

20 Struct Sector {
ActiveBit; [{1-bit
VirtualSectorID; [/ig[2"/SectorSize] bit
SectorlmagelD;
VersionControlCode;

25 - Physical_SectorID_]P_addr;,'
Physical_SectorID_Remote_Sector_Base Addr;
SectorSecretSeed; /[Used during the PhsysicalOffset caculation

30  The Virtual Block Address Table is organized in the unit of a sector. Depending on the
SectorSize, the whole table consists of log[zlm/SectorSize] entries, which can be

implemented as an array. The length of SectorD and SectorOffset depends on SectorSize.



responding time and | ess stop-over. 25 Next, cache storage allocation
wi |l be described. The storage at the cache storage servers is shared
anong those storage clients that have a route passing through such
server. Wth read-ahead schene enabled, while the storage 30 client

is served by the current storage server, the next storage server

hol ding the data to be sequentially accxissed will continously provide
the data iGiasvaWiraal BldckeAddiess, @y Virthi$forI» @bitfonCRll B2 ufd P10 B Sndex to
client to stop the transm ssion or the local and Internediate cache
servers arFcgif thepddiess iable. Ll thisrvrtal seetor agnoti astize yet at RALL.OC feqaést 84l be
at the cac r erV te data is sible to be

read- aheaaé,h% \%%lttécah%\%% F‘?ﬂ? éﬁdedgetcgfq‘ g@%&e?ﬁ‘gﬁgﬂ %?%ﬂalgwpx%sqt ipertion and the
wri t e- backcompsmt & thencurfeat gdle &htef ROQHLEMACR!
server will, absorb an i medi attgr updat i nﬁp@?&ﬁoﬂ&cﬁrﬁﬂw&ﬁg&%ﬂ@gﬂm
| ead t o fadtugldlgelnse tine. Even in the situation that the |ightpath
to the permanent storage. server is tenporarily not 5 avaliable, if

the cache storage server still maintains the correspondi ng bl ocks,

t he st or age thec BATSt nodel in cilbicVa & ﬁgﬁak i nce t
storage at the cache stor_%m% serv\é\?s isgfogﬁmﬁ 9gase cgﬁﬁ? ﬁ%ﬁ%%ga&grage
requi r eme SEIVeRaul-statagechigrt is roi plassiblg e sotprefared, sVirmial BiddkaAdEéQTABR is

) ik | : 0. Wt hi he boundary, st

U, PP OIS RIS e e, S W A Y o 5% e

per neb@nt seirageageves evithds IocBEYeRdSHdbAEARAN ML Yill tHeCuse R Qllf,.ﬁ?ﬁldg% operation
e

Tecently usi%% repl acenment i s _enpl oyed for each client.

r equi r ene FRIUGFY From demets ¢lismisd Ihall she data wansfenirsedmp themphdBATStHeeVirtual
st or age Welidcxbeddtdsatai-q9, RE 585 Y ui rement cannot be net

15 Furt her, %n ?nl?cs)r matei onleggse %r%d;%%%é\;[g’]ed storage network system

of the invention may be provided. In the follow ng, an exanple for a

Virtual Block Address Table is given: 20 Struct Sector {




ActiveBit; 111-bit Virtual Sectorl D; 111g[2160/ SectorSize) bit

Sector |l magel D; VersionControl Code; 25 Physical Sectorl D IP addr F
hysi cal Sectorl D Renote Sector Base Addr Sector Secret Seed; //Used
during the Phsysical Ofset caculation 30 The Virtual Bl ock Address
Table is organized in the unit of a sector. Depending on the

Sector Si ze, the whole table consi sts af, | og[ 2160/ Sect or Size] entries,
whi ch ca t The length of SectorlD and
Sectord?lggtﬁisggpen gﬁf(i)'ntﬁg &%%eftsa&vlé#a Virtual Bl ock
Address, the Virtaul Sectori D portlon will be used as the index to

access t&g addre s ble If _this virtal sector is not active yet, a
BALLOC rddliest will @ towjishePatiindelo¥h&banss. CrrrvdnskirB. Ratohj Bg Geels, R

result on the Vi, ﬁﬁzﬁ’ﬁﬁt r e an con '
current table entry IS s§f c?efnlt I%?Jah{ é%8?$a@°5’b@r§%ﬁh % Zhao,
indicAted 5 virt'QatanSterek. Ahf ardifteEiYES fapd dbﬂpé&n-:e @:Ellseﬂt'ﬁoﬁ € In:
of a direct communi cati on between a storage server a stor

client is not po?ﬁqoﬁP@l@ﬁS %ﬂlﬂﬁﬂ@%mt@uau@mMncllmnmonmms Support

T2 48 BSOS b SRS b B,

address tabl e w MAJ#00sgsl 100-201swer the operation request from
renote clients. If all the data transfer need go through BATS, . the
Virtual Bl ock Address Tabl e can be maintained at a BATS 32 In this

specifi cayi on, thep { scare cited: bi at

Dp B}Er)]de?i] Y. Chgn g)SE@Ag? Wi nst%w%gl E%f?ﬁ? mya, ']s andcac H@Hﬂ&mﬁz

S. Rhea, H. \Wéat hegesmalen pemzstewpeanm -peer Métdgs ntidide! BethZhemy SO8P01, Lake
"CceanStore: An archit ﬁjﬁturﬁ?@g gﬁ)obal scale persi stent storage™ In:

Proceeedi ngs of IBSEN %3, Unal Conference on Architectural
Support
[3] Ion Stoica, Robert Morris, David Karger, M. Frans Kaashock, and -Hari
15 Balakrishnan, "Chbord: A Scalable Peer-to-peer Lookup Service for Internet
Applications" ACM SIGCOMM 2001, San Diego, CA, 2001, pp. 149-160
[4] SNIA Technical Council, “Shared Storage Model”, SNIA TC Proposal

Document, 2001
20



for Progranm ng Languages and Operating Systens (ASPLOS 2000),
Boston, MA, 2000, pp. 190-201 10 [2] A Rowstron and P. Druschel,

"St orage managenent and caching in PAST, a |arge-scale, persistent
peer-to-peer storage utility" 18th ACM SOSP' 01, Lake Loui se,

Al berta, Canada, 2001 [3] lon Stoica, Robert Mrris, David Karger, M
Frans Kaashoek, and Hari 15 Bal akri shrzan, "Chord: A Scal abl e

Peer - t o- peRefekam¢gpnSer vice for Internet Applications" ACM SI GCOW
2001, San Di ego, CA, 2001, pp. 149-160 [4] SN A Technical Council,
“Shared Storage Mddel", SNIA TC Proposal Docunent, 2001 20 33

Ref er ence mﬁ $EL | ayer nmodel 101 layer | 5 102 |ayer |11
103 | ayer ﬂ 4](%9%1?3\'{? V 200 shared storage network system 201
f.irst storadlsgr¥er 10 202 second storage server 203 storage

portion 204 sectors 205 blocks 206 first storage client 15 207
secondsstor]é)&éaxﬂf%nt 208 first local area network 209 second |ocal

area networggs layer ITI
104 layer IV
200 shared storage network system .
201 first storage server
i0 202 second storage server
203 storage portion
204 sectors
205 blocks
206 first storage client
15 207 second storage client
208 first local area network
209 second local area network
210 third local area network
211 optical network
20 212 first linking computer
213 second linking computer
300 shared storage network system
301 farst storage server
302 second storage server
25 303 storage client
304 linking computer
305 optical domain network
306 local area network
. 400 optical data path
30 401 storage client
402 storage server
403 intermediate cache server computers
404 optical network



210 third | ocal
| i nki ng conput er

area network 211 optical network 20 212 first

213 second |inking conputer 300 shared storage

network system 301 first storage server 302 second storage server

25 303 storage client 304 |inking conpbiter 305 optical domain network
306 | oc area_netwgrk 400 optical data path 30 401 storage client
402 st or Yhat elimeddss i nt er nedi ate cache server conputers 404
optical network 34 \Wat |Is claimed is: 1. A shared storage network
system in urallty of storage servers, each

provi di ngAaS%g‘P g"é#ﬁ’&ﬁ?%ﬁ%? the shared storage network system
each sto'ragecqnnpmsmgl being divided into a plurality of sectors, each
sect bei ng di | rality of bl ocks, virtu ocC

i den?jlrf i er being ggjsom!%t efgtc’?%%%esalévﬁr C)F’a‘fhﬂgo ) %@?‘lp?"ﬁﬁ? O?ﬂ:? shared
entirety of all eforageenctworkisybtedn) each stmiegﬂ pdirhen bemg dméecbinmk@hfrﬁirtm

a global block 10 f‘gg&%se%ﬂaﬁ%‘é‘w} i(%%i d%ﬁ‘qjﬂtooz{ orfvaigrrkgbl Ov11|‘/fual

I dentifiers is unique;

orage c |en
block identifier being assomated to each of the blocks such that the entirety

of all of the virtual block identifiers of the blocks form a global block
address space in which each of the virtual block identifiers is unique;

o at least one storage client;

o the plurality of storage servers and the at least one storage client are

grouped into a plurality of local area networks interconnected to form a
global network;

the at least one storage client is adapted to have read and/or write access to
at least one block of at least one of the storage portions associated to one of
the local area networks which differs from the local area network of the
storage client;

the plurality of local area networks are interconnected such that in case of a
read or a write access of one of the at least one storage client to at least one
of the blocks, the virtual block identifier of a block to which access is
desired is translated into a physical block address to identify the physical
block associated with the virtual block; and

the shared storage network system is adapted such that the physical block
address of each block comprises a non-deterministic physical block address
to address the unique physical block mapping to a particular virtual block
associated with a particular virtual block identifier, and a deterministic
physical block address to address a unique physical block in the global

10
[ wherein
15
o]
20 0
25 o)
30

network to determine the location of the associated physical block.

2. The shared storage network system according to ¢laim 1,
wherein the global network is an optical network.

35 3. The shared storage network system according to claim 1 or 2,

wherein at least one of the local area networks comprises a linking computer being

interconnected as a link between the at least one storage server and/or the at least one



o the plurality of storage servers and the at |east one storage
client are grouped into a plurality of |ocal area networks
interconnected to forma 15 global network; o the at |east one
storage client is adapted to have read®and/or wite access to at

| east one bl ock of at | east one of the storage portions associated to
one of Stqfeeq Og%aloﬁgtaﬁ?rk%t"’% E’ﬁo‘é}ﬁtﬁé‘ﬂ% fhe dinkingeconepiidr qnr thg one
net wor k hafd tdbthestasiatg 16dal b net2dries duvBe pihef Bdrdt y of | ocal area
networ ks are interconnected such that in case of a read or a wite
access of one of the at |east one storage client to at |east one of
t he bl odk$he shesed stonaganethodcdysietearcording tostaim 3pl ock t o whi ch access
is Si 1S, trhansl ated into hysi cal .bl ock address t.o identi

t he giyé“:;h%g?m ¥ S SCBHUE %E‘J?Wgttﬂep@foﬁluéfe tfﬂng]réﬁ?n S W&f Hﬁék

shared aH@ea0st IHbMOLKVIENSIRMSI S AR RS th%ttgz_sysibm}loék*h%dféayéf ﬂa%: b&chLk‘?Ck

address of each bl ock conprises a non-determnistic physica
address to address the uni que physical block mapping to a particular

virtual b ociated with a particular virtual block identifier,
and a dat Jggercr%ilﬁfegsl %ragep%tsgp%ys &orgm#gggy? Claims 10 & “uni que

physi cakvhetede bt ledst bheofth@ Rhl aréOndi@bi@ik to determ ne the |ocation of
the associ ated physical block. 2. The shared storage network system
accokldi mg t oapptionl netwosktver ei n t he gl obal network is an optical
network. 35 3. .The shalged storage network system according to claim1
or 2, wherei AWHECPERO K -one of the |ocal area networks conprises a

| i nking conputer being interconnected as a |link between the at |east
one storage server and/or the at |east one 35 storage client of the
| ocal aﬁeﬂhq@@wdra@rmw@asmmmwrﬂmgno aky ofcldgonspubed;, on the one

hand .7 emini ng | ocal K he ,ot her .hand, 4.. Th
char ea PP SR, R coSER WRECeD A 0Ret NoriPatng TRl Astopihos

| i nKisSngstandgdit er i s adapted to performthe translation of a virtual
bl ock

7. The shared storage network system according to any of ¢laims 3 to 6,
wherein a unique computer identifier is associated to each storage server and/or to each
storage client and/or to each linking computér of each of the local area net‘.;vorks.
20
8. The shared storage network system according to claim 7,

wherein the unique computer identifier is determined as a hash.

9. The shared storage network system according to claim 7 or 8,

25 wherein the unique computer identifier is determined as a cryptographic hash.

10. The shared storage network system according-to claim 8 or 9,
wherein the hash is based on the internet protocol address of the computer and on a private
key. ' |

30



address of a block to which access is desired into the physical block
address of this block. 5. The shared storage network system
according to any of clains 1 to 4, mugéein at | east one of the |ocal
area networks is 10 an optical net k or a wired network. 6. The

shar ed 9t OFRIGAGLARE K mg%%o%g&@%gkgﬁxfagﬁgl%% 1to 5,

which is adapted to operate age wor ki ng | ndustry
Associ atwhieh 1s1&laptedraiiah dhat7a tehipwrallyavagingt aitaclyeentedndoddtachyehie of storage

di f claj. 0 6 erein_a ynigue co ter
ot 1 1 reerenas Soree S Abe ed i ee SePodk Sl S eRdeEach
storage client and/or to each |inking conputer of each of the | ocal

area networks. 20 8. The shared storage network system according to
cl ai i 7,12. Theesheted stregansigerk sysapucerdingdoany oflaims 1detlés ni ned as a

hash. - 1h d [ network system.according to claim7 or
55 vl T FRRA IR AR PR e ¢ b L PE 3 e e Foliiploation
crypt ogbaiaics alsdshge cliddt adde saﬂaﬁ%ee@n%r,q@ 38R1ARhMAIY 5 Y8lyeapaeOTking
to claim8 or 9, V\%’lerein the hash is based on the i'nternet protocol
addr ess s@remerndaplediniind a globalowetworkrwidaiaast-¢osypatlB0 36 11. The shared
storage network system according to any of clains 1 to 10, which is
adapt ed such that a tenporally varying attachnment and detachnent of

st orl@ge 13 SHiewhaed 3t Rnebi@kagaetlab@iimgt®clafie 13har ed st orage network
systemis enabled. 5 12. The shared storage network system according

to any 3ferimfhessiobal getworkeyiide deastcati apthied detrrminedchasedon iandynamic dinke
o 2, iRy YA GSRBBFRTRMUEEC 01 Dol veen o storage ol ent
schenme adapted to find a gl obal network-w de | east-cost path.
14. The shared storage network system according to any of claims 1 to 11, 7
15 which is adapted such that routing, in case of a read or a write access communication
between a storage client and a storage server, is implemented by a partially adaptive
routing scheme, according to which a plurality of alternate paths between a pair of a
storage client and a storage server are stored in a routing table at the storage client and/or
the storage server:
20
15. The shared storage network system according to any of ¢laims 1 to 11,
which is adapted such that routing, in case of a read or a write access communication
between a storage client and a storage server, is implemented by a static adaptive rbuting
scheme, according to which one or more fixed alternate paths between a pair constituted by
25 a storage client and a storage server are stored at the storage client and/or the storage

SCIVEr.

16. The shared storage network system according to any of claims 1 to 15,

which is adapted such that, in case of a predetermined global network path for a read or a
30 write access communication between a storage client and a storage server, one or more

other storage clients and/or storage servers along said path are implemented as cache

storage nodes for temporarily storing data transmitted according to the read or write access.



10 13. The shared storage netwrk system according to claim12,
wherein the gl obal network-w de | east-cost path is determ ned based
on a dynamc link state and/or a cusé?m designed cost function. 14. .
The shared storage network system according to any of clains 1 to 11,
15 which is adapted such that routing, in case of a read or a wite
access comuni cation between a storage client and a storage server,
is inplemented by a partially adaptive routing schene, according to
which a plurality of alternate paths between a pair of a storage
client and a storage server are stored in a routing table at the

st or age 101 The$hasstickidrhge AdMoki s9ERBEAcE SR o arPoflSaimkNetoSigar ed st orage
network system according to any of clainms 1 to 11, which is adapted
such ¥ havhighyist 3daptedite inplement a storassdiagy ranswisstan sebews somprisingias axptiosl
bet ween r [ . rver. is inple ted by a
static ggﬁ% |\(/1§gl§8’tcj °|h§‘§1tansc é%g:ﬁl;%éo%gc?v&? ﬁ sf%arﬁﬁl%?f?notﬁ%ﬁ%é? nore fixed
alternate paths between a pair constituted by 25 a storage client and
a storage server_ are stored at the storage client and/or the storage
server. 1864 mefeodion pperaiingy dyyeedterage Rty Watemecor di ng to any of

cl ai s to , Leh i apted.such that, in case of a
predetg}n‘i neé%gsp%\%ggmﬁa@?\ﬂ%%%gﬁ%m?SPman‘Lﬁ%d or a 30 wite access
comi cati on bet wehitakktyoif Qo2 &He@d}%a@fﬁoﬁdﬁwﬁ&ﬁﬁéﬁéfﬁ%ﬁ _ofﬂﬁ%hﬁ{ed

nmore other storage clients and/or storage servers along said path
are inpl ement ed aStorageetwak sysge. arbetorpgs pariapbeiagidivided mto aghuality

transmtted accor i W access v/ /4. The shared
st orage network s?/g gcrtﬁgrg’c%%rﬁd{eg%gt%{ngg@lk’%dgdé]f'tai ?TEILE%FX "%6‘?10‘:55‘%&‘3%“%?3
adapt ed to i npl embhick ddesitiferipsngl adsacibied 16 Bachifahe Blobky18ucE TR theéSértigetin

optical burst nod | ow contraql, and. an gptical stop-over burst
transni ssi on met h8§ ?111@. the, ‘ﬁ%?ﬁc}ﬂoaﬁﬂ‘?"éﬁgﬁrétqfn@eéﬂg%r@Eﬂs% &lobgl block

netwar k system aa&ess%?%eqﬂwqﬁaf%gﬁoﬁﬂfe ﬁbb%fc?&@nﬁﬁ@?%ﬁéé&i@%;lo 0 a

plurality of storage servers, each providing a storage porti of 't he
shar ed o at least one storage client;

o a plurality of local area networks, wherein the plurality of storage servers
and the at least one storage client are grouped into the plurality of local area |
networks interconnected to form a global network;

20 o the méthod comprising the steps of:

o adapting the at least one storage client to have read and/or write access to at
least one block of at least one of the storage portions associated to one of
the local area networks which differs from the local area network of the
storage client;

25



storage network system each storage portion being divided into a
plurality of sectors, each sector being divided into a plurality of
bl ocks, a virtual block identifier being associated to each of the
bl ocks such that the entirety of al | 38f the virtual block

identifiers of th : S ce. ln
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