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WIRELESS DEVICE OPERABLE CASH DRAWER HAVING 

BIOMETRIC, DATABASE, AND MESSAGING CAPABILITIES 
 

REFERENCE TO RELATED CASES 

[0001] The present application is a continuation-in-part application that is based on and 

claims the priority of non-provisional application Serial No. 13/299,744 filed on November 18, 

2011, which is based on and claims the priority of non-provisional application Serial No. 

12/983,493 filed on January 3, 2011, which is based on and claims the priority of provisional 

application Serial No. 61/293,378 filed on January 8, 2010, the contents of which are hereby 

incorporated by reference in their entirety.  

BACKGROUND 

[0002] Cash drawers are commonly employed at point-of-sale (POS) locations such as retail 

businesses.  Cash drawers are used to securely store currency, credit card receipts, and the like 

until a financial transaction occurs, at which time the drawer is opened to access the contents.  

Normally such cash drawers are spring-loaded and are opened by energizing a solenoid to 

release a latch.  In a common mode of operation, opening of a cash drawer is initiated from a 

POS terminal.   

SUMMARY 

[0003] An aspect of the disclosure relates to cash drawers that are operated by wireless 

devices.  In one embodiment, a cash drawer includes a network interface and a controller.  The 

network interface enables the cash drawer to communicate with one or more wireless devices.  

The controller optionally controls access to the cash drawer based on a collection of biometric 

information.  The collection of biometric information may be collected by the cash drawer, by 

the one or more wireless devices, or by an input device that is communicatively coupled to the 

one or more wireless devices.  The collection of biometric information is illustratively used to 

verify an identity of a user. Other methods of collection of proximity information to grant access 

to the cash drawer may be by:- 

(i) reading a barcode on the drawer by the wireless device to place the device at the 

drawer; 

(ii) reading an RFID on the drawer by the wireless device to place the device at the 

drawer; 

(iii) reading an NFC tag on the drawer by the wireless device to place the device at the 

drawer. 

WIRELESS DEVICE OPERABLE CASH DRAWER HAVING BIOMETRIC, DATABASE, AND
MESSAGING CAPABILITIES REFERENCE TO RELATED CASES [0001]The present application is a
continuation-in-part application that is based on and claims the priority of non-provisional application
Serial No. 13/299,744 filed on November 18, 2011, which is based on and claims the priority of
non-provisional application Serial No. 12/983,493 filed on January 3, 2011, which is based on and claims
the priority of provisional application Serial No. 61/293,378 filed on January 8, 2010, the contents of which
are hereby incorporated by reference in their entirety. BACKGROUND [0002]Cash drawers are commonly
employed at point-of-sale (POS) locations such as retail businesses. Cash drawers are used to securely
store currency, credit card receipts, and the like until a financial transaction occurs, at which time the
drawer is opened to access the contents. Normally such cash drawers are spring-loaded and are opened
by energizing a solenoid to release a latch. In a common mode of operation, opening of a cash drawer is
initiated from a POS terminal. SUMMARY [0003]An aspect of the disclosure relates to cash drawers that
are operated by wireless devices. In one embodiment, a cash drawer includes a network interface and a
controller. The network interface enables the cash drawer to communicate with one or more wireless
devices. The controller optionally controls access to the cash drawer based on a collection of biometric
information. The collection of biometric information may be collected by the cash drawer, by the one or
more wireless devices, or by an input device that is communicatively coupled to the one or more wireless
devices. The collection of biometric information is illustratively used to verify an identity of a user. Other
methods of collection of proximity information to grant access to the cash drawer may be by:- (i) reading a
barcode on the drawer by the wireless device to place the device at the drawer; 
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The tag used in reading an RFID tag and NFC tag may be reversed with the tags on the drawer 

and the reader on the wireless device. 

[0004] In another embodiment, a cash drawer includes a network interface that enables the 

cash drawer to communicate with a network, and a controller that enables the cash drawer to 

send messages to devices utilizing the network. In some illustrative embodiments, a cash drawer 

sends messages to turn on a camera, to alert a loss prevention team, or to alert a manager. The 

cash drawer may also have capabilities that enable remote troubleshooting of the device. 

Additionally, the cash drawer may be configured to receive inputs from another device such as, 

but not limited to, a Bluetooth scanner. 

[0005] In another embodiment, a cash drawer includes a network interface that enables the 

cash drawer to communicate with a network, and a controller that enables the cash drawer to 

send messages to devices utilizing the network.  In some illustrative embodiments, a cash 

drawer sends messages to turn on a camera, to alert a loss prevention team, or to alert a manager.  

The cash drawer may also have capabilities that enable remote troubleshooting of the device.  

Additionally, the cash drawer may be configured to receive inputs from another device such as, 

but not limited to, a Bluetooth scanner. 

[0006]   In yet another embodiment, a method includes communicatively coupling a cash 

drawer to a network, and storing indications of transactions associated with the cash drawer to a 

database.  The cash drawer may create and store an event log to the database that includes 

information identifying transactions between the wireless device and the cash drawer.  The 

database and/or event log may be utilized to determine how many times the cash drawer has 

been opened, to determine time and date stamps of transactions, to determine a store layout, to 

determine whether or not a cash drawer should be serviced, and to determine where on a video a 

specific event (e.g. a cash drawer being opened by a key) can be found.   

[0007] These and various other features and advantages that characterize the claimed 

embodiments will become apparent upon reading the following detailed description and upon 

reviewing the associated drawings.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 is a block diagram of a network having cash drawers with identifiers and 

wireless devices with readers. 

[0009] FIG. 2 is a flow chart of a method of utilizing a cash drawer identifier to enable a 

wireless device to operate a cash drawer. 

(ii) reading an RFID on the drawer by the wireless device to place the device at the drawer; (iii) reading an
NFC tag on the drawer by the wireless device to place the device at the drawer.  - 2 - The tag used in
reading an RFID tag and NFC tag may be reversed with the tags on the drawer and the reader on the
wireless device. [0004]In another embodiment, a cash drawer includes a network interface that enables
the cash drawer to communicate with a network, and a controller that enables the cash drawer to send
messages to devices utilizing the network. In some illustrative embodiments, a cash drawer sends
messages to turn on a camera, to alert a loss prevention team, or to alert a manager. The cash drawer
may also have capabilities that enable remote troubleshooting of the device. Additionally, the cash drawer
may be configured to receive inputs from another device such as, but not limited to, a Bluetooth scanner.
[0005]In another embodiment, a cash drawer includes a network interface that enables the cash drawer to
communicate with a network, and a controller that enables the cash drawer to send messages to devices
utilizing the network. In some illustrative embodiments, a cash drawer sends messages to turn on a
camera, to alert a loss prevention team, or to alert a manager. The cash drawer may also have
capabilities that enable remote troubleshooting of the device. Additionally, the cash drawer may be
configured to receive inputs from another device such as, but not limited to, a Bluetooth scanner. [0006]In
yet another embodiment, a method includes communicatively coupling a cash drawer to a network, and
storing indications of transactions associated with the cash drawer to a database. The cash drawer may
create and store an event log to the database that includes information identifying transactions between
the wireless device and the cash drawer. The database and/or event log may be utilized to determine how
many times the cash drawer has been opened, to determine time and date stamps of transactions, to
determine a store layout, to determine whether or not a cash drawer should be serviced, and to determine
where on a video a specific event (e.g. a cash drawer being opened by a key) can be found. [0007]These
and various other features and advantages that characterize the claimed 
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[0010] FIG. 3 is a block diagram of a network having cash drawers with readers and 

wireless devices with identifiers. 

[0011] FIG. 4 is a flow chart of a method of utilizing a cash drawer reader to enable a 

wireless device to operate a cash drawer. 

[0012] FIG. 5 is a flow chart of a method of enabling a wireless device to operate a cash 

drawer. 

[0013] FIG. 6 is a schematic diagram of a cash drawer. 

[0014] FIG. 7 is a schematic diagram of a server. 

[0015] FIG. 8 is a schematic diagram of a wireless device. 

[0016] FIG. 9 is an illustration of an event log. 

[0017] FIG. 10 is a user interface displaying cash drawer statistics. 

[0018] FIG. 11 is a perspective view of a cash drawer. 

[0019] FIG. 12 is a top down view of the cash drawer of FIG. 11 with the top of the housing 

and the till having been removed. 

[0020] FIG. 13 is an illustration of a user interface for configuring a cash drawer. 

[0021] FIG. 14 is an illustration of another user interface for configuring a cash drawer. 

[0022] FIG. 15 is a schematic diagram of a cash drawer system that utilizes biometric 

information. 

[0023] FIG. 16 is a schematic diagram of messaging and other capabilities that may be 

provided by a cash drawer. 

[0024] FIG. 17 is a schematic diagram of methods of utilizing a cash drawer database. 

DETAILED DESCRIPTION 

[0025] Embodiments of the present disclosure include cash drawers that are operable by a 

wireless device.  In some embodiments, multiple cash drawers and wireless devices are 

communicatively coupled through a network (e.g. an Ethernet network), and each cash drawer 

and wireless device is optionally a separate device or node on the network that has its own IP 

address.   In such a case, a wireless device is able to selectively connect to a particular cash 

drawer on the network.  For instance, in one embodiment, for illustration purposes only and not 

by limitation, each cash drawer on a network has a barcode, and a wireless device reads the 

barcode of one of the cash drawers to become communicatively coupled to that cash drawer.  In 

another embodiment, again for illustration purposes only, cash drawers and wireless devices 

utilize other technologies such as, but not limited to, radio frequency identification (RFID), near 

embodiments will become apparent upon reading the following detailed description and upon reviewing
the associated drawings. BRIEF DESCRIPTION OF THE DRAWINGS [0008]FIG. 1 is a block diagram of
a network having cash drawers with identifiers and wireless devices with readers. [0009]FIG. 2 is a flow
chart of a method of utilizing a cash drawer identifier to enable a wireless device to operate a cash
drawer. -3 [0010]FIG. 3 is a block diagram of a network having cash drawers with readers and wireless
devices with identifiers. [0011]FIG. 4 is a flow chart of a method of utilizing a cash drawer reader to
enable a wireless device to operate a cash drawer. [0012]FIG. 5 is a flow chart of a method of enabling a
wireless device to operate a cash 
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field communication (NFC) technologies, and/or biometrics to selectively couple a wireless 

device to a cash drawer.  Several examples of such systems are described in further detail below.   

[0026] In at least certain embodiments, the cash drawers can be used to verify that a device 

or user is authorized to use a cash drawer before granting access.  The cash drawers can also be 

used to verify that a device or user is in close physical proximity to a cash drawer before 

granting access.  Accordingly, embodiments of the present disclosure may be useful in 

selectively limiting access to cash drawers to only those users or devices that are both authorized 

to access the cash drawer and that are in close physical proximity to the cash drawer.  

[0027] The cash drawers may be advantageous in that they provide mobile point-of-sale 

(POS) systems and low cost cash management solutions.  For instance, instead of a retailer or 

other POS system user being constrained to fixed location POS systems, POS users can use 

mobile devices to operate their cash drawers.  This may provide flexibility for example in the 

manner in which retailers interact with customers and also provide flexibility in setting-up a 

store layout.  These and other possible advantages are discussed in greater detail below. 

[0028] FIG. 1 shows one illustrative operating environment in which wireless device 

operable cash drawers may be incorporated in.  Embodiments are not however limited to any 

particular environment and may be practiced in environments different than the one shown in 

FIG. 1.  In FIG. 1, a network 100 includes a server 102, a network bus (e.g. an Ethernet bus) 

104, one or more cash drawers 106, and one or more wired or wireless devices 108.  Each cash 

drawer 106 and wireless device 108 illustratively acts as a node on the network as a free-

standing network device having its own IP address.  In other words, the cash drawers and 

wireless devices are not simply devices that are physical peripherals to a host PC.  Additionally, 

each cash drawer 106 may be connected to the network through either a wired or a wireless 

connection. 

[0029] In an embodiment, each cash drawer 106 illustratively has an identifier 107 that can 

be used to uniquely identify each cash drawer 106 in network 100, and each wireless device 108 

has a reader 109 that is able to read the cash drawer identifiers 107.  Identifiers 107 may include 

a visual identifier such as a barcode of any type that is placed on the outside of the cash drawer 

106.  In such a case, the wireless device readers 109 may be cameras that are able to read the 

barcodes.  Embodiments of identifiers 107 and readers 109 are not however limited to any 

particular type of identifiers and readers, and can include any means of identifying and 

distinguishing one cash drawer 106 on network 100 from all other devices including the other 

cash drawers 106 on network 100.   

drawer. [0013]FIG. 6 is a schematic diagram of a cash drawer. [0014]FIG. 7 is a schematic diagram of a
server. [0015]FIG. 8 is a schematic diagram of a wireless device. [0016]FIG. 9 is an illustration of an
event log. [0017]FIG. 10 is a user interface displaying cash drawer statistics. [0018]FIG. 11 is a
perspective view of a cash drawer. [0019]FIG. 12 is a top down view of the cash drawer of FIG. 11 with
the top of the housing and the fill having been removed. [0020]FIG. 13 is an illustration of a user interface
for configuring a cash drawer. [0021]FIG. 14 is an illustration of another user interface for configuring a
cash drawer. [0022]FIG. 15 is a schematic diagram of a cash drawer system that utilizes biometric 
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[0030] FIG. 2 is a flow diagram illustrating one method of connecting a wireless device 108 

to a cash drawer 106.  At block 202, a wireless device 108 utilizes its reader 109 to read an 

identifier 107 on one of the cash drawers 106.  The wireless device 108 then transmits the 

identifier information that it read to the network server 102 at block 204.  At block 206, the 

server 102 determines which cash drawer 106 is associated with the identifier 107.  For instance, 

server 102 may have a table or other stored information that enables it to determine which 

unique identifier 107 is associated with each cash drawer 106.  The server 102 may also 

optionally include other information such as a table that identifies which wireless devices 108 

are authorized to access which cash drawers 106.   

[0031] At block 208, server 102 determines if the wireless device 108 is authorized to utilize 

the particular cash drawer 106.  If the wireless device 108 is not authorized, server 102 denies 

access to the cash drawer 106 at block 210.  The wireless device 108 may optionally repeat the 

process with the same or a different cash drawer 106 at block 212.   

[0032] If the server 102 determines that wireless device 108 is authorized, server 102 opens 

a session between the wireless device 108 and cash drawer 106 at block 214 that enables the 

wireless device 108 to utilize the cash drawer 106.  At block 216, the wireless device 108 

controls/operates the cash drawer 106.  In one embodiment, the cash drawer 106 creates and 

stores a record (e.g. an event log) of any transactions between the cash drawer 106 and the 

wireless device 108 at block 218.  One example of such a record is shown in FIG. 9 and is 

described in further detail below.  At block 220, server 102 ends the session between the cash 

drawer 106 and the wireless device 108.  The session may be ended after a configurable 

predetermined amount of time since the session started.  The session may be ended after a 

configurable predetermined amount of idle time (e.g. no transactions/communications between 

the wireless device 108 and the cash drawer 106), or the session may be ended based upon any 

other configurable parameter.  After the session has ended, the wireless device 108 may 

optionally repeat the process with the same or a different cash drawer 106 at block 222. 

[0033] It should be noted that the method shown in FIG. 2 enables a user of a wireless 

device 108 to be able to selectively choose and utilize one particular cash drawer 106 in a 

system 100 having multiple cash drawers 106.  The user simply utilizes a reader 109 of the 

wireless device 108 to read the identifier 107 of the cash drawer 106 that he or she wishes to 

use.  If the wireless device 108 is authorized to utilize the particular cash drawer 106, the 

network server 102 opens a session and enables the wireless device 108 to operate the cash 

information. [0023]FIG. 16 is a schematic diagram of messaging and other capabilities that may be
provided by a cash drawer. [0024]FIG. 17 is a schematic diagram of methods of utilizing a cash drawer
database. DETAILED DESCRIPTION [0025]Embodiments of the present disclosure include cash drawers
that are operable by a wireless device. In some embodiments, multiple cash drawers and wireless
devices are communicatively coupled through a network (e.g. an Ethernet network), and each cash
drawer and wireless device is optionally a separate device or node on the network that has its own IP
address. In such a case, a wireless device is able to selectively connect to a particular cash drawer on the
network. For instance, in one embodiment, for illustration purposes only and not by limitation, each cash
drawer on a network has a barcode, and a wireless device reads the barcode of one of the cash drawers
to become communicatively coupled to that cash drawer. In another embodiment, again for illustration
purposes only, cash drawers and wireless devices utilize other technologies such as, but not limited to,
radio frequency identification (RFID), near  - 4 - field communication (NFC) technologies, and/or
biometrics to selectively couple a wireless device to a cash drawer. Several examples of such systems
are described in further detail below. [0026]In at least certain embodiments, the cash drawers can be
used to verify that a device or user is authorized to use a cash drawer before granting access. The cash
drawers can also be used to verify that a device or user is in close physical proximity to a cash drawer
before granting access. Accordingly, embodiments of the present disclosure may be useful in selectively
limiting access to cash drawers to only those users or devices that are both authorized to access the cash
drawer and that are in close physical proximity to the cash drawer. 
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drawer 106.  Accordingly, the method shown in FIG. 2 can be useful in setting-up and managing 

a system 100 having multiple wireless devices 108 and cash drawers 106. 

[0034] FIG. 3 shows another illustrative operating environment in which wireless device 

operable cash drawers may be incorporated in.  Embodiments again are not however limited to 

any particular environment and may be practiced in environments different than the ones shown 

in FIGS. 1 and 3.  In FIG. 3, a network 300 includes a server 302, a network bus (e.g. an 

Ethernet bus) 304, one or more cash drawers 306, and one or more wireless devices 308.  Each 

cash drawer 306 and wireless device 308 again illustratively acts as a node on the network as a 

free-standing network device having its own IP address.   

[0035] In an embodiment, each wireless device 308 illustratively has an identifier 309 that 

can be used to uniquely identify each wireless device 308 in network 300, and each cash drawer 

306 has a reader 307 that is able to read the wireless device identifiers 309.  Identifiers 309 may 

include identifiers that use any technology.  In one example, for illustration purposes only and 

not by limitation, identifiers 309 are active or passive radio frequency identification (RFID) tags 

that are placed on or in wireless devices 308.  In such a case, the cash drawer readers 307 may 

be RFID readers that are able to read the RFID tags.  In another example, identifiers 309 are 

Near Field Communications (NFC) chips that are embedded in or programmed in wireless 

devices 308, and cash drawer readers 307 are NFC readers.  Embodiments of identifiers 309 and 

readers 307 are not however limited to any particular type of identifiers and readers, and can 

include any technology for identifying and distinguishing one wireless device 308 on network 

300 from the other wireless devices 308 on network 300. 

[0036] FIG. 4 is a flow diagram illustrating another method of connecting a wireless device 

108 to a cash drawer 106.  At block 402, a cash drawer 306 utilizes its reader 307 to read an 

identifier 309 of one of the wireless devices 309.  In certain embodiments, such as when RFID 

or NFC technologies are used, a wireless device identifier 309 is read based upon its proximity 

to the cash drawer reader 307.  For example, a reader 307 will read an RFID tag or NFC chip if 

it is within a certain distance of the reader 307.  If multiple identifiers 309 are read at a same 

time, the network server 302 may optionally have a conflict resolution process such as a user 

interface that enables one of the two or more devices to be selected.   

[0037] At block 404, the cash drawer 306 compares the identifier read at block 402 with 

data previously programmed into the memory of the cash drawer.  The cash drawer 306 then 

determines which wireless device 308 is associated with the identifier 309.  For instance, the 

cash drawer 306 may have a table or other stored information that enables it to determine which 

[0027]The cash drawers may be advantageous in that they provide mobile point-of-sale (POS) systems
and low cost cash management solutions. For instance, instead of a retailer or other POS system user
being constrained to fixed location POS systems, POS users can use mobile devices to operate their
cash drawers. This may provide flexibility for example in the manner in which retailers interact with
customers and also provide flexibility in setting-up a store layout. These and other possible advantages
are discussed in greater detail below. [0028]FIG. 1 shows one illustrative operating environment in which
wireless device operable cash drawers may be incorporated in. Embodiments are not however limited to
any particular environment and may be practiced in environments different than the one shown in FIG. 1.
In FIG. 1, a network 100 includes a server 102, a network bus (e.g. an Ethernet bus) 104, one or more
cash drawers 106, and one or more wired or wireless devices 108. Each cash drawer 106 and wireless
device 108 illustratively acts as a node on the network as a freestanding network device having its own IP
address. In other words, the cash drawers and wireless devices are not simply devices that are physical
peripherals to a host PC. Additionally, each cash drawer 106 may be connected to the network through
either a wired or a wireless connection. [0029]In an embodiment, each cash drawer 106 illustratively has
an identifier 107 that can be used to uniquely identify each cash drawer 106 in network 100, and each
wireless device 108 has a reader 109 that is able to read the cash drawer identifiers 107. Identifiers 107
may include a visual identifier such as a barcode of any type that is placed on the outside of the cash
drawer 106. In such a case, the wireless device readers 109 may be cameras that are able to read the
barcodes. Embodiments of identifiers 107 and readers 109 are not however limited to any particular type
of identifiers and readers, and can include any means of identifying and distinguishing one cash drawer
106 on network 100 from all other devices including the other cash drawers 106 on network 100.  - 5 -
[0030]FIG. 2 is a flow diagram illustrating one method of connecting a wireless device 108 to a cash
drawer 106. At block 202, a wireless device 108 utilizes its reader 109 to read an identifier 107 on one of
the cash drawers 106. The wireless device 108 then transmits the identifier information that it read to the
network server 102 at block 204. At block 206, the server 102 determines which cash drawer 106 is
associated with the identifier 107. For instance, server 102 may have a table or other stored information
that enables it to determine which unique identifier 107 is associated with each cash drawer 106. The
server 102 may also optionally include other information such as a table that identifies which wireless
devices 108 are authorized to access which cash drawers 106. [0031]At block 208, server 102
determines if the wireless device 108 is authorized to utilize the particular cash drawer 106. If the wireless
device 108 is not authorized, server 102 denies access to the cash drawer 106 at block 210. The wireless
device 108 may optionally repeat the process with the same or a different cash drawer 106 at block 212. 
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unique identifier 309 is associated with each wireless device 308.  The cash drawer 306 may 

also optionally include other information such as a table that identifies which wireless devices 

308 are authorized to access which cash drawers 306. 

[0038] At block 406, the cash drawer 306 determines if the wireless device 308 is authorized 

to utilize the particular cash drawer 306.  If the wireless device 308 is not authorized, the cash 

drawer 306 denies access at block 408.  The wireless device 308 may optionally repeat the 

process with the same or a different cash drawer 306 at block 410 (e.g. a user may place the 

wireless device 308 in front of a different cash drawer 306). 

[0039] If the cash drawer 306 determines that wireless device 308 is authorized, cash drawer 

306 opens a session between the wireless device 308 and cash drawer 306 at block 412 that 

enables the wireless device 308 to utilize the cash drawer 306.  The session at block 412 may be 

timer based as defined by a cash drawer controller.  Then, at block 413, the cash drawer may 

accept a command prompt to open the drawer while a timer is activated.  At block 414, the cash 

drawer optionally utilizes an indicator (e.g. a light) to show that a session is opened.  The 

session may be timer based.  As shown in FIG. 3, in one embodiment, each cash drawer 306 

may include an indicator 305 that shows when a session is active.  For example, an indicator 306 

may be a light (e.g. a green LED) that is turned on to show that a wireless device 308 is able to 

control a cash drawer 306.  Indicators 305 are not limited to any particular kind of indicator and 

may include any audio, visual, or other type of indicator.   

[0040] At block 416, the wireless device 308 controls/operates the cash drawer 306.  In one 

embodiment, the cash drawer 306 creates and stores a record (e.g. an event log) of any 

transactions between the cash drawer 306 and the wireless device 308 at block 418.  At block 

420, server 302 ends the session between the cash drawer 306 and the wireless device 308.  The 

session may be ended after a configurable predetermined amount of time since the session 

started.  The session may be ended after a configurable predetermined amount of idle time (e.g. 

no transactions/communications between the wireless device 308 and the cash drawer 306), or 

the session may be ended based upon any other configurable parameter.  After the session has 

ended or concurrently with the session ending, the cash drawer 306 utilizes its indicator 305 to 

show that the session has ended at block 422.  For instance, if a light was turned on at block 414, 

the light is illustratively turned off at block 422.  Embodiments are not however limited to any 

particular implementation, and embodiments may utilize any type of indicator to show that a 

session has ended.  Finally, at block 424, the wireless device 308 may optionally repeat the 

process with the same or a different cash drawer 306. 

[0032]If the server 102 determines that wireless device 108 is authorized, server 102 opens a session
between the wireless device 108 and cash drawer 106 at block 214 that enables the wireless device 108
to utilize the cash drawer 106. At block 216, the wireless device 108 controls/operates the cash drawer
106. In one embodiment, the cash drawer 106 creates and stores a record (e.g. an event log) of any
transactions between the cash drawer 106 and the wireless device 108 at block 218. One example of
such a record is shown in FIG. 9 and is described in further detail below. At block 220, server 102 ends
the session between the cash drawer 106 and the wireless device 108. The session may be ended after a
configurable predetermined amount of time since the session started. The session may be ended after a
configurable predetermined amount of idle time (e.g. no transactions/communications between the
wireless device 108 and the cash drawer 106), or the session may be ended based upon any other
configurable parameter. After the session has ended, the wireless device 108 may optionally repeat the
process with the same or a different cash drawer 106 at block 222. [0033]It should be noted that the
method shown in FIG. 2 enables a user of a wireless device 108 to be able to selectively choose and
utilize one particular cash drawer 106 in a system 100 having multiple cash drawers 106. The user simply
utilizes a reader 109 of the wireless device 108 to read the identifier 107 of the cash drawer 106 that he or
she wishes to use. If the wireless device 108 is authorized to utilize the particular cash drawer 106, the
network server 102 opens a session and enables the wireless device 108 to operate the cash  - 6 -
drawer 106. Accordingly, the method shown in FIG. 2 can be useful in setting-up and managing a system
100 having multiple wireless devices 108 and cash drawers 106. [0034]FIG. 3 shows another illustrative
operating environment in which wireless device operable cash drawers may be incorporated in.
Embodiments again are not however limited to any particular environment and may be practiced in
environments different than the ones shown in FIGS. 1 and 3. In FIG. 3, a network 300 includes a server
302, a network bus (e.g. an Ethernet bus) 304, one or more cash drawers 306, and one or more wireless
devices 308. Each cash drawer 306 and wireless device 308 again illustratively acts as a node on the
network as a free-standing network device having its own IP address. [0035]In an embodiment, each
wireless device 308 illustratively has an identifier 309 that can be used to uniquely identify each wireless
device 308 in network 300, and each cash drawer 306 has a reader 307 that is able to read the wireless
device identifiers 309. Identifiers 309 may include identifiers that use any technology. In one example, for
illustration purposes only and not by limitation, identifiers 309 are active or passive radio frequency
identification (RFID) tags that are placed on or in wireless devices 308. In such a case, the cash drawer
readers 307 may be RFID readers that are able to read the RFID tags. In another example, identifiers 309
are Near Field Communications (NFC) chips that are embedded in or programmed in wireless devices
308, and cash drawer readers 307 are NFC readers. Embodiments of identifiers 309 and readers 307 are
not however limited to any particular type of identifiers and readers, and can include any technology for
identifying and distinguishing one wireless device 308 on network 300 from the other wireless devices
308 on network 300. [0036]FIG. 4 is a flow diagram illustrating another method of connecting a wireless
device 
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[0041] Similar to the method shown in FIG. 2, the method in FIG. 4 enables a user of a 

wireless device 308 to be able to selectively choose and utilize one particular cash drawer 306 in 

a system 300 having multiple cash drawers 306.  The user simply places the wireless device 308 

within close enough proximity to the reader 307 of a cash drawer 306, such that the reader 307 

can read the wireless device identifier 309.  If the wireless device is authorized to utilize the 

particular cash drawer 306, the network server 302 opens a session and enables the wireless 

device 308 to operate the cash drawer 306.  Accordingly, the method shown in FIG. 4 can be 

useful in setting-up and managing a system 300 having multiple wireless devices 308 and cash 

drawers 306. 

[0042] FIG. 5 is a flow diagram illustrating a generalized method of connecting a wireless 

device to a cash drawer.  At block 502, each cash drawer and/or wireless device on a network is 

provided with a unique identifier (e.g. an IP address).  At block 504, an authorization table or 

other information is created and stored on a cash drawer that identifies which wireless devices 

are authorized to access which cash drawers (e.g. via RFID tag IDs).  At block 506, a server 

receives a request to open a session between a wireless device and a cash drawer.  It should be 

noted that the request can illustratively come from either a wireless device or a cash drawer.  At 

block 508, the cash drawer checks the authorization table or other stored information to 

determine if the wireless device is authorized to access the particular cash drawer.  If the 

wireless device is not authorized, the server denies access at block 510.  The process may be 

repeated at block 512 to try to open a session with the same combination of cash drawer and 

wireless device, or with a different cash drawer and/or wireless device.   

[0043] If the wireless device is authorized, the server opens a session between the wireless 

device and the cash drawer at block 514 that enables the wireless device to utilize the cash 

drawer.  At block 516, the wireless device controls/operates the cash drawer, and at block 518, 

the cash drawer optionally creates and stores a record of events.  The server ends the session 

between the wireless device and the cash drawer at block 520, and the process may be repeated 

at block 522 to establish a new session between the same wireless device and cash drawer, or to 

establish a new session between a different combination of a wireless device and a cash drawer.  

Furthermore, as is illustrated at block 524, one or both of the cash drawer and the wireless 

device may have indicators (e.g. a light) that identifies when a session between a wireless device 

and a cash drawer is active.  As is indicated in the figure, the session is optionally timer based. 

[0044] FIG. 6 is a schematic diagram of one example of a cash drawer 600 that may be 

incorporated within at least certain embodiments.  For instance, cash drawer 600 could be 

108 to a cash drawer 106. At block 402, a cash drawer 306 utilizes its reader 307 to read an identifier 309
of one of the wireless devices 309. In certain embodiments, such as when RFID or NFC technologies are
used, a wireless device identifier 309 is read based upon its proximity to the cash drawer reader 307. For
example, a reader 307 will read an RFID tag or NFC chip if it is within a certain distance of the reader
307. If multiple identifiers 309 are read at a same time, the network server 302 may optionally have a
conflict resolution process such as a user interface that enables one of the two or more devices to be
selected. [0037]At block 404, the cash drawer 306 compares the identifier read at block 402 with data
previously programmed into the memory of the cash drawer. The cash drawer 306 then determines which
wireless device 308 is associated with the identifier 309. For instance, the cash drawer 306 may have a
table or other stored information that enables it to determine which  - 7 - unique identifier 309 is
associated with each wireless device 308. The cash drawer 306 may also optionally include other
information such as a table that identifies which wireless devices 308 are authorized to access which
cash drawers 306. [0038]At block 406, the cash drawer 306 determines if the wireless device 308 is
authorized to utilize the particular cash drawer 306. If the wireless device 308 is not authorized, the cash
drawer 306 denies access at block 408. The wireless device 308 may optionally repeat the process with
the same or a different cash drawer 306 at block 410 (e.g. a user may place the wireless device 308 in
front of a different cash drawer 306). [0039]If the cash drawer 306 determines that wireless device 308 is
authorized, cash drawer 306 opens a session between the wireless device 308 and cash drawer 306 at
block 412 that enables the wireless device 308 to utilize the cash drawer 306. The session at block 412
may be timer based as defined by a cash drawer controller. Then, at block 413, the cash drawer may
accept a command prompt to open the drawer while a timer is activated. At block 414, the cash drawer
optionally utilizes an indicator (e.g. a light) to show that a session is opened. The session may be timer
based. As shown in FIG. 3, in one embodiment, each cash drawer 306 may include an indicator 305 that
shows when a session is active. For example, an indicator 306 may be a light (e.g. a green LED) that is
turned on to show that a wireless device 308 is able to control a cash drawer 306. Indicators 305 are not
limited to any particular kind of indicator and may include any audio, visual, or other type of indicator. 
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utilized as the cash drawer 106 in FIG. 1 or as cash drawer 306 in FIG. 3.  Cash drawer 600 

optionally includes one or more of a casing or housing 601, a network interface card 602, an 

addressing component 604, a processing component/controller 606, a memory component 608, 

an actuator 610, a power supply 612, an identifier 614, an indicator 616, and a reader 618.  

[0045] Network interface card 602 includes a transceiver that is able to transmit data to and 

receive data from the network, for example through a network bus such as bus 104 in FIG. 1 or 

bus 304 in FIG. 3.  The transceiver may optionally use either a wired connection or use wireless 

technology (e.g. a dongle) to connect to the network.  In one embodiment, cash drawer 600 

communicates utilizing an Ethernet standard.  In such a case, cash drawer 600 and other devices 

connected to the network illustratively send messages in the form of a data packet called a 

frame.  Each frame optionally includes a source device address (e.g. a Media Access Control 

“MAC” identifier), a destination device address (e.g. a MAC identifier), the data to be 

transmitted (e.g. the payload data), and a cyclic redundancy check (e.g. a 32-bit cyclic 

redundancy check) which is used to detect any corruption of data during transit. 

[0046] Additionally, cash drawer 600 is illustratively able to receive communications from a 

POS terminal (e.g. wireless devices 108 in FIG. 1 or 308 in FIG. 3) in the form of commands.  

Some examples of commands, for illustration purposes only and not by limitation, include an 

open drawer command, a prompt to have the cash drawer return its open/closed status command, 

a retrieve and clear event logs command, an assign user specific information into a cash drawer 

asset event log command, a controlled user access command to set a real time clock for date and 

time stamping of events, and a cash drawer audible and/or visual alerts enable/disable command 

that optionally enables or disables an audible and/or visual alert.  For instance, an audible alert 

may be set to follow a cash drawer being opened by a POS terminal, a cash drawer being opened 

with a key, or a cash drawer not being closed after a specified time interval.  Also for instance, a 

visual alert may be set to indicate when a communication session with a POS terminal (e.g. a 

wireless device) is active.  Any other commands may also optionally be included within 

embodiments. 

[0047] Addressing/identification component 604 is used in identifying the cash drawer 600 

to the network.  In one embodiment, addressing component 604 includes a unique serial number 

that is used to uniquely identify the particular cash drawer from amongst any other device.  The 

unique serial number may be used as part of a Media Access Control (MAC) address scheme 

utilized by the network.  Embodiments of the present disclosure are not however limited to any 

particular addressing scheme and illustratively include any addressing scheme.  Other examples 

[0040]At block 416, the wireless device 308 controls/operates the cash drawer 306. In one embodiment,
the cash drawer 306 creates and stores a record (e.g. an event log) of any transactions between the cash
drawer 306 and the wireless device 308 at block 418. At block 420, server 302 ends the session between
the cash drawer 306 and the wireless device 308. The session may be ended after a configurable
predetermined amount of time since the session started. The session may be ended after a configurable
predetermined amount of idle time (e.g. no transactions/communications between the wireless device 308
and the cash drawer 306), or the session may be ended based upon any other configurable parameter.
After the session has ended or concurrently with the session ending, the cash drawer 306 utilizes its
indicator 305 to show that the session has ended at block 422. For instance, if a light was turned on at
block 414, the light is illustratively turned off at block 422. Embodiments are not however limited to any
particular implementation, and embodiments may utilize any type of indicator to show that a session has
ended. Finally, at block 424, the wireless device 308 may optionally repeat the process with the same or a
different cash drawer 306. - 8 - [0041]Similar to the method shown in FIG. 2, the method in FIG. 4
enables a user of a wireless device 308 to be able to selectively choose and utilize one particular cash
drawer 306 in a system 300 having multiple cash drawers 306. The user simply places the wireless
device 308 within close enough proximity to the reader 307 of a cash drawer 306, such that the reader
307 can read the wireless device identifier 309. If the wireless device is authorized to utilize the particular
cash drawer 306, the network server 302 opens a session and enables the wireless device 308 to operate
the cash drawer 306. Accordingly, the method shown in FIG. 4 can be useful in setting-up and managing
a system 300 having multiple wireless devices 308 and cash drawers 306. [0042]FIG. 5 is a flow diagram
illustrating a generalized method of connecting a wireless device to a cash drawer. At block 502 each
cash drawer and/or wireless device on a network is provided with a unique identifier (e.g. an IP address).
At block 504, an authorization table or other information is created and stored on a cash drawer that
identifies which wireless devices are authorized to access which cash drawers (e.g. via RFID tag IDs). At
block 506, a server receives a request to open a session between a wireless device and a cash drawer. It
should be noted that the request can illustratively come from either a wireless device or a cash drawer. At
block 508, the cash drawer checks the authorization table or other stored information to determine if the
wireless device is authorized to access the particular cash drawer. If the wireless device is not authorized,
the server denies access at block 510. The process may be repeated at block 512 to try to open a
session with the same combination of cash drawer and wireless device, or with a different cash drawer
and/or wireless device. [0043]If the wireless device is authorized, the server opens a session between the
wireless device and the cash drawer at block 514 that enables the wireless device to utilize the cash
drawer. At block 516, the wireless device controls/operates the cash drawer, and at block 518, the cash
drawer optionally creates and stores a record of events. The server ends the session between the
wireless device and the cash drawer at block 520, and the process may be repeated at block 522 to
establish a new session between the same wireless device and cash drawer, or to establish a new
session between a different combination of a wireless device and a cash drawer. Furthermore, as is
illustrated at block 524, one or both of the cash drawer and the wireless device may have indicators (e.g.
a light) that identifies when a session between a wireless device and a cash drawer is active. As is
indicated in the figure, the session is optionally timer based.  [0044] FIG. 6 is a schematic diagram of one
example of a cash drawer 600 that may be incorporated within at least certain embodiments. For
instance, cash drawer 600 could be - 9 - utilized as the cash drawer 106 in FIG. 1 or as cash drawer 306
in FIG. 3. Cash drawer 600 optionally includes one or more of a casing or housing 601, a network
interface card 602, an addressing component 604, a processing component/controller 606, a memory
component 608, an actuator 610, a power supply 612, an identifier 614, an indicator 616, and a reader
618.  [0045] Network interface card 602 includes a transceiver that is able to transmit data to and receive
data from the network, for example through a network bus such as bus 104 in FIG. 1 or bus 304 in FIG. 3.
The transceiver may optionally use either a wired connection or use wireless technology (e.g. a dongle) to
connect to the network. In one embodiment, cash drawer 600 communicates utilizing an Ethernet
standard. In such a case, cash drawer 600 and other devices connected to the network illustratively send
messages in the form of a data packet called a frame. Each frame optionally includes a source device
address (e.g. a Media Access Control "MAC" identifier), a destination device address (e.g. a MAC
identifier), the data to be transmitted (e.g. the payload data), and a cyclic redundancy check (e.g. a 32-bit
cyclic redundancy check) which is used to detect any corruption of data during transit. 
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of addressing schemes that may be used include those that use Dynamic Host Configuration 

Protocol (DHCP) IP address assignment and those that use static IP address assignment/re-

assignment. 

[0048] Processing component/controller 606 illustratively controls the operations of cash 

drawer 600.  In one embodiment, controller 606 includes a network controller portion and a 

device controller portion.  The network controller portion enables the cash drawer to be detected 

on the network and allows for communications to be transmitted between devices and 

applications on the network.  For instance, the network controller portion receives commands for 

cash drawer operations and also sends cash drawer information (e.g. log data) to a requesting 

device and/or application. 

[0049] The device controller portion stores cash drawer device information and event log 

entries.  The log entries are for example stored in a non-volatile memory to ensure that data is 

not lost when the drawer is disconnected from the network, powered down, or moved to another 

network.  The device controller portion also monitors an actuator 610 (e.g. a micro-switch) 

inside the cash drawer that monitors the open/closed status and that provides an electrical pulse 

that energizes a solenoid to release a latch that allows the cash drawer to be opened.  

Furthermore, the device controller portion may support auxiliary hardware (e.g. identifier 614, 

indicator 616, and/or reader 618) that receive or provide feedback of cash drawer operations or 

status such as, but not limited to, lights (e.g. LEDs) that report status, audible alerts that inform 

users or managers nearby if the cash drawer has been opened, and/or reading an identifier of a 

POS terminal (e.g. a wireless device) that is nearby. 

[0050] Memory component 608 includes any type or combination of memory that may be 

useful in operation of cash drawer 600.  In an embodiment, memory component 608 may 

include volatile and non-volatile memory.  Information that should be retained despite a power 

loss is illustratively stored to non-volatile memory such as, but not limited to, a magnetic hard 

disk drive, flash memory, or battery backed DRAM.  Some information that may be stored to 

non-volatile memory includes event log information and applications (e.g. an operating system 

or POS application).   

[0051] Optional power supply component 612 facilitates any needed power conditioning, 

transformation, etc. that may be needed to power the other components of the cash drawer 600.  

For instance, in a situation in which cash drawer 600 receives power from an external power 

source (e.g. a 110 volt alternating current wall outlet), power supply component 612 converts the 

alternating current into one or more direct currents that are fed to the different components of the 

[0046]Additionally, cash drawer 600 is illustratively able to receive communications from a POS terminal
(e.g. wireless devices 108 in FIG. 1 or 308 in FIG. 3) in the form of commands. Some examples of
commands, for illustration purposes only and not by limitation, include an open drawer command, a
prompt to have the cash drawer return its open/closed status command, a retrieve and clear event logs
command, an assign user specific information into a cash drawer asset event log command, a controlled
user access command to set a real time clock for date and time stamping of events, and a cash drawer
audible and/or visual alerts enable/disable command that optionally enables or disables an audible and/or
visual alert. For instance, an audible alert may be set to follow a cash drawer being opened by a POS
terminal, a cash drawer being opened with a key, or a cash drawer not being closed after a specified time
interval. Also for instance, a visual alert may be set to indicate when a communication session with a POS
terminal (e.g. a wireless device) is active. Any other commands may also optionally be included within
embodiments. [0047]Addressing/identification component 604 is used in identifying the cash drawer 600
to the network. In one embodiment, addressing component 604 includes a unique serial number that is
used to uniquely identify the particular cash drawer from amongst any other device. The unique serial
number may be used as part of a Media Access Control (MAC) address scheme utilized by the network.
Embodiments of the present disclosure are not however limited to any particular addressing scheme and
illustratively include any addressing scheme. Other examples - 10 - of addressing schemes that may be
used include those that use Dynamic Host Configuration Protocol (DHCP) IP address assignment and
those that use static IP address assignment/reassignment. [0048]Processing component/controller 606
illustratively controls the operations of cash drawer 600. In one embodiment, controller 606 includes a
network controller portion and a device controller portion. The network controller portion enables the cash
drawer to be detected on the network and allows for communications to be transmitted between devices
and applications on the network. For instance, the network controller portion receives commands for cash
drawer operations and also sends cash drawer information (e.g. log data) to a requesting device and/or
application. [0049]The device controller portion stores cash drawer device information and event log
entries. The log entries are for example stored in a non-volatile memory to ensure that data is not lost
when the drawer is disconnected from the network, powered down, or moved to another network. The
device controller portion also monitors an actuator 610 (e.g. a micro-switch) inside the cash drawer that
monitors the open/closed status and that provides an electrical pulse that energizes a solenoid to release
a latch that allows the cash drawer to be opened. Furthermore, the device controller portion may support
auxiliary hardware (e.g. identifier 614, indicator 616, and/or reader 618) that receive or provide feedback
of cash drawer operations or status such as, but not limited to, lights (e.g. LEDs) that report status,
audible alerts that inform users or managers nearby if the cash drawer has been opened, and/or reading
an identifier of a POS terminal (e.g. a wireless device) that is nearby. [0050]Memory component 608
includes any type or combination of memory that may be useful in operation of cash drawer 600. In an
embodiment, memory component 608 may include volatile and non-volatile memory. Information that
should be retained despite a power loss is illustratively stored to non-volatile memory such as, but not
limited to, a magnetic hard disk drive, flash memory, or battery backed DRAM. Some information that may
be stored to non-volatile memory includes event log information and applications (e.g. an operating
system or POS application). 
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cash drawer.  Similarly, in a situation in which cash drawer 600 receives power from Power over 

the Ethernet, power supply unit 612 performs any needed conversions/transformations of power 

so that the cash drawer components receive their electrical requirements. 

[0052] Optional reader 618 is illustratively a reader such as reader 307 in FIG. 3.  

Embodiments illustratively include any type of reading and/or scanning device.  Some examples 

include, for illustration purposes only and not by limitation, an RFID reader, a barcode reader, 

and an NFC reader.  The reader 618 may be incorporated within the cash drawer in any possible 

configuration.  For instance, the reader 618 may have an antenna that is completely enclosed by 

the housing 601, that is partially or completely exposed through an aperture in housing 601, or 

that is partially or completely exposed through a window in housing 601.  Embodiments again 

are not limited to any particular configuration, and include any configuration. 

[0053] Optional identifier 614 is illustratively an identifier such as identifier 107 in FIG. 1, 

and optional indicator 616 is illustratively an indicator such as indicator 305 in FIG. 3.  As 

discussed previously, identifier 614 may include any type of audio, visual, or other identifier 

such as, but not limited to, a barcode, an RFID tag, or an NFC chip.  Indicator 616 may include 

any type of audio, visual, or other indicator such as, but not limited to, a light (e.g. one or more 

LEDs) or a speaker (e.g. an alarm speaker).  The identifier 614 and/or indicator 616 may be 

utilized in connecting a wireless device to a cash drawer as is shown in the flow diagrams in 

FIGS. 2, 4, and 5. 

[0054] FIG. 7 is a schematic diagram of one example of a server 700 that may be 

incorporated within at least certain embodiments.  For instance, server 700 could be utilized as 

the server 102 in FIG. 1 or as server 302 in FIG. 3.  Server 700 optionally includes one or more 

of a network interface card 702, an addressing component 704, a processing 

component/controller 706, a memory component 708, a power supply 712, and an I/O interface 

714.   

[0055] Similar to the cash drawer network interface card 602 in FIG. 6, the server network 

interface card 702 includes a transceiver that is able to transmit data to and receive data from the 

network, for example through a network bus such as bus 104 in FIG. 1 or bus 304 in FIG. 3.  

The transceiver may optionally use either a wired connection or use wireless technology (e.g. a 

dongle) to connect to the network.  In one embodiment, server 700 communicates in an Ethernet 

standard that utilizes messages in the form of data packets called frames.   

[0056] Addressing/identification component 704 is used in identifying the server 700 to the 

network.  In one embodiment, addressing component 704 includes a unique serial number that is 

[0051]Optional power supply component 612 facilitates any needed power conditioning, transformation,
etc. that may be needed to power the other components of the cash drawer 600. For instance, in a
situation in which cash drawer 600 receives power from an external power source (e.g. a 110 volt
alternating current wall outlet), power supply component 612 converts the alternating current into one or
more direct currents that are fed to the different components of the  cash drawer. Similarly, in a situation
in which cash drawer 600 receives power from Power over the Ethernet, power supply unit 612 performs
any needed conversions/transformations of power so that the cash drawer components receive their
electrical requirements. [0052]Optional reader 618 is illustratively a reader such as reader 307 in FIG. 3.
Embodiments illustratively include any type of reading and/or scanning device. Some examples include,
for illustration purposes only and not by limitation, an RFID reader, a barcode reader, and an NFC reader.
The reader 618 may be incorporated within the cash drawer in any possible configuration. For instance,
the reader 618 may have an antenna that is completely enclosed by the housing 601, that is partially or
completely exposed through an aperture in housing 601, or that is partially or completely exposed through
a window in housing 601. Embodiments again are not limited to any particular configuration, and include
any configuration. [0053]Optional identifier 614 is illustratively an identifier such as identifier 107 in FIG. 1,
and optional indicator 616 is illustratively an indicator such as indicator 305 in FIG. 3. As discussed
previously, identifier 614 may include any type of audio, visual, or other identifier such as, but not limited
to, a barcode, an RFID tag, or an NFC chip. Indicator 616 may include any type of audio, visual, or other
indicator such as, but not limited to, a light (e.g. one or more LEDs) or a speaker (e.g. an alarm speaker).
The identifier 614 and/or indicator 616 may be utilized in connecting a wireless device to a cash drawer
as is shown in the flow diagrams in FIGS. 2, 4, and S. [0054]FIG. 7 is a schematic diagram of one
example of a server 700 that may be incorporated within at least certain embodiments. For instance,
server 700 could be utilized as the server 102 in FIG. 1 or as server 302 in FIG. 3. Server 700 optionally
includes one or more of a network interface card 702, an addressing component 704, a processing
component/controller 706, a memory component 708, a power supply 712, and an I10 interface 714.
[0055]Similar to the cash drawer network interface card 602 in FIG. 6, the server network interface card
702 includes a transceiver that is able to transmit data to and receive data from the network, for example
through a network bus such as bus 104 in FIG. 1 or bus 304 in FIG. 3. The transceiver may optionally use
either a wired connection or use wireless technology (e.g. a dongle) to connect to the network. In one
embodiment, server 700 communicates in an Ethernet standard that utilizes messages in the form of data
packets called frames. 
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used to uniquely identify the server from amongst any other device.  The unique serial number 

may be used as part of a Media Access Control (MAC) address scheme utilized by the network.  

Embodiments of the present disclosure are not however limited to any particular addressing 

scheme and illustratively include any addressing scheme.  Other examples of addressing 

schemes that may be used include those that use Dynamic Host Configuration Protocol (DHCP) 

IP address assignment and those that use static IP address assignment/re-assignment. 

[0057] Processing component/controller 706 illustratively controls the operations of server 

700.  In one embodiment, controller 706 enables the server to establish a network that allows for 

communications to be transmitted between devices and applications on the network.  For 

instance, controller 706 may send commands to cash drawers and also receive cash drawer 

information (e.g. log data) from any cash drawer on its network. 

[0058] Memory component 708 includes any type or combination of memory that may be 

useful in operation of server 700.  In an embodiment, memory component 708 may include 

volatile and non-volatile memory.  Information that should be retained despite a power loss is 

illustratively stored to non-volatile memory such as, but not limited to, a magnetic hard disk 

drive, flash memory, or battery backed DRAM.   

[0059] FIG. 7 illustrates some example of data/information that may be stored to memory 

component 708.  For instance, memory component 708 may have a look-up table that enables 

the server 700 to identify a particular cash drawer and/or wireless device given a particular 

identifier (e.g. an identifier read from a barcode, RFID tag, or NFC chip).  Memory component 

708 may have an authorization table or other information that identifies which wireless devices 

are authorized to access which cash drawers.  Memory component 708 may further have event 

log information that is pulled form one or more cash drawers, and/or application data used to run 

an operating system, the network, a POS application, and any other needed or desirable 

program. 

[0060] Optional power supply component 712 facilitates any needed power conditioning, 

transformation, etc. that may be needed to power the other components of the server 700.  For 

instance, in a situation in which server 700 receives power from an external power source (e.g. a 

110 volt alternating current wall outlet), power supply component 712 converts the alternating 

current into one or more direct currents that are fed to the different components of the server.  

Similarly, in a situation in which server 700 receives power from Power over the Ethernet, 

power supply unit 712 performs any needed conversions/transformations of power so that the 

cash drawer components receive their electrical requirements. 

[0056]Addressing/identification component 704 is used in identifying the server 700 to the network. In one
embodiment, addressing component 704 includes a unique serial number that is  - 12 - used to uniquely
identify the server from amongst any other device. The unique serial number may be used as part of a
Media Access Control (MAC) address scheme utilized by the network. Embodiments of the present
disclosure are not however limited to any particular addressing scheme and illustratively include any
addressing scheme. Other examples of addressing schemes that may be used include those that use
Dynamic Host Configuration Protocol (DHCP) IP address assignment and those that use static IP address
assignment/re-assignment.  [0057] Processing component/controller 706 illustratively controls the
operations of server 700. In one embodiment, controller 706 enables the server to establish a network
that allows for communications to be transmitted between devices and applications on the network. For
instance, controller 706 may send commands to cash drawers and also receive cash drawer information
(e.g. log data) from any cash drawer on its network. [0058]Memory component 708 includes any type or
combination of memory that may be useful in operation of server 700. In an embodiment, memory
component 708 may include volatile and non-volatile memory. Information that should be retained despite
a power loss is illustratively stored to non-volatile memory such as, but not limited to, a magnetic hard
disk drive, flash memory, or battery backed DRAM. [0059]FIG. 7 illustrates some example of
data/information that may be stored to memory component 708. For instance, memory component 708
may have a look-up table that enables the server 700 to identify a particular cash drawer and/or wireless
device given a particular identifier (e.g. an identifier read from a barcode, RFID tag, or NFC chip). Memory
component 708 may have an authorization table or other information that identifies which wireless
devices are authorized to access which cash drawers. Memory component 708 may further have event
log information that is pulled form one or more cash drawers, and/or application data used to run an
operating system, the network, a POS application, and any other needed or desirable program.
[0060]Optional power supply component 712 facilitates any needed power conditioning, transformation,
etc. that may be needed to power the other components of the server 700. For instance, in a situation in
which server 700 receives power from an external power source (e.g. a 110 volt alternating current wall
outlet), power supply component 712 converts the alternating current into one or more direct currents that
are fed to the different components of the server. Similarly, in a situation in which server 700 receives
power from Power over the Ethernet, power supply unit 712 performs any needed
conversions/transformations of power so that the cash drawer components receive their electrical
requirements. 
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[0061] Input/output (I/O) interface 714 enables server 700 to receive and output information 

to external devices such as, but not limited to, a keyboard, mouse, touchscreen, monitor, printer, 

trackball, etc.  This enables a user to interact with server 700 to perform functions such as 

setting-up the network, programming or configuring any cash drawer parameters (e.g. session 

duration), reviewing event logs, and any other functions that may be desirable. 

[0062] FIG. 8 is a schematic diagram of one example of a POS terminal/wireless device 800 

that may be incorporated within at least certain embodiments.  For instance, wireless device 800 

could be utilized as the wireless device 108 in FIG. 1 or as wireless device 308 in FIG. 3.  Some 

examples of specific implementations of a wireless device 800 include devices such as, but not 

limited to tablet computers (e.g. Apple iPad, Motorola Xoom), smartphones (e.g. Apple iPhone, 

HTC Evo), digital music players/mp3 players (e.g. Apple iPod Touch), personal digital 

assistants, netbooks, and laptop computers.  Embodiments are not however limited to any 

particular type or configuration of digital control input mechanism and may be implemented 

utilizing devices different than the one shown in the figure.  

[0063] Wireless device 800 optionally includes one or more of a touchscreen 804, input keys 

806, a controller/processor 808, memory 810, a communications module/communications 

interface 812, a housing/case 814, reader(s)/sensor(s) 816, and an identifier 818.  Touchscreen 

804 illustratively includes any type of single touch or multitouch screen (e.g. capacitive 

touchscreen, vision based touchscreen, etc.).  Touchscreen 804 is able to detect a user’s finger, 

stylus, etc. contacting touchscreen 804 and generates input data (e.g. x and y coordinates) based 

on the detected contact.  Input keys 806 include buttons or other mechanical devices that a user 

is able to press or otherwise actuate to input data.  For instance, input keys 806 may include a 

home button, a back button, 0-9 number keys, a QWERTY keyboard, etc.   

[0064] Memory 810 includes volatile, non-volatile or a combination of volatile and non-

volatile memory.  Memory 810 may be implemented using more than one type of memory.  For 

example, memory 810 may include any combination of flash memory, magnetic hard drives, 

RAM, etc.  Memory 810 stores the computer executable instructions that are used to implement 

the POS/cash drawer systems described above.  Memory 810 may also store user saved data 

such as profile settings and/or content downloaded from a cloud network.   

[0065] Controller/processor 808 can be implemented using any type of controller/processor 

(e.g. ASIC, RISC, ARM, etc.) that can process user inputs and the stored instructions to generate 

commands for controlling systems such as, but not limited to, POS/cash drawer systems.  The 

generated commands, etc. are sent to communications module/communications interface 814 

- 13 - [0061]Input/output (PO) interface 714 enables server 700 to receive and output information to
external devices such as, but not limited to, a keyboard, mouse, touchscreen, monitor, printer, trackball,
etc. This enables a user to interact with server 700 to perform functions such as setting-up the network,
programming or configuring any cash drawer parameters (e.g. session duration), reviewing event logs,
and any other functions that may be desirable. [0062]FIG. 8 is a schematic diagram of one example of a
POS terminal/wireless device 800 that may be incorporated within at least certain embodiments. For
instance, wireless device 800 could be utilized as the wireless device 108 in FIG. 1 or as wireless device
308 in FIG. 3. Some examples of specific implementations of a wireless device 800 include devices such
as, but not limited to tablet computers (e.g. Apple iPad, Motorola Xoom), smartphones (e.g. Apple iPhone,
HTC Evo), digital music players/mp3 players (e.g. Apple iPod Touch), personal digital assistants,
netbooks, and laptop computers. Embodiments are not however limited to any particular type or
configuration of digital control input mechanism and may be implemented utilizing devices different than
the one shown in the figure. [0063]Wireless device 800 optionally includes one or more of a touchscreen
804, input keys 806, a controller/processor 808, memory 810, a communications module/communications
interface 812, a housing/case 814, reader(s)/sensor(s) 816, and an identifier 818. Touchscreen 804
illustratively includes any type of single touch or multitouch screen (e.g. capacitive touchscreen, vision
based touchscreen, etc.). Touchscreen 804 is able to detect a user's finger, stylus, etc. contacting
touchscreen 804 and generates input data (e.g. x and y coordinates) based on the detected contact. Input
keys 806 include buttons or other mechanical devices that a user is able to press or otherwise actuate to
input data. For instance, input keys 806 may include a home button, a back button, 0-9 number keys, a
QWERTY keyboard, etc. [0064]Memory 810 includes volatile, non-volatile or a combination of volatile and
non- volatile memory. Memory 810 may be implemented using more than one type of memory. For
example, memory 810 may include any combination of flash memory, magnetic hard drives, RAM, etc.
Memory 810 stores the computer executable instructions that are used to implement the POS/cash
drawer systems described above. Memory 810 may also store user saved data such as profile settings
and/or content downloaded from a cloud network. [0065]Controller/processor 808 can be implemented
using any type of controller/processor (e.g. ASIC, RISC, ARM, etc.) that can process user inputs and the
stored instructions to generate commands for controlling systems such as, but not limited to, POS/cash
drawer systems. The 
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that transmits the commands to the controlled systems.  For instance, interface 814 may send 

commands to one or more cash drawers through a connection to a network bus (e.g. network bus 

104 in FIG. 1 or bus 304 in FIG. 3). 

[0066] The controller housing 814 can be any suitable housing.  In one embodiment, 

housing 814 has a form factor such that wireless device 800 is able to fit within a user’s hand.  

Housing 814 may however be larger (e.g. tablet sized) and is not limited to any particular form 

factor. 

[0067] Wireless device 800 further optionally includes one or more readers and/or sensors 

816 and one or more identifiers 818.  Reader(s)/sensor(s) 816 can include any combination of 

one or more readers or sensors.  Some examples of readers/sensors include, for illustration 

purposes only and not by limitation, a photographic and/or video camera, an RFID reader, a 

NFC reader, a proximity sensor, a barcode reader/scanner, a motion sensor (e.g. an 

accelerometer), a light sensor, a GPS receiver, a temperature sensor (e.g. a thermocouple), and a 

biometric sensor.  Identifiers 818 similarly can include any combination of one or more 

identifiers.  Some example of identifiers include, for illustration purposes only and not by 

limitation, an active or passive RFID tag, a barcode (e.g. one or two-dimensional barcode), and 

an NFC chip.  Additionally, identifiers 818 may be embedded within the wireless device 

housing 814 or attached to the outside of the housing 814. 

[0068] FIG. 9 is an illustration of one embodiment of an event log that is generated by a 

cash drawer and is stored to its memory (e.g. non-volatile memory).  Any information that is 

useful for maintaining, troubleshooting, or managing cash drawers may be stored in an event 

log.  In the specific example shown in FIG. 9, the event log includes a date indicator 904, a time 

indicator 906, an event identifier 908, an event status identifier 910, and a wireless device 

identifier 912.  Event identifier 908 is illustratively a code that corresponds to a cash drawer 

event.  Some cash drawer events that may be identified include a cash drawer open by a POS 

command, a cash drawer open by a manual actuation (e.g. by a key), a cash drawer close, a 

length of time a cash drawer remains open, a connection or disconnection between a cash drawer 

and a network, a power supply (e.g. DC adaptor) power up or power down, audible alert 

activations, etc.  Event status identifier 910 may identify a status of an event such as successful, 

unsuccessful, unknown, or any other status that may be required or useful.  Wireless device 

identifier 912 illustratively stores an indication of a wireless device associated with the event.  

For example, identifier 912 could identify which one of multiple wireless devices on a network 

open a cash drawer. 

generated commands, etc. are sent to communications module/communications interface 814 - 14 - that
transmits the commands to the controlled systems. For instance, interface 814 may send commands to
one or more cash drawers through a connection to a network bus (e.g. network bus 104 in FIG. 1 or bus
304 in FIG. 3). [0066]The controller housing 814 can be any suitable housing. In one embodiment,
housing 814 has a form factor such that wireless device 800 is able to fit within a user's hand. Housing
814 may however be larger (e.g. tablet sized) and is not limited to any particular form factor.
[0067]Wireless device 800 further optionally includes one or more readers and/or sensors 816 and one or
more identifiers 818. Reader(s)/sensor(s) 816 can include any combination of one or more readers or
sensors. Some examples of readers/sensors include, for illustration purposes only and not by limitation, a
photographic and/or video camera, an RFID reader, a NFC reader, a proximity sensor, a barcode
reader/scanner, a motion sensor (e.g. an accelerometer), a light sensor, a GPS receiver, a temperature
sensor (e.g. a thermocouple), and a biometric sensor. Identifiers 818 similarly can include any
combination of one or more identifiers. Some example of identifiers include, for illustration purposes only
and not by limitation, an active or passive RFID tag, a barcode (e.g. one or two-dimensional barcode),
and an NFC chip. Additionally identifiers 818 may be embedded within the wireless device housing 814 or
attached to the outside of the housing 814. [0068]FIG. 9 is an illustration of one embodiment of an event
log that is generated by a cash drawer and is stored to its memory (e.g. non-volatile memory). Any
information that is useful for maintaining, troubleshooting, or managing cash drawers may be stored in an
event log. In the specific example shown in FIG. 9, the event log includes a date indicator 904, a time
indicator 906, an event identifier 908, an event status identifier 910, and a wireless device identifier 912.
Event identifier 908 is illustratively a code that corresponds to a cash drawer event. Some cash drawer
events that may be identified include a cash drawer open by a POS command, a cash drawer open by a
manual actuation (e.g. by a key), a cash drawer close, a length of time a cash drawer remains open, a
connection or disconnection between a cash drawer and a network, a power supply (e.g. DC adaptor)
power up or power down, audible alert activations, etc. Event status identifier 910 may identify a status of
an event such as successful, unsuccessful, unknown, or any other status that may be required or useful.
Wireless device identifier 912 illustratively stores an indication of a wireless device associated with the
event. For example, identifier 912 could identify which one of multiple wireless devices on a network open
a cash drawer.  - 15 - [0069]In an embodiment, one or more devices (e.g. wireless devices and/or
network 
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[0069] In an embodiment, one or more devices (e.g. wireless devices and/or network 

servers) connected to a cash drawer are able to retrieve and process event logs from cash 

drawers.  For instance, a device may be able to perform and display statistics of a cash drawer.  

FIG. 10 shows one example of a user interface displaying statistics calculated for a cash drawer.  

In particular, FIG. 10 shows a “Cash Drawer Access Event Log Report.”  The vertical or y-axis 

includes a number of access events 1002, and the horizontal or x-axis includes a description of 

an event.  In the particular example shown in FIG. 10, the events along the horizontal axis 

include a total number of system prompted openings 1004, a number of system prompted 

openings in this log 1006, a total number of manual openings 1008, a number of manual 

openings in this log 1010, a total number of open failures for system prompted openings 1012, 

and a number of open failures for system prompted openings in this log 1014.   

[0070] FIGS. 11 and 12 show an example of a cash drawer 1104 that may be used in some 

embodiments.  Embodiments of the present disclosure are not however limited to any particular 

type of cash drawer, and embodiments illustratively include cash drawers having any 

configuration.  FIG. 11 is a perspective view of cash drawer 1104.  FIG. 11 shows that cash 

drawer 1104 includes a drawer housing 1110, a moveable drawer 1112, a set of slides 1114 that 

enable drawer 1112 to move into and out of housing 1110, a manual open/close mechanism 

1116 (e.g. a key lock), and a removable till 1118 for holding currency, receipts, etc.   

[0071] FIG. 12 shows a top down view of cash drawer 1104 with the top of the housing 

1110 and the till 1118 having been removed.  FIG. 12 shows that cash drawer 1104 also includes 

a latch bracket assembly 1220 for opening/closing the moveable drawer 1212 and an electrical 

circuit board 1222 having one or more electrical components for operating the drawer.  For 

example, electrical circuit board 1222 may include one or more of the electrical components 

shown in FIG. 6.  Other embodiments of cash drawers 1104 may include multiple circuit boards 

1222 and/or circuit boards with different locations (e.g. beneath moveable drawer 1212).  FIG. 

12 further shows that cash drawer 1104 includes a lock rod 1224 that connects the manual 

open/close mechanism 1216 to the latch bracket assembly 1220.  Lock rod 1224 is illustratively 

used to release the latch within latch bracket assembly 1220 to move drawer 1212 into an open 

position. 

[0072] FIGS. 13 and 14 show examples of two user interfaces that may be used to set 

parameters associated with a wireless device operable cash drawer.  The user interfaces can be 

viewed and utilized on any computing device.  The user interfaces for example could be 

servers) connected to a cash drawer are able to retrieve and process event logs from cash drawers. For
instance, a device may be able to perform and display statistics of a cash drawer. FIG. 10 shows one
example of a user interface displaying statistics calculated for a cash drawer. In particular, FIG. 10 shows
a "Cash Drawer Access Event Log Report." The vertical or y-axis includes a number of access events
1002, and the horizontal or x-axis includes a description of an event. In the particular example shown in
FIG. 10, the events along the horizontal axis include a total number of system prompted openings 1004, a
number of system prompted openings in this log 1006, a total number of manual openings 1008, a
number of manual openings in this log 1010, a total number of open failures for system prompted
openings 1012, and a number of open failures for system prompted openings in this log 1014.
[0070]FIGS. 11 and 12 show an example of a cash drawer 1104 that may be used in some embodiments.
Embodiments of the present disclosure are not however limited to any particular type of cash drawer, and
embodiments illustratively include cash drawers having any configuration. FIG. 11 is a perspective view of
cash drawer 1104. FIG. 11 shows that cash drawer 1104 includes a drawer housing 1110, a moveable
drawer 1112, a set of slides 1114 that enable drawer 1112 to move into and out of housing 1110, a
manual open/close mechanism 1116 (e.g. a key lock), and a removable till 1118 for holding currency,
receipts, etc. [0071]FIG. 12 shows a top down view of cash drawer 1104 with the top of the housing 1110
and the till 1118 having been removed. FIG. 12 shows that cash drawer 1104 also includes a latch
bracket assembly 1220 for opening/closing the moveable drawer 1212 and an electrical circuit board
1222 having one or more electrical components for operating the drawer. For example, electrical circuit
board 1222 may include one or more of the electrical components shown in FIG. 6. Other embodiments of
cash drawers 1104 may include multiple circuit boards 1222 and/or circuit boards with different locations
(e.g. beneath moveable drawer 1212). FIG. 12 further shows that cash drawer 1104 includes a lock rod
1224 that connects the manual open/close mechanism 1216 to the latch bracket assembly 1220. Lock rod
1224 is illustratively used to release the latch within latch bracket assembly 1220 to move drawer 1212
into an open position. [0072]FIGS. 13 and 14 show examples of two user interfaces that may be used to
set parameters associated with a wireless device operable cash drawer. The user interfaces can be
viewed and utilized on any computing device. The user interfaces for example could be - 16 - included
within a wireless device (e.g. device 108 in FIG. 1 or 308 in FIG. 3) and/or a server (e.g. server 102 in
FIG. 1 or 302 in FIG. 3). [0073]FIG. 13 shows a user interface 1300 having two windows 1310 and 1320.
Window 1310 illustratively shows each of the cash drawers connected to the network. Each cash drawer
is displayed as a selectable line 1312 that may be highlighted/selected. Window 1312 may also include a
details button 1314 and a monitor button 1316. A user may select one of the cash drawer lines 1312 and
then press button 1314 to view details of the cash drawer, or press button 1316 to monitor the cash
drawer. 
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included within a wireless device (e.g. device 108 in FIG. 1 or 308 in FIG. 3) and/or a server 

(e.g. server 102 in FIG. 1 or 302 in FIG. 3).   

[0073] FIG. 13 shows a user interface 1300 having two windows 1310 and 1320.  Window 

1310 illustratively shows each of the cash drawers connected to the network.  Each cash drawer 

is displayed as a selectable line 1312 that may be highlighted/selected.  Window 1312 may also 

include a details button 1314 and a monitor button 1316.  A user may select one of the cash 

drawer lines 1312 and then press button 1314 to view details of the cash drawer, or press button 

1316 to monitor the cash drawer.   

[0074] Window 1320 shows one example of a monitor window.  Window 1320 includes a 

number of different buttons that can be selected to view details, perform actions, set parameters, 

and perform other functions associated with a cash drawer.  Some examples of buttons that may 

be included are a firmware load button 1322, an open drawer button 1324, a get status button 

1326, an enable event button 1328, a disable event button 1330, an enable announce button 

1332, a disable announce button 1334, a silent open button 1336, a get log button 1338, a clear 

log button 1340, an RFID time out button 1342, a set time button 1344, a set headers button 

1346, an RFID add ID button 1348, an enable buzzer button 1350, a disable buzzer button 1352, 

an RFID clear library button 1354, a clear all counts button 1356, a system open okay button 

1358, a system open fail button 1360, a manual open button 1362, and a close button 1364. 

[0075] FIG. 14 shows a user interface 1400 having three windows 1410, 1420, and 1430.  

Window 1410 is illustratively the same or similar to window 1310 in FIG. 13.  Window 1410 

displays user selectable lines 1412 that enable a user to select one of the cash drawers on the 

network.  Window 1410 also includes a details button 1414, a monitor button 1416, a 

manufacturing button 1418, and a scan button 1419.   

[0076] Network details window 1420 illustratively shows a number of network parameters 

associated with a selected cash drawer.  For example, window 1420 may show information 

about a cash drawer’s product type, IP address, subnet mask, serial number, device name, MAC 

address, gateway, and DHCP.  Window 1420 may also include a configuration button 1422. 

[0077] Network configuration window 1430 is illustratively displayed (e.g. pops-up) after 

button 1422 in window 1420 is selected.  Window 1430 may include fields that allow a user to 

enter cash drawer parameters such as, but not limited to, a serial number, a new IP address, a 

new subnet mask, and a new gateway.  Window 1430 may also include a button/field 1432 that 

enables a user to enable/disable DHCP.  Window 1430 may further include an okay button 1434 

[0074]Window 1320 shows one example of a monitor window. Window 1320 includes a number of
different buttons that can be selected to view details, perform actions, set parameters, and perform other
functions associated with a cash drawer. Some examples of buttons that may be included are a firmware
load button 1322, an open drawer button 1324, a get status button 1326, an enable event button 1328, a
disable event button 1330, an enable announce button 1332, a disable announce button 1334, a silent
open button 1336, a get log button 1338, a clear log button 1340, an RFID time out button 1342, a set
time button 1344, a set headers button 1346, an RFID add ID button 1348, an enable buzzer button 1350,
a disable buzzer button 1352, an RFID clear library button 1354, a clear all counts button 1356, a system
open okay button 1358, a system open fail button 1360, a manual open button 1362, and a close button
1364. [0075]FIG. 14 shows a user interface 1400 having three windows 1410, 1420, and 1430. Window
1410 is illustratively the same or similar to window 1310 in FIG. 13. Window 1410 displays user selectable
lines 1412 that enable a user to select one of the cash drawers on the network. Window 1410 also
includes a details button 1414, a monitor button 1416, a manufacturing button 1418, and a scan button
1419. [0076]Network details window 1420 illustratively shows a number of network parameters
associated with a selected cash drawer. For example, window 1420 may show information about a cash
drawer's product type, IF address, subnet mask, serial number, device name, MAC address, gateway,
and DHCP. Window 1420 may also include a configuration button 1422. [0077]Network configuration
window 1430 is illustratively displayed (e.g. pops-up) after button 1422 in window 1420 is selected.
Window 1430 may include fields that allow a user to enter cash drawer parameters such as, but not
limited to, a serial number, a new IP address, a new subnet mask, and a new gateway. Window 1430
may also include a button/field 1432 that enables a user to enable/disable DHCP. Window 1430 may
further include an okay button 1434  - 17 - and a cancel button 1436 to either close the window with
saving entered information or to close the window without saving any entered information. [0078]In some
of the embodiments described above, systems have used identifiers based on 
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and a cancel button 1436 to either close the window with saving entered information or to close 

the window without saving any entered information. 

[0078] In some of the embodiments described above, systems have used identifiers based on 

barcode, RFID, and/or NFC technologies.  In other embodiments, systems may utilize biometric 

information.  For example, an operator can be authenticated to a system utilizing voice, face, 

fingerprint, eye, or any other type of biometric information. 

[0079] FIG. 15 shows a schematic diagram of a system 1500 that optionally utilizes 

biometric information.  System 1500 includes one or more cash drawers 1502, one or more 

wireless devices 1504 (e.g. a tablet computer), and one or more input devices 1506.  In certain 

embodiments of this disclosure, a wireless device 1504 is connected (e.g. wired or wirelessly) to 

another input device 1506.  For example, a wireless device 1504 may be wirelessly connected to 

a Bluetooth scanner 1506 that can be used to read barcode, RFID, NFC, and/or biometric 

identifiers.  Accordingly, in certain situations, wireless device 1504 does not directly read an 

identifier, but instead indirectly reads an identifier utilizing an input device 1506.  For example, 

in one embodiment, the input device 1506 is a Bluetooth scanner that connects to the wireless 

device 1504.  The Bluetooth scanner scans a barcode on the cash drawer 1502 and delivers the 

information to the wireless device 1504.  The mobile device 1504 examines the code that has 

been delivered to it to determine if it is on the authorized list of drawers and devices.  If the 

particular mobile device 1504 is on the list, the device is granted access to the drawer and the 

transaction is completed. 

[0080] In FIG. 15, an operator 1508 (e.g. a person who wants to access a cash drawer) has 

one or more sources of biometric information 1510.  The operator 1508 illustratively utilizes the 

cash drawer 1502, the wireless device 1504, and/or the input device 1506 to submit a collection 

of biometric information to the system 1500.  For instance, the cash drawer 1502, the wireless 

device 1504, and/or the input device 1506 may have a biometric scanner that can collect 

biometric information from the operator 1508. 

[0081] Once the biometric information is collected, the system 1500 then utilizes the 

biometric information to determine the identity of the operator 1508.  If the operator 1508 is one 

of the persons who is authorized to utilize cash drawer 1502, the operator 1508 is granted access 

to the cash drawer 1502 upon a successful verification of his or her identity.  If the operator 

1508 is not one of the persons who is authorized to utilize cash drawer 1502, the operator 1508 

is denied access to the cash drawer 1502.  

barcode, RFID, and/or NFC technologies. In other embodiments, systems may utilize biometric
information. For example, an operator can be authenticated to a system utilizing voice, face, fingerprint,
eye, or any other type of biometric information. [0079]FIG. 15 shows a schematic diagram of a system
1500 that optionally utilizes biometric information. System 1500 includes one or more cash drawers 1502,
one or more wireless devices 1504 (e.g. a tablet computer), and one or more input devices 1506. In
certain embodiments of this disclosure, a wireless device 1504 is connected (e.g. wired or wirelessly) to
another input device 1506. For example, a wireless device 1504 may be wirelessly connected to a
Bluetooth scanner 1506 that can be used to read barcode, RFID, NFC, and/or biometric identifiers.
Accordingly, in certain situations, wireless device 1504 does not directly read an identifier, but instead
indirectly reads an identifier utilizing an input device 1506. For example, in one embodiment, the input
device 1506 is a Bluetooth scanner that connects to the wireless device 1504. The Bluetooth scanner
scans a barcode on the cash drawer 1502 and delivers the information to the wireless device 1504. The
mobile device 1504 examines the code that has been delivered to it to determine if it is on the authorized
list of drawers and devices. If the particular mobile device 1504 is on the list, the device is granted access
to the drawer and the transaction is completed. [0080]In FIG. 15, an operator 1508 (e.g. a person who
wants to access a cash drawer) has one or more sources of biometric information 1510. The operator
1508 illustratively utilizes the cash drawer 1502, the wireless device 1504, and/or the input device 1506 to
submit a collection of biometric information to the system 1500. For instance, the cash drawer 1502, the
wireless device 1504, and/or the input device 1506 may have a biometric scanner that can collect
biometric information from the operator 1508. [0081]Once the biometric information is collected, the
system 1500 then utilizes the biometric information to determine the identity of the operator 1508. If the
operator 1508 is one of the persons who is authorized to utilize cash drawer 1502, the operator 1508 is
granted access to the cash drawer 1502 upon a successful verification of his or her identity. If the
operator 1508 is not one of the persons who is authorized to utilize cash drawer 1502, the operator 1508
is denied access to the cash drawer 1502.  - 18 - [0082]A cash drawer may have more capabilities
beyond its ability to respond to a wireless device. For instance, a cash drawer can send messages to
other IF devices that are connected to the same network through either a wired or a wireless connection.
FIG. 16 is a schematic diagram of some of the capabilities that may be included within a cash drawer. At
block 1602, a cash drawer sends a message to turn on a camera based on the occurrence of some
predetermined criteria. For example, a cash drawer may send a message to turn on a camera upon the
cash drawer being opened with a key. At block 1604, a cash drawer sends a message (e.g. an alert
message) to a loss prevention team to review camera information at a specific time. At block 1606, a cash
drawer sends a message (e.g. an alert message) to a manager's personal computer or wireless device,
and at block 1606, a cash drawer utilizes its network connectivity to provide for remote trouble shooting
capabilities. [0083]FIG. 17 shows some potential uses for a cash drawer database. In certain 
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[0082] A cash drawer may have more capabilities beyond its ability to respond to a wireless 

device.  For instance, a cash drawer can send messages to other IP devices that are connected to 

the same network through either a wired or a wireless connection.  FIG. 16 is a schematic 

diagram of some of the capabilities that may be included within a cash drawer.  At block 1602, a 

cash drawer sends a message to turn on a camera based on the occurrence of some 

predetermined criteria.  For example, a cash drawer may send a message to turn on a camera 

upon the cash drawer being opened with a key.  At block 1604, a cash drawer sends a message 

(e.g. an alert message) to a loss prevention team to review camera information at a specific time. 

At block 1606, a cash drawer sends a message (e.g. an alert message) to a manager’s personal 

computer or wireless device, and at block 1606, a cash drawer utilizes its network connectivity 

to provide for remote trouble shooting capabilities.   

[0083] FIG. 17 shows some potential uses for a cash drawer database.  In certain 

embodiments, a cash drawer database can be parsed to determine drawer usage information such 

as, but not limited to, how many times a drawer has been opened 1702, how many times a 

drawer has been opened with a key 1704, and a time and date stamp of every transaction 1706. 

The drawer information can then be used to determine a store layout 1708 (e.g. should a drawer 

be relocated for better access), whether or not a drawer needs to be serviced based on a number 

of cycles 1710, where on a store video certain events are located 1712 (e.g. a person opening the 

drawer with a key), and any other information that is desired 1714.   

[0084] As has been discussed above, embodiments of the present disclosure include cash 

drawers that are operable by a wireless device.  In some embodiments, multiple cash drawers 

and wireless devices are communicatively coupled through a network (e.g. an Ethernet 

network), and each cash drawer and wireless device is optionally a separate device or node on 

the network that has its own IP address.   In such a case, a wireless device is able to selectively 

connect to a particular cash drawer on the network.  For instance, in one particular embodiment, 

for illustration purposes only and not by limitation, each cash drawer on a network has a 

barcode, and a wireless device reads the barcode of one of the cash drawers to become 

communicatively coupled to that cash drawer.  In some other embodiments, again for illustration 

purposes only, cash drawers and wireless devices utilize other technologies such as, but not 

limited to, radio frequency identification (RFID), near field communication (NFC), and 

biometric technologies to selectively couple a wireless device to a cash drawer.  These cash 

drawers may be advantageous in that they provide mobile point-of-sale (POS) systems and low 

cost cash management solutions.  Additionally, the cash drawer systems may be useful in 

embodiments, a cash drawer database can be parsed to determine drawer usage information such as,
but not limited to, how many times a drawer has been opened 1702, how many times a drawer has been
opened with a key 1704, and a time and date stamp of every transaction 1706. The drawer information
can then be used to determine a store layout 1708 (e.g. should a drawer be relocated for better access),
whether or not a drawer needs to be serviced based on a number of cycles 1710, where on a store video
certain events are located 1712 (e.g. a person opening the drawer with a key), and any other information
that is desired 1714. [0084]As has been discussed above, embodiments of the present disclosure include
cash drawers that are operable by a wireless device. In some embodiments, multiple cash drawers and
wireless devices are communicatively coupled through a network (e.g. an Ethernet network), and each
cash drawer and wireless device is optionally a separate device or node on the network that has its own
IF address. In such a case, a wireless device is able to selectively connect to a particular cash drawer on
the network. For instance, in one particular embodiment, for illustration purposes only and not by
limitation, each cash drawer on a network has a barcode, and a wireless device reads the barcode of one
of the cash drawers to become communicatively coupled to that cash drawer. In some other
embodiments, again for illustration purposes only, cash drawers and wireless devices utilize other
technologies such as, but not limited to, radio frequency identification (RFID), near field communication
(NFC), and biometric technologies to selectively couple a wireless device to a cash drawer. These cash
drawers may be advantageous in that they provide mobile point-of-sale (POS) systems and low cost cash
management solutions. Additionally, the cash drawer systems may be useful in  - 19 - selectively limiting
access to cash drawers to only those users or devices that are both authorized to access the cash drawer
and that are in close physical proximity to the cash drawer. 100851Finally, it is to be understood that even
though numerous characteristics and advantages of various embodiments have been set forth in the
foregoing description, together with details of the structure and function of various embodiments, this
detailed description is illustrative only, and changes may be made in detail, especially in matters of
structure and arrangements of parts within the principles of the present disclosure to the full extent
indicated by the broad general meaning of the terms in which the appended claims are expressed.  - 20 -
WHAT IS CLAIMED IS  1. A cash drawer comprising: 
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selectively limiting access to cash drawers to only those users or devices that are both authorized 

to access the cash drawer and that are in close physical proximity to the cash drawer. 

[0085] Finally, it is to be understood that even though numerous characteristics and 

advantages of various embodiments have been set forth in the foregoing description, together 

with details of the structure and function of various embodiments, this detailed description is 

illustrative only, and changes may be made in detail, especially in matters of structure and 

arrangements of parts within the principles of the present disclosure to the full extent indicated 

by the broad general meaning of the terms in which the appended claims are expressed. 

a network interface that enables the cash drawer to communicate with one or more wireless devices; and
a controller that processes commands received from one or more wireless devices to control access of
the one or more wireless devices to the cash drawer.  2. The cash drawer of claim 1, wherein the
controller further controls access of the one or more wireless devices to the cash drawer based on a
collection of biometric information.  3. The cash drawer of claim 1, wherein the controller further controls
access of the one or more wireless devices to the cash drawer based on a proximity of the one or more
wireless devices to the cash drawer.  4. The cash drawer of claim 1, wherein the network interface and
controller communicate with each other with one or more commands received from the one or more
wireless devices.  5. The cash drawer of claim 1, further comprising an input device which is
communicatively coupled to the one or more wireless devices.  6. The cash drawer of claim 1, wherein
the input device collects biometric information.  7. The cash drawer of claim 5, wherein the input device is
a reader that reads an identifier associated with the wireless device.  8. The cash drawer of claim 5,
wherein the input device is a b332COde scanner that reads a barcode and delivers the information to the
one or more wireless devices.  9. The cash drawer of claim 7, wherein the reader is an RFID reader and
the identifier associated with the wireless device is an RFID tag.  -21 - 



What is claimed is: 

1 . A cash drawer comprising:

a network interface through which the cash drawer communicates 

with a wireless device, wherein communicating comprises sending a 

message through the network interface to the wireless device; 

a controller that controls the ability of the wireless device to directly 

access the cash drawer through the network interface based on a collection  

of biometric information, wherein the controlled access is made contingent 

upon validation of the collected biometric information, wherein the 

biometric information is provide from the wireless device, and wherein 

direct access comprises a direct connection between the wireless device 

and the cash drawer over the network; and 

a command receiver configured to receive and comply  with 

commands received from the wireless device, wherein compliance is made 

contingent upon a multi-factor recognition scheme comprising at least 

validation of the collected biometric information and recognition of the 

wireless device as an authorized device. 

2. The cash drawer of claim 1, wherein the collection of biometric information

is collected by the wireless device. 

3. The cash drawer of claim 1, wherein the collection of biometric information

is collected by an input device that is communicatively coupled to the wireless 

device. 

4. The cash drawer of claim 1, wherein the collection of biometric

information is utilized to verify an identity of a user. 

- 20 - 
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