WIRELESS DEVICE OPERABLE CASH DRAWER HAVING BIOMETRIC, DATABASE, AND
MESSAGING CAPABILITIES REFERENCE TO RELATED CASES [0001]The present application is a
continuation-in-part application that is based on and claims the priority of non-provisional application
Serial No. 13/299,744 filed on November 18, 2011, which is based on and claims the priority of
non-provisional application Serial No. 12/983,493 filed on January 3, 2011, which is based on and claims

the priority of provisional application Serial No. 61/293,378 filed on January 8, 2010, the contents of which
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BACKGROUND
[0002] Cash drawers are commonly employed at point-of-sale (POS) locations such as retail
businesses. Cash drawers are used to securely store currency, credit card receipts, and the like
until a financial transaction occurs, at which time the drawer is opened to access the contents.
Normally such cash drawers are spring-loaded and are opened by energizing a solenoid to
release a latch. In a common mode of operation, opening of a cash drawer is initiated from a
POS terminal.
SUMMARY

[0003] An aspect of the disclosure relates to cash drawers that are operated by wireless
devices. In one embodiment, a cash drawer includes a network interface and a controller. The
network interface enables the cash drawer to communicate with one or more wireless devices.
The controller optionally controls access to the cash drawer based on a collection of biometric
information. The collection of biometric information may be collected by the cash drawer, by
the one or more wireless devices, or by an input device that is communicatively coupled to the
one or more wireless devices. The collection of biometric information is illustratively used to
verify an identity of a user. Other methods of collection of proximity information to grant access
to the cash drawer may be by:-

(i) reading a barcode on the drawer by the wireless device to place the device at the

drawer;
(if) reading an RFID on the drawer by the wireless device to place the device at the
drawer;
(iii) reading an NFC tag on the drawer by the wireless device to place the device at the

drawer.



(if) reading an RFID on the drawer by the wireless device to place the device at the drawer; (iii) reading an
NFC tag on the drawer by the wireless device to place the device at the drawer. - 2 - The tag used in
reading an RFID tag and NFC tag may be reversed with the tags on the drawer and the reader on the
wireless device. [0004]In another embodiment, a casp_drawer includes a network interface that enables
the cash drawer to communicate with a network, and a controller that enables the cash drawer to send
messages to devices utilizing the network. In some illustrative embodiments, a cash drawer sends
messages tdeifadoHes darsatioenaitirtia Resangrivanerm@abR, revased dvitia thedaayen. timerawsh drawer
may also hayf griakibiies thadhserkiseinote troubleshooting of the device. Additionally, the cash drawer
may be Conﬂﬂér?d to receive inputs from another device such as, but not limited to, a Bluetooth scanner.

[0005]In andthet embBARLRR SMRRAME b FIFL RTARET AR R ISRREEC A LRos A EL3ES &N drawer to
communicatasivithasveretovorkraurdcate ovithodl eretivatle nable s theat ks hihdt savalri¢e the dsmessagre® to devices

utilizing the %ﬁ%%%a ?%”&%Jﬂé‘é?ﬁﬁ‘ﬁi’ﬁgﬁfﬁ‘é)ﬁ’éf iy é‘oﬁ%ﬁﬂ#ﬁa‘ﬂ% éﬁﬂé’dﬁrﬂ%ﬁ&?ﬁ%ﬁ%@r%& ona

camera, to alert a los preventlon team, Or to alert a manager. | e cash drawer may also have
capabilities $HRESIREBRIGE IS RBUDRISPRSBLIRIST tAdAse PeHeTtioni tRAAIRY, el e SHMRaRsr TSy be

configured teysRcaivRNRYE HRM RNEtRAsBAKIES BiehAashibutrRtdimigsldhoatRlyeieaib searaer. [0006]In
yet another embodiment, a method includes communicatively cqu lrg%[a cash drawer to a petwork, and

storing indicAAAHIBI 118 a8 ALY EL AU RCRIPHA e d9 JRCE AR YL AR CRKICE IS BPawer may

create and staneoalingvehibl agBindtvettatab@se that includes information identifying transactions between

the wireles %ﬁ‘g‘é& and éh&h%?%@]@%%ﬁt:rg%?@o ReP iRDHIRE Evneeﬂkc}‘iﬁa{ﬁe}%a% Mﬂl‘?ﬁ%‘é’s%&ermi”e how

many times h drawer has been opene etermine time an amps of transactions, to
determine acasbrérauien e, coroiatsviaataeMivh atiev@ih g caxiitipHvenshenaileseheepasbediagAdtto determine

where on a yiReQRSRRSITE AMeRESALEIIATRRABNBROEIND QRANARIMAKNhER REIUNEa{R007] These

and various other features and advantages that characterize the claimed
drawer sends messages to turn o' a camera, to alert a loss prevention team, or to alert a manager.
The cash drawer may also have capabilities that enable remote troubleshooting of the device.
Additionally, the cash drawer may be configured to receive inputs from another device such as,
but not limited to, a Bluetooth scanner.
[0006] In yet another embodiment, a method includes communicatively coupling a cash
drawer to a network, and storing indications of transactions associated with the cash drawer to a
database. The cash drawer may create and store an event log to the database that includes
information identifying transactions between the wireless device and the cash drawer. The
database and/or event log may be utilized to determine how many times the cash drawer has
been opened, to determine time and date stamps of transactions, to determine a store layout, to
determine whether or not a cash drawer should be serviced, and to determine where on a video a
specific event (e.g. a cash drawer being opened by a key) can be found.
[0007] These and various other features and advantages that characterize the claimed
embodiments will become apparent upon reading the following detailed description and upon
reviewing the associated drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a block diagram of a network having cash drawers with identifiers and
wireless devices with readers.
[0009] FIG. 2 is a flow chart of a method of utilizing a cash drawer identifier to enable a

wireless device to operate a cash drawer.



embodiments will become apparent upon reading the following detailed description and upon reviewing
the associated drawings. BRIEF DESCRIPTION OF THE DRAWINGS [0008]FIG. 1 is a block diagram of
a network having cash drawers with identifiers and wireless devices with readers. [0009]FIG. 2 is a flow
chart of a method of utilizing a cash drawer identifier4o enable a wireless device to operate a cash
drawer. -3 [0010]FIG. 3 is a block diagram of a network having cash drawers with readers and wireless
devices with identifiers. [0011]FIG. 4 is a flow chart of a method of utilizing a cash drawer reader to

enable a wilef3&d deite-t8 dperdek cHasidifadfer. [GON-ITEVHGs A@flodfavwRift With feagaesdaptenabling a
wireless devifiR(k3saReI@e\AtRagkntifiers.

[0011] FIG. 4 is a flow chart of a method of utilizing a cash drawer reader to enable a

wireless device to operate a cash drawer.

[0012] FIG. 5 is a flow chart of a method of enabling a wireless device to operate a cash

drawer.

[0013] FIG. 6 is a schematic diagram of a cash drawer.

[0014] FIG. 7 is a schematic diagram of a server.

[0015] FIG. 8 is a schematic diagram of a wireless device.

[0016] FIG. 9 is an illustration of an event log.

[0017] FIG. 10 is a user interface displaying cash drawer statistics.

[0018] FIG. 11 is a perspective view of a cash drawer.

[0019] FIG. 12 is a top down view of the cash drawer of FIG. 11 with the top of the housing

and the till having been removed.

[0020] FIG. 13 is an illustration of a user interface for configuring a cash drawer.

[0021] FIG. 14 is an illustration of another user interface for configuring a cash drawer.

[0022] FIG. 15 is a schematic diagram of a cash drawer system that utilizes biometric

information.

[0023] FIG. 16 is a schematic diagram of messaging and other capabilities that may be

provided by a cash drawer.

[0024] FIG. 17 is a schematic diagram of methods of utilizing a cash drawer database.
DETAILED DESCRIPTION

[0025] Embodiments of the present disclosure include cash drawers that are operable by a

wireless device. In some embodiments, multiple cash drawers and wireless devices are

communicatively coupled through a network (e.g. an Ethernet network), and each cash drawer

and wireless device is optionally a separate device or node on the network that has its own IP

address. In such a case, a wireless device is able to selectively connect to a particular cash

drawer on the network. For instance, in one embodiment, for illustration purposes only and not

by limitation, each cash drawer on a network has a barcode, and a wireless device reads the

barcode of one of the cash drawers to become communicatively coupled to that cash drawer. In

another embodiment, again for illustration purposes only, cash drawers and wireless devices

utilize other technologies such as, but not limited to, radio frequency identification (RFID), near



drawer. [0013]FIG. 6 is a schematic diagram of a cash drawer. [0014]FIG. 7 is a schematic diagram of a
server. [0015]FIG. 8 is a schematic diagram of a wireless device. [0016]FIG. 9 is an illustration of an
event log. [0017]FIG. 10 is a user interface displaying cash drawer statistics. [0018]FIG. 11 is a
perspective view of a cash drawer. [0019]FIG. 12 is g top down view of the cash drawer of FIG. 11 with
the top of the housing and the fill having been removed. [0020]FIG. 13 is an illustration of a user interface
for configuring a cash drawer. [0021]FIG. 14 is an illustration of another user interface for configuring a
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device to a cash drawer. Several examples of such systems are described in further detail below.
[0026] In at least certain embodiments, the cash drawers can be used to verify that a device
or user is authorized to use a cash drawer before granting access. The cash drawers can also be
used to verify that a device or user is in close physical proximity to a cash drawer before
granting access. Accordingly, embodiments of the present disclosure may be useful in
selectively limiting access to cash drawers to only those users or devices that are both authorized
to access the cash drawer and that are in close physical proximity to the cash drawer.

[0027] The cash drawers may be advantageous in that they provide mobile point-of-sale
(POS) systems and low cost cash management solutions. For instance, instead of a retailer or
other POS system user being constrained to fixed location POS systems, POS users can use
mobile devices to operate their cash drawers. This may provide flexibility for example in the
manner in which retailers interact with customers and also provide flexibility in setting-up a
store layout. These and other possible advantages are discussed in greater detail below.

[0028] FIG. 1 shows one illustrative operating environment in which wireless device
operable cash drawers may be incorporated in. Embodiments are not however limited to any
particular environment and may be practiced in environments different than the one shown in
FIG. 1. In FIG. 1, a network 100 includes a server 102, a network bus (e.g. an Ethernet bus)
104, one or more cash drawers 106, and one or more wired or wireless devices 108. Each cash
drawer 106 and wireless device 108 illustratively acts as a node on the network as a free-
standing network device having its own IP address. In other words, the cash drawers and
wireless devices are not simply devices that are physical peripherals to a host PC. Additionally,
each cash drawer 106 may be connected to the network through either a wired or a wireless
connection.

[0029] In an embodiment, each cash drawer 106 illustratively has an identifier 107 that can
be used to uniquely identify each cash drawer 106 in network 100, and each wireless device 108
has a reader 109 that is able to read the cash drawer identifiers 107. ldentifiers 107 may include
a visual identifier such as a barcode of any type that is placed on the outside of the cash drawer
106. In such a case, the wireless device readers 109 may be cameras that are able to read the
barcodes. Embodiments of identifiers 107 and readers 109 are not however limited to any
particular type of identifiers and readers, and can include any means of identifying and
distinguishing one cash drawer 106 on network 100 from all other devices including the other

cash drawers 106 on network 100.



information. [0023]FIG. 16 is a schematic diagram of messaging and other capabilities that may be
provided by a cash drawer. [0024]FIG. 17 is a schematic diagram of methods of utilizing a cash drawer
database. DETAILED DESCRIPTION [0025]Embodiments of the present disclosure include cash drawers
that are operable by a wireless device. In some embgdiments, multiple cash drawers and wireless
devices are communicatively coupled through a network (e.g. an Ethernet network), and each cash
drawer and wireless device is optionally a separate device or node on the network that has its own IP
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drawer and Mﬁlre '%?HS&%%%%@?&%'H&%&%H@? i?ﬁmra\é’s%rdevice 108 is authorized to utilize
the particular cash drawer 106. If the wireless device 108 is not authorized, server 102 denies
access to the cash drawer 106 at block 210. The wireless device 108 may optionally repeat the
process with the same or a different cash drawer 106 at block 212.
[0032] If the server 102 determines that wireless device 108 is authorized, server 102 opens
a session between the wireless device 108 and cash drawer 106 at block 214 that enables the
wireless device 108 to utilize the cash drawer 106. At block 216, the wireless device 108
controls/operates the cash drawer 106. In one embodiment, the cash drawer 106 creates and
stores a record (e.g. an event log) of any transactions between the cash drawer 106 and the
wireless device 108 at block 218. One example of such a record is shown in FIG. 9 and is
described in further detail below. At block 220, server 102 ends the session between the cash
drawer 106 and the wireless device 108. The session may be ended after a configurable
predetermined amount of time since the session started. The session may be ended after a
configurable predetermined amount of idle time (e.g. no transactions/communications between
the wireless device 108 and the cash drawer 106), or the session may be ended based upon any
other configurable parameter. After the session has ended, the wireless device 108 may
optionally repeat the process with the same or a different cash drawer 106 at block 222.
[0033] It should be noted that the method shown in FIG. 2 enables a user of a wireless
device 108 to be able to selectively choose and utilize one particular cash drawer 106 in a
system 100 having multiple cash drawers 106. The user simply utilizes a reader 109 of the
wireless device 108 to read the identifier 107 of the cash drawer 106 that he or she wishes to
use. If the wireless device 108 is authorized to utilize the particular cash drawer 106, the

network server 102 opens a session and enables the wireless device 108 to operate the cash



[0027]The cash drawers may be advantageous in that they provide mobile point-of-sale (POS) systems
and low cost cash management solutions. For instance, instead of a retailer or other POS system user
being constrained to fixed location POS systems, POS users can use mobile devices to operate their
cash drawers. This may provide flexibility for examplg in the manner in which retailers interact with
customers and also provide flexibility in setting-up a store layout. These and other possible advantages
are discussed in greater detail below. [0028]FIG. 1 shows one illustrative operating environment in which
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drawer 106. At block 202, a wireless device 108 utilizes its reader 109 to read an identifier 107 on one of
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include any technology for identifying and distinguishing one wireless device 308 on network
300 from the other wireless devices 308 on network 300.

[0036] FIG. 4 is a flow diagram illustrating another method of connecting a wireless device
108 to a cash drawer 106. At block 402, a cash drawer 306 utilizes its reader 307 to read an
identifier 309 of one of the wireless devices 309. In certain embodiments, such as when RFID
or NFC technologies are used, a wireless device identifier 309 is read based upon its proximity
to the cash drawer reader 307. For example, a reader 307 will read an RFID tag or NFC chip if
it is within a certain distance of the reader 307. If multiple identifiers 309 are read at a same
time, the network server 302 may optionally have a conflict resolution process such as a user
interface that enables one of the two or more devices to be selected.

[0037] At block 404, the cash drawer 306 compares the identifier read at block 402 with
data previously programmed into the memory of the cash drawer. The cash drawer 306 then
determines which wireless device 308 is associated with the identifier 309. For instance, the

cash drawer 306 may have a table or other stored information that enables it to determine which



[0032]If the server 102 determines that wireless device 108 is authorized, server 102 opens a session
between the wireless device 108 and cash drawer 106 at block 214 that enables the wireless device 108
to utilize the cash drawer 106. At block 216, the wireless device 108 controls/operates the cash drawer
106. In one embodiment, the cash drawer 106 creates_and stores a record (e.g. an event log) of any
transactions between the cash drawer 106 and the wireless device 108 at block 218. One example of
such a record is shown in FIG. 9 and is described in further detail below. At block 220, server 102 ends
the session Bi@HREIRTHESEXIY dY A0R0F 12156 M #RsYERES deviek3088. Tfecaes sigieha)badhded after a
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420, server 302 ends the session between the cash drawer 306 and the wireless device 308. The

session may be ended after a configurable predetermined amount of time since the session
started. The session may be ended after a configurable predetermined amount of idle time (e.g.
no transactions/communications between the wireless device 308 and the cash drawer 306), or
the session may be ended based upon any other configurable parameter. After the session has
ended or concurrently with the session ending, the cash drawer 306 utilizes its indicator 305 to
show that the session has ended at block 422. For instance, if a light was turned on at block 414,
the light is illustratively turned off at block 422. Embodiments are not however limited to any
particular implementation, and embodiments may utilize any type of indicator to show that a
session has ended. Finally, at block 424, the wireless device 308 may optionally repeat the

process with the same or a different cash drawer 306.



108 to a cash drawer 106. At block 402, a cash drawer 306 utilizes its reader 307 to read an identifier 309
of one of the wireless devices 309. In certain embodiments, such as when RFID or NFC technologies are
used, a wireless device identifier 309 is read based upon its proximity to the cash drawer reader 307. For
example, a reader 307 will read an RFID tag or NFChip if it is within a certain distance of the reader
307. If multiple identifiers 309 are read at a same time, the network server 302 may optionally have a
conflict resolution process such as a user interface that enables one of the two or more devices to be
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table or oth8r¥ETFHORAL G HRE &7 é@“{?rﬁo 308 te HARNSRHIRRY PlCs g TEERR AR08 R
associated withieatisendnelegspiexirog)308thd neadas3o diavaaad06rmay 2080sopti tred e neldete30Ther

nformation s8R ek IRAIHBICI YIRS s AR 2te AR ARRCR 1nich

cash drawers 3 6, the cash drawer 306 determines if the wireless device 308 is
authorized RRUtA tRsparavalatisadhedieiverasByer $2 wieedssasiereadSndtes HetMArekss, the cash

drawer 306 &&"E@%@@ﬁ%ﬁ@&t@|ﬂ%kc493dFEW%rM@@'e%?c&ﬁHiﬁ@l@%e’ﬂ%fk@@%@ﬁ‘ﬂﬁhﬁelﬁ@tmﬁrpbgcess with
the same or a different cash drawer 306 at block 410 (e.g. a user m?éflace the wireless device 308 in

front of a dMé‘?&ﬂﬂ%&%ﬁﬁ‘%ﬂé\&@%@@ﬁ%ﬁ%@]Fﬁ/ﬁﬁ@bﬁ% A48 LRI SRR wirbAYCelVice 308 is

authorized, dasledizd6er 306 opens a session between the ereless device 308 and cash drawer 306 at

block 412 tgﬁ%ﬁfb'eﬁ%‘ "Yér ﬁc?\?} %?‘@%?33935 Paﬁ“é 20, §P9f§m§.ﬁ§%8me’fgs?'ock 412

may be tim ed as y aca rawer co tr en at sh drawer may
accept a cofgightd pr@ﬂﬁ’i‘p@'ﬁyv@beﬁtth@@@@?ere@ﬂ‘iﬂélﬁl ﬂfﬁé’ﬁ@'@ﬂﬂﬁ&t@d??&to@w@km&n@h@d&b% drawer

optionally U%Pé\ﬁae@r\/\?ﬂﬁ'ﬁ%ﬂﬁ&@ Edzleﬁtiﬁﬂ?t eta o %@F@sﬁeﬁ%@(%@nﬁﬁj alherSaasiP sy, be timer
based. As shown in FIG, 3, in one embodiment, each cash drawer 306 may include an indicator 305 that

shows wher? B d8IGBRAL0R dF\REeass) Wb sisRd. %{Mﬁa?éaﬂfﬂ”@ééhﬁ‘ié%%ﬁmcéé WirelesFASYIFED) that is
turned on taashawhthiaka wirekess Weidce 308 ravadvie(tq) coiatiRiF lDcagh DispwAr 86k Ipticatess/a05 are not

limited to any RRICH AL KN S LA CARLBR AR ANE IS RO AHLInY R Uan U RHRF" YRR Qfpgicator.

noted that the request can illustratively come from either a wireless device or a cash drawer. At
block 508, the cash drawer checks the authorization table or other stored information to
determine if the wireless device is authorized to access the particular cash drawer. If the
wireless device is not authorized, the server denies access at block 510. The process may be
repeated at block 512 to try to open a session with the same combination of cash drawer and
wireless device, or with a different cash drawer and/or wireless device.

[0043] If the wireless device is authorized, the server opens a session between the wireless
device and the cash drawer at block 514 that enables the wireless device to utilize the cash
drawer. At block 516, the wireless device controls/operates the cash drawer, and at block 518,
the cash drawer optionally creates and stores a record of events. The server ends the session
between the wireless device and the cash drawer at block 520, and the process may be repeated
at block 522 to establish a new session between the same wireless device and cash drawer, or to
establish a new session between a different combination of a wireless device and a cash drawer.
Furthermore, as is illustrated at block 524, one or both of the cash drawer and the wireless
device may have indicators (e.g. a light) that identifies when a session between a wireless device
and a cash drawer is active. As is indicated in the figure, the session is optionally timer based.
[0044] FIG. 6 is a schematic diagram of one example of a cash drawer 600 that may be

incorporated within at least certain embodiments. For instance, cash drawer 600 could be



[0040]At block 416, the wireless device 308 controls/operates the cash drawer 306. In one embodiment,
the cash drawer 306 creates and stores a record (e.g. an event log) of any transactions between the cash
drawer 306 and the wireless device 308 at block 418. At block 420, server 302 ends the session between
the cash drawer 306 and the wireless device 308. Thg_session may be ended after a configurable
predetermined amount of time since the session started. The session may be ended after a configurable
predetermined amount of idle time (e.g. no transactions/communications between the wireless device 308

and the casHitizafles dBejasy drveed 8o hky- BettiacashasanaFOR Hhl6ther Coafiglirasicoparameter.

After the segpipmdIRSiIR0SESE BhEBNGHEFE B WilIn 8rSRRERG 80HiRthdiR ferflefitrwesddpltiizes its
indicator 305 to show that the session has ended at blocb 422. For instance, if a Iié;ht was turned on at

block 414, ARFRNS TRIRPARVER) 1u ARG NP TR ASEY ERERIEH08R S APE MY HEIBY Y fi¥ed to any
particular ingolechetdattd), sgpuivensyodinéé atamidentifiz €14 nyntypiécatbirtlie st daesidenbii8at a session has

Cifforent cadldpwer SO oK R e R AR T QPRIo A G B Rt e
enables a UESSEWE Salarkrr shaermotoSoremd e sehacimigrkive Suchrng biRizB4one arfidilar cash

drawer 306 i)Y $HMGA0 hayinshsoriin|tarspRRKe B38hel BO/HEEESIALRIORIGCESR RKIEIesS
device 308 within close eno&%%groximity to the reader 307 of a cash drawer 306, such that the reader

307 can read@tHOREeES 4 SUARERAPSHIO F¥h AUt sdhBURETE A B PR S particular

cash drawec@ooutlieatee titidingenvEtRoRopank@. sassioh ataenatheldhe eotciedothevite 888 to operate

the cash dr : rdi t ' . nhe useful in settipg- managing
a system 30%3?/ rﬁ{gg}%% @Eﬁ?p%% e@@%éﬁ\ﬁitz:%z %%%YV é[%%]s é:g%% 'ﬁ rg%gfgsﬁgogg %O%%%]%%gg‘sldl% %EI}%W diagram
illustrating dfigaier&itgh drafea et Gy rinelipg aspiretedey ife\aderessd tash MelieABEBI6ERIBY2 each
cash drawergpgter i‘d’éﬁ?iﬁé_f),dﬂé‘é?tiﬁﬁki%ﬁ"%&lﬁfé( hﬁmy!@g.v&a’tmmnim@miiﬂ@ﬂﬂﬂ% (@@ & e address).
At block 504, an authorization table or other information.is created and stored on a cash drawer that
identifies w2 TSR L& BreViceRoxterd L HABYiz 80t Pa bt (RHHOHaESEN AR dPD (P 30iBTRBY B tag IDs). At
block 506, asindantechboky \ahiel isaskttoopeacassgssioopbieveteatadurinjesmsievice and a cash drawer. It
should be n hat [ t ikl iMel from eith irel evice.or a.cash drawer. At
block 508, tﬁfeg%afsh d%%%ﬁa&%@:kgs%%ér%%}%rqga%uﬁwf%%%& %&ee?rgsaegrgé\? i%?ﬁ‘r&h“ﬁﬁ%%‘?gs (re?%?r%ine if the
wireless deVie® igratitlabizedntielrsedisyites Hartadiks.choh Wtindr| & theimibelExedd\ieammands authorized,

the server dedHRs:aaRRRS ¥ RINAMETE; TGIRIIERSH MAY0RE: ERGaRH ”k P HnmAGd theiRoRsN 2

session with the same combination of cash drawer and wireless device, or with a different cash drawer
and/or wirelB& GEMEE CRIDAATM thB" AR L Baya e asnATaNw se s QRauslosptsalys S88EBAhetween the
wireless devieetrdave tie clashetticavleyatdrtoeing 14h tigigenablepdtitioniiesstide\ite daatilizewize cash
drawer. At bloc§l< 516, the Wirelesds devi%e ?odwtrols/og)erates the ctash drawer anq a{(?lo%k 518, the cash
.asseI event I?eq comgwan a controlled userac es[s command 0 set a realetlme clock far date and
drawer optionally creates and stotes a record of events. The server ends the session between the
wireless deVige staoping cAskediaed acisiockaBR0akdiblelradien vissiel ralatdrnablodhisatl cediners 22 to
establish a ReWGEBAIRN REIMEE DR BANSVHIBIERSASKICERAR £ ERINSENRE thesiaBlishiamew

session between a different combination of a wireless device and a cash drawer. Furthermore, as is
illustrated af 6Bk B510 OHWA Gth RYYRE Relen MR PRAT BsiTkIaLE B@UigéaW%)P?iaQQﬁﬁ'&‘?éators (e.g.
a light) that idenéiftep, \wihe tashsrasiambaivies ol Gl rtless spesiftel ainck ancashl drveeroisigstiive, AS is
indicated in e fare {0 session f5 ppionAly Umenbased JOGFIGR B schemaliqdiagram of one
example of acash drawer 800 Ehat may be incorpora ed' wfﬁnn At1east Certain emBodlmeEtg.’ or
instance, caghealspneaver) soaltitse - SnyutiliridcagthandashadralaeropienallFICe ineludedcadthidrawer 306
in FIG. 3. Cashdliiawgk 600 optionally includes one or more of a casing or housing 601, a network
interface card 602, an addressing component 604, a processing component/controller 606, a memory
component B847hin a@t@ﬁé?é?'@@fﬁ?eﬁtﬂ&%qrb%ﬂﬂ?mﬁ% 'i?jé?ﬁ‘%i@r'éiﬂﬂfém%@%ﬁgﬂ grevea i reader
618. [0045}kdNwbvetdnkerfaoacard@dndnslattrsssrigatsasivesttbed ischiles o unanersitidatartband receive
data from e petork for example rouah 2 Aemork bus. soh 89 bus 4000 KB, Lorfusiage in FIG. 3
The transceiver may optlon%ﬂﬁ/yuse Bither 2 ired CSARECHON of oe Wil Yecthno?ogy e.g. a dongle) to
connect to thidqueteeoid. nninaree eaybbrlirershes gashofiaMed BOBccess rmich(d4Aftii2iftesh sEhbeenet
standard. Ingckya¢ase ncarind BB ARRAD BrathsEeHISRS RRORES BRI iR NS A d/igstFgtively send

messages in the form of a data packet called a frame. Each frame optionally includes a source device
address (e.§eAIMIHRAMEIHS € pnfiklestrfbrehin Bl udRBtiAGHIBT e wiiE Hetd FRES (@G TRIRAC
identifier), the data to be transmitted (e.g. the payload data), and a cyclic redundancy check (e.g. a 32-bit
cyclic redundancy check) which is used to detect any corruption of data during transit.



[0046]Additionally, cash drawer 600 is illustratively able to receive communications from a POS terminal
(e.g. wireless devices 108 in FIG. 1 or 308 in FIG. 3) in the form of commands. Some examples of
commands, for illustration purposes only and not by limitation, include an open drawer command, a
prompt to have the cash drawer return its open/closgg status command, a retrieve and clear event logs
command, an assign user specific information into a cash drawer asset event log command, a controlled
user access command to set a real time clock for date and time stamping of events, and a cash drawer
audible andfbragidigatiagesesasmrinleativay| becketanddn AResstibaaNse dRumBRCOr eR AloeidgarrbRMible and/or
visual alert. frgfoitstanremnpudihieAlesgnayRasettostolow aeasidmvaidRangsaprmnesmy a POS
terminal, a cash drawer being opened with a key, or a cash drawer not being closed after a specified time
interval. Als& ¥ ME&nce, a visual alert may be set to indicate when a communication session with a POS
terminal (e.§o0@& 8Yirel o chssitte csrpotivet/cAnty akires @ minstateehn agpaisds aptiapalistivesindlaakd within
embodimen d inaj [ficati i ini 1Y > awer 600
to the netwoﬁfﬁﬁpgéé?er%{ g'?‘%r%%ﬁ%?ﬁﬂ%ﬁs@% %@rﬂ%@ﬁt ilsﬁrﬁ%ﬁd%% gﬂﬁ%@%ﬁ%ﬂ%%r that is

used to uniglgeigeigemtmeneopiaticUlizg Rei%eTdrerIEp e PosiAB AR el o pash davieetoTiealelpitide serial

number maybenésaghasrrRashef aibladinAceraRRAE (WAL addsaateCiRMRMtEoRkAY dhe network.
Embodiments of the present disclosure are not however limited to an &articular addressing scheme and

) Yy
illustratively3EIGEIP S JOBASLYRTY JCHRTENESHAT BSONRIKIERNIoter BPGh Esaies Saf fR5¢ may be
used includeathoswieabpsatDynanmialstostrdonbigudadioe Rrivtocal (DEGPhtPdad)ite ss ragsegtiment and
those that u i ssignment/reassignment. [0048]Processing component/controller 606
iIIustrativeIy%%ﬁ?éﬁdiﬁ%gg&%f?o&s of cash drawer 600. In one embodiment, controller 606 includes a
network corlMr portitndgiigen c@atRIEeE BaLHENesREptiensh THuMSE EoBite dBfRrBREPHeRGosVeRdBiks the cash

drawer to b%_rﬁﬁé@?"?ﬁ*e‘lﬁg“éﬁtﬁ@é‘é(fér bﬁ@ﬁaﬁllﬂé‘vﬁé%%rﬁWW&W@W%W@%@%&@@” devices
and applications on the network. For instance, the network controller portion receives commands for cash

drawer oper e WhENAReP v s disrParadiRd o IRanEM eEoPRIE 4 A8WS: 2L AR §9&RAEe and/or
application. 10O4PKT hEdestoicec @otmodiberpastion stoves adsiidiavaetudeyiéeintogmatiiorasdesgnt log
entries. The entri re_fo le.stored | -volatil re that.data is not lost
when the drgh\?v%?' @erd(?g?:@ﬁﬁlagvcé[@ﬁ %%ﬁ@%nﬁgw@r%%%%\é r%%u o%ﬁ?@)gr{é\}g%@g gté naﬁ%ﬁ?é%%é v%grk. The
device conttbieepeittiens sdseotprfitole dgleastuatdaten Gt gillawsidhs-swsltirangitidahkecapenefawer that

monitors the-QRAIMEIRS aRsiRlis: ABAbRLIaNISe @ flssiricalpilsp thalenergigcd Heieraid to release

a latch that allows the cash drawer to be opened, Furthermore, the device controller portion may support
auxiliary hatBNCAE'(E1G: RGYRITERET ALAINAISEEYE CaRENYRAERIE1 8F fRsh FERMRIQU HIBUIRE feedback
of cash drawtatuspecationsuonstdituiesuoh lamtd(E g atEDsitetht o pightsates galdiiRsaltmatthapmifostatus,

audible alerts that inform users 8{/ W%quaeﬁsd?earbxa{f {Fhe cash déag\r/] { has een op&r%%%ragpéor reading

an identifier of 8 POS termina a{e.g. a ereﬁessa(!jvee\;icei at %O%neear‘by. g0 gr%r(])r'y component 608

includes any @fpleroricdisinandrelesrdevirehthbids neatblse useful in operation of cash drawer 600. In an
embodimenfpBEMOry£RBRPEGHHGRABEY IRAlHES Xalatis apdannndeiails memay rafaryaion that

should be retained despite a power loss is illustratively stored to non-volatile memory such as, but not
limited to, a4$Rin B ORFARHOGH FATe HAE R&noly), Bt BRREN ALK B THA RPEORTEL ¥ kdon that may
be stored toimy olstitReranmeaiy-iotitidassvent [ngfinfrtvatien swdldneliciines desgitan mpeiating
system or P|(C?S§ %Rﬁﬂgt‘?‘éi?v@y stored to non-volatile memory such as, but not limited to, a magnetic hard

disk drive, flash memory, or battery backed DRAM. Some information that may be stored to

non-volatile memory includes event log information and applications (e.g. an operating system

or POS application).

[0051] Optional power supply component 612 facilitates any needed power conditioning,

transformation, etc. that may be needed to power the other components of the cash drawer 600.

For instance, in a situation in which cash drawer 600 receives power from an external power

source (e.g. a 110 volt alternating current wall outlet), power supply component 612 converts the

alternating current into one or more direct currents that are fed to the different components of the



[0051]Optional power supply component 612 facilitates any needed power conditioning, transformation,
etc. that may be needed to power the other components of the cash drawer 600. For instance, in a
situation in which cash drawer 600 receives power from an external power source (e.g. a 110 volt
alternating current wall outlet), power supply comporent 612 converts the alternating current into one or
more direct currents that are fed to the different components of the cash drawer. Similarly, in a situation
in which cash drawer 600 receives power from Power over the Ethernet, power supply unit 612 performs
any neededc@ghdi@rsebn Sirakagioimagivalion Wil eaghdravecehrefeivrs meweiierB Mavicdite their

electrical reméi@mﬁgﬁ-p[sw&?&@d@rjpunﬂ{ BRAGRFEARs I8 U@V e\ R KPRHERF SNSRI BRS@E hSRer in FIG. 3.
Embodiments | rativ%l)y include an t%%e{ of reat%rilgﬁgand/_or scanni[qi% device. Some examples include,

llus
for illustratiol PFHEsES LRGN G itatSh B IS B ode reader, and an NFC reader.
The reader gID32hay kpiiocal pesdtedéd@hin iHestashetraaveeddeanygossibieadanBuratiofld-08.instance,

th d ] ' | 3 ' [ tiall
complotely BB R B B e B rough
a window iniAuEEnEPBOILSEIPB ATROSeS agfxiandradh by InHEdi9o, anyRTARi AT caMAgEstGAdYNd include
any configuratiR. NEed3Haationl ieiRRriBes Gk ik iHesHRNMBH \HhidentiBahHelasHdrpiisise7 in FIG. 1,

and optional indicator 616 is illustratively an indicator such as indicator 305 in FIG. 3. As discussed

previously, (RSHEHEET4 FOLYHRIGRSIFR S5 DRiBNRANANE PR S SOl e Dot limited
to, a barcode doURiRYDE0AgHar aphiEalghipcd mpleadyreahosedairmgude apeyttypéndfoasidpsiswal, or other
indicator su , t limi ' . Q E r a larm speaker).
The dentiic IS A Ceaie e g A Maice FLimkohd S8E bt AR, Hawer
as is shownaiig fieé lipilediiagrayraricricenfigwatiog 8\0THH e ray FoRfigusatieimatic diagram of one

example of paesyer 196ithal maxiner pLoTPIaRaNMY BralIeRFFelidnSMbRFENebisiFaGnstance,
server 700 could be utilized as the server 102 in FIG. 1 or as server 302 in FIG, 3, Server 700 optionally

includes on@"Sr PABPBALAIRAIN PG HiFe ackaHNRlY A5 Indir A UStiAY) WdifpiBhae 704G procSsing
component/discusedte prEQELaIyn édaotifiotnp angnintQiiccapp tyee ifpgukyid] Msahdoanthkd intatiiee 714.
[0055]Similar tp the ¢ [ r.net inter rd 602 | t rver rk interface card
702 includeguéﬁtrgasf?gléﬁ?éﬁ[ﬁgv |§%B;g%{)&t¥%h%ﬁﬁdg?§%bogé %Ectg&/@pdgt%ﬁ%trﬁ 'f#eg %é%v'gr L,ﬁ?(e)r example
through a néfydyRepfsauion \dsH bl Sraheinicatar shdhuas 34 NtHIGIS! Pha lichhdesivanerpamegtionally use

either a wirqEERNBL QLG REH YR IasIeFRRIRYY (R ddenl AR RARAIIAINE 18P e IN One
embodiment, server 700 communicates in an Ethernet standard that utilizes messages in the form of data
packets calldiligeghip connecting a wireless device to a cash drawer as is shown in the flow diagrams in
FIGS. 2,4, and 5.
[0054] FIG. 7 is a schematic diagram of one example of a server 700 that may be
incorporated within at least certain embodiments. For instance, server 700 could be utilized as
the server 102 in FIG. 1 or as server 302 in FIG. 3. Server 700 optionally includes one or more
of a network interface card 702, an addressing component 704, a processing
component/controller 706, a memory component 708, a power supply 712, and an 1/O interface
714.
[0055] Similar to the cash drawer network interface card 602 in FIG. 6, the server network
interface card 702 includes a transceiver that is able to transmit data to and receive data from the
network, for example through a network bus such as bus 104 in FIG. 1 or bus 304 in FIG. 3.
The transceiver may optionally use either a wired connection or use wireless technology (e.g. a
dongle) to connect to the network. In one embodiment, server 700 communicates in an Ethernet
standard that utilizes messages in the form of data packets called frames.
[0056] Addressing/identification component 704 is used in identifying the server 700 to the

network. In one embodiment, addressing component 704 includes a unique serial number that is



[0056]Addressing/identification component 704 is used in identifying the server 700 to the network. In one
embodiment, addressing component 704 includes a unique serial number that is - 12 - used to uniquely
identify the server from amongst any other device. The unique serial number may be used as part of a
Media Access Control (MAC) address scheme utilizgg by the network. Embodiments of the present
disclosure are not however limited to any particular addressing scheme and illustratively include any
addressing scheme. Other examples of addressing schemes that may be used include those that use
Dynamic Hé5e€ B avatioldantiyors| e Cignremaassisany ssiigh fratteanthtgdaunh atrid O WRleE IP address

assignmentifgyassigeiaiar{ 892 fh &Y ressiRCEATIM IRt caitialac Ot bt ive e Astielk the

operations of serm7oo. n one embodiment, controller 706 enables the server to esta(mish a network
that allows ol EOMHIRBRLIEHY PG5 D ORL MW Qi COU A doapN PR AANE T vork. For
instance, catratier aHa6 ithayr ety cmelndanats/ tadtsisidgascshesnand @lkerrexaivaesash atamssirigformation

(e.g. log daig) frqro lﬂ’é'%’n?@fBeclf&\q)?ﬁc?ﬁb%t?FB%t%%%sLOB%fJMﬁVH‘&E;’ &8@8%‘38& %9@89&'@9%%9 y type or

combination of mémory that may be useful in operation of server /00. In"an embodiment, mémory
component FOBIfRS astiliiecvbiat thessdhabrse siatitd haeahess asnenmeatitagaigngrolild be retained despite

a power losgigsiustrliyelyssig@fh i MaRsRiRdiRMesMNs PARRIGScdoROhinsiiediena dnagustic hard
disk drive, flash memory, or battery backed DRAM. [0059]FIG. 7 illustrates some examfile of

data/informdfi8n ¥haPHFRPRY ’B{BSFe%OftSWSHQﬁ/eES JR M0 EYARNS R REWNE R 8 d8hent 708
may have adaokwiczloles thatbenainesitiee detveed 0@ vied eantifyappliastiondaocabb deaveek.anedor wireless

device giver tic i ifier (e. [ if] C F ip). Memory
component VR oy paHEn e 2,0 EIAE B AR DAL R i S e,
devices areiafaienieadad - deggifranhadsshst dinses OViEnielyadmponent 708 may further have event

log informatjenst)at isnmEs, fesuBRsOT B GFRIGAS AYANYSE %r%ﬂﬂf@iﬁéﬂi&%@%ﬁéﬂﬂﬁ%@b@m an

operating system, the network, a POS_application, and any other needed or desirable program.
[0060]0ptioHSWolPESy ehiipEhib 19 b iftad BE) n REHO SRMACEERM i 7Y, F5Sformation,
etc. that mayolsikemdathiovphiiier itienothel idompoine nigtahihddsier retaif@0. despiia stapeer i0sa Bituation in

which Se“’eiruﬁﬁPa{ﬁg i"s‘?oslroé’ao}’é(eﬁof}F @lﬁﬂee%ﬁt%%' Qi s Suf %%t(?’l'r%itlgql[%o Y %&Az%.f@ﬁ(g;agd%wem wall

Q
outlet), power supply tomponent /12 converts the alternating current into dne ormore direct currents that
are fed to théidefdpshmesrapo e hetiesy trekasARASImilarly, in a situation in which server 700 receives

power from f3guegr overdhe el sBRWekSHPRI b LUiitafhfoRREIRIMBAMNDaRA86 ed to memory

conversions/transformations of power so that the cash drawer components receive their electrical

requiremen&qmponem 708. For instance, memory component 708 may have a look-up table that enables
the server 700 to identify a particular cash drawer and/or wireless device given a particular
identifier (e.g. an identifier read from a barcode, RFID tag, or NFC chip). Memory component
708 may have an authorization table or other information that identifies which wireless devices
are authorized to access which cash drawers. Memory component 708 may further have event
log information that is pulled form one or more cash drawers, and/or application data used to run
an operating system, the network, a POS application, and any other needed or desirable
program.
[0060] Optional power supply component 712 facilitates any needed power conditioning,
transformation, etc. that may be needed to power the other components of the server 700. For
instance, in a situation in which server 700 receives power from an external power source (e.g. a
110 volt alternating current wall outlet), power supply component 712 converts the alternating
current into one or more direct currents that are fed to the different components of the server.
Similarly, in a situation in which server 700 receives power from Power over the Ethernet,
power supply unit 712 performs any needed conversions/transformations of power so that the

cash drawer components receive their electrical requirements.



- 13 - [0061]Input/output (PO) interface 714 enables server 700 to receive and output information to
external devices such as, but not limited to, a keyboard, mouse, touchscreen, monitor, printer, trackball,
etc. This enables a user to interact with server 700 to perform functions such as setting-up the network,
programming or configuring any cash drawer parameters (e.g. session duration), reviewing event logs,
and any other functions that may be desirable. [0062]FIG. 8 is a schematic diagram of one example of a
POS terminal/wireless device 800 that may be incorporated within at least certain embodiments. For

instance, wité96sk delipatautreb(li@bigiRse d dsfiaeloiparses GBVR EE iANH e P IdNESNAeRess device
308 in FIG. & xamal exarwlascrhsptifistimpiementatiyns £6 anwielessderisa SanReiusineievices such

, but not limited o tablet ¢ (e.g. Apple iPad, Motorola_Xoom), smartphones (e.g. Apple iPhone,
G Evoy, dGHSRINRTe pJRRIRHES Bl & S SRS To o i A S s,

netbooks, asuttiagigptoe mwteks pEoplaothiting ris anefigoti g agy egshindii@ektopanynp@rti ¢elqr sgemor

configuratio igit l i [ ' Utilizing devices different than
the one sho{i/l\tljrﬁgltr% ﬁiﬁ@%&i@é&?ﬁﬂ%iﬁ?& &%@%%%@%ﬁ?oﬁ%ﬁﬁﬂ?%ﬁ%é@rﬁ or more of a touchscreen
804, input kEB¥$Z06, & Corftisifesgpeotatissirman oneit 614Bale 04 T BRPriaHTedlOMisetasdiRdea?thunications

interface 81q iNgéeARR Bt RS (Siépeaean(enB@inRne apdamatihies, ikl dRuebREr86m 804
illustratively includes any type of single touch or multitouch screen (e a$acitive touchscreen, vision

al ( g, C
based touctfSUIEER V{7515 NS uLRIS HYACRIQBIN 0 Geledt 3 WUEISTIRYA SRAE R Tonting
touchscreere:@ddp e diggmreifiddm piputrdaianeod avdrekys ceoidirtate sjchalsattvicethwi detdedhetd rmontact. Input
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ot cata. D B A o S e el e e
QWERTY kENSodren)etdiqu@eanisnidiny B 0iciRigeeys/ dragi e/ ARRIA-BRsti € el capittnaltidistilvolatile and

non- volatile,ggemdy nM&fG@ya%loléiBﬁ% %mm&@e@ﬁ%dﬁiﬁ&f@%@ mﬁrhgﬂ/@\_féfpﬁrﬁifté&%(aféf For
example, memory 810 may include any combination of flash memory, magnetic hard drives, RAM, etc.

Memory 818%HGFHY tHR% SmERREI LY QoMo AQBHGh A BrenAdsl & HpRYRE IR R G cash
drawer systetilizidgseviicesidifeaeat ihtenteryrdkoowayralsofgioke user saved data such as profile settings

and/or cont wnl rom. rk niroller/ r.808 £an.be implemented
using any tjpéé%’ con?% I%g é%@é%s%@%gpggﬁ%?wh éﬁ%%sl}i%ﬁl'% é%ﬁrggf? @ga%g%grg%g‘g%’ﬁs@r{ﬁ §ts and the
stored instr§fores eonfherstecssamaRis memeovitiling syetenisistiitnagneditleleemmusgaiorOS/cash

drawer systgiRgradd812, a housing/case 814, reader(s)/sensor(s) 816, and an identifier 818. Touchscreen
804 illustratively includes any type of single touch or multitouch screen (e.g. capacitive
touchscreen, vision based touchscreen, etc.). Touchscreen 804 is able to detect a user’s finger,
stylus, etc. contacting touchscreen 804 and generates input data (e.g. x and y coordinates) based
on the detected contact. Input keys 806 include buttons or other mechanical devices that a user
is able to press or otherwise actuate to input data. For instance, input keys 806 may include a
home button, a back button, 0-9 number keys, a QWERTY keyboard, etc.
[0064] Memory 810 includes volatile, non-volatile or a combination of volatile and non-
volatile memory. Memory 810 may be implemented using more than one type of memory. For
example, memory 810 may include any combination of flash memory, magnetic hard drives,
RAM, etc. Memory 810 stores the computer executable instructions that are used to implement
the POS/cash drawer systems described above. Memory 810 may also store user saved data
such as profile settings and/or content downloaded from a cloud network.
[0065] Controller/processor 808 can be implemented using any type of controller/processor
(e.g. ASIC, RISC, ARM, etc.) that can process user inputs and the stored instructions to generate
commands for controlling systems such as, but not limited to, POS/cash drawer systems. The

generated commands, etc. are sent to communications module/communications interface 814



generated commands, etc. are sent to communications module/communications interface 814 - 14 - that
transmits the commands to the controlled systems. For instance, interface 814 may send commands to
one or more cash drawers through a connection to a network bus (e.g. network bus 104 in FIG. 1 or bus
304 in FIG. 3). [0066]The controller housing 814 can pe any suitable housing. In one embodiment,
housing 814 has a form factor such that wireless device 800 is able to fit within a user's hand. Housing
814 may however be larger (e.g. tablet sized) and is not limited to any particular form factor.
[0067]Wirel&$$ HaRsEUIBUT feABHBRAMISHOARYCAEIRMRIS YFENdT: nidiel PelanessiRiAtAce S3AIBRY 898! and one or

more identifigrsSdis REFEQH SHFEREMN FhRd mﬁ%mumbiﬁaﬂm%@m@hm&wers or

sensors. Sor’8e examples gf readers/sensors include, for illustration purposes only and not by limitation, a
photographit’atfduitBo A v Y BYPREID reader, a NFC reader, a proximity sensor, a barcode
reader/scanj®ob6q molin samesnle(ehgusingaétélemmnieteny aslightilsemenmg GRSorecemierdntaimperature

sensor (e.-g-hégﬂﬁg@?&‘ﬁ%{?L??aﬁﬁ‘??é‘tmgéﬁ%%ﬁﬁﬂé@%s' A '§6§ ﬁlﬁ)l%”i’&'lﬁf?(/ﬁﬁﬁ InGlude pny.
combination of orie or more identifiers. Some example of identifiers include, tor illustration purposes only
and not by |MeHaREP14rMmaytNeVEY P slveaR B D. tialeh eadad (& Pt dineited tyandiRfeiEiBhaPHarcode),
and an NFGgldp. Additionally identifiers 818 may be embedded within the wireless device housing 814 or
attached to the outside of the housin 814.%0068 FIG. 9 is an illustration of one embodiment of an event

log that is gET&Ated ¥YEERAPUICH A JHANE SRRl itdHETR ORF (@ § HB a8t AR MIK SAny
information 8iétasdusefor foraddetaifieng Str@u iRl esieoE)ipanson(sHabégengi veste draywensbimayidrecstored in an

event log. In . the ifi I [ . v ' indjc 4, atime
indicator 90%,%8@\%%\%? eé)éwtl &%S g?&g’%‘ e%gﬁ]?s?%?mg%ér%%?%{%%ggﬁga%‘v%% eézgc';e@%gr? 8Htifier 912.
Event identifi¢iPoBs R INugiifafiviehy dichatiamaa ebptesisohigsaisircuisihalcaneriresem-Ebmadeash drawer

events that fay heagientifiegtdRetige &aa3h drayRbaPeRRXARBMer CAMMaRth agrsh degyveropen by a
manual actuation (e.g. by a key), a cash drawer close, a length of time a cash drawer remains open, a

ya.
connection BFAIEITAIRBHIERRRSGR & BRSHETRAVGEALRRRE G SPRSY BohareBMeeRls) B ddaptor)
power up omhjmwetticdessoraudidbetifiet 8c8vsitiohslyetanEvehidstatys idanititiod 16f may identdye a status of

an event S”Fclér%ﬁ(ijﬁ%?C%%?éﬁl"f‘xﬁﬁytﬁc%?ﬁﬁé'niﬁ?e@QH%Tuager Y iﬂh%ﬁ%t?&ﬂt'ﬁr %E?‘&‘Mybgn%e%tr%d or useful.

Wireless device identifier S ratively stores an indication ot a wireless device associated with the
event. For dyanapie) i atiive FIRSHERDENEE dbiceponéeof ANGIOpRVorRENessienalibrisadin) aanetwork open

a cash drawgr NF&Sch[POBRURI AT kiRl AR Tha) e SRvicRRIQENralesrirgaicarAne/or

network housing 814 or attached to the outside of the housing 814.
[0068] FIG. 9 is an illustration of one embodiment of an event log that is generated by a
cash drawer and is stored to its memory (e.g. non-volatile memory). Any information that is
useful for maintaining, troubleshooting, or managing cash drawers may be stored in an event
log. In the specific example shown in FIG. 9, the event log includes a date indicator 904, a time
indicator 906, an event identifier 908, an event status identifier 910, and a wireless device
identifier 912. Event identifier 908 is illustratively a code that corresponds to a cash drawer
event. Some cash drawer events that may be identified include a cash drawer open by a POS
command, a cash drawer open by a manual actuation (e.g. by a key), a cash drawer close, a
length of time a cash drawer remains open, a connection or disconnection between a cash drawer
and a network, a power supply (e.g. DC adaptor) power up or power down, audible alert
activations, etc. Event status identifier 910 may identify a status of an event such as successful,
unsuccessful, unknown, or any other status that may be required or useful. Wireless device
identifier 912 illustratively stores an indication of a wireless device associated with the event.
For example, identifier 912 could identify which one of multiple wireless devices on a network

open a cash drawer.



servers) connected to a cash drawer are able to retrieve and process event logs from cash drawers. For
instance, a device may be able to perform and display statistics of a cash drawer. FIG. 10 shows one
example of a user interface displaying statistics calculated for a cash drawer. In particular, FIG. 10 shows
a "Cash Drawer Access Event Log Report.” The vertjgal or y-axis includes a number of access events
1002, and the horizontal or x-axis includes a description of an event. In the particular example shown in
FIG. 10, the events along the horizontal axis include a total number of system prompted openings 1004, a
number of SiP8&h prdm i ¢BRRAMYY. irPFRIPToFAG0B\ACEStA R GurialesT rifiteal pERintEVIT6s, a
number of reaeial RRREEE ifd thisdao dALes artotaldymkerQkoRrNfritdte e lensysiemdmorasted
openings 1012, and a number of open failures for system prompted openings in this log 1014.
100701F1S P 19 LRGN LB 8 26 AR T 264 BRSO Rl PiFPSB e hbodiments.
EmbodimenksGoflihehpressanet ezl s wifen arse rhotefaveai gyl iymite stdits sy cplattiatathfotypeast destedrawer, and
embodiments | VelyAi h i fi ian..F | tive view of
cash drawelﬁlqggi.é[lﬁ%& %Iﬁ r;%lojs\(ﬂvévgfgt gﬁ]@ﬂ%&”ﬁ%ﬁ%ﬁ%‘é&%@&ér L@%&%ﬁg@ 181%§,,/§§§(1 rfgioveable
drawer 111Mcudes amsriches afi aessrventablB0dr aneé thelhorizeniaboe Xritd aindlelrsof ¢rsedmign ofio, a

manual Opeé]ﬂfcéﬂ?@ﬁ.mﬁﬁﬂ%nﬁni&ﬂ&ﬁeé@@éa@ keyAcK) raad forenaoxahle Hibdd 1k fapdRlgindagiarrency,
receipts, etc. [0071]FIG. 12 shows a tOP own view of cash drawer 1104 with the top of the housing 1110

and the till 1158%5a%i ISR PamBl & RGP PP AE PRSI 4 tr AV PED 2 T YGRS St
bracket assepehiygt 220ttt e bdog/clogitad) tHenbeo wefaidbenchibomeniigt 216081 annalabiriasfl airouit board

1222 havi - ical ing t > electrical circuit
oard 1222 N e AL 0 UL R IR T o B BBl T et o
cash drawep8d a 04mheioienad EaHwies IR YRR ORRISHgERRiBgfdbINS gL BEArds with different locations

(e.g. beneafagpgyeafsdranend 25 2hdilGn dRafisib ek shawysdhkrashidaeRy bo4dasidema lock rod

1224 that connects the manual open/close mechanism 1216 to the latch bracket assembly 1220. Lock rod
1224 is illustrAERAIR IS B RIS 108 R RETRRh FISClRsH B AR ISF JRWeMEh MBS M AL G hver 1212
into an openypesiiforagdOdialkd (s Sindl3 ewnieb didhsitowi ikxaatplelyg ohbivalasesiintégriaess Hainmagnpe used to

set parameters.assqciated with a.wirel ViC I h dr r. el interfaces can be
viewed and Ct?tl?slf@ga %?ﬁmg@o%ﬂ%ﬁ? %géelgteyerﬁeegl\?s%?c%sﬁér a%:véeg 1@:&5 gi(a%nngeligosaéwge{ﬁ‘ac&éa-sﬁncluded
within a wirélkeseigblfddn@ugesia vicaao®isirgd 11002 suBdrbiel dragpahtldraseicotehides d 1sdithal 102 in

FIG. 1 or 302,ipiE adr Q33 GA3RBOME B HASHGCR 1B0D haviRg dyeaMiEonkerkAkmMand 1320.

Window 1310 illustratively shows each of the cash drawers connected to the network. Each cash drawer
is displayeddde(&81aH8N 18RS sRAYaRIA N b HiR FIMINE SUESBEY RSS2 may also include a
details buttqoar314 artiGa D20stitovsbaltgndb3b6vidvuse casiayselect ohe witihg e aghariweiolisieg 1312 and

then press K150 t3hd R Yo SEIRIS QL S B08R Hsy 9% LSRR RoR AR 118, BRBTIRN (heccash

a latch bracket assembly 1220 for opening/closing the moveable drawer 1212 and an electrical
circuit board 1222 having one or more electrical components for operating the drawer. For
example, electrical circuit board 1222 may include one or more of the electrical components
shown in FIG. 6. Other embodiments of cash drawers 1104 may include multiple circuit boards
1222 and/or circuit boards with different locations (e.g. beneath moveable drawer 1212). FIG.
12 further shows that cash drawer 1104 includes a lock rod 1224 that connects the manual
open/close mechanism 1216 to the latch bracket assembly 1220. Lock rod 1224 is illustratively
used to release the latch within latch bracket assembly 1220 to move drawer 1212 into an open
position.

[0072] FIGS. 13 and 14 show examples of two user interfaces that may be used to set
parameters associated with a wireless device operable cash drawer. The user interfaces can be

viewed and utilized on any computing device. The user interfaces for example could be



[0074]Window 1320 shows one example of a monitor window. Window 1320 includes a number of
different buttons that can be selected to view details, perform actions, set parameters, and perform other
functions associated with a cash drawer. Some examples of buttons that may be included are a firmware
load button 1322, an open drawer button 1324, a gejstatus button 1326, an enable event button 1328, a
disable event button 1330, an enable announce button 1332, a disable announce button 1334, a silent
open button 1336, a get log button 1338, a clear log button 1340, an RFID time out button 1342, a set
time button Mghudled with e Wil as6 deYice3ed) Saviee | D& iSsb bt BASHBFKp ShaRIEOpaALEYSHutton 1350,

a disable byzzeshution #bi@an BB ¢eadiary button 1354, a clear all counts button 1356, a system
open okay hutton 1358, a sg/stem o?ﬁen fail button 1360, a manual open buttonﬁéfGZ and a close button

1364. [007514G] 14 SHGE D URES TbSFrARETS0 AR MAY BHSNINNIRRRNE 134022 HA3Y. Window
1410 is illustEtividlystiat sy aw seaulaoftthevoastovalt O con kéGed . téineiowrk4 Hadhispshylavger selectable

lines 1412 that. | t i 410 al
inciudes a e BT 4 B o M A B on
1419, [0076MbieckdeteilsilBUiRIbALaZh I SRR Bijtemddkba AuriBieiay RelgvbAR af dhectars

associated wityé Satacietbeaahdipyess hirtoR@pte WelRdRwi b4 s s brdnfermasiopuabeut a cash
drawer's produc:ﬁ(g%e, IF address, subnet mask, serial number, device name, MAC address, gateway,

and DHCP. YARSINAUSH eL7N 8N ude a configuration button 1422. [0077]Network configuration
window 143[0034]jlustrativetydispiastenivéeoge pripaplp dhiitenditio wibda?.inMimibonl 322 tidusietexted.
Window 14 ' [ I [ h rameter ut not
imited (0, a S A RAEha e B RLle AR AL PRR AR ARSIE S S e 1450
may also inéhstReHaM@heHidUICIPB assat @iedie 4 CRBroigweTalsiertRxBBRs CfFUtiRIRtIOA M880 may

further inclugle /AR R RUEARHMAS 10d7 buasK B3oBnGebhstanI43iRSitae) doRe hauwingew with

saving entered information or to close the window without saving aré%mentered information. [0078]In some
of the embotfirferts TEBLBEILBGRN dgdterndisahle Gl RIS Sdh 48etnghe announce button

1332, a disable announce button 1334, a silent open button 1336, a get log button 1338, a clear
log button 1340, an RFID time out button 1342, a set time button 1344, a set headers button
1346, an RFID add ID button 1348, an enable buzzer button 1350, a disable buzzer button 1352,
an RFID clear library button 1354, a clear all counts button 1356, a system open okay button
1358, a system open fail button 1360, a manual open button 1362, and a close button 1364.
[0075] FIG. 14 shows a user interface 1400 having three windows 1410, 1420, and 1430.
Window 1410 is illustratively the same or similar to window 1310 in FIG. 13. Window 1410
displays user selectable lines 1412 that enable a user to select one of the cash drawers on the
network. Window 1410 also includes a details button 1414, a monitor button 1416, a
manufacturing button 1418, and a scan button 1419.

[0076] Network details window 1420 illustratively shows a number of network parameters
associated with a selected cash drawer. For example, window 1420 may show information
about a cash drawer’s product type, IP address, subnet mask, serial number, device name, MAC
address, gateway, and DHCP. Window 1420 may also include a configuration button 1422.
[0077] Network configuration window 1430 is illustratively displayed (e.g. pops-up) after
button 1422 in window 1420 is selected. Window 1430 may include fields that allow a user to
enter cash drawer parameters such as, but not limited to, a serial number, a new IP address, a
new subnet mask, and a new gateway. Window 1430 may also include a button/field 1432 that

enables a user to enable/disable DHCP. Window 1430 may further include an okay button 1434



barcode, RFID, and/or NFC technologies. In other embodiments, systems may utilize biometric
information. For example, an operator can be authenticated to a system utilizing voice, face, fingerprint,
eye, or any other type of biometric information. [0079]FIG. 15 shows a schematic diagram of a system
1500 that optionally utilizes biometric information. System 1500 includes one or more cash drawers 1502,
one or more wireless devices 1504 (e.g. a tablet computer), and one or more input devices 1506. In
certain embodiments of this disclosure, a wireless device 1504 is connected (e.g. wired or wirelessly) to
another inp@h@lévidcaldugordfbimepier &lamrdnesyindancwitneay hgnised iverswiiiopieciegeto a
Bluetooth sgannaiddaORithal sanfenpesdrderpdmaicade, RFID, NFC, and/or biometric identifiers.
Accordingly, in_certain situations, wireless device 150 c%%es not directly rea aJ1 id _ntif'er,ﬁﬁut instead
indirecty rel B85 iddRARBIE R TR AP e JR0E PYSIE R e GR A BRHBERARG P, Hhe nput
device 150G ascads|rRFtdthrsidanNEC tikehradogiectd iotiee sviteleissedBy systdrbfhay i IBRietmotriscanner
scans a bar e er, liyer, J ti ke vige 1504. The
mobile devi(f:%gg,F S{‘E‘ggﬂaﬁ@f&% doajreE%) %é%ﬁggﬁe%%%ﬁ%%%%t %;2 %g%@r%m%? {lﬁi\?gﬂ(:)%ﬁ lf%%ee authorized
list of draweligggr ide ¢! Fthetirirtiogial PisrlE ielaseatmng is on the list, the device is granted access

to the drawep@iegl therf@nsacinaws Gosoriaiast [DRGAHN 5 G. datan epgraial lfiRdgig- dilesson who

wants to access a cash drawer) has one or more sources of biometric information 1510. The operator
1508 illustrati OB IRl EETRECas P EFEN P8 0B HIEWAREI Q5 985iER A SHHY SR R UM ice 1506 to
submit a collddiess déviemnEioit (atpratabien dantpetesy sindnob®00 nfeoe inptadeeicthd §@6h Idreanein1 502, the

wireless deyice 504y anor e oy deyis vdiave ARIBmSE SAnen hkeag fallect
I M5 t6ncs e i

biometric information from the operator 1]|Once the biometric information Is collected, the
system 1508"0HbeT itAkiie\tiee B8 ctaAt axaBIPaBom Riege tsriemEStHemae hfity isTlepdyorRaneied B08. If the

operator 150835 Qpa0ItAgnRErBRes Wi hn BdthREres feaHtilzR RSIRETBWRIFEDQAdIbe NBREARr 1508 is
granted access tg the cash drawer 1502 upon a successful verification of his or her identity. If the

operator 1588MUHRIE okeE S B Nelorre il ST iuationtondisless deice Lalh daeaner $88SIMHE rator 1508
is denied addessfier thet dastnd iavecilp0i2ds dhSidefdFR2 |Ailzah ardanpat deaicd 256 MPoe sapaihlities
beyond its aRility to respond. t ireless.deyice. For i n dm gesto
other IF dedﬁ:éé}%r?ﬁ%fﬁ%%gﬁ’n%gté\% L?}J \é'%a%g%%ﬁg%vggﬁé%%ﬁ%‘%@%ﬁgr}%?gvﬁﬁég%%r@%vp?r(\e’\fggggcg)n nection.
FIG. 16 is adsuterhdlit diagralvetsiosdasanotiiseaapaloivaee endnerrayiodraneiuti? withielivesdhedrawer. At

block 1602, iﬁfGﬁﬁ&‘tiQ_ﬁaW%ﬁéﬁm‘éi%é MEISAYSOIO HH ADRICARRER Paseekamitng arcLuienss phsome
predetermined criteria. For example, a cash drawer may send a message to turn on a camera upon the

cash draweP#8if5 bSETEE With deiesyning Hidck PBdhe AhdizeddivbPEarue’s AMd-Lriete. . A alert
message) (patiosampreviiotiaritearbow isesiahe dam ere dotivematipmrdaspecifictbineaéridodkht606, a cash
drawer senqrs a messa e{(\e. QN alert message) to a manager's personal computer or wireless device,
and at block i%s(% 2 cash drawer utilizes its network connectivity to provide for remote trouble shooting
capabilities.[f06BB]FI1@ RiGsAbwan Soaialqiotevlif tsepdspa \waswarive roeassonsshl drawerainas

one or more sources of biometric information 1510. The operator 1508 illustratively utilizes the
cash drawer 1502, the wireless device 1504, and/or the input device 1506 to submit a collection
of biometric information to the system 1500. For instance, the cash drawer 1502, the wireless
device 1504, and/or the input device 1506 may have a biometric scanner that can collect
biometric information from the operator 1508.

[0081] Once the biometric information is collected, the system 1500 then utilizes the
biometric information to determine the identity of the operator 1508. If the operator 1508 is one
of the persons who is authorized to utilize cash drawer 1502, the operator 1508 is granted access
to the cash drawer 1502 upon a successful verification of his or her identity. If the operator
1508 is not one of the persons who is authorized to utilize cash drawer 1502, the operator 1508

is denied access to the cash drawer 1502.



embodiments, a cash drawer database can be parsed to determine drawer usage information such as,
but not limited to, how many times a drawer has been opened 1702, how many times a drawer has been
opened with a key 1704, and a time and date stamp of every transaction 1706. The drawer information
can then be used to determine a store layout 1708 (gg. should a drawer be relocated for better access),
whether or not a drawer needs to be serviced based on a number of cycles 1710, where on a store video

certain events are located 1712 (e.g. a person opening the drawer with a key), and any other information
that is desir€¥¥8%114. oss|Anas MBLhaMisEasserPaNiles kevieshithaitholFrs R B BikeleSure include

| o By A . . .
cash drawegpjftat & pRERRI RYsA WHALSITRYIEMdRRRMNS 6IMAMiTRORS tikkielecsAshi«drvers and
wireless devices are communicatiﬁeé)écou led throtﬁh a %etworl%&eﬁtg. an Ethernet network), and each

cash drawef S WirfRWQEAHONGE SERYNAINE L Y HERHI QAL of! thelRetnbiKIHLE RS its own
IF address. dingrachcd case pbthe calesslideyibetimabbe tochelettvttly eaastedtaoen parrbdal eexla drawer on
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limitation, each cash drawer on a network has a barcode, and a wireless device reads arcode of one
of the cash BefRerateeBEERria chAfrfXammtiveRRBDAIIWEN tHaKMSEeAShRNARS [QriLDAe dldatera

embodimentpoagaintder HiagErEORPopRRIERIENYKEASAEREISENG WiERIBRSEEHAES diFizegiher
technologies such as, but not limited to, radio frequency identification (RFID), near field communication

(NFC), and $5i8nfB e TERFBIEHIRE 185 IEUEURY) EA0bIE S \IRre L Geior it ks aralEMhese cash
drawers ma&xtﬁﬂm@vmmm,gaeggb thdhet thals [armek}tegm(ﬂagl.eapaiﬂttoﬁmége()ﬁﬁ)smm ;mmbdjaw cost qash
ma”ageme%ﬁ%&jﬂf’@?wﬁ@fégodﬁ\%, 0 %?BTbSIé%’Sé, %Yﬁéma(g&yu%‘ﬁzﬁ%h a&gcarﬁ%%}f'y limiting

access to cash drawers to only those users or device's that are both authorized to access ash drawer
and that ardQriPlvise fstiyenaelesrepdtpishaefifgcapalidiedwer. 100851Finally, it is to be understood that even

though NUMPBERLE _Chqfﬁﬁteﬁﬁt%)ﬁ@%é\%aﬁé%ﬂélOﬁéle%”@&s @mﬁﬂdmﬁ Bﬁfé@a@@enlﬁ%@%ﬂ in thg
foregoing description, together with details of the structure and function of various embqdiments, this
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The drawer information can then be used to determine a store layout 1708 (e.g. should a drawer
be relocated for better access), whether or not a drawer needs to be serviced based on a number
of cycles 1710, where on a store video certain events are located 1712 (e.g. a person opening the
drawer with a key), and any other information that is desired 1714.

[0084] As has been discussed above, embodiments of the present disclosure include cash
drawers that are operable by a wireless device. In some embodiments, multiple cash drawers
and wireless devices are communicatively coupled through a network (e.g. an Ethernet
network), and each cash drawer and wireless device is optionally a separate device or node on
the network that has its own IP address. In such a case, a wireless device is able to selectively
connect to a particular cash drawer on the network. For instance, in one particular embodiment,
for illustration purposes only and not by limitation, each cash drawer on a network has a
barcode, and a wireless device reads the barcode of one of the cash drawers to become
communicatively coupled to that cash drawer. In some other embodiments, again for illustration
purposes only, cash drawers and wireless devices utilize other technologies such as, but not
limited to, radio frequency identification (RFID), near field communication (NFC), and
biometric technologies to selectively couple a wireless device to a cash drawer. These cash
drawers may be advantageous in that they provide mobile point-of-sale (POS) systems and low

cost cash management solutions. Additionally, the cash drawer systems may be useful in



a network interface that enables the cash drawer to communicate with one or more wireless devices; and
a controller that processes commands received from one or more wireless devices to control access of
the one or more wireless devices to the cash drawer. 2. The cash drawer of claim 1, wherein the
controller further controls access of the one or more pyjireless devices to the cash drawer based on a
collection of biometric information. 3. The cash drawer of claim 1, wherein the controller further controls

access of the one or more wireless devices to the cash drawer based on a proximity of the one or more
wireless devRieE s MhHASR HicaRrde CasTTHaVHE I RiWEI0ST diainP deyitepdiithe Rehakanietace and

controller cqpypssiante- ik QRAEh MBRVEED ARG MRXRLPFIRIARY S0 BReiNadtarE the one or more
wireless de\ilices 5. The i)zsh drawe&gf claim 1,ﬁ§urther com risir\? an inEut device which is
' mb 9

communica Qf@@couﬁ@@i the'dri8 §Rte LG &Y% OB I HA DSLRHY RS Sl M wherein
the input deativentazaif omstembotbrmeet drave/beeh esetafsintial iaviier fufredainy Sleschniptimim togethput device is

a reader thaj fragls, A0 IWSRU ey, ASROSI IR heVHiTBless gy S dae canb Rl claim 5.
TSRS e k

wherein the input device is a e scanner that reads a barcode and delivers the information to the
one or more W&ty aelyicard danges daah i aWrste dn Il 7espeiatin ith&pdatepisErc I B ader and

the identifiep agspeiRird oWihrih & MireBepARMINEsI S RRdHTaEARGisciddure to the full extent indicated

by the broad general meaning of the terms in which the appended claims are expressed.
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What is claimed is:

1.

2.

A cash drawer comprising:
a network interface through which the cash drawer communicates

with a wireless device, wherein communicating comprises sending a
message through the network interface to the wireless device;

a controller that controls the ability of the wireless device to directly
access the cash drawer through the network interface based on a collection
of biometric information, wherein the controlled access is made contingent
upon validation of the collected biometric information, wherein the
biometric information is provide from the wireless device, and wherein
direct access comprises a direct connection between the wireless device
and the cash drawer over the network; and

a command receiver configured to receive and comply  with
commands received from the wireless device, wherein compliance is made
contingent upon a multi-factor recognition scheme comprising at least
validation of the collected biometric information and recognition of the

wireless device as an authorized device.

The cash drawer of claim 1, wherein the collection of biometric information

is collected by the wireless device.

3.

The cash drawer of claim 1, wherein the collection of biometric information

is collected by an input device that is communicatively coupled to the wireless

device.

4.

The cash drawer of claim 1, wherein the collection of biometric

information is utilized to verify an identity of a user.
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