. taken before the crash

:{| e3ezz(6TTZDETECTI ON OF OQUT OF MEMORY AND GRACEFUL SHUTDOWN BACKGROUND OF
THE | NVENTI ON [ 0001] The present invention relates to nenory nmanagenent in
conmputing devices. 5 [0002] As known in the art, operating systens such

. ‘Mcrosoft T Wndows T"' and UNI X based systens have a physical limt on
* the amount of addressable nenory that can be used by an application.. If
. the application exceeds this |imt , it will often crash, leading to a | oss

. of data that has not been stored to persistent menory, and perhaps also to
: crashes or slowdowns in any other applications that rely on the crashed 10
~application. In distributed conputing networks in which separate conputers
. connected to a common network performwork in parallel, one conputer nay be

~ configured to mRETEETION OFNOUTEOEMEMOREAND GRACEFDL SHIFRIOWR Ot her

- conput er sgABR¢ r i A kup nmeasures, either automatically or
- after aler NB GF .&r@éfﬁ A~t he event that the nonitored conditions

~ of one of[008#] conpThermesardiimaingsn kdlatesas nq&n@,g%é,ﬁ%séng%mg@ ?élﬂggfrﬂ?%occurred

or is abocgv.t occur. However, such a systemréqul onst ant
polling o {558 moni t or ed conputers in order to have tinely detection of a

robl &m [a0oRjeven wst IR t J f r.a i cation
lr?ny crasi’ﬁls{)?r/e crist@gynqgé%{%ggaﬁéﬂg%%%&?ggg@fﬁﬁegﬁyk@ﬂg?ﬁg%rr@f'ﬁlod
. and syst agpehystamy havria phvsigaliignit owtroameamtrof asldtasabblRNfeibAf that

. provide i f LE it r . responding o the situation i '
ool rabt NI ARAPCE phitcdof R EPHiEiph BRESHIRERI Gsitotan peshi des a
~novel net®RAiNG{P adnsstofwatathah hes nahbétn stonenei fisisteht RlentBHIDINE PERRLEM can

e, orovt 48 BULULSRI Bighy A g sSeoge i o st o BTN o be

-t he itAvemppbegtionhkr disfributdssninti ith Qhi ' '

- fi (ras!t \ég%)at rE devi cs rhUt\ﬁR rgﬁg?"gp@%gf'i%g@cﬁ%ﬁg Cgﬁ*ﬁ-uﬁg%éégé(g?sng

- system and an 4Pt PE&{Q*’EH? gﬂﬂ“@%‘é‘rﬁﬁ@"%ﬂ@m s@mputeo ndyeepanfiguiatosy st em
- and appl inuatifopis owAGhefoRBuSHRAS: tRE n(éiﬁorﬁzﬁ%‘réé%'fo?§§h‘@{%§hﬁagqjg%8ﬁga of menory

~allocated to the application on startup stem a
first reSESANIBIAY Hackupmaasutasaeihdrasitematicalier aftpt hlestingon hisahloperdteased;

: d (b ' j f f 5 by .t I t
 ipon, det bf pereenote e ibAkorel i oRkbf Gl e olfueld indgebdhaton

t hr e$hol aPPljaatios crasbdwmsdenyrred aimabet taspeet Hovevbe sLEN 8k BéaCC“%E is

provi ded in OW nenory on a conputer device Ing a
processo?&%%ﬁ@é&%ﬁmﬂg\%&it %”&q‘g? PRSP prderdpihene timelpr i sing a

| ow menofigtestioragba pfaiierhaiind even with timely detection, the affected computer
application may crash before critical data can be saved.

[0003] Accordingly, a method and system for detecting and managing low

20 memory situations that provides time for rectifying or otherwise responding to the
situation is desirable.

SUMMARY OF THE INVENTION

[0004) The present invention provides a novel method by which warning of an
25  impending out of memory problem can be provided sufficiently early to allow corrective

or remedial action to be taken before the crash of an application.

[0005] According to one aspect of the invention, there is provided a method for

managing low memory in a first computer device having a processor for executing an




10 reserving within a block of nenory allocated by the operating system for
the application first and second reserve buffers that are unavailable to
the application until release by the | ow nenory nanager; (b) releasing the
_first reserve buffer for use by the application upon detecting a first out
of nmenory exception generated by the operating systemin respect of the
application; and (c) releasing the second reserve buffer for use by the 15
application upon detecting a further out of menory exception generated by
the operating systemin respect of the application. [0007] O her aspects
and features of the present invention will becone apparent to those
ordinarily skilled in the art upon review of the foll ow ng description of

speci fi i i3 i | O._conj pon with the. accompanyin
R gur es. 50 0 R i Asha Pt B0 AR ot e e R e
present andapplicetiomiindludiogystepsad<ay ri\?@;edrjngmyiﬂvia)a mbcledmahﬂipaliocat%ﬁ tfohk
referen .he. at i gur.es erein: [0009] Figure is a oc

di agr amct@ﬁtg%f) h%bq?ﬂc@%ﬁﬁ%ﬁﬁg‘a VAR DL %&i%lﬂé'r%%eae%#ﬁﬁ%wah@t wor k

i n whi churiavailable setite éa[fpﬁealﬁdmﬂlntil$e|'b§§éd?%Hﬁ_@ﬂre@é‘é‘sﬂ@ﬂh’éﬁfir&ﬂe@@ﬁ@cﬂﬁpfo? of
t he inventi.on. [00@0%_ Fiqure 2 is a block diagramrepresentation o

sof t war &SRB ARPLCtian ‘E%Pé‘rﬁeéa"wﬁms&m@mwsq he theoapriicatiombaswor k of

Fi gure XYpacled ak83AdIdFi gure 3 is a bl ock di agram representation of nmenory

accor di n@ t o enbodi nents of the invention; and [0012] Figure 4 is a flow
di agr am[8A8Qk ng operardinshtornatheraapest ofthadwention,theress pravided di sygtdm an

enbodi d i nv I . Simlar references are used

T a1 aDsmBnpping 18k Ry I B Bllter dey S8 haking LbigBepddh §ninoBedhI L £
DESCRI Pﬂp@wt[lm@}emmdfmlaapﬁbahy)rdebaipﬁeidﬁ@em:rrreﬁw nﬁhagéﬁffoe(ﬁr?odi ment s of
t he ;pre i t.1 1 es not |inmt, t i enentation of the invention
to gﬁy ?).g?%W@@ﬁ@&'@%%%&%o%%@P%?Ihﬁg@sqyeﬁ?(‘%ﬁt'wsmﬁﬁheiaﬁpléﬁﬂt'PBn may
be i npl dirstraneidsesioht) ressvOBuif®tthal Srsiuasaldife f@@lb'dﬁpﬁi,@éﬁdﬁ\ﬁfﬁ! FAIBRQ by the
requi regﬁgiﬁ of the present vention. One enbodi ment is inplenmented using

the Mc v mﬁmorvwmlﬂsa@r:ﬁ?r%as—rng thedisesayedypdiesfar usevimvtbe aphlication
i nvent i apoRQdisLting d firel QIERITESMY dkcBbilGH gé’@?ré%tdi Mhﬁyﬁe?%'ifn&%éelrﬁéf”pl ©

UNI X. 15 [0015} Referring to the draw ngsy Figure 'l I's'a am of a
comuni d8ER{SH ST Kipsanpication: and e uetessingibe weckrd resemmibefferdysusnby thewhi ch

t he 1Br e éﬁ@,y,q:};d' ' or ked comput.er system
shown i ??ng? outer, n?#é@%llggf fp%‘ardrﬁtg |l‘ ggf%ﬁﬁ%@?%&@h@@?%ﬁ?ﬁ%@y g’t?o t hat

f unct i oepegingrsystene imespectyofdinelapplfcationet er bet ween one or nore client
net wor kgpdg and BifePhsPetts alh EShGRE 0?%%6\:’\8:'rel§csent]ipl\dféntion will become apparent

to those ordinari'ly skilled in the art upon review of the following description of specific

embodiments of the invention in conjunction with the accompanying Figures.
20

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Embodiments of the present invention will now be described, by way of
example only, with reference to the attached Figures, wherein:

[0009] Figure 1 is a block diagram showing a communications system including a
25 a computer network in which the present invention is implemented according to

embodiments of the invention;

[0010] Figure 2 is a block diagram representation of software components

implemented on computers of the computer network of Figure 1;




20 allowi ng enmail nessages to be exchanged between nobil e devices 106
within the wirel ess network 104 and devices connected to the client network
110. The present invention is not however limted to inplenmentation in a
router or wireless gateway, and in its broader aspects can be inplenented
in a wide range of conputer systens. [0016] The client network 110 wil |
often be renotely |ocated fromthe wirel ess gateway 25 100 and comuni cat es
over one or nore conmmunications links with the wirel ess gateway 100. Cient
network 110 will typically include a client side interface for handling
emai | communi cations with the gateway 100. The email nessages may, as well
known -3 inthe art, include, anong other things, plain text nessages,
HTM. nesqa0¢t] Riadreas g BRGk i j ' of _types. . [0017] The

Wi rel ess te]_ ygloo rpv?’g}ég'étg?i'%’%ﬁﬁs%ﬁ@ﬁﬂﬁ%?h‘%ﬁ% %%%\5&9%‘; bet ween one
or nore 'mﬁﬂmﬁﬁ%mﬁoti@ﬁcﬁnﬂi rel ess networks 104 to facilitate email 5
comuni cgbp : ey I.C 06 _and.devjces connected, directly or
i ndi rectﬁs,%oqﬁppﬁflsrr% %?@bﬁ _Sﬁ’ﬂé’%‘?i@g@%o MRSy 1oRnagearees
several direeassasceingtopamembedinerit ofithegresemngveaitiBgr t hi ngs, client

net Wogk i f ag; 120r 120M, at._| east one controller 122, a database
(DB) ?24,[66aﬁ5 #‘ﬁﬁ'?és@é@‘&ﬁ% ﬁ'ﬁﬁ'ﬂs‘?%é{}ff%(ﬁ'éfsﬂw to) dermde sirglar componeiets dro
provi de iferfuemsed capacity and backup redundancy when 10 required, the
conponents are each preferably inplenented using dedicated digital
conputers that are connected by a network 118 (which nmay be a dedi cated
LAN) . As DERANEDDESERFTION he digital conputer conponents each include,
anorig ot[@g{ things, a mcroprocessor 130, a transient nenory such as RAM
132, typiltdi4ly theselewisgaietailadidestiptioneofihy emboiments of tspreRBRTRYerARdR/ OF

har d1gr i T i gat i ' f d t
hown) . 1 Toone i e AiteMERRa of fedNAPoIE ebY Preledlsircomime anssetin2el

(where 1Sygtem (OS) dbhesesent oivbation maybemPRImSNEY Aithahly 2O S IR H6Lid Q0 heO
nore of wiEaless ity rt interfaces 128r128M n the w'rel ess 'gateway 100
can pick up tﬁe T a?ﬁ?@%%?%ffﬁveﬁgﬂﬁﬂﬂ@@rwm Hyentipn.canevemblodinsertisans por t
18 o b W A8 4o B

bet ween ﬁﬁg 't 88 Sedaplampsntedwithadhettopesating aystencs,ifenexamepledsiixX110. | n
connect | on with ane oot SRANNGE Fiaiect SHE00K Thlotarh o7 pdREmaEaitenor k
110 and ﬁWﬁF@HP@U@%ﬁWWka@ campated ef steadinprittiotw prek8RtiAVertion rday abase
124 of theim r a used by the other 25 conponents
of the waé%lggegg%éag% ¥Or0r§§r8ﬁc§b1§tu?e§tsl fnf"S%"&'IU%@“ﬁ-ﬁ%ﬁ REd furye re(r:rgvery

pu[ pos esParigdarly, szcr.giesegate?lvag{ m'mt a’ifuntti%ﬁg&,g:gm@%gd ; tdﬁ]a@‘:janidhﬁte\”ﬂ;régéﬁss

gat eway r owite to and read fromthe dat abase .

Anmong ot %ée}g'?t@ ﬁl%rrl'%gﬂ "t'%g Cﬁg?ta%eﬁ@r@t“ro&mcg%ﬁ PYMPER wialesanetwarks dA4f or t he

wi r el sallpairgianad onessages to bk esitangéd belldééh ADbHIE ?bhefgggbé Shirthd’ 1S and
udi ng

t at f i.rel t . St i nf ti nb d
aot - knoliOBsThbfish 108306 Blice canectertin besieonetvark ¢tdithe masenti ¢ h ¢ he
Wi 1 el essingarttiney ndORowenst IBHiRAS ihPleRidHidtdmn aabr%ﬂieﬁ%glkng%i%% rg%&é@%ﬁ%cgcgr y

information stored by the database 124 assists W
and can BPRPadersserels ceprhedmplemented ik e vide raridesoffanngtitonsysedma conponent

t hat fai[0e16) NTRESIOR [ he. dat abase, 124 is an Oracle T""
dat ahase anjd the wreles S&Jgpgﬁg?ﬁg@%d%@m"gy h&ﬁ?@fé%mgherwe@sreaﬁ@wmat
al | t HOBRdbcapmusicatesamdr oeadr maracohenerit sagdinks with the wireless

gateway 100. Client network 110 will typically include a client side interface for handling

email communications with the gateway 100. The email messages may, as well known




[ 0020] The wirel ess gateway 100 includes at |east one controller in the
formof 10 controller 122, and preferably a backup controller as well, for
controlling and coordi nating operation of the gateway. Anobng ot her things
the controller 122 nonitors the operation of the conponents of gateway 100
by periodically polling the conponents for current state i nformation, which
the controller stores in the database 124. The controller 122 is configured
to detect the failure or pending failure of conponents within 15 the

wi rel ess gateway and coordinate other conponents to take over the functions
of failed conponents. [0021] The wirel ess transport interfaces (W) 128
are the wireless gateway's interface to the nobile devices 106, and

i.ned f bil e devices into sequences of
packet s. RS SCARIHBEamBhT o thiEs it FR e saRgead TPl peRe O r b o
netvvork’att}atheﬁifim'slefrdwidet\}aeie'fyquy@m tr?nsport interfagfspg\é\{gslggm o

' ' m sequences
e mobi 2T Ay T BeeeleRa sromac 100 Praviles anmipoandiTaving souises botwedn
typi cal | ghecOmmbit GiRIne niwiol ké*ﬂm%a%ﬁéﬁe%s'}%&oogﬂkg 16%0}%&&@5@%@5&? or more
wirel ess network interface adaptors 129. In 25 one enbodiment, w reless
net wor k t‘rqw'@wi&e@maawnwwwwimqa:ambmma aomneotedi, dizéetlysort r anspor t )
that t ha ey colielndtwent RIS, PES v RSk eRR, 10 Mol BeB 38 vPry Abuted’ 1
wi r el esscomponentsinsivding, amoagfalitashings, dieat ggtwébﬂPwtbﬁf@@qe?né)OLﬂdl,g E@p,, X. 25
' | ' il e networ

orovi deeti S SnE SOREN 22" R anlariRad bl 3o+ 1o whnlgshipnarorkinvaiases of
di f f er erWTlgpt28,of283etmorder to prividd iRerebssd @égéﬂnlly_ %nd%khﬁ’ﬁe(ggﬁaﬂc?gﬂ%mr K,
Dat gTAC, or. a GPRS, CDMA, or | DEN network. bi l'e devices 106 may” be
nandhel d egyiret &E‘F CWBBFP%“*& 25t pagh BWQ@IY_?@W'&@@ tuﬁmgtdeﬂl@t@b?fgltglu { ed to
dependors B eI E oo e g Y e MaoR 1 1S L iEind T YDA LANERS, 100
to exchdRg¥niedhaadsthealigiiab aomputencomponents exth indude)dindrey stheethigs, et wor k

of one. copreiEsBl F36 X e h Aol R AV B el PSR ice. uch as
gat eway Wrisable[roerpsly suaguasea ﬂaﬁhmsmarn; :ardldt:) hd':cgf@rg\?;orﬁ)ml% %“Fﬁ*g't“”g*ﬁ? oi 1 her
fgfsﬁ eL?o@ﬁﬂ@ﬁ@%ﬁn&Qgée@gég ?%rec%t(ﬂpg wn)? If o¥1§ component, for e)iam_ple, wireless
transport interface 128, (where 1 <k M) crashes or otherwise becomes unavailabie,
another one or more of wireless transport interfaces 1284-128yin the wireless gateway
100 can pick up the traffic formerly handled by the failed wireless transport inferface.
[0018] In the gateway 100 of Figure 1, the client network interfaces (CNI 120 are
20  each configured to manage the connection between the wireless gateway 100 and at
least one client network 110. In one embodiment, the client network interfaces (CNI)
120 maintain an open connection with one or more client side interfaces at the client
network 110 and communicate therewith using a defined protocol.
[0019] The database 124 of the wireless gateway 100 stores data used by the other
25 components of the wireless gateway for administrative, tracking and message recovery
purposes, and in this regard a number of the components of the wireless gateway 100
are configured to write to and read from the database 124. Among other things, the

database stores configuration information for the wireless gateway components, keeps




15 sone of the conponents such as the wireless transport interfaces (WIs)
128, client network interfaces (CNIs), controller 122 and dat abase 124 of

t he gateway 100, for execution by mcroprocessors 130. The software
-.conponents include an operating system (0OS) 142, which as noted above is of
the Mcrosoft T'" Wndows T"" famly of operating systens in one

enbodi ment, and specialized applications 144r144N. 20 Specialized
applicationsl44~- 144N are those applications that are required by each of
t-he respective gateway conmponents so that they may performtheir respective
functions. The particular m x of specialized applications that are | ocated

at or available too each of the conponents of the gat evvay w | | general ly
depend afata be t6 thecdur@Ing sRRS RdBGtdYr hBatir % .9@ known i n
the art OS 142 is configured to coordinate an m)nl or £ I on of

speci al iFEHANHN pumpbersanddastiknomn |Qﬂ%thrl) abbUﬁibatrmbllesinmaeesl OBd;haleach of
the speGoplrhid@eatdRitiH @%FH@SS @1 156ear|;3)§{b|(-)eﬁrmf%r ; aﬁgﬂlgssour Y hat &5

142 al | ocat es anong t e specl a app’l i i.e.
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150, gwh f RA t hat t t t 142
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n Figure 3, bloc

bl ock Ofﬁhé}i}lﬁﬁge 150 for the application,

represe Py 93 CApRRnanis BInjd@Eela ™ dieatethat slowpthenatd weite to and
appl i Caﬂ’em]‘]ﬂ'oli:ﬂﬁéljé%aséespectl vely. As known in the art, the physi cal
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started b e operating

noni t or iraliz i.cafions that are 2

system %E?thrf.eo@%?%qqﬁs E%m Otf"ﬁé}eé’ﬁ?é’él feam sequenses iof Racksis Eéhﬁ@mﬁMted (in
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104 such that the wireless network interface adaptors route packets from the wireless
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¢ However, in various €
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5 [0029] If |low nmenory managenent is to be pertorned in respect of

speci ali zed application 144i, then, as indicated in step 404, the | ow

- menory manager 146 instructs the operating systemto allocate reserve

. ‘menory bl ocks for the specialized application 144i. As noted above, when

" the operating system 142 first starts specialized application 144i, it

- books or allocates a block of nenory 152i (Figure 3) for the application.

. In a 10 WndowsT"” operating system enbodi ment, the nmenory bl ock may be

: 2@B, which is the maxi mum anmount of menory that WndowsT"' can presently

~allocate to an application. According to enbodi nents of the present

~invention, in step 404 the | ow nenory nanager 146 requests the operating

~ syst em t dranseRrtdtedaces: i&ovama TERAP wenaedtionl to clnsX @5 hbleFRMmENk bl ock 152i

- such thatsdntal i_nto three sub-blocks, nanely a main 15 bl ock

. 158, and‘%&he?gggé@tﬁgﬁgggPs Bl 154 and B2 156. The mmin bl ock 158 is made

fully avdP023 e Mahiletrietwonkr 16 profigegtadie pb\%?ﬂ!};é ﬁf‘ﬁi&bﬁﬁ%\ﬁé@?? @,lérﬁﬂglay

; appllcathpa% 4|;a bfé. fr t he ﬁerspeqtlve of both the operating system
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- second r piRIANEd Buhd O el.y 2% of the nmenory plock. 152i.
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bl BPRERNREY gRivicatinns 4¢-144h arp ihossaanmlicationsi thabidesreheireiby each of
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Cpectali pea anova TRy AhBShaTRY s ik RIS, AT pefiBit iheiiebbiiveuBpions,
i mredi at BM@paricuigs mix pfrepicialized Bipplications that laee kpatidat FefaRmib t6ebhdof
- Wi t hout f I r corrective or renedial action to be
 execut edﬁg‘#ﬁﬁog]%htnse%% Bﬁ%‘?&@?& Yl ggRely ﬁﬁ@e?ﬁ' 88 &he Tungliens performesibytbet a
novel netdigpPrigntwhi ch war ni ng of an i npendi ng out of nmenory probl emcan be
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) Car cabaration ofspbRai 60 BpbIRUIRE WY TRARGRE 1 Hfdcte RRLIANEHLeh Bt Ot

s the d application 1447 7' s runni ng, an
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i ndi cated at step 408, 25 upon detecting an out-of-nenory exception issued

- by the operating systemin respect of specialized application 144i, the | ow
menory manager 146 instructs the operating system 142 to rel ease the first
reserve buffer 81 154, effectively rAtegrating the menory of buffer Bl with
the main bl ock 158, thereby increasing) fromthe perspective of the -9




speci ali zed application 144i and the operating system 142, the anmount of
free nmenory available for use by the specialized application. The newy
freed nmenory will in nmany cases delay, if not prevent altogether, an
~inmpending crash. [0034] In addition to freeing the nmenory the | ow nenory
manager may, as indicated 5 in step 410, also issue a first warning alert
so that corrective or renedial action can be taken. In sone enbodi nents,
the first warning alert could be an audi o and/or visual signal intended to
al ert a human operator of the condition. Additionally or alternatively, the
warnt ng alert could be an electronic signal or a variable passed to a
managenent application that is running on the affected conputer. The

nmanage il i I i i.ali | ication, or
o baustr@RE: in SR AT Phmt B BiSaCothginb Bl B RifordicfaseniE e dtiolor, o
the | owFAMG3R thalthgepetating systesoid2 eab atiocate morighepeskilined gpplicatiehs coul d

be sent 4 t pcatiqQn runni on a renpte c ter to which
the aff donad R RNV WBota ol APk i onsGUad aYagpd, beoks &,

i npl emertlacates avtubrset bhbldck wf m@mqn%nagwr thd @ppRcatidANinKigPie R byddke! ess
tran por1£,)3 1§1 terface, 128k oé dkéh{al uted gateway 100, the warning alert
signdl 34t o Yo TERIFSERLME MR Blos t K¢ Pean plecdtemfarsgesializasht rol | er 122,

whi ch i mpplicalioNBY 445348, 38s8ibly! RS kAOWH TRIhCRERE ggyéieaﬂng\éfrﬁw Bl e
probl em, The managenent application on controller 1 coul e’configured
to t ake "EBlemant eaeh mamesy blagk 1ha neas wetdie eraiskoytiverphyisical meedmiceatiems i on
of a hurmpasapesat lication on the 20
control Iler 122 i'sﬁdnsg%%%ﬁg@ngygﬁgﬁﬁgn%ﬁ %%@rﬁﬁ@é’&%ﬁé‘f%@ﬂﬁb ?c
trafficMeMer lpeationsed to other wirel ess transport interfaces 128 to

rel hgve d on the affect W reless transport intertace. In
sonégenﬁgm%%cﬁ@?gg%%%mﬂ YL ¢ qrﬁgomﬂog?"ﬁaw'ﬁeugﬁénal to
store |t speciatiedoapplivatirnior ynakding lowane@bs) StuRRibnS tridinfdl@ low RRARIry Tur ni ng
again tq_process

I.40 qage lirtne rgﬁz_gve_ buffer Bl 154 is rel eased, the 25
| ow memb?P3/'39EhABRYICET9R 1(8; Athqughshowryinhiglre 2oas@ isRBareie eeplication thesues a
second duhidbibnaRyef bbweke & f iali i I 44
(step 41 T o toueHieRiDry SiaricGol PAORRY, M s EBoUfichia it i of Rl

speci al {Hegralgshinieene shmpes phitieihenspecialingd epplisations d4ér 144y, beirfto that

- X | | by -1 th
Cponsal CoaritRg syStoipfad Stifflof fibmon fnohdfe B E Y olliign' Kol tart e 1 o
r eser ve MRmeryalipgated do ahpreelectedispecializedppplattions $44t B9, k6 Devdficctivdly ow t he

menor . t.he nenory. managesr. 146, otherw se the

oper a%/i hg'dgﬁsf%%mﬁ %Sé\ﬂ\?\nﬂl'ﬁbélar?otye 3%‘(9%%3 ?W@Oﬁeﬁﬁiﬂ"ﬁ eé@pplgpaggg Fing &he | ow
nmenor y mw}g.iﬂwe OTﬂm):me&mr?nttmsm‘rm]gibiagSingef foe@ataSbénkuEb@Négm@a{aychéatQﬁ&Bé to
re-reserye. fir uf f.er is configurable in one enbodi ment o e

i nvent i 8%&*efjr?“§h8%é?/bma%ﬁ‘ﬁ?ﬂ%"wg’é%hﬁﬁffer Bl 154 is no | onger needed
and20s [6028%s&igad ijlustitfed, ANCORIFY 1 élﬁﬂ@&ﬁfenié"oﬁh@%\f%ﬁo?,lté‘grdc@g‘é memory

nanageru{dcla%%fi and returns to step 406 to wait for a new first occurrence

of an o gensraiby by prieence 460 talkgp by tow memorngaanages «bdp mMariget he

oper at i Ry AP i ' : A ry_exeeption. when the
addi ti onal m%éﬁﬁg%“écgfnésg%tg?lfzggggb Hgééﬂot?]? ‘fraépgﬁés% 1)c/) ' %ﬁe%s’eﬁ'gp\é@dﬂﬂf fer
Bl 154 PPl in@mbaimentswheentbe low neerseryondnager-iob-stambalpne xpplidaton Wil |

typi cal hyikdLeatier -t . cqr (R} tion that was tagkep in response to
the. {1 r O hEF B2 ooBRANE R 1RoRis b Rri R abifica e et fenas
goned :cmht@eteédhy thé opeaaing sa.of]tenr 142 ahd dietarmmiteyif ﬂabfli; 6eicﬂali}2@<§5 Eﬁﬁlﬁ%ﬁbﬁ b@in@egond
out - of - y..exception, t ow ry manager rel eases the secon
reserve%ﬂ@?é'ﬁ‘é@ %&P’%ﬁp@ﬁmﬁm {;Fm%g?%qu A§-saiectad fRilgwanemant er B2 with
the nai mankagemett@nanthd hefatathe wséiofahs At tGhctoRS ey Butibg nBl 154,
thereby incregsing, fromthe perspective of The specialized app Pcatl on
144i anﬁomﬁ@"%Mﬂ'g??tﬁga%w%@dzpwmmm betelected forlowr memesy | abl e f or
20 use by the specialized application. The newy rel eased nenory preferably
buys sufficient tinme for recovery supporting activity to take place prior
to crashing of the affected application - for exanple, tinme for selected
information in the nenory bl ock 152i7t0 be stored to a persistent storage

| ocation so that it can be retrieved at a later tinme. 25 [0038] As
indicated in step 418, upon releasing the second reserve buffer, the | ow
menory manager preferably issues a second warning alert to signal that a
crash is pending. In sone enbodi nents, the second warning alert is
effectively a command to conmence shutdown of the specialized application
144i . Preferably, the second -11 _ o




warning alert triggers recovery supporting activities to take place. In
sone 5 enbodi nents, the second warning alert could be a signal or variable
passed to another application or within an application |ocated on the sane
-~ conputer as the affected application. Alternatively, or additionally, the
second warning alert could be sent to a renotely | ocated nmanagenent
application on another conputer. [0039] By way of non-limting exanple, the
af fected specialized application 144i may 10 be running on wrel ess
transport interface 128k and responsi bl e for sendi ng outgoing nmessages to
and receiving incom ng nessages from nobil e devices 106. The specialized
application maintains a pendi ng nessage buffer within nmenory bl ock 152

t hat i ncharagemeatdn ahichitel di6p 483 sRiase bitfttedd wout to
nobi | e devices 106 ra}gg Mdlﬂzj I nconi ng mmggagﬁsw%mlﬁ)gi@e@geﬁgp%cel ved

f r om mobT9"BOYdFRade beygtmeait 'eﬁf&%@dd@whmmgaﬂtmdm The
pendi ngcmmg@mawmaﬁebmﬂserf&mwmg ?¥Wen hB8henPLRbYBNIERS %%e ¢ SHEh as

error codes and acknow edgenents ona ivery
of some 28$0¢#ed ﬁéﬁ@!ﬁkﬁfﬁ@nﬁﬁ@fﬁ‘gwu n the pending massage buffer may be

oh of | glouz el hemBKPirEnabéibnt £t B2 pBTRRRST BiroRRer ePar B hcor r sct or

?nbl QUﬁ%PlﬁQﬁfl@h hai, theraastindicated 4 ﬁbpsmdf tr@ﬂ?ﬁrmeﬂno@ﬁ}‘éﬁﬂ@eﬁhﬁmmtﬁent
romt in the event of an inpeding cra

spgm al ?}eg@éégﬁ?q %%? ﬂ ﬁgf éte rgsgnée H@“%M%’kﬁ@rstﬁﬁ|SQBG'%[§ZQQ)§@"§@H@‘I st ent

st or age 144i. Aears:ted deover, ivhieh ahe BE&AtiNgG syﬁé%ﬁ@ﬁr %Ps@ﬁ%&chQ'l{EW%%tlér{]

are req ired . to uIH@tel be sent to avoid nessa

present | 3‘74'd dopkgaraliocsias ablock ef mesaryll 52'6(&@{5@30 fortthe applicstionniclaides a
shutglowwingsagero ifd'$stdri eﬁ%gdﬁrﬁéﬂtefil\etrﬂeﬁ%g)ﬁ I}égkhﬁﬂaﬁ/ %{?@ﬁew H{Qtr}l g alert

i ssued in step 418, and ‘subsequently begin a
i ncl udeg’ax!iﬂ%ﬁ@"mqﬂé of eemy that d¥indbws *heart preqsentty sllovate &1 o agplioativn.

the. or i 1roanmaab St mahe T BRsbh BTFRated i 402ihe v Sormer 1 e, “The
gﬁs azlg galafag&g% 4Ifer&qeestalth7z efletating syﬂeﬂiutr?ﬁokl &Tﬁﬁ%%@gg?ggﬁ%rgé 131219-%!&%@3 uter
cecond w!a L nﬁTIJ] ﬁ/ l?& Tgﬁ sucﬁ‘tthaqnl is %r ken up |%fo three sub-blocks, namely a main
15  block 158 and two reserve buffers B1 154 and B2 156. The main block 158 is made
fully available for the normal operating requirements of specialized application 144i, but,
from the perspective of both the operating system 142 and the specialized application
144i, the two reserve buffers B1 154 and B2 156 are booked up and unavailable until
freed by the low memory manager 146 (as described below). As known in the ar, the
20  operating system 142 will typically divide memory into “pages” of predetermined size.
Although low memory manager 146 books the reserve buffers 81 154 and B2 154 upon
start up of the specialized application 144i, the reserve buffers are, in one example
embodiment, not actually physically divided up into memory pages by the operating

system until data is actually written to them, thereby reducing unnecessary processor
25  activity.

[0030] In one embodiment, the reserve buffers B1 154 and B2 156 are relatively small
compared to main block 158, with the second reserve buffer B2 156 being smailer than

the first buffer B1 154. By way of non-limiting example, in one embodiment, the main
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issued in step 418 is-preferably al so provided, diféétly or indirectly[“tO";
i the controller 132 so that it can cause all traffic to be rerouted away

- fromthe wireless transport interface 128k that is running the crashing

application 144i, and designate one or nore other wreless transport

;; interfaces to take over the traffic and also to retrieve and send the 5

- above, t
~applicat }%c?)%é

- the war ni

serialized critical nessages. [0041 ] It will thus be appreciated that the
| ow mermory nmanagenment process of the present invention provides advanced
war ni ng d¥og ana dpecarastkintitein 8 8%pdfitha hiemors iio dkot 520t had heBR MGYated

ar ni n ‘ Safipsfith fodkor s i
The or asnoieehierdy P Perfea e Rl bl sbrromataanet alshe mamayi 1 cal

data 10 ibloctot52icmtd the sacomdisdsepashiiffor 822 136asraiiR Relo P09 8 ri bed
(ERES V buffers are reserved from tiﬁﬁg rrermr?/ ava”ﬁa%g-bgmtsﬁpt he

_ eyt -"b‘f’arf%ﬁtﬁr??%qi@@ﬁfﬁ dfferest relafiyedbufieneizes ese usedier ve
buf f e i sandeh eafrRbmBEImanttathBifing dn%!?ﬁ%gné ?eéeelgfé b Sre Rfen@%ﬂg%%? -mat ed

and humarl ﬁt rolled investigations & corr Ive actions | f
ﬂ@f oS PRACIAIRSH applicatiansiddt st iwilf use thetreainamemopnbiookit 58 Forof

0€S” AOTTATES! : d_buf f be rel d, and
MENOry  eXgeRbheR r'eauﬁ'&ﬁ@ht‘é.eﬂwlg%ﬂéhﬂtqééév}n?d %ﬁ?ecrgﬂrég g}lésﬁ?ri%:: prgﬁy?&h}%lq%gssmi Cﬁn
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relies o - of: : i ons i ssu the operating system 142,
. rat her thmna‘%\mg té%%ﬁlpﬁégﬁgéﬁq@ %@C@&&Jﬂaéﬁgﬁ@m@% Memory usage

i tsef®. 403RIr eaiknow ?anmopef@mg@%teﬁﬁ%zlﬁﬁﬁit&@_ Hﬁ&!n%h{ ¥&d 6f§W [0042]
rocessi esources of t .conputer_upon which i1t Is | enent ed.
IIon sone g E%égﬁ%?gnqpsoﬁcﬂﬂ“e{]‘%‘ Jresls CPHBQI‘? redido issye W@W‘F&Pmowcwﬁm ad.

[0043] | thoaesrs titdheaiiabld @emdrs fdt Pyt r roduct
havi ng a co uter-ig]adabll e nedi uggﬁ%ﬁ%@gﬁeﬁﬁgﬁ%ﬁzgﬁgﬁﬁ%ﬁﬁut abl e

i nst r uct PEFERHINeGHireshoid (whjclk meydiereerosivetiahlé enémemyhitlh onardesmscidieed above.

The conpubsglicdtieasa j > r_things be g.storage

medi um suE ‘Bs a ng%%ggléfc%n@igmn%ng%ﬂhgﬂ f%@@ﬂ%%hn@m%ﬁ%‘egﬁf a@ggg}dm&e e

commii c§fasHifd the spenislized mpaticationewibouti suéficieant waph ihgdbr cdredtiile OR FdmadihCh

t he conp Hast ions have be dul ated, -13  [0044] The

above- deg %ﬁ%eg e%b%glie?egﬂé k(g)‘y%é{ﬁg%'@%?ﬂerii%ﬁ?%ﬁmé%t in¥eRiRierovigese

exanpl esadqevgl mathoditatwitls wanmidg of aa irnpesding ulef rhakiopn SrdBdm l&ﬁa%fef e;:_t ed to
eparting

the partj dijents by those skilled in_ the art™ w thout
fromt hebfs\dé)ioogég SS@@%W%@A? i%‘g‘ﬁ\fv CRAeElve Qr rgEradial @chign thke takenmefaredbeded

heret o. cras#t of adEppliddtivh. 1. A nethod for nmanaging | ow nenory in a first

conpajt er L ce, havin rocessor for executing an operating systemand an
appl T'cat [‘@ﬁ%h anPrq pﬁlﬁtﬁ?‘y%@ as indicated in step 406, the low memory manager 146 is

configured to detect, as long as the specialized application 144i is running, any out-of-
memory exceptions issued by the operating system 142 in respect of specialized
application 144i. An out-of-memory exception will result when the available memory in
~main block 158 drops below the operating system threshold. As indicated at step 408,

25  upon detecting an out-of-memory exception issued by the operating system in respect
of specialized application 144i, the low memory manager 146 instructs the operating
system 142 to release the first reserve buffer B1 154, effectively integrating the memory
of buffer B1 with the main block 158, thereby increasing, from the perspective of the




available to the operating system and application, including steps of: (a)
reserving within a block of nmenory a first reserve buffer that is

unavail able to the application until released; and (b) releasing the first
reserve buffer for use by the application upon determ ning that nmenory use
by the application has reached a threshold. 2. The.nethod of claim1l

I ncl udi ng generating a warning upon determ ning that the nenory use has

hed he e 3 The pethod of claim 1 includi ti
varni g o ool HpRlicton 1Ak S g erBhng HElhy 4o beramot At e rormory

t hr eshol @vaileblestondse by tiespenializag applitibn OviRS né\mggﬁérgg[ rﬁg i o@p},@ﬂg i“in%i'@ﬁt

conput er [ other.c ter device, 4. T

i ncl udi h&%\ép%eﬁa%gft@gﬁ%vfnf ﬁgcr’%'??ﬁ A ‘rapgichng ci@shect i ng at | east one
further KO3t dr additione & frédihg e HERARF twork as the first
conpuyt er dsgvi e,Lg assume At | east son&h%g?hgﬂ%nﬁwg?@irﬁ%@?'egff’?iiegd by
the f1rst" %‘?r%u?e# SQ 551 @ first warningratenh s thaft cotractivelon renedibi agtisi odn B8

sel ect edtakeh dnrgaiieddm . y.t ersi stent, storage
subsequent tq determ E?ﬁgﬁrﬁ%tﬁ% ﬁ%kvn@%ﬁgﬁéec%gjsg? ga@WQEP AHEOE R hol d. 6.
The net h¥EANdrntendediolalaridr kumamopererf tas tomition. mRidRioh AR} oNBEMhMiVeRE has

reached {4 Sk t-of -nenory exception has been | ssued by
t he opera’lté ﬁ\rllagmsn?stlemg?er‘lm%%s%g%ig &5‘?”'? REE Y?Jﬁ%%PaSSPS’ to aymamagementhod of

clai m 1 swplication thabis r(.laplingwntthelafféct@bl@dﬁ@uﬁeﬁ‘.’o‘?ﬁé’H%agja{rﬁbf‘g%@f&a%r%gulﬂf

e oy ve buffer that is unavailable t Ircatron until
re lng;g eg?éfgﬁigﬁﬂeé{a %@gé%ﬁ%e[ﬁ%orp%f:ﬁt&% 8r feid beya meduleraf the gffestedspociglizese by

t he applappicatam, ex aeestul@bpthig et fesdr reserve puffer is
rel easeqN nd if. l%ﬁ rﬁJé1 asin t%ﬁ%@gﬁﬁﬁﬁ%agab@ﬁc&bé?E)"rboﬁg]@e'ﬂ?' lFf':ie

appl i cat |%H'.“g8g.'g &0 tet??o%e’gﬁo 8inanagement Bpplication emretiag bnag enfdte St war ni ng
signal w Utéretoveri ' ffer .an nerating.a second
war ni ng ;Hip nal \c/)\nv{ﬁ{ﬁg?ﬂ% ﬁﬁcgég%gdéélﬁ%%%%ggé%ﬁag?’Xsae'?wogﬁ%f%étexa@Pﬂ*THbaff‘(et hod
of cl ai M"PEMRNEHAMYhergiba love menswy afartager 1146 & runaBRrorea Widiéys tlinsB6ki Ng at

| eaqt ong: ' I s _connected to a commbn network as
the first e@%ﬁ%mtﬁ%‘r ggvﬁ%@@fjggﬁs@a&nt@&hq wauing.alier signal geuldisentdéwous| y
carri ed Bhageaant agplicstiop wureringlen icostrolRnd 22 ORRRAGH Alihn Fay L 08 BH Sfbrt for c«

uf fer.

appl i caty ipne wi.th the rel ease of the second reserve
pp L] fﬂﬂnéﬁ‘Hbé’r@fm tb ?rH}esﬁgate the probFem. The management application on controller

122 could be configured to take corrective action, either automatically, or with the
intervention of a human operator. For example, the management application on the

20  controller 122 is in some embodiments configured to cause slectronic traffic ro be
rerouted to other wireless transport interfaces 128 1o relieve some of the demand on the
affected wireless tra'nsport interface. In some embodiments, steps may be taken after
the first warning signal to store information in memory 152i to a persistent storage.
{0035] Turning again to process 400, once the reserve buffer B1 154 is released, the .

25  low memory manager 146 waits to see if the operating system 142 issues a second out-
of-memory exception in respect of specialized application 144i (step 412). While waiting
for a second out-of-memory exception, the specialized application periodicaily attempts
to re-reserve the first reserve buffer B1 154 (step 414) — if the memory usage level by

-10 -




| 10. The nethod of claim 7 wherein in step (b) a determination is nade that
- the menory use has exceeded the threshold when an out-of-nmenory exception
i's generated by the operating systemin respect of the application, and in
. (c) a determnation is nmade that the nenory use has exceeded the threshold
: when a second out-of-nenory exception is generated by the operating system
©in respect of the application while the first reserve buffer is rel eased.
11. The qﬁ%%d.agf Ecil ai F]az wherein the size of the second reserve buffer is
| ess than 1 HatCOFet REPHGEION 1ddidiops dewnitera level thatdpesaidi sewie reseaivn 1,

i ncl udi npufét Bt 154 eAyfble HSHeratitl Wstdth4bh of memory, the first
. reserve buffer jf tho rrerh???ﬂrfjse t?;éttn%ewgrpt)%riqégtvﬁl({)%hé{gﬁ%ﬂwg?oc%t be re-

~ threshol #senvEs! by e low mermeanMABRgerHidsy dihgrvise the opemating sgsteanPalt will ribeVvi ce

havi ng aamge rating system and_an application,
conpri si ﬁg aﬂﬁ%@%hﬁ? Fc{/@ér:gé%%sér Pgﬁgtog‘f n}eg%@\waf{&‘%f't m%ff%ﬁ@mwfme menory
fi r st anattewptsriy lowspemenbuihager tbiratreseree inavaikaBi & sShigEaPR bat i on

€

rel easing the first reserve

until re . | .ow menory nmanager.,

but fer 1 &g offoe BYGTTRELIY 41F B testiBE resevebearsi 64 isomo longer y
except i oneepatbarat isdebysérhed b m@foi\m@]emb?* i f | ,cation;
and (c) Fn%l gasi nﬁ t he segﬁ_ndpreserve buf _gr?nfagﬁrﬁ?ggpg§1?'htgézrg€)%¢r&on upon
det ect | ng'Ro9'ERES A relimsiaeien 498 de vitdar g aeerfitsleetduyrenbe obprpat-ofig

syst em i menesperiemdibnt he application. 14. The system of claim 13 wherein in
stepéc) togg second reserve buffer is released only if the first reserve
buf f & i 0036} || HENiag sganiResten A2, ithe vheratiogtsystermb4d wjil igxwe pifithierigut-

dont1 qur aqe moneRepigh Weaitne o8BI HTGH el e Wplaie clieraroipeserive
buf fer g resRIve butiauBi d5éivesdrlip.cFhe dfeuriBhee oY atsetbid oGlaimbidr ncl udi ng
fo o peroepoy watbRbI”klkaenhany rrdhpacbas dasmariakee sumappestiove.
buf fer. theTirstavarAig@aletbhastdiled, & that MeF@E w&RiInY aldk BBS ¢Bne unheeded.
15 [0037] As indicated in step 416, in response to a second out-of-memory exception, the
low memory manager 146 releases the second reserve buffer B2 1586, effectively
integrating the memory of buffer B2 with the main block 158 and the previously released
first reserve buffer B1 154, thereby increasing, from the perspective of the specialized
application 144i and the operating system 142, the amount of free memory available for
20  use by the specialized application. The newly released mémory preferably buys
sufficient time for recovery supporting activity to take place prior to crashing of the
affected application — for example, time for selected information in the memory block
152i to be stored to a persistent storage location so that it can be retrieved at a later
time.
25 [0038] As indicated in step 418, upon releasing the second reserve buffer, the low
memory manager preferably issues a second warning alert to signal that a crash is
pending. In some embodiments, the second warning alert is effectively a command to
commence shutdown of the specialized application 144i. Preferably, the second

R
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-L, messages to and receiving incoming messages from mobile devices 106. The
specialized application maintains a pending message buffer within memory block 152i
10 that includes pending outgoing messages that are waiting to be sent out to mobile
devices 106, .and pending incoming messages that have been received from mobile
devices 106 but not yet processed by the gateway 100. The pending messages may
include, among other things, status messages such as error codes and
acknowledgements, and conventional email messages. Delivery of some of the pending
15 messages in the pending message buffer may be critical in order to avoid “lost”
messages, namely messages in which an originating device such as a mobile device
106 is left with incorrect or ambiguous information as to the status of an email message
that was sent from the device. Accordingly, in the event of an impeding crash of the
specialized application 144i, it is desirable to serialize to a persistent storage at least the
20  critical pending messages in memory block 152i that are required to ultimately be sent
to avoid lost messages.
[0040] In the presently described example, the specialized application 144i includes a
shutdown manager 160 that is configured to receive the second warning alert issued in
step 418, and subsequently begin a shutdown routine that includes, among other things,
25 serializing to persistent storage any critical messages that are stored in memory block
152i, thereby allowing the critical pending messages to be retrieved and sent at a later
time. The messages could be serialized to a local persistent storage of the computer on
which the affected application is running, or to database 124. The second warning alert
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wireless transport interfaces to take over the traffic and also to retrieve and send the
9 serialized critical messages.
[0041] it will thus be appreciated that the low memoery management process of the
present invention provides advanced warning of impending crash of an application due
to an out of memory situation, thus allowing corrective actions to be taken to fry and

prevent the crash and also recovery supporting actions to be taken so that critical data
10 is not lost if a crash occurs. In the example embodiment described above, two reserve
buffers are reserved from the memory available to the application. When an out-of-
memaory exception is issued, the first reserve buffer is released, and a warning issued
s0 that either or both automated and human controlted investigations and corrective
actions can occur. If the warning does not result in a successful fix, then a second out-
15 of-memory exception is received, causing the second buffer to be released, and the

commencement of a controlled shutdown of the application during which critical data is
stored tfo persistent memory. The low memory manager 146 relies on out-of-memory
exceptions issued by the operating system 142, rather than attempting to directly and
continuously monitor memory usage itself. As a result, low memory manager 146 uses

20  relatively few processing resources of the computer upon which it is implemented.
[0042] In some embodiments, more or less than two reserve buffers may be used.
[0043] In one embodiment, there is provided a computer program product having a
computer-readable medium tangibly embodying computer executable instructions for
implementing embodiments of the invention described above. The computer readable

25 medium could, among other things be a storage medium such as a magnetic medium or
an optical medium, or could be a communications medium such as an electrical or

optical signal onto which the computer executable instructions have been modulated.
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examples only. Alterations, modifications and variations may be effected to the
particular embodiments by those skilled in the art without departing from the scope of
the invention, which is defined by the claims appended hereto.
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107 B G HA-Meihasier mammging low memory in a first computer device having a
processor for executing an operating system and an application, and a memory
available to the operating system and application, including steps of:
(a) reserving within a block of memory a first reserve buffer that is
unavailable to the application until released; and
(b) releasing the first reserve buffer for use by the application upon

determining that memory use by the application has reached a threshold.

2. The method of claim 1 including generating a warning upon determining
that the memory use has reached the threshold.

3. The method of claim 1 including generating a warning signal upon
determining that the memory use has reached the threshold and sending the

warning signal over a network from the first computer device to another computer
device.

4, The method of claim 3 including, upon detecting the warning signal,
directing at least one further computer device that is connected to a common
network as the first computer device to assume at least some of the load
previously carried by the first computer device. '

5. The method of claim 1 including storing selected information from the
block of memory to a persistent storage subsequent to determining that the
memory use has reached the threshold.

6.  “The method of claim 1 wherein a determination is made that memory use

has reached the threshold when an out-of-memory exception has been issued by
the operating system in respect of the application.
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released, the method further lncludmg
(c) determining if memory use by the application exceeds another
threshold after the first reserve buffer is released and if so refeasing the second

reserve buffer for use by the application.

8. The method of claim 7 including generating a first warning signal with the
release of the first reserve buffer and generating a second warning signal with
the release of the second reserve buffer.

0. The method of claim 7 including, upon release of the first reserve buffer
directing at least one further computer device that is connected to a common
network as the first computer device to assume at least some of the load
previously carried by the first computer device, and commencing an automated
application shutdown routine with the release of the second reserve buffer.

10.  The method of claim 7 wherein in step (b) a determination is made that the
memory use has exceeded the threshold when an out-of-memory exception is
generated by the operating system in respect of the application, and in (c)a
determination is made that the memory use has exceeded the threshold when a
second out-of-memory exception is generated by the operating system in respect
of the application while the first reserve buffer is released.

11. The method of claim 7 wherein the size of the second reserve buffer is
less than that of the first reserve buffer.

12. The method of claim 1, including after step (b}, re-reserving within the

block of memory the first reserve buffer if the memory use by the application falls
below a threshold. |
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system in respect of the application; and (c) releasing the second reserve buffer
for use by the application upon detecting a further out of memory exception

generated by the operating system in respect of the application.

14.  The system of claim 13 wherein in step {(c) the second reserve buffer is
released only if the first reserve buffer is still released when the further out of
memory excéption is generated.

15.  The system of claim 13 wherein the low memory manager is configured to

generate warning signals upon release of the first reserve buffer and the second
reserve buffer.

16.  The system of claim 13 including a shutdown manager for storing at least
some data from the block of memory to a persistent storage subsequent to the
release of the second reserve buffer.
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